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- FreeBSDf]
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F1 FreeBSD boot0

F2 BSD

F5 Disk 2

>>FreeBSD/i386 BOOT boot2?
Default: 1l:ad(1,a)/boot/loader

boot:

BTX loader 1.0 BTX version is loader

1.01
BIOS drive A: is disk0
BIOS drive C: is diskl
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BIOS POST

BIOS 639kB/64512kB available o
memory

FreeBSD/i386 bootstrap loader, o
Revision 0.8

Console internal video/keyboard
(jkh@bento.freebsd.org, Mon Nov o
20 11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 o
syms=[0x4+0x3456]

Hit [Enter] to boot ¢
immediately, or any other key o
for command prompt

Booting [kernel] in 9 seconds...

Copyright (c) 1992-2002 The o A%
FreeBSD Project.
Copyright (c) 1979, 1980, 1983, o
1986, 1988, 1989, 1991, 1992, o
1993, 1994
The Regents of the o

University of California. All o
rights reserved.
FreeBSD 4.6-RC #0: Sat May 4 o
22:49:02 GMT 2002

devnull@kukas:/usr/obj/usr/
src/sys/DEVNULL
Timecounter "i8254" frequency o
1193182 Hz

* X PR LAEDOOTO B B F PR (R AR TS IR B R — A

1.3. BIOS POST

MPCMHLE, AEERPIFERSFOL N L E [ - EX LA A, A TRETAF
e R 32N (HOXFEFEFEF0 FRATEH T AP TR M L BB R EHUTIIFE &R
. crl, — 32 IR, ENIESIRHMER %0 . cr1fJPE(Protected
Enabled, RIFIRZERR) (1 HRIE RIS TR S . |
TRRENZA G, MRS ECHIE A F 55 . bR, Stk
SR S5 [F Y -

{E OXFHEFEORK/NF4G, K LT BHL R AGTF TN TE, Xt A& — AN
Hoht o VT SRHLRE (R X I B FE [AIBIOS A A R

BIOS# RBasic Input Output System (EEAKIAKIH ARG « LR L, EHE
WE— N AR HiEFiE35(Read-Only  Memory, ROM) . BIOS, &4 i
AR TERE L R RRFIRE - wlXEE, ACPRERE Sera 1 F EBIOSIE fif < A bk
OXTEEFLLLO0 o JHHIXMIE A& — A BEETE <, f8IRBIOSHIPOSTHIEE .

POSTZ RPower On Self Test(fifd G12) - XERFEMAFRE, RALLIEE
MEECRELE, MMESCPURBRLES RN . X—EPE - 1EES
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T, FAHNEOxTC00. BN XA UE R RREIETE RSN, RSN
HFEEEHE . AERS, RN CEES N —E5E GER Z26OMME - 0
SHEREENRINE, 15X, F—TBXGUE - HEENOFERS, 5
XMIFEGmS) BERHROER, & X NES it %k (Master Boot Record,
MBR) - BRI AR X H AR

1 .4. boot@ F}/|\-F5r£

LEFATE — T 3 fH/boot/bootd X —AMUS12FE T [/ N - U5 ZEFreeBSD %
e A %E4E “bootmanager” X AN N AR S ARE R MBR

WHIFTIAR, INT Ox19 F54-3EH; MBR, HIH 2 bootd HNZ N FFHiLIE 0x7c00.
£ 4 sys/boot/i386/boot0/boot0.S | W LIFEAXEBEEALET 4 - X255
P25, —PBtr Robert Nordier= 5 )& \EEHURE T B -

MBREL, it Zboot0 B, M {i#sEox1be i — MEFFRIILER, Ry 7 IX5E-
HAF4ix RRAKIES), SFKIDRI16F T . SICFFORE A
5y, {EFreeBSDEYARER, XPHHslice(d) » 16F T HE —MREF T REX D
SERAGF . BARE P KAEX—RE - B, bootd HIfLHLFFE
YEARSEENAT -

— S REFEI TS

C I U RSA

+ 1T A Sk

65 CHSHR AT

8517 LBARSZUIAF

— B RITRAAHE G H— KR LORIIERS . BARICHSFIR A
PHERAERMEE., ERIRARAFARE: BA (25T, Losical Block

Addressing)fEoR 73 X B AR B X A1 23 XA BE, TiCHS CREMRT @k B3 IX) F67 [X AT
AR

SISEMHSEW XK, HERE LERIR, UERFATL &M T 5200
S o R DR TN AVEES . boot® BT TR BHE:

© PRCEF RS XA S . FEERLIATH AT 5 SARE

F
F

Vet T B qndisklabel(8) £ ATX — KIFHAE R, FERAEF _HREE.
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boot2 iy Ex

© AREARVGEFEN 7 X LA N IRG ] SRR B T
© REOET O XME MBI, FRERIITZ

W ABIR2FAET — A5 S5 X (X B f5FreeBSDE[X) A58 — B X BUE?  [EMIMR
CLETHEIR), FRmlEboot2 .

1 .5. boot2 ]%\F;rt

WYFRARSEIE, Fft 4 boot2 &AL boot® 2 J5, T AEfEbootlZ f5. HEL L, #F
— 51277 L fboot LFEAICEE H 5% /boot B, R FISR M —3KIKELS | T REEM «
MEKEL S|S0, bootl il boot® X il & 5| SRR AIIE « B4 3 boot2 BT -

TRATRE 4B 2 — 3 /boot/mbr o X Ebootd ffaj L As - mbr i fCAS A2
IRCEAL PR, TR RS SRS X .

SEHboot2 IS AAE H 3% sys/boot/i386/boot2/ HL, WFRIAIRTHUTIIHAE 7/
boot B . 7F/boot H /4 bootdfboot2 Re&fEy| Gyt fEdfffH, HAEbootocfgix
B TEASMRHEN]. bootd (NZE R AEMBRAIAREAER - boot2 il TR 5| 51
FreeBSDA» [X (IR - XA BN SO RGiE ], FTLLEN ATl Z R 1)dm 4
BE-

boot2 {3 FAL 55 LM /boot/loader , FREG[ ST AR H =FEL -
FEboot2 FE ARG NRESE &L open() Fliread () 2 ZKAVFIFEBREL . KW WA IH
B . MRHIREE, RBOUE RS, IS /boot/loader | FBIOS
HITIRER E AT, RENEADSITRHIITZ -

BRILZSh, boot2 BRI HR/RFH FftfTiEsE,  loadern] LIMHERAL - RYLHTT 4

boot2 Ft) kil CHE AR IR ) 7 U= A

sys/boot/1386/boot2/Makefile

boot2: boot2.ldr boot2.bin ${BTX}/btx/btx

btxld -v -E ${0RG2} -f bin -b ${BTX}/btx/btx -1 boot2.ldr \
-0 boot2.1d -P 1 boot2.bin

iXMakefile fy 7 7 A btx1d(8) # F R BERE — ikl (LH5 . BTXF RG] Sy 25 (BooT
eXtender) E 22 FF (FF % 7 (client) FRELRIPEEERSE . 5% FIEFFHEBE R —
BrfUis « BTLL boot2 2 —BTXZ 7, FBTXHR LA ARSS -

THbtxIdRFERAE, TR G R —E - btxlde)fld1) pX5)RId
B EREF A BRSO R — A B EER A T SO, Tbtxdd TR —A> B R
SRS BTXEREGER, A& & THHED X ET M A H L, DISEHARSSIS -

boot® HfTBkE EBTXRIA L 5« IRJE, BIXFHLHIES UM ELRIF A, Hifsg—1
BRI, WERRAZR . X DIMEEE:

8
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B 1E SRS AL

© FEIUB086HRN o JXEIREBTXE L8086 M HIAESF « SRS, fpushf,
popf, cli, sti, if, A HE A -

o ST A 5 (Interrupt Descriptor Table, IDT) |, {48 A 7G FARE {2 A i o] 1 Sk
B HIBIOSTEF A0« HESZHITOx30, SXERGEARD .

© ARG exec Ml exit () E LU0 :

BTX% 37 4 R iR 75 % (Global Descriptor Table, GDT):

Z P E RS FEE A T HEMEM_USR (0xa000) , 3% fF(selector)  SEL_UCODEFE [ %
FIEIERS - 547 SEL_UCODE A F3W AR (Descriptor Privilege Level,
DPL) , X2 RMANIR - [H52E INT 0x30 fE& AR T — P ERE, X1
B (13545 FSEL_SCODE (supervisor code) (i & EH AR - IEQN(LAT#E L 1DT (T
TR FO) AT ROV EAREE -

FrLl, Y& FVEA __exec() I, (CHERA#HE AR EARIUT - X5 AT UEL
I%?F)ﬁﬁ%ﬁ&%’l‘@ , W4T (page tables) « & FIMIAFFE (GDT) < HETHEAFFE
IDT)4 .

e



loaderf B¢

boot2 EFN T —PEEMEUELE: struct  bootinfo . XMEEFJE boot2 %]

1L, IRIEHEER AR loader, ZJ5 MR AN - XG50 B3R 4 T H Hiboot2 1%
&, Hapfiloaderi% g » X AMEEM T HIE B BG4 « BIOSHR{H: AR A4
H/WS/MIXEEER - BIOSTRAEMS| S F MBS, ATHYE N R
/)N, envp $REF GRIRFEST) &5 - 8 AR

/usr/include/machine/bootinfo.h
struct bootinfo {
u int32 t bi version;
u int32 t bi kernelname; /* oA—4F¥% &5 * */
u int32 t bi nfs diskless; /* struct nfs diskless * */
/* Ok EAFE &R K/
#define bi endcommon bi n bios used
u int32 t bi n bios used;
u int32 t bi bios geom[N BIOS GEOM];
u int32 t bi size;
u int8 t bi memsizes valid;
u int8 t bi bios dev; /* o3]5&&#BI0OSE %5 */
u int8 t bi pad[2];
u int32 t bi basemenm;
u int32 t bi extmem;
u int32 t bi symtab; /* struct symtab * */
u_int32_t bi_esymtab; /* struct symtab * */
/* 0L TR AR 5%bootloaderiz o */
u_int32_t bi_kernend; /* oAM= K# */
u int32 t bi envp; /* oIf3g */
u int32 t bi modulep; /* oL H gk */
}i

boot2 PEA—PMENERFHFEIA, KRG load() o« WIRMH A AEUEAEA, &
PR — BRI R G457,  load() ¥&2EdkBha 3 F(/boot/loader ) . PRl ino_t
lookup(char *filename) 7 int xfsread(ino t inode, void *buf, size t
nbyte) FHARE I ANTE - /boot/loader F—PMELFAR S “ IS0, g
B IR A T a.outg A ) struct exec 4544 . load () 9 ##loader fRELF LT,
PHi/boot/loader BN, REBHEEEAOIITZ:

sys/boot/i386/boot2/boot2.c:
~_exec((caddr_t)addr, RB BOOTINFO | (opts & RBX MASK),
MAKEBOOTDEV (dev_maj [dsk.type], 0, dsk.slice, dsk.unit, dsk.part),
0, 0, 0, VTOP(&bootinfo));

1.6. loader¥- %

loadertfy & —~ BTX & 1, fEIX B AMEER . B —HNE 21 AF M loader(8) |
FiMike Smith$5E . rloader 5 i 2 RIBTX N H O LAE BT T 85T -

loader f) FEAES5 BTSN - HAMBEANFE, Hl#loaderiiH:

sys/boot/common/boot.c:

10
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B 1E SRS AL

1.7. A A4 1k

ENTRE — FHEERANZGS . JXRENBIFAT TR loader (&3B28NIZAHER(L
B XMIEMRENZELHADL -

FEX—THE —LHBIRT . B, WEGR— PELFISEER b hI s f:, g
SR AR AR /red/herring | —DEATERISCME . HIR, &— T3 fsys/conf/
Uscript.i386 , AT UG B RS AR IARIEITE — 228 % - [BRETLTT, F
T H

FORNBHIA L HREMS “btext’ o X M5 Elocore.s HIE ¥ :

B IR A AT AREFLAGSIR O — 1M FIUE SLAI{E0x00000002,  SXJEWIIAILETE BiA 17 4% :

btextiff F{5|#E recover_bootinfo() , identify cpu() ,create pagetables() . 3Xik
A& € 7 locore. s Z /1 o X ELAIFRAITHREUNT -

11



WAL

recover_bootinfo XGRS H G| ST EE G N
S8 1S HZA3FTT: Hloaders|
5 (WRiFrid) . HEAMES I 55515,
&GS X RERES 77

o, L5 struct bootinfo FEfER

A% A7 -

identify_cpu XA BREUTMICPURTY | ok RAFAE
5 cpurf.

create_pagetables XA RN 9 TURFENAZ N Z 25 (A T

SEREE, HEE —ENE

T RTFRVME (AERCPUA X N IIFE) -

WIa, Ashs TR

MT oI ELED), BRI R . s =17 ARk
R AL :

PRALinit386 () WA, BESEULBIE— N EE, FBRE-NZESHYHET . b5
Hfrmi_startup() . 1nit386 /2 — > 51 {4 RETH R IWT LA 1L R %L,

mi_startup() 2 NS5 REILRAEE (FIZ% mi_' F&7R"Machine Independent,

ARERTHLES) « R AFEMmi_startup() BIRE, XN EEVS. WZEAE]
B .

~5




15 5| S E AEIIRIL

1.7.1. init386()

init386() 5 M.7F sys/i386/i386/machdep.c A1, ‘B 4% Intel 386, 5 AT WIHE
X o loader CRFCPUYJHZE (RIFIEL . loader DA RN T B RIS -

FET

@ BMESHESEE “ES MNHALRHITIE . £S5
(B AT ASP S04, SX NI R R/ AR A SRR AL T B
fille  XrFIntel 80x86/FL&pdhA, I I Intel /N F] 54F-80386
CPU L/~ Bkt BB REREERE EERT
F 80386 "1 REEFA T B R B I RS T B E -

FEIXMESH, WRFREETAE . AErhe AT,  BORFCE SN RPN
SERHT— R TAE—FF 51 H -

© VAL RTREES R, XSG SRR

© HEFGDT (£ /IHAFFR)

R IDT (PRI HEHATT )

© MR RGHERIG

* WIAILDDB (NI SRR IR EH IR R N R

© WIHAILTSS (RS IREE)

* EFLDT JRER IR #)

* E37proco(05 #HAE, HINHMIHAR) Hipch GHRRIZHIER)

init386() ESEWIALNZHIATEESE, XESHH5I FEF R SR ENSR

¥4t (environment pointer, envp)ifif, FEFHinit paraml() . envpigftCH
loaderfF i fE 45 ¥bootinfo i :

sys/1386/1386/machdep.c:
kern _envp = (caddr t)bootinfo.bi envp + KERNBASE;

/¥ Sinds U RARTRER , wwhz % */
init paraml();

init_paraml() 5 X fF sys/kern/subr_param.c Z ™. X304 EAH —Lsysctlf,
WEMWADEEL, init paraml() Foinit param2() . XEDEELM1nit386() H1ifE
H:

13
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init386()

sys/kern/subr_param.c
hz = HZ;
TUNABLE _INT FETCH("kern.hz", &hz);

TUNABLE_<typename>_FETCH [ S5k LA 15 20 & f{H «

/usr/src/sys/sys/kernel.h
#define TUNABLE_ INT_FETCH(path, var) getenv_int((path), (var))

Sysctlkern.hz B 2RI EPSRER o[RS, ;X EsysctlIfiginit_paraml() % 5E:
kern.maxswzone, kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxdsiz,
kern.dflssiz, kern.maxssiz, kern.sgrowsiz .

IRIGinit386() ML ARG (Global Descriptors Table, GDT) . #Ex86_F 44
ESHEITIE H OB =S A B XSS [E " Bk A & OB HE R E - 2
MIIF, BHTCRFEECERHUTIIEAAE  CS:EIP, A4St EiihhE
W BB B HAECS” + ETP. N TRE, Boiis TRk, % ibT IR
AGFTT o FTLL, TEXMEITFH, RPN ERIMIEIEREPHIE . BFFR, W
CS~ DSEEEMEFER, HI@R#ERfFRPNERES GERmU, R EEFEATN2
BE, AT P INDEXES4)) o

EEE
80386, EIFAFELI6NL, INDEXERSr & H A ATE134T -

FreeBSD ) & JRHiR 11 2% 9 B P CPULRTEE 151547 :

sys/1386/1386/machdep.c:
union descriptor gdt[NGDT * MAXCPU]; /* o4& g#z#iFk */

sys/1i386/include/segments.h:

/*

* o BRI & (GDT) #ey o

*/

#define GNULL SEL O /* o=k */

#define GCODE SEL 1 /* oABNRBIHRE */

#define GDATA SEL 2 /* ohmsciEiitis */

#define GPRIV_SEL 3 /* oxffk % 4 32- (SMP) 432 % + 4 438 */
#define GPROCO SEL 4 /* Task state process slot zero and up, OiE&HkA#
2 */

#define GLDT SEL 5 /* ofA#fzeyBapfbarfi ¥/

#define GUSERLDT SEL 6 /* ol 7 &% Lt B3rds k5 & */

#define GTGATE SEL 7 /* o#t#fg{E4ika */

#define GBIOSLOWMEM SEL 8 /* BIOS&:# A A5 (LM AKX 8 AT) */
#define GPANIC SEL 9 /* 04 5% 4 ZA4FF T EIEGESRA */
#define GBIOSCODE32 SEL 10 /* BIOS# u-(32{zfk#3) */

#define GBIOSCODE16 SEL 11 /* BIOS#: w- (l64z4XA%) */

14
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#define GBIOSDATA_SEL 12 /* BIOS# v (#3&) */
#define GBIOSUTIL_SEL 13 /* BIOSizuo (T f) */
#define GBIOSARGS_SEL 14 /* BIOSizwv (B %%, £%) */

TBIER, XadefinesIf AR A S, T A RIEEFFPRJINDEXSY,  FIEAE
RERMAFRBMRG] - Fln, WIS (GCODE_SEL) f#{H40x08 -

TR WAL W iR 75 (Interrupt Descriptor Table, IDT) . iXGKFAER LK
PFERE fF FRITI 2 A PERR S I - i, PUTRZORAEK,  F P AR INT
0x80  f5& o X EEFNWT,  ALPRR RS {E0xX807E R HATT R P & HRIC
XKoo X MOFAREEEX N APMTFIRE . EXMFERET, XEAZKARSHA
SEENER

EEF

(;) Intel 8038637 H “YEFI T, AT LLAE SRR PB4
calltg 4 BRI EOIRR . AT JFreeBSDHf 3 F5RiHL
B R B B PR 1 T 420 S B ORI 57
SNE— A HEAL: 40D ECLinuxibt, %45 FreeBSDJ %
R T AR C B RTINS, R A2 Ry
B E R AELETT, TR B TR 2
BT (AR P B B B 5 B S T A A0 PR FES 2 AT «

R R AT LUG 256 (0X100) 5305 - P4 AONIDTS& 30055 PR 7248 o I
AP, XENIDI=256, REKME:

sys/1386/1386/machdep.c:
static struct gate descriptor idt@[NIDT];
struct gate descriptor *idt = &idtO[0]; /* ok i */

B PUTESORE — D EER I A BREF - ARZT S CIINT 0x80 i Akt -

sys/1386/1386/machdep.c:
setidt (0x80, &IDTVEC(int6x80 syscall),
SDT SYS386TGT, SEL UPL, GSEL(GCODE SEL, SEL KPL));

It A — N P B PR PR A8 INT OxBO TR,  ERFHIERIN &% L5 K
F Xintox80_syscall | X ERECAENCH B, R LUE 2 ARRINAT -

INJE . 2 FI0DB GRIES) wrta it -

sys/1386/1386/machdep.c:

cninit();
/* ST RATHREN AT L EZDDBmsE */
#ifdef DDB

kdb_init();

if (boothowto & RB KDB)

15



mi startup()

FESSIRASB(TSS) 2 55— P x8ORIP B ARSI -« MR BTSSP, E55IR
SERFARE R ESTISEER -

JEERHA R (LDT) F R R 1 F P ARASAIEE - ROUE LT JUMERRF, R
WATFR, ENRAGIAM R DA RS P Bk ey

SRIG. proco (05 i#HE, BN MIHRR) RO R Z R (Process  Control  Block)
(struct pcb )M B AR o procOE—> struct proc 45H, AT — ARG
o WIOETTE, ZRERFE, FrLiX MM ENRHEE L 2RZE:

shEfstruct  pcb fEprocZEf ) —Ehar,  BRE X FE/usr/include/machine/pch.h 2
L NEEIRBseRE A R HMEE., INFFEsAIE -

1.7.2. mi_startup()

XA R EWHFRE, FTE RGBSR, REZ M RASINREA
I:

RUEsysinitfEZR D 227E (FreeBSDIT A EFM) HHEIHR, FLEMAXETE—
NEAERE .

BRGNS (sysinith §) 5@ A Z @ . ik f]Llannounce sysinitif 5
e XA RITENRANE S -

16



B 1E SRS AL

XTSI F R G FRRSEST_SUB_COPYRIGHT (0x0800001) | BUENFHEE
SI_SUB_CONSOLE(0x0800000)/5Tf - FITLA, HAN(E SR AETEHI & WIMa 1L 2 JE i AR 5
FIFTEN R -

WFANTE —F ZESYSINIT() M T L4 . EEFFAZEC_SYSINIT() -
TnC_SYSINIT() SR/ FEFF BL— 1 ERASL5H struct sysinit . Z5FgE B EIEA T 7
— /)% DATA SET:

ZZDATA_SET() EBFFFMAKE SET() | %ZMAKE_SET() F&[H FTERE & ffsysinit£]%k :

EIEIEATG T, BLERRTERE, Fa-EmTHEg:

17



mi startup()

__asm(".long " "announce sys init");
__asm(".previous");

F—__asmIFLAEN AT HUT UL — PELF Y (section) . IXZEAE N
BERZAORI R o X TR A& 0y . set.sysinit set o X—TIAIANER—1320U(E
——announce_sys_init4FH A, X PMEEMIERSE A asmfFLHTE L. =
__asmIFLARICT LR - AERATIEE 24 TR R E SGER), RN (IR132
P R PEEIN B CAF AR R, Xt 7 — 32854 -

Flobjdump%E — A% — IS, MR A EREI EEHEIX 4 JL T

% objdump -h /kernel

7 .set.cons set 00000014 c03164cO c03164cO 002154cO 2**2
CONTENTS, ALLOC, LOAD, DATA

8 .set.kbddriver set 00000010 c03164d4 c03164d4 002154d4 2**2
CONTENTS, ALLOC, LOAD, DATA

9 .set.scrndr_set 00000024 c03164e4 c03164e4 002154e4 2**2
CONTENTS, ALLOC, LOAD, DATA

10 .set.scterm set 0000000c ¢c0316508 c0316508 00215508 2**2
CONTENTS, ALLOC, LOAD, DATA

11 .set.sysctl set 0000097c c0316514 c0316514 00215514 2**2
CONTENTS, ALLOC, LOAD, DATA

12 .set.sysinit set 00000664 031690 c0316e90 00215e90 2**2
CONTENTS, ALLOC, LOAD, DATA

X—FEBERFIHTT . set.sysinit_setH OX6645F T K /)N, Bt L0664/
sizeof(void *) sysinit¥t R gRIFH T NZ . HET, f0.set.sysctl set i

=
BT E X — P RA Ry struct  linker set gZFE, 77.set.sysinit set Bgh i
£ 2R

sys/kern/init main.c:
extern struct linker_set sysinit _set; /* XXX */

><,

struct linker set EF X U0 :

/usr/include/linker set.h:

struct linker set {

int 1s_length;

void *1s items[1]; /* ls lengthAsmegzisn, oANULLZ R */
}i

B
SEPR LR, FHCHE F it fhlinker_set R RIAHRNELET -

18
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BT Esysinitf GEEER, 5 02— LINULLEERREEHE, A 2Rk
KSR EITEET -

EIFfmi_startup() A,  FAITERE T sysinithf SURANAHFAS RN . R
Homi_startup() KFENHEF, FEAG— X &5 — W GERGIAELS:

A YU Agsysinitil 5 € AL fsys/vm/vm_glue.c /1, XK RN A
fEscheduler() o X/ERESERR LR TEIRIEER, ©FRFAHEAEFRIA(PID)J0f)
HAE——swapperiifZ . Hil I FEE HprocOLE A IE 2 R iR X Pt AE -

HE— DA Rnit, [sysinityf Rinit@#V

create_init() jE VA forkl()  ApEL—ETHEHRE, EHFREERC AT .
XA AR HATE,  start init() HSWEH . IEDERECE XL
FEinit main.c fF o EEEREEHIFHUT MO nit | 2R/ sbin/init | SR)E

R/sbin/oinit | /sbin/init.bak | fJ5 & /stand/sysinstall :
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% 2% Ak 94

it

3% — 25 f FreeBSD SMP Next Generation Project 4E3 o {F 1 E S IR I & 125 FreeBSD
KPR Z A0 FE (SMP) 44371 3

R SO AR AT T A T 7EFreeBSDII A B, X BB A AL B R
AIRE.  BRT A LRI SRS . Hmsk T L mutexalockmgrO) Y. #F
BRSSO F E FHREIAIE (], Xy Rk o LAFS

.

(;> BT
POEATENE, AR U H “mutex” F1 “HZF FH" 11X
Ble PIFEMRDIREEESZA,  BIEHEE DL TE
% o EfMLFE R ockmgr(9) i) 74 «

2.1. Mutex

Mutexjgh it — M RAFRIL = /HEE T BB . — P mutexfE—NFZI AT LI —D
SRR o RS — D RAERG O ERINE Mnutex,  BIEEAER, HEXD
mutex R - fEFreeBSDINILH, mutexBOARERTIIA -

Mutexa] IRV RE, (Higmutex—y Sk — M Sefl g Bm e —Bn e, A
=PSRN BEAE R mutex i AR - AISRIRTFEAEFF A mutexifRERR,  AIfEA—
> lockmgr(9) fh41 -

BPmutexF JLNS NESSBEE :

254,
AEP BB D struct mix2s 04 5
2,

H R mtx_init FRJRATmMutex )2 F o XD T M RFEKTRERERH B fwitness

HESESERE . XM TFIEAT X atRiR7Ewitness{CHS #1 ) #4- mutex
KA

Mutexf7!, FIFRBEMTX * R . B PRERIE LFEmutex(9)F ik -

MTX_DEF
— /M EERmutex


http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=lockmgr&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=mutex&amp;sektion=9

Mutex

MTX_SPIN
—MEFAmutex

MTX_RECURSE

X mutex f 2 17

RIS 5

XA AT ERIPREIRE T REEARESEW R TIR - S TEHIRE AL,
PR e AR s IR -

TR EREL

X 2 mubexfRF A B AT LA FH A R L

# 2.1. Mutex%1| £

22

proc.p_estcpu,
proc.p_cpticks
proc.p pctcpu,
proc.p_wchan,
proc.p_wmesg,
proc.p_swtime,
proc.p_slptime,
proc.p_runtime ,
proc.p_uu,
proc.p_su,
proc.p_iu,
proc.p_uticks,
proc.p _sticks,
proc.p _iticks,
proc.p_oncpu,
proc.p_lastcpu,
proc.p_rgindex,
proc.p_heldmtx ,
proc.p_blocked ,

LR WA, KA [ZSIRIE RS R £
sched_lock “sched lock” (3 |MTX_SPIN _gmonparam, setrunqueue ,
ez MTX_RECURSE cnt.v_swtch, |remrunqueue,

cp_time, mi switch,
curpriority, |chooseproc,
mtx.mtx_blocked schedclock,
mtx.mtx_contestecesetpriority ,
proc.p _procq, |updatepri,
proc.p_slpq, maybe resched ,
proc.p sflag, |cpu switch,
proc.p_stat, cpu_throw,

need resched ,
resched wanted
clear resched ,
aston, astoff,
astpending,
calcru,
proc_compare

proc.p_mtxname ,

’
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Kt

24

22

RE RIS 5 (EUE

proc.p_contested,
proc.p _priority|
proc.p_usrpri,
proc.p_nativepr
proc.p nice,
proc.p_rtprio,
pscnt, slpque,
itqueuebits,
itqueues,
rtqueuebits ,
rtqueues,
queuebits,
queues,
idqueuebits,
idqueues,
switchtime,
switchticks

=3

vm86pcb_lock

“vm86pcb

lock” (F2$118086
TR AR
)

MTX DEF vm86pch vm86 bioscall

Giant

“Giant” (EL)

MTX_DEF
MTX_RECURSE

JLFATEARAE
7R 74

callout_lock

“callout
lock” (FER}JE FH
)

MTX_SPIN
MTX_RECURSE

callfree,
callwheel,
nextsoftcheck ,
proc.p_itcallout,
proc.p_slpcallout,
softticks,
ticks

2.2. 3 3 4

XL R A A A3/ B RTURITIRE, AT I — D IEAEREIRAVHAERA R - IAETEA]

W 8:—%|lockmgr(9) z v .

F 2.2 HEHFBGR

LEZ (FSISSES

allproc lock allproc zombproc pidhashtbl
proc.p _list proc.p hash nextpid

23
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AT RIFEE

BRA, | Rt

‘ proc.p_children proc.p sibling

proctree lock

23. R TRy T =

JRF PR R H A — D BAEMBURTIORRZ R, T XX LA B ETE
SRR G R TR aomic9) . VB b%%ﬁﬂ*ﬂﬁ@ﬁﬂ
mutex) Bt AT P S R EIN, (LR AR R R SR 5

o mtx.mtx lock

24


http://www.FreeBSD.org/cgi/man.cgi?query=atomic&amp;sektion=9

# 3 F AR

éﬂﬂ;. .
WS, it @Kobj, RNZRME T —FHEMN R HICESHET R - HERIEN

RORARBRIEEN L.  XEEENIR ABREERRRT, X1 %0
RERSE /HUAH R R -

3.1. K&
x5

IR ARSI ER D B E A

ik
H— TRk

%
—MEE T

Ezn|
—FPEE SR R — MR E A

3.2. Kobjey T4k 5742

HEEFE
X N BB R A AR, SR RAES T
R B

Kobj TAERS, F=AT5 kiR « B DAHE — MHE—RFRIRF— s . 3
iR B LR FRAE — D RATTIER B ME— RV RIR T -

=R, PLREEN—IKTER, FFRXRERRE| — P e A 7% 5

XK B O %) B T IEHR - GERTRT, EEHORIE - GRiER Z0nX PR BL—
BOIRAT - AENERTIEN T EHEAE SRR — D E—RRR, PRIECAEH
HESIHERREGFRRIR TINR - TR MEERERRTE,  HellE
ER— R TR BEREED Ljﬁqﬂ‘ﬁ%ﬂ%#ﬁl FAEBE T 45 T AR )
Mtk - BRI R OTEERRED  REIA T AR B ME—bRiR ik Hash 7714
BRI ROEIRF - WRXDTEAERGET, RS EREARGTIEE.
WASX D HEPARE] T, RERMERRE (LR R DT ER SR EL) sl & B8
Ao I, O A RS RO B -



fit FHKobj

o ELIE S N (I

3.3. 1 1 Kobj
331. 44

33.2. %%

N

w !
w ¢
-~ ¢
\},_,.
}4\,
F

335. o —ME oK

{F FIKObj 58— B R — MO - BV ARSI TIE . BSIENTH
[l src/sys/kern/makeobjops.pl SEAL, T AEHAIERSL ORI, M
VN e N WA RN s A

TEIX AR R T JesiA &9 #include, INTERFACE, CODE,  METHOD,
STATICMETHOD , [ DEFAULT .

#include B AJEHS 17 P 2K — 7 R0 ST PR R SO PR 3 -
it

K5 17 INTERFACE FH R 8 W 4% - BEMEFHEFNTELEAERE, B
[interface name] [method name] » iE{%Z: INTERFACE [# 04 ];

26
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foln:
(INTERFACE foo;

SHETCODE 23 T M SR FRE AT REI TGP . TBRRCODE {  [e4TR
a1}

KA IAMETHOD SR A A — 7% - T2 METHOD [emxa] [Fxs] { [#% [,
5%%EF]] b

S5 ADEFAULT BR7E SCBEIAMETHOD 7 f5, @ X e BEIRIMETHOD (4R 78 « B4R IX 171
HF LB RS IBES.  METHOD  [mwaxa]  [##4] { (&% [#e%
%] IDEFAULT [4:4% &4];

J 17 STATICMETHOD 2 (b JSB#RIMETHOD « X T4 NKobjit 5, — AR H L ER#RE —Lt
Kobj & HIE . METHOD & YA A VRt BSoX e L G 5RO Tx Gk %8,  Banxs
GOLERE A X R RE, X VRN X N G U et T BE S
[fSTATICMETHOD 5 S AURT AT LIANSZX AN PRA:  aXRERR A A%, HERERIEL
PR HIX AT RS 4A T2 A0 FH VA X AN 7 VAR BB ERR G
F:EZED A . X FEEN R T ERZIMNARXANTIEEH -

27



B —R

BEE
X —BHIE S 5 F U ELAEIR R - BRSO T X R
KB ZECRTH FERE -

HESERERI i1

src/sys/kern/bus_if.m
src/sys/kern/device if.m

336. 31—/ %

Kb 5 P RESL— PR — I RIAFLT - HIEXK,  [RWHEH TKobj
B “WHREHT E” (Object Handling Facilities), EHIREEWRIIAN. i
ST Z5DEFINE_CLASS() .« FESZJ7{ESRAT, 77— 1 kobj_method t4{“H
FANULLIGZE R - 41> JENULLIG AT f Z5KOBIMETHOD () #E37 .

foln:
DEFINE_CLASS(fooclass, foomethods, sizeof(struct foodata));

kobj method t foomethods[] = {
KOBJMETHOD (bar _doo, foo doo),
KOBJMETHOD (bar foo, foo foo),
{ NULL, NULL}

}i

ROHE “GmiF - MIBZEBVIRNUN RGEPRE,  HEAZ— SO EL%
A CHEIEELE” (ops table, EFH: BRI “S8(FE> ) . XLLBRIERET FH—
NEEF{ER struct  kobj ops H{# ] kobj class compile static() , =it HfF
Fkobj class compile() EZERL -

337. 235 —4x %

S FIKObEAEE =35 R 8 STt o Kobuith 5 ST AR EKob) B EBURTE— M4
SE . WA, RN BTN S, FEEIkob]_init() PIRA{LA Ge

KobjZa#4E,  HSZwlLIfFiHkobj_create() SEIN S, I AEIWITAILIT G Y
Kobj B NZ . kobj_init() o a] LA RS — % ST FH A% .

B Kobj % HE 5 Al 215 52 Hp 24 FH Z2KOBJ_FIELDS -
40

struct foo data {

28
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3.3.8. A 7 %

i FKobj i) B 5 — R B E T B A R KO AT SR 0 - AR, &S
FEAM _#a, MAERERRE 78 -

B, #O%Rfoo, JiENbar, FHAME:
[dwt = -] FOO BARs(xt% [, okgdsl:
339. £ 549

H—/flkobj_create() NEFEMMAMANS,  FIXHX XI5 Hkobj_delete() .
H—PRAEFEWHEHN, FxHX R IHkob)_class free() .







% 4 % Jail+ 2 4

MiE. .
Evan Sarmiento

<evms@cs.bu.edu >

HERZEUNIX® RS H, HF root &7 RERY « Xt hn T £ ks R —D
Wi ERG T — D ARG Kroot, Al LIAEMPKIERERRFT ARG &
FreeBSDHL, “H—sysctlIifi5s 1 root FALER , 3Bt AT LLRE B0 8 Rl A 68 35 1l
NEIEARBRE « XL 2TIREH, B M2 5] . 7 —FifEFreeBSD 4.0 7 LUF
R PRI 2 R TIRE, Ht2jail(8) . Jailf— MAFTERAEE A SRR Y 21—
EACE,  HF EXLXEEEAE T X A SRR M RS - Flan,  — DR RRE
fﬁﬁi;}@%ﬁ\jailzﬁbéﬁiﬁ%\ AREMEH —BRFEM RGN, AR T E
138 Al S o

FEHEE

FERIA “gail” FIRICEEE NS BWEE .

JallB Z R — Mg 28 . AR LAfEjail st T & el se AR ME S5 1 IR S5
#TEF, WApache.  BINDAlsendmail.  XfE—3F, BIfEHIHZEEE T jaild
ffjroot, XEHEEIEAMNTESE L, MASEAIETELTE - AXFEERFalN
ORI GRS - GIERMRIEFE 3% BIall fufera i orky, SR SR r B —
B, Kk FASys Admin Magazine, May 2001, (Securing FreeBSD using Jail) -

4.1. Jailey 2 %4
Jail LSRR PP RRST, i Rjail®), EH LN Al F S,

. jail(2)  REGEEFAEFAERAZIH . BR8P R R Fjail 7 I P R SE IR
.

4.1.1. A P B AR

Jailf 2RSS ZE/usr/src/usr.sbin/jail | F— P 30fjail.cHi - XME
FEIXESE: jalfigE, 4, Pk, SPEFTEHITHGS .

41110, KL M

fEjail.c /| BT EICIEMBAE — 1 EEEMR struct jail j; FIFERE, X5
R EE A A5 4E /usr/include/sys/jail.h 2 Hi .


mailto:evms@cs.bu.edu
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2

AP

JailS5H ) E S

EMWRFTIL, (k% 2jal BN SHEEX RENN—. HEXE, A6
Ljail @B HUTET, XS B ST EEZ A

41.1.2. W%

& 45jail Q)M SEUHFHE — S RIPHIAL  SXRAEM LS By [Aljailif fodihk . jail(8)FF 1P
BRI M T, H NI (Gall RALMLEH ) -

PR #finet_aton(3) “¥I5ERITFAT BN — Pinternetip ik, IHHEEFRIFEEM
LEf R o inet_aton()iZE T L5 Rin,  ZJGinA PN 2 H Fintohl(3)4% #ipl &=
WL, FF 8 A jails R f)ip_number A5

4113, R34

E, HPRREFFINEEE - Bifail B 5285 T — M INZ AT, F
Flexecv3)HUfTH F R E R4 -


http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=inet_aton&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=inet_aton&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=ntohl&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=execv&amp;sektion=3

% 4 & Jall 7 R4t

EIRAT L, REGailO) BOAH, SRR Fjall PHEEAKIED,  TanEHT
W, XEHERTUOR Bl T28 . &E, W THAPEENGS. TE
FHRIHATHE al LEE AR R SEEN -

4.1.2. 48 X 69 M AR KD

IAERA AT S /usr/src/sys/kern/kern Jail.c . 7EXELE Y Tjail @) AL
PR~ RS EsysctlIf, 5 4% R -

4.1.2.1. sysctlsf

frkern_jail.c B Y. T #0 Fsysctlifi:



http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2

R NAZIR IS

S sysctTh 45— AT LU i Ssysctl() 7] . 7R RGR, Esysctl
HEFRARIR . B, R E—sysctlIi 4

security.jail.set_hostname_allowed
4.1.2.2.jail(2) % 4.8 A

BEITEMRGRA R, REEREIQFTER NS5, struct thread
*tdffistruct jail args *uap . tdjg—/ g thread Z5M{AIFEET, ZIREHFH T
AVl &R . XD B RICH, vapig R — MNEME, XMERRTR RS T
— RN R Jail. cfEE kA al VS AR ITRET - ZERTTHF AR P 2 FE
R, REZF BT — A jailVEM B E RN S EUE £ LA RETR A jail(2) -

T uap->jail u] LU T o[ b sajail(2) iy jai L 21 KI5, jail(2)fE
Ficopyin(9)fjail 45t A S HIBI NN A H - copyinO)FE=AS4. EHEH
AN R ORI IE  vap->jail | FEARNESRIFREGERT, Kk
HARAIRN o vap->jail FRw KJallsE i RS NN ESE,  HRERHES —
AjailsEig ki .

TEjall h e 5E LT A— A EER M B prison.  Z5HfRprison A HZEN A
f e TFHEEPrison SR HE L



http://www.FreeBSD.org/cgi/man.cgi?query=sysctl&amp;sektion=8
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=copyin&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=copyin&amp;sektion=9

% 4 & Jall 7 R4t

RIE, FGiAjail(2)y—1 prison St AL —ERNFE,  FF7Ejaillprison 45Hk
2 B 2 IR -

THE, BATHHE R EER ARG Fjail_attach(2), BRI T R R S0
ThHE -

XA ARG — 2 A DU T X B ZEAR g 2R O RE A St
fjail_attach(2)REAM T fH4, FATELEEB—LHRER-


http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail_attach&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail_attach&amp;sektion=2

R NAZIR IS

{EFreeBSDHT | B0 A% A] LAY A8 2 38 1o Hthread G55 (4R IR B Y [T,
AR HEANTE Ciproc iR . fRATLLIfE/usr/include/sys/proc.h Hi3g
Flthread flproc LM MARE L - fildn, EEFRGHAT, SEtdEpr &1
VAR A thread Z5F R FOFEET,  IEANETTE ATULAUBLEE . tdFTFE[ fthread 44
Fa A g td_proc i 51 & — M EET, IXAFRETFR A1 td T FOR LR R T B A
FprocLEfi R . LEHe fproc &1 AR A AT IR FTE H S 7 (p_ucred) , #EFEET
JRPRAHI(p_limit) | 2% . ZEfHprocsE b A 1p_ucred /Y 5 A8 A ftucred S5 F {4 1)
TENHF, E—MEmprison 4EF A iFgE(cr_prison) .

frkern jail.c H | pF#ERjail() LA ERYILd VK% jail attach() - Bl
J5jail_attach() i pi%kchange root() DARZR FHHARBRMRE R #T
ok, jail attach() @EE—MErffucred S5M94k, JE7E  BLThHIRiprison 5HE) {44
X Pucred MK fE, KX ucred b (A BPAMMRE Lo NIRRT, X4
W SPORA AR IR EE R . S IRATLUH 8RR X - ucred G585 (47 S50 H
W& Ziailed() B, ERHRELRGEAX N B & Fl—NjailiEr) . fEjail
H A R IR SRR A A A SRR A R M HUT THail Qi RE,  HRNIER
TV TRl RGEA - H—MEFpE i execveMHITE, B MNEHRE
Hjucred Z5F AR WG AR B E, FMEHRSE — MR EE R ucred 45544 .



http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=jail&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=execve&amp;sektion=2

% 4 & Jall 7 R4t

L — AR AGHRE X KI5, R T i fork(2)F F crhold () Sfedfidy H &
k. OXFE, R EREREF T RS (O RIET R 8, PrilTit
FEH R P LR -

4.2. 7 % W AL R 69 TR 4

HERNNGT, B—RIINWINERFRINRER . 8%, X R HINEE
HIREFERL - AR AR P R R BOX SR, HE SR A0 R SCRF BR[| = {7

4.2.1. SysVt #2 7] i@ 13 (IPC)

System V 2 E]3E(E (IPC) f&i@idVH BLINM) - B ARAT AT LU 2T R & 34T
R AT 4. SCFRTE BRI EGE:  msgetl(3) . msgget(3) . msgsnd(3) Al
msgrev(3) . [T O AHRE], —L sysctl FFRALUENT jail TR, HAE TR
security.jail.sysvipc allowed . FERZEARLS L, X4 sysctl WiLi%ako. 4
FRern1, MesEeRks:jal S FEEABLEELE jail ARG FERE AT LRI
WEAIARAMHRE T - THESE SR HENEH—MESHS A -

/usr/src/sys/kern/sysv_msg.c :

+ msgget(key, msgflg) :msgget R[E (HHAEECIE) — MEERART, LUFBIR—NFE
HE AR A7E BB


http://www.FreeBSD.org/cgi/man.cgi?query=fork&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=msgctl&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=msgget&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=msgsnd&amp;sektion=3
http://www.FreeBSD.org/cgi/man.cgi?query=msgrcv&amp;sektion=3

* msgctl(msgid, cmd, buf) :3EIXAEEL, — AR LIEE—E BB RFR
’Ij(;u\ ©

+ msgsnd(msgid, msgp, msgsz, msgflg) :msgsnd [a]— MHFELE—LIEE -
* msgrcv(msgid, msgp, msgsz, msgtyp, msgflg) :HFERIIX N EREEMUIEE -

FEIX LR EO N A AR ST A RS R, AR X — D AT

/usr/src/sys/kern/sysv_msg.c :
if (!jail sysvipc allowed && jailed(td->td ucred))
return (ENOSYS);

F5 2 ARG FEHE LOEN — R R FHERIESSIE D - E%Eﬁiﬁ%@ﬁiﬁ
WIRRME T X —Fugi2 . R, #ABRFREERFERNESE2HFASHFRE, —
E%EE@J IR - EailF I N E S ERGHRK& RK: semget(2),
semctl(2) Fisemop(2) .

/usr/src/sys/kern/sysv_sem.c :

+ semctl(semid, num, cmd, ...) :semctl%ZEfE5 2T HsemiddpiRIESE
PATemd 5 E B A< -

+ semget(key, nsems, flag) :semget @ 7 —P¥fRN T key K{EE &L -
%4k key A= flag 5 tuf1amsgget () 49 & L4a ) -

o L

+ setop(semid, array, nops) :semopXfsemidfRiR f{E 5 & 58— Harray s &
HIHRAE -

System V IPC{{#AE A AT AL SN AF « AR Z (A AT LB E AT TRE ik 25 8] ik
o AR R S B EE R - X RO A A 2 AR B i 4 2R sk
shmdt(2) . shmat(2) . shmctl(2)Fishmget(2)

/usr/src/sys/kern/sysv_shm.c :

¢« shmctl(shmid, cmd, buf) :shmctlsfidpRiR 3k 2= 77 X I &R &R B 186 -
+ shmget(key, size, flag) :shmget 57 /3T FFsize T {77 X 88K o

 shmat(shmid, addr, flag) :shmat % shmid FRiR =N FE X IEFSIR 2R A0 H bk
=z A 8

« shmdt(addr) : shmdt By 4 = ph 77 X 38 g i - PSR -
4.22. 2%

38


http://www.FreeBSD.org/cgi/man.cgi?query=semget&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=semctl&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=semop&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=shmdt&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=shmat&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=shmctl&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=shmget&amp;sektion=2
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Jail DL — sk i 77 sk Bisocket(2) RGBT FIAA R FVRBERFRE . N TIRE
—NEBRT RS AVFEOE, TR Esysct

security.jail.socket unixiproute only BH#IEEN1. WRHIE N, EEF
AL HBEFE X BN E:  PF_LOCAL, PF_INET, PF ROUTE . ZII|, socket(2)¥f
SIRE HEE -

4.2.3. Berkeley &, it j& £

Berkeley i IEERFE AL T — M ST KA, EHOEMEIREER EHIRSEED - B
FEBPF 75 AT LL7E i SRR BRI H ¢ {5 2 8 o devfs(8) sRdz il

4.2.4. B %L

W] 4%t TCP, UDP, IPFIICMPAR ¥ I, - IPFIICMPRE TRl —WhiZIR: B2, M%
B S5 Enanfii B, H—SIREIE S D7 R N 8 B — L 48 4
M E. nam@—/5[A sockaddr Z5F RIS, SR TT DIGRE AR SS Atbak o — 45
WATIRAE SL: sockaddr “Z—MEMR, @& T HMATRRTF AL KE - 7
PR#Lin pcbbind setup() AisinE—PFg[H sockaddr in £EFGERMITEES, X4
WELE T EEF A LISERNR D ~ bk« KB PR XA LT Ejail fr
FEFEE AN T A # R T A7 E T Ajail 1P AL -



http://www.FreeBSD.org/cgi/man.cgi?query=socket&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=socket&amp;sektion=2
http://www.FreeBSD.org/cgi/man.cgi?query=devfs&amp;sektion=8

GE-IS

R ABSmE R Eprison_ip() ffift4 -  prison_ip() H=/"N&%, — M EHE N
FEIERIFEET (Fcred#oR),  —SEhREA—MPHITE . 25X MPHENENE T3X jail
BF, SREL; ABNERE0. IEWIRMARIEHE WA, 08, BB PHERRSEAE TH5X
Adail, BEASEE SVF RIS R 4 bk e il -




% 4 & Jall 7 R4t

4.25. I E%

R FERFHIRTO, RIMERjal BEfgroot, WA yFAET il BGH B O R
B, ANEERe - CREEIT - CORATHER PR




XHRG
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# 5 =& SYSINIT/E 4

éﬂﬂ;. .

SYSINIT 2 —™ii F A0 FHHEF 5 4 BB THLHI FIREZE - FreeBSD B Hij fi B R# 1T
NAZHIBN SR - SYSINIT{H15FreeBSDH %4+ R 58 A LITE AL BRS8N
R ERE . 0 MBR . B, XRE, NARIERINER A BB —
MEESWERFYGRL ZHEREZETRIENZ . X MEROEENZER  GE
PRAKLDE] LIS N AN JRi -« 8 1255 RGN nE, EQT?/JLLﬁEﬂJD
o XEEHRERSE T TN EERESY (kernel linker) ] “BEiESL4E (linker set)5%
FHY -

5.1. K&

98 42 A (Linker Set)
—HMEERE VL o IXFR T IR R R YR SO R RS S FE B O BB LR B — - m] AT
IESHEREIR T -

5.2. SYSINIT 1%

SYSINITEKFEHE e 23 AR MU A B MR PR IS 2 40 RS IRE  HEENTHM
— MR BRI R SR SRR TIAWR Y BEERSRE A (linker  set) .
SYSINIT{S FH i M E Heas S & DIES 9 R R 5 BRI EE S H B0V IR
Ff - BRE — N 2WIRITAZ B EIRE R -

SYSINITHZ B RSB AR R T e ESCHE P LA AT FRMEBRHIRRRE TR
SERIPRIA 25 I SYSINIT 4 JIHAT F R G R B 2 SR I TE M AE<sys/
kernel.h> I3 sysinit sub id . 55— (RS RIAE T RS TR AR
P, EXA{f<sys/kernel.h> HIf{j#2% sysinit elem order [A .

A PRI 2T ZAEFHSYSINIT:  RGE DB, ARG ERIR
EIEHS . T RGUEFAERGUR S EFSYSINIT - {7 SCIR LIAIIG (AR 45 -

g, HRREE T RGUEH—ASYSINIT & RGBT RS RS - 15
%%Bﬁﬂ%f?ﬁ\jﬁ%ﬁﬁﬁiﬂﬂ SYSINIT() , XfF /o sty b AMIE B st as BB
DRIVER MODULE() YRR ECEMIMI A IOTFE, MR, A& nn
- ?aulﬁzﬁiﬂ SR ERES, REHASYSINITO A5 .
Xﬂ:ﬁlkf‘—"f;%é*ﬁ BIorHRE SR, MESUHIDEV_MODULE() -



f# FHSYSINIT

5.3. 1 A SYSINIT

531.# v
5.3.1.1. & U4

53.1.2.

53.2. %

ZESYSINIT() ZESYSINITE ZhEIEE 4 b 57— PSYSINITEUETR, LLfHESYSINITZE &
G shaE R MBI HEF HHUTE A RS- SYSINIT() H—1 2% uniquifier,
SYSINITH B RATREIRT, B RTRGNUTS - FRETEINTS - FFAHE
B B R EEEE - TR IR ATE — ME R SEL

15 5.1. sysiner() 1151+

757 . SI _SUB FOO #1ISI ORDER FOO 3/ 443 B 7E [ 45| fokr2ssysinit sub id #
sysinit elem order o . BEATDAFH CVE ROMZET, o A] LAKF B CLAORZET0A
INEIX AR E L2 A - AT DU R U SYSINIT U T IS - A
THIFIF RG] T — 5 N ZEAE N % S B0 B S YSINIT 2 HijHiA T HUSYSINIT -

44



% 5 2% SYSINITHEZE

191 5.2. B svsmvrro P ) 51

5.33. ¥4y

FESYSUNINIT() {77 5SYSINIT) fUAH2 ,  FUE B AUR T i SYSINIT IR
HIEESE -

5 5.3. svsunanzt() FAJ45]

45






% 6 = TrustedBSD MAC 4z %

Chris Costello #= Robert Watson.
]iE. .

6.1. MAC U # e 7 B

RS R AE Sy DARPA CHATS #1571 R F—3ER 4>, B fLHRT Security Research Division
of Network Associates /\F]Safeport Network Services and Network Associates

Laboratories [{¥)Chris CostellofX 4 DARPA/SPAWAR 4 [&] N66001-01-C-8035 (“CBOSS”) |
> FreeBSD Il H 4w & | »

Redistribution and use in source (SGML DocBook) and 'compiled' forms (SGML, HTML,
PDF, PostScript, RTF and so forth) with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code (SGML DocBook) must retain the above copyright
notice, this list of conditions and the following disclaimer as the first lines of this file
unmodified.

2. Redistributions in compiled form (transformed to other DTDs, converted to PDF,
PostScript, RTF and other formats) must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

ER:S

A THIS DOCUMENTATION IS PROVIDED BY THE NETWORKS
ASSOCIATES TECHNOLOGY, INC "AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL NETWORKS ASSOCIATES TECHNOLOGY, INC BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS




ARIEEHT

DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

A

HE

ARV RNEREAEE 7 RS %S, AMERAEEM S
RIS - WSRO A, W BT SRESOE -

TE R TIPS RRIR T, AvFmE s Z s LIRS (SGML DocBook) &f;
i%” (SGML, HTML, PDF, PostScript, RTF £&) 1283 & B El RS fTE =

L 43 RIS (SGML DocBook) A AHIME IR B LR 575 ~ ARSI 5
AT IR A EIZ I B S5 T4T -

2. ARG GOy EDID. PDF. PostScript. RTF siHEF ),

IR BRI 7R

f, UREEMET

“Zﬁ

AN AT IR ABEHEN G 90 45— R AL

A

ER:

73R4 B NETWORKS ASSOCIATES TECHNOLOGY, INC — “32Fjik 4%
e 3R, HEMBR AR A IR R RO REE, BIEE
APRT RSN < XHRFAE B A0S P RIS R ORPE o ARART
f551F. NETWORKS ASSOCIATES TECHNOLOGY, INC /it
EfTEE - AR R FFER. TETTMERY,  sLRSRAHR
(EAEEARR TR SRS IR A . R
R EE RN AT, TR SBI UERTE ST
B, TR R TR AR SO LA DU AR 77 207 A 1 324N
FEAS TSR REFEAUTH (BFER A EE) T, BIfECH
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FreeBSD Ll — A% 43 JEIEREAE TrustedBSD MAC HESR) #9775, 9% T4k
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FI#R{E. MAC HEZRAAEAE, TR XA EAERIR IR P pOSCTL, T B (R
TG SRR T A

ARELRE I 4 MAC SRIRHESR , D9 S fit— 1o ) MAC SRS ARIR U -

6.3. Mt

TrustedBSD MAC HEZHR M AP RVFAEE LIBITHINIRRAE ARG E B8 217
i, XA RER RIS T R . BT RS E 2RI — I AR
FREEEBINT; WRAGH R AL 22 RBER, WENTRRALE R
UFEMBER T EE - 7 T AR Z2REHIIT &, MAC [a] L3Rt T REMT
VIR RN, R, WTIEE BB FR AR - SRS TC R AN 2 2ARCH)
SCRF o A SCRF H AT B U -

AREFRAIEEACCR A MAC EREEME T TAEMIBAEM P %, WAL
BT MAC REZRZ Q0] SR A% U7 (R R A AT 7 AR SRS AR R TT A BT -

6.4. 22 A Re&H & Fo iR

SRAIDT RS (RIFR MAC) | TR FRIRIE R SUSRMHISEHE A —H EHXT P BT Rl )
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SCRFED . FERRGIR) UNIX RGE,  DAC (RIPHEBE 45 SRR AN U fr] 42 )
FIF; T MAC MHRBLAREZEHIFIR ki . BIERGORATE ML 2HLHIBI A
SINVFZ L) MAC ZaRIE T IRULRIERR, i, 2% %e (L) PLH
PESKR, Biba SEREVESKES, ETMAEMOVINIZEHIKREE RBAC) | HAIRIEGR AN
(DTE), LL R USRS (TE) - B4 KBS B RIR AT A 2 2R . AR
TE—RINFE M Z 2 RIRE, XEREERE,  HANSh . AEMTaRE
IR, PARON S22 2R (AR AR RV E 1/ ST B -

TrustedBSD MAC HEZRFf$2 (BN SRS AR A SCRF, ANOUA] LU SR SEEN_ERFTE 3
%, SEERTRIEMFRCE 2B G, APFAED . ST RENES) R
RHARGILERILENR - BHh, Ry BRI SRAE D R U7 T B 8 ) e %
FAIEMERIE LM, BTLIMAC HEZR[FIRE AT IR AL N 5E 2 B Ui 2 2 5 .

6.5. MAC e R &) M AZ 1K 2 451
TrustedBSD  MAC  {EHNASHMI MR UL AL, RIFETLY
BT SR R R R S 2 2 . R RGNS T £

W%, MAC HEZRRF 11 STRF A RS HIRAAE SR L —Fh (MR L) AR AT =(A
&, TERURIE R -
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6.5.1. A&
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- FEZRE IO
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.« PRCEHERE
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+ S Hffmac_syscall() FeifH
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6.5.2. EREHIk 0

X} TrustedBSD MAC HEZR 47 EL A RO 7 5 0F =Fh i id sysctl 7 25¢ - j@id loader
BB . 2 ARG -

ZHIBEWT, SFE—NAZAEZE B RERE sysctl Z88&F) loader Z4(i44 7 24
R,  EEREEN], fREERRP RS Ty, e, N RmES DN
BT RARHREMES BTESF . A, WREAZIIFRERE SR MAC ik,
NALRFES o TR DURBEPRC R D ECE IR 0L - @ B NSRS IR T E
WHEANFET ARG LIREARFE RS EORT RS, FOXMER S ERT A
GER PR BOTH BRSNS Q0 SR A T B AR SRS S B T AR SR L b 7 BR SR T
RS2 24 {56 F SRR A B0, BRI MO AR TEHIR A, HFRESE I M PRIE SRS
RRER AT RE— Bt -

SHEMARESR—FE, REUEH G A LUEE RS RRIVE B R STR A R ST
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6.5.3. koktk R &9F R 5 F ¥
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FARETFIER, B, X MADRIIERERRN,  RAHERESMIRE
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WIREIRAAE) -« RAXFFEPEAF— P RIERE, ER— D RIERAE, v
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BBERNSHEEAEN) B, MERAXTEGES T HRE, BEEE R0, WM
BEIFEID TR0 . A— MmN NER, [ — MR TORR A Z T X
ISR BE R AT IERL,  BURH AP 75 20 SRS BE R 1O S AT R ORI -

B2 MAC HEZRAN SRVFAESE N L eR B2 PNBHZE, BT DIANRESE A @ AR B -
T, DN EEN SR E P BE & SR HESR 2 PRI T 45 P 28 2 K ) — B[]

6.5.4. 17 1L F ¥
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B, ARESExr 2B~ —E0rn: B, (EAReBEMERCrRE
&, WX EAG W RERIN L MAEVIR, 87, uAC HEZR{UR R ATE AN,
AR VFZ N EAE RIS FEREZR AT « GBH, MAC REZRBEFINN S8 E LA
WIRZFIS LB RS %L LHnE  MAC  Z245id flan, E#7 LW
MACHRCH R MERTERFRBIRT - KUK, ST ZeiRHerH 2R eEEs
SR ST RO L VIREE L SRR, B, FERZER0. R
SiZEARLE P AR B SRS 6] R ERNTAE . MAC HEZRAES | H—1N
RIS, K& e RN R ERIPRMER Z A BT S - SRS S
GELM T BXERBESL,  BOENATae 2 BRAE 2 2 RC P et 7 v ]38
B AT, AR A O R R LA SRR ER AR 6 A E IR 5
PR LFESRBENED, RBEBHZEER B AIFRIRAS -

6.5.5. Kk R &9 Rl 7 5 5 &

FreeBSD A% — AR AN, Fit, 1E A& KSR R 007
AIEAR, MR, R R RISERA DA% 2 A R AR vT AR @ i AN
RN H R R AT R - QAR SRS BIRAE Y AT BB NGRS, AR 48T 2L
FESRIE N ERBE 6 2 BRI IR0E, BRORAE SRS R 2 DR AN 2 R R B A —
BUNARCIRAS, T8 S0 PR = AL A SRR BRI « Db, SR AT LA FreeBSD
ARFRPEE, GFELF . ERY . FHEZEMITRESE.  HXEFEPEE
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ML AHE, FESHEEMA: F—, RENENAZES0T, %2,
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ke S A% EBUR PP EOE A T BB, SRS SRR AR N T RGTZ AT,
IR TR AR NI RIEB . XEEEIEERE, EeR LSBT
AN, SRS RS S RENT TR, AMERIE T XA A& 5
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6.5.6. F w4 i

R T ICT Y BT A SRER R G A, MAC HEZRYET B MEER: — MRS EERFI—1
HISEER . W EERRBIRSITIRIEREAAR, FORSSERBIMER T —
DB DIRSXT R AT ERE . HEE& MAC HEZRSRRS BN AZAR SRR IN %
I, IZRIRER 2ifad SYSINIT ] — NEM iRAL AN IR, &= — SRR R
WeEE, SYSINIT M —MEMEE . JEABE| MK 8, EihdE
AERM: — DB RN Z IR, B RA TR E NG MR
2 pin, SRESEERT EN N S nbRC i A SR AR ) BE HARRIE
BEINEAT IR AR AF AN (HASKIREOR AR RS T S AnE) - XL, W
R D IRBE BT N AT EIEAY, oF FLR P T B AR 2 2R

6.5.7. X o K%

NHZARSS S MAC fEZRZ RIEIT R B MMEE: —&, WRRSHA—R5] APL
WH MAC HERZEFMRASE, TR, WERSE MAC HEREREM—/1fEE
TN FHIRIE TR T 2PMCBIEEMA0TEET - RCTRETH MAC REZRZHIPRC
EEAOREITHE,  HFH, REWERMERN RN T RGOMIEEBS, #
AL HF MAC HEZR [ SRS ERHUR BPRICARSS - BN, fEife . EREEEIR. B
B HE S Mbuf ~ WRREED S 1P EEARAIIAIE A Fh 22 i K R R 4540 T 15
WIN T I8 7 2 VRMERITRE . A5, U/ EMHEEN T RRER, NERSH
ZUH MAC HEZR, DUEA D RISREURIEE B CrotriE (AT LUSEI R REAE 22 295
ICHEEEE) TEEXERE . AR EZ SRR BER IR B Ay RIS
a;  WEORW REN R, N, BT REE I AR T
i 2 AR IC R -

6.5.8. Fuk sl b

SRR R FIR N T 2 D SRS REER X SR R LS SRR A SR B — 5 A
BEPRETHSILE, SHELNER.  Hil, ZETEEREN, HHAF
TR BTE BRSSO S SRR R R A 2R B AT - T SRR [ A 85
FAEATREI AR (BCTh - FRIIELE « BRI RAEESESE) | FEEA
BT IR SRR B R R AR SR & P — M RER SR . —
BOLT, 5 “URgEEdE ML, BREEETESE BREAFE . REAS
RENEE LARIES S RIVERIES watltt, EIg AR, SN THEERmE
WREE SR, FESELMIBRLNLL . BN, FRERIRIE RGUR ERA R LTSN 24
T ERMEAITHE -
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6.5.9. irg X %

SWEHEAN RN Z ZIRCHTIREST R—F, MAC HEZRJyARhH AT LAY
RERA T —HR T EEEIR T RIRC RGO - (EhiliblanGE~is
B, partitionbRRAFF - HLEMEIRE - SEEMIRE - X (GESRER) - 5. A
B CRESTERT WEEEE, WMCAERS EH TR ERIREIRTT X,
17 (7] s SRS ER BEAS 52 2 57 b 5 SCRIE Y S50 SR EX TR L. P
R FAREFR MG — T FAT B RIPMC, B E B SRIS R 11 SR AT HL A
B GHRERSMEROR - WIRFTE, NMARFA LERZ EARCITE -

PRAF R BORTIC SE B A7 AR F slab ) AL At struct label RaEtl . %4512 — 1
FE KR, B ITREH—1 void * FREHAI— Long HAliUBK 5451, - H
TEVRMCFRE RO SRS ERAE M) MAC JEMR, B —1> “stot” {H, 1EAHEZRSY
Ho2s 2o F B SRISAR L T R R B ML A L BRG] - TR BCRI %
23 [A) B PR SN 52 42 FZ SRR R RIR 2 . MAC HEZE [ SRS BRI L T — RIIA B8
BT AR S AR SRR AT, B85, WRIEEIL - RCH
KR/ OIEFNN GAOTER « (EFXEERE O, W] DASEIVE s (AT RS A AR
MACHEZR 35225 A\ 1 R B8 A — DR A SO TR E AN — D8 RIZA R AR 1098
B, OB, HRESBORAER BT FIPMC MR AR R ARRGE Y . ME—
SNEHRESARIRGEHE, TR EVRMCHITRE D KR FEh T3 - /1
MAC HEZRSCI AT fE 2 06F AT A0t -

PR A O BRECEH A — MERIR S, AR — IR R 1 SO A R
IRSER  WRARYE, MIATRESRMORE, FHESREEHILIPME oy BCRlE (9=
RESECERIE) o BN, GIRAER L E AN T AR TS R S AR VPR AR 0 A
FE-IERFS, AR BLXAEL .  HIERBIFELE A HIMEEIRE (Mbufs)
EHEFPRCROMERESIR R, SRES TR B O Mbuf #EATFRMCHIZE SR E] MAC 4E
DRICHRRRIE B - ShAINEE] RS0 M S ARIC B0 SR L AT S B R HL A
TERREAE BT B AL A, XX AR SRS N B 2 Bk C A7 AE BT TR
TR R VA FH SRS FORE 5% s AT AL B . MAC REZR SRS ORI, IR BEATER LAY
PRIC slot F{ELL 0B NULL, SRS AT LUE BRI BISRAIIGILAIPRIC - FREERR
&, B Mbuf FRCHIFEE > BCRH AR, EHREE R ERC s S in sk
W3 AT BT ZEALBE Mbuf FR{E ) NULL fSRIC RS

RF I RGN RIIPRE, MAC HEZREE SR R IBME R o M EK A fE - H

ATRE, RIE MR T LR S B R TARIEXS vnode | 2bRIEHIE & HHT
BAER—2ME — — HET, SRR RS UFS2 U RGISCRF - O T SEENAIALEE A SCIE
ARG EIRE BIED SRS R— ML) |, RIS & A ek — 1

(HEET) yREMR .  HTREMERE,  vnode  HdRGEHTHE —MIRL
(v_label)7B;, FAVEREELFRICHIZEM, vnode S5A0 ST SEME AT LUB AT (E2E
NIZRM, AR HATER - ik, AREGUGET I FERIG IR,
T R BT B -
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@ HAT, RSO RS VPR, T
B J5 FUIRAS slot MBI ARZEIRER, HUILSE T MAC
HEZEH b S0 B — TR L M B -

6.5.10. 48 % % 4L1A A

MAC HEZR [ SRR PR M T — B ARG Erp RZ R T Rt 1T EifiE Serng
FERPMCERAERI NI APHR M3 «

XEARCEE ARG, B2 — MIRCHREs Y, struct mac, {ENEIASE. X
PEMREARE—MECE, e8RS T — M RHAME MAC friciEat. &
PILENHWER D ER: — DA AT, MENNAE. &R LU R0E
= MFERILE AT, IR, WURFGE, Bl U T MBS TR
A—DEERGFTAE . KRR AR, ERNZRCFH P RERTMEZ
A VERIE R LA, SXF SRRt T iRico i L LR ERTEE . tncEH
AGUH PR X B2 RS, X L s AT LUR N7 S BLAI R R AL 2 T
e, ATt 7P R AR R PR CE B AR -

F Hilf¥JFreeBSD %R T 51 MAC AH5C H RS -
* mac_get proc() FHTEMHFHAREMNZEIRC -
« mac_set proc() FTFIHREE L AR Z 2PRL -

+ mac_get fd() AITEIWHAICIFHATTETSIHAN G (3XF . BT EEXF
HE) TRt

« mac_get file() TR ARGIHAZHT AR R L 2IRIL -

« mac_set fd() FITEREEHIIHHATFISIHAN S (XX %Y. BE
W) e -

« mac_set file() FTIHREZ S RSBIZ PR IR R A2 2 PR -

» mac_syscall() E;FEMIZ ARG . SRISHERAERS AL MELCR ST R A AT 72
TOIEFHMASRA: HEASHERE BRRAT . BIERSFREOZE
PN AR B S

+ mac_get pid() AT EHPEEIEENR NIRRT
+ mac_get link() 5 mac get file() WRELMIM, FURMHRESREIRIE TN/

SHERRE,  BIERRRENZAT SRR ZEINE,  TEERHREEFTE L
SN
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+ mac_set link() 5 mac_set file() IhfEMHRE], A2 HBESENERE TN
SHERERS,  BIEROREZATSRERNZ NG, TEERPRERREENE
eI

« mac_execve() 5 execve() IYFERML, URHIEILF T IGHIT — DR
I RIE R ARERSE L RERTHEN Z2IME . BTG FREFmS
AR R 2RO IR R R -

* mac_get peer() , EE—PNERTFEDANEIN, HTEE - MZEEERT
LR LRI -

BT ER ARG Z AN, AT UET STOCSIGMAC 71 STOCSIFMAC [ 454 [ f) octl 28
AGUA R E RN E M43 O K2 2PRE -

6.6. MAC K ws- 12 3R K 2 224

ZRFEMEATLIE R AN, AT DGRBS NARIR, RS S 8
PP BRI A < N . RIS ERBUE L — AL E SUF I D RS R0
B @3 efl], EREREREREERAGEFNRE, HAELENRBRm R
GUIVI R HIRSE . BRI E & TR

© ANk SRISELEZAL

© SRRSZ AN SRR L

o R[S SRBRA A EEASARROSEIN, LN, SRERAIWTIA L RIEEEL

o« A XFFTIENAZNT R Z PR THIA L - 4 AR SRR

© AIGE: XFFTIEXt G FE AR AT W LU O R AV RE RIS

© SRMEE R BT R B R B SE IR

© PSRRI « BB F RREURN SRS A 1) P

6.6.1. % =5 L 4K

SRGERAT LI MAC_POLICY SET()  ZORMHT. IZZESEMLL N TAE: uiZsking
s (MARGFEINZRIR NS T)  FRCHEIE LK MAC AL R R
b; RIS E SR E RIS FINBAREAL, RIUE MAC HEZRHG LISKRE ST 2R (19
TR HTIRIE, AAh, R REIERIESE SR AT IRA slot F

static struct mac _policy ops mac_policy ops =

{
.mpo_destroy = mac_policy destroy,
.mpo_init = mac_policy init,
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.mpo_init bpfdesc label = mac policy init bpfdesc label,
.mpo_init cred_label = mac_policy init label,

7% oco %Y
.mpo_check vnode setutimes = mac_policy check vnode setutimes,
.mpo_check vnode stat = mac policy check vnode stat,
.mpo_check vnode write = mac policy check vnode write,

1

. EFR, MAC  SREE A pE%L[A &, mac_policy ops, BRI R A E S
EEREUER R EMA D REGEIE b . AR “AOEES%E NTF, ¥
PR A O R Re AR B 528 S 3% . SEEEEMAE RN O R ECE ™
A~ .mpo_destroyFl.mpo_init . 2R SR A B RE SR R E R T
B, .mpo_ini A, e EMAA O REABEMER . XU S
FIEEVL SR A CRRE, TR E NS ERMIRICERIE, FLans T REaRE R sl o
FIRIEAIL o BN — N SRMSIEIRET  KF I F .mpo_destroy FH R Al SR mE 43 BL A P 77 25
EEEEERIERS . BET, N TR EMA D REREEREE, R REA
AN DR HFE VTR MAC SRRSBER O ERB: XMIREIE BT, E5LHE
B, R SKSRmES TR (8 FH A R . DA S FE T B el R AR 32 AR P 1

2 LA S A DR R A T, Rk T AR R, DMERRATR
BRI SOTEEENET . ERRIBRERN, N5y
FELTHABNKE R RAS . B, M PRR RS E I 2
EHFRH

6.6.2. % wkiz &

FERE IR RS SRS AN, AR F RIS AE (VR e sy, 3t B & A5
] MAC HEZRIR AL . Hr, 4% XIEHE =1

MPC_LOADTIME_FLAG_UNLOADOK
FORVZRMREER AT DI B . AR BEZAITR, TR % RIS R AR L 1 )
o AP Z 2PRMEHPIRAS, TN BT B ROZAR S OB R AT RE 215
B -

MPC_LOADTIME_FLAG_NOTLATE
FORZRRER D AE R G5 | S AT INBAIWIIAIL - A RIKIREROX
B, BLAERGE| S REMZERANE SRR MAC FEZRPTIEYS . ARLERE
HRTEE RGN ST Z2MC AL T, TiSCRREAEE &R R IERY)

AL PRIC B SR B SRR T BE 2 BT -

MPC_LOADTIME_FLAG_LABELMBUFS
FORZHEMBERESNRT Mbuf FEEZ2IRE, H EAFEEEIMCIrRAFES
AR IR . BRETEOLT, MAC HEZRHF AR Mbuf S ECFRCTERE,
BRAE RGP A SRS R R T 22 G — MR B TR o IXFRMEOATERCR SR
FENS Mbuf fbRICHS, REHIRTE T RGNS . AN, FERLRFIRINE
T, ATLLEI BN,  MAC ALWAYS LABEL MBUF | 3| MAC HEZEY
Mbuf )% 2P BLFRE, TS ARSI e «
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Eiﬁ.

@ ARLL(d A T MPC_LOADTIME FLAG_LABELMBUFS  FRzE{HI% %S
MPC_LOADTIME_FLAG_NOTLATE 7 SRR HLL T BES IF i Hh
AP MR BT ARIED) NULL ) Mbuf 22 2bRiCEE
X2 B AR SR AR AR AL B R ) Mbuf 7 —FRE
Mbuf Z2PRCHRIREERINEZ 5,  H2etRErfiRER)
RNEE o WIRRIGAE M 4T RGUEERZ AT pemE (B, X5
TNEBHERINER) |, AAFTER Mbuf FIFRMEAE R 2 Bt
AT LISEIRILE -

6.6.3. K et v R

MAC HEZR N TEM A SRR SR DU R IR D R SREEM A E A O RE: A
TR A G RS, Weitait - QUEMEE, FADRE, OHEIZE
B RCER RSB ) T PSR B D R EL DI TEEN R Z 2 PREHE
HANCOEE . Mo, BF—4 mac_syscall() ALR%EL, WRBEEHE TAENE
MBI AR GTERATRISE T, § AR -

RIS AR E AN GBR T S B AR EA DRI G, WS BiErH
HIZAL,  EROZEFINAZETR RTINS - JAE A\ S K R ECZ N %08,
FEREM T A8, I BRSO RN RN BEAE, DI S BSOS AT
AEtE . Fpalh, BFANIZEE, BREEFBLT, #FAAORHZE, ©
Z T8 ATUZRM RN R KEZ 2R, ERX AR RIEX B AT
T ( BENEAGFEZ2VME) WEZ2r. HXNEBER, ATUS%
MAC HEZE N 1 R ER A 5 3R

SRBE N BREHE I D20 BITE N SRS FIH 2 2RO TR G B e R isER . X
FE—, RIESRMS I AEN RNFREE, HEEETIMC/EHIERRE .  HAEH
REEERX PRGBS MACHEZR EURBOAFTH SRS P N AR EEF F o
6.7. MAC % w5 \ 0 % $k 4 &

6.7.1. i A 6§ 3 1 R 3L

6.7.1.1. mpo_init

void mpo_init(conf);

struct mac _policy conf *conf;
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bOAE

’< Gl 5

RIS INEFEM - HATHREERA RIREER D E B, FUb2ARmEIRE, S EABR
BFAGHRAEIER . R FEERBYIG I Bt 7 7] e S AR PR 22 Y
FRESBCRIE, ATLURF EANTRE— A B AR SYSINIT() 1ob 72 H 8 aff AT -
6.7.1.2. mpo_destroy

void mpo_destroy(conf);

struct mac_policy conf *conf;

o

bOAE

< 6l iR R

RIS IS . WA SRR EER I RY, RN FREEETE.
6.7.1.3. mpo_syscall
int mpo_syscall(td, call, arg);

struct thread *td;
int call;
void *arg;
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Bt

AL REGR MRS S ARG, XSRS IR AT 200 EL i F - iR S it )
F—PRUOMRSTEM ST M RREM - HNMHAREFR BRI EM 2 5 R E
RALEPT GRS R ERIG, PR 2RO % A D R G 2 25 450 F R SRR
HLIUHT RS, BRI B ET MAC HESRE AR R 7 (Rl e B
Bl HOTH, RO DRI SEEL T MBS S IIEE, R4 BRI IR
WIESDIFERIRRE, Dl MAC HEZR M A At SRS RO E «

EE
@ RBYBIA LS 4 T3 T copyin() P4 I RSRI AR

6.7.1.4. mpo_thread_userret

void mpo_thread_userret(td);
struct thread *td;
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FEFNZA L PR, ISR FERS AL AR IR [ P S (] (RGTRADLRE - FH R E
E4) T MAC MHRAVAGFETIE. SERASARMCHRIRTEZERZA DR
B, WAELEATERRERES, FAREEERZEREFEREN, ot
REAPRC P REFOR ST RINIES B« ERED H i SR EliE HA KR - N ERHZA DR
B, SRR EIRATERELL FTRESFAE p_label %z — it Redl B HES Y
ORI, BN, R ELARJAITOF_ASTPENDING  FR LA EREZR FJPS_MACPENDM F77i5
B, REPRERFEE—XF userret AL pRECAIAM - JETIZA D REL,  SRBETT LAZERE
KRB RS B SOH SRR AR - RIS TR, JERIES
A —D AST AR FEFERITIY, R ETEUTAYAST ATRER S Z%, T HAEALBE
LLAER R I AT RERE B -

6.7.2. FEAF 1710
6.7.2.1. mpo_init_bpfdesc_label
void mpo_init_bpfdesc_label(label);

struct label *1label;
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R— DGR bpfdesc  (BPF $iA ) FIHIAILFRIC - AT LAREEAR -
6.7.2.2. mpo_init_cred_label
void mpo_init_cred_label(label);

struct label *1label;
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R
o

A= DENE LG S BRI PRI - 7T LAREHR -

6.7.2.3. mpo_init_devfsdirent_label

void mpo_init_devfsdirent_label(label);

struct label *1label;
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6.7.2.4. mpo_init_ifnet_label

void mpo_init_ifnet_label(label);

struct label *1label;
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6.7.2.5. mpo_init_ipq_label
void mpo_init_ipq_label(label, flag);

struct label *1label;
int flag;
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malloc(9);
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6.7.2.6. mpo_init_mbuf_label

void mpo_init_mbuf_label(flag, label);
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int flag;
struct label *1label;

malloc(9);
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6.7.2.7. mpo_init_mount_label
void mpo_init_mount_label(mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.8. mpo_init_mount_fs_label
void mpo_init_mount_fs_label(label);

struct label *1label;
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6.7.2.9. mpo_init_pipe label
void mpo_init_pipe_label(label);

struct label*label;
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6.7.2.10. mpo_init_socket_label
void mpo_init socket_label(label, flag);

struct label *1label;
int flag;
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6.7.2.11. mpo_init_socket_peer_ label
void mpo_init_socket_peer_label(label, flag);

struct label *1label;
int flag;
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6.7.2.12. mpo_init_proc_label

void mpo_init_proc_label(label);

struct label *1label;
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6.7.2.13. mpo_init_vnode label
void mpo_init_vnode_label(label);

struct label *1label;
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6.7.2.14. mpo_destroy_bpfdesc_label

void mpo_destroy_bpfdesc_label(label);
struct label *label,;
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6.7.2.15. mpo_destroy_cred_label
void mpo_destroy_cred_label(label);

struct label *1label;

B
i

¥bel
3
B
&
0]
PR
ig

HE—MEERERE - FEIZADREF, N SR A AN RS
label M REKAIFFREZSIE], DAEEHEOZIRIC -

6.7.2.16. mpo_destroy_devfsdirent_label

void mpo_destroy devfsdirent_label(label);

struct label *1label;
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6.7.2.17. mpo_destroy_ifnet_label
void mpo_destroy_ifnet_label(label);

struct label *1label;
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6.7.2.18. mpo_destroy_ipq_label
void mpo_destroy_ipq_label(label);

struct label *1label;
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6.7.2.19. mpo_destroy_mbuf_label

void mpo_destroy_mbuf_label(label);

struct label *1label;
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6.7.2.20. mpo_destroy_mount_label
void mpo_destroy_mount_label(label);

struct label *1label;
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6.7.2.21. mpo_destroy_mount_label
void mpo_destroy_mount_label (mntlabel, fslabel);

struct label *mntlabel;
struct label *fslabel;
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6.7.2.22. mpo_destroy_socket_label
void mpo_destroy_socket_label(label);

struct label *1label;
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6.7.2.23. mpo_destroy_socket_peer_label

void mpo_destroy_socket_peer_label(peerlabel);
struct label *peerlabel;
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6.7.2.24. mpo_destroy pipe_label
void mpo_destroy pipe_label(label);

struct label *1label;
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6.7.2.25. mpo_destroy _proc_label
void mpo_destroy proc_label(label);

struct label *1label;
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6.7.2.26. mpo_destroy_vnode_label
void mpo_destroy_vnode_label(label);

struct label *1label;
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6.7.2.27. mpo_copy_mbuf label
void mpo_copy_mbuf_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.28. mpo_copy_pipe label
void mpo_copy pipe_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.29. mpo_copy_vnode_Llabel
void mpo_copy_vnode_label(src, dest);

struct label *src;
struct label *dest;
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6.7.2.30. mpo_externalize_cred_label

int mpo_externalize_cred_label(label,
*claimed) ;

struct label *1label;
char *element_name;
struct sbuf *sb;
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int *claimed;
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6.7.2.31. mpo_externalize ifnet_label

int mpo_externalize_ifnet_label(label, element_name, sb,
*claimed) ;

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.32. mpo_externalize_pipe_label

int mpo_externalize_pipe_label(label, element_name, sb,
*claimed) ;

struct label *1label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.33. mpo_externalize socket_label

int mpo_externalize_socket_label(label, element_name, sb,
*claimed) ;

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.34. mpo_externalize_socket_peer_label

int mpo_externalize_socket_peer_label(label, element_name,
sb, *claimed);

struct label *label;
char *element_name;
struct sbuf *sb;

int *claimed;
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6.7.2.35. mpo_externalize_vnode_label

int mpo_externalize_vnode_label(label, element_name, sb,
*claimed) ;

struct label *1label;
char *element_name;
struct sbuf *sb;
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int *claimed;
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6.7.2.36. mpo_internalize_cred_label

int mpo_internalize_cred_label(label, element_name,
element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.37. mpo_internalize_ifnet_label

int mpo_internalize_ifnet_label(label, element_name,
element_data, claimed);

struct label *label;
char *element_name;

char *element_data;

int *claimed;
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6.7.2.38. mpo_internalize_pipe_label

int mpo_internalize_pipe_label(label, element_name,
element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.39. mpo_internalize_socket_label

int mpo_internalize_socket_label(label, element_name,
element_data, claimed);

struct label *label;
char *element_name;
char *element_data;
int *claimed;
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6.7.2.40. mpo_internalize vnode_ label

int mpo_internalize_vnode_label(label, element_name,
element_data, claimed);

struct label *label;
char *element_name;
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char *element_data;
int *claimed;
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6.7.3.1. L A 42t Az e F %
6.7.3.1.1. mpo_associate_vnode_devfs

void mpo_associate_vnode_devfs(mp, fslabel, de, delabel, vp,
vlabel);

struct mount *mp;

struct label *fslabel;
struct devfs dirent *de;
struct label *delabel;
struct vnode *vp;

struct label *vlabel;
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6.7.3.1.2. mpo_associate_vnode_extattr
int mpo_associate vnode extattr(mp, fslabel, vp, vlabel);

struct mount *mp;
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struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.3. mpo_associate_vnode_singlelabel

void mpo_associate_vnode_singlelabel(mp, fslabel, vp,
vlabel);
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struct mount *mp;
struct label *fslabel;
struct vnode *vp;
struct label *vlabel;
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6.7.3.1.4. mpo_create_devfs_device

void mpo_create_devfs_device(dev, devfs_dirent, label);
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dev_t dev;
struct devfs dirent *devfs_dirent;
struct label *label;
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6.7.3.1.5. mpo_create_devfs_directory

void mpo_create_devfs_directory(dirname, dirnamelen,
devfs_dirent, label);

char *dirname;

int dirnamelen;

struct devfs dirent *devfs dirent;
struct label *label;
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6.7.3.1.6. mpo_create_devfs_symlink

void mpo_create_devfs_symlink(cred,

delabel);

struct ucred *cred;
struct mount *mp;

struct devfs dirent *dd;

struct label *ddlabel;

struct devfs dirent *de;

struct label *delabel;
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6.7.3.1.7. mpo_create_vnode_extattr

int mpo_create_vnode_extattr(cred, mp, fslabel, dvp, dlabel,
vp, vlabel, cnp);

struct ucred *cred;

struct mount *mp;

struct label *fslabel;
struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *vlabel;
struct componentname *cnp;
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6.7.3.1.8. mpo_create_mount

void mpo_create_mount(cred, mp, mnt, fslabel);
struct ucred *cred;

struct mount *mp;

struct label *mnt;
struct label *fslabel;
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6.7.3.1.9. mpo_create_root_mount
void mpo_create_root_mount(cred, mp, mntlabel, fslabel);

struct ucred *cred;
struct mount *mp;
struct label *mntlabel;
struct label *fslabel;
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6.7.3.1.10. mpo_relabel_vnode
void mpo_relabel_vnode(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.3.1.11. mpo_setlabel vnode extattr

int mpo_setlabel_vnode_extattr(cred, vp, vlabel, intlabel);
struct ucred *cred;

struct vnode *vp;

struct label *vlabel;
struct label *intlabel;
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6.7.3.1.12. mpo_update_devfsdirent

void mpo_update_devfsdirent(devfs dirent, direntlabel, vp,
vnodelabel) ;

struct devfs dirent *devfs_dirent;
struct label *direntlabel;

struct vnode *vp;

struct label *vnodelabel;
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6.7.3.2. IPC »f % Az1e F #H 344
6.7.3.2.1. mpo_create_mbuf_from_socket

void mpo_create_mbuf_from_socket(so, socketlabel, m,
mbuflabel) ;

struct socket *so;

struct label *socketlabel;
struct mbuf *m;

struct label *mbuflabel;
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6.7.3.2.2. mpo_create_pipe

void mpo_create_pipe(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.3.2.3. mpo_create_socket

void mpo_create_socket(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.3.2.4. mpo_create_socket_from socket

void mpo_create_socket_from_socket(oldsocket,
oldsocketlabel, newsocket, newsocketlabel);

struct socket *oldsocket;
struct label *oldsocketlabel;
struct socket *newsocket;
struct label *newsocketlabel;
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6.7.3.2.5. mpo_relabel_pipe
void mpo_relabel_pipe(cred, pipe, oldlabel, newlabel);

struct ucred *cred;
struct pipe *pipe;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.6. mpo_relabel_socket
void mpo_relabel_socket(cred, so, oldlabel, newlabel);

struct ucred *cred;
struct socket *so;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.7. mpo_set_socket_peer_from mbuf

void mpo_set_socket_peer_from_mbuf (mbuf, mbuflabel,
oldlabel, newlabel);

struct mbuf *mbuf;

struct label *mbuflabel;
struct label *oldlabel;
struct label *newlabel;
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6.7.3.2.8. mpo_set_socket_peer_from socket

void mpo_set_socket_peer_from_socket(oldsocket,
oldsocketlabel, newsocket, newsocketpeerlabel);

struct socket *oldsocket;

struct label *oldsocketlabel;
struct socket *newsocket;

struct label *newsocketpeerlabel;
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6.7.3.3. Network Object Labeling Event Operations
6.7.3.3.1. mpo_create_bpfdesc
void mpo_create_bpfdesc(cred, bpf_d, bpflabel);

struct ucred *cred;
struct bpf d *bpf_d;
struct label *bpflabel;
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6.7.3.3.2. mpo_create_ifnet

void mpo_create_ifnet(ifnet, ifnetlabel);

struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.3.3.3. mpo_create_ipq

void mpo_create_ipq(fragment, fragmentlabel, ipq, ipqlabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipqg *ipq;

struct label *ipqlabel;
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6.7.3.3.4. mpo_create_datagram_from ipq

void mpo_create create_datagram_from_ipq(ipq, ipqlabel,
datagram, datagramlabel);

struct ipq *ipq;

struct label *ipqlabel;
struct mbuf *datagram;
struct label *datagramlabel;
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6.7.3.3.5. mpo_create_fragment

void mpo_create_fragment(datagram, datagramlabel, fragment,
fragmentlabel);

struct mbuf *datagram;
struct label *datagramlabel;
struct mbuf *fragment;
struct label *fragmentlabel;
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6.7.3.3.6. mpo_create_mbuf_from mbuf

void mpo_create_mbuf_from_mbuf (oldmbuf, oldmbuflabel,
newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;

B

i

oldmbuf

=

i

({}E) mbuf

oldmbuflabel
)

119



PC S

=

PR

ig
HWgwmbu
3

PR

e

)

il

fies
mbuf

Hgwmbuflabel
“finewmbuf 3E
=
0]
K
i
7
ic

ARYEHEA DU KRR A mbuf SERER., Do iR ) mbuf LI ERTIC - VT
ZERMTRHAZRE, o, BTNSFERMER 2 BE A mbuf i .

6.7.3.3.7. mpo_create_mbuf_linklayer

void mpo_create_mbuf_linklayer(ifnet, ifnetlabel, mbuf,
mbuflabel) ;

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.8. mpo_create_mbuf_from_bpfdesc

void mpo_create_mbuf_from_bpfdesc(bpf_d, bpflabel, mbuf,
mbuflabel);

struct bpf d *bpf_d;
struct label *bpflabel;
struct mbuf *mbuf;
struct label *mbuflabel;
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6.7.3.3.9. mpo_create_mbuf_from_ifnet

void mpo_create_mbuf_from_ifnet(ifnet, ifnetlabel, mbuf,
mbuflabel) ;

struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.3.3.10. mpo_create_mbuf_multicast_encap

void mpo_create_mbuf_multicast_encap(oldmbuf,

ifnet,

struct
struct
struct
struct
struct
struct

B
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ifnetlabel, newmbuf, newmbuflabel);

mbuf *oldmbuf;

label *oldmbuflabel;
ifnet *ifnet;

label *ifnetlabel;
mbuf *newmbuf;

label *newmbuflabel;
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6.7.3.3.11. mpo_create_mbuf_netlayer

void mpo_create_mbuf_netlayer(oldmbuf, oldmbuflabel,
newmbuf, newmbuflabel);

struct mbuf *oldmbuf;
struct label *oldmbuflabel;
struct mbuf *newmbuf;
struct label *newmbuflabel;
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6.7.3.3.12. mpo_fragment_match

int mpo_fragment_match(fragment, fragmentlabel, ipq,
ipqlabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.3.13. mpo_relabel_ifnet
void mpo_relabel_ifnet(cred, ifnet, ifnetlabel, newlabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.3.3.14. mpo_update_ipq
void mpo_update_ipq(fragment, fragmentlabel, ipq, ipqlabel);

struct mbuf *fragment;
struct label *fragmentlabel;
struct ipq *ipq;

struct label *ipqlabel;
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6.7.3.4. # A2 AR T F B IRAF
6.7.3.4.1. mpo_create_cred
void mpo_create_cred(parent_cred, child cred);

struct ucred *parent_cred;
struct ucred *child_cred;
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6.7.3.4.2. mpo_execve_transition

void mpo_execve_transition(old, new, vp, vnodelabel);

struct ucred *old;
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struct ucred *new;
struct vnode *vp;
struct label *vnodelabel;
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6.7.3.4.3. mpo_execve will_transition
int mpo_execve_will_transition(old, vp, vnodelabel);

struct ucred *old;
struct vnode *vp;
struct label *vnodelabel;
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6.7.3.4.4. mpo_create_proco

void mpo_create_procO(cred);
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struct ucred *cred;
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6.7.3.4.5. mpo_create_procl
void mpo_create_procl(cred);

struct ucred *cred;
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6.7.3.4.6. mpo_relabel_cred

void mpo_relabel_cred(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.1. mpo_check_bpfdesc_receive

int mpo_check_bpfdesc_receive(bpf_d, bpflabel, ifnet,
ifnetlabel);

struct bpf d *bpf_d;
struct label *bpflabel;
struct ifnet *ifnet;
struct label *ifnetlabel;
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6.7.4.2. mpo_check_kenv_dump

int mpo_check_kenv_dump(cred);
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struct ucred *cred;
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6.7.4.3. mpo_check_kenv_get
int mpo_check_kenv_get(cred, name);

struct ucred *cred;
char *name;
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6.7.4.4. mpo_check_kenv_set
int mpo_check _kenv_set(cred, name);

struct ucred *cred;
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char *name;
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6.7.4.5. mpo_check_kenv_unset
int mpo_check_kenv_unset(cred, name);

struct ucred *cred;
char *name;
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6.7.4.6. mpo_check_kld_load
int mpo_check _kld_load(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.7. mpo_check_kld_stat
int mpo_check_kld_stat(cred);

struct ucred *cred;
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6.7.4.8. mpo_check_kld_unload

int mpo_check_kld_unload(cred);

struct ucred *cred;
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6.7.4.9. mpo_check_pipe_ioctl

int mpo_check pipe_ioctl(cred, pipe, pipelabel, cmd, data);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
unsigned long cmd;

void *data;
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6.7.4.10. mpo_check_pipe poll

int mpo_check pipe _poll(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.11. mpo_check_pipe_read

int mpo_check pipe_read(cred, pipe, pipelabel);
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struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.12. mpo_check_pipe_relabel

int mpo_check_pipe_relabel(cred, pipe,

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
struct label *newlabel;
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6.7.4.13. mpo_check_pipe_stat
int mpo_check_pipe_stat(cred, pipe, pipelabel);

struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.14. mpo_check_pipe write

int mpo_check pipe_write(cred, pipe, pipelabel);
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struct ucred *cred;
struct pipe *pipe;
struct label *pipelabel;
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6.7.4.15. mpo_check_socket_bind

int mpo_check_socket_bind(cred, socket,
sockaddr) ;

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;
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6.7.4.16. mpo_check_socket_connect

int  mpo_check_socket_connect(cred,
sockaddr) ;

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct sockaddr *sockaddr;
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6.7.4.17. mpo_check_socket_receive
int mpo_check_socket_receive(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.18. mpo_check_socket_send
int mpo_check_socket_send(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;
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6.7.4.19. mpo_check_cred visible
int mpo_check _cred_visible(ul, u2);

struct ucred *ul;
struct ucred *u2;
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6.7.4.20. mpo_check_socket_visible
int mpo_check_socket_visible(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;
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K
i3
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6.7.4.21. mpo_check_ifnet_relabel

int mpo_check_ifnet_relabel(cred, ifnet, ifnetlabel,
newlabel) ;

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct label *newlabel;
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6.7.4.22. mpo_check_socket_relabel

int mpo_check_socket_relabel(cred, socket, socketlabel,
newlabel) ;

struct ucred *cred;

struct socket *socket;
struct label *socketlabel;
struct label *newlabel;
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6.7.4.23. mpo_check_cred_relabel
int mpo_check_cred_relabel(cred, newlabel);

struct ucred *cred;
struct label *newlabel;
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6.7.4.24. mpo_check_vnode_relabel

int mpo_check_vnode_relabel(cred, vp, vnodelabel, newlabel);

struct ucred *cred;
struct vnode *vp;

struct label *vnodelabel;
struct label *newlabel;
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6.7.4.25. mpo_check_mount_stat
int mpo_check_mount_stat(cred, mp, mountlabel);

struct ucred *cred;
struct mount *mp;
struct label *mountlabel;
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6.7.4.26. mpo_check_proc_debug
int mpo_check_proc_debug(cred, proc);

struct ucred *cred;
struct proc *proc;
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6.7.4.27. mpo_check_vnode_access
int mpo_check_vnode_access(cred, vp, label, flags);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
int flags;
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6.7.4.28. mpo_check_vnode_chdir
int mpo_check_vnode_chdir(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.29. mpo_check_vnode_chroot
int mpo_check_vnode_chroot(cred, dvp, dlabel);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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6.7.4.30. mpo_check_vnode create
int mpo_check_vnode_create(cred, dvp, dlabel, cnp, vap);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
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struct componentname *cnp;
struct vattr *vap;
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6.7.4.31. mpo_check_vnode_delete

int mpo_check_vnode_delete(cred, dvp, dlabel, vp, 1label,
cnp);

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;
struct vnode *vp;
void *label;
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struct componentname *cnp;
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6.7.4.32. mpo_check_vnode_deleteacl
int mpo_check_vnode_deleteacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
acl type t type;
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6.7.4.33. mpo_check_vnode_exec
int mpo_check_vnode_exec(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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6.7.4.34. mpo_check_vnode_getacl
int mpo_check_vnode_getacl(cred, vp, label, type);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
acl type t type;

B
o
cred
&

=1

5]

{55
LN
%
1

vnode

vpgl
*

157



Vil E

B
5
S
R
ic
Afjie
ES

it}

PR EREERETEMNERNATE vnode FRBERAR ACL. I, T
IRE 0, B, RE—errnofH . FEIFEHMEHRIRGS: EACCES, HTHMEAIE
Bit; EPERM, FHFANRANGS -

6.7.4.35. mpo_check_vnode_getextattr

int mpo_check_vnode_getextattr(cred, vp, label,
attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.36. mpo_check_vnode_link
int mpo_check _vnode link(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *1label;
struct componentname *cnp;
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6.7.4.37. mpo_check_vnode_mmap
int mpo_check_vnode_mmap(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
int prot;

W
mmap(2))

M EAR K F AR T AR E vnode vp D prot 1558 HILRT T 24T R .
6.7.4.38. mpo_check_vnode mmap_downgrade

void mpo_check_vnode_mmap_downgrade(cred, vp, label, prot);
struct ucred *cred;

struct vnode *vp;
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struct label *1label;
int *prot;
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6.7.4.39. mpo_check_vnode _mprotect
int mpo_check_vnode_mprotect(cred, vp, label, prot);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
int prot;
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6.7.4.40. mpo_check_vnode_poll
int mpo_check_vnode_poll(active_cred, file_cred, vp, label);

struct ucred *active_cred;
struct ucred *file_cred;
struct vnode *vp;

struct label *label;
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6.7.4.41. mpo_check_vnode_rename_from
int mpo_vnode_rename_from(cred, dvp, dlabel, vp, label, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *label;
struct componentname *cnp;
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6.7.4.42. mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to(cred,
samedir, cnp);

struct ucred *cred;

struct vnode *dvp;

struct label *dlabel;
struct vnode *vp;

struct label *1label;

int samedir;

struct componentname *cnp;
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6.7.4.43. mpo_check_socket_listen
int mpo_check_socket_listen(cred, socket, socketlabel);

struct ucred *cred;
struct socket *socket;
struct label *socketlabel;
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6.7.4.44. mpo_check_vnode_lookup

int mpo_check_vnode_lookup(, , , cnp);

struct ucred *cred;
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struct vnode *dvp;
struct label *dlabel;
struct componentname *cnp;

B R EERFEERETH AL 1 H R vnode Foh B H44 E 4 T it Tlookup#
T pZh, MLRE 0; AW, RE—4 errnofg . L HAOEEIRYRAG: EACCES,
MTPRCAILEL; EPERM, FHTFAURANS -

6.7.4.45. mpo_check_vnode_open
int mpo_check_vnode_open(cred, vp, label, acc_mode);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
int acc_mode;
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FTPRCAIEES; EPERM, FITFAURALS -

6.7.4.46. mpo_check_vnode_readdir
int mpo_check_vnode_readdir(, , );

struct ucred *cred;
struct vnode *dvp;
struct label *dlabel;

vnode
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6.7.4.47. mpo_check_vnode_readlink

int mpo_check_vnode_readlink(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *label;
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readlink

6.7.4.48. mpo_check_vnode_revoke

int mpo_check_vnode_revoke(cred, vp, label);
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struct ucred *cred;
struct vnode *vp;
struct label *1label;
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6.7.4.49. mpo_check_vnode_setacl
int mpo_check_vnode_setacl(cred, vp, label, type, acl);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
acl type t type;
struct acl *acl;

vnode
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FEMRERGEEREETEPOXERE vnode MIZAERAIN AcL.  HFh, N
IRE] 0, M), JRE— errnoff . FIEHMEE RIS EACCES, FTFRICAIL
fii; EPERM, AATFHFRAGL .

6.7.4.50. mpo_check_vnode_setextattr

int mpo_check_vnode_setextattr(cred, vp, label,
attrnamespace, name, uio);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
int attrnamespace;
const char *name;
struct uio *uio;
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6.7.4.51. mpo_check_vnode_setflags

int mpo_check_vnode_setflags(cred, vp, label, flags);
struct ucred *cred;

struct vnode *vp;

struct label *1label;
u_long flags;
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6.7.4.52. mpo_check_vnode_setmode
int mpo_check_vnode_setmode(cred, vp, label, mode);

struct ucred *cred;
struct vnode *vp;
struct label *label;
mode t mode;
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chmod(2)

WEMAFEREERESTEIFATE vnode MG ENAEME. T, MR
B 0; BN, RE—"errnofH.  EEWUFHIERMmIY: EACCES, HTHRCAIL
B, EPERM, FHFARANGE

6.7.4.53. mpo_check_vnode_setowner
int mpo_check_vnode_setowner(cred, vp, label, uid, gid);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
uid t uid;

gid t gid;

vnode
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6.7.4.54. mpo_check_vnode_setutimes
int mpo_check_vnode_setutimes(, , , , );

struct ucred *cred;
struct vnode *vp;
struct label *label;
struct timespec atime;
struct timespec mtime;
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6.7.4.55. mpo_check_proc_sched
int mpo_check_proc_sched(ucred, proc);

struct ucred *ucred;
struct proc *proc;
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See setpriority(2) for more information.

6.7.4.56. mpo_check_proc_signal

int mpo_check _proc_signal(cred, proc, signal);

struct ucred *cred;
struct proc *proc;
int signal;
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6.7.4.57. mpo_check_vnode_stat

int mpo_check_vnode_stat(cred, vp, label);

struct ucred *cred;
struct vnode *vp;
struct label *1label;
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See stat(2) for more information.
6.7.4.58. mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit(cred, ifnet, ifnetlabel, mbuf,
mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;

Ffinet
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6.7.4.59. mpo_check_socket_deliver

int mpo_check_socket_deliver(cred, ifnet, ifnetlabel, mbuf,
mbuflabel);

struct ucred *cred;
struct ifnet *ifnet;
struct label *ifnetlabel;
struct mbuf *mbuf;

struct label *mbuflabel;
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6.7.4.60. mpo_check_socket_visible
int mpo_check_socket_visible(cred, so, socketlabel);

struct ucred *cred;
struct socket *so;
struct label *socketlabel;

B
i
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6.7.4.61. mpo_check_system_acct
int mpo_check_system_acct(ucred, vp, vlabel);
struct ucred *ucred;

struct vnode *vp;
struct label *vlabel;

#; acct(s)
Hapd

X
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6.7.4.62. mpo_check_system_nfsd
int mpo_check_system_nfsd(cred);

struct ucred *cred;
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6.7.4.63. mpo_check_system_reboot

int mpo_check_system_reboot(cred, howto);

struct ucred *cred;
int howto;
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6.7.4.64. mpo_check_system_settime
int mpo_check_system_settime(cred);

struct ucred *cred;
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6.7.4.65. mpo_check_system_swapon
int mpo_check_system_swapon(cred, vp, vlabel);

struct ucred *cred;
struct vnode *vp;
struct label *vlabel;
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6.7.4.66. mpo_check_system_sysctl

int mpo_check system_sysctl(cred,
oldlenp, inkernel, new, newlen);

struct ucred *cred;
int *name;

u_int *namelen;
void *old;

size t *oldlenp;
int inkernel;

void *new;

size t newlen;
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(KV),  HHZBOK AMEF IR, X TR — IR

FreeBSDjE tvm_map_t Flvm_entry t 4£EMPEEEIIAN7EHvm_objects (145 BBl &6
SrFRERHEER . TURBE M vm_map_t /vm_entry t /vm object t HHZIRIE AL
k. XEFEEA—T, GRIL YHEINERES vmobject FHKEK” H A
fRIEHfG - vm_page t I SHEEES|IEAS ZAHRBRNTIRS o 4 TURBAAN,

—7pvm_page_t GEM IR F] DItk BERE S L pmaps . XM, HTH T REIREIREX,
WAES RA AR R — T H5 |25 HFE— vm_page_t 45894k, XFERLSEEL T B IX
fg(board) ()& 7 H1GE— -

7.5. KVM 7 % ik 4%

FreeBSD i FIKVMAFZ A FPA A HIARZ LS4 - EKVMA SR A SLRR S0 R
GRAT - FlES struct buf SUUARVE R EBRST -
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VA EEFreeBSDI RN 7 AL

AMELinux, FreeBSDAKE TR FIY)HE N ZIR T ZIKVMAT o X FBR#EFreeBSDA] LUTE
320 P& FE BT AGBRNFILE - FE L, WRomu GEETE: FRERETE “NF
GBI | “Memory Management Unit”) 75 RS HIFE S, FreeBSDIRID b A LIEE32
P& FEHERZSTBRINAILE . R, KREEB2FE HEEBRIT4GBE, XA

fEE— LA -

A JLFHLH] AT LUKV o B BKVMA) LA XI5 B ES (zone allocator) o X
H AR EEEKVMATRR, FR AR AEE R/ NR, DU B —Fh
RENGEF A B - VRAT LAFEA fr&vmstat -m — BT = HTKVM S [X (R -

7.6. i % FreeBSD ) £ b\ A 4 4 4,

FFEEWIDRISS 7 15 FreeBSDA] L BTN BB - —HokE,  BR T AKECE
e Tfimaxusers FINMBCLUSTERS | {RANTRZMAL I AELAV SN - XL IRIF AL E %
IR (—f%) #EFS ELE /usr/src/sys/i386/conf/CONFIG FILE 7 /. /g 0] FHNAZED
BRI R LE /usr/src/sys/1386/conf/LINT Hi3k %l .

E—PRAGHECES, (RA] AR 23 fimaxusers (1 - HUEVE HE  AE10%]
128. {ER, & maxusers  HYET] AESECRGTEFRAT FIRIKVM ARG,
T5IETCETEAIRIE .  FiFfmaxusers S — M EFEIE, H ARMET®E
T, AANMBCLUSTERS | SR fifARs i€ i BER «

WERAR A R ST B AT A FE I 4%, IRFRZHE N NMBCLUSTERS (91H - (U(E U HIE
HE102451]4096 -

NBUF i 2 R ST R SE S E . XD SEGRIE RS A] FIARBRES U R ST /i
HEFHRKVMETEE - EE: TS HER—NERFREENRR . X DHSHE]
£3.0-CURRENT A1 LLjF BINAZ AP NS HIE T, B R AR S W FahrgM Ty - Fi i
FARAESERENBUF . IERFETHETE - NPIMER SFEAER RIS R SR
B RKRIMES BT DT, AR T TAESIRE -

BT T, FreeBSDPABAIFIT &AM (LA - PR AT LAZE UL B SR

Fimakeoptions {7 fFEH(debugging) ML AL IR - R, IR—MBAREA -9, FriE
PREERS BLAT L= A2 A R A% (SRR R TMBEEE ) -

makeoptions DEBUG="-g"
makeoptions COPTFLAGS="-0 -pipe"

Sysctlfg fit T 7Eia TIT B AL T 20 o IRl B AR B E (i sysctlp &, i
VMR HIPFLEA &

EATEVMAI RGN B2 . e, N Y R A REAEUFS/FFSIC i R
25 b {# FHSoft Updates. fE/usr/src/sys/ufs/ffs/README.softupdates HHxXT
WAL E BFE 7 -

HR, NEHECE W E RS .« RN SR DY ERREE B E — e
X, &Z41,  EEEEK TIE L. RNSER0ETENFRHE
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7R EMNFRS

B BARBEE RS AERIE, KD KRN E L - VREN 2 5 R R E T i
RNFEERELHD XKD, ZRELEMABFEENAUE X T 1R
PRI ARG HEE FIN A7 i8] (crash dump) | 85— 20y KL E D5 ENF—
FER,  /var/crash L7508 A5 023 (A R AR -

NFS | i) 58 #5 [X AT LIREF R4 XEUR KRR, (ER IR ANFSHR S5 2%
L2 32 TR EIR R A 5
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% 8 & SMPng % it A%
5 4 . John Baldwin #= Robert Watson.
]iE. .

8.1. &%

X SCRY%F B R SMPng ZRFG RIS SEBHAT T MR- BEENE T EARNFIE
MR TR, HIFREKT FreeBSD NKMIF D SHITHEA, HPHRITE T RERS
HEOBIERS, R TES DT ARG 5 AL A RS A SEEHAT R IR,
RGOS, DR LSO RE RIS, H s T
5k P A5 S O SV BT T T AR X B KRN

R SOEHTHEES S8, FHR AT LU RS SMPng T H A K BT 5 58
WEEA . HAFwE/ DT AR, BERMFHNEFTEANE . KT
X SCRESE R, 1 R AU G -

SMPng  HIHFREHNZREWH AT EARL, HEZE—MRRMERIE
Fro ZALNZREW ZEAERIT, TAIFFEMH LY 2 AR e 7 S i
HEIMTE, XEFEEFEMmutex) « LZ/Hifh (shared/exclusive 1ock) « (F5
£ (semaphores) F144{£25 & (condition variable) « YNRFAE T TNILILE T SMP
RIE, 1HSRATH RIER —T7 -

8.2 AARIT AL b4 haksmin
8.2.1. JR Mk 45 440 11 5 ot

KTNFMAERETHRIEESCEFRENEMR,  FHX 7 HFATE X Ht T
R . WML, WRENE-ZE LGH, BTG R A B
KPEPHATIERBURIE . R, AFEMEERET RENFRIERAEIRF, (B
FARRIENFHRIEREINF . SF 2, WFEHHEARIE CPU KA PR 17 5L
RPN ARG EINFE, TR AR R R EEE, X THrERZ
IR RIAR M8 CPU Bist s AT W - FpE NFAIE R CPU AT AR EL PRI R A7 A7 i
PR EIR R TR R . ERKARE, EIREE CPU R —HdfE T L
PUTIETHRIE, WSE—A CPULIGRIE, HETEHREdEE, DA R
MR EHRIE, XEEA CPURTIL .

fan, EOKE—REERF, WNETEF EE—2FHRIRET) TR
1y, HH— CPU LR FT#RIER, H'E CPU RITFEL M AT PRI AF B L AU [F]
—IREGEAFL LT GRIE, RN )5 2R e SR B TR S -



B 5 5 B

XRE—f,  FE(H A R TFERIERIP BN BRI BT ER8 R0 - i, 7ESEE
sleep mutex [}, Ff 1wt Ff#FF atomic cmpset A2 atomic set 3SEITH
MTX_CONTESTED fif. JXFEMIAIRIRZ, T 1FFEAE mtx_lock AUEHILFIFA R,
HARMLFATIRSE . ORT, A TELBIAE R REETIE, R REAET TR R R
LA . FI, ST atomic_set I, HAR[RESX A —(HIHFITENL,
AT A TRE AR — 1 o XL 40E T atomic_cmpset SEORIE A EHATH
PERAIR R ST IIE, ZGAE R B28 AT B AT -

BE,  ETHREALF-RKERER—TAFEIT. TEETHERZ 85T
i, mUOAERBRAET T - B, R E RGBT RER i
B ER S, AR R R THRET -

8.2.2. 4 b 5 4

BB ATEGR GBI . XAREMB, AR ERREL TN R B AR
IRFEEGE . R, RESHRIELARAMBE, M2 NEARNAT D% e iisE —
BERME. FERARERENBHTEMNEREGFZE B ARSI -

FMUTIEEN sx B, ERLATERGHNERAbS],  mss eyt =
Bl XMTET AT -

FMOTENES MR . ATLHZ MP0RRITE —ER T . R, HFESIEHAE
— M EBEIET . AR, WRBEGEERFNE, WHFEEHELENEH. X&K
KEmEERERRN, B gl F 7 KR EdRN AT ReIEEERH - fla,
AHFEFEET R RIS proctree lock sx FiFIHFE mutex {FIFH). FEHAHER
BOPUHERERICGHER,  F proc B{EAJIM. [(HZE, HE—E#7, Flu
inferior XRFEM S ACTFHEHEN EHTHEER, HXNENHELPRIH T
AEEXFEMT, BN, FIERIEEN BA TR GG R BTN, ZAiiE
PR IUR AR -

8.23. L4k A4 R

MEEFEMFHPRAFR IR E T RIS, HFREPUTIRERIEN,  2FEY
AR Z AN HE F8,  FEAERUTIRIEZ BTSN - o RSO & H ]
B, XA SR AR AR Bk, FERTEURNE] & BB EE R Z
B, DARSERTE ERPIRE -

8.3. &4 5% THEE &

8.3.1. nt P 7 4 4L 3T

UL HEL LM UNIX® NZFTREUIRRLL,  FreeBSD 2T il 4 FHAZ -
SMRERE LTI, XA T AR B R B THEE . (B0 TR AL ER

196



5 8 E SMPng 353 30

R, FUWTSRAEENZT, R USENERMEIGETR . Fit, SErdbEEF
ARPITIEA, DRBIEEENZERE . b, BTEZ0ERERT L2 R —
FHITEAE, WP ARARIR, B RESBURIRIIB, LoB SRR T
WA FRRE P IRAT -

H Hil £ FreeBSD AR FHIT AR RIS BN PIIEAE . XHEMRIFENMERAET, #&
BT AR BT — IR E R LT SO E . FERVIFSEI, AR
Bk, HULHWETTITNREREZ b, DN E SR B A PS5
A HERAT

0T REERNE RIS (][R, FreeBSD AZERAERA T8 SV SmG . Hil, HARE
JEUPRHR mutex B & A RTINS A BEIGIT N AZ AR, (HRR B PR 1E FreeBSD ESCIIF
T BTk 218 U B

FARRTE K P A R FPERE ML OLRAE BRSO T . MR, FUELERERS
BT EFCPAT . XERRT R, IIERER R Ay PR
HWTALERER, RO RIIMCRRI LR G T INTR FAST ARARARICIX LLAb AR
R o BEAR BRSO 1/0 & PR A — R . BT X R IH
WALH) LR, ETETTAARERGEZEMES, Bttt AREFEA B 5E mutex.

G, WE—MRAERR DT XL, ATLAE MD [REBHER . o
Wr R ARE R AE N LN SCFRHUTRY, BT LU AT DUE ARG FERY) vmspace (FEHULA
b= E) o B, FERER ETIUT, US| PR AT R
vmspace, TSR EIZEIER vmspace. MR HRTEFER) vmspace T
TN BE R AVE R, R T AR AR P IR AR NS B vimspace 7 Bif & S A L
TR NI SR B RS DL AT REAE R T R AR FH B SE R & 4 - ISRl & fE & A= TR
Z, WEFHRHANTZITRESREFER O LT, X%, e DU
FRHTRIRTE T -

AR AET ENRIRE MR AR, T HEIHERE R, HI R
EEH R ARIRPERERCEN A ROk - HEDX AT BEE i 8, M EA]
RER M SBUHERE N,  BERJLFITE BRI B2 LB 2 A8 (Giant)
PHEE, TXMRHEERHEMATEARBEIE. Hoh, Mike Smith JZUCRA S —F77 =0
LT AT A AR

L AR S AWERS,  —PMEEPM BT CRIE TR (predicate)
M—7E B ORISR LT SOR TR EREF (handler) -

2 WRAPETCERE IR R, MSAMA PR, BUTZER . REWRE
B, WRAD9ZAMTsb Bse e, AN HIEE . GRERRERE, 5053 i
BEER, MR ETRECERER -

FERX— TRl SRR RN L IR R AFR B 201 . ROy BRNTAIRES
WEERRNLX—HEA, RHUWERFOATR, MZEGNERERERET
U EETAE,  DMEE P P BN, R EEREEN LT
HARETIE -
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NIt S IE5 X

83.2. AR & 5 IER K
8.3.2.1. Akt & A

WIS S EOBE SR 8, HEARARR CPU JNHUTI e RS T 2R,
EOEFEEL T XM e, dRX—#ENRhcToEE, UET
FEIXEAF I T S 2 /AL

SLIMGEERINZIE ST R E:  FERERFENTOSREF RGBTSR, RE
EMRERESET HUIEERITRIARE . RIS, U7 —IX L3
HH LRI AP IZ AR -

REBREVAESR S RIPZEEGE, HNBHAZA U2t br.  fl
W, WAREFE e mutex FOEARHIE &, TIHEAR R 2R G R — B i mutex, Hr
SAEMFIRE—EEHR N X, EABr PSR REAOTREI2BIT T o,
FLLRES, FIAn7E Alpha | exec Xyt AEhil = (W% 5 FE A7 (E A IS AN RERY
B, FOVEBRASTRF SRR LT IO HRlE . X REET, 2l #H
I 57 DX R ZE A o -

8.3.2.2. [ R X

X APT RS ER@ R Em ST XN ZE LR WTFeeie =N
BImE, R HEAEREZINIHETARANE D setrunqueve  EREIBMT A -
critical enter [J—MSLITZURSE —ELEMEINE, HEEMBMAER:. W
R setrunqueve HFLE X MRS, NITCIRHEARM S AT L e
&, #WAZEERE. R, BATEFXESEER mutex o HT# % LN
#e, T EEEBFRPREZ A BhE mutex,  EbilnF X APLLUHFFHRE - HTIXD
JRR,  BHRTESEIACRA T #ETTRL A NIGE B ERRRS -

T RATREARREMR NN (], RIS XA S P0E, MAREZEER. WR
RAERIHEIEWT, HWERTBIT, MYELELTmAX, WagE—-SERE
&, FoRE - DEARETRIRRERIE . HESNRIF KGRI, 2REX IR
&, WMRCHEN, WHARNERESVEeN, DArE &R iazsiT -

Mt &5 & — M1 B iE mutex HRMAI- . REE TGO RED, Bt
NEEFWH R EZDRARG,  DoBRn R LRI EIRSE SN - HET,
X —HL &R E T IR A X APL ) cpu_critical enter f{lcpu critical exit pRENAITE
FSEIRAY - H X — API 7L FreeBSD f SCHFHF- & _F 28 AN 7= FH 1T
X TEFAERME, BEHESIEE, WWHEAZSEFHS. ek, X5
Bl APL AR E L& 72 Il BRSO ) B e mutex i - SR, R T ARG EE N E
B, EWHET 2 EIE nutex, EREFEHAIRAX L FFEN MIAPT 3]
HR MD APT, - R7EFREA A E 1Y) MIAPL ) 5 Jig mutex SEIHERAATRESH
FIFRRCR - RN TR T XS 720, U MD APL AT RERR N4, DI
TH N — B APLIX—Z5 .
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83.23. 41t &
WETEREIR), =2l bR ReRR MR RN, RICT — SR i & -

FIrEsE, BEREHABERE CPURFE. BUREATERM A CPU, AR
B, HpA PERERMEH 4, B EERIIMICIZE 2. IR CPUB L —fL5EH
NIREAEANTLBITIRAS, WHER L, A1 E CPUATIMRE X —fdds, Xk
WA USRS R ERRAIZT T - R, WEWA CPU R HIE &1, I
il IPLE AR CPU LSS, HERMERKIED TIERM TR aE . Bk, H
HiI RS 235 CPU B M E S L e B AIEAR . IFIERRXIHMIN 2L RGUANE
HFHPRE, B9 CPUB 2 ERUTI SN 1 AR 2 BIARMEAR

B AT RR IR TSR LSRR AR AEROSLANIE - FERTE BT E LRI &
BAERE BB S, RSS2 WSL AN (BEER MR R X EHIEn) - &
M. WEENGTRITHSRE, FREZ REPUTRE R FH 2 EE R E A A
Ao B, RNEENNXEELARF PITHE SN ARERE, AT
FEIX AR S EEARIREHIT SR 2 Bl & - iXRE—2K,  CPU g%t
BUAF L& TR PAT - A NRORERIPHERT LR, EXNHEERET
ZHIERKRBUERFER - Heoh,  GRAZEENS R xR P ZE B0R A A P 2S8R 4>
SAEHIIEWTIEIRELX Z RS, RREMS R R IRBUN BRSO . e, BRA
BT, AEEMEREERERERENSER, 1654 & L RIT IRk
1.

JERE P ML 2 S TRIRIEEERE, A EREHEZH
FEAFA (race conditions) - FEMELMBERLXEETERSRM M RATE ARG F, X8
RILEEM . Bk, FAFAET A% FULL_PREEMPTION SRS FEH BT NI
SRR, X EEATEHER -

833. 4214 4%

AR, SN CPU B — 1 LR BRIEES .  Edee S
L, OXARERE R, Bl nsleep SOREEMAPTN A 24%. H
R, AN, BT RES AR M RERET, HSEuE . XT CPU
FAH RO = X AT RE & 1 R —LE A oM, A9k curthread 771 curpcb LISM)
AR R TR e A A . BT HERENSRETE, EERZRIH
CPURNVE BRI MBI « XA EATLLHEER T, LUREGIEER CPU
FEEE -

HETBRA PRI F R, EOvEfsEBHEE B e. (HE, =XF
iRt S 0 A 7 01153 TN S ) 7R R e S R o e 2 e M i DRl
Feo B, $#RHtTH—A APT, HLFERHANREAGIERE, ARLERE R —
CPU -

X APL IR AE ], TR AR . X APLEFEF TRl sched _pin Al
sched_unpin . X ECH TEEEFER A FIITEL td_pinned . J1RIRETTECR
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iE 4 (Callout)

TF, MEEFEDE, mMEEARSTNERETENZE, FRROTRESIR
S EREESEIIA, BERMIEEHSESECINTE XA sched_pin [
FR7ER) CPU L3217 HTHEZEBCSEHREITE, mMAGEEEEREEZES
LR EAT, BFFH sched lock il A &3k EIT4L, KGR td_pinned
W 8. sched_pin pRELS R ETTEGHEIY, 17 sched_unpin NIFEH BN . FE,
XK B SR E L HTAE,  HRHAE R HHUTER BT CPU £ . B R
TEHERIFEERI CPU |, M f#FH sched bind ] sched unbind .

8.3.4. 17 & (Callout)

INAZHLH timeout FpiFARZARSSEN BAEL, LAIEJy softclock Bt rhikf i) —EE 7o
PUAT - FEARET IR ERR R R E T, RIS E RO R R A P
RBLHIRREL -

Rk timeout GHEIY) FHAFHI 2 RFEH—2Hmutex, callout_lock {RIFHY; FTF
%f timeout KA TiIR], HPLE FEERLX ) mutex. 2 softclock MAEERT, E44d
AR, FHHRHR BRI . s, softclock &ESTEVHA
P2ty timeout [H]3EpREL 1 SR callout_lock mutex . WIERFAEFMI %A%
& CALLOUT_MPSAFE ¥Rz, N7 KAz di, B ileme, HEZER
. HJ5, callout lock mutex &7EPKEEANEFIBIRIRTE - softclock (CRYZERE
XS mutex B2 dEHINVORLRFRR ) —BORE - WISR/SH T DIAGNOSTIC , %
PN REHHATR Sl R TE—EE, WaraEd .

8.4. T 4k 094 Rk
8.4.1. .4

struct ucred SENIZAMRKIEIRATOE, EIEFEI A LIERE Y S 1 1 1751R]
FERIEOMRE - BSDYREMAGERA—F R EH" RO E R [
—RIBEMEIREFEL NEIH,  WRFEHATESR, WX ERRRERE
fil Bk, REEHGZSIM - ETAETTITR T SC IR Rl ) R R R AT
A, SXMERESWM A TR AT - BRI SMP i, XA d 4
ETREMBURIE, FORERLZNRIEAREEMIEN,  HmeEs TR
2RI BN R A -

FI|GEMERE -G R, SRR, AT ER RS,
LR T RES B T A% - cr_mtxp mutex HT{RIF struct ucred gy5|HT
8, DIMEPHE-EME. HERSWEN, DOEFER SRR REREEREIH,
T E B AT BEAEX AN A BREVH B 25 FH i A2 AR R A -

struct ucred mutex F—Fhf mutex, HTIEREZE, TiEiT mutex HsSEH] .
HTZHTHRERRE, TEEEEN &R 0me, e —8 R
F td_ucred |, HNEAFE LD HFEFHRTEN, REMEFILET LI
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A proc 8. EMEFERIELIMER p_ucred ,  DUBE IS EI AN FIN 1955 55%
e

WASRET VR AR ST AR A S AR R SR AT U AR, U td_ucred {0
RUETR S BARERE - X EAERS B SR BT (I R RO - A2 B EhEt
REFE AR, RRERRESEH AR td_ucred FEEHRIHT M IEAZHT p_ucred , DIfRIEN
V7 (R4 ) BE FH B ) 78

8.4.2. LI it A Ao AR A R
AP AR D

8.4.3. Jail % #1k

struct prison {RAF T T ALLIE jail(2) APL BIEEH) jail FrAIZIME LS
B XEIE jail gENLE . Pkl DIR—EHRHRE. X MEREEES]
IS, BRI — S S HI et 2 E S MR EEm 2z mtE. 371
mutex, pr_mtx SRR G EARFTE jail L5 iR A B B AIEE VR - H
—En i AR jail BIRTZILEARL, AR FFE AR struct prison giAl LA
THRELXEE T « RTEDTIE RN EBHERIERSOY, ATLIE sys/jail.h 1T
R .

8.4.4. MAC jE 4

TrustedBSD MAC #EZE4: DL struct label FJE4E— RIIAZN ZHEGE . —
MR, AR label (FREZ5) R H S XS B AR SRR RE BRI Y - i,
struct vnode v label ¥ HEFFAE vnode |/ vnode BRI HY -

BR T A BIFRENZST RIS 24, MAC HEZRth T E4E T —HE & B EME
IS SRBE AP o SRRE R ITEEH — 142 R mutex (mac_policy list lock )
o HETREBRN AT TS R, RIS ER RSN,
T, HEZRPA DA FEE EFFEIX D mutex. MAC A O#IER)E B H AT
KSR FAA I mutex — HLEBR(E, HIUNSUHE RGN G BRI R - SRR
FAEMORBE R, BIAN7EFE AR ERE M RBS R, TERFE b mutex, T HZKS|H
TECNZE,  DUB e F R A T B

R TR BEEF RN ERTIERE, R T — IR E
mac_policy list not busy , {EiX—Z{2& AR HMAEBE R L THn A
REEA, ANATRERSIABLE A . ACTH e MEIR RS SE LR 1 5
AW HZ/Heth BIEOER: 5 sxBIARRAET, FRIREANERTH
AEAT LIASE, AR AVHE T O B B MACHEZR A 1 (INETR) AR [A] 5
FPBUL -

8.4.5. } 3k
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Newbus & & H

MTRRT R, ATRIPEZEIRER T —8Mms, e EZ/4HHb
(SX) 8, UEZEAFERET OUEZagHMbr A=), F 8R4 T LA F
R R BRI R, XA DIfE sys/module.h FRg |, HFE
FAEFRIAA T o X PBURITEZRE module t (Y DIHRETH EHD MeF/HB
modulelist t X MEEMAR, DU . ZER DX LIRS, FEAFH
[%]13 kern/kern_module.c YR o

8.4.6. Newbus % % #¢

newbus R T — 4 sx P RI—TTRFFEIE () B (sx_slock(9)) i 5 11—
TR R (5) 81 (sxxlock(9)) - NARERE— M AT ST LB, WHMERAT
WM ARG 2 8. B EAE LB, FoyXem B8R ikn,  (f
1 device_get_softc(9)), FAMIH NS EFTRFKM . XS newbus HRLEH HEE
XS IR, FILRANB oS S EH, mABCE R R -

84.7. %

8.4.8. stz A2

- PERE R IR GG

- proc B e 2%

- FERGE A R A AR RVE Y proc THEIA, A4 td_ucred

- ERE (B R

- MRS

84.9. HE %

AR THTT BLER AL TIRE KT sched lock FIZH AR -

8.4.10. Select #= Poll

select il poll X7/ A ALV AR IELE 1 25 50 PEHEAZF 1 AU — R LB
SRS s 5

8.4.11. SIGIO

SIGIO JR 55 ¥R SRAEHF € SUIF AT s/ B IRAS & LB 2R (LR, SIGIO (55
PERGHMEA . ERSENENRE, RAar—EstiZaEMN sic10, X
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DHARRGHAREI B L (owner) o BE—3CHF SIGIO FEM AR5, K& 15T
Bt AnSRRFGORIEMNID NULL ISR —FE A X —IE ) struct sigio f4E
Bto X—FBH—42J7 mutex, sigio lock {Rif". ifH] SIGIO 4Ef p%UN;,
LU g5 M IS —5 B, DU ORAHITE N BAS 49 A X A7 B B e B
RIF

B RECEHFREGH A REM AT 5, #BSBL— struct sigio 454y, HEFE
FRENZA S TRE . BE . B5EE. ®&FE, UERTX—EMH—RER -
BRI REARE S CFEM struct  sigio LEMEMIFIFER, XFERERUL
& p_sigiolst | TAXHFEENE pg_sigiolst o IXUkFe HyH R AR al i AR 4H B
PRI . BRT R struct sigio yEREF|FFELH Y sio pgsigio FErZ 4k, 7E
struct sigio FIMZEFEATMIBFHEAEE. —WME, FEAREE
T SCFF SIGIO FNAZ AT G, £ A BBk S A I FH SIGIO STREREL, {540 fsetown
gf funsetown FEELEMAEY, DIGEFTEEEWEBFILRE SIGIO 812 b & Ll
JF o GEER OB IR ESAAE DS ATHECRIAELX R H Y, Flan,  EFETE
EEER, RS RAENEE SRR TR XA ERIE, BErT AR .

8.4.12. Sysctl

sysctl MIB fR55 & MINRZIAER, DL P ASHINM AR LRSI #7 s\UhA -
RXE G R EBDPHADFIBE KA H— AR a2 2 A R R S T BRI
HZ R 5L sysctl 8 M5 AR 2R MR E - BT sysctl iF
HESH EEBR0 ARSOTEIEDRECESE,  sysctl Ll L ATmEX LA &A1
R EBES . BT, sysctl fH—12/F sx BRI sysctl BIERIRITIL,
R, XEREEMERYERIE, HHEEREECRPYIHE . X TERER
HRI>REFEAI 4R LB sysctl AR A B HTE 3L -

- TRt sysctl EFHERT AT HERIERIINY, MJRSERIEIHME - copyin #l copyout -
SHHE, UM copyin. LBi. LIBAME. SHE. @EH. copvout. —fB sysctl
H & copyout |[H{E 1% B ] copyin Fr S EIIHHE, (SRR LURA IHAAOREAL . SR
i, XHATAE sysctl bHEFR PR 58 PSRl e R E T T, 58 R URTRERE
HsE—tk.

- W T ERIELL,  sysctl AT LA — > mutex $5§H %] SYSCTL_FOO ZHIZE ) 4 -
XX EEL sysctl FRAERE . FTHEA sx 8. A5 mutex, EHEERA—RAR
mutex 7 SMEBISERS, AT L] SYSCTL_PROC 7 5 R SEALIERAHY L8 -

8.4.13. 1£ %4 B 7| (Taskqueue)

55T (taskqueue) R OG5 2 KRB T ORI M R AR B 8
taskqueue queues mutex 2 FHTF{R3 taskqueue queues TAILQ HIFf. S5iXPMREE
KERR) 7 — > mutex BiZ( T struct taskqueue ZEMI{AL . TEMANMERFD R
HHEHMFET ORI struct  taskqueue H¥URATEEENE . NIFEME, AR
My R ANHEBSR TR THMCREN R,  FX SRR EASTE
kern/subr_taskqueue.c LISMFHIHE T FHE -
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8.5. 5 AL A
8.5.1. fk AR X 7

PRARBAS & — P TR PR AL — 4371l E (wait channel) | {RIRZAZSIEAIEER
ity AHERREEL, BT ARERIRSIEARE 2 — DRIREAS L5 -
HAREAESREE LA EHEN, ERRRIREIIEHFRLIRNSFFEE. 5
L E R RIREASI R AE— D EIR T -

RIRFAS B R PR T (& 20— P IHELRER S FodiE ERRIRRAS . X
Hi52 L HIIAPRAE sleepqueue (FRERFAZ)) 8% . BEE T —MRIRAZIAEER, L
L= Bl mutex. FLALEEiE mutex FIFORIPIRIREAZIZR, LUK _EARIREAZISE
HRIAZ . —PERREE RS KREK—MAIRIS . WA 2 M ERAREE R —%5
HIE EFHZE,  MPRARBAS R SR BRER SR — MRREZ SN R HREAE . S IREREAS
HBRAAERT, AR EANEMW—RHERRIRGRE, MR IRIGEIRAREAS A2 1]
FERIRIRRASIEEH -« &Je — M EREREREIZTRIRG RIS . BT &R
A ATRE LA AREREAZ AR AR AR IER, BRlit,  SAERETTIASIR AT RER
i 5 2t ARASE B REREAS -

sleepq_lock PR R B S R E L IRARBAS BE B H e mutex o
sleepq lookup PREISTEEMRIRIATIRG R HFERA CHEFREY . WREEHRE
FIRHREAFY, T 4RE NULL . sleepq release pR%( SN 4A B S5 i FT R EEH H
JiE mutex FFATRRE] -

FHEREMARIRIAF 3@ sleepq add SRIERAT . XA REISE R RS FE
B~ FRM RIS RREE R mutex AUFRET - SFREHERIASE DIE—MrEED .

VLR B7, R sleepq_lock JRAREAFNEE L8 . WnSREFREE EE
i mutex (RIFE) (HETCHSFBIRT), MR mutex FEEFHZEN NULL. T
flags (br&) SHEMEIET —MRBFE, HLEREEREIAZ R RIRIAZ Y
RKA DUSARIR RS Z A AW (SLEEPQ_INTERRUPTIBLE ) . HEj AR
PRAREAS]: L msleep 1 wakeup pRZEEH AL ST IRIREA%! (SLEEPQ _MSLEEP )

PR HF S5 28 B IARERRASY  (SLEEPQ_CONDVAR ) o fRARBAZ R AL EFEEHX A
SHGELEATNIHRPM SE - A sleepg_add RS, RAARHIZESRELH)
sleepqueue 553773 sleepq lock 1T L8 /G, I F& R B RIRI S L FH2E
Z BRI E A T RIS FHEER interlock

HEL{#H sleepq_set timeout WJLUAIREREEEE - X RESEEIESFHE
T, AN AR B B AN S AR R o A RARER A ER A E 5T
Wr, NEELRJHFA sleepq catch signals  pR%Y, X REME—MSEUL S5 RHE
e WRMEAROEERRES, Nsleepq catch signals FiREFSHS; H
EERT, HREENZO-

—HRFEREMAZIRIRIAS I, mUATLAGER  sleepq wait  pREURZ —FFHIHZE

T HETEIRRE TSR EE, SRR T R A E A A
B WEES, RS SAREEERS TR RIS . Hor,  sleepq wait
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PREE R SRy, EFMEIAEEE R R (wakeup) REUZ KA IZTT
sleepq timedwait pRENIZERE, EHEYBILREW D HMEE, & B3 R
Ff sleepq_set timeout % EHENS; sleepq wait sig pMRELSSER; EAHMREER,
BE HARIRG T, T sleepq_timedwait sig pREUNIZEFE B HIMAEE . TKF|
sleepq set timeout i ERHAN, BURERRIRHFNNX =&tz —. FEIX
WEGRRIE - S EE RS FEE . RILtZSh, sleepq timedwait sig AJEE
AR —NHIRME, TR BT sleepq catch signals B & EGH A IARR
F5-

RGBS ZTT, BEHARRBESELE, WEHRESEEE, F
RIRAD . R IRIRGGE N B PSR R SRITY, SR EFERN
] errno . FEEFEME, FH sleepgwait HEGRE 0,
WHRAEAGRIEEEREMF 2GR, MMNEEETEMR T —IRERIR. R
W, WRERRARIRI B, JRREIN L, T sleepq_timedwait sig
FrR A — IR A& B B R - mEREERAEE 0 TmHEMMA
sleepq wait sig B sleepq timedwait sig SEHATREZE ., I~z 8
sleepq _calc_signal retval — EREEGTHARRMES,  FFIEHEEEGERRE
B BFEAEIEAA sleepq catch_signals  [(ENESHS, RAIENSEULS
sleepg calc signal retval o

7E [F—PRAREE - RARAIZ6HE, PILLEH sleepq_broadcast &Y sleepq_signal pRi%{
FEHMEE . XF ARSI G A MR SRR . MR
Sed (priority) 2 EIZ D, LIK—rE (flags) SR ERE 21T FIPRARPA
FIRB . RERSECRENRIRMLEH, WHRERE RN AR L SEE
m GUEER MEMREFASTE . FESHEER TRV, AL
INMRARBAZIE B B S R 2RI R . B, SR ERECIRIKE B R IR
FAFI AT - sleepq broadcast pRECHIKE FTE T8 E KIRIEE FMHZELAE, 7
sleepq signal M| KB FEEFHEE LA KEIEESE. ERAXLEREZ
B, RS sleepq lock X RERBAS L8 -

PRERAFE T LUE T A sleepq abort  pRECK M HARMRIRA . X AR
HFFH sched lock MFAREWM, W HARLHGTIRIRIASIZ I SfEtdn]
PLES A sleepq_remove  pREUM IR E FOMRAREAS MBS -« XA ERECELFEH A
240, BMREREERMARE, T RAESEO TR E RIREE O RIES Z BB 6
g . RELRREANEIR MRS 2 b, s[RI T 55— il i A PR AREAS
B XA BRECRE AT 2 B AN B R A -

8.5.2. + = %7 (turnstile)

- 5ORERBAS A ELBANAST] o

- B5ih) /%1% /8 (lookup/wait/release) - 442 TDF_TSNOBLOCK 3 #4514

- SR -
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3F mutex SEHL—LL4H

8.5.3. X T mutex gz 6§ —imp

- FATR G ER mtx_destroy() $H mutex, HATLEZ MM F EIREHET
NRFFHE?

8.5.3.1. A 72 mutex

-fFH—IRRX. ..

8.5.3.2. kB, mutex

- fiA mutex (S A TE A SR

- FARERFE 55 TREBIRT, AT L2258 mutex ff) mtx_lock .
8.5.4. Witness

Refitt 4

anfr TAE

o} Elv}

8.6. i ¢z A

8.6.1. % Wi Ao ICU &

- struct isrc

- pic 3K

8.6.2. JL ¢ 714 /i5 41

- BRI interlock {£45 sema wait ¢

- R R AR IR sx Bt

R TR S RS0 A 4

A1E &

JEF LEIEE YA RITNES, IR —ERERRR
SHEEFE CPU AT I, MIFRE MR FHRAE -
RN HFEFRIESVSS ER RSN . MEEN
WEEIRTE, WREMENZ S EEE—1

BRI, AR EN TR EARAE LBUS -
FEBRTEAT R, AT AR 741 -
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I 571X

MD

INTFERIE

MI

#RIE
AT £

KR AR AR

PRER

AT PRAR B

Z WARIE.

SREENY . HIRECRENPEE . X—AIE
WE BT T REHIETH -
Z: WARHR

KRR T SR . critical enter(9)
APL SRR AFLEH IR -

FoREs/PaEX.
% I ML

NFFRIEEBES G NFH I EME -

FoREYE/ FAETR -
% [ MD.

WNFFERAE.

Tl B R SCFROR H & A TR T B8 B
. XA D EEGE T R At
Fr, BiAE—RPLImARE, MENSERT
W JREAT P T AL PR

—MEAERINEEAE . HEl, HAETHEE
T2 T LR B RN LAR -
S N LRE .

= RE A S A B EE T msleep B tsleep [HEE
FEFEANRARBASIRY, BRE I APRHRIRA -
Z ILFHZE .

A RBR B — et RE PR AR 75 AT #7758 -
PrEmas (lockmgr) BiF1 sx HZ Hil FreeBSD
POCERIATRIRS] - He2%, FLb sx 8, fili
allproc (4:3iA2) il proctree GHARMY) BHF Ak
IANATPRARE -

Z ILAKHR .

Hi struct thread ST R RINIRAR - LRAR AT LAY
A8 HHEBSLRIT E T

AR ] AR EARIR A AL R FUL 3 -
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9. YRS FreeBSD 1 B IEENTRIT «ovveveeereeereeeeeeeeeeeeeeeee et eee e et ee e 213
9L TEIAI +eeeeeeee et ettt ettt ettt 213
9.2. BN EERE T EH——KLD trrtrniiiiiieieiei e 213
0.3 T IAIEE A IRENTEIE ovvreseseseseseseseseseses s seses e e e eses s eses s eseseseseneeen. 215
0, T B ettt 215
9.5 HEAE (THT=FH) wovevreeeeeeeeeeeeseseeeeeeeeeeseseeeeteseseeeseseseeseseesneneeees 222
T L 1 S 222
10. ISAZE S TEEITRIE v vvveeerereseeeseseseseee s s sesesesesesese s s s seeesse s s s ssssseneses 225
0L HER +ove ettt ettt ettt ettt 225
102 TR I ettt 225
10.3. DEVICE TR T vviviniriii et 227
10.4. Fr B 5 BshBEC EEAEE B FIIRIAIT oo, 228
0.5, Y +eeveeeeeeee ettt ettt ettt ettt 229
10.6. B R PRI BT ©ovnerii e 233
BT 0 ) 1 240
10.8. XXX_ISA_PIODE 1.vueviiieeiiieeiiietiieeiieeiie et et e et e et e e vt e eeineeiaes 242
10.9. XXX_ISA_AEEACKH 1vvvniviiiiiiii e 249
10.10. XXX_ISA_detaCh tvuvviviiiriiiee e 252
10.11. XxXX_i5a_ShUtdOWI ...uivviiniiiiiii e 253
B /2000 ¢ 253
ST el =TSR 255
TLL MG TEEE <ottt 255
102, R R ettt 259
12, 3B T 1] T TESCSHEAIEL oo, 263
1210 3BT oottt 263
122, B FIIETHZER ceveeeeee ettt ettt 263
123 BT weee oottt ettt ettt 284
124, BB EEME oot 284
1225, T ettt ettt ettt 285
12,6, T B BT oottt 292
12,7, BB AR ettt e 293
13 USBIEEAS wveeeeee oottt ettt ettt 295
3.1 T8 weveeeee et et ettt ettt ettt 295
132, EBBR e, 296
13,3 USBIZE A Z F tvveee oottt ettt ettt 298
138, LB TEEIITITEEE +v v sveeeeseseseeeseseseseses s e seseseseseseseeeeeseseaeseseneeen, 300
13.5. USBIRBNAR I T B, vvvevvnevrneiieeie ettt 301
T4, NEWDUS vuvniviinite ittt ettt et e et e et e e eeneans 303
141, BB IR TIRETT wvvevreerrnerteieeiee ettt ettt e et ee s 303
14.2. NeWbUSHE T ©oneerriei e 303
14.3. NEWDUS API Louiviiiiiiiiiiieii ettt 306
15 B R T AT ettt ettt 309
5.1 TN weveereeee ettt ettt ettt 309

15,2, ST et et 309
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153 BRI, FEBEEE oottt 310

1540 FE T ettt ettt 311

16, PC Card vvvviiniiniineitei ettt et 317
6.0 RIS oottt ettt 317
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% 9 % 45 FreeBSD % & Ix
AL )T

B 4% . Murray Stokely.

Ha P F Mrintro(4) . Jorg Wunsch.
#0F . .

9.1. {5 4

BRI B T WA JyFreeBSDYs 5 X F AR - REREHE XL ETHE
MATRRAGTFEERE KRR, s, TE9, BREAs AR . &&
WANTEFF RRIERT T A TERRFE RSN A . WEPNEREE, BhZ
FINEF BRI SR, TR R ERIRERE . Sa ezl
WERSHAIFE ARG, SE BTSRRI R ka EFERNE.
RUNIX®H#IE R R S B # il Ss 17 AOR VTR, AR SR 0y
PROCHE o SXEESCHHAESUHE RGIRZ ISR HE AL T /dev HX R o fEFreeBSD 5.0-
RELEASELLRTH) ZATARA . Xidevis(S) it Boh SR A E|FreeBSDr | &Mt &
TR ERS O, AWML THERIRERIRFOFE . RAHP R SHHE
T R IE T JZ fTMAKEDEV Bl -

REIRAEL A LU NFTR, FRRRGL &R -
9.2. 7 & M M Hk 4k T L—KLD

kld$z 0 i RGVE B AT AT e SR INAMERIIEE . X AvF& IR
B0 S & BT sE &g 27N dr . AR TR shmif
EHER .

KId$% 138 53 N T A4 AL A & 1 -

* kldload - fin##r A% bR

+ Kkldunload - 1%z H

* Kldstat - ZI|% 24 §if g AR

PN R AR O PP HE 2R

/*
* KLDA 542 2


http://www.FreeBSD.org/cgi/man.cgi?query=devfs&amp;sektion=5

Makefile

9.2.1. Makefile

FreeBSD{R it T — P makefilef & 304, FI F B /R AT LLHRE S (RETINEI AL HI AR

[i]




%5 9 2 4’5 FreeBSD ¥ & IR EHFEF

fE S 5 makefileiz fTmake SR AEIS QIR SCH  skeleton.ko , SEAKTT 4L
S ITEEIN

# kldload -v ./skeleton.ko

9.3. 7 F] 1% & IR Hh A2 5

UNIX® {2t T —EAHKRGHAMH AN AR R . SHAPTR &R
I, PIAZH) L2 L o & B A & IXEhRE T - IR /dev/MAKEDEV Jyffk
MRS T RERANET A, EWRIREETZIRE CRNEIET, AR
L mknod BIEER H CAIRE T A -

93 1. R ZH I XET &

mknod i & FFEPU DM SECRAERE T R . IRUITEERE T ARNET, K&K
B, RENESHEMEERMNSHE .

93.2. H A ERET A

BWEIERY, siiideves, A2F/XHFRGATZRPREN MEELTE
BRI GXHER T TR REENEFMERS RET A, SEEEETA
MR %R EPENE T M RAVEE R . Devis{ifEdt R, [HELREN TIE
BESEET

9.4. 5 jF ik %
FHEEWHNTEF BN P HREEEEGE, semidRa A #E. XERY
BR— G EWEHEF, JRISH 7 K &R G F .

XA E BRI SR FSILEREATIMERME, FEISRIERERRE 25X

SEREZER . FHEIER T RA, — @M TFreeBSD  4.X, —MEHT
FreeBSD 5.X

%% 9.1. & F TFreeBSD 4.X{[A] 5 Oyist e PR Eh AR 755

/*

* U # “echo’ % %&KLD
*

* Murray Stokely

*/
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% 9 & 45 FreeBSD % ZIREHFLT

151 9.2. & Ff} F-FreeBSD 5.X[a] i {5t & PR Bh e /- SE 471
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% 9 & 45 FreeBSD % ZIREHFLT
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BRix& (=)

DEV_MODULE (echo,echo loader,NULL);

7rFreeBSD 4.X B WINNREF, 1R ESeTmEM W T an 78 RIS R4 E 0
— T

# mknod /dev/echo c 33 0

WENFEFHINET, IRROZAREBEA—LR TG, .

# echo -n "Test Data" > /dev/echo
# cat /dev/echo
Test Data

HIEWRE & T —FE ik -
FhFE BRI

+ Dynamic Kernel Linker (KLD) Facility Programming Tutorial - Daemonnews October
2000

 How to Write Kernel Drivers with NEWBUS - Daemonnews July 2000

9.5. %k F(HETF)

HABUNIX® RS HF A — KRB &, O - BUR&EREAE  AENR
HERIPRIREEL A o XM ERRIRE LM, BB RAER AT . &
SEFLHSRIENIRFE, ERNMAREF IR TR ZI RE  FE R
NARIRES « I XSESHLERIRS CUFRSE, BURES) 1 FIHIAIAI AT 5
HIFRBRE RO AN AT RE - AT SRIEREER, NWRIEIRANA B & E
MSRIEBE T EHR, XSO -2 T —8ERE .  @\TXNEE, BIER
AR AR T SRi% &, FELE, JLPFIrETN BENNHARRFHRIEE
ERMEATA (8 raw”) & . HMTEIREIRE (X)) FEEARE K
AR —, IWIMEUE AR AR S 2o q, (E Rt R AL/ O i
LEFIRAL B —E0 9, FreeBSD 77 1 AP HY R BB 1% 8 OO S FF

9.6. M %% &M AHAL )T

ViR 2% & IR BN RE P AR ZAE AR & T - R 2 BTN
FRA E Al R E A Fopen O, W IR & IOEAEH T ARG Asocket(2)5]
Ao
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http://ezine.daemonnews.org/200007/newbus-intro.html
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%5 9 2 4’5 FreeBSD ¥ & IR EHFEF

BT, SN ifnet(O) BHLFAT - MEML&EROIRAED, LU Bill Paul #2751
BIKEHREFT -
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% 10 & ISA% % IR #h 42 )5

E 4k . Sergey Babkin.
% 4 5 # . Murray Stokely, Valentino Vaschetto #= Wylie Stilwell.
E ..

10.1. w2

RENR T Ga FISA &SRR P R A — Ll o X LRoRRI RS A = 74,
AL NBAEEI A ERRRGS, AR OUE R RRS -  EER T 5T e
FRTC RN TT - E LT AT IAESEPRIR SRR e i JRICAS 453 - epfflaha B2
&R HIEF AR -

10.2. X A2 &
HIIISASR AL R Z L) T A S f

#include <sys/module.h>
#include <sys/bus.h>

#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

EANER T ERISATIEH B4 T RGTHIAR T -

BT RGUR LU [FD R A SEELR), HEEEME AR JTAREORY
Al .

ISAJXEHRE PSR IR S TT RIS 138 5 AR T E S 2R AR AR L wNTFET
h oo MIBAEIREIRER, EATRR

+ static void xxx_isa identify (driver t *, device t); J@EH T E&IKSHEE
AR A WENIER - (EXTISAR &, XN TIEARRAE. miRaEii
R R ER (JEPaP) J51E BEWTINRE . X AFIRERT DASEILE

+ static int xxx_isa probe (device t dev); ZECHN (EiPnP) ArBIRMIEE .
WTF ORI ER 1%E, XM HREET IR &4 8 FX H LS 3T B 5
oz -

+ static int xxx _isa attach (device t dev); FEEMWIIEILIXE -

+ static int xxx_isa detach (device t dev); HIEE&WSHEEEE LS -



HARER

+ static int xxx isa shutdown (device t dev); RZEFHFIHUTIESHIZH -

+ static int xxx _isa suspend (device t dev); REHHATEERESIERIXE -
A LA I 13T REIR A

+ static int xxx isa resume (device t dev); MITREIRSIR[EGIKE % & HITE
PR -

xxx_isa probe() #xxx isa attach() Z R MLAT, HARFIREIRTE LR T &2
DU e SE 3 -

N — R TR S RS B E R -

BLAR RIS xxx_softe E—Mikd FFERILEH, EEEE s FEdEFIIRs)
R BHIRRIREASF - SIS 2 B R Z AR & D H— D softc iR 7 -

WRIXBN TR VR AT INE R SEEN, A JXBNAR - e hn s e, =
Fiload_function() pREGHITIRENAEFHFE R PR LETR B TR, HH

load_argument{E R — NS &Gt 2 . WRIESNIEFASIFaAS IS (4t
ARV, ELFBEEREINET) | W SXEEEN S FRE RN, RERESCHER
HRANT RN
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xxx_devclass, 0, 0);

MR ENFE RN IHFPPRIRE M S 1, ARALAUE XL —" & FrE S
PP IDFEE o X PR A IREHAEFF B SCFFAUPP IDRSIIFR F0 LA AT BERIE4E
f)~ 55X LLIDXS R HRE (A RN 5 AR A . BRERIT
static struct isa pnp id xxx_pnp_ids[] = {
/¥ SHEAPT ZFHGPNP IDE —47 */
{ 0x12345678, "Our device model 1234A" },
{ 0x12345679, "Our device model 1234B" },
{0, NULL }, /* ok4x */
¥

WARAENREF AN SFFPPIR &, EMATE—MZEHPaPIDE, 41 FER:

static struct isa pnp_id xxx_pnp_ids[] = {
{o, NULL }, /* ox&k */
¥

10.3. Device _tis 4+

Device t ZNIR@LEMMIE LITEE KR,  XEHNTARODNREWNEFRE
BEWAERRBSBIITE . NHTTE AR A (e

+ device t device get parent(dev) FREGEEFHILEL.
« driver t device get driver(dev) FREUFS A EHIXKSHIE R4S BOFEET -
* char *device get_name(dev) FREURKENAEFFHIA T, FEFATH G728 "xxx" o

+ int device get unit(dev) FREHIEE (5 MRENELR B & NOTFIA
2) .

+ char *device get nameunit(dev) WEOEE%, BEEILS . il
In“xxx0”, “xxx1” & .

* char *device get desc(dev) FREUBIAETHIA - JHH E N BN A TR L&
IS -

* device set desc(dev, desc) WEHHAREE . XMEFLEHIATE M descF 778,
BRI A B A REBUR BRI

* device set desc copy(dev, desc) XEFHAFE - MRHE NS
B GRIPIX, X FEdescF AT R AE LUR AT I SUR A 27 A2 B FHOLE R -

+ void *device get softc(dev)  JURUHEI S KRR & HIATE
(xxx_softc 45f4) RIFEET -
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MEI@SE%ME%@%%ﬁ%W%E
%

* u_int32 t device get flags(dev) FREUAD B S {Er s ETFE &1 b .

AL — MR )T 1) ki %device_printf(dev, fmt, ...) M&&EWENEFFHTE
WE - E BN BTaME 5 .

device_tf)x B 7 17 S fkern/bus_subr.c AISZER .

10.4. e B U4k 5 A 2 B B 3 18] 12 B A= 35 0 64 IR 5

ISAVR & #E A% BC B S P OFA LR T -

device xxx0 at isa? port 0x300 irq 10 drg 5
iomem 0xd000O flags Ox1 sensitive

S FE ~ TRQIEANHA (EHR Bl S s KRB BT IR ME - IRIEsR X B ER
SRR RAR, XEER AR - Flin,  HERERANTFEILDRG, MHELE
) fevFist e st B B b LK IRQIE - AIRMLERE £ MSAKEL, AT LIFERCE X
PR BIERTE €A, B2k, fnisa0miisal, BNFEPTHISAEL FERBE -

s (sensitive) JB—FBTIRIER, TR LAERNTE BB & Z BT RIS & -
BURFIE B, (B AR 7 B B E M IRS R e A -

KT ERISAL R, REER TREEFPHRERIINEESE . ERAFTEE
MR MEELHEE - PRET . MRAGPEER— REMWMRE, EXYN
WIEENRE N R — N EAT, flan:

device xxx0 at isa?
2 RAEF— M EHESWELE -

BX T 3CFHES PAPE A hUHT BENRRIAI &, — PMIET MEBEE RS
R RE, W EREEST, SUE R .

device xxx at isa?

WA A BN RE P BRSCRFE B AR RS & L Fr e, FH MR RERE %
FHE—ala L, A ABERE A ZRE eV T . BaiirssE
R E BN -

WARISAR 2 HENECE R, RAEREHFT:

P S & RSP RRBIBIRE (B RA PP & RIPnPIRg]  FIFE) LIBENLIR
PP - AT R i & R it s i N EIISA S 4 ERISIFRT - @ F ISR
AR AIGIREREFTS R 5 EATTRIAES) REF RS - TPnPIRRI B H A RE H A X
SRR, RCARER IR R S5 E BN in BHmis & R R -

FEFPAPESGLEPIP I S ABERR, LIRS LB EAT TR s -
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WEFRIE Jy s (sensitive) HFEPNPI A B SR BIREBORA - QRN & ), A1
2 FEE#E (attach) 2 -

I JEPnP % & AN ANE LI RE LRI L 8077 SO

PnPi% & MIERR VK St 8 FFA EN 19 BLTiERIETR: 1/0- INTEHBIETE
[ - IRQFIDRQ, A IXLLs BRI R NS HEE .

NFEAPIPIE, FrAISAEIEIETIHRMGIRER 2 POAA . H—PERIE
RENENEFFHEOERE . ZPWEFUAFRIMER BRI EFHIHERL
SERTRER), XMEL T, BESSANEERET R SRIUGIRR L0
FHISA PNP_PROBE() f HSZHJPnP IDFIIXENAE/TSLFFAIDFIRIE AL, WARIDATE
RHMGRE KW XERERDENER, GFEASFFEMPPIR & KSR,
LR AR FHIPOP IR & TC A< F R ISA_PNP_PROBE() , XfFRANXE, ZEDEH
— > ZS PP IDZR I FH F R [ R -

HMFIRAREENRN 2R B — D EE BHRE) |, RIIhRE TR (E -

HREE A TPaPst & 32 MO MG . BN, ZRFRAZD AR R
EES A F R IREIRE P ARIR A R - B IRENREF BRIt Ar - FEHMGIREF
REREENNEFME MAaER,  REEESEFBE RO,
RE-TREIR, GRE-2AEAE B, W RE) o RS DIKENER R EAE (R §
B, AAmICHMAR KL Bit, WRIKENEFRE0, BEARREBHETREM
SRR -

PR E WA BIFR L REWS 1 — 2RI AE MK R P TRURSA s - LR PP
ML, W TE &, SFEIX-RPIrERERERF .  BTXMHEE
TEARTEAF VAR ENRE R SR SEE, AU P AT LU B8 -

TR B A BB IRPoP IR & R, ENASHERMIK  (—IRIERERE,
—UAEHPP) o BAIRIRBIGIRGSL S RE), I XMEIL N R IR R TR
RA—EASPREWEETF  EEWIK: —KIEVENERFEER, —RIE
7 HERRIRY -

T BENRAERE (PP ERFER) A —PEREGIERE, NN
LB R e RENR . RWETUAELARAAER s, Za a8
BRI BB BT 5 ORIk & BOBERR, B0 (i P sysctli O A2 BEAT -

ST B §i e resource_query *() I resource * value() ECHEVIAIfLE VIR,
T AT DA  H At 746 PR A - AT THOSE BT kern/subr_bus.c . % fIDERAL

JRBhes 1386/isa/wd. c G E XA ARG T (B A ECE PRET % - R
ML E BRX R E 48 BARBLE R .

10.5. iR
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AP EASIANZECE PG B HIE AR E IR, HEREIA . SR
BT 5 B IF R AR S M device tHEM S 2 RERFISEKBTIR - X
FEREATHEE, WahEFal LIEHEM resource * A HEERTIR - A&
M, BB EW ARSI, B LA — 250X Al .

L BHRS B MR - Gl RAARR PR IRREN ] RFTISARE,
SE LT R RIREL:

+ SYS_RES_IRQ - Il &

+ SYS_RES_DRQ - ISA DMAjE ;5 &

* SYS_RES_MEMORY - B &I RGE A 7725 1] B & A A7 TG
* SYS_RES_IOPORT - % #&1/0 % 1728 )0

KA HIMEE NOFF GG, RN SRi& & H M S INE X, B/ SYS_RES_MEMORY £
BERIRS HofI1 . BWIRRBSCGEFTHRITR, FrEHIREERCES
unsigned long KA I HLERNLAUHITRARHIEL R (cast) « BRSALE
g REFTFISATT— MR EEER . ISAEE RN RER S N

IRQ: 0-1

DRQ: 0-1

MEMORY: 0-3

IOPORT: 0-7

P SRR R AR EAT R E - X TIRQAIDRQETR, W —BR&ET
Lo NFHMES| HYE L -

X EHIRAE IS HUAT = MR A ENE:
. set/get
+ allocate/release

* activate/deactivate

Setif B BR A AITLE - AllocationfRE HIERANEH, 15 HER& N aEm b
M OHeBETEEAEHREER&EER) - ActivationfiT LB SIEERIKENE
FPRT AT RIBEIR (Bilan, *FF A7, e 8 AR I =5 f) -

BRAE BRI AU

* int bus set resource(device t dev, int type, int rid, u long start,
u_long count)

ABRREILHE - IINLREO, BNERERIRE .  —ButmEU A Etype,
rid, startzf countZ —f(EHEH T RVFRTLE A 2 R EEHR -

o dev - IRENEF I
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 type- BFyFZRAY SYS RES *
¢ rid - R HEIRS (ID)
« start, count - ERTE

int bus get resource(device t dev, int type, int rid, u long *startp,
u_long *countp)

BUSBEIRVEE - AR E0, ARSI M AR E SR B RS -

u long bus get resource start(device t dev, int type, int rid) u long
bus get resource count (device t dev, int type, int rid)

EFERREL, HARREstartalcount « HIEEAOIEHLTIREIO,  RlEban RO R
start A2 —, FTCIEXMRE FIORBIIRER - B, XTI
REFP, BUEISABHRY start{E \OTF A «

void bus delete resource(device t dev, int type, int rid)
HERBTIR, S HRE L -

struct resource * bus alloc resource(device t dev, int type, int *rid,
u long start, u long end, u long count, u int flags)

fEstartflend 7 [ B & 5 R 7y fcount(d  FVE R 4> id— T BRUR -
Ak, ASHFERSFF o R BRI R E, M EHBIEE - start’H0, endfy
Y0 (£21) BEXXNFFIRE BURE L AUE LLFTE T bus_set_resource() % & A
EfE: startFlcountfit R EATEC, end=(start+count), IXFHEM T, WHRLIF]
BIREA €L, MEREES R . REridiEg 5 AEE, (HEFAHISAR LR TR
SERIERE (HEB&r e RER FIEHTRENRE) -

FEPRRE— LRSS, R RSB A -

RF_ACTIVE - {13 Bt BLJE # B Bhisi -
RF_SHAREABLE - Bt A] LRI #2% PMREFR P 3L =

RF_TIMESHARE - BFJRA[ LI MEE) P 52, dptdi, #E Mshie
FeRI oy BE, EARAT 28 e i (R R BEH o — B -

HEEIR [0 BT ECHIE AT LAGEFT rhand * () Mk [B] B AR IR -

int bus release resource(device t dev, int type, int rid, struct
resource *r)

RERBR, roybus_alloc resource()  JR[EIAJAING « AZHIREIO, IR [ENEE
NER
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int bus_activate resource(device t dev, int type, int rid, struct
resource *r) int bus deactivate resource(device t dev, int type, int
rid, struct resource *r)

BRI VR . IR 0, AR IR . S YRR S A
R — IR ENERFE R, A [ EBUSY .

int bus setup intr(device t dev, struct resource *r, int
flags, driver intr t *handler, void *arg, void **cookiep) int
bus teardown intr(device t dev, struct resource *r, void *cookie)

© KRER/ 9 EAPMTCERET S5 %E . RPINERE0, N R E IR .

T - PR B FDATRQE B R A -
flags - FRWTILSER, TFZ—:
« INTR.TYPE TTY - Z%imAIHE RN FAFRELL A - (EH] spltty () FRACEAT -

* (INTR_TYPE_TTY | INTR_TYPE_FAST) - i AZeif i/ N ImRTY a1 HLfa
ALEREERERRRE (Flamzsan) o fHspltty() BREN].

+ INTR TYPE BIO - HRMi%k&, AEFECAMIEHIES LY. fH splbio() FHikE
file

« INTR TYPE CAM - CAM (i FHiJj/n] J77%Common Access Method) jHZEHHI5E .
i H spleam() FERKEA] -

* INTR TYPE NET - {{%%3% [0 %35 . {£H splimp() BEEA]

« INTR TYPE MISC - ZFET%E . BTiEid splhigh() WHHE T ERIKE
iTo splhigh() BEHKRETE HI#T -

L IR VTR, IR SE T T R, OO
MISCRB], EALFEME T A, RS B -

handler - Fem AN PRRR R TR ET, RKAldriver_intr_t# & X Hyvoid

driver intr t(void *)

 arg - EBHMEEFNSE, R FERE . HOBEREFRTE Nvoid i

E

H

FEMSEPRRTY . IsA T ERRFMIANEREHETSIEASE, BAE
) fERTE RN AsoftcE M A TRET -

cookie[p] - )\ setup() Bz, 4 {%i%sh teardown() A THRIFACHIARFT -
SUT T SRR E B UR AR (struct resource *) o % & IXEh FEFP YR 5 OSBRI
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+ u_long rman_get start(r) u_long rman_get end(r)  BUfS#4k45BE 0K IRTE B A
RCURFILE R -

+ void *rman _get virtual(r) HEUE #0005 HINGE SR IREE I .

10.6. & 2 A & Bk 4t

REE LT BRI RE Al & Z R ERSCHUE BT N 2T . BRMATEE
IS 1

(@ WEA Tx& R L
(b) WA AT B ENFF

Hot@F, WEFARETEER LMAFES EFZERRE  BIEEE. AT H
T LN BIAZ R AR, BN PIE AR B AT E L
9SYS_RES_MEMORY i « IR Je BEIRAE AT LA O, 2 AR M1k i 5 5
rman_get virtual() FRE(. BCERREIREST KF pfi%ipmap_mapdev() FIFILEHE),
AN Y EEMEH IR R . B ROy BRIRBIE I — AR5 -

REHASAR N FECE N YL T 640KB-IMBYEFE 2 [A] ) AL E - FELRISA
FTREEROANFACE, LTIMEITIARED (8 (BTISARZ E24fiikR
H) o EFELT, WRVEE SN FOERBIEEZ KN MATER,
ENES) W LAESRREER N AR E — N ANFEER - 2
BIOS A ¥R AE R IR T 14MBE1SMBAL AL E IMA A A 25 - W1SRBIOS IERfHIIR & N 772
T, FreeBSDELAEMS IERALIREN] (LLAFIE FEZBIOS LRI RES HiFIEH) -

Hob)F, HEEIRAHIE W LB, & FHADMALER AR A5
o FEMAIRM: BHE, ISARHBEHRI6MBLLTN N . Hik, REHhk=s &
TESE) T A PR B 23 (B R AT REAS 4L, & A RENEAHIT R/ IR
BT RGO X RS SRS AR, B LA ISR T B T
Ao

DMANAZ4 B T N45f4, bus dma tag t # bus dmamap t . F3% (tag) #§
IR T DMANFFEESKRBRRIE - Bt (map) FRORIEHRXLEE FRESECAIN AR . 218t
FHaT LS [R]—FR2E KK -

FRAS SRR B TT M VB R U - FARGEARRR  FRBHOBTEE
sk, WLLSHEP S, ERRYREER .

—fi, EARE R TR TR (RENRE) - R BMEERER
FERMAER, MAGARERRS O MR, X RN RN
Fo

FEFARE BB BT IR A -
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H—, SE—ARFEIREERESZNG (LUSTTBRER - X—BATS
BeR T 5% &l S T A AR BRI R AR N AR X« R RE R A F N B st
FIERES: EEEWEELTEYSYHE NFUEN—BR.

HZ, BEMNGETOEERENEEBS T XA NFN S TERE, &
RO AP ESR . W S MEAERIGOE . R AN BL— I
AERK) S TE (bounce page)”, FATEREITEME . WA ERIFRIGTIH S A
HARRS, BIRECHE BRI, e NI LB R & - SRR,
BRI BIRGRTTE, R B8 DB EN AT & RS AR TUE - JRIAA1 558
T Z BRI PE OL AEFRGERRAER]Y o X — M T B IR R R 2 . B R
IRk, SEREH, EERITIX -

TAEAEDMANFF LR ECH

e int bus dma tag create(bus dma tag t parent, bus size t alignment,
bus size t boundary, bus addr t Tlowaddr, bus addr t highaddr,
bus dma filter t *filter, void *filterarg, bus size t maxsize, int
nsegments, bus size t maxsegsz, int flags, bus dma tag t *dmat)

OUEFREE - AZHMERE0, IR E R -
* parent - JCHRZEELENULL, NULLH T QI TH/Z PR3 -

+ alignment - %P EEABLA TR IR X IR FFEESK « “no specific alignment” [}
{BEHN1. (NN T LUSH) bus_dmamem alloc() Jfjf~2& bus_dmamap create() if
.

+ boundary - ¥jF AN T, SECHERNEEZE o X T “no boundary” {0 .
NN T LS bus dmamem alloc() [fijA~& bus dmamap create() EHFH.
R2GTETT o R REDMAT R (AR,  DMAMHER
ISA DMARSHIZHR BT R84 H5) | WIE FOMARER: BRI, FLAUNEE
KTF64KB (64%1024) »

+ lowaddr, highaddr - & FFfifi HLERT - XLEEH TIRH T H T RES Y
AL R YO - HAETIE SURYE LUS AR B TR BT A E -

¢ %fFbus dmamem alloc() , MOF|lowaddr-1fJpFHE I N 2F, BEH
LA SRV A -

+ %}Fbus dmamap create() , X [&][lowaddr; highaddr]Z &t pFE HHE
PRAIEIR] . B Z N BRI T 5 2A 1 IR R AL, BB E T Al
Ao GNSREE SR HET R R AL, TEEA X B AN AT U IR

© XTISAKR R, EFEE (XELIERE) H:
lowaddr = BUS_SPACE_MAXADDR_24BIT
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highaddr = BUS_SPACE_MAXADDR

o filter, filterarg - IFJEREEE S%. wHfilter yNULL, T JEH
bus_dmamap_create() B}, ¥ [X[A] [lowaddr, highaddr]##l AR i4A] . 7
M, [X[a][lowaddr; highaddr]pty & st B D (R O DT ) B IE 6 1% 55645
HERE, HERERG R - SRR JRER: int filterfunc(void
*arg, bus_addr_t paddr) . 4 5T A] ARG (RIS E 4200 R El0, AR EEHEE
=B

© maxsize - GEMMIRZERTDASER) BKANEE (DIFEWIT) o BEREXA
ERMEMGE, B8 v UERCOR, XRER T, WHFISAE & X AMETR L%
BUS_SPACE MAXSIZE 24BIT .

* nsegments - RESCRFAIE/MUER BIRAREE - ERAIRS, WEEA
N ZfFF{E BUS_SPACE UNRESTRICTED . FEPUIACHREMHIXME, TiRFF
PR ESLPrPRE] . nsegments{HZEF BUS SPACE_UNRESTRICTED PR A
BEF T SEPrnEmess, (AT LR EATERCIRE: - nsetments  FSEFRRR IR
#)7250-300, FmEPMER SENZHERRH (B4 TOEIER CRILA 214
B/ WEERITIX) -

© maxsegsz - A FFHIEL/INER HIRARST - A TISAREHRKEN
BUS_SPACE MAXSIZE 24BIT .

- flags - BEFRIOALE . ELEBIIT FUA.
+ BUS_DMA_ALLOCNOW - @RI /3K 40T A AT RE R B0 40 RO T

* BUS_DMA_ISA - FLERMIBRAY— AR, (UH TAlphatllgs . i386HLa%H E X
E o Alphafllas HIFTHEISAR & BN S X MR, ELFSEE IR
ENAEFF -

+ dmat - $5 1R F FURTAREE OB FRET -

- int bus_dma tag destroy(bus dma tag t dmat)
BHSBIRAE - BCIHIREO, ISR E SR -
dmat - BEHER HIFRE -

¢ int bus dmamem alloc(bus dma tag t dmat, void** vaddr, int flags,
bus dmamap t *mapp)

S ECRREE BT HAR I —RIEL N IX o« B BECHINFERI R/ NAPRER] maxsize. A
DHERE0, LR EERE - A RMATRBNFR) Vbl EETZ
B/ FHbus dmamap load() BFEn#: .

+ dmat - FpZ
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» vaddr - fE A FERRAOTEET, %At S A A TR ] A 0 G XA A R A R S A -
+ flags - BEARAOALIE] « ME—RSHRAIERR A

* BUS_DMA_NOWAIT - fp S (A f7ANAE SZETAT AR B8R « AR IAREE R
B, WAVFEIRE IR, E2NFATHRE-.

* mapp - 35 [al [E] TR B FF (i HOTREL -
e void bus dmamem free(bus dma tag t dmat, void *vaddr, bus dmamap t map)

FEfiFbus_dmamem alloc() MECAIANAE - HAEI, XFECHIARISARSIFIAFR
BRSO SEE - B, W SERRT g ROAT RERH (A b PR FF AN EE I 20 EC A X
. ANEESM BMELXE, K5 FEN RO ECE - X ARRE NN H
fFH bus_dmamem free() . #EAREH 2 TR LI -

o dmat - 5%
* vaddr - NFF AR ik
* map - FERRRET (BR bus_dmamem alloc() R[E|f—FE)

e int bus dmamap create(bus dma tag t dmat, int flags, bus dmamap t
*mapp)

ATE QRS LUSFIT bus_dmamap_load() . AZHIR[EIO, ) & [E] 8%
5.

* dmat - R
+ flags - 36 RBEFRHIALIE o HIE WARE SGSAEATEDR, Rt B RS0 -
* mapp - F5 1R [B] FOHT R B AR AT ET -

+ int bus_dmamap_destroy(bus_dma_tag_t dmat, bus_dmamap_t map)
BHEIBRES o AIHMBRIEIO, AR A EERAD -
* dmat - 5B RERAIPRE
* map - R BB A BRET

e int bus dmamap load(bus dma tag t dmat, bus dmamap t map, void *buf,
bus size t buflen, bus dmamap callback t *callback, void *callback arg,
int flags)

TINEE % 1 [X 2 BB (R 0T 5 bus_dmamap_create() =i
bus_dmamem alloc() )@I# . LZXAIATE TUHASHRE, BEGHAIEN
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FR, HAILEAFFERHE  RETUE - 20EYEBHART A, HRH

BRI E . EERE IR 2 LI M - R RGP X 2

SERRAY, PR R ROR T CONBESL RIS, TPRHE SR BN, S8 %

o DX AT FE A PR P B T R 5 o 2 SR [ o 8 S R AT IR [0, AR TE SR HE

A, SERPRPRENT, MRME EINPROGRESS o J5—FEML T, SHEARIEEREZ

(R F) ] 2 A B R 5%

e dmat- f5%

* map - PG}

+ buf - 22 X AL R itk

+ buflen - G2 X A

+ callback, callback_arg - [E]iff K% HS L

EVEEEAER) bk

void callback(void *arg, bus dma segment t *seg, int nseg, int error)

+ arg- 5{£3645 bus_dmamap_load() ffjcallback_arg #g[7] -

* seg - BOMIARTHI%AE

* nseg - FUH H HIFIATF AL

* error - FORBEENIH: IBGEOY EFBIG,  MIBREE A vr B & AR H RIBUCIE
BINGIX o XFEOL TR IR ROE B BRI A L o XY
XME LR ISR PR E . ARIERERE L, Wah BFA LH
W, BRI A R A

BEUA T B —TE S N T

* ds_addr - By Eisk

o ds_len- Bk E

e void bus dmamap unload(bus dma tag t dmat, bus dmamap t map)
unload the map.
e dmat- f5%

* map - CINEHIBRST

* void bus dmamap_sync (bus dma tag t  dmat, bus dmamap t  map,
bus dmasync op t op) 237
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SR EIEITYEERERE, KB XS5 R TTEETED - HREGE
RR RS X 5 BRI 2 R T R BRI TR TRz iz
JG AR AP X AT R -

* dmat - §R%

* map - EANEHIBRES

* op - EHUTHIFEIFIRIERI KA.

* BUS DMASYNC PREREAD - M i% %] 281 [X fil/E > B
+ BUS DMASYNC POSTREAD - Mi%#%l| G2 X HitilEY 5
+ BUS_DMASYNC_PREWRITE - M %21 [X 2 % & I E#IEZ Hi
* BUS_DMASYNC POSTWRITE - MZif X2 & &R G HIEZ G

2 HiiPREREADFIPOSTWRITE y Z= #/F, (BRFRFTRERTNA, HILIEIET AR
B EA]- Hbus_dmamem alloc() FRIFHINAFNTHREFD -

Mbus_dmamap_load () HHiEFH EIEMEZ AT, BAUHRFEERF . H BEHIT
2B RS B BT E I WP - X RE R Ti386 Ak REEH b X B B HSEPR IR
2 4250-300  (NARI% AKBIR P EEMRIR /D, B S H IR/ N R8FTT
 HELTEHRNERE) « ATREETREAEBEmI, X NME AR
BESCEAGE HSEPRTFE . FafR, WTRESHEEHMS, B s R
BIRRZ - (HaRBhBFELGEEFTEREL 2B/EENZMX, MR 2 —E
S—ER O HEANEE: BRI 8B, (EEENRE, REMMESE R X AT
4, R E .

AL B AE FTRER MR R AR/« QSRR R BTE TUmE AL
YIH EANGESE, 5 BN SRR R R R IR X R S Hy(nsegments * page_size) o
BN, iSRRI B RS E 10, MIFE386 b AT IR S RFI B AR I X A/
HA0K o QISR AT T R TR B IR SR P P (5 ] — SRR BT

WNRREAFIRAAN ST A/ e, BB IR EhRE 7 A BRI A B 0 i) B0 M 39K
SCRFRAMR P X AD, MIRRRINERE: MRTEFENTIEE &b, SiaEilshiz
Fer o Bl — S AR i XA P (B A A

IR S A BRGSO SL AR AT, ARTERT B R B A TANR . TR AT
BoRES [ -

ST MERER RS, XWRME BRI,

bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload ->
bus_dmamem_free

AT NIEhAE AN kit &, FF AR 2L IRIPIX.
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YNz fbus_dmamem_alloc() OIFERIBLITET, (%38 K MGRIR X HIEFI KD
IR bus_dmamem alloc() H{fFHE—Hf o XFME LN 7] LARIEEE N R IT X HAE
F— B (RmEE UET I EGE) ,  FEERESLRIHUT G s
JREIEINPROGRESS) o« XL [E] A R 45 7R ZEVE R FUR ER A M A1 -

HRURBIT
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REEERA LK, HHEERER, EIGREMNERER. LIRERE:  WRY
B2 AN, MERENHEGR—MERFENEE R (WRFFAAR
PRAEIRIFRIE) B— MRFER-

L INEAEE & X E| fbus_dmamap_create() BIEEABREES, T B 8 AT RER 4
iR, RS HUR B IE S B REGHITRID « RSB RGN HEREF

SLBRTER AT RITT A R

L fnShE s BAARCE R DS AOREAGE R (FIANCAMIER) |, T FprEdt—
BHSCERAERRNR TR R RS, EEERES  RCER. ZEIAFE
REBOSMAEY - HTRERINER, FREER I EEERZERARTRER
MFER-

2 IRIERBAERBOREN TR (PIAnFrFiscsE ERGIIETIER) |, MFEE
ZP AT LR ERIPIREG, A tsleep() . JFTH X EHREHMAN, ©
B PUTAHEHRERDIRE . WRLE T FPIRE, ERIZAH— BUEEHRIE .
FEXMITET, EERBEEATITRORAE (G ATEOEL) | SEE
ARSI XA AP AR B - [EVASERE R, B R KRt E 5 P X 7 A O B
T AATETR L -

10.7. DMA
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ISA S % HDirect Memory Access (DMA)ZifiIDMARSHIZE (SEfR 2T TR
A X RETCRATY) SKBRY . TR RISAR &R B EE,  S&EHIAH
HEF= A RZ AR T /EDMATE HIER o o 2R, FreeBSD LT —E W%, X&
BRIE K 22 SEDMAE il 25 (1) BB 77 X % & IK B AR P Bl 1ok -

R BEOLR AR AR RER IR & - MIRPCA LSS T ks —H, TEllBCHE™
EREFMAFAE . EITRIEMDMAZ S STFHEN MR E&ME . B

DO THLE R, ENMESGRREADMAZ S SE . HEENERETFE, REDMAZ
] S B M — SR Rl VA 40 T e R — 1 DMAGEE E R IR

void isa dmacascade(int channel number)

PrEft— B ESmE S IR TR - A EHBIKRREFR, AFE  ADMAR
KIIPREL -

TR RS, FHERMEEER . FHRRHEERE.

¢ int isa dma acquire(int chanel number)

{RE—"DMAJEE . REZINLRE0, WNAEE CAWRE SETE WehEFRE
MR EIEBUSY « KZEUHIISAS & #EAREI ZDMASEIE,  FRIHX 1 e B0 e E
BN . BERERNIEOMES  IMRESNZ R, EHBL A
o GRAER, WS HHE DMAGIRERf Zpanic .«

e int isa dma release(int chanel number)

FERSE B OR B FIDMAGE TS « BEROEER L ATNEER IEEHAT R &5 (A5,
R E e s AN REF R B R R ) -

* void isa dmainit(int chan, u int bouncebufsize)

5B FEARF RE EE 8 B SRR I X o ISRV IP XA/ NARE#IE  64KB. LUF,
WRAGHR P XY AR YEESE), BOHISA BRI UIRNAFTER, 5L
PERL6AKBRI SR, M BN &K . WURMGCHRER MM & L%
PRORRIX (Fl4n, i bus_dmamem alloc() SMECAUARLL) | M) AFREH
Misa dmainit() . {EffFHLLeREL 2k DMASE ISR MR EIR 2GR T7
i

+ chan-EEE
* bouncebufsize - DA T i 38 22 1 IX RN
e void isa dmastart(int flags, caddr t addr, u int nbytes, int chan)

e A EHDMATE B o SKPRA R & ERRRZ BRI RE R EDMAE
e . EleBEgM X TES M HAEISANAERE 2 W, WRARN A &
PRI o ARTECEGMX, (BiSRgM X EE Hisa dmainit() #%E, B
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XXX_isa_probe

ST ERIER AR ARG, MRS panic.  5iEsRK BAFEHREE X HE
U, BAEREHE oh s LB S i IX .

« flags - (19, P HEERAIERIERZEEY . J7 7 /B_READF] B_ZWRITEH /% .
* B_READ - JISA/S SR IE5 N 7
* B_WRITE- NN EEISAEL I
* B_RAW - i L% BNIDMAGHI B S0 ERM X, HERMERE HEhEFHY
BIEATD, BIREEEHF—ZMX (SR, T BFTaRLEEENS
—MEMZ BB R ARG - MERERE, SEAN—RIERE
B, R T —IRIEEZ B LA IRIAAisa_dmastart() » HEER FHKX
PRI XIS FB_RAWAH & 3 -
* addr - i X R b Ak
* nbytes- ZIPXKEF o LIVNTFET64KB. RAVFKER0: Ky DMAFSHIZRE S
HEfFER64KB, MNZRBIETIEE R, RS FE AArHfseR . i@
EEETHETAEN, KELTAEE, FAXSEE R Emesy. a5
KEBLT, RE—DF IR % -
« chan-3g@E5S

¢ void isa dmadone(int flags, caddr t addr, int nbytes, int chan)

WEREFERMTERE, FPNGE. RS REZHXAIEERE,  WHEEE
M X T BFIRER X . 285 isa dmastart() gyH[E . AREFFA
B_RAWHRE, {HE—H i A<iiisa dmadone() -

* int isa dmastatus(int channel_number)

IR [E] = A F R R TR fE isa dmastart() FiE [ B_READAUIFIL T,
REPRT —EARETE . FWERNESWENENEIZMXE KEZ. E
NFERERE X E SRR AR ESNRER RN T .  WRTFTEA
90, MBL IR A& S AT RER R«

¢ int isa dmastop(int channel number)

JBCFF 24 TR R 3R (B3 R e ) 1T %

10.8. xxx_isa_probe

XA REIRIN S AR A - NARIRSRER S o il & B ER) s
(Gnrp e B A RhE) U B ST AT I R A SE AR -
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MTEBEMEL, WRARIINENLE, SENEEBRRWN,  sERESR
SEELAh RO, IR 2R A — D IEERIENR o WFSE AN FAENLAGRE (H ENXTO.
HAEREF fEROR A A - TEUAE BRERD) - REHORNEFIRE TR
TRR -

HPnPR AL MEONERAIGREE . flan, NEENERFIF  ERFRAE
FAEBSHT R O o WD IR FPERRF TS - FESRI IR APk [ = (E
REENRE ARSI S (Beaid e, JREI0R) INEhiEF BE RE M ER, RE-1/)
Hik, BE-2MEE, F%) X0, PEEFEEOMERICEmNeheF A
(ECR S NGRS SRE-1) TR SRR M i s R TR stz e 4k
HO(HR M SR FIRR TR E0)

BRI EE Foo_softc FH RGZE VA BRI GIRE 2 B 42 BC - W3R R FER (B B
R, WA EW AR BohBUE B - EmEHT R, KT L AR
UEERTH 43 BCHRmIEA 18] & i R AT E SR, BHREE M AR ML RGR R &
EWHUEEE - WREMAT  FER, AR R RS HE UG R4 12
xxx_isa_attach() . WIIRIKEHFEFFIREIAE,  BEARELRIEE K 3E s b Ae A B
HEZGIRRESWREA . B BN Ry IERE RIS RRIR, HH7E
TERIRHEAEERE FIREPEHIETA]. Hxxx_isa probe() REORS, 7EIREF]
B IR R — N ER, ARSI Y X . (EERECRR
SHEAEFLRBAER T, REFIRsh FEFE MR FIFER B OFEREFI R AT Z
(] R B TR -

ST BRI AR A3 & fR T AN BT 5 0T 44 -

struct xxx_softc *sc = device get softc(dev);
int unit = device get unit(dev);

int pnperror;

int error = 0;

sc->dev = dev; /* oHiEmx */
sc->unit = unit;

RIFHEEPIPIE - K EEEIT — M ESPnP IDFIFRAFRIITH - R AEX MK
EARE A SCRF BUPP IDA LI AT B 2048 H A ROX LRIDH) 15 2 5 1A -

pnperror=ISA PNP_PROBE(device get parent(dev), dev,
xxx_pnp_1ids); if(pnperror == ENXIO) return ENXIO;

ISA_PNP_PROBERIFHRIN T : 4URF GR&HIL) HHFAIEPaPITNE], JILGIES
[EIENOENT « JSRAEAEPPIiE], (BT EFIDALERFR  E—ID, NHR[E
ENXIO. fz/m, HASRIEHESCHPnP H LR R H A —1 D, MpRE0, FH
Fidevice set desc() M FHBUEE S A LITIRE -

MR R E WS FOCLFFPaPik s, NWHEHE R T

if(pnperror !'= 0)
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xxx_isa_probe

XA FPP IR IR P ANTE AR, A IREhR P & %8S ) PnP IDFE,
B RAEPnPR _EHHSEFIENXIO.

TR 2 DT R R/ D EIR, /0% AS, RAIFHMF. WT
AFEHIREL:, IR AIRES Boh AL RRIBIR - PrPitaa ) FTERIEMH
PnPF REFEIE, HHKREFAFEECKNEN] -

BHEDIFIREMHENRDEEEMAS - REFEERERTFNEE REFF
WTREERER (RENEZEEERE) « FES  Hl]Z im0
EIR{E:

Hdi AL R A AEsoftesii i, LUERREER - RFEEFHEH wmo, e
KA SRR AR 2B TREA - WRBANAERE W, MHREERE
e Mk, —ErFIRSEF AR, RN PrE R AR A,




5 10 B ISAR BN T

IR, MOXLEEEE E SOZ KRR identify() e . (HATHER —MIEH
IR FEOR iR 1 4 FE R probe () ARSEREEAT: QPR SRR 2 ik — L EL fh ek
VR AN - R BIAEILIEAT sensitive iR BB & ERBIRI, WNER Hibix
£ o {Hidentify() BURAEFTHIRNZET HOAM, HBENAEHRER &I AT
REPRBLIX EE8 & -

WAE, BAVEFERIG O LS AFHR B O (P& iRt | B AAERL
EXHPEAEXIMER -

S BT — Ao O ik 25 B (e (A startFlend 3 & Ui “fE FH A TE
sfbus_set resource() % EMIIFLLE” ) -

BUAE AT AVS ()3 O R B AP e, ATt el LLLEMO s 5 A B
BRARBWHANTHE RN E RS - aRBCH, MU ATREE MRS & X
Aak b, EEE XA IR EARAE R .

BN EEE R PIREA 2 E PR AL - X Z BTEA TRl Rt
PEATHERI, EBEIN LIDELAY () SEF . S GIRRLL AT R ANRER A S, & ERIFT
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xxx_isa_probe

HERLAEBI SR - AR NI BN R NI, T AT BESE & R el
BLEFR, WENiEF DAUREER, S RPN, 4550& — LN (] Lo
MafRATE:  RVEEUEDELAY () FEAE(THLE: LACHER MH R AR I e, (HEER{ACPU
FIAE, tLERBOE R —ERRERE -

WARENFIREEOERE RS RN IIE, Er EEEMFEN A .  EAZ
X FE -

TR & IR & R IAL S, K%L xxx_probe ports() HA] 8% B L&A -
B R A M EEE ) MR ERERE R . MK, W F  PnPi%
7%, PP FEFNFEF BohiX BRI -

PRINBIRE B 24 52 M S ORI B A Aok L BT R BHIR AT, BB AR
HAPEREE - BAPFBE— DR ENFRFIF.  BRIEIRRR Y R TRk
AR, XEESEMREERTIRIIEEN: A0 TR aT DUE 7 85 418 B Aok
-

N IERT IEENBCE SCIF PRI E, BREN RS Em IEIES Kt BLES
A PP E - RMAMIGES T REIARR, ABARSM BRIR? ATRER IR
N ZECE S P B, EfflamE HOAETH2, MEHMmEHER
XA e = DRIEF] AT HEZIX R




5 10 B ISAR BN T

KL, RS A IRQHMIDRQ A H B -
WR—VBATIER, ARG WA LU B AR B A -

E, SEMFEI - VA RIRRN SR E RO . FA IR FH5E
softcZEM TR A TN IR EM, FHEATEBHRLRTAM T  FLR. W
R BB LB IRATHATT AR R -

RSEREHIRM BITE - BIRAERANZ M 2R, R ERE—1 B,
BERATRER T H AT
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10.9. xxx_isa_attach

WRSRERI BIFE R [ A Th H B AR SOAFEEA MR, MERFIRE M3 IRs)
REFPSEPmERE RGT - WRFEMFIFRREO , MR FITRIIE E e B4
softe, UCEEHMEHEMBITRE - A, WRFEMFIRE REO, ERAEHEX M
EIERR GRS SRR B O - R SRIGIRSRE A E, MIKEh R AT
REN R -

AR FER, JEEGIFRRE O, AR A RS -
ERPIRRENIRENGIREARCL, - E AR E RS UiRNER

H

RIE D BECHRIE TR IR - BT DU E R EMNEILR B 0B, Bt
TEREHDEL - BIHEFNFIRCEESHIE T TERORIGLE, FRHEN
RIFFELEFsofter « WURIFMBIFERE T T —LW O HIBIR, AT ERRIEL
(EH AL NER) -

DMA % 35 18 (DRQ) LI T A 40 BT - (5] dsa_dma* () eREGEHEITHIMAML - 1
-

isa dmacascade(sc->drq0);

HITIEREZ(RQE AR - BRT LIS, RENEFFRIHIT b REHEN S 5E
KEC AEEZRSARREFT, HARGRATEILE  HENSERREHRT
5. EENRESEFF, BEAE, TS fBRgsoftciigt . —MRE
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xxx_isa_attach

BREFE T H45Hsoft aNBNIENE,  MsoftcBUS RITSRA S, MMNBEILS
BUfFsoftefRINAE « [N, XA LU BAEEHET AR SLR AT ARG —,
FAWENEZME:  SOEZELEEECHTRN, 5%, SEMEbESERN
BIRE, TEA] Z AR DU SRR R s e R

USRI ENRE PP 75 225 INAFIEATOMA, X R AT 1 4 #2577 50 B




5 10 B ISAR BN T

SECT FTERIBIRIE, BN H AL - WIta LT REEEI  BrEE, Btk
ENTEIER -

BT ROUR HohEE & ITE RN E e ing . B R
TEFTEN— LR TR S EUMEE, T HER, Flan:

WRYIA L GIREBENEM AR, BUORER ZAITTENE R ER. -

EEGIRERIRJE — PR R SR RIDEET R e X DD IR
FRKITIRANEFFHIRTL: FARE - BRBE - %% e . CAM SCSLg x4

Yoy

4

o

WS B TAEIEH LR | ALY
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xxx_isa_detach

return 0;

BRE, SCPRRFEOL - IREERET, FTE SRR S BN L - Bl TR XA
— RS hfsoftefba AT AT, BIHEAT FERHRT AL T HLH
IR RSN ENTRRAFEE .

bad:

xxx_free resources(sc);

if(error)
return error;

else /* exact error is unknown */
return ENXIO;

X FE IR R -

10.10. xxx_isa_detach

WRANENRE A 1 R L, HIRSIRE P Bdm iy ml nsiieisr, ) JRohiefr B
HYCEHEEIRETT - AARAE O SRR, X MREEM FE . BISARZA
PRI, X MR TISAR & AR B2 . HEIREh P HEE ) T REfE
IR ERH, BREBHTRAEE EMANNEEFRE E R ERTRIHERL
PABELZIFAR WehfeF, HETRMMEHHERR, XHEEGEREN
FompiE FEAMER . A—EREELFER TEMblas A RIReERF
H IR BEERMUFEZHRZRHBME - S RKNREF2 —TUErERE, A
AN HFERTAEF LS LET GFRA RGBT TRERARX A AT
M) o R, HTEBEEE, LEERBDERE.

WRAENRE PR D o s, RS BIRRIRE 0, LR ARG -

S EDZHEEENER - ZMOE - FERRERREREF AN TR E -
R H ARSI TS, WA ER: B4R BEE b e 4R St
FTo0E WA SR TR N T RS SUTHRMHI M HIRE ) AR B RE P
Epibl ) SR TIPS [P i D o

struct xxx_softc *sc = device get softc(dev);
int error;

error = xxx_detach subsystem(sc);
if(error)
return error;

T8, WA REA E S AR — SR . BRI AT
Wfehn, ZEAIDMAEERIHWT LU RS AN - RITRZE WM S,
XIER R GIRERT ), H RIS afE KA FIfE, BATRAZEFEA T
ALY -
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Xxx_isa shutdown(dev);
e BT BRI B AT -

xxx_free resources(sc);
return 0;

10.11. xxx_isa_shutdown

2 RGER AR AL BIRE - 8 E R AR R —ERE . S TFRE
BUSAS & T & AT ENRIASIE, HIX PR B ERIELT, FoAAE EHE
RIS R WEBIAL - ERERELIENE  PRERH, DIRERER
JERESCERRMNE] S TRESHEARE R EEsssEm) - REHR
T, EREFFHTEMDMAR Rl R IER BT R R R MR . B
ENEBGRTREC:, Bt FAITIEER e -

10.12. xxx_intr

HU B B E SR BRI L 2 R P R AL . ISARERATH PR E
(GELRFIRIELLEISN) | EBESEPR B an R AW B R R A, JLP AT LU fE
Wik B HIE - AR, T REL RIS FEAS TR E R TR
BATAER . WRARE, PRTCE R = R[] .

ISAREHREFHIHAE R & BT SIEAS R . WECEKRF, X g
Fibus_setup_intr() BETIXEHREFERAEM  EERFIRET AEIRENZE - R
WERAE, N LRIRMLEEN  softchFRET o [ AT b ¥ s AU 7 4 T EAREEIF

o:

static void
xxx_intr(struct xxx softc *sc)

{

'EIBfTERbus_setup_intr() pyHUWTRBISHIERE HIPRILEHR L . XERESR
FHBTE i Ath R SR 14 A W AT e A8 A 8T

N TGRS, TR GRS AR

while(xxx_interrupt pending(sc)) {
XXX_process_interrupt(sc);
xxx_acknowledge interrupt(sc);

¥
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XxxX_intr

RSB R RO AU [ RUE T, (ERRER RSN, JFEH RGN
TTAbHE
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% 11 % PCI% &
ik .
BT 1L FreeBSDN T 44PCLE 2% _E AiS & 9n 5 IR AR P MR (L AOH L -

11380 5 & 3%

LR B R R FPCLR &R s (OB R H A A, HEER nEivkldE
BEEREP 1

11.1.1. =4 38 sh £ )5 JB A A5 (mypci. c)




ARG E R RS (myped. o)




911 = PCIiX




ARG E R RS (myped. o)




118 Pl &

11.1.2. =43 #4257 ¢)Makefile

WASRARRE LIRS Makefile JAA—ES, IRATLLELT maked FoR{7IgR 5]
B F, fRATLa Tmake  load REANZHHER-EEE S B IEAIZTT RN,
fmake unload AJ7E3E%E A HI HAXDNIEST -

11.13. 2 2 FiR
» PCI Special Interest Group

+ PCI System Architecture, Fourth Edition by Tom Shanley, et al.
1.2, B4 %k

FreeBSD g W AC S 81l R BTRIR (It 17 —FiI (A 6t S EpL il - PR s AR
RIS L% (PCL, ISA, USB, SCSIZESE) BT Al bl , F HiXEifd HEMAA 1AL
BEARBUBTIR (PRI B, ik, BiEDMAEE) -

11.21. A3k F 5 5

T APCHE & M H I EE, (RFZMPCINLE = [AIFKHL Base Address Registers
(BARs) » FEEVBARRAS [ PCUES 58 40 15 i 3 5 75 i £bus_alloc resource() H7.
B, — R IR Eh AR ] B Eattach () pRELHE LR PR

259
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&S uhiRoR R

B EUF AR AW R AEsofte i, LIELURATLIERENTMES
Ao

INERLRETE X LA S bus_space * lR#y—i EH R EA A - B0, WEEF
FIREELE AN N A PREE R, AR T 7€ B0 17 3%

KL, AT LU N R RS B A7 AR

XL LASHL, 1607 32 AIRUANTEAE, RN MAHRNHBfFF  bus_space {read|
write} {1|2|4} .

VR

E;ea
|§ fc FreeBSD 7.0 FUIEMMIAT, AILUA bus* HECRIE
bus_space * . bus * REUFHISERE struct resource * §§



11 2 PCli% &

Bt TMiANZ bustag FIAJA - IXFE, LA LK softc Hrf) bus
tag Fl bus AIFEIX B A AR B FRE, ¥ board read() pR%L
ME N

11.2.2. 7

R L B AN BL A A7 B TRAR L T SO I B S S BL - B8, DA
B BLIRQETIR, IRJF A E P T AL B e BOR AL FEHX N IRQ

F—IK, KEEFattach() WEEIF] 7 HOCT EEUM -

FER & I B IR A I R — L2l . ARSI & AP ITIR,  HFRB BRI
AbPEpR%L . —Hbus teardown intr() R[], RETE (R AT AN RO 2 P
M. FHPEARCEIT T X E A AR DR E . BT %L
AT LAREERR, R Bt sR A RN BET R AT B AR

11.2.3. DMA

AT EEFR, JRETHHREEMA L . XL R EAE Y 75 &
Fibus_space dma*() pR#{. MFEHFHX—TTLIRBE  BRREAVERT, XETEL AT REM 2
o SR, HETAPLANKIELLAE s, Wt—H EfIEE TRE, FFX—Tk K
MRARLE BRI T -
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HH 2> BL SR

FEPC b, AT E T FEDMAR SN S & A B B bk, PR FreeBSD{ i
MW B, X3RRI . SEsRE, A WAL vtophys() ATL
HEHFA] -

IRTMX Mg i Ealpha 7 S A—kE, HHBRANEEEERE— R
“Jyvtobus () fit % -

11.2.4. BUH B %R

BiHattach() R MECHIFTE WIRIEH EE . LAVIVDIEIR, RIEERMAIA 1
THERIERGE 2 EAPLIEFARTY, R H RIS & 5 e RGUIR AT
B -



% 12 < 3@ A5 19 77 £SCSLiz
) 25

B 4% . Sergey Babkin.
% % % F# . Murray Stokely.
iFE .

12.1. 32 A

7SR I8 o FreeBSDU K A RN AISCSIRUA KB TR, AT RS
& B2 BL T IREN R

+ ncr (/sys/pci/ncr.c ) fFHWolfgang Stanglmeier and Stefan Esser4g 5
+ sym (/sys/dev/sym/sym hipd.c ) pfGerard Roudierff =
+ aic7xxx (/sys/dev/aic7xxx/aic7xxx.c ) fJustin T. Gibbs%i 5

FIMCAMPRAS AR L ({EF Justin T. Gibbs, [L/sys/cam/* ) AR o 4 —LEfg
LB WA, FHEAR R M Justin T. Gibbs X% HF—F AN ZE M %
BF, B EFRC f“recommended” .

AL B AT 30 - REFREFHPaSRET, HH  HERR
BREIERR, EEMRARNE . XHEEREHN T U—Fa g f5s0R—ER ]
e WTHEERNEEIET, HETEATREERRL, FH FEINmEs. O
AT TS, W TIRL BB T E R r SRR PR, sOA AT A&
BT EAMET OB R ERE  ACH . XY EE DO B A
WA TFHIRE . EREOEMERREI .  EBEiR, BRSEMENZEE
T, EEPTET, W LERIEME) BT A RE .

12.2. @ A A w2 4y

CAMZ53E 5 7 (Common Access Method) - B LAIZRSCSIF Sk 1/0H %4 .
X SR A A R SRR T AR L/ O B R MR Sh AR P A I Aok Bl Q43K 5h
FEFPREF#E/HISCST ~ IDE~ H/SUEMEM S ERE, XIS RE PR
DAL REFF/OBEMES (MBS - X, FHTREZENEHEE

=

o« SPE[RAEIER - ShE A (AL, BEFF, CD-ROMEE) MYIKEhiE/y

* SCSHEIIMHR(SIM) - EEF/OALL, QISCSIELIDE, MIENLELHER 2YIXBITE
5.



18 A

S R AN EHRE P NOSERMUIE K, R EA T ey SCSIan & 781 H 4 X LLSCSIfy & 1%
BB SCSIE MR . SCSTHE AREER 1 BRFIX Lo & (%3s SCRRiif: (Hi iR bR
BEAEASESCST, T2 GIAAIDE, A ERGHXLESCSI fy L5 I fnative g &)

BT LB VS EB 52 4 5 SCSLEBL AR IXBNAR /T, MULALTFHATAT] KEASIMEfA
BRI EE -

SR SIMAR B - 75 AL 40 T HICAMAH 3K FA) 2k SC

B SIMIKEHRE L AU o — B R HCAM T REEM T HD - XAERNET
flyxxx_attach() pR% (BLARAILUE B xxx T ME—HOIRBNAR 22 7RI ZR) 1A
FEML. xxx_attach() WEHBHHAGEL B ERIY WA, FOERA#RX
R -

TR LB HRIEM: B IeTZ o AL S SIMKERHIE KA1

B4k SIZE JEATERIAFIRIR D, EREE S HIRAIEREHE - B2 SIM IKEhFET
& SCSI & L RERS AT AL B HOVERAORH « —BaT LA A

T RBENTHISIMBEIHATT

ERWRIATAFERIESIMBEARTT, TR deva, RIyFf Xt HIIEMUERTH:
g, MHEBENETLNRE -

UASRSCSIR R L 4SCSIE 4, a7 2T B CHY cam_sim 2574 .
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5 12 5 38 F 5[] 7 IRSCSIE %

—AEBNFIGER, MESCSHRATRA—ASCUERNZEAN, S FHE—
devq R RAGASCINLE?  ECAMRTIIIERE A IS RE: 3
A, EIRENRRFEAOIEE Yt .

ZEN:
« action func - ¥5[A/IRBHAEF xxx_action pRELHIFEET -

static void xxx_action (struct cam_sim *sim, union cch
*ccb) ;

struct cam_sim *sim, , union ccb *cch ;

* poll_func - FE[AIAKBNREFF xxx_poll() pRELAIFEET
static void xxx_poll (struct cam_sim *sim);

struct cam_sim *sim ;
+ driver_name - SLFRAKENREF A4 S, 40 “nerE wds” .

+ softc - fR[a X P SCSIK IREHRE 7 KN HIATF BTG EL « XD IEET LUS BERENREF
FAATRI FAEEE -

¢ unit - FHIEFETTS, G TR “wdso” KT R0 .

+ max_dev_transactions - JLFRZ AR N & NSCSIH IR Bx KIF & (simultaneous)
HEM XME—MILFEREETL, JHHIE SCSIRARREFISN - Lo, anioK
PEFAERIT P ESNFENESE S — P FS, TLURERER, ALTPAR
(EASHG IR FhE 21 -

+ max_tagged_dev_transactions - [FFERIETE, HE EIREERT . REESCSI
wE L EREZNFESHI BYFES W T DMEARSE, AR
W HEETEMEERS, U ORERERRE —ELARE, XHESCSIERLA
(FNIRBNAEFY) MLREAME WEDNFESZR T - WS EMEIANERARERE -
BHURTSCSLERL 2R 1 HE

BRJEBA EM 5 B T SCSIE AL 2 RHR I SCSLE 4%

if(xpt_bus register(sim, bus number) != CAM SUCCESS) {
cam_sim free(sim, /*free devg*/ TRUE);
error; /* o— W4z XA */

}
WREARSCSLE & —Pdevaghity (A, HATHHEZRLZENREEZ T, &

PREE-FREL) | ME%S B2H0, BNSCSIFK EREESR SN S H AR
T BRELHFE T HCRMAcam_sim45Hy .

265



18 P AilEE 1

X ZJEHA BRI e 2 E R EICAMARSE . AL devaf{ER LI EFE: TR UE
MCAMZ ) WA R LIsim 28, deva /] IHE S

CAMIyiX L PR R AL THEZR . B RERE (SERIRER) . HYRE
SR EIRENREY, 0F AR HCAMT RS . AEAATIKEN R PR AT LAy ek
RWSFD EEEM R, XA RE L SR E R 2 B0E A -

IXFREAER — N B R & BN BFESFEFELL “path"MT KX 4 E
M ERP%E - BSERSENG BEES &SI TESOERRLE - FHA
PNESHBET UHER RIREHES (XR2E2W, EREFEENEE T
HFARE BIRE AT, 1M B BE A2t deallocatett RNE#E—351838) o FEAEM
W%, GFETEERES, B SEREHEZeN, REITHESSEGELRINT
W, HEHXMIOTE AR — DRI BT AR W BRI 2 R A AE - X TR
SArFEME,  BAFEE LERE L LR EENRER AL . XHERNTtaE
SRR USRS R B A E O RAZ, 85 DUS A R R
struct cam path *path;
if(xpt create path(&path, /*periph*/NULL,
cam_sim path(sim), CAM TARGET WILDCARD,
CAM LUN WILDCARD) != CAM REQ CMP) {
xpt bus deregister(cam sim path(sim));
cam_sim free(sim, /*free devqg*/TRUE);
error; /* o— 4z KA */

}

softc->wpath = path;
softc->sim = sim;

ERETE SR, BRIRETE:

© SMEREIENREFIID (TR —MERE . fukidh =)

* SIMIKZFEFHIID (cam_sim path(sim) )

o I ISCSIERS (CAM_TARGET WILDCARDHIE EIE “frfgdevices”)
s FiXEHISCSILUNE (CAM_LUN_WILDCARDHYE EFE “FrELUNs”)

WRIRENFEFFARE S ELX N BE1R, TR ARER TIE, EHAEFBRT 1R
(dismantle) FRNSCSLEZE .

AN sof te M P R E R IZFRET LMELUE - XZ FERARAsimp(E (2
IERBATER, HATLLEM xxx_probe() JEHITEFRTE) -

LR AR (R ER AR T Z ) — 1) - 9 THESEBMIERTTR, & F—1

[ -

KFFSIMBKENAER?, B — MEFIRESGIRA R (T BIRE oy AR T - X
MG OL N BALS XA OSCSI R AT RE& DM F & - B EA] JuiX D E 44 [ CAM
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TEAT—D R o S8 X Fh R T RIE SRR IE RCAMPE B | ICAMENTE, &Rt #
fedgicaL:  (FE: 28 NHRFHUEFIESD)

struct ccb setasync csa;

xpt setup ccb(&csa.ccb _h, path, /*t4%*/5);
csa.ccb _h.func code = XPT SASYNC CB;
csa.event enable = AC LOST DEVICE;
csa.callback = xxx_async;

csa.callback arg = sim;

xpt_action((union ccb *)&csa);

MAEFATE — Fxxx_action() Fixxx_poll() AYEKEHEEF A H 5. -
static void xxx_action (struct cam_sim *sim, union cch *cch);

struct cam_sim *sim, , union ccb *ccb ;

M R CAM 7 R GE HIE SFORBORR LB F - SimfEid TIFKAISIM, CCBJY IFRA S - CCB
f{F"“CAM Control Block” . "ERIRZFrE KHIMERS, BDLFHFELRIF)HS
WirZE . PrEXEEHIRE FRESEAHEOMCCBLET . (FE: X—BA
RERs, B ETZEED)

CAMRBESCHFFSCSIE il 2§ TAET & e # (initiator)(“normal”) - X, 1 3CHFSCSHZ il 25
TAET Ebntarget) (BEHISCSI) K. X)L BATRE RS ZEEHAH RIH

N
e

SESLT LA BB (BAnEUE, J7ik) Ry RIgE M sim e A SR
* cam_sim_path(sim) - PRfZID (0 F7H)

+ cam_sim name(sim) -simf()4 5

* cam_sim softc(sim) -fEMmsoftc (WENEFFEEE) HHHFRE
. cam sim unit(sim) - BATTE

+ cam_sim bus(sim) - H#ZEID

T IRANEE, xxx_action() ATLLBEATIXEE  pRECRE HI0 5 FF5 [0 B fsoftcssHy
HIFRE! -

ESRPIR B FEELE ccb->ccb h.func_code . A, B xxx action() fH—~K
fjswitchZH ;.

struct xxx _softc *softc = (struct xxx softc *) cam sim softcs
(sim);

struct ccb hdr *ccb h = &ccb->ccb h;

int unit = cam sim unit(sim);

int bus = cam sim bus(sim);
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it

switch(ccb _h->func code) {
case ...:

default:
ccb_h->status = CAM_REQ_INVALID;
xpt done(cchb);
break;

}

Mdefault caseiBAIFRSFFTLLEH (AIRREIRI@GS) | QSHLRER ik E
ccb->ccb h.status Hv, 3 HiEid i xpt_done(ccb) JELACCBiX[E]E|CAM A o

xpt_done() A\ xxx_action() . BI4N1/OiEsKAT LILESIMIRENFE T A1/8k
EHISCSHEHIZS R HERN -« (30 EIRI/0IER? ) KRG, Hi&k&E%(post) — R
WiE5E, farsfibiE R ELE AT,  xpt_done() AT LI A7 40 P 5 A2 AR 45
o

EPF L, CCBRENRIUNHERE N —MHEEG, TREAEEMIRE .  COBHf%
BeExxx_action() FIFERT, HEUVEIRA  CCB REQ_INPROG, FRHIFFEHITH . /
sys/cam/cam.h  HE LT HEEARPRSE, TIINIZREIE T R FERE R
o HEBRSE, WRESEFRLE—MMESREAE (Refir) F—LmT6e BRI N
F D EEFRL (Fhr) /) “frai(bitwise or)”. WM2EESE LIS HiFdiiie . &t
EATHNLE R LAZE S IR BT 77 (Errors Summary section) 2% . 7] fE AR TERR H -

* CAM_DEV_QFRZN - 4 4hFHCCBI, 4pRSIMINEHEEFRE]— M EE R (i,
PWANREFPANBERR RO EGE S T SCSIFY) |, BN X i fxpt_freeze simq() 7K
45 RIS, R A B H AR EABNME M R B AL PR AICCBIR M EICAMEAS, AR5
W R HICCBI BX MR xpt_done() o jXMEFR & #15CAMT RET4L
HERIE RIS -

+ CAM_AUTOSNS_VALID -  {Ri&&  REERSGME, HCCBARRILEER
CAM_DIS_AUTOSENSE, STMIREHERF W4 H EhHIFTREQUEST SENSE A4 3 ik £ i
Hisense (JBHERER) £ FEXNEulAT), sensefldi N MR
CCBH H % & LIRS -

+ CAM_RELEASE_SIMQ - 2{b|F* CAM_DEV_QFRZN, {H F-F-SCSIE 5% [ & Hi [a] 5 (2 %
TRAEEL PIB DL - IS XHE ISR BT E E K 2 Hixpt_freeze_simq() fF 1k . SIMIK
AT IR PSR E O, HE R EREE T ILEFRIICCB JEAICAMT, #&HI%s
AT R 2 EHTE B -

* CAM_SIM_QUEUED - 4SIMff—> CCBRAHIERINSI B = B PR (5
CCBHPAE AR FIZ5CAMBY  £4s) o BIAESLBIFRA SR AECAMACHE B £ Tt 75
e, BEHEER ST -

pREox_action() ANAVFRERR, FUCXBTIR D5 Rl [E 2 08 i REE SIMEL 15
FINTRTEAL - B T BIARIERSE, CAMT ARG T bR
$(xpt_release simq() #xpt release devq() EEIEMRIFEIF, THADE: CCBIEE
Z|CAM
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CCBSLHR L &5 I T 52
* path - JE R BF{ZID

. target_id - iR E H BRI AID

+ target_lun - HFRi% £ HILUN ID

+ timeout - XMy & BRI [AIRG, LIZAbit

+ timeout_ch - —/>JySIMIRE)) A2/ 7 AEAEFERT B R AL T (2B (CAMTF REGEE &
FEARTHAEAE AR %)

« flags - B RERHIEA B RN

* spriv_ptr0, spriv_ptrl - SIMER B2 5 Or B8 AL FH B 5B (5 an %
BR|SIMBAS | BSSIMAVE T HIEL)  SEFR B, ENMERNIRETFAE: spriv_ptro]
spriv_ptrl 2% (void  *), spriv_fieldOfl  spriv_fieldl. B4 FAlunsigned
long, sim priv.entries[0].bytesHl sim_priv.entries[1].bytes >y 58t 4 fIE AT
KA N—EHFEH,  sim_priv.bytes y—F % K/ NFIEUEH

i FHCCBRISIMANE F- BT AR N ENTE L—EHE X4 T,  H EERD
PRI EE AT, LA T X R

#define ccb_some meaningful name sim priv.entries[0].bytes
#define ccb _hcb spriv ptrl /* of FatFi 43k */

BOH L & R AR SR
+ XPT_SCSLIO - #if71/0%E %
HX A ccb ) “struct ccb_scsiio csio”SKfI TR # S & - EA1E:
+ cdb_io - 5[ SCSIn &2 M X TR FH B T X AR &
¢ cdb_len - SCSIf & &
* data_ptr - FR[EIRE M X ATEE (REHASEVETEER—R)
+ dxfer_len - R EHE M &
+ sglist_cnt - 538/ S B4R
+ scsi_status - jR [E]SCSLIR 75 A 7
* sense_data - AR [EIFEIRISRAFSCSI  sensefE BHIRITIX GXFEL N,
WMEIEH & CCBREFRCAM_DIS_AUTOSENSE, i ESIMIENTEF 2 HEhialT
REQUEST SENSE#i4)
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+ sense_len - SRifXHIKEE (JIRAL K Fsense_dataff ko), SIMIRENFEFF /3T
HIEHRABCIME) (R — /53, 2EFEIABE)

* resid, sense_resid - 4 R EGHE LRk SCSI senses R EIEEIR,  TIE AT At (B Fr) 01 S

CRfeh) BIRRITE. ENEERFNZRHMEREL,  FHARMET R

BOLT (Blan, HHESCSHERISRFIFOG M X )7 0 | FEALELMEH R
AT Lo XTI SEM ) L, TN E 7o .

+ tag action - {# PR AIFIRA -
+ CAM_TAG_ACTION_NONE - $ & MF 7%

+ MSG_SIMPLE_Q TAG, MSG_HEAD_OF_Q TAG, MSG_ORDERED_Q TAG - (52T &
YR EER (IW/sys/cam/scsi/scsi message.h) ; {X4EHFRZEA!, SIM
WANRER L B EIRARE(E

SCFRVESKIE FIZ AT -

BRI EERREF RN RRME, WRGSATIIIFE A&+
1k

struct ccb scsiio *csio = &ccb->csio;

if ((ccb _h->status & CAM STATUS MASK) != CAM REQ INPROG) {
xpt_done(ccb);
return;

}

FA TR AR HIE S 8858 2 PR

if(ccb _h->target id > OUR MAX_SUPPORTED TARGET ID
|| cch_h->target id == OUR_SCSI_CONTROLLERS OWN_ID) {
ccb h->status = CAM TID INVALID;
xpt _done(cchb);
return;
¥
if(ccb_h->target lun > OUR_MAX_ SUPPORTED LUN) {
ccb _h->status = CAM LUN INVALID;
xpt done(ccb);
return;

RIEATEBRATVECEE RITREIELEH (RN EERRSE) o  WRK
TTARESEEMIREESIMBAS Y, 2% FEATE — M HERAEIE, 1RE  CCB, &K
CAMICCBEFTARA o LUF 2 SRR AT R, DA 3R 0] REAFEE
CAM_SIMQ RELEASE {ij fJccbsfefivRSIMEAS - &I, ansffra IEH, M CCBLS
e (HeB) &z, FHHEAREANEAR .
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struct xxx_hcb *hcb = allocate hcb(softc, unit, bus);

if(hcb == NULL) {
softc->flags |= RESOURCE_SHORTAGE;
xpt_freeze simq(sim, /*count*/1);
ccb _h->status = CAM REQUEUE REQ;
xpt _done(ccb);
return;

}

hcb->ccb = ccb; ccb h->ccb hcb = (void *)hcb;
ccb _h->status |= CAM SIM QUEUED;

MCCBASEER B AR E B BEAF PR o OB R R ERBN DB — 1 5, WRE
= — A M —RIPRE G SCSIFREE R, - SINREIREFF WISt 5 &E R
TEIE RPN RS T - IR -

hcb->target = ccb _h->target id; hcb->lun = ccb_h->target lun;
generate identify message(hcb);
if( ccb _h->tag action != CAM TAG ACTION NONE )
generate unique tag message(hcb, ccb h->tag action);
if( !target negotiated(hcb) )
generate negotiation messages(hcb);

INFBLESCSIAT % « ATLIFECCBA IZMVE BT IR E ar S HIFFfE, X
FHCCBH AIRARTEE « <& IMPIX AT LB & ECCBEE FTREr 1A, J5&H
MR LSRR I s . TR AR TR P, FRTE
SR AR Y bt

ARHREHRR: TBHIX B vtophys () SRIERHT, {HHT #FFkAIAIphaf%
F4b, RTPCEE (ENIAE SSCSHEHIER AR TR INahFE R AlphaZi s
MRS, B AT L, vtobus() SEFERL.  [IMHO FRALHH - U Y R %L
vtop() #lptobus() , T7fij vtobus() FEENIH MAEM, XHEMELFHL . | £
TERYIFEHAERIEOL T, IR A AR CAM_REQ INVALID fCCBJERT LIK), 24 Hif
AUBKENAE AL R ABEE ) - (B4 PTEEBX AT (JEBHAER RS AT A1
G A ELEME) HAREE JwiFAlphaly g B R i . 1R EY I hE AR
PR B E R AL, EACEEACIR R, BRI BN AR -

if(ccb h->flags & CAM CDB POINTER) {
/* CDB is a pointer */
if(!(ccb_h->flags & CAM CDB PHYS)) {
/* CDBig 42 &g */
hcb->cmd = vtobus(csio->cdb io.cdb ptr);
} else {
/* CDBig4t=4n32y */
#if defined( alpha )
hcb->cmd = csio->cdb io.cdb ptr | alpha XXX dmamap or -;
#else
hcb->cmd = csio->cdb io.cdb ptr -;
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PR B ERIRAIN R T, —IX, " LIECCBH LI ME AT TREHdRfr
fif, XTI HCCBAHAENREE - BN SEIEIR L ME) J71 - i 8T
ULRSH B AL AT oL

RIFFA O EEIEA— D chunk DB AN E/ B HFIERF, HHEE YEMILT
FEREHIE - SCSIFEHIZR AT RE A REAL A IREC A ARKER) KRR - anRIERENA
XA BRAIBATHLR EIELR - BAVER—EIR WECREICCB, FHAE— ML
PHHCBBTJRAE SR - S Pnchunkft R ¥ WNEhREPAESRA, AR BA TN N EA TR
VEAISKEN o 0TI HEBIEE AR AO4HTT AT LIS SCSIy 4 (CDB)Zh B A « 4R
RN TRE R REMESCAFTRESLEL, IR[EMRZS CAM_REQINVALID &H]
LAEY - SEfR b, BIAERICAMCHS P LUFIR) LB S0 A B/ B Re S - BED
WIFEEEL AR BRI XA DL, CAMHX MBS RZ -
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WRIX AN CCBA VT ERE, B THL &8 N E S 2l hcb:

IR HIZSHENS 524 B CLIZfTREQUEST SENSEfir 4>, NI 4 K iEhR
CAM_DIS_AUTOSENSE[M{E(ELA T, XA LIZECAMTF R %45 NEREQUEST SENSE
I RE.LF B ZHREQUEST SENSE o

RN HME— BRI BN, KENTA0hcb @A FIRE, KT HFWTL
HRE (BUERT AR ED) FEA -

3X ) L3R [E] CCB) bR %5 ) — 4> AT ESE BN
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« XPT_RESET_DEV - ‘4 3£SCSI “BUS DEVICE RESET"J}4 .51/ 3% %

PR T KERSNCCBA S ERUR G, HA R NGRS E Ntarget_id. K

FEEHIBRIELE, TR R E XPT_SCSI_IONE sk Fh Al R 4 ] 22 (ZF
XPT_SCSLIOWERIHA) FHH A AT, & LAGREIESCST  Fgs Ak
RESET{H BBt A, Bl X MERAT HE R AR (FRREPRAS

CAM_REQ_INVALID) . T HiEsKZERA, BFrEfiE CiA B (disconnected)fy]
HEWLIEH I (FTREFE T FIREF) -

B BAREIETE Haith mAaES M 22K, HILENwasesiErr. BeEER
FTRERHER , RO ANE B AV 278 N — RS IEREH R -

+ XPT_RESET_BUS - 4 3£RESET/{& £ 5I|SCSI 4 45

CCBHH NGRS R, ME—RIGBISREEHREMEMsmREINA  #ISCSIE
.

BN TILE & LR R & RISCSIEMR, H R EPRZ CAM_REQ_CMP -

T84 SEILSERR 2 AANEAISCSUE % (AIREth E AISCSHERIZS) I FArE 7EmE
FHEBAZ H AT 2 42 FO A L TE A A 3 B CCB Y SE IR S ARE N
CAM_SCSI_BUS_RESET » {£3X7E:
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FESCSUSER B MME N R ECRSEI P fER MF LR, BV REEL TEE, €2
WRBR R e R R E -

+ XPT_ABORT - /1 1|55 fJCCB

S B TR A ccbf)SEf|“struct ccb_abort cab” /1 (£ 4 . HAME— S &FEN:
abort_ccb - $8a#% & 1 F ficcb i3 5T

WNSRANSCRF APTEIR [EICAM_UA_ABORT « X @B/ IMUSEBLX MRAME) W57
2, AEAAIE O T ARR [EICAM_UA_ABORT .«

PRUXE T ZUNSR BIEH SR BN B K - 1 SR N S SCSIZR S5 ) 1k
struct ccb *abort.cco;
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NG FRBEAEFATHIPAS sh 25X SCCB o 3X AT LU s i FeA T AR #5571
., BHSXACCBRIRMIEHIBRAR ST

AR B — THCBH R BIRE « EFTREECREIIPIESER  BARE]
SCSIE %, BUULAYIEAEfCHIH, BCWITHERFERmOER, SFHLfrLE
AR SER I AR IC N SER - 9 TR AN S ER SRR
f, FATRHCBRRIE yH IE (aborted) , SXFEANSRIX A HCBEY A IAFISCSLE LR
5, SCSLEMIZF 2B B MEIRFF LT -
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HIRCCBILR AR, H B LRSI T R (55 ASCSIh
B SEAVETR A LS IO - SCSTRRIE £ B SCSIATTENTION(S 5
320 L FRXTECHE TGS % HABORTIM K, . Tl G i8S, LR AR 2k
IR . AR ST AT ), 108 Lk, B 235 T
HAESCSLES . BT @S SR AINRFEHT L, BERITIEL,
SRR, SRR, R IEMCCBIFE HF L (RN
EIRENZEAR) -

WSRCCBAL FWIFERRIFIR T, MR ERE AT ILIER, FAEME PS5
REEPALN - SO0ERY, HRE P iERoEm .

IXAE R TABORTIE R 2, REEHE — M A#. fTABORTIHE #HFRLUN L
PrE IEAEA AT AEESS, FA L AURFLUN BT E & sh 355 fRic ik« RN
LAEPMTBIRE P SER, BAEPIEESZIE -
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KECCBAEVER BRI AT BE R MRIF LR, N IRI/OHFBR X1
HEEHBE - ME— N E R 3 55K I 7 SOR EPRAS
CAM_CMD_TIMEOUT » “F4&XPT_ABORTfjcaseiErjmt &R/, 18N HixXFE:

+ XPT_SET_TRAN_SETTINGS - & 715 & SCSIf& &4 B

FEBE A ccb S “struct ccb_trans_setting cts” BG5S &

« valid - (75, TIRR Y EHIARLALE

+ CCB_TRANS_SYNC_RATE_VALID - [5] 3 {£#5H %

+ CCB_TRANS_SYNC_OFFSET_VALID - [&]35{/ %%

+ CCB_TRANS_BUS_WIDTH_VALID - 4 2% 7 B

+ CCB_TRANS_DISC_VALID - % & & FH /2 F T -1 45

* CCB_TRANS_TQ VALID - i & 5 FH /25 i PR HIHERA

« flags - IFNEL S EM, HILSEMFERIEIRR . BTSER-
+ CCB_TRANS_DISC_ENB - = F b F£- 7432
+ CCB_TRANS_TAG_ENB - J& B3 ¥ 15 A HERA

© TEIER:
+ CCB_TRANS_CURRENT_SETTINGS - 275 4 i {1 i

+ CCB_TRANS_USER_SETTINGS - 10 A ¥E i H P
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« sync_period, sync_offset - 5 R, tnSsync_offset==0I|i# K [F] 18

+ buswidth- S5, DIt (TREST)
BEE
; 5 [E SRR

IFFWAMESE, HFREMIARNZE . AP EASIMBEREF+ PR EA
BAZ, Xl RRE—FNE, HEEFEE GFELRIKE) HXT ZHW—
LF5K . WEMFZEOAS FEEH T L g R . (H=SCST &g th ey,
ELATKGENERER TR SHEE, FIEXm R ER-

HENRE, EMEATIR, REN. BERENEWRE T —)Eamnr  LHE
BRI ZE . X —IR, X new current settings” 1%/ EUE N sl H T i s
£, ENTAZRAEDEREIGPIR . 15N, EN LA SCSIEHIEFHIZEFRAE /1 IR
il Blan, nRSCSHERIZTESALEL,  MFERERIKEION G, MRS
B AT S U T AR 8101 «

— A HEF R ST EMESH S ECR N BRI E R,
W AN B AR > S ECR T B lunii 5 69

AL REFSEMN I S (BT EAIR D E ) -

« user- FHFM—4A, Wk

* current - SEFRAERLAARLE

* goal - J@ T E “current” ZEL T R AANLE

RIGEERE:

struct ccb trans settings *cts;
int targ, lun;
int flags;

cts = &ccb->cts;
targ = ccb_h->target id;
lun = ccb h->target lun;
flags = cts->flags;
if(flags & CCB_TRANS USER SETTINGS) {
if(flags & CCB TRANS SYNC RATE VALID)
softc->user sync period[targ] = cts->sync period;
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WEE T —IRELHI/OFENRE, CoREERTFEENNIE, FanETEA
R#target _negotiated(hcb) » B A LIAN FSEH):
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|| softc->current sync offset[targ] != softc-
>goal sync offset[targ]
|| softc->current bus width[targ] != softc-

>goal bus width[targ] )
return 0; /* FALSE */
else
return 1; /* TRUE */
)

EHRXEE, SRELTFEIRA YR E(goa) 2%y,  XHENFLUS
FII/0H S5 M wiFI H IS5k AEE, H  target negotiated() 4£:jR[H[TRUE. 4]
AL (fExxx_attach() H) YEihEELAEVIAML N BERSES, HH
T Hi (B A IR I 45 B3 BT SRR B B KM - (B FCATREER, It
AR

« XPT_GET_TRAN_SETTINGS - $55-SCSIf& % B f(E

It 34y XPT_SET_TRAN_SETTINGS i #8% o A i AR
CCB_TRANS_CURRENT_SETTINGSH;CCB_TRANS_USER_SETTINGS (58 []H 5 & 1)

IWE RSN R A L FE) FTE RS B EdE E 5T CCB ALl “struct

ccb_trans_setting cts”.
XPT_CALC_GEOMETRY - i+ & i &L 85 (B10S) 45#(geometry)
S B IEEES ccbf 52 “struct ccb_calc_geometry ccg” Hh{%#;.
+ block size- A, DIEHIHHIHAN (HERAHEK)
* volume_size - i\, PAF= A A/
* cylinders - fjt, B
+ heads -yt B
+ secs_per_track - B4 FRLENBIE X
W ERIR [B] (4548 5 SCSHE il g BIOSPT AR R RO HITR K, FF HSCSI = ilds F AL
BAERFFI TR, MARGARETIERD) - MaicTxxx  XBNRE AR EUR A T 5
ZNIE
struct ccb _calc geometry *ccg;
u_int32_t size mb;
u int32 t secs per cylinder;
int  extended;
ccg = &ccb->ccg;
size mb = ccg->volume size

/ ((1024L * 1024L) / ccg->block size);
extended = check cards EEPROM for extended geometry(softc);

281



18 P AilEE 1

if (size mb > 1024 && extended) {
ccg->heads = 255;
ccg->secs _per track
} else {
ccg->heads = 64;
ccg->secs _per track = 32;

63;

}

secs per cylinder = ccg->heads * ccg->secs per track;
ccg->cylinders = ccg->volume size / secs per cylinder;
ccb->ccb _h.status = CAM REQ CMP;

xpt done(cchb);

return;

X T — MR R KT BRI TS e BIOSHIRET (quirk) - QIS BIOSI A
Ht 771515 B EEPROM H 1] “extended translation” FEFR, UL HEHRIE & B 2 B E ST
1. EARATEEHA -

128 heads, 63 sectors - Symbiosix#| %
16 heads, 63 sectors - UvEZX#F#H %

— L ZUEBIOSHISCS] BIOSSHIH 354, JEGUAE, filiSymbios 875/895 SCSIF
Phoenix BIOS4E & 75 RTINS 245 L5 128/63, T L% HBhEiEE 852
F:255/63 .

* XPT_PATH_INQ - BRFZ[RI#), Hef)iEyl, RIGSIMIKEIAERFAISCSIEE SIS (RN
HBA - THLE s fiies) HIFFE -

FFIEAERK & e 547 “struct ccb_pathing cpi” 3% A

* version_num - SIMIXENEFF5, i FTE KB (1

+ hba_inquiry - % il &5 Pt SRR A0 AL T

+ PI_MDP_ABLE - % £MDPJ}§ &, (3K 5 SCSI3)—LL 7R FG72)

* PI_WIDE_32 - 37 #4532/ %5 SCSI

+ PI_WIDE_16 - 7 $£16{i % SCSI

¢ PLSDTR_ABLE - AT L1175 [ 2 % it

+ PI_LINKED_CDB - <7 -8 1) fiy &

¢ PLTAG_ABLE - STHFHPRZE A AT &

* PLSOFT_RST - S ks  (RES AL AENE NLAESCSUE & A 2 H /R 1))

+ target_sprt- HAMRESCRF RIS, WRASRNI D90
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+ hba_misc - # ] 331 A0

¢ PIM_SCANHILO - M IDEI{KID ) /& LT 1

* PIM_NOREMOVE - A B fRi% & NI 2 51

+ PIM_NOINITIATOR - R F & #eE A

+ PIM_NOBUSRESET - F F1 %4 F 4/ 14BUS RESET

+ hba_eng cnt - WFLAIHBAG B HEY, S5HUEHE KH0—L RPY, HHIEEENO
* vuhba_flags - SRR ME— AR, S ETARH

* max_target - FASCFFATEMRID (W8ALEL AT, 16605015, JerdEE N
127)

» max_lun - FERSZRFRILUN 1D (W52 BSCSIEHI 3 Sh7, BofnIhes)
+ async_flags - 3R AP AL B R B ALY, SRR

+ hpath_id - ARG HEHIBEID, HRTRH

+ unit_number - EHB B TS cam sim_unit(sim)

« bus_id- 525, cam sim_bus(sim)

+ initiator_id - #2558 [ T f#SCSI ID

+ base_transfer_speed - RBAERHIZ UEHIES,  LIKB/sit, X FSCSIST
3300

+ sim_vid - SIMBTENEEFAOBLRITTID, LIOGRIOTATE, S EROEM MR
-]y SIM_IDLEN

* hba_vid - SCSHEHISFAIHLN BT ID, DIOLEIRIFRF &, B EEREN IR AK
[ }yHBA_IDLEN

* dev_name - X &HINENEFE T, LOSREITRE, AEHROENNRAKE
“NDEV_IDLEN, & F-cam_sim_name(sim)

WETH BT BRAEWNITER M Hstrnepy, 40

strncpy(cpi->dev_name, cam sim name(sim), DEV_ IDLEN);

WEXEE G RPRAS I E HCAM_REQ_CMP, FFRFCCBIRIC A TEM -
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static void xxx_poll (struct cam_sim *sim);

struct cam_sim *sim ;

FWREUH T 2 il T RGONEIERR (Flin, RERREIEERE  R5URGE)
TR« CAMT RSUE W A I R LA IR EE S R P ITRS -  BICE PR dt
B R A TR IRE (BHA T, i RER HEATSERREhTE, TR AR ORI
FEREIRE) - BEA N2 ZIRBA  F i — DR REORYE? X2 BT AR
PAZYE - xx_poll FIFEHREE M cam simFEEHE N S, TMPCIA I (i e MR
BAERAETEFIZEH xxx_softe ffREt, ISAFITFIRERZROL&E S, Hitii
PIRE— B R A

12.4. 7% F4#
USRS T BRI, S R S EA A -

+ callback_arg - A E IR 0

 code - R %A

.+ path - FRASH IR T H LM% A

. arg- FHEENSE

T RAISI, AC_LOST DEVICE, FHEH T

 struct xxx_softc *softe;
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12.5. + Bt

TR AR D) R TR T SCSIE s T FE B AN B S SRR TY (PCT,  ISA%E
%) o

SIMER AL - ) A W IR Z AT 42 T S spleam | o [R5 7EJR B TP
Fspleam() A FF W HIRE S WENREF RIS EOES) O TREE L LR
WEnterr, HIEEZEE, H HOERINZBXMEL) o RSO E R H #
WA T FEP R . SKEMUE—EANREAREN ] — MESRRIERR A A
fEBIREE A D Abidsplean() , HARBRFFEEA, WM FH— K8 X R
PENT - ITHERTEENERSHEKE, FTLGES — M EREE, .
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XMOTIE TR A B, (BETEAER IR T FT RES D EHZEAR IR,
XN RGEREF A AN - H—J7E,  spLO) MEUREMHYS s, |
WA RN 5 X AT BELANGT -

T IR AL B R LA L R A T P B T RE AR o Tl 1R < fu Bl (typical) "L -

B, BAITRERL ERTIEE TSCSIENAL (FIHEHF—SCSUZL B #)5—SCSI
FIRRTIE) o MALXEERATZFAITE ARBOFIROFERZR) K, REFHIHFEH
PIRA I BATTRISCSIZ I E: - WA LRI RIZS Aa R MR — DB, X EA 1153
HE, BN[F—SCSIE L LR Ml ATRES —EDREMEA T % - #flEEn
EEAR /R ROTR OUAT LA R — M7 AT AL E, (HX AT RERS 2 A IARESET(E S5 £IISCSLE,
HAR BN G SCSR A HIERRE -




8 12 B 3@ V1) 7 15 SCSIE il 8s

AR WA RIS BB R AT ER), MR REX AIRE R W T W
A TR, ATRER ARHCBARRHI M, MAFATTERAEE T REHA]
DX PHCBR AT A4

BB EHCBRRSEA, AR SEAHA TG £ ] A SCSTR -
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T

RIFEIXREZ T SREQUEST SENSEAT&H 5, ANSRA R faT 8 AL HE — T E -

B4 58 BE%EM, EHESER RN L. MBI HCCB  H % Hauto-
sensef H fir & 1% [F]sense (3 KL, NIZFTREQUEST SENSE fiir & U AR LLAL Y -

BT R RER— S, ASCSIEMR (HEHAIMMEEES  BHERL
R BREIMHREHEE, SERTIENE EARINMREEE SNEEE
i) -




8 12 B 3@ V1) 7 15 SCSIE il 8s

SRIEBA T 5 B AR R AR A AL Bauto-sense ] [A] T HE AR T 51k A0,
HATH— RN -
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T

BAIHB AT —FE AR ALERERTT, X1 F - 7EABORTE, BUS DEVICE RESET
HRZEWEIERIERR), EMiEL T RIEERK .-

R BVMES R Z R, FATabERICA, HHREHLUNEIFS a4




8 12 B 3@ V1) 7 15 SCSIE il 8s

RIEHA TR E — L H AR, b3 (processing) AL _E (PR T 1% ECCBIRT:

RFBN OB TR ERTERGETANS, B2 CBRLHEAT  @#IR,
SRR 2 XA B

REFER T, RE R e AR AT R A LA 2 -
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12.6. 42 & %

LPAT/OERINRE HEATREHEE - ATLIZECCBIRAS P AER R REFIRA
W - BEREPIFRUETASE S « 9T EBRE A X AR R R
MR L ) — 1 B

+ CAM_RESRC_UNAVAIL - SERCYEI SN 7NAT A, I B 24 E25 o o] F SIMUR
AR SREER  B— P TR SRS T PR, 4 T
PRI AR R 2 EL 7 Tl

* CAM_UNCOR_PARITY - & 2= AN YRS ) 27 (R A A B AR

» CAM_DATA_RUN_ERR - ¥{#f&4 M s AR TR iR 35 (phase) (BI7ES—4>77 1) L
MM A& CAM_DIR MASKIETE 7 []) , st 50 % i tH B A e i I %

* CAM_SEL_TIMEOUT - & 423 B/ BI ( B FRANIm N )

» CAM_CMD_TIMEOUT - % &= &8t GBI REGET)

« CAM_SCSI_STATUS_ERROR - 1% £ [H] (/) 515

* CAM_AUTOSENSE _FAIL - i% £ i% [A] (/%515 HREQUEST SENSEf 4> 2 i
« CAM_MSG_REJECT_REC - it 5|MESSAGE REJECTJH &,

« CAM_SCSI_BUS_RESET - It %I|SCSI 4 8 & {37

+ CAM_REQ CMP_ERR - H I} “/~a]fE(impossible)”’SCSLIR A (phase) 5% HAb X FE=H
15, sCE WS — R BN T &8 A AR

» CAM_UNEXP_BUSFREE - H4 Fll AR T HA bk 752 422

+ CAM_BDR_SENT - BUS DEVICE RESET{4 .4 % 3% % B bT:

* CAM_UNREC_HBA_ERROR - NA[1KE HIEHL/E Lot BLas ik
+ CAM_REQ _TOO_BIG - 3R X} T4 il g A K

+ CAM_REQUEUE_REQ - % K B 24 # B 3T ARA AR EEER S A0IR L - X T 1 30
TR BZ) SIMIARIH T R Y RGBS Bss iR, I B4 /JﬁTSImQﬁJJ'U:'HEﬁ
B HoAth A BAIE KR BIXPTRAS - ﬁlﬂﬁ%ﬁlﬂﬁﬂq‘ﬁﬂi‘ fﬁfﬂﬁﬁhfbﬁﬁﬂf nn 4 FBASTFR
HABRAUEN - X EAE LT H 08 A i 2R EPRS RIS R IR, b4 A H A
IREE W& A B B A E AT AR -

« CAM_LUN_INVALID - SCSI# 8| 8% 45 % #7:i% sk F1 fftyLUN ID

« CAM_TID_INVALID - SCSI¥£:4| 38 A< 37 #51% 3R i ) B FRID
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8 12 B 3@ V1) 7 15 SCSIE il 8s

12.7. B 0t 4 32
LHCBAGHI AT, ERAES 4P b, BEIRAEFEXPT_ABORTIHR —HE . ME—[X
BIZE TR LR 3R BE DR A5 52 24 H9CAM_CMD_TIMEOUT A

CAM_REQ_ABORTED (XAt yft 4 Fp b mseil i iF ROk 7R - HIEE 47T
RERIFIRE: GnRAEER B EH TRIUE 2407 sXFMEOLT B4 B AISCSUELL, mi
RALBEXPT_RESET BUSIER—# (G HRHSCHN s%, B 77 AR A
EATXIL) - MAMRSEEEAERE T R, BN S EAENSCSIRL . F
B HGRBIN PR AR AR T T

LIATHIE—"MEKRE, [F— BAn/LUNRIBTE Bl 2 nE sk etk
BRI R T — AR, FATTR 2R B e TR CAM_REQ_ABORTED; T &
CAM_CMD_TIMEOUT? 4B aREhFEF(#E  CAM_CMD_TIMEOUT » X B HEREAF 418,
E ARG, WATRE & I T FERRE NSRS, EmRE e
EBEELIEAT B . N S8 -
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% 13 & USBi% %
B 4 . Nick Hibma.

& 4% A F# . Murray Stokely.
i .

13.1. @4~

W B AT B (USB) &R & E B8N NI B —RB A1 - B SR T
MIEERR S, HFAEFRRSZED TEFERHERN  MTEShosti##iTH
Z A HEIEE - NUSBRISCFRFEETELRIFTE A F . B ZEHT i filiE fPCH#R Al
F o 3 F(Apple)5| A7 USBRJIMackhg {4 i3 f 4= 7 b TUSBRRUA A& 8 & — 1
TRRAIUR) - ARRIPCHIETEE PC_LFTE e N 4 H— 1 B E MUSBE S
B, $RESE A BIERIFHREST - STUSBRE {4 A3 A NetBSDRHE X4 R EAE T,
‘B & H Lennart Augustsson fjNetBSDIFi H JF & H - {UHS O L4 72 1E %I FreeBSD |, F;
BRI E — MR ZE =0 - XSUSBF REGUASEHE YL, Y2 USBH) FFERE
3,

Lennart Augustsson 2,23 52 5 T NetBSDIfi H FHUSB S FF ) KER 2 SEH - 40 B ixX I
TAERIEAMIIE . i+ ArdyFDirk % A SCRERIIFIR AR -

© REEBEERENTEN LR O, SEERENRy  BhEaRiE, BRI
G -

© RE B ITRERE ST -
© BETTLUEE B 5 host R EHI B IBTT -
© HTREFHELM R, Fithost B AR ER B S P a A HRIRTIE -

* ANEE&ERUFTEARPRS RE, FHR—E% FTLLEZREZ 126N, X
R B SRR L& EER IR R 12Mbps IRl A58 . (USB 2.0i 5T
400Mbps)

© REERAFEESRESHREINRTESER -

NUSBF R LASGE EEIE IR & T ZMENE 32 O R BRI A ) VBRI
£ o SXUEHTE AT LANUSBETTAFF3RAF - 3R (Apple)i@id 15 18 A RIEBNRF AT N
HEBIERGMacOSHHIRTG, T EABUR N BFHss 1 B A SRS R R F o
FETIMERIRSNIET - AFIREEEMEEAR (55 LLEX FreeBSD/NetBSDHIUSBAL ]
HASEIE NEARN TR AT, BB TEEE R KHIE RS AR R
)=



USBRE 451

13.1.1. USB#x 49 45 44

FreeBSDHHIUSBIFF A N =2 - WIREE S TR, MM REFERIER
M= MEAEO - SRR IR, WEEEEITIRE, B CSER/ RN
o BT RS REF I — b, DI AETE S SR AR I 2SS T
R B A7 Z U7 ] o

IR R A B S AR BT T, SR EAWIIRIL, IXENIE R HERE, 1 5 E
(&) MBHREHE . X PIRSS EHREHBOAE EME LR K.

TUREESCRFE (R) WA DIKSIRT LRI EI FREVAEESD
A E E BRI . M TR SE RSN I RE, fEfRiss S AKEH P = Al
AT DLEY o AT AR S5 2 2 it A USBEREARE P ¢ 1 (USBDD) -

13.2. 22 %

Fidy (HC) HHIE% L anfEhm . EAIZMR. EaNrE i, EEEET4E
— MG (SOF, Start of Frame) /-

SOFE F T R MR ie FER BRI EL B - B7EWi# (&, =i Ahost £l

(out) , EHiHE&EFhost (in) . FhERHhost R (Rifgfeh) - FEHER
USBHZ ABEH — T host . BMEEIEHEIHA — RSB, BdEEICE v LIEH
FOREIACK (BEHEN) . NAK (Ei) , STALL (RiR Z%fF) sift 24Hi%F GREL
BRI B, W& HEEETTF) - USBALTE USB specificationf)558.577 58 141l %
BT RIANTT . USBE S L RTLLH I AP AN KB G 5. #&5] (control) KR
(bulk), il (interrupt)F[FH (isochronous) » (A HIZTIFIML THORFIETE T HI
ik CEE TTH) -

USB e 2 | % & AR & SR SRR e (] B R B A& i S 42 2 BiHC BREh AR P 0 0 21
.

B S S EIE R (EHIRH) ALk ENTERE =M Al B
(SETUP) , %% (DATA, H[i%) AR (STATUS) - #%E (set-up) EHEEET
TR MBRFALTIRNE, SURa T mELERTAY . RENMBEFHHRS
AR BRI A MR, 2iE LB EIEM BT WIN. Rt T
3, ATEGREDMYSEPRES AN REMEFEERE - IREM LRI &4
IERAS o« USBIIYE[2IE R —4  FEflhubsfedR (X B2 7 2 A0 A] R flhub
VFFE IR NERAHA  hubif &2 . TUMRE—INBINEE#FEL&E
KA LLAZ AT - BiRE  FRERIhubZeds @ () —HFRTTF - B S 4t—
WrEE RIS H WO Z4RIEE L . SRR AN EES AR A piilse!
FEESED (UHCT; ZERF/R) 1 FFMCERESED (oHCL; A, i, ExRES
) o UHCHHIE 5T 2k F 45 2 IK BN A B S (L SsE B VA
TR T AR et - OHCTZR BRI 28 B SR IE— DN EMB R Ok SERR
Z TAE, MIE AT .
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13 % USBIE &

13.2.1. UHCI

UHCI = 75 834k 135 1775 10245 [0 R WER S W IS 36 - B PR IR R AO%L
PERAL. BHRHART (TD) FIBAFSL (Q) - B4 TDFEIRFR S &R S T8
BR—1E . QLERF—LETD (FiQH) KI5 BEAE—FTE -

MR — N RE AR - HCIREIREF-R ARG OERL 206 . RED
fefsh, BMEEMEME SR XTEMREY  fChH, HE 1 5HRE
RIEJQH, PrEXLEQHER M EXMQHE . HTHBEMNERK, FP L
PATE ST, Bl RFr R ERSI AN - &R T 5| AR
— MW R R AIQE . R & H RO PR QHTE R H R QH, SRR R AIQH X g
[ KERFEHIRIQE . P AERS H T — MR

X SECNHEAVEE S ST - EHIS AT EREE S e S, &
S WP — Wi A TR KR (isochronous) L HATID . IXEETDHIFE— 1 5IHFR
— WA W R AIQ . SR EEEIEMIBTQH FATRIE A T E IR - SERGR
—B\FjE, TR ERRIQHE S ERIZ R MBIITE  HHIEHEQ . BRHITEIRIL
ERFABERITE G, SRIGRAERRQHF HEARIFTEE4 - T A LB
RECRIL (B4, SRR RE P ANFE R R . EERNEE—NTD
W, HCERBHAR T & Interrupt-On-Completionfi SR bric (% i 2 AT 1) — 4> FHllf -
RIDKF| T HEKEARE, BAMCEIRFW . RATDHEEE O, Bff
BT NTIERERNSKE (KI8) |, BabricrbArmr DU s g R e £ 5
ESER - R HBE R O SE Al ™ A isR B eI B AT IS - YRTiRSS
BIFEERR, TR EMITE ORI AR TR .

B R A 15 E UHCI specification.

13.2.2. OHCI

KOHCIE: SR ITE HA S L - ISR B0 H — 43 s (endpoint) \THY, - FF40
E WP AR G R T RSB RANHE Y - EEESR MR BRss i m i
WAF (ED) |, B LELDERE —MERHAT (D) WIS . EDEL & AT RVFH
RARIE AR, RIS e AR E - BRI FH S T RERZ X
MIFRET, HRCIAFNZL REHESERT, TDRIRIA BISEAEAT(done-queue) o PUFHRAY
s A HH RIS - I Kek(bull)if S BITEEATE CHIRAFIHEBA -
WFEDZERS HHERK , FER A IR € LT ENLB T RIS -

Wi%) 2 Al [ (isochronous) 5 # At(bulk)

FEEERWTETREB R RARWT - EHESERETIE  FEE SRR
3], Sl ] BIHCHR B RE FPsc B ) — NS [RI PR - SR LA 5 (RS L1 g WTEDA
EHERORI—REHIRS], BT A0S W - X MRERE, [
WEDHGES, FHEEEH W - FPTDEE T RHIR Hsi7H A i — il g
T BrEAY  MEmEEE TR, EHIFORASI IR E0ET - PRSI
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USBi £ 15 B

W R, REESERIIAS, e EERAEE, FEFEE P
EEZ

WIERAGRAEE  OHCL specification. JR%J2, HIsAR, 34T LAATEATT
S ORRA AT, A R RIS R SR R . R A
FE L

C REREES

C GBI

C BRER A, DM S (detach) .

13.3. USB%: &1z &
133.1. & & B2 6

FMERE T ARASHNERERSR - &R -1z BE, T/ EE
RN E AR E —1 - BLERAIIRMHFRERK. GIREFATLUEZ M ECD.
WA RN A HNCSE (collection) o« 0, USBHAEZRAILIE —PEHEN (F
PiZK) | FIRHEEL (knob) ~ KSR (dia)FMEEARIE D (HIDE) - —DEEFHIFT
HEARMLFERER, FAIAARY WehfEFEE . 8RO e s &N,
UIRMEAFIF RS ZE  Flan, ERAILT, XAARGESAFE RN
BERPITEL -

BAEOF I LR E 1A, - WA e SREHTEESRR HAE - E115R
HER IR ORI FAE MZ & ToRAY, SN HBEFEEDE . B maERETE
ME—HihE, Blvm S S EE T m - Bk, Bl 30, AN2AEMEE O —Eka,
HAEREREFTH - THRSE 8, FHEERNEFAREEETEH -
Level 0 Level 1 Level 2 Slot 0

Slot 3 Slot 2 Slot 1

(RE7R T 320 FEH 1941)

R R IR B A B AR & B b R — H AT R A (2F USBHLE[2]559.6
) o BEfiTA LUl Get Descriptor Requestifsk »  ARkS5 2 R AT X LA FT LUkt
FEUSB G 2% _E AT AN BRI E ) o XX L SR A0 1 [n] o pR ESOR F R IR LAY -

© OREWATT. RTREMERGEE, WHNE, P& FIEITID, SHFRRE
K TRAEHRIHU, B = I BARE RN S -

o BCEMATT. WEETROROL, SOFREEM KSR, DIEIIRER.
© BOMOAT. BOR . TRAERMN, EO AN BESRE M 8E -
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13 % USBIE &

o mAATT: Smadbhl . TEAIRE, STRRRE R, AR T RAL
Ui NGE AR RRIAR - BOAs A (Wi0)  BORHAT, mEMAASGT AN
R

© CFATERIALT: EHAMATT P R TERM FARERE . TR R
REEAE T8, ATRELE G S B R0 .-

KB (specification) ] LURINE A1 H CHUMAFFREY, XHHARF Al LLsN
GetDescriptor Request3 K715 «

EESwE g EE, REFENEE - WeEFREm AR SEREl
B, FFRAtEE RpH) KNESE R R E B SERER ([
&) o PR R RRAEEETR BT R TEmR,  BERW, s ER
(QRRIRE THEE) o X TIEHrE MR RRERS . B A A & ATRER TUSB G
LR (ZFY) o SRR, ATRER AR TR ENOTERS RN - 5
— MBI ARSI, HEEE  ETRERR R () NSER A - X
TR EEEMET R . HER R R TR LRR & B IRdE,
P X R EEE R, B EER -

AR TE LR R T RBRA S A AT PR R RRE RN, R (oHCT)
sRHCINENREFF (VHCL) iR B AN IR, HARE —PEAIRDMTHRR
AR

BB R AR VLR BT IrEsR IR AZ DA fln,  BIRSIR R
KIintE iy n] G215 5K 20077 FO%dRE, HRHIERZ AN RGN H - IKshis
PRl L B A (SPDITE - ERWE  EERIHEAE ZHIEIE & /DT InE R EdE
EIVFOL MEZE . X MIREREnER AR, FARE L £ EhE & rEdR
IS AER . REETRERIZE NI AIKE FEER, B E S -
e AT ZEAR LIRS T FR W (R IR, s BOAEE L
KIETE R S 1% 15 K (clear endpoint halt device request)3E & B S E TS
o

B RN R R R s S A VR R -

- EHIEE/BONVEE:  BDREE - MEREE, ERIIERS OrEo) o
WEEIZESE  HRAREKAEDE . BONEEMEEE LR miXAET
T SR ROPL, PhUTEUSBRLTE 2] A o X L& R T B A AIAL B ik -
BMEELIFFUSBITE 2] B0 iR i —HE A & - B L SRR
LA LUB IR & RATET R, DSBS MIThEE -

© RiR(bulk)EiE: X RUSBE FIAEHITEAN RSN -

© FWTENE: hostml g L EEIRIER, MARERE KEKE, MFNAK (BE
RE) Biatl . Wik @B E R 185 1 SRR -

- FPEE XEEEATESEENENFRIEEE,  flaiisEEmn, B4
RIE—E (G . HALI AR EE RS . S (R HE
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A RN AN 52

WER, SCEHRT, PINBRZ R IXaS A R AR 5 R R % & 5 E
RZE (NAK) B, 6] RERAMAP BEFEWER - MRPEERSER
IRCEH EINAKES A2, B AREE AT AEid i[RI 203K -

Prrde s B AT I PEAE B T RO QAR RO 5 - REE1Z AR AT . il
{7 5850 B FHUSBRLTL AT ER5.6 T ALE « RPN APIT (R Hrdl o vFiEREMT 2238 90% 1)
W o EHEIFRR R ARG ZRETRE, HRIERITER
R -

R T A BEANH B8 [R5 B AT LIZEUSBILYE 2] 352, UHCIHLTEI31 Ay
51377, OHCIHAYE[4lfy3.4.2F 4k 3| .

13.4. % %698 M A= % 3

S anhub)i@sn#nik s CERE, RSBAWmOMNE(witch  on), iRt
100mARJEE YL - BER R FEBOARAS, FHIRIrsaEihto . fkss /2 2t BOA
PRSI A TR o HE BRI A L kSet AddressiEsRk, Frid MEIA
WEHIE ORI - FIRER £ MR &R Rk & o B, — AR
VAR AT AEIEIT ATARZE 5 1 SCRFISDN TA -SRI, 4FE 75 HIISDN &ALt MK SRS /7
ARERRMERT ISR AR ST - T SRR R TENE, RS RER S, 8
ISR« SR IR ERRA 2 B R RE e, EANSERFEE
RARILSES - R—DRENEZMED, WAlfE S PEIREFEER— MR
& BRI AFIFHFIERON— T4

TR S RN AR PR, B SRS &4 E BB AT WREE L
W, MERMAARERE GFECE EESHRNEE, 52 A IiEHEEs—
PIENFEF - N T IFFAFEAD LERZ MBS BFRE, ®UaE— T EE
IR AR SR 5 B (claim) i) 2 0 BB S AT - 8 AR T AR T R TR AT
BN . ERIE, WE) BRFNSERETIELEE SRS, EAREL,
RRAERERRAR  EHONEEEWIT, HEFEDRIERE . 7 85RH
FENLERA DL, AR MEERRN E PR E, TN SR ACEE, EEHT
TFCHEHER) SRR ORI, EEHN SRR, RER&ETTEE
TR R -

13.4.1. % & W7 i 3 (disconnect)f= »- % (detach)

WERPIREF SR EATEMES TR, NS IR . USBRIRIT SCFF
FEEUR B AL R W TR . IRV AR = R AR UE R R F
& e
EAh, WA % F (disconnect) j5 X % # (reconnect) i & N 2 WEBER
(reattach) >y & FJ35 & 5L A1)« FRARZREFFTINS (ZHREMLE
FF) -, BT A& HEAME SO &S PRRRIJT AR, IXAE DL AT RE 2 -
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13 % USBIE &

BT AT S BRI PRI b % 55 @%0(signal)
o RSHEE BRI o O L TR . SRR O b A P
HRERENEF AN E D ETIEVORN,  ERIRER - R DR ST
ARFI — % & DA E(connec) BIFRAD - A, MIBRIMIFLERAR & K B3R
B WEBARAERT S L — M —E RS, R LIRS T -

13.5. USBIR 5 #2 5~ &9 r L 13 &

USBHLYLIH € LBRBVAE EAN M E E B A AP - XTI AIEE ATRLAEF
RIFIRTG - BIEFRFIRIFZUSBE T[] b AOFF & #R 5 - IiX L T LAl LIS EI%
EANBTE K A& RGO E NIRRT AR R &R
B, ERERMIEARRENEEEE LERR il . USBHYE[2)aE T S
RAHA . AW ERAEHD)WEMBOE GIEHE, LUDANREE . BFmA
W~ FIRGIEES < Hed - BEEH (Fifknob) «  FFREMER . B—AHIF2HAT
REBFHELEHIRIIE . RERMTEIIR ZHUSBET NI L& -

IR, VFEBEIITINE B a AT - KRTPTAMEEER  AIHER DUAHIE
BENAFIRE . —EARREA R Z AT ZRIREE RE i (Non-Disclosure
Agreement, NDA) « KEHUFULT, X & FHLE REARBNRE A ROUR LRS-

A—ME BRI RIFZLinuxIK SN2 FRIES, FOVRZ ARICSE THa i1
WAERMLN N RIERET - BRRARLIKEhREFIEE W] A5 SRR —
MFERE-

Bl APUR RS - ADLF SR, e Bbs . BrmAiR . % 15
HEERIERE M S RSN, FHFERS ST HE -

fltn, E4E R s R HEIRURR S S, ATRELIRIEUMEE AT EEA -
AT IS A Hi T RN S S AR B A T R SR EHID S o MR AR PSR
FEQNE - Gl A RN AZ A PSR R, SHID SRR EGE IR Eh g —iE
AT LU B E e QN I e O S RF - A — s il U E A E— P ERE P IE
PEOBARPBEMNEFES 167, IMxEt—MEENRE, THE
HIBIPREE O o O T B RAE R0 E O USBEE g ELIE — M IF T S B EF,
M TR B LT TR ) PS/ 23 0 R UCE M PRSI S50k B B A OB & RUEE Rl — 1
BCEAE PR . AR AR & B EREE S A, HF o
2 P ST 3 5 T

Fl7: EfFETE . CETLAHRNFZSRERETERN BRLHER,  FREIM
USBRZU AR A o T IRBIREF (07T Z MUSBEL & (R HAR  JEHHT, 2 k&
T B A (connect) 2 J5 {4 -

NEFPIRIEE A ER . waEd N R A SIDIRA B S . B — MRS
MFAEZRE, HREGTEEHS . WErk&HOWEML, WeiEFoE - &
BHEHE 2 S a B CAE R LA « el BRI/ /AR 91D LA
[ EAR R E R SE, B S — MRER R KRN E % attach) B € .
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USBIRBIHE PP TN E B

X EER AR (9 — 1) 72 TEZ-USBffjActiveWire 1/OF7 - i1 R H 1l
FREE T 8iEs . T EEActiveWiretit 7 IR AID . IR EHRFHFTEZ-USB
O BIUSBER > UERE AL, MNUSBEER EITIT, AR EHER .

Bl REEFEE - AR EFE SN SORFEZESIE R
f& - lomega USB ZipJRfigs et T SCSIRUA BIKEAS - SCSLan&AN IRAF B WAL
By, FERBR(bulk)EE EERE]/ R B, 7EUSBL LRUISCSHERIAR - ATAPI
ANUFLg4 LU BA R 7 2R HF -

RE BT SRR MAR RO S REOaE . SEyrEel ETETE0
B A EMSFRSER, HHRREEEhost R % 2 18] BEohEdE - FEER
FRITH A —MAE, XIMTEETERGSM RS, HEAS outfingg &
RIECNT MO E TMEa ZEM A, DIREMEERS BT
BT 4o NIXEAZRIRE WINFEF I E AP 2 A T USBAIIN, iEEE
AOBERNRKEEFMEE PIS0F. CAMRME T 7, DUHSEE T 47 =0RE
FGXAS o ATAPLER VB iX 4B T, FNE 5 LIDEE: O MRA W ZFANE IR
7.

oK HY-E Dataf{ X USBERE SR ANSE IR A B, Rt T —& Bl <4 -
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% 14 = Newbus

B 4% . Jeroen Ruigrok van der Werven (asmodai) #= Hiten Pandya.
#E. .

2 BBt Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter
Wemm and Scott Long.

RE LR T Newbusit & HEZE .

14.1. R IR EH A2 T
1411, % 43R #4250 B &

WERNESEFRYIEAN, EEARKTINERE (Flt, W Mg &RF)
B AR RSN RN A O SEPR SR AR M T # 0 - R I Bh AR /T3 0 (DDD 2
5 E SRR PN Z IR E A -

14.1.2. g Fgp s A2 5 69 £ A

FEUNIX®FRANEFAL, FreeBSDH N AFRESETIH, 7€ ST PUMRTLH) B

© B EREhRET

© FRREINEEF

© MR ENEEF

- Dk iEh e

PRz DU T E R/ (R SR T 20T - iXRhR AL A3 h AR e i T i 19
i [X A7 (buffer cache), H B #) BLEATF A HIE H KA RS RS . X
MEMXEERHEETEAE (write-behind) , XEWERIRAENFEHRIBEMT,
2 RGEAT H RN REE DR 4 2RI R, MG 5 -

14.1.3. 5% %

9N, 7EFreeBSD 4.0fRADAMEEMRAS,  BOIXEMFIFR &K A ZBENFE
T.

14.2. Newbus#z %



NewbusHf

NewbusSZHl T —FiE T RIS Z OB AL E L 45H,  ATLI7EFreeBSD 3.0FR & FIiX RS
LEEMIINE, YR AlphafIREAEH S AT KT . BEM0EA RN R ERE
FREEFRIEOARS . HERRNEN ARERBERIERSINAMPELMZ SN E
SR LRI [0 R AT -

HEFHEERE:

© BAER

© WAREFAE SRR

- B

BRI IR 22— PRI AR IR R G 22 iR & A R

TZEERE R k&, B JOk&, IrERREHEREe bl XTE
DR, EE R AEBRANET, HEEEETEhost-to-PCIHF SERTG KT
86, X MR AT “nexus”i%, XfTAlpha, AlphafJ&Fh AFEZRLSH AR
TUZscE, WREAFREE SR, @4 lca, apecs, ciaffitsunami.

Newbus | F IR & FR RGP R ATEAESLR . B, F4PChR&H Fornh
—/Newbusigt & . REHREFLETLUEE T B THNEBEEHR i
Jbus” . RGTHIHE L ROH]FRLZ ISARIPCT, MBI 1# B FERER|ISAFIPCLE 2
RIS .

WE, AFERBRRSEZFEREREFR N W wE, ERZ TR EPTER
1) B — TR PCl-to-PCIfF, 'EAEPCLEL E#E 7R JypcibN, T I E H)
ZT pCNFORERAEE L) B2k XMARE L T PCLE M IS, fRrFadt
AR AT TUZ TR S -

Newbus£E 4 H RN & TE KT BSOS &R HB R . OIX&EEIER EW
Ri%k&, BFFiEnexus. FIE, FEA FnexusfENewbus R ME—41ETE H®IR
FIER 5> o

e

@ ISA & T REABZEOX30 BLATHION O, FMEME Qi
K, IXFMENL T RISARLL - TSAE LR B 3L 45 PCl-to-ISA
i, PCI-to-ISA I & ERPCIE 4 PCI M 435k host-to-PCI
B, HJEEiknexus o XFHA E O SIERINEZ MET A IS
(AR AR HIE K - XF0x23010%; 0 AYIESKZAEMIPSHL2S b AT LL#HPCI
H2Z B 0xb0000230 Ah Y PR A7 LT -

BEIR S BL AT IFE R A W BRI I I LASE ] - a0, 7EfRZ AlphaP& b, ISAHAHT
SPCIFHTZ E TR, WISAFRIT A BT IR 5> AL 2 FHAlphafISA 2k % & B3R -
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# 14 ZE Newbus

PEIAS2 b, ISVRIPCIFFIGTARE IR fnexusidt & BEFE . S FAVRSHL,  P77RISA
HodiEZS (8] B B SRS B - ZEIA-32 F Enexus, FEAlpha ({40, CTIA Bitsunami) b
RIS R HI R -

T FTEAI A AN LS BEIR AT R], Newbus#E-4 T NetBSDRY bus_space
APT o MBI THRAL T B —HIAPLRE & inb/outb  FIEHZNHFELE « XHEMAOLEET
BANIRBNRE Al v LA B N A S 2 A 2 B OB 27 ey (F Lehi i 0w
E) -

XASCHRFHCEH 2 T IR EALS T« SECRIRR, WEhREF AT UABTIR A ieE
FHBEfbus_space tag t #1bus space handle t .

Newbustls i 7778 % F Tt B WIS A 8 SR E 7 i X 28R I, AT
fesre/sys HSRM A HE] -

Newbus R AT BT BRI “HTF 4 G4 (object-based  programming)” {1
B REPEOEANEE AT T RO X
AR EFRIRS . AT RTE WEChES O .
07 FR i S — AR T I -

fENewbus RZiH X & T IEREE RAF RIS EREF RN . 4 B3R
& (auto-configuration) i) % &t % #(attach) FIINEHFEFF, & FHYRBNAER A AR
TTEE . LEREFTUNEEHET fr#(detach), I EHnEk(re-attach) 2| BF
BOTERNEENER - X5 AFREEF s g, mehSgs TR
FrHTF R AFHHE -

R 5 30 RGP A T E Lvnode B E0iE S LI O E SUEF R ik . #
R IE S GEH A oo if.m) .

{1 14.1. Newbus 1) /712

# Foo o A%/ maiF (... #)
INTERFACE foo

METHOD int doit {
device t dev;

}I
# ode R %A @ LDEVMETHOD () 3R #5—A~77 %, MIDEFAULT % 3% &4k 4% A 4
7 ik

METHOD void doit to child {
device t dev;
driver t child;
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Newbus API

} DEFAULT doit generic to child;

HEEOREE, BP0 “foo_if.h”, Hr S IR,

int FOO DOIT(device t dev);
int FOO DOIT TO CHILD(device t dev, device t child);

FERE B BN AR RSR SO, R B —NEDURE “foo_if.c”y HAfl s — A oL
L, X BRSO THER S5 IR R Th B 5 R B AL B R AR R -

AREENTHATERED . F—PEABEOWK N “i&&(device)”, HaFES5HTE
TEHE KA. c&&device)BEOFKIFIE I M (probe)”, YRR
(attach)"#1 4y E(detach)”, AbfiTHfsaHIRELEAOMTN, LI 3] (shutdown)”,
“fEid(suspend)”F VK& (resume)” 14T FH T3¢ i EE 3 40 -

FH—A, BEMEREOR . HEOESHTEERATHEEZ IS, 085
PR ESEENELEEE 1 EMES (child_detached |  driver_added )

Fomma &3 (alloc_resource | activate_resource | deactivate_resource |
release_resource ) .

“bus"H O IR E JT 15N RS & IR TFHUTIRS - XL @5 (A AT
T SrEfEERMRSPEEFERRS I FRE. BT  BHREREFRD,
IRV R Z B 17 A1 (accessor) (AL, 51A1E  BREUH A AKX & A
Qi PRI . Filln, Ak BUS TEARDOWN INTR(device t  dev,  device t
child, ...) ®JLIf#FHpR%L bus teardown intr(device t child, ...) SEJHH-

AU R SR AR AL T RN 1 LR AR EThRERI VTR - filfn, PCI

SEARENRE PR ST “pel” B M, Btk /A 1> J5 74 read_config 7l write_config ,
MTF I RPCH & WAL E 5 /4% -

14.3. Newbus API
FHTNewbus API3EH B A, AT S SORME o ASCRYAO N —FUR S W RFE L5
M.

o

14.3.1. B B M P oy & RIZE

src/sys/larchl/[arch] - FEENLAS L5 0 WAL TX A 3k - Flini386 4514
&) SPARC64 Z5H]

'bus_generic_read_ivar(9) and bus_generic_write_ivar(9)
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http://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_read_ivar&amp;sektion=9
http://www.FreeBSD.org/cgi/man.cgi?query=bus_generic_write_ivar&amp;sektion=9

5 14 ZE Newbus

src/sys/dev/[bus] - SZFHRFE [bus] &N FiX N H ¥ -
src/sys/dev/pci - PCLEER T RFRASALT XM E K .

src/sys/[isa|pcil - PCI/ISMSEIBENIRTF M TX N HF . FreeBSD4.0ff 7
W, PCI/ISASZHEARHS it AT XA HE -

14.3.2. T £ #h LA T 3L
devclass t - X2¥g[n] struct devclass fUFEETHIRAIE X -
device method t - 5 kobj method t fH[F] (%% src/sys/kobj.h ) .

device t - X2¥g[A struct device FIFEFTRIRTIE X o device t TR RETHE
. TRNZNS . SEHI4IT 5 E src/sys/sys/bus private.h

driver t - XB—NRAIE Y, 'BE5|HH struct driver . driver Z5#) 2 —K device(i%
ERNEZNER;, EWREFEERNREFFRE LR .

[& 14.1. driver_t=Z3f

device state t B— PR A device state . P& Newbusik &7 B EhE
BHIJE ATREAPIRAS -

& 14.2. % &R A device_state_t
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w13 F FHETAAL

#£ 4% . Jean-Francois Dockes.
]iE. .

15.1. &4~

FreeBSDFE & F R LTIH M8 FH = A FE R 5 X & E RS S k. XF

BRGNS HE B FF -

pem(4)HELLR: B & F ARG R FOER S - T EESLI N A4

s P EEEFE I E SRR B A R ARG HEE O (read, write, ioctls) o ioctl
MAEEIAZROSS FiVoxwaretZ [, RF—RESEENHEF NIinEsibi
TH

o QOFRFEEEORMAFLMRE R, ERLEE) -

s RO, SRS OO

o WHRLEEAEARED (ac97) BItZAREAAFEMR (0. 1SA DMABIRE) K
BRONSTHF -

KRS R B SRR B R PR E KB RE PSR SR BRI X IR RE R fRALEE
AR E a N, EAZEHpem TR .

AREH, RiFpemREE FWEFH o0, EHERD, XRR HURE {47 AR
[I=1:08

TR WS & AR HENIEREITT R, HERITLERBES &ES
%o BE, ATEERET2EEES, SHEALRRTER. AEHES
HFEZREE R — MR, FFEIE G BUA (U AT BE IR — L2«

TERASMETRE, BB UERR T N—"1 AT TAERVE TR IEZ oh, RAT A
http://people FreeBSD.org/~cg/template.c{ F|—MERE ) I EHFE PR -

15.2. S #

Bi/usr/src/sys/sys/soundcard.h HIf{jASL  ioctlE 1 %E WA, A RIAHFRACAD Y
Bij(FreeBSD 4.4)if T~ /usr/src/sys/dev/sound/ o

#E/usr/src/sys/dev/sound/ T, pen/ F R REEHLRTY, Tiisa/Apci/ H
A ISAFIPCUR IR BN -


http://www.FreeBSD.org/cgi/man.cgi?query=pcm&amp;sektion=4
http://people.FreeBSD.org/~cg/template.c

¥

4

e

£

s

B,

15.3. &, H#EF

P EINERE FOEH 5 AR R SRS R PP R A R T AR A E . (L&) - IR
F]RER BN BT — T T PISASPCIFE T N B AIRICE L5 8. -

ORI, A AN B RE AR R L T T SR SN[
© fBTR E ORI pemK B A, R D @A A A i struct snddev_info .

static driver t xxx driver = {
Ilpcmll )
xxx_methods,
sizeof(struct snddev_info)

};

DRIVER MODULE(snd xxxpci, pci, xxx _driver, pcm_devclass, o
0, 0);

MODULE DEPEND(snd xxxpci, snd pcm, PCM MINVER, o
PCM PREFVER,PCM MAXVER) ;

KEHFE EWNRFREAERTELENMINAERFEE . AR S5Es
FEEEFITEF R . HbhbE AR pem_register() F mixer_init() {&if44
pem . J5 T pem ¥ L HBHEVE AR B B X Sh AR P #2 O B AU S50 % 8 B

© FEE KSR BRI RE R 2 il Fmixer_init() [a] pem 7 B 2 fUMIXEREL
AC97 [ o« W TMIXERIE], XL EIHH xxxmixer init() .

© EEREEFIEESFEET A pan_register(dev, sc, nplay, nrec)
[mpemps B E 5 FHCHANNELEL &, EH scR & EIREM AL, 7Epam IS
VR BSHEIE, nplay finrec RIB RN EEAEE -

£ pen ST EIEE A AL, FFEGE R GIIAM xxxchannel init() (. EZ
EHL) -
© FEEIRINRER A B BIREAE RO BEHR 2 BT R 25 A pem_unregister() .
WA RER T AR AL PR AEPOP R 5

+ {#HiFHdevice identify() Jji& (Jofl. sound/isa/es1888.c ) .
device identify() J7VAFECEIMIBEIRIMAE(:, SR A M SHFRIX S A —
MHIIpemiZ &, XA pemik diE S %% S probe/attach .

© EREHINKECERTIE, Hpemix & EiE S Mhints (JEHI: sound/isa/

mss.c) o

pemIXSHAE P 4 SEH) device suspend | device resume f] device shutdown {5
2, X E SR E e ER A EIER -
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BBEFETRYA

154. }£ o
pemiZCh 5 BB E ARSI AR 7 2 [A] B2 O LIRVE TAZ G BN VE SR E X o
FEIEEFE SRR A LB A O CHANNELD Jz MIXEREACIT -

ACOTR—MR/INIREMEDIIR] (BFfFas it/ 5) 0, HIKEIER i ACOTHRL RS
FRURE AL - SXMEOL R, SEPRAY MIXEREZ [ fpem 3 S ACO7 RS S it -

15.4.1. CHANNEL £ o
15411, JFARKGBF EEER

YRRl B — D RVE RS R A M TR0, XEh  REFPRTSCRRRRE
AR BRI EESH—1 -

KT BT FICHANNELER [ R £, SB— DS H0E — D AE I RITEE -

FBoASEEIERAEEERIESR0TEE,  channel init() ZFI5N, B
TREHRINANE W sty GRRE fpem DU EH BB TRED) -

15.4.1.2. 33t 4w AE L K

TR SRR, pantz 0 E ) R — P Histruct snd_dbuf fiR#Y
HZ N XTI R -

struct snd_dbuf &  pemfANEH), FEEPIEFFESEAGRE K
(sndbuf getxxx() ) SRFEFGREDLERHI(E o

= 7 R kN T sndbuf_getsize() , H#nEI N A/ NEE, HET
sndbuf_getblksz() FHIREZHR .

LS, WAREEILEINT (RFRERERMERE)

© peMFFIAITHITERINR , SR LA SH(PCMTRIG_START3 i 4 & JL & P
xxxchannel trigger()

© FEERNFEFTFEEE ZHELL sndbuf_getblksz() T A/, HEEK BANFX
1, (sndbuf _getbuf() , sndbuf getsize() ) fEHIFIXE . T (BHRE
WEpcmpg L chn_intr()  GXIEHAEFWREILE) -

o chn_intr() ZHRREEEURSS IEIARLE  BURCA@mElts (WEZSR) X,
%t snd_dbuf L5547 18 2 A T -

15.4.1.3. channel_init

VA xxxchannel_init() RAIIARILE MR FFFEE . X MHANE ST
WREEBIRF AR . (ZF FFER—T) .
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CHANNEL$: [

bYIEN  struct snd_dbuf fHBlE. BRIHTE  EACHE
Filsndbuf alloc() Seuliafh- BT FIHOLRIRIS A/ B W R A S0 (AN
) — e N

iy pemidlE FEHISE I HITEET o XD AEY fRH . RN AR ERTEHH
B, EREEA penpg %y (F40:  chn_intr(c) ) BT -

dirfS RiEE /A (PCMDIR PLAY &f PCMDIR REC ) .
BRECR 2R B — MR, IREHER A TIERILEE RS X BRER
SR B B Ho At &2 O AVE A -

15.4.1.4. channel_setformat

xxxchannel setformat() R Y¥FEEE, BES SRIIEEBE .

format -Jj AFMT XXX value {§2” — (soundcard.h) .

15.4.1.5. channel_setspeed

xxxchannel_setspeed() f%F5E IR BEEERME, HiRELRE A LR




FBIEFEETTARL

15.4.1.6. channel_setblocksize

xxxchannel setblocksize() %BIRK/N, X Epem5ESWIHET, DIEFESIK
3 R S5% & ZRIRER BRI/ (R, BRERXERN BiRE,
P B IR B P TR, 2 I A pem ) chn_intr() .

RELIRNE R REROXLHIRA S, R 2 LR HTIGRs RO% X ME -

static int
xxxchannel setblocksize(kobj t obj, void *data, u int32 t o
blocksize)

{

struct xxx _chinfo *ch = data;

return blocksize;

}

O  REOREFTREET AR AN o GIRBRA NV T, SXPE LT B
Fisndbuf_resize() ¥ b X A/ -

15.4.1.7. channel_trigger
xxxchannel_trigger() H pemoRfZ IR EhAE T 1 #SEPR L HiRAT -

static int
xxxchannel trigger(kobj t obj, void *data, int go)®
{

struct xxx _chinfo *ch = data;
return 0;
}
O goE L HHTAMRIENE . ATRERIEDR:

* PCMTRIG_START . IXZhAZ/FR/ Y fE3h N/ EHEE R X FEIE L H - R
BE N Y3EiT sndbuf getbuf() F sndbuf getsize() #ENZEIWIX Yy Fbht
FIRN

« PCMTRIG EMLDMAWR / PCMTRIG EMLDMARD . ‘EiRIRKENFLE . iy Amh) g
XATREC T T - KEEERSIIET A& RS X LLi A -

+ PCMTRIG STOP /PCMTRIG ABORT . IRXEHFRIFR 24 (&1 Y B BIfEHi

ERE
S MRIRNAEFFEHISA - DMA, MRS M7 & EHUTEMERT
HAsndbuf _isadma() , F4bIEDMA B — 7R SHiE .
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MIXER$: [

15.4.1.8. channel_getptr

xxxchannel_getptr() R [EfFHEIZMIXH HHTHILZR M - BilH Hchn_intr() .
T B X 5 R A 4 pemAE B R A0 L% HEdE -

15.4.1.9. channel_free

VA xxxchannel free() FBERUEE SR, GG IXehREFPEIERT, H HanRiEE
BAEEM R e SR, 2 WRAE A sndouf_alloc() BEATLIMPIXED, TR
SRR RREL -

15.4.1.10. channel_getcaps

XAMFIREIREFE A GEEERASE X)) pemchan_caps 5 FFEET (7E sound/
pem/channel.h FH5E ) o JXPMEEM) (RTEE B/ NI B AR SR B 2 O
BRI o AT K Eh R AL T LUE R — N .

15.4.1.11. & % K%L

channel_reset() , channel_resetdone() # channel_notify() FHTHRER, K5
FUg A (Cameron Grant)i#4THR T 2 B AR, U FEAR BN 7 I E -

A% Al FH channel_setdir() .
15.4.2. MIXER#: o

15.4.2.1. mixer_init

xxxmixer_init() WIAAILAEME, FH-Eif pemft 2 18 5 fs 50 & AT AR RR AN -




BLEBEETAL

0 FE—PDEEETHAN, FEA mix setdevs() 1 mix _setrecdevs() 4Hif
pemfE 7R A% & -

IR E & ALE AT LAfEsoundcard. h H HE|.  (SOUND MASK XXX (H Al
SOUND MIXER XXX F&{) .

15.4.2.2. mixer_set

xxxmixer_set() JRF XA L EFRIH (level)

© & URIEE )y SOUND MIXER XXX {H
TEYE R 0-100] 7 (At E H & AH - TR MR AR -
0 T (EE) JA(leve) il RN ILE A LLG], & HB] FLeFE, FIFRE

W ETE TR SEPRRAIE  (FEREI0-10014) -
15.4.2.3. mixer_setrecsrc

xxxmixer setrecsrc() i%EFTHIELE .

0 HEIREREH—MIEIEE .
0 RENEACRERERRE . SRR ARIRE - RERE . DR
HIEFIR, AN HaR A1

15.4.2.4. mixer_uninit, mixer_reinit

xxxmixer_uninit() R MRS L HEM B, FHHEWREATGENN YRS 2E
FEWTH, o
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ACO7H: O

xxxmixer_reinit() R/ YHIRIEE AR N, I HIKEFTE A Zmixer_set() 5§
mixer setrecsrc() ¥EHIFIEE .

15.4.3. AC973; o

ACOTHIH B ACOTRIS RIS 2R IR B R F L . B RE =1
+ xxxac97_init() R[AIFE|AY] aco7RIDRIL Z A H -
+ ac97 read() 5 ac97 write() I ESEMZfESE.

The ACO74% [T H pemAH AJACO7 (RS R ENFT R /Z#81E - S sound/pci/maestro3.c &
sound/pci/ FRZE HABAZNERTEH -
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% 16 = PC Card

it

A EF 51 10 FreeBSDfy 4 5 PC Card s CardBusif & HIIX B AR e M S RO - {E B #T
ASCRAC T W0 [ BUA fpecardIR AR 7 FR A IR BN AR

16.1. Hm % &

[6] BT Sy flpecardif # 51 S INEr s & H P PR C 42 5 AR GiEFreeBSD 4 Fi it H 77
BEART o ELBTRIRRA S, FEgE /etchf— PR 1% % - MFreeBSD
507148, WEREIRFAE TSR A3& . MENKPE — 3235w 1
®, WEEFHEREERE -

16.1.1. # %

A LUE PR IEARIRSIPC Card, MBAIEET LAY CIS(ER. - 58 —Ff07 %2 A
BRI MRS - B MR A AT RN R, PSR ASTE
CISf . PC Card3 2% i FAE A U PEAD — S 2R R — D S AR, 1SR
EFFIIR'E 1R A Z b 2 DL AR PP i 4 -

—MREBE)EFRELE, BEDNATF N —FPC Cardf” BT & ME% &iT, REIHE
XDMRATREG AIMIAT], EETY LHE . IFEARNE  JFkit, EEf]
) H b PR R X B, FRMTECrE T BEIRT - ATEmER
MEVE RS0, RIGEROE TR, XEEHUEE  BHECFEM . R, TR
TERBATT B CARAS Y S, X EEAEDT R AT AR E2 TN CISZS (Al ATk
FAFERA, A A EEhHE A A .

BT LRI, X FFreeBSDAA fE A FIDA] LN TAERE - [ 28/ FID
IIABI ARG RIS RE PP RIS 260 - DAUFIREER R EIESIEE, TH
LR MR R AR A AT OERES CEHE — M AFRID B . Linksys, D-Link#]
NetGear g 228 BRI HL R ESIER . MHREIASOT AT RERE B A LUEL
BuffalofICoregaft) 4, 7 i85 - JRTM, XL % & 8 & BAMFRIHIE R A~ 1D .

PC Card 5 2 7E H AU LEHEE /sys/dev/pccard/pecarddevs F{RF T RAEE, 1H
TNEEWANBHNEFSENRBEAEER - EHRET —ER, DArE WahEF
FREIRRENRTESHOIEEREE -

RiE, FEIEFE RN ERANESHERIRR - XS FHEMR  FEECIsy
FFERRICEEEN] - RBEANATEIMMSIEZF LI, AT R Km
HNHEH FUT BICD-ROMEE A AR A R DT Y « TEH R 208G SEALXMOTIE, EA
ARSI TIREZ RS, HNENTRIAEINREIPC  Cardpi L FHOEMAR T Z Fif il A
Y, RS B ik -



pccarddevsitg=t

16.1.2. pccarddevs &4 X,

pccarddevs LT - SB—T00 M ENIRAREARSIL THERSHE. K
THEETHT . T—TaES T XM R ERRITE W, BRI RIS
AR TR . AT REFASWER (A, BRI LA EECT AR
5, BAT BRET AANRICISICE & iR) « N5 D974 8 DAL T I/
PREAT s R X TR « fefm, SCHF RT3 75 AT LU A CXURS R

SRS — TR & B D BRFFIIREET AR - 0oh, h T RER—TEM
BRI TT (M RAFIX L R, FA 15 NetBSDILZ Y 30, [RIIF P AT
SO R 2 - 9140

vendor FUJITSU 0x0004 Fujitsu Corporation

vendor NETGEAR 2 0x000b Netgear

vendor PANASONIC 0x0032 Matsushita Electric Industrial Co.
vendor SANDISK  0x0045 Sandisk Corporation

BRT LA BEBTRIID . ARIZETIH)ZNETGEAR 2 SKFR L NETGEAR ) EL 5K R 1
OEM, RFARLERFRMSRFHIVEE AR H AKIE  NETgear i 2 AIARIID . X5
HMESEESE . BT LAEMIE KRBT RERARITHRA . dE TR
F o ZFRafEpccarddevs Ui FIETHES ML, 27 HAERKNEFHIEAE
., BItRFFERED HHRERHICHRIAT « &8 — ARG R+t s
1D ANELRIN OXFEFFFFF sioxfifffEs (D, ROVENZMRE D (FiFR D4
&', MEEEN2EREREENFF BE, HRiERnone) « HEEHEKXTH
NRIPHERTATE « X NFAFE AEFreeBSDHER T TR H RSN # A

[

SCPRRER B AT A INIRAE R T A R Y

/* Allied Telesis K.K. */
product ALLIEDTELESIS LA PCM 0x0002 Allied Telesis LA-PCM

/* Archos */
product ARCHOS ARC ATAPI 0x0043 MiniCD

BASHEERILETAEL . RPE-RREY - REEfthimey, HErE
Bk FHRESmET, WAFERSEFFER, NS &—PMEMCTRA
P, ERTDILIECT IR - SRE R R HF 7 kil fu 1D HETRE R
KFOXTEFFFFEf A1 OXFEFFGHARIAILIE - Ffa @R TIR&E B F TS k- H
TFreeBSDfJpccard S JRANHE & M RTIRAICIS % H B — FARFe, Fiix 4
FAFERFEFreeBSD AR F AL, (BRELECIS HANRE iR Z R OL T A AT RESRE
F e 7= b G i B B HE Y, SRS B 7 IDIVECTHER - B HbE R A H
HIH —RCER, FEZAFE—1MZT.

FE=TARZRANE A BETE —T7, (EFTHRHERIDY -1. -1EFreeBSD pecard 4

REPEWE “RELXMPEFZRE" - BTEMRCHRARE, NS L/
— o BRI Z IME SR TSRS —T
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& 16 Z PC Card

BE—TESIELHAFAF RN R - X—TRBX58H TRt an
Al

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless&spPCMCIA",
"Version&sp0l.02", NULL }

product ALLIEDTELESIS WR211PCM { "Allied&spTelesis&spK.K.",
"WR211PCM", NULL, NULL } Allied Telesis WR211PCM

BAEEBREBT T, FRERELAF, REFRFTHLT,  MBEXH
FEATHRACEE . AT, XZEMSIRAAET . B4 9%, BERILFR
o XL RF BT R CIS_INFO = Je2H A g Y fIEER R, P AEOME B - XL AF
™4 pccarddevs.h FIREFE, ¥ &wﬁﬁﬁ SERRRIE R, . BHREERE
%E%ﬁ%ﬁ&%%@%oﬁﬁﬁ%mm¥¢ B—TMERNZE - BRIEXSTRAVER
VERIRZEREE, BNIARNYAERLF IR . ﬁﬁhAﬁTﬁ4?F$Aﬁ
RIREZAFRA, X LR ﬂ“l@ R LT ARLEfE B R AR A A
IR f N\ fEFreeBSDAH BEXELIFH - AR UM ETHH%E (ATRE, 8%
%), HEHE RSB TINHREANFERRSE, XHEHDER . WRXE, T
FEBRLE (BT (IR PR EEAR F RO RE B/ 7= A B D BT, BERX A REX &
B WERBE A IR # ik TR -

16.1.3. 35 M| 47] 42 4% 49

BB AT PSRRI & R PRI &, ML IERREZ T AR
MF/ B ICELEIRE - TR RIRMEE T — M RER, IXTE FreeBSD 5xH—mH K&
. BT HEwindow-dressing N[, X LA H T — DAL AR -

static const struct pccard product wi pccard products[] = {
PCMCIA CARD(3COM, 3CRWE737A, 0),

PCMCIA CARD(BUFFALO, WLI PCM S11, 0),

PCMCIA CARD(BUFFALO, WLI CF S11G, 0),

PCMCIA CARD(TDK, LAK CDO11WL, 0),

{ NULL }
iE:

static int

wi pccard probe(dev)
device t dev;

{

const struct pccard product *pp;

if ((pp = pccard product lookup(dev, wi pccard products,
sizeof(wi pccard products[0]), NULL)) != NULL) {
if (pp->pp_name != NULL)
device set desc(dev, pp->pp name);
return (0);
}
return (ENXIO);
}
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DXOLEATE —N 0] RACECADEUL A & B Hpccard BRMIGIFE - 40 BT Frigsl, £
Fa[gEAFE (AHSRAZE  foo pccard probe() Ngk2 foo pccard match() ) . i§
¥ pccard_product_lookup() Z—/MEHKEL, ©iH KR EFERE Fr LA
—IARITEET - —LLIRENAR P Rl REMEAX M HLHIR R R R NE B e R 5h
BFFHEEES, FIRPraeaesE. E—MZREEWNRRE — M AE D
#, MRERMEERIE— N TTE N fhtlipccard product

WisE— N Fwi pccard products mie &I, i E4H#ZE PCMCIA CARD( foo,
bar.  baz)fFE=. foo¥h4r RSk H pccarddevs FHISERTID.  bardBir NTE o
baz fy it R PTEAEMINGES - F £ pccards B[ LIF 2N ThEE, TEANMEX SR
1FIZhEEO - fRA]LLFE — T PCMCIA_CARD D , B HFE T K H pccarddevs ST I &1
R WA LIEFE PCMCIA CARD2 F] PCMCIA CARD2 D , M{RFEHL AL
> Fl o MpccarddevsHHES My, [RIE DERCCISSEAF B AN 7 S TE R At 2 F 21
AT

16.1.4. 35 & o — e

W, T — D, LAHT NESE. B, LAINsE  REAE
B e SERGX AN ERE T BT AR R & il A FIPC CardsiCFRE R, I % Hidevinfo -
Ve (RATRES R Bl —LE RN T A K74

cbbl pnpinfo vendor=0x104c device=0xac51 subvendor=0x1265 o
subdevice=0x0300 class=0x060700 at slot=10 function=1
cardbusl
pccardl
unknown pnpinfo manufacturer=0x026f product=0x030c
cisvendor="BUFFALO" cisproduct="WLI2-CF-S11" function type=6 at o
function=0

VEykar A — ¥R 9> o IS R AN™ &7 ST 1D Tiicisvenderdl cisproductfyCIS
PR BEATEA AT G B FAT &

HTFEATE LB AR R, R ECZ AR TR E - MR
fl, LEEFESBMBEEMIL T « BATESIRHEEHBUFFALO, EEZF 1T
FHET:

vendor BUFFALO  0x026f BUFFALO (Melco Corporation)

RXEEBATATLLT « XA FREH—NFE, BERIERI . BRI 23

/* BUFFALO */

product BUFFALO WLI PCM S11 0x0305 BUFFALO AirStation 11Mbps WLAN
product BUFFALO LPC CF CLT 0x0307 BUFFALO LPC-CF-CLT

product BUFFALO LPC3 CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI CF S11G 0x030b BUFFALO AirStation 11Mbps CF WLAN

FA Tt AT LA[a)pecarddevs FRERAN :

product BUFFALO WLI2 CF S11G 0x030c BUFFALO AirStation ultra o
802.11b CF
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Hil, fE- DTSR H " Apccarddevs.h | FRRRLXEEIRRAE R 2%
FREER « IREIREIRE R G e T2 BTS2 AT 9K

# cd src/sys/dev/pccard
# make -f Makefile.pccarddevs

—HIER X PR, IREA] PLUa s P iR T - XAR—1  in—47H)
TR SRR
static const struct pccard product wi pccard products[] = {
PCMCIA CARD(3COM, 3CRWE737A, 0),
PCMCIA CARD(BUFFALO, WLI PCM S11, 0),
PCMCIA CARD(BUFFALO, WLI CF S11G, 0),
+ PCMCIA CARD(BUFFALO, WLI CF2 S11G, 0),
PCMCIA CARD(TDK, LAK CDO11WL, 0),
{ NULL }
)iz

ER, BREFPMOTIEHCES T+, EXRE FRERX—1T . AZEEEHRM
FISEPRIRARERF o — BRI TixXAT, B ATLLEER ISR, AR
CRBIERANEE - WRTRA RS HFRELTIE, HRIHT . REANTLE,
ERHEE TEMFEAREH BT .« IRERANRGNEE, Mol
AIREMES T4, NMEAEF AP

TERAR R — 1 FreeBSDIRM G Hcommi tter, F HETE AR FTE LKA 1IE5H T1E, NIR
R G L AR SR AT RN o SRR L N IR TUIR TEZE . B, RO
$exepccarddevs SCHEE] B . SERUE, VROATEHTC Apccarddevs.h I EEN
B—UIRARIRA G THIRIERAR $FreeBSDSHRZE S AR/ H A F)
&G, FREE HERERCEIREET -

16.1.5. £ X # & &

RE NEHAEHREHIS B REETEE  EAER . ERENEN  PREGR
5, HRPREBAAGIEERTIOR - XHERRFEAZEL. /L PRES, T
P L E A fpecardevs.h fydiff,  RIOYAREEIRPY A LAEHT A4 - A& 3ia iR
BRI FIREHRE T RORN T2 E B - IR EIE S T, EHOEMIYMER AT, 1E
B2 VAR5 R EE OBMO9 « $RATFH AR = $EATOEMO9, T R % 4% 8] B =i HOEM
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