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SUCH PORTIONS OF THE SOFTWARE ARE PROVIDED “AS IS” AND
WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF

MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

In addition, the program and information contained herein are licensed only
pursuant to a license agreement that contains restrictions on use and disclosure
(that may incorporate by reference certain limitations and notices imposed by third
parties).
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Bay Networks, Inc. Software License Agreement

NOTICE: Please carefully read this license agreement before copying or using the
accompanying software or installing the hardware unit with pre-enabled software
(each of which is referred to as “Software” in this Agreement). BY COPYING OR
USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT. THE TERMS EXPRESSED

IN THIS AGREEMENT ARE THE ONLY TERMS UNDER WHICH BAY
NETWORKS WILL PERMIT YOU TO USE THE SOFTWARE. If you do not
accept these terms and conditions, return the product, unused and in the original
shipping container, within 30 days of purchase to obtain a credit for the full
purchase price

1. License Grant.Bay Networks, Inc. (“Bay Networks”) grants the end user of the
Software (“Licensee”) a personal, nonexclusive, nontransferable license: a) to use
the Software either on a single computer or, if applicable, on a single authorized
device identified by host ID, for which it was originally acquired; b) to copy the
Software solely for backup purposes in support of authorized use of the Software;
and c) to use and copy the associated user manual solely in support of authorized
use of the Software by Licensee. This license applies to the Software only and does
not extend to Bay Networks Agent software or other Bay Networks software
products. Bay Networks Agent software or other Bay Networks software products
are licensed for use under the terms of the applicable Bay Networks, Inc. Software
License Agreement that accompanies such software and upon payment by the end
user of the applicable license fees for such software.

2. Restrictions on use; reservation of rightsThe Software and user manuals are
protected under copyright laws. Bay Networks and/or its licensors retain all title
and ownership in both the Software and user manuals, including any revisions
made by Bay Networks or its licensors. The copyright notice must be reproduced
and included with any copy of any portion of the Software or user manuals.
Licensee may not modify, translate, decompile, disassemble, use for any
competitive analysis, reverse engineer, distribute, or create derivative works from
the Software or user manuals or any copy, in whole or in part. Except as expressly
provided in this Agreement, Licensee may not copy or transfer the Software or
user manuals, in whole or in part. The Software and user manuals embody Bay
Networks’ and its licensors’ confidential and proprietary intellectual property.
Licensee shall not sublicense, assign, or otherwise disclose to any third party the
Software, or any information about the operation, design, performance, or
implementation of the Software and user manuals that is confidential to Bay
Networks and its licensors; however, Licensee may grant permission to its
consultants, subcontractors, and agents to use the Software at Licensee’s facility,
provided they have agreed to use the Software only in accordance with the terms of
this license.

3. Limited warranty. Bay Networks warrants each item of Software, as delivered
by Bay Networks and properly installed and operated on Bay Networks hardware
or other equipment it is originally licensed for, to function substantially as
described in its accompanying user manual during its warranty period, which
begins on the date Software is first shipped to Licensee. If any item of Software
fails to so function during its warranty period, as the sole remedy Bay Networks
will at its discretion provide a suitable fix, patch, or workaround for the problem
that may be included in a future Software release. Bay Networks further warrants
to Licensee that the media on which the Software is provided will be free from
defects in materials and workmanship under normal use for a period of 90 days
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from the date Software is first shipped to Licensee. Bay Networks will replace
defective media at no charge if it is returned to Bay Networks during the warranty
period along with proof of the date of shipment. This warranty does not apply if
the media has been damaged as a result of accident, misuse, or abuse. The Licensee
assumes all responsibility for selection of the Software to achieve Licensee’s
intended results and for the installation, use, and results obtained from the
Software. Bay Networks does not warrant a) that the functions contained in the
software will meet the Licensee’s requirements, b) that the Software will operate in
the hardware or software combinations that the Licensee may select, c¢) that the
operation of the Software will be uninterrupted or error free, or d) that all defects
in the operation of the Software will be corrected. Bay Networks is not obligated to
remedy any Software defect that cannot be reproduced with the latest Software
release. These warranties do not apply to the Software if it has been (i) altered,
except by Bay Networks or in accordance with its instructions; (ii) used in
conjunction with another vendor’s product, resulting in the defect; or (iii) damaged
by improper environment, abuse, misuse, accident, or negligence. THE
FOREGOING WARRANTIES AND LIMITATIONS ARE EXCLUSIVE

REMEDIES AND ARE IN LIEU OF ALL OTHER WARRANTIES EXPRESS

OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Licensee is responsible for the security of its own data and information and for
maintaining adequate procedures apart from the Software to reconstruct lost or
altered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL BAY NETWORKS OR ITS
LICENSORS BE LIABLE FOR ANY COST OF SUBSTITUTE
PROCUREMENT; SPECIAL, INDIRECT, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES; OR ANY DAMAGES RESULTING FROM
INACCURATE OR LOST DATA OR LOSS OF USE OR PROFITS ARISING
OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE
SOFTWARE, EVEN IF BAY NETWORKS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL THE LIABILITY
OF BAY NETWORKS RELATING TO THE SOFTWARE OR THIS
AGREEMENT EXCEED THE PRICE PAID TO BAY NETWORKS FOR THE
SOFTWARE LICENSE.

5. Government LicenseesThis provision applies to all Software and

documentation acquired directly or indirectly by or on behalf of the United States
Government. The Software and documentation are commercial products, licensed
on the open market at market prices, and were developed entirely at private
expense and without the use of any U.S. Government funds. The license to the U.S.
Government is granted only with restricted rights, and use, duplication, or
disclosure by the U.S. Government is subject to the restrictions set forth in
subparagraph (c)(1) of the Commercial Computer Software—Restricted Rights
clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rights in Technical Data and
Computer Software clause of DFARS 252.227-7013, for agencies of the
Department of Defense or their successors, whichever is applicable.

6. Use of Software in the European CommunityThis provision applies to all
Software acquired for use within the European Community. If Licensee uses the
Software within a country in the European Community, the Software Directive
enacted by the Council of European Communities Directive dated 14 May, 1991,
will apply to the examination of the Software to facilitate interoperability. Licensee
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agrees to notify Bay Networks of any such intended examination of the Software
and may procure support and assistance from Bay Networks.

7. Term and termination. This license is effective until terminated; however, all

of the restrictions with respect to Bay Networks’ copyright in the Software and
user manuals will cease being effective at the date of expiration of the Bay
Networks copyright; those restrictions relating to use and disclosure of Bay
Networks’ confidential information shall continue in effect. Licensee may
terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon
termination for any reason, Licensee will immediately destroy or return to Bay
Networks the Software, user manuals, and all copies. Bay Networks is not liable to
Licensee for damages in any form solely by reason of the termination of this
license.

8. Export and Re-export.Licensee agrees not to export, directly or indirectly, the
Software or related technical data or information without first obtaining any
required export licenses or other governmental approvals. Without limiting the
foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees
that it will not, without first obtaining all export licenses and approvals required by
the U.S. Government: (i) export, re-export, transfer, or divert any such Software or
technical data, or any direct product thereof, to any country to which such exports
or re-exports are restricted or embargoed under United States export control laws
and regulations, or to any national or resident of such restricted or embargoed
countries; or (ii) provide the Software or related technical data or information to
any military end user or for any military end use, including the design,
development, or production of any chemical, nuclear, or biological weapons.

9. General.If any provision of this Agreement is held to be invalid or
unenforceable by a court of competent jurisdiction, the remainder of the provisions
of this Agreement shall remain in full force and effect. This Agreement will be
governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Bay Networks,
Inc., 4401 Great America Parkway, P.O. Box 58185, Santa Clara, California
95054-8185.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS
AGREEMENT, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS
TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN
BAY NETWORKS AND LICENSEE, WHICH SUPERSEDES ALL PRIOR
ORAL AND WRITTEN AGREEMENTS AND COMMUNICATIONS
BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF
THIS AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE
ENFORCEABLE AGAINST BAY NETWORKS UNLESS BAY NETWORKS
GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN EXPRESS
WAIVER OF THE TERMS OF THIS AGREEMENT.
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About This Guide

If you are responsible for configuring and/or managing RADIUS security
on any of the following platforms, you need to read this guide.

* Remote Annex 2000
* Remote Annex 4000
* Remote Annex 6100
* Remote Annex 6300
* Model 5399 Remote Access Concentrator (RAC)
* Model 8000 RAC
For the sake of brevity, this document usually refers to all of the above

as RACs.

For information on Go to
RADIUS Authentication attributes page 2
RADIUS Accounting attributes page 27
Bay Networks vendor-specific attributes page 34

Before You Begin

Before using this document, you must complete the following procedures.
For a new RAC or Annex:

* Install the hardware and boot the unit, as described in the
appropriate hardware installation manual (for example, for the
Model 8000 RAC, this is the Bay Networks publication
Installing the Model 8000 Remote Access Concenirator

* Install the software.
» Make sure that the unit is operational.
* Have a RADIUS server available on your network.

« Change any of the default RADIUS parameter values that are
not appropriate for your environment.
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About This Guide

Also, itis recommended that you configure the basic software aspects of
your RAC or Annex system before you enable any kind of security,
including RADIUS.

Conventions

Xii

specialtype In examples, special type indicates system output.
special type Bold special type indicates user input.
<cr> In command examples, this notation indicates that

pressing th&eturn key enters the default value.

lowercase bold Lowercase bold indicates commands, pathnames, or
filenames that must be entered as displayed.

lowercase italics In the context of commands and command syntax,
lowercase italics indicate variables for which the user
supplies a value.

[] In command dialogue, square brackets indicate
default values. Pressing tReturn key selects this
value. Square brackets appearing in command syntax
indicate optional arguments.

{} Incommand syntax, braces indicate that one, and only
one, of the enclosed valusaistbe entered.
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| In command syntax, a vertical line (|) separates the
different options available for a parameter.

CTRL-X This notation indicates a two-character sequence for
control characters. To enter the control character,
hold down theControl key (often labeledTRL) and
press the character specifiedy

Notes provide important information.

Warnings inform you about conditions
that can have adverse effects on

¢ 94

processing.
Cautions notify you about dangerous
conditions.
Acronyms

ACP Access Control Protocol

AUI Attachment Unit Interface

BFS Block File Server

BootP Bootstrap Protocol

BRI Basic Rate Interface

CAS Channel Associated Signalling

CCITT International Telegraph and Telephone Consultative

Committee (now ITU-T)

CSMA/CD Carrier Sense Multiple Access with Collision Detection

DLCMI Data Link Control Management Interface

erpcd expedited remote procedure call daemon

FTP File Transfer Protocol

GUI Graphical User Interface

P Internet Protocol
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Xiv

ISDN
ISO
ITU-T

LAN
MAC
MAU
MMP
MP
MDI-X
NBMA
Osl
PPP
PRI
RIP
RAC
RADIUS
SMDS
SNMP
TCP/IP
Telnet
TFTP
TPE
UDP
WAN

RADIUS Attributes Reference

Integrated Services Digital Network
International Organization for Standardization

International Telecommunications Union—
Telecommunications (formerly CCITT)

local area network

media access control

media access unit

Multisystem Multilink PPP

Multilink PPP

media-dependent interface with crossover

nonbroadcast multi-access

Open Systems Interconnection
Point-to-Point Protocol

Primary Rate ISDN

Routing Information Protocol

Bay Networks Remote Access Concentrator
Remote Authentication Dial In User Service
Switched Multimegabit Data Service
Simple Network Management Protocol
Transmission Control Protocol/Internet Protocol
Telecommunication Network

Trivial File Transfer Protocol

twisted-pair Ethernet

User Datagram Protocol

wide area network
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Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks

publications, order by part number from Bay Networks Preststhe
following numbers:

* Phone--U.S./Canada: 888-422-9773
e Phone--International; 510-490-4752
« FAX--U.S./Canada and International: 510-498-2609

The Bay Networks Press catalog is available on the World Wide Véetpport.baynetworks.com/Library/GenMi&ay Networks
publications are available on the World Wide Webugiport.baynetworks.com/Library/tpubs

Bay Networks Customer Service

You can purchase a support contract from your Bay Networks distributor
or authorized reseller, or directly from Bay Networks Services. For
information about, or to purchase a Bay Networks service contract, call
either your local Bay Networks field sales office or one of the following

numbers:
Region Telephone number Fax number
United States and 800-2LANWAN; then enter 508-916-3514
Canada Express Routing Code (ERC) 290

when prompted, to purchase or

renew a service contract

508-916-8880 (direct)
Europe 33-4-92-96-69-66 33-4-92-96-69-96
Asia/Pacific 61-2-9927-8888 61-2-9927-8899
Latin America 561-988-7661 561-988-7550

Information about customer service is also available on the World Wide Weppdrt.baynetworks.com
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How to Get Help

Xvi

If you purchased a service contract for your Bay Networks product from
a distributor or authorized reseller, contact the technical support staff for

that distributor or reseller for assistance.

If you purchased a Bay Networks service program, call one of the

following Bay Networks Technical Solutions Centers:

Technical Solutions Center

Telephone number

Fax number

Billerica, MA

800-2LANWAN

508-916-3514

Santa Clara, CA

800-2LANWAN

408-495-1188

Valbonne, France

33-4-92-96-69-68

33-4-92-96-69-98

Sydney, Australia

61-2-9927-8800

61-2-9927-8811

Tokyo, Japan

81-3-5402-0180

81-3-5402-0173
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RADIUS Attributes

RADIUS clients and servers use attributes to exchange authentication,
authorization, and accounting information. The RAC supports most of
the attributes defined in IETF RFCs 2138 and 2139, as well as a number
of Bay Networks vendor-specific attributes (VSAs) and vendor-specific
enumerations of attributes (VSES).

This document lists all the RADIUS attributes in numerical order,
indicating which attributes the RAC supports and which it does not.
Supported attributes are described, with each description containing:

* A brief definition
» Usage information

* Anindication of whether or not multiple instances of the
attribute are allowed in the same packet

» Dependencies (if appropriate)
In the descriptions that follow:

» Attribute numbers are enclosed in parentheses, for example,
Service-Type (6)

* Enumeration numbers are enclosed in square brackets, for
exampleLogin [1].

To use RADIUS, you must set the RA@Gth_protocol
{y parameter toadius, which is not the default.

Onceauth_protocol is set taradius, all RADIUS attribute and
enumeration values supersede RAC configuration parameter
values as well as values established in the ACP and
configuration files, except for the value set by the
address_originparameter. This parameter setting determines
how addresses are assigned to local and remote peers.

For information on RAC configuration parameters, see the
Remote Access Concentrator Software Refer@nd®anaging
Remote Access Concentrators Using Command Line Interfaces
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RADIUS Authentication Attributes

User-Name (1)

Specifies the name of the user attempting access.
Usage:This is a string of 1 through 253 ASCII-printable characters.
Multiple Instances Allowed: No.

DependenciesMust be present iAccess-Requespackets.

User-Password (2)

Specifies either the password of the user attempting access or the
password entered by the user in response ficaass-ChallengeThe
password is encrypted when transmitted to the RADIUS server.

Usage:This can be a fixed password (such as a PAP password) or a one-
time password (such as a SecurlD password). It is a string of 1 through
128 characters.

Multiple Instances Allowed: No.

DependenciesUsed inAccess-Requegbackets only. Must be present
if CHAP-Password (3)is not.
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CHAP-Password (3)

Specifies the PPP CHAP user’s response to the challenge. It is encrypted
when transmitted to the RADIUS server.

Multiple Instances Allowed: No.
DependenciesUsed inAccess-Requegbackets only. Must be present

if User-Password (2)s not.

NAS-IP-Address (4)

Specifies the RAC’s IP address as a form of identification.

Usage:This attribute cannot be used by the server to look up the RADIUS
secret; the IP header must be used for that purpose.

Multiple Instances Allowed: No.

DependenciesRequired iMccess-RequesandAccounting-Request
packets.

RADIUS Attributes Reference 3



RADIUS Attributes

NAS-Port (5)

Indicates the number of the port to which the user is connected.

Usage:The representation of this number depends on the value of the
radius_port_encodingconfiguration parameter (as setn&oradmin).

If radius_port_encodingis set todevice(the default), the port number
for physical connections is a number from 1 through the total number of
possible RAC ports of a given type, as definedNiys-Port-Type (61)

If NAS-Port-Type (61)= Virtual [5] , NAS-Port (5) indicates the RAC
virtual port number, which is represented as follows:

Port Number Virtual Device Type
20004port_index VCLI and FTP
3000+port_index Dialout
40004port_index Ethernet (en0)
5000+port_index VPN (for MMP links)
6000+port_index MP bundles

For example, if two users are connected via FTP at the same time, the
port number of the first user to connect is 2001, and the port number of
the second user is 2002.
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If radius_port_encodingis set tachannel the port number for physical
ports is a five-digit decimal value of the fotmwcg where:

* tis the type of device: 1 for digital, 2 for analog
 wwis the number of the WAN interface: 01 or 02

e ccis the channel

For example, the first ISDN channel used on WAN 2 would be reported
as 10201.

If radius_port_encodingis set tachanneland theNAS-Port-Type (61)
is Virtual [5] , the port number is represented as:

Port Number Virtual Device Type
200+port_index VCLI and FTP
300+port_index Dialout
400+port_index Ethernet (en0)
500+port_index VPN (for MMP links)
600+port_index MP bundle

Multiple Instances Allowed: No.

DependenciestUsed only ilAccess-RequesindAccounting-Request
packets.
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Service-Type (6)
Specifies the type of service permitted for the user.

Usage:Can be used in botkccess-RequestndAccess-Acceppackets.

The RAC sends afdiccess-Requegbacket indicating the type of service

by which the user has connected to the RAC. If the server does not return
the same service type, the RAC rejects the user. (If no service type is
returned from the server, the RAC allows the user any type of access.)

* Login[1] - The user is connected to a host via a terminal service
protocol.

» Framed [2] - The user is connected via a framed protocol, such
as PPP. If the protocol in use matches the protocol specified, the
RAC starts a framed protocol session. Framed protocol users are
permitted asynchronous CLI access to the RAC. They are
prompted for login information and converted to the specified
protocol service after authentication.

» Callback-Login [3] - The user is disconnected and dialed back,
then connected to a host via a terminal-service protocol.

» Callback-Framed [4] - The same aSramed [2], except that
the RAC terminates the connection and calls the user back
before starting a framed protocol session.

» Outbound [5] - A Telnet user is granted access to an outgoing
serial device, such as a port server. Either the user has connected
to RAC TCP port number 5000;wheren is the desired port,
or the user has supplied a port number in response to a prompt.

« Administrative [6] - The user is granted FTP and superuser CLI
access to the RAC.

*« NAS-Prompt [7] - The user is granted CLI access to the RAC.
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Authenticate-Only [8] - The user is authenticated and the
current service is authorized automatically without requiring a
server request or response. Typically, this is for internal use by
proxy clients and servers and is not coded in a user database.

Callback-NAS-Prompt [9] - The same aNAS-Prompt [7],
but the user is dialed back before being granted CLI access.

Multiple Instances Allowed: No.

Dependencies:

TheFramed [2] service type allows the user to connect either to
a given framed protocol or to the CLI. After authorization, the
RAC converts the CLI session to a SLIP, PPP, or ARAP session.

Service typesogin [1] andNAS-Prompt [7] require that the
user has not connected via a framed protocol (such as PPP).

If the service type ikogin [1] and aLogin-Service (15)has not
been specified, the user is placed at the CLI.

If the service type ikogin [1] and aLogin-Service (15)has

been specified, but noogin-IP-Host (14) or Login-LAT-

Node (35)has been specified, the user is prompted for a target
host.

Table 1shows the relationship between the author&edice-Type (6)
and the current connection type.
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Table 1. RAC Action by Connection Type/Service Type

Connection Type

Service Type CLI VCLI PPP SLIP |ARAP |Telnet |FTP
to Port
Unspecified accept |accept |accept | accept|accept |accept |reject
Framed convert [reject |match | match |match |reject |reject
Login accept |accept |reject |reject |reject |reject |reject
NAS-Prompt accept |accept |reject |reject |reject |reject |reject
Outbound reject |reject |reject |reject |reject |accept |reject
Administrative accept |accept |reject |reject |reject |reject |accept
Authenticate- accept |accept |accept|accept|accept |accept |reject
Only
Callback-Login |accept |accept |reject |reject |reject |reject |reject
Callback-NAS- |accept |accept |reject |reject |reject |reject |reject
Prompt
Callback-Framed|convert |convert |accept |accept |accept reject |reject

% The RAC does not support authentication for ARAP.
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Framed-Protocol (7)

Specifies the link-level protocol type permitted for the user.

Usage:Supported values are:

* PPP - The user accessing the RAC can use PPP or MP. If any
other type of framing is in use, the call is rejected.

« SLIP
« ARAP

Unsupported values are: Gandalf SL/MLP, IPX/SLIP

When the user is already running a framed protocol (tHa¢isjce-Type

(6) is Framed [2]), the RAC sends thHeramed-Protocol attribute value

in theAccess-Requeds a hint to the RADIUS server. The server returns
the authorized framed service in thecess-Responséf the returned
value does not match the protocol in use, the RAC rejects the user.

When the user is running a framed protocol and the server does not return
the Framed-Protocol attribute, the RAC allows the use of any framed
protocol. However, if this attribute is not returned when the user is
connectedto the CLI ai®krvice-Type (6)sFramed [2], the RAC leaves

the user at the CLI. The user can then run SLIP, PPP, or ARAP by issuing
the CLI commandlip, ppp, orarap.

Multiple Instances Allowed: No.

DependenciesThis attribute is used only in conjunction witBervice-
Type (6) of Framed [2].
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Framed-IP-Address (8)

Specifies the IP address to be assigned to the remote user.
Usage:Used in bothAccess-RequesandAccess-Acceppackets.

If the RAC configuration parametexddress_originis set toauth_server

and the RADIUS server specifieF@mmed-IP-Address (8)in theAccess-
Acceptpacket, the RAG@seshatframed address as the IP network address
of the remote user.

If the server does not returrFaamed-1P-Address (8)attribute, or if
address_originis set tdocal, the RAC uses the IP address specified by
the RACremote_addressconfiguration parameter. For information
aboutremote_addressandaddress_origin see thdRemote Access
Concentrator Software Referenmethe Remote Annex Administrator's
Guide for the platform you are using

RADIUS defines two special values fleramed-IP-Address(8):

e 255.255.255.255, which indicates that the RAC allows the
remote user to negotiate the address.

o 255.255.255.254, which indicates that the RAC uses DHCP to
assign an address for this user. If the server returns
255.255.255.254, the RAC uses DHCP, if DHCP is supported
and configured (selanaging the Remote Access Concentrator
Using Command Line Interface®therwise, the RAC uses the
value of theeemote_addressconfiguration parameter.

Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for framed IP
connections. The RAC ignores it for other connection types.
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Framed-IP-Netmask (9)

Specifies the IP subnet mask of the remote user’s subnet.

Usage:If included in anAccess-Acceppacket, this attribute specifies

the IP subnet mask of the remote connection. This attribute is used only
when the remote system is a router. The mask indicates what packets are
to be forwarded to the remote subnet. Note that the RAC will still establish
an interface route to the user whether or not this attribute is specified.

Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for framed IP
connections. The RAC ignores it for other connection types.

Framed-Routing (10)

Specifies the routing method that the RAC uses for a framed IP
connection.

Usage:

* None [0]- The RAC neither sends nor listens for routing
packets.

» Send [1]- The RAC sends routing packets but does not listen for
them.

» Listen [2] - The RAC listens for routing packets but does not
send them. This is the RADIUS default.

* Send-And-Listen [3]- The RAC sends and listens for routing
packets.

The RAC default is none of the above. In general, the RAC only routes
across a link to a different subnet. The precise default behavior is
described itManaging the Remote Access Concentrator Using Command
Line Interfaceor the Remote Annex Administrator’'s Guide for the
platform you are using
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Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for framed IP
connections. The RAC ignores it for other connection types.

Filter-1d (11)
Identifies a filter list to be applied to the user’s session.

Usage:The value of this attribute is the name of a filter list. It is sent in
anAccess-Acceppacket. Upon receiving this attribute, the RAC issues
a newAccess-Requestising the value of the returnédter-1d (11)
attribute forUser-Name (2)and the special value "Filter-1d8r User-
Password (2) The RAC then waits for aiccess-Accepthat contains
the actual list of filters to be used. The filter list is a seriesnofex-

Filter (VSA Bay Networks 28) attributes, each of which is a filter.

In creating filters, the server must follow the rules defined fofiltee
keyword in the RAC’sacp_userinfofile. SeeManaging the Remote
Access Concentrator Using Command Line Interfaces

Multiple Instances Allowed: No.

DependenciesOnly IP packets are filtered.
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Framed-MTU (12)

Specifies the maximum transmission unit size (packet size) to use for the
connection between the RAC and the remote peer.

Usage:Supported for SLIP and PPP, but not for ARAP. For PPP, the value
of this attribute is used only if no MTU is specified by the peer.

Framed-MTU (12) must be at least 576 bytes for IPX traffic and 599
bytes for AppleTalk traffic.

Multiple Instances Allowed: No.
DependenciesOverridden for PPP if the RAC receives an Midlue

from the remote peer.

Framed-Compression (13)

Specifies the type of compression (if any) to be used on the connection.

Usage:The RAC supports values None [0]andVJ TCP/IP [1]. The
default isNone [0]

Multiple Instances Allowed: Yes.

DependenciesThe value of this attribute supersedes the value of the
RAC port parameterdo_compressiorandallow_compression Both
parameters are treated¥ad VJ TCP/IP [1] is specified an®l if None

[0] is specified.
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Login-IP-Host (14)

Specifies the IP address of the host to which the user is to connect
automatically.

Usage:This attribute is meaningful only whémgin-Service (5)is
Telnet [1] or Rlogin [2]. Otherwise, the RAC ignores it.

The RAC handles this attribute as follows:

» If the attribute is specified whe®ervice-Type(6) is Login and
Login-Service (15)is Telnet or Rlogin, a terminal service
connection is started for the user immediately after login.

« If the attribute is not specified forlabgin Service(5) user, the
RAC displays the CLI prompt.

e If the value of the attribute 855.255.255.25%he user is
allowed to select an IP address. The RAC prompts the user for
this address and then issues the appropriate CLI command.

» If the value of the attribute B or omitted, the RAC uses the
value of the port parametdedicated_arguments

Multiple Instances Allowed: No.

DependenciesThe session is terminated upon logout.
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Login-Service (15)
Specifies the terminal service protocol used for a login connection.

Usage:This attribute is used only wh&ervice-Type (6)is Login [1].
Terminal service to the specified host is started immediately after the user
dials in.

Valid values are:

* Telnet [0]
* Rlogin [1]
* LAT[4]

If Service-Type (6)is Login [1] and this attribute is omitted, the RAC
places the user at the CLI.

Multiple Instances Allowed: No.

DependenciesThe RAC ignores this attribute $ervice-Type (6)is
anything other thahogin [1]. The attribute value is handled as follows:

e If the value isTelnet [0] or Rlogin [1], theLogin-IP-Host (14)
attribute must be specified. If it is not, the RAC prompts the user
for a target host.

» If the value id.AT [4], theLogin-LAT-Node (35) attribute
must be specified. If it is not, the RAC prompts the user for a
target host.
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Login-TCP-Port (16)
Specifies the TCP port number for a terminal services connection.

Usage:This optional attribute is used Access-Acceppackets when
theLogin-Service (15)attribute isTelnet [0] or Rlogin [01]. The attribute
value specifies the number of a TCP port on the target host. The default
is port 23 for Telnet and 513 for Rlogin.

Multiple Instances Allowed: No.

DependenciesThe RAC ignores this attribute for connection types other
than Telnet or Rlogin.

Unassigned (17)

RADIUS has not assigned Attribute 17.

Reply-Message (18)
Contains the text of a prompt or a message.

Usage:
* In Access-Acceppackets, this message is displayed to a
terminal service user after login and authentication.

* In Access-Rejecimessages, this is an error message that is
displayed to the user.

* In an exchange dkccess-Challengeand user responses, this
message is a follow-up prompt for the user.
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Multiple Instances Allowed: Yes; all instances are concatenated.
Messages are displayed in the order in which they appear in the packet.

DependenciesOn some vendor’s systems, this text overrides default
error or termination messages.

Callback-Number (19)

Specifies a telephone number at which the RAC is to call the user back.

Usage:This attribute is used only wh&ervice Type (6)is Callback-
Login [3] or Callback-Framed [4]. If specified, this attribute indicates
the number for the RAC to dial. If the attribute is omitted, the RAC
prompts the user for the telephone number.

Multiple Instances Allowed: No.
DependenciesThe RAC ignores this attribute for connection types other

than callback.

Callback-1d (20)

Specifies the name of a location to be called back.

Usage:The RAC does not support this attribute. Instead, it supports
Callback-Number (19).

Multiple Instances Allowed: No.

DependenciesThe RAC ignores this attribute for connection types other
than callback.
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Unassigned (21)

RADIUS has not assigned Attribute 21.

Framed-Route (22)

Specifies a static IP route to be added to the RAC routing table. This route
applies only to IFFramed [3] or Callback-Framed [4] services, and
exists only for the duration of the RADIUS session.

Usage:The route specification should use the format:
dest[mask gatewaymetric

The arguments are:

« destis the IP address, in dotted decimal notation, of the
destination.

« (optional)maskspecifies the subnet mask for the destination
address. Enter this as the number of 1 bits in the subnet mask,
from left to right. For example, /24 indicates a subnet mask of
255.255.255.0.

+ gatewayis the IP address, in dotted decimal notation, of the
gateway the RAC uses as the next hop to the destination. If
0.0.0.0 is specified fagatewaythe RAC uses the remote user’s
IP address as the gateway address.

* metricis one or more decimal metrics separated by spaces. The
RAC ignores all but the first of these.

Multiple Instances Allowed: No.

DependenciesThe RAC ignores this attribute for connection types other
than framed IP.
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Framed-IPX-Network (23)

Specifies the decimal value of the IPX network number of the remote user.

Usage:This attribute is used only forService Type (6)of Framed [2]
or [4] and a protocol type of PPP or IPX.

Multiple Instances Allowed: No.
DependenciesThe RAC ignores this attribute for connection types other

than those listed iblsage

State (24)

Specifies internal state information about the RADIUS server.

Usage:This server sends this attribute inArcess-Challengeand the
RAC echoes it in the subsequéicess-Requespacket. The
information in the attribute depends on the server.

Multiple Instances Allowed: Yes.

Class (25)

Contains information from the authorization database to be used for
accounting purposes.

Usage:One or more of these attributes are sent lamess-Acceptrom

the server to the RAC, then held in the session and passed on in RADIUS
Accounting-Requestmessages for logging. The server can use this
attribute to pass on any sort of user information desired.

Multiple Instances Allowed: Yes.
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Vendor-Specific (26)

Provides Bay Networks attribute extensions that follow the RFC 2058
recommendations for vendor type encoding.

Usage:The fields in this attribute include a Bay Networks vendor ID of
1584, followed by a sequence of Bay Networks vendor-specific attributes.
The attributes supported are describeBay Networks Vendor-Specific
Attributeson page 34.

Multiple Instances Allowed: Yes.

Session-Timeout (27)

Specifies the number of seconds that the user can be dialed into the RAC
before the RAC terminates the session.

Usage:This optional attribute is used to restrict the duration of a user’s
session.

Multiple Instances Allowed: No.

DependenciesThis attribute applies to all types of RAC sessions.
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Idle-Timeout (28)

Specifies the number of continuous seconds of inactivity allowed in a
user session before the session is terminated.

Usage:This optional attribute prevents inactive sessions, left open
inadvertently or deliberately, from wasting a modem or port resource.

Multiple Instances Allowed: No.

DependenciesThis attribute applies to all types of RAC sessions.

Termination-Action (29)

Specifies the action that the RAC takes upon termination of a CLI session.

Usage:This optional attribute can be used in conjunction with other
attributes, such asnnex-CLI-Command (VSA Bay Networks 29) to
script the user’s session. The default terminates the entire user session.

Multiple Instances Allowed: No.

DependenciesFramed protocol sessions, including those originally
started at the CLI, are not affected by this attribute.
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Called-Station-Id (30)

Specifies the telephone number that the user called to gain access.

Usage:The RAC sends this information, when availabléAdcess-
RequestandAccounting-Requestpackets.

Multiple Instances Allowed: No.

DependenciesApplicable to digital service only.

Calling-Station-1d (31)
Specifies the telephone number from which the user called.

Usage:The RAC sends this information, when availabléAdatess-
RequestandAccounting-Requestpackets.

Multiple Instances Allowed: No.

DependenciesApplicable to digital service only.

NAS-Identifier (32)

Uniquely specifies the NAS.
Usage:Not supportedNAS-IP-Address [4]is used instead.
Multiple Instances Allowed: No.

DependenciesNone.
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Proxy-State (33)

This attribute is sent by a proxy server to another RADIUS server to
maintain the proxy’s status until &tcess-Acceppacket arrives.

Usage:lgnored; the RAC is not a proxy RADIUS server.
Multiple Instances Allowed: Yes.

DependenciesNone.

Login-LAT-Service (34)

Specifies the name of the LAT service to which the RAC connects the
user (via the CLtonnectcommand).

Usage:This attribute is used wherogin-Service (15)is LAT (4) to
restrict the user to a LAT service pool.

If Login-Service (15)is LAT (4) andLogin-LAT-Service (34) is not
specified, the RAC puts the user in CLI command mode.

Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for LATogin-Service
connections. The RAC ignores it for other connection types.

RADIUS Attributes Reference 23



RADIUS Attributes

24

Login-LAT-Node (35)

Specifies the LAT node to which the RAC connects the user. This attribute
allows the selection of a specific node when multiple nodes are
advertising the same service. Otherwise, the RAC requests the node with
the highest-rated service.

Usage:This optional attribute contains a hode name.
Multiple Instances Allowed: No.
DependenciesThis attribute is meaningful only for LAT Login-Service

connections. The RAC ignores it for other connection types.

Framed-AppleTalk-Link (37)

Indicates the AppleTalk Network number which should be used for the
link to another AppleTalk router.

Usage:Not supported.

Multiple Instances Allowed: No.

Framed-AppleTalk-Network (38)

Specifies the AppleTalk Network number to be probed in order to allocate
an AppleTalk node number.

Usage:Not supported.

Multiple Instances Allowed: No.
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Framed-Appletalk-Zone (39)

Specifies the default AppleTalk zone to be used.
Usage:Not supported.

Multiple Instances Allowed: No.

CHAP-Challenge (40)

Specifies the CHAP challenge sent by the RAC to the remote user.
Usage:Used inAccess-Requegbackets only.
Multiple Instances Allowed: No.

Dependencies16-byte challenges can be specified in the Request
Authenticator field instead of as an attribute.

NAS-Port-Type (41)

Specifies the hardware type of the RAC port to which the user is
connected.

Usage:The following values are supported:
* Async [0]
* Sync[1]
* ISDN Sync [2]
e ISDN Async V.120 [3]
* ISDN Async V.110 [4]
» Virtual [5] -- NAS-Port (5) further encodes the type of virtual
RAC port as described on page 4.

Multiple Instances Allowed: No.

RADIUS Attributes Reference 25



26

RADIUS Attributes

Port-Limit (42)

Specifies the maximum number of concurrent link sessions permitted for
a Multilink PPP user.

Usage:If this attribute is not specified, the maximum is one link.
Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for PPP Framed
connections. The RAC ignores it for other connection types.
Login-LAT-Port (43)

Specifies the LAT port to which a reverse LAT connection is to be made.
Usage:This optional attribute is used to further specify LAT connections.
Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful for LALogin-Service
connections only. The RAC ignores it for other connection types.
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RADIUS Accounting Attributes

Acct-Status-Type (40)

Specifies the event that triggered the accounting log.

Usage:The following events are logged:

Start [1] -- The user session started.
Stop [2] -- The user session stopped.
Call-Start [4] -- The user dialed in.
Call-Stop [5] -- The user hung up.

Accounting-On [7] -- The RAC began RADIUS accounting.
This occurs after the RAC is rebooted.

Accounting-Off [8] -- The RAC stopped RADIUS accounting.
This is recorded when the RAC reboots; it indicates that all
sessions have been terminated.

User-Reject [VSE Bay Networks 10389025} The user was
authenticated but not authorized to start a session.

Call-Reject [VSE Bay Networks 10389026]- The call was
rejected before user authentication.

IPCP-Start [VSE Bay Networks 103890273}- IPCP has come
up. The log contains the negotiated IP address.

IPXCP-Start [VSE Bay Networks 10389028}- IPXCP has
come up. The log contains the negotiated IPX address.

ATCP-Start [VSE Bay Networks 10389029}- ATCP has
come up. The log contains the AppleTalk address.
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Accounting-Restart [VSE Bay Networks 10389030} The
RAC administrator has enabled security after previously
disabling it (by using thenable_securityparameter and then
issuing thena or admin commandeset annex security.
Accounting-Shutoff [VSE Bay Networks 10389031} The
RAC administrator has disabled security after previously
enabling it (by using thenable_securityparameter and then
issuing thena or admin commandeset annex security.
Tunnel-Start [VSE Bay Networks 10389032}- A Layer 2 or
Layer 3 tunnel was established.

Tunnel-Stop [VSE Bay Networks 103890344 A Layer 2 or
Layer 3 tunnel was destroyed.

Tunnel-Reject [VSE Bay Networks 10389035} A Layer 2 or
Layer 3 tunnel failed peer authentication.

MP-Start [VSE Bay Networks 10389038}- A Multilink PPP
bundle was created.

MP-Stop [VSE Bay Networks 10389039} A Multilink PPP
bundle was destroyed.

Multiple Instances Allowed: No.
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Acct-Delay-Time (41)

Indicates the number of seconds that the RAC has been trying to log
this event.

Usage:When the RAC issues an accounting request for a particular event,
it subtracts the time at which the event occurred from the current time
and puts the result in thecct-Delay-Time attribute in the same
accounting request.

Multiple Instances Allowed: No.

DependenciesNone.

Acct-Input-Octets (42)

Indicates the number of input octets for the session.

Usage:Used only at the end of a session (that is, wAtet-Status-Type
(41) is Stop [2]).

Multiple Instances Allowed: No.

DependenciesAvailable only for physical or tunneled connections.

Acct-Output-Octets (43)

Indicates the number of output octets for this session.

Usage:Used at the end of a session (that is, whest-Status-Type (41)
is Stop [2]).

Multiple Instances Allowed: No.

DependenciesAvailable only for physical or tunneled connections.
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Acct-Session-ld (44)

Specifies a unique identifier for each session.

Usage:The RAC session identifier is an eight-digit uppercase
hexadecimal number. For the first session after a reboot, the first four
digits are randomly assigned, the next three digits are zeros, and the final
digitis 1. For each subsequent session, the RAC increments the previous
session identifier by 1.

Multiple Instances Allowed: No.

Acct-Authentic (45)

Indicates the user authentication method.

Usage:For RADIUS users, the method indicated is alwWR#®IUS [1].
Multiple Instances Allowed: No.

DependenciesThis is recorded in eadkccounting-Requestpacket

whenAcct-Status-Type (40)= Start [1].

Acct-Session-Time (46)

Indicates the duration of the user session.
Usage:Units are seconds.
Multiple Instances Allowed: No.

DependencieslUsed only at the end of a session (that is, what-
Status-Type (41)is Stop [2]).
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Acct-Input-Packets (47)

Indicates the number of input packets for the user session.
Multiple Instances Allowed: No.

DependenciesRecorded at the end of a session (that is, wuen-
Status-Type (41)is Stop [2]). Applies only to physical or tunneled
connections.

Acct-Output-Packets (48)

Indicates the number of output packets for the user session.
Multiple Instances Allowed: No.

DependenciesRecorded only at the end of a session (that is, wWhbetd
Status-Type (41)is Stop [2]). Applies only to physical or tunneled
connections.
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Acct-Terminate-Cause (49)

Specifies the reason for the RAC terminating the user session.

Usage:The reasons are:

User-Request [1] The user logged out.
Lost-Carrier [2] - A carrier loss occurred.

Idle-Timeout [4] - An inactivity timer timed out. This is set
using thedle-Timeout (28) attribute or one of the followinga
or admin configuration parametersli_inactivity,
inactivity_timer, ornet_inactivity.

Session-Timeout [5} The maximum connect time was
exceeded. Thea oradmin configuration parametenax_logon
defines this maximum.

Admin-Reset [6] - The administrator reset the connection by
using, for example, thea or admin reset portcommand.

Port-Error [8] - A port error, such as a failed dialin attempt or a
modem failure, occurred.

Callback [16] - The RAC terminated the session in order to dial
back the user and start a new session.

User-Error [17] - The user made an error entering input.

Multiple Instances Allowed: No.

DependenciesRecorded only at the end of a session (that is, whbetd
Status-Type (41)is Stop [2]).
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Acct-Multi-Session-Id (50)

Indicates a unique identifier for related sessions. All related sessions have
different uniqueAcct-Session-ld (44 )yalues but the same multisession
identifiers.

Usage:Used inAccounting-Requestmessages.
Multiple Instances Allowed: No.

DependenciesMeaningful only for MP connections.

Acct-Link-Count (51)

Indicates the current count of links for a multilink session.

Usage:This optional attribute can appear in gkgcounting-Request
message for a session with multiple links.

Multiple Instances Allowed: No.

DependenciesMeaningful only for MP connections.
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Bay Networks Vendor-Specific Attributes

The vendor ID used in the Bay Networks vendor-specific attribute (VSA)
header is 1584, as allocated to Bay Networks by the Internet Assigned
Numbers Authority. Bay Networks vendor-specific attributes 1 through
27 are reserved for the Nautica product line.

Annex-Filter (VSA Bay Networks 28)

Specifies an IP routing filter to be applied to this user’s session.

Usage:The filter attribute has the same format as that used fdittdre
keyword in theacp_userinfofile, except that thiiter andendkeywords

are omitted. For example, the following defines a filter that discards any
outbound IP packets destined for addiE33.245.4.33

output include dst_address 132.245.4.33 discard

For complete information on filter formats, $¢anaging Remote Access
Concentrators Using Command Line Interfaceshe Network
Administrator’s Guide that applies to the Remote Annex you are.using

Multiple Instances Allowed: Yes. Each filter must be specified in a
separate attribute.

DependenciesThis attribute is meaningful only for framed IP
connections. The RAC ignores it for other connection types.
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Annex-CLI-Command (VSA Bay Networks 29)

Specifies a CLI command that the RAC executes on behalf of the user
immediately after login. Multiple instances of the attribute allow the
specification of multiple commands. These commands can be used for
various purposes, including session restrictions, host logins, and protocol
links.

Usage:This attribute is optional in theccess-Acceppacket; if present,
it contains the full CLI command name.

Commands are executed in the order received. Each command must be
in a separate RADIUS attribute. If the RAC detects an error, the error is
syslogged, the remaining commands are ignored, and the session is
terminated.

Multiple Instances Allowed: Yes. Each attribute is treated as a separate
CLI command.

DependenciesThis attribute applies tBervice-TypeNAS-Prompt [7]

(CLI) sessions only.

Annex-CLI-Filter (VSA Bay Networks 30)

Specifies a CLI command that the RAC does not allow the user to execute.
Multiple instances of the attribute permit the specification of multiple
commands.

Usage:This attribute is optional in th&ccess-Acceppacket; if present,
it contains the full CLI command name.

Multiple Instances Allowed: Yes. Each attribute is treated as a separate
CLI command.

DependenciesThis attribute applies tBervice-TypeNAS-Prompt [7]
(CLI) sessions only.
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Annex-Host-Restrict (VSA Bay Networks 31)

Specifies a host that the CLI user is restricted from accessing.

Usage:This optional attribute specifies a host and a transport-level port
to which the user is denied access. By default, access is unrestricted.

More than one attribute can be specified. These attributes, along with
Annex-Host-Allow (VSA Bay Networks 32)attributes, are processed

in the order in which they appear, on a first-match basis. The format of
the attribute is as follows:

» The first string of characters specifies the dotted decimal IP
address of the host whose access is to be restricted. A zero in
one address component matches any value; for example,
132.254.9.0natches any host on subBet

* One space must separate the host address and the port numbers
(if any).

* The subsequent characters specify the TCP or UDP ports on the
host to which access is to be restricted. Use commas to specify
multiple ports, and a dash to specify a port range. The following
example specifies ports 17 through 23, port 30, and ports 45
through 50:
17-23,30,45-50
If no ports are specified, access to all ports is denied.

Multiple Instances Allowed: Yes. Each attribute specifies a separate host
to which access is restricted.

DependenciesThis attribute applies to Service-TyNAS-Prompt [7]
(CLI) sessions only.
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Annex-Host-Allow (VSA Bay Networks 32)

Specifies a host to which the CLI user is allowed access.

Usage:This optional attribute specifies a host and a transport-level port
to which the user is allowed access. Since the default is to allow access
to all hosts, this attribute is meaningful only when used in conjunction
with the Annex-Host-Restrict (VSA Bay Networks 31 attribute.

More than one attribute may be specified, in which case these attributes,
along withAnnex-Host-Allow (VSA Bay Networks 32)attributes, are
processed in the order in which they appear, on a first-match basis. The
format for this attribute is the same as thatfonex-Host-Restrict

(VSA Bay Networks 31)

Multiple Instances Allowed: Yes. Each attribute is treated as a separate
host and port specification.

DependenciesThis attribute applies tBervice-Type (6)NAS-Prompt
[7] or Login [1].

Annex-Product-Name (VSA Bay Networks 33)

Identifies the type of RAC or Remote Annex in use.

Usage:Contains one of the following product names: RA2000, RA4000,
RA6100, RA6300, 5390, 5391, 5399, or 8000.

Multiple Instances Allowed: No.

DependenciesAlways included inPAccess-RequesandAccounting-
Requestpackets.
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Annex-SW-Version (VSA Bay Networks 34)

Indicates the RAC software version.
Usage:This attribute contains a character string, such as "R14.0."
Multiple Instances Allowed: No.

DependenciesAlways included imPAccess-RequesandAccounting-
Requestpackets

Annex-Local-IP-Address (VSA Bay Networks 35)

Specifies the IP address of the local port.

Usage:If the configuration parametaddress_originis auth_server
and this attribute is specified in Agcess-Acceppacket, the RAC uses
the attribute value as the IP network address of the local RAC port
(interface). If the attribute is not specified, caddress_originislocal,
the IP address defaults to the value specified byaha admin port
parametefocal_address

RADIUS defines two special values for this attribute:

o 255.255.255.255, which indicates that the RAC allows the
remote peer to negotiate the address.

» 255.255.255.254, which indicates that the RAC uses DHCP to
assign the address. If DHCP is not supported or configured, the
RAC uses the value of thecal _addressport parameter.

Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only for framed IP
connections. The RAC ignores it for other connection types.
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Annex-Tunnel-Type (VSA Bay Networks 36)

Indicates to the RAC the type of tunnel to be started.
Usage:Supported values at@TP [3] andBay DVS [4].

This attribute is required iAccess-Acceppackets to inform the RAC
that tunnel service is to be initiated.

Multiple Instances Allowed: No.
DependenciesThis attribute is meaningful only for tunneled

applications.

Annex-Tunnel-Medium-Type
(VSA Bay Networks 37)

Indicates to the RAC the medium over which a tunneling protocol is to
run.

Usage:The RAC supports the valui [1].
Multiple Instances Allowed: No.

DependenciesThis attribute is used to define the type of address that is
used in theAnnex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
andAnnex-Tunnel-Server-Endpoint (VSA Bay Networks 39)

attributes.
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Annex-Tunnel-Client-Endpoint
(VSA Bay Networks 38)

Specifies the IP address of the RAC that is on the client side of a network
tunnel.

Usage:This is a string attribute specifying the IP address in dotted
decimal notation.

Multiple Instances Allowed: No.

Annex-Tunnel-Server-Endpoint
(VSA Bay Networks 39)

Specifies the address of the server side of a network tunnel.

Usage:This is a string attribute with the following format:
n.n.n.nport-type DCLI

The arguments are:

* n.n.n.nis the IP address of the server in dotted decimal notation.

» port-type(optional) is the type of connection. Valid values,
which must be preceded by a space namee s, ppp, andfr.

» :DCLI (optional) is the circuit identifier for frame relay circuits.
It must be specified as a hexadecimal ASCII string, preceded by
a colon (2).

Multiple Instances Allowed: No.

DependenciesThe format of this attribute depends upon the value of
the Annex-Tunnel-Medium-Type (VSA Bay Networks 37)attribute.
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Annex-Tunnel-Id (VSA Bay Networks 40)

Specifies a tunnel identifier that is unique to the client-server tunnel pair.

Usage:This is a character string. It can be used wittAitveex-Tunnel-
Type (VSA Bay Networks 36) Annex-Tunnel-Medium-Type (VSA
Bay Networks 37) Annex-Tunnel-Client-Endpoint (VSA Bay
Networks 38) andAnnex-Tunnel-Server-Endpoint (VSA Bay
Networks 39)attributes to specify a tunnel uniquely.

Multiple Instances Allowed: No.

DependenciesThe format of this attribute depends upon the value of
the Annex-Tunnel-Type (VSA Bay Networks 36attribute. FOL2TP
[3], this is the 16-bit Tunnel ID.

Annex-Tunnel-Connection-Ild
(VSA Bay Networks 41)

Specifies a tunnel connection identifier that is unique among all
connections in that tunnel.

Usage:This is a character string. It can be used withAtieex-Tunnel-
Type (VSA Bay Networks 36) Annex-Tunnel-Medium-Type (VSA
Bay Networks 37) Annex-Tunnel-Client-Endpoint (VSA Bay
Networks 38) Annex-Tunnel-Server-Endpoint (VSA Bay Networks
39), andAnnex-Tunnel-l1d (VSA Bay Networks 40)attributes to specify
a tunnel uniquely.

Multiple Instances Allowed: No.

DependenciesThe format of this attribute depends upon the value of
the Annex-Tunnel-Type (VSA Bay Networks 36attribute. FOL2TP
[3], this is the 16-bit Tunnel ID.
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Annex-Callback-Port-List (VSA Bay Networks 42)

Specifies the asynchronous ports from which the RAC can dial back
the user.

Usage:This is a bit mask for asynchronous ports. Each bit corresponds
to a port; for example, the fortieth bit is for port 40.

Multiple Instances Allowed: No.

DependenciesThis attribute is meaningful only wh&ervice-Type (6)

is Callback-Login [3], Callback-Framed [4], or Callback-NAS-

Prompt [9]. The attribute is primarily useful for Remote Annex Models
2000, 4000, and 6100, on which there are numbered

physical ports.

RADIUS Attributes Reference



	RADIUS Attributes Reference
	Copyright © 1997 Bay Networks, Inc.
	Trademarks
	Restricted Rights Legend
	Statement of Conditions
	Bay Networks, Inc. Software License Agreement
	Revision Level History
	Revision
	Description
	Contents
	About This Guide

	For information on
	Go to

	Before You Begin
	Conventions
	Acronyms
	Ordering Bay Networks Publications
	Bay Networks Customer Service
	Region
	Telephone number
	Fax number

	How to Get Help
	Technical Solutions Center
	Telephone number
	Fax number
	RADIUS Attributes


	RADIUS Authentication Attributes
	User-Name (1)
	User-Password (2)
	CHAP-Password (3)
	NAS-IP-Address (4)
	NAS-Port (5)
	Port Number
	Virtual Device Type
	Port Number
	Virtual Device Type

	Service-Type (6)
	Table�1 . RAC Action by Connection Type/Service Ty...

	Connection Type
	Service Type
	CLI
	VCLI
	PPP
	SLIP
	ARAP
	Telnet to Port
	FTP
	Framed-Protocol (7)
	Framed-IP-Address (8)
	Framed-IP-Netmask (9)
	Framed-Routing (10)
	Filter-Id (11)
	Framed-MTU (12)
	Framed-Compression (13)
	Login-IP-Host (14)
	Login-Service (15)
	Login-TCP-Port (16)
	Unassigned (17)
	Reply-Message (18)
	Callback-Number (19)
	Callback-Id (20)
	Unassigned (21)
	Framed-Route (22)
	Framed-IPX-Network (23)
	State (24)
	Class (25)
	Vendor-Specific (26)
	Session-Timeout (27)
	Idle-Timeout (28)
	Termination-Action (29)
	Called-Station-Id (30)
	Calling-Station-Id (31)
	NAS-Identifier (32)
	Proxy-State (33)
	Login-LAT-Service (34)
	Login-LAT-Node (35)
	Framed-AppleTalk-Link (37)
	Framed-AppleTalk-Network (38)
	Framed-Appletalk-Zone (39)
	CHAP-Challenge (40)
	NAS-Port-Type (41)
	Port-Limit (42)
	Login-LAT-Port (43)


	RADIUS Accounting Attributes
	Acct-Status-Type (40)
	Acct-Delay-Time (41)
	Acct-Input-Octets (42)
	Acct-Output-Octets (43)
	Acct-Session-Id (44)
	Acct-Authentic (45)
	Acct-Session-Time (46)
	Acct-Input-Packets (47)
	Acct-Output-Packets (48)
	Acct-Terminate-Cause (49)
	Acct-Multi-Session-Id (50)
	Acct-Link-Count (51)

	Bay Networks Vendor-Specific Attributes
	Annex-Filter (VSA Bay Networks 28)
	Annex-CLI-Command (VSA Bay Networks 29)
	Annex-CLI-Filter (VSA Bay Networks 30)
	Annex-Host-Restrict (VSA Bay Networks 31)
	Annex-Host-Allow (VSA Bay Networks 32)
	Annex-Product-Name (VSA Bay Networks 33)
	Annex-SW-Version (VSA Bay Networks 34)
	Annex-Local-IP-Address (VSA Bay Networks 35)
	Annex-Tunnel-Type (VSA Bay Networks 36)
	Annex-Tunnel-Medium-Type (VSA Bay Networks 37)
	Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)...
	Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)...
	Annex-Tunnel-Id (VSA Bay Networks 40)
	Annex-Tunnel-Connection-Id (VSA Bay Networks 41)
	Annex-Callback-Port-List (VSA Bay Networks 42)


