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Before You Begin

You should be familiar with the following concepts and documentation:

· Microsoft Windows NT Server Concepts and Planning Guide.

· Microsoft Windows NT Server Installation Guide.

· Microsoft Windows NT Resource Kit, with focus on:

· Network Security and Administration: 
Windows NT Networking Guide, Volume 2, Chapter 4

· User Accounts Communication over Servers:  
Identification and Authentication: Windows NT Networking Guide, Volume 2, Chapter 4

A Review of Important Concepts

To discuss Windows NT domain implementation on a technical level, it is important to understand the interaction between accounts, servers, and domains.

The basic unit of security and centralized administration in Windows NT is the domain, which is a logical grouping of servers and workstations. A Windows NT network consists of one or more domains that can be contained at one site or span multiple sites. The minimum requirement for a domain is one server running Windows NT Server, which serves as the primary domain controller (PDC) and stores the master copy of the domain’s user and group database. A domain can also include other servers running Windows NT Server acting as BDCs, Windows NT Server computers serving as standard servers, LAN Manager 2.x servers, Windows NT Workstation clients, and other clients, such as those running Windows for Workgroups and MS-DOS.

The following concepts are summarized here for your convenience; other pertinent concepts are covered in other Windows NT Server materials.

· Accounts

· Groups

· Server Roles

· Domain Models

Accounts

Windows NT security requires users to be identified to the system. Therefore, each person who regularly uses the network must have a user account on a domain in the network. Guest access may be allowed for users without user accounts who need limited access to the network. User accounts are also subdivided into two types: global user accounts and local user accounts. Most or all user accounts you create will be global user accounts.

User Accounts To identify users to the system, an administrator creates user accounts by assigning user names to new user accounts. When this happens, Windows NT generates a security identifier (SID) for each new account. Each user account SID uniquely identifies the user, regardless of when or where the account was created. This information is stored in the Security Account Manager (SAM) database in the Windows NT Registry, and includes such data as:

· The user name that identifies an individual account. 

· The account’s password. 

· Groups that the account is a member of. 

· Initialization information, including home directory and logon script. 

· Restrictions on how the user can use the network. 

Each user account requires approximately 1K in the SAM. The database is located on the PDC for the domain or on a PDC in the master domain. The password information for the account is stored doubly encrypted for security purposes.

Regardless of the domain model selected, an administrator needs to define a user account only once. Windows NT Server allows a user to maintain a single user account to gain access to the domain, including other servers in the domain. If trust relationships are established, that single user account can also gain access to servers in other domains that trust the account domain.

On a regular basis, the user account database is replicated between the PDCs and all BDCs in the domain. The replication allows the logon process to be handled by the PDC or any BDC, which will increase throughput and help eliminate bottlenecks during the logon process.

Machine Accounts  When a workstation, server, or BDC is added to a domain, Windows NT generates an account for the machine name. The machine accounts serve various purposes, including linking BDCs with the PDC and pairing up the trusting and trusted domains. Each machine account requires approxi​mately 0.5K in the SAM.

Groups

To simplify administration of user accounts that have similar resource needs, the administrator can categorize the user accounts into groups, which makes granting access rights and resource permissions easier. Instead of performing many individual actions to grant certain rights or permissions, the administrator can perform a single action that gives a group that right or permission to all the present and future members of that group. Group accounts are also stored in the SAM. The size of a group account may vary, based on the number of user accounts associated with the group. A good rule of thumb is that each group account requires 4K in the SAM.

Windows NT Server provides built-in local groups, and the ability to create custom global groups. Adding a user to a predefined group provides the user with all the access rights and privileges of that group. Changing access rights is a simple task; changing the rights of the group automatically changes the rights of all group members. Administrators should use built-in groups whenever possible. (For a complete discussion of groups, see the Windows NT Server Concepts and Planning Guide, 
Chapter 3, “How Network Security Works.”) 

Local Groups  Local groups define permissions to resources only within the domain in which the local group exists. Hence, the term local defines the scope of the resource permissions granted to users within the group. Local groups may contain users and global groups from the local domain (but not other local groups). Local groups may also contain users and global groups from trusted domains. However, a local group can only be assigned permissions and rights in its home domain.

Not only are local groups an effective way of collectively assigning user rights and permissions for a set of users within the home domain, but they can be used to gather numerous global groups and users from other domains. This allows an administrator to change access to domain resources globally with a single modification to the local group permissions.

The best group strategy to implement in the multiple-master domain model: create local groups in the resource domains. Those local groups will hold the global groups from the account domains.

Global Groups  Global groups can be thought of as groups that can be utilized in other domains. Since they have no user rights associated with them, global groups are powerless until they are assigned to a local group or to a user right. Note that global groups defined in a domain can be "exported" to Windows NT Workstations in that domain. Windows NT Workstations support local groups and can, therefore, make use of global groups defined in either the Workstation’s own domain or from other domains.

A global group may only contain user accounts that are locally defined in the domain in which the global group exists. By using trust relationships, users within a global group can access resources outside of their locally defined domain. Global groups are quite suitable, therefore, for large, multi-domain networks. Global groups can provide an inclusive list of all user accounts within a domain that require a particular type of access to resources that exist within another domain. 

An administrator must create multiple global groups (in each master domain) to accommodate all the users in the network. It is a good idea to distribute the users among the master domains according to organization within the company rather than alphabetically.

· How Many User Accounts in a Domain?

Domain consists of user accounts, machine accounts, and group accounts, both built-in and custom. Each of these objects occupies space in the SAM file. The practical limit for the size of the SAM file depends on the type of computer processor and amount of memory available in the machine being used to administer the domain. Microsoft has successfully tested SAM files in excess of 40 MB and recommends 40 MB as the upper limit (larger SAM files may take several minutes to load into memory for administration purposes.) Different types of objects require different amounts of space in the SAM file. For example:

Object
Space Used

user account

1.0K

machine account

0.5K

group account

4.0K

For a single domain, here are some examples of how objects might be distributed: 


User Accounts
(1K per account)
Machine Accounts
(0.5K per account)
Group Accounts
(4K per account)
Total SAM size

1 workstation per user

2,00

2,000

30

3.12 MB

2 workstations per user

2,000

10,000

100

10.4 MB

2 users per workstation

10,000

5,000

150

13.1 MB

1 workstation per user

25,000

25,000

200

38.3 MB

1 workstation per user

26,000

26,000

250

40 MB

1 workstation per user

40,000

0

0

40 MB

Note that these numbers can be applied to domains that comprise a single master and multiple master domains.

Server Roles

In a client-server-networking environment, there are client workstations and servers that perform special tasks. The types of roles a server can fulfill under Windows NT Server are described in this section, which begins with the minimum requirements for a Windows NT Server domain.

a) Primary Domain Controller

The minimum requirement for a domain is one server running Windows NT Server, which acts as the PDC, and stores the master copy of the domain’s user and group SAM. A domain has only one PDC.

b) Backup Domain Controller

A domain may have any number of BDCs running Windows NT Server. While not required, one or more BDCs in a domain provide load balancing and fault tolerance. A BDC contains a copy of the domain’s or master domain’s SAM and can be used to authenticate user logons to help spread the load of logon request processing. The SAM is replicated to all the BDCs in the domain. If the PDC goes down, a BDC may be promoted to the PDC. The administrator should consider having as many BDCs as needed to process a high volume of logon activity at the desired performance levels. Each BDC can support up to 2,000 user accounts.

c) Servers (nondomain controllers)

Servers dedicated for other uses can also run Windows NT Server software, but function as neither a primary nor backup domain controller. These servers can be standalone workstations, may participate in a domain as a file or application server, or may house BackOffice components. These servers do not participate in the replication of the user and group database, or the logon authentication process. 

Some reasons for implementing nondomain servers are: 

· The server must perform business-critical tasks or services, and should not spend any resources authorizing user logon requests or replicating the user database.

· The administrator for this type of server might not be allowed administrator rights for the rest of the domain. 

· The server might be moved to another domain in the future. 

· A nondomain server can be used to administer the domain server. 

Just like a Windows NT Workstation version, the server has its own SAM which it uses for user-level security. Like the workstation, the server will be able to join a domain and use the domain’s SAM to assign permissions to its own shared resources. If the network does not have a domain, the Windows NT Server-based machine can create or become a member of a workgroup just like a Windows NT Workstation or Windows for Workgroup system. 
Domain Models and Windows NT Server Directory Services

Windows NT Server includes directory services that provide a single network logon feature, single point of administration, and replication functions. These services simplify the management and use of a Windows NT Server-based network.

Windows NT Server Directory Services are based upon the configuration and use of Windows NT Server domains. Domains are logical groupings of multiple Windows NT Server-based computers that allow them to be managed and used as a single unit. They are the building blocks of Windows NT Server’s Directory Services. Using domains, administrators create one user account for each user. That account includes user information, group memberships, and security policy information and is the central point of user administration. Users then log on once to the domain, not the individual servers in the domain. 

A domain model is a grouping of one or more domains, with administration and communications links between the domains (called trust relationships), arranged for the purpose of user and resource management.

Once logged on, users can access all the resources they have rights to access. These resources include:  files, directories, servers, applications, and printers. Windows NT Server Directory Services allow the administrator to maintain one user account for each user regardless of the number of servers in the distributed system. Users log on only once to gain access to all the different files, printers, and other network resources they need to use.

Single Domain Model  This configuration consists of one domain. There is one PDC with potentially multiple BDCs.

[image: image39.wmf]
Figure 1. Single domain model

In a single domain network, network administrators can always administer all network servers because the ability to administer servers is at the domain level. The single domain model is an appropriate choice for organizations that require both centralized management of user accounts and the simplest domain model for ease of administration.

Trust Relationships

Windows NT Server domain models are extensible and flexible. The single domain model is the building block; "trust relationships" between domains allow network designers to implement the most appropriate design for their enterprise. 

A trust relationship is an administration and communications link between two Windows NT Server domains. Domains use established trust relationships to share account information and validate the rights and permissions of users and global groups residing in the trusted domain. A user has only one user account in one domain yet can access all servers on the network. 

Trust relationships are simple to initiate and administer with the Windows NT Server User Manager for Domains. Windows NT Server domain models make use of trust relationships to facilitate:

· Centralized administration in multiple domain models.

· Simplified administration by combining two or more domains into a single administrative unit.

· The ability for users to log on from domains where they don’t have accounts.

· The ability for users from one domain to be permitted to use resources in another domain, even if they do not have a user account in the resource domain.

· Increased number of user accounts in a master domain by locating machine and resource accounts in other domains.

· A domain structure to serve a large organization, for example 
100,000 users.
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Figure 2. One-way trust relationship—production trusts sales; 
therefore, sales can access resources and accounts 
in the production domain.

The "trusting" domain allows remote user accounts and global groups in the "trusted" domain to use the resources of the trusting domain. Consider, for example, giving your neighbor a house key; you are "trusting" your neighbor, making them the "trusted" one.

In a two-domain example, where one domain is an account domain and the other a resource domain, the only way that a one-way trust relationship makes sense is if the account domain is the trusted domain. Also, its users have access to network resources in the resource domain (which is the trusting domain).

A two-way trust (two, one-way trusts) is based on reciprocal trust; both domains trust each other equally. This allows users to log on from either domain. Using this implementation, each domain can have both accounts and resources. Remote user accounts and global groups may be used from either domain to grant rights and permissions to access resources in either of the domains. In short, both are trusted domains.
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Figure 3. Two-way trust relationship

Depending on the goals of a domain model, one- and two-way trust relationships can make use of up to 128 incoming trust relationships and an unlimited number of outgoing trust relationships. 

Trust relationships are easily established and maintained with Windows NT’s User Manager for Domains administrative tool. 

Note  Trust relationships are not transitive: If Domain A trusts Domain B, and Domain B trusts Domain C, Domain A does not automatically trust Domain C. This is so that administrators can explicitly control access to each domain. 

Single-Master Domain Model  The single-master domain model is composed of several domains, one of which acts as the central administrative unit for user accounts. All user and machine accounts are defined in this "master" domain, and all users log on to their accounts in the master domain. Resources, such as printers and file servers, are located in the other domains. Each resource domain establishes a one-way trust with the master (account) domain, enabling users with accounts in the master domain to use resources in all the other domains. The network administrator can manage the entire multi-domain network, its users and resources, by managing only a single domain. 

The master account domain is also referred to as a first-tier domain; resource domains are also referred to as second-tier domains. 
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Figure 4. Single-master domain model

The benefit of the single-master domain model is administration flexibility. For example, in a network requiring four domains, initially, it might seem most obvious to create four separate user account databases— one for each domain. By putting all user accounts in a single database on one of the domains and then implementing one-way trust relationships between these domains, you can consolidate administration of user and machine accounts. You can also administer all resources, or delegate these to local administrators. Users have only one logon name and one password to get access to resources in any of the domains.

The single-master domain model balances the requirements for account security with the need for readily available resources on the network. That is because users are given permission to resources based on their master domain logon identity.

The single-master domain model is particularly suited for: 

Centralized account management. User accounts can be centrally managed; for example, add/delete/change user accounts from a single point.

· Decentralized resource management or local system administration capability. Department domains can have their own administrators who manage the resources in the department.

· Resources can be grouped logically, corresponding to local domains.

Additional Notes about the Single-Master Domain Model:

· Small offices/departments should not automatically be assigned to separate second-tier domains. Instead, they should be part of larger, adjacent resource domains. Keep the number of second-tier domains as small as possible.

· The single-master domain model requires consideration in the placement of BDCs. Consider the following:

a) Resource domains that have a WAN connection to the master account domain controller should consider an onsite BDC for local authentication so that accounts can log on in the event that the WAN link becomes unavailable.

b) Resource domains that have a LAN connection to the master account domain controller do not require an on-site BDC.

Multiple-Master Domain Model  With the multiple-master domain model, there are two or more single-master domains. Like the single-master domain model, the master domains serve as account domains, with every user and machine account created and maintained on one of these master domains. A company’s MIS groups can centrally manage these master domains. Like the single-master domain model, the other domains on the network are called resource domains; they don't store or manage user accounts, but do provide resources, such as shared file servers and printers to the network. 

In this model, every master domain is connected to every other master domain by a two-way trust relationship. Each resource domain trusts every master domain with a one-way trust relationship. The resource domains can trust other resource domains, but are not required to do so. Because every user account exists in one of the master domains, and since each resource domain trusts every master domain, every user account can be used on any of the master domains. 
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Figure 5. Multiple-master domain model. There is
one machine account for each user account; therefore, each
master domain can contain as many as 26,000 user accounts.

Users log on to the domain that contains their account. Each master domain contains one PDC and at least one BDC per 2,000 user accounts to validate user logons and provide fault tolerance. 

The multiple-master domain model incorporates all the features of a single master domain and accommodates: 

· Organizations of more than 40,000 users. The multiple-master domain model is scalable to networks with any number of users.

· Mobile users. Users can log on from anywhere in the network, anywhere in the world.

· Centralized or decentralized administration schemes are supported.

· Organizational needs. Domains can be configured to mirror specific departments or internal company organizations.

Domain Models—Building Flexibility into Your Organization  Windows NT Server Directory Services and the Windows NT Server multiple domain structure provide the capability and scalability to accommodate any organization. This capability is provided with the Windows NT Server product; no special add-on products are needed. 

The three domain models—single domain, single master domain, and multiple master domain—combined with trust relationships, allow for the flexibility needed for different organizations. Specifically, you can accommodate:

· Organizations with many small branch offices.

· Large organizations.

· Security for sensitive information.

In addition, expansion is easy. Offices can start out with separate domains and can link to each other later or can be added to existing domains.

There are many ways to implement your domain model. The following examples illustrate just some of the flexibility of domains. 

Secure Domains

In the multiple-master domain model, all master domains are linked to each other by trust relationships so that users in all domains can access resources in any domain. However, in many organizations, some departments have confidential information, such as financial records or human resources files. In such cases, most of the organization can be served by a single master domain. Finance and HR have their own domains. They are trusted by the master MIS domain, but they do not trust other domains. This means that Finance and HR can access MIS resources, but their resources remain secure.


[image: image5.wmf]

Figure 9. Secure domains—Finance and HR domains

can access resources in the rest of the organization, but other 

users cannot access their resources. 
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Windows NT Server includes an RFC-compliant, Domain Name System (DNS) name server. DNS is primarily a distributed database of host information. DNS name servers resolve computer names to IP address mapping queries. These queries originate either from client computers, known as "resolvers," or other DNS name servers. It is the latter that accounts for the distributed nature of DNS.

You can configure the Windows NT DNS name server to use WINS for host name resolution. This integration allows a hybrid form of Dynamic DNS that takes advantage of the best features of both DNS and WINS. DNS resolves the upper layers of the domain name and passes the final resolution to WINS. This final WINS resolution is transparent to the client computer.

Workstation service is the component responsible for registering a computer’s name with WINS. By default, the Workstation service is started automatically when the computer starts. In general, you should leave this setting alone. If you turn it off on a computer, it will no longer be possible for the DNS server to resolve teat computer’s name with a WINS lookup.

For more information about Microsoft DNS, see the Microsoft Windows NT Server Networking Supplement. For in-depth coverage of DNS in general, see DNS and BIND by Paul Albitz and Cricket Liu, published by O’Reilly and Associates.

Determining Whether You Should Maintain a DNS Server

In many cases, you do not need to maintain a DNS server. If you have a small network, or a single network rather than an internetwork, you will probably find it easier and more effective to have the DNS client software query a nearby DNS server, such as the one maintained by your Internet service provider. Most providers will maintain your domain information 
for a fee. 

You will want to provide your own DNS server if you have your own domain on the Internet or if you want to access DNS from your LAN, rather than going through your Internet provider. 

If you do maintain a DNS server, you will probably want to assign the task to at least two computers: a primary and a secondary name server. Data should be replicated from the primary name server to the secondary name server. This allows the Internet-wide DNS to locate computers on your network even if one of the name servers is down. How often you schedule replication will depend on how often names change in your domain. But excessive replication can tie up your network and servers unnecessarily.

Installing a DNS Server 

If you are upgrading an existing DNS name server from the Windows NT Resource Kit, you will need to remove some Registry entries before installing the Windows NT Server—DNS Server.

To Remove Registry Entries

1 Select to display Network properties.

2 Click Add.

3 In the Network Service list, click Microsoft DNS Server, and then click OK.

4 Type the full path to the Windows NT distribution files, and click Continue.

All necessary files are copied to your hard disk.

If you are migrating your existing DNS name server to Windows NT Server, copy your DNS database files—zone files, reverse-lookup files, cache file—to the %SystemRoot%\System32\DNS folder. (Note that the DNS server software is ready for use when you restart the computer.)

To Start the DNS Manager

5 Select Start, point to Programs, then to Administrative Tools (Common).

6 Select DNS Manager. (For information about how to use DNS Manager, see the DNS Manager Help.)

To Start or Stop the DNS Service

7 Select to display Services properties.

8 In the Service list, click Microsoft DNS Server; click Start, Stop, Pause, or Continue, and then click Close. (Note that you can also start and stop the DNS Server service at the command prompt using the commands net start dns, net stop dns, net pause dns, or net continue dns.)

Registering with Your DNS Parent Domain  Once you have installed and configured your DNS server or servers, you need to register with the DNS server that is above you in the hierarchical naming structure of DNS. The parent system needs the name and addresses of your name servers, and will probably want other information, such as the date that the domain will be available and the names and addresses of contact people.

If you are registering with a parent below the second level, check with the administrator of that system to find out what information you need to supply and how to submit it. 
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Use this procedure to install DNS services, and to configure names and services on the server.

To Install DNS Services
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1 Open the network configuration window by selecting Services, then Control Panels. Double-click the Network icon, and click the Services tab. Then, click the Add button. 
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2 In the Select Network Services dialog box, select Microsoft DNS Server, and then press OK.

3 Windows NT Setup prompts you to insert the NT CD-ROM.
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When you return to the Network window with DNS installed, click Close.
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5 When a Network Settings Change caution message prompts you to restart your computer, click Yes.

To Configure DNS Service
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6 Open the network configuration window by selecting Services, then Control Panels. Double-click the Network icon, and click the Protocols tab. Select TCP/IP and click the Properties button.
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Click the DNS tab. Ensure that your computer is named properly. Type your Internet domain name. For the model school example, that name is "school.edu." Click the IP Address tab and ensure that your IP address is correct. Click OK.
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8 When you return to the Network window, click OK.
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9 Open the Domain Name Services Manager by selecting Start; point to Programs, and Administrative Tools, and then click DNS Manager.

10 [image: image24.png]Creating new zone for 19222023622

Zone Type

" Secondarny:

Nest > Cancel




From the Options menu, select Preferences. Select Show Automatically Created Zones, and then click OK.

11 [image: image25.png]From the DNS menu, select New Server.
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12 Type the IP address of your server. In the example network, this address is 192.220.236.22. Click OK.

[image: image27.png]Domain Name § ce Manager

Wiew Options Help

Server List

Update Server Data Files

Exit

Add a server name to the list





13 You return to the Manager screen with the Server and Cache files installed.
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14 In this step, you will create a file that is used for reverse DNS lookups. Right-click the Server icon and select New Zone to create a file.
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Under Zone Type, select Primary and then click Next.
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11 In the Zone Name box, type the network portion of your IP address in reverse order, followed by a period, then 
in-addr.arpa. Press the tab key, and the system will assign a default file name. Click Next.

For instance, in the example network you would type: 236.220.192.in-addr.arpa.
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12 When you are prompted to complete the installation, click Finish.
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You return to the Manager with the reverse lookup table installed. 
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To create a zone for the Internet domain of this machine, right-click the Server icon and select New Zone. 
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15 Under Zone Type, select Primary, then click Next. 
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In the Zone Name box, type the Internet domain name for this machine. In the example network, the domain name is school.edu. Press the tab key, and the system assigns a default file name. Click Next. 
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17 When you are prompted to install the zone records, click Finish. 
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18 Right-click the school.edu icon and select New Record to add a record to the school.eduedomain identifying the server itself.


19 Select A Record under Record Type. In the Host Name box, type the name of your server. In the model school example, that name is Issaquah. 

In the Host IP Address box, type the IP address of your server. In the model school example that address is 192.220.236.22. Click OK. 

20 Right-click the school.edu icon and select New Record to add the WWW (World Wide Web) service to the DNS and enable user access with Internet names rather than addresses. 


21 Under Record Type, select A Record. In the Host Name box, type in the name of your server. In the model school example, that name is Issaquah. In the Host IP Address box, type the IP address of your server.

In the model school example that address is 192.220.236.22. Click OK. 


22 You return to the Manager window with the record entries in the right panel. 


23 Now save the configuration by selecting Update Server Data Files under the DNS menu.

You can test the DNS by launching a browser on another machine configured on the network. Try to reach the WWW service by typing the address www.school.edu. 

To address the problem of dynamic addressing in a TCP/IP environment, Microsoft looked at the available technologies, focusing on open solutions. One such solution: DHCP (Dynamic Host Configuration Protocol). This protocol automates what once required manual system administration or end-user intervention. Today, DHCP provides dynamic and scalable TCP/IP addressing.

Note  For more information on Microsoft’s role as a founding member of the Internet Society, working with the Internet Engineering Task Force (IETF) and other vendors to propose open standards that address dynamic addressing problems of TCP/IP-based networks, see the Internet Request For Comments (RFCs) #1533, #1534, #1541, and #1542. These proposed standards document the basis for the work being done at Microsoft to provide scaleable, dynamic TCP/IP addressing solutions in future versions of Microsoft systems products, both at the server and at the client level.
An Example of How DHCP Works

To explore how DHCP works we will consider "Exotic Excursions," a fictitious company with three Class C Internet addresses (200.192.0.x, 200.192.100.x, and 200.192.127.x). The following figure shows a simple network with one network server, and a single network client being added to the network.
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Figure 6:  DHCP Server and New Client

The Engineering department has a Windows NT Server Domain "ENGR" and a Windows NT Server-based computer, \\ENGR_AS1, with IP address of 200.192.0.2. The new client is a Windows NT-based computer with DHCP client support.

The Windows NT-based client computer starts Windows NT and issues a DHCPDISCOVER message (containing the MAC address and the computer name) which is picked up by the DHCP server. The DHCP server looks at the most recent table of available addresses. Finding no other references to that computer, the DHCP server offers an available address to the computer.



[image: image7.wmf]image7.wmf




Figure 7:  DHCP DISCOVER, DHCP OFFER Messages

Any DHCP server receiving the request (even across a BOOTP-relay router) and having a valid configuration setting for the requesting computer, can then check to see if it has an address available. If there is an available address, the DCHP server will offer a DHCPOFFER response with the necessary configuration information and additional parameters. These include: the destination computer’s network card address, the offered IP address, the appropriate subnet mask, the IP address of the offering DHCP server, the IP lease expiration date, and any other pertinent information specified in the additional parameters section of the original DHCPDISCOVER request.


Figure 8:  DHCP REQUEST, DHCP ACK Messages

The DHCP client collects the offers presented by the responding DCHP servers and selects the most desirable configuration. The DHCP client then issues a DHCPREQUEST to the DHCP server accepting the offered address, and may request additional information (depending on the client’s needs), including the default gateway, the WINS-based server IP address, and the DNS server IP address. The DHCP server responds with a DHCPACK message, assigning the IP lease and providing the requested information.


Figure 9:  BOUND DHCP Client

When the DHCP client receives the DHCPACK (acknowledge), the DHCP client completes the initialization process of the TCP/IP stack and becomes a bound DHCP client, and is able to use the leased IP address until the lease requires renewal.


Introduction to Microsoft Windows NT TCP/IP

Microsoft Windows NT, with built-in advanced networking services, offers a superset of network services previously provided by Microsoft LAN Manager. As networking represents a critical design goal of Windows NT, several of the built-in features improve scalable internetworking. This section provides users and network administrators with detailed information on the implementation and functionality of the TCP/IP services offered as part of Windows NT networking. (In this document, Windows NT networking refers to the networking services offered by Windows NT, as well as Windows NT Advanced Server.)

This documentation is intended for network administrators and support personnel, although advanced end users can benefit from this information as well. This document supplements rather than replaces the networking documentation provided with Windows NT or Windows NT Advanced Server.

Microsoft TCP/IP offers several benefits to Windows NT systems in enterprise networks. Recognizing the wide-scale popularity and deployment of TCP/IP, Microsoft adopted TCP/IP as the strategic enterprise network transport for its networking platforms. The foremost goal is to provide a well-known, standard, routable networking transport for Windows NT networking. This allows all the networking features of Windows NT—including file sharing, print sharing, remote administration, domain management, RPC applications, and so on—to be offered over native TCP/IP protocols.

Microsoft TCP/IP also provides connectivity to foreign hosts running the TCP/IP protocol suite and provides common application-level protocols, such as FTP and Telnet. Several connectivity utilities included with Windows NT provide terminal emulation, file transfer, network diagnostics, and so on. These basic applications allow Windows NT users to share information and ideas with users of other operating systems, such as UNIX®, SunOS™, and VMS. Third-party developers have extended this basic connectivity to include NFS, X Window, and other types of interoperability protocols for heterogeneous networks.

Finally, Microsoft TCP/IP provides an excellent cross-platform connectivity and client-server development framework. Many software vendors and corporate developers are using Windows Sockets and Windows RPC when developing distributed and client-server applications in heterogeneous enterprise networks over TCP/IP. 

Windows NT TCP/IP Drivers and Services

This section describes a number of files installed on your system when Windows NT TCP/IP is installed. 

Driver Files  Several driver files included with Windows NT that are loaded by the system at initialization time or as needed by other modules. The drivers are copied to the SystemRoot\SYSTEM32\DRIVERS directory during installation.

Driver Name
Function

AFD.SYS
Ancillary Function Driver, used by Windows Sockets to access TDI

NBT.SYS
NetBIOS over TCP/IP driver, used for Windows Networking (RFC1001/1002)

STREAMS.SYS
Streams environment for Streams-based transports (including TCP/IP)

TCPIP.SYS
TCP/IP modules (IP, UDP, TCP, ARP, and so on)

TELNET.SYS
Telnet driver (for use with the Terminal application)

Helper Dynamic-Link Libraries  Several helper dynamic-link libraries (DLLs) handle service controller requests (for example, net start and Services in the Control Panel) and provide event logging and supportive functions for drivers. Other DLLs (such as WINSOCK.DLL) provide an interface or additional functionality. These DLLs are copied to the SystemRoot\SYSTEM32 directory during installation.

DLL Name
Function

ftpsmx.dll*
FTP Server management extension for Server Manager 

ftpsvc.dll1
FTP Server management API support for Control Panel 

icmp.dll
ICMP helper DLL used by ping

lmhsvc.dll
NetBIOS over TCP/IP LMHOSTS parsing support

nbtsvc.dll
NetBIOS over TCP/IP service

sockutil.dll
Berkeley-style UNIX sockets interface support

tcpipsvc.dll
TCP/IP service 

telnet.dll
Telnet service 

winsock.dll
16-bit Windows Sockets interface support

winstrm.dll
Windows NT TCP/IP interface for the route utility

wshtcpip.dll
Windows Sockets TCP/IP-specific helper (AF_INET, and so on)

Wsock32.dll
32-bit Windows Sockets support

*Conditionally installed with the FTP Server service

Executable Files  Several executable files are copied to the SystemRoot\SYSTEM32 directory during installation to support the TCP/IP utilities.

Filename
Function

arp.exe
Provides ARP cache entry viewing and manipulation.

Finger.exe
Offers specific information from remote system.

Ftpmgr.cpl*
FTP Server service Control Panel. 

Ftpsvc.exe*
FTP Server service binary.

ftp.exe
Provides a File Transfer Protocol client over TCP.

Hostname.exe
Prints the hostname of the local system.

Nbtstat.exe
Provides NetBIOS over TCP/IP networking statistics.

Netstat.exe
Provides TCP/IP network statistics.

ping.exe
Diagnostic tool for testing the IP layer.

rcp.exe
Remote copy command.

Rexec.exe
Remote shell with password authentication.

Route.exe
Provides route table entry viewing and manipulation.

rsh.exe
Remote shell command; facilitates remote process execution.

Telnet.exe
Starts the Telnet service (if not already started), and starts Windows Terminal.

tftpfexe
Provides the Trivial File Transfer Protocol client over UDP.

* Conditionally installed with the FTP Server service

ETC Files  Several UNIX-style database files are offered to support TCP/IP-based network applications. These files, modeled after their UNIX counterparts, are as compatible as possible. This allows configuration files maintained on UNIX systems to be copied and used on your Windows NT system without modification. These files are copied during installation to the SystemRoot\SYSTEM32\DRIVERS\ETC directory.

ETC Filename
Function

HOSTS
Provides hostname and IP address name resolution for Windows Sockets utilities.

LMHOSTS
Provides computername and IP address name resolution for Windows Networking.

NETWORKS
Provides networkname and net ID resolution for TCP/IP management utilities.

PROTOCOLS
Provides protocolname and protocol ID resolution for Windows Sockets applications.

SERVICES
Provides servicename and port ID resolution for Windows Sockets applications.

TELNET.TRM
The terminal configuration file for the TELNET port (used by TELNET.EXE).

Novell/IPX   Microsoft Windows NT Server integration into NetWare environments is made easy with the Migration Tool for NetWare. The Migration Tool for NetWare, included with Windows NT Server, is a utility that automatically ports NetWare 2.x/3.x user accounts, group accounts, security information, logon scripts, administrator accounts, files, directories, file attributes, and file rights to Windows NT Server. In addition, it performs this migration without affecting the NetWare server in any way. As a result, NetWare user services are not interrupted. 

The Migration Tool for NetWare offers the administrator tremendous flexibility in transferring user accounts and data to the Windows NT Server-based computer. It allows information to be migrated from: 

· A single NetWare server to a single Windows NT Server. 

· Multiple NetWare servers to a single Windows NT Server. 

· Other configurations, allowing for the redistribution of information across the servers. 

· By consolidating multiple NetWare servers on a single, multi-purpose Windows NT Server-based computer, administrative overhead is significantly reduced. 

The Migration Tool: 

· Consolidates management of NetWare 2.x/3.x users and Windows NT Server-based users. 

· Offers a trial migration to identify problems, such as duplicate user accounts, and provides resolution options before the actual migration is performed. 

· Maintains availability of all NetWare and Windows NT Server-based services throughout a migration. 

The Migration Tool for NetWare automatically migrates NetWare user and group accounts, logon scripts, files, directories, security, and permissions to Windows NT Server, saving time, effort, and cost of re-creating them manually while upgrading to Windows NT Server. 


The arp, ping, netstat, and nbtstat utilities can provide useful information when you are trying to determine the cause of TCP/IP networking problems. Below is a list of questions regarding possible TCP/IP symptoms, followed by recommendations for using Windows NT-based command line utilities to diagnose the problems. This is not a complete list, but these examples offer an introduction to using command line utilities for tracking down problems on the network.

Using the TCP/IP Utilities to Diagnose Network Problems

· How can you determine whether TCP/IP is installed correctly on a Windows NT system?

Try using ping on the local system by typing the IP loopback address of 127.0.0.1 from the command line: ping 127.0.0.1. The system should respond immediately. If ping is not found or the command fails, check the event log with Event Viewer and look for problems reported by Setup or the TCP/IP service. You should also attempt to ping the IP addresses of your local interface(s) to determine whether you configured IP properly. Successful use of ping indicates that the IP layer on the target system is probably functional.

· How can you determine if the FTP Server service is installed correctly on a Windows NT system?

Try using ftp on the local system by typing the IP loopback address from the command line: ftp 127.0.0.1. The interaction with the server locally is identical to the interaction expected for other Windows NT (and most UNIX) clients. This can also be used to determine whether the directories, permissions, etc., of the FTP Server service are configured properly.

· What causes Error 53 when connecting to a Windows NT, Windows for Workgroups, or LAN Manager server?

Error 53 is returned when the computer_name specified cannot be resolved. If the computer is on the local subnet, confirm that the name is spelled correctly and that the target system is running TCP/IP as well. If the computer is not on the local subnet, be sure that its name and IP address mapping is available in the LMHOSTS file. If things appear to be installed properly, try using ping with the remote system to be sure that its TCP/IP software is functional.

· After adding a new mapping to the LMHOSTS file, what if it takes an unusually long time to connect to the server?

A large LMHOSTS file with an entry at the end of the file, possibly following some #INCLUDEs, could cause this behavior. Two things can be done to speed things up. Mark the entry as a preloaded entry by following the mapping with the #PRE tag, and use the nbtstat -R command to update the local name cache immediately. The other alternative is to place the mapping higher in the LMHOSTS file. As discussed in "The LMHOSTS File" section earlier in this document, the LMHOSTS file is parsed sequentially to locate non #PREloaded entries. Therefore, it is advisable to place frequently used entries near the top of the file, and the #PRE entries near the bottom.

What if users are having difficulty connecting to a particular server, even when specifying the same name?

Use the nbtstat -N command to determine (authoritatively) the name of the registered server on the network. The output of this command lists several names that the system has registered using NetBIOS over TCP/IP. One resembling the system’s computer_name should be present. If not, try one of the other unique names displayed. The nbtstat command can also display the cached entries for remote systems either #PREloaded from LMHOSTS or recently resolved names due to current network activity. If the name the remote users are using is the same, and the other systems are on a remote subnet, be sure that they have the system’s mapping in their LMHOSTS file.

· What do you do when you cannot connect to foreign systems with hostnames using telnet, ftp, and so on, but can only connect using IP addresses?

Check the hostname resolution configuration using the Network icon in Control Panel (found under the TCP/IP Connectivity... option) to be sure that the appropriate hosts and DNS setup has been configured for the system. If you are using the HOSTS file, be sure that the remote system is spelled the same way in the file as is being used by the application. If you are using DNS, be sure that the IP addresses of the DNS servers are correct and in the proper order. Try using ping with the remote system by typing both the hostname and IP address to determine whether the hostname is being resolved properly.

· The banner displayed when using Telnet with a particular computer identifies a computer other than the one that was intended to be connected to, even when specifying the correct IP address. How can this be?

Situations like this usually arise when two systems on the same network are configured (mistakenly) with the same IP address. The Ethernet and IP address mapping is done by the ARP (Address Resolution Protocol) module, which logs the first response received. So the impostor computer’s reply sometimes comes back before the intended computer’s reply. These problems are difficult to isolate and track down. The command arp -g displays the mappings in the ARP cache. If you know the Ethernet address for the intended remote system, you can easily determine if the two match. If not, try using 
arp ‑d to delete the entry, then ping the same address (forcing an ARP) and check the Ethernet address in the cache again using arp -g. Chances are that if both systems are on the same network, you will eventually get a different response. If not, it may be necessary to filter the traffic from the impostor host to determine the owner or location of the system.

What do you do when a TCP/IP connection to a remote system appears to be hung?

The netstat -a command shows the status of all activity on TCP and UDP ports on the local system. The state of a good TCP connection is usually established with 0 bytes in the send and receive queues. If data is blocked in either queue or if the state is irregular, there is probably a problem with the connection. If not, you are probably experiencing network or application delay.

· What do you do when the TCP/IP configuration dialog reports: "Your default gateway does not belong to one of the configured interfaces. Do you want to change it?"

This error indicates that the default gateway is not located on the same logical network as any of the installed interface(s) on the system. This is determined by comparing the net ID portion of the default gateway (by computing a bitwise AND operation between the subnet mask and the default gateway) and the net ID(s) of any of the installed interfaces. For example, a system with a single interface configured with an IP address of 102.54.0.1 and a subnet mask of 255.255.0.0 would require that the default gateway be of the form 102.54.a.b because the net ID portion of the IP interface is 102.54.

Introduction to TCP/IP Utilities

The following Windows NT TCP/IP utilities provide diagnostic and connectivity tools for communications, network administration, and troubleshooting. In short, these utilities are: hostname, arp, ipconfig, netstat, nbtstat, ping, and tracert.

One word of caution when using these utilities across the wire: Anyone equipped with a network analyzer could steal a user's remote account password. Users of these utilities should not use the same password logging on to Windows NT, as they would logging on to insecure networks. Logon credentials used by Windows NT, Windows 95, Windows for Workgroups, and Microsoft LAN Manager networks are always encrypted before they are sent over the network. 

To get help on these TCP/IP utilities, at the command prompt type utility name -?. For example, type ping -?  

Note The ftp, ftpsvc, rexec, and telnet utilities each rely on password authentication by the remote computer. These utilities pass the user's account name and password over the network in clear text.
Arp  Displays and modifies the IP-to-Ethernet or token ring physical address translation tables used by address resolution protocol (ARP). This command is available only if the TCP/IP protocol has been installed. 

For example: 
                    arp -a [inet_addr] [-N [if_addr]]
                    arp -d in_addr [if_addr]
                    arp -s in_addr ether_addr [if_addr]

Arp Commands
Arp Functions  

arp 


Displays and modifies the IP-to-Ethernet or token ring physical address translation tables used by address resolution protocol (ARP). This command is available only if the TCP/IP protocol has been installed.

-a
Displays current ARP entries by querying TCP/IP. If inet_addr is specified, only the IP and physical addresses for the specified computer are displayed.

-g
Identical to -a.

inet_addr
Specifies an IP address in dotted decimal notation.

-N
Displays the ARP entries for the network interface specified by if_addr.

if_addr
Specifies, if present, the IP address of the interface whose address translation table should be modified. If not present, the first applicable interface will be used.

-d
Deletes the entry specified by inet_addr.

-s
Adds an entry in the ARP cache to associate the IP address inet_addr with the physical address ether_addr. The physical address is given as six hexadecimal bytes separated by hyphens. The IP address is specified using dotted decimal notation. The entry is permanent, that is, it will not be automatically removed from the cache after the timeout expires.

Ether_addr
Specifies a physical address.

Hostname, Ipconfig

Hostname Commands
Hostname Function 

Hostname  
Prints the name of the current computer (host). This command is available only if the TCP/IP protocol has been installed.

Ipconfig 

Ipconfig [/all | /renew [adapter] | /release [adapter]]
This diagnostic command displays all current TCP/IP network configuration values. This command is of particular use on systems running DHCP, allowing users to determine which TCP/IP configuration values have been configured by DHCP.

Other Parameters

Commands
Functions

All
Produces a full display. Without this switch, ipconfig displays only the IP address, subnet mask, and default gateway values for each network card.

Renew [adapter]
Renews DHCP configuration parameters. This option is available only on systems running the DHCP Client service. To specify an adapter name, type the adapter name that appears when you use ipconfig without parameters.

Release [adapter] 
Releases the current DHCP configuration. This option disables TCP/IP on the local system and is available only on DHCP clients. To specify an adapter name, type the adapter name that appears when you use ipconfig without parameters.

Ipconfig
With no parameters, the ipconfig utility presents all of the current TCP/IP configuration values to the user, including IP address and subnet mask. This utility is especially useful on systems running DHCP, allowing users to determine which values have been configured by DHCP.

Nbtstat

Nbstat Commands
Nbstat Functions

Nbtstat [-a remotename] [-A IP address] [-c] [-n] [-R] [-r] [-S] [-s] [interval]
This diagnostic command displays protocol statistics and current TCP/IP connections using NBT (NetBIOS over TCP/IP). This command is available only if the TCP/IP protocol has been installed.

-a remotename
Lists the remote computer's name table using its name.

-A IP address
Lists the remote computer's name table using its IP address.

-c
Lists the contents of the NetBIOS name cache giving the IP address of each name.

-n
Lists local NetBIOS names. R.gistered indicates that the name is registered by broadcast (Bnode) or WINS (other node types).

-R
Reloads the LMHOSTS file after purging all names from the NetBIOS name cache.

-r
Lists name resolution statistics for Windows networking name resolution. On a Windows NT computer configured to use WINS, this option returns the number of names resolved and registered through broadcast or through WINS.

-S  
Displays both client and server sessions, listing the remote computers by IP address only.

-s
Displays both client and server sessions. It attempts to convert the remote computer IP address to a name using the HOSTS file.

Interval
Redisplays selected statistics, pausing interval seconds between each display. Press CTRL+C to stop redisplaying statistics. If this parameter is omitted, nbstat prints the current configuration information once.

More Information about Nbtstat  The column headings generated by the Nbtstat utility have the following meanings:

Output
Number of Bytes Sent

Input
Number of bytes received.

In/Out
Whether the connection is from the computer (outbound) or from another system to the local computer (inbound).

Life
The remaining time that a name table cache entry will live before it is purged.

Local Name
The local NetBIOS name associated with the connection.

Remote Host
The name or IP address associated with the remote computer.

Type
Refers to the type of name. A name can either be a unique name or a group name.

State
The state of NetBIOS connections.

<03> 
Each NetBIOS name is 16 characters long. This last byte often has special significance since the same name may be present several times on a computer differing only in the last byte. This notation is simply the last byte converted to hexadecimal. <20> is a space in ASCII for example.

State
Meaning

Connected
The session has been established.

Listening
This endpoint is available for an inbound connection.

Associated
A connection endpoint has been created and associated with an IP address.

Idle
This endpoint has been opened but cannot receive connections.

Connecting
The session is in the connecting phase where the name-to-IP address mapping of the destination is being resolved.

Accepting
An inbound session is currently being accepted and will be connected shortly.

Reconnecting
A session is trying to reconnect if it failed to connect on the first attempt.

Outbound
A session is in the connecting phase where the TCP connection is currently being created.

Inbound
An inbound session is in the connecting phase.

Disconnecting
A session is in the process of disconnecting.

Disconnected
The local computer has issued a disconnect, and it is waiting for confirmation from the remote system.

Netstat  Displays protocol statistics and current TCP/IP network connections. This command is available only if the TCP/IP protocol has been installed.

For example:

netstat [-a] [-e] [-n] [-s] [-p protocol] [-r] [interval]

Netstat Commands
Netstat Functions

Netstat 
Displays protocol statistics and current TCP/IP network connections.

-a
Displays all connections and listening ports; server connections are normally not shown.

-n
Displays addresses and port numbers in numerical form (rather than attempting name look-ups).

-e
Displays Ethernet statistics. This may be combined with the -s option.

-s
Displays per-protocol statistics. By default, statistics are shown for TCP, UDP, ICMP, and IP; the -p option may be used to specify a subset of the default.

-p
Protocol. Shows connections for the protocol specified by proto; proto may be tcp or udp. If used with the -s option to display per-protocol statistics, proto may be tcp, udp, icmp, or ip.

-r
Displays the contents of the routing table.



Interval
Redisplays selected statistics, pausing interval seconds between each display. Press CTRL+C to stop redisplaying statistics. If this parameter is omitted, netstat prints the current configuration information once.



The Netstat utility provides statistics on the following network components:

Network Component
Description

Foreign Address
The IP address and port number of the remote computer to which the socket is connected. The name corresponding to the IP address is shown instead of the number if the HOSTS file contains an entry for the IP address. In cases where the port is not yet established, the port number is shown as an asterisk (*).

Local Address
The IP address of the local computer, as well as the port number the connection is using. The name corresponding to the IP address is shown instead of the number if the HOSTS file contains an entry for the IP address. In cases where the port is not yet established, the port number is shown as an asterisk (*).

Proto
The name of the protocol used by the connection.

(state)


Indicates the state of TCP connections only.

CLOSED
FIN_WAIT_1
SYN_RECEIVED

CLOSE_WAIT
FIN_WAIT_2
SYN_SEND

ESTABLISHED
LISTEN
TIMED_WAIT

LAST_ACK



Nslookup  This diagnostic tool displays information from Domain Name System (DNS) name servers. Before using this tool, you should be familiar with how DNS works. Nslookup is available only if the TCP/IP protocol has been installed.

Nslookup has two modes: interactive and noninteractive.

If you only need to look up a single piece of data, use noninteractive mode. For the first argument, type the name or IP address of the computer to be looked up. For the second argument, type the name or IP address of a DNS name server. If you omit the second argument, the default DNS name server will be used. If you need to look up more than one piece of data, you can use interactive mode. Type a hyphen (-) for the first argument and the name or IP address of a DNS name server for the second argument. Or, omit both arguments (the default DNS name server will be used).

For example:

nslookup [-option ...] [computer-to-find | - [server]]

Nslookup Commands
Nslookup Functions

Nslookup 
This diagnostic tool displays information from Domain Name System (DNS) name servers.

-option
Specifies one or more nslookup commands as a command-line option. Each option consists of a hyphen (-) followed immediately by the command name and, in some cases, an equal sign (=) and then a value. For example, to change the default query type to host (computer) information and the initial timeout to 10 seconds, you would type: nslookup -querytype=hinfo -timeout=10. (Note that the command line length must be fewer than 256 characters.) 

Computer-to-find
Look up information for computer-to-find using the current default server or using server if specified. If computer-to-find is an IP address and the query type is A or PTR, the name of the computer is returned. If computer-to-find is a name and does not have a trailing period, the default DNS domain name is appended to the name. (This behavior depends on the state of the set options: domains, srchlist, defname, and search.) To look up a computer not in the current DNS domain, append a period to the name. If you type a hyphen (-) instead of computer-to-find, the command prompt changes to nslookup interactive mode.

Server
Use this server as the DNS name server. If you omit server, the default DNS name server is used. 

Nslookup Command Overview

 Nslookup:  help

 Nslookup:  exit

 Nslookup:  finger

 Nslookup:  ls

 Nslookup:  lserver

 Nslookup:  root

 Nslookup:  server

 Nslookup:  set

 Nslookup:  set all

 Nslookup:  set cl[ass]

 Nslookup:  set [no]deb[ug]

 Nslookup:  set [no]d2

 Nslookup:  set [no]def[name] 
 Nslookup:  set do[main]

 Nslookup:  set [no]ig[nore]

 Nslookup:  set po[rt]

 Nslookup:  set q[uerytype]

 Nslookup:  set [no]rec[urse]

 Nslookup:  set ret[ry]

 Nslookup:  set ro[ot]

 Nslookup:  set [no]sea[rch]

 Nslookup:  set srchl[ist]

 Nslookup:  set ti[meout]

 Nslookup:  set ty[pe]

 Nslookup:  set [no]v[c]

 Nslookup:  view

Interactive Commands
Interactive Functions.

CTRL+C
Interrupts interactive commands at any time.

(\) [command name]
Treat a built-in command as a computer name, precede it with the escape character.

Exit
Exits program.

· Nslookup Diagnostics
If the lookup request fails, an error message prints. Possible errors are:

a) Timed out.

b) The server did not respond to a request after a certain amount of time (changed with set timeout=value) and a certain number of retries (changed with set retry=value).

c) No response from server.

d) No DNS name server is running on the server computer.
e) No records.

-or-

f) The DNS name server does not have resource records of the current query type for the computer, although the computer name is valid. The query type is specified with the set querytype command.

g) Nonexistent domain.

h) The computer or DNS domain name does not exist.

i) Connection refused.

-or-

j) Network is unreachable.

k) The connection to the DNS name server or finger server could not be made. (This error commonly occurs with ls and finger requests.)

Server Failure
The DNS name server found an internal inconsistency in its database and could not return a valid answer.

· Refused
The DNS name server refused to service the request.

· Format Error
The DNS name server found that the request packet was not in the proper format. It may indicate an error in nslookup.

· References
For in-depth coverage of nslookup, see DNS and BIND by Paul Albitz and Cricket Liu, published by O’Reilly and Associates.

Ping  Verifies connections to a remote computer or computers. This command is available only if the TCP/IP protocol has been installed.

For example:
       ping [-t] [-a] [-n count] [-l length] [-f] [-i ttl] [-v tos] [-r count] 
               [-s count] [[-j computer-list] | [-k computer-list]] [-w timeout] 
               destination-list
Ping Commands
Ping Functions

-t
Pings the specified computer until interrupted.

-a
Resolve addresses to computer names.

-n count
Sends the number of ECHO packets specified by count. The default is 4.

-r count
Records the route of the outgoing packet and the returning packet in the Record Route field. A minimum of 1 and a maximum of 9 computers may be specified by count.

-s count
Specifies the timestamp for the number of hops specified by count.

-l length
Sends ECHO packets containing the amount of data specified by length. The default is 64 bytes; the maximum is 8192.

-f
Sends a Do not Fragment flag in the packet. The packet will not be fragmented by gateways on the route.

-i ttl
Sets the Time To Live field to the value specified by ttl.

-v tos
Sets the Type Of Service field to the value specified by tos.

-j computer-list
Routes packets by the list of computers specified by computer-list. Consecutive computers may be separated by intermediate gateways (loose source routed). The maximum number allowed by IP is 9.

-k computer-list
Routes packets by the list of computers specified by computer-list. Consecutive computers may not be separated by intermediate gateways (strict source routed). The maximum number allowed by IP is 9.

-w timeout
Specifies a timeout interval in milliseconds.

destination-list
Specifies the remote computers to ping.

More Information about Ping  The ping command verifies connections to remote computers by sending ICMP echo packets to the computer and listening for echo reply packets. Ping waits for up to 1 second for each packet sent and prints the number of packets transmitted and received. Each received packet is validated against the transmitted message. By default, four echo packets containing 64 bytes of data (a periodic uppercase sequence of alphabetic characters) are transmitted.

You can use the ping utility to test both the computer name and the IP address of the computer. If the IP address is verified but the computer name is not, you may have a name resolution problem. In this case, be sure that the computer name you are querying is in either the local HOSTS file or in the DNS database. 

The following shows sample output for ping:


More TCP/IP Troubleshooting—Pinging Problems on the Command Line 

Testing TCP/IP 
Windows NT Command

Find IP address
If the computer was configured using DHCP, use ipconfig to get the IP address; if not, use ping.

To check the loopback address
Type ping 127.0.0.1 at the command prompt.

To determine whether you configured IP properly
Type ping [the IP address of your computer] [your default gateway] [and remote host name].

To find ping or check its configuration
If ping is not found or the command fails, check the event log with Event Viewer and look for problems reported by Setup or the TCP/IP service. 

If Ping Fails or you cannot use ping successfully at any point, verify the following:
The computer was restarted after TCP/IP was installed and configured.

The local computer’s IP address is valid and appears correctly in the TCP/IP Configuration dialog box.

IP routing is enabled and the link between routers is operational.

The IP addresses of the default gateway and remote host are correct.

Testing TCP/IP 
Windows NT Command

If Ping Succeeds but Net Use Fails or you can use ping to connect to other Windows NT computers on a different subnet but cannot connect through Explorer or with net use \\server\share, verify the following:
The computer is WINS-enabled (if the network includes WINS servers).

The WINS server addresses are correct, and the WINS servers are functioning.

The target host uses NetBIOS. If not, you must use FTP or Telnet to make a connection; in this case, the target host must be configured with the FTP server service or Telnet server service, and you must have correct permissions on the target host

The correct computer name was used.

The scope ID on the target host is the same as the local computer

A router exists between your system and the target system.

LMHOSTS contains correct entries, so that the computer name can be resolved.

If the IP Address Responds but the Computer Name Does Not… you may have a name resolution problem.

In this case, consult one of the following lists of common problems in name resolution to find a solution:


A. If You Are Using HOSTS or DNS, some of the common problems associated with this type of name resolution are as follows:
The HOSTS file or DNS do not contain the particular host name.

The host name in the HOSTS file or in the command is misspelled or uses different capitalization. (Host names are case sensitive.)

The HOSTS file contains multiple entries for the same host on separate lines.

An invalid IP address is entered for the host name in the HOSTS file.

A mapping for a computer name-to-IP address was mistakenly added to the HOSTS file (rather than LMHOSTS).

B. If you are using LMHOSTS or WINS, some of the common problems associated with this type of name resolution are as follows:
The LMHOSTS file does not contain an entry for the remote server.

The computer name in LMHOSTS is misspelled. (Note that LMHOSTS names are converted to uppercase.)

The IP address for a computer name in LMHOSTS is not valid.

Route  Manipulates network routing tables. This command is available only if the TCP/IP protocol has been installed.

For example:

        route [-f] [-p] [command [destination] [mask subnetmask] 
               [gateway] [metric costmetric]]

Route Commands
Route Functions

route
Manipulates network routing tables. This command is available only if the TCP/IP protocol has been installed.

-f
Clears the routing tables of all gateway entries. If this is used in conjunction with one of the commands, the tables are cleared prior to running the command.

-p
When used with the ADD command, makes a route persistent across boots of the system. By default, routes are not preserved when the system is restarted. When used with the PRINT command, displays the list of registered persistent routes. Ignored for all other commands, which always affect the appropriate persistent routes.

command
Specifies one of four commands.

print
Prints a route.

add
Adds a route.

delete
Deletes a route.

change
Modifies an existing route.

destination
Specifies the computer to send command.

mask subnetmask
Specifies a subnet mask to be associated with this route entry. If not specified, 255.255.255.255 is used.

gateway
Specifies gateway.


All symbolic names used for destination or gateway are looked up in the network and computer name database files NETWORKS and HOSTS, respectively. If the command is print or delete, wildcards may be us d for the destination and gateway, or the gateway argument may be omitted.

metric costmetric
Assigns an integer cost metric (ranging from 1 to 9999) to be used in calculating the fastest, most reliable, and/or least expensive routes.

Tracert  This diagnostic utility determines the route taken to a destination by sending Internet Control Message Protocol (ICMP) echo packets with varying Time To Live (TTL) values to the destination. Each router along the path is required to decrement the TTL on a packet by at least 1 before forwarding it, so the TTL is effectively a hop count. When the TTL on a packet reaches 0, the router is supposed to send back an ICMP Time Exceeded message to the source system. Tracert determines the route by sending the first echo packet with a TTL of 1 and incrementing the TTL by 1 on each subsequent transmission until the target responds or the maximum TTL is reached. The route is determined by examining the ICMP Time Exceeded messages sent back by intermediate routers. Notice that some routers silently drop packets with expired time-to-live (TTLs) and will be invisible to tracert.

For example:

         tracert [-d] [-h maximum_hops] [-j computer-list] 
                  [-w timeout] target_name

Tracert Commands
Tracert Functions

Tracert
This diagnostic utility determines the route taken to a destination by sending Internet Control Message Protocol (ICMP) echo packets with varying Time To Live (TTL) values to the destination.

-d
Specifies not to resolve addresses to computer names.

-h maximum_hops
Specifies maximum number of hops to search for target.

-j computer-list
Specifies loose source route along computer-list.

-w timeout
Waits the number of milliseconds specified by timeout for each reply.

Target_name
Name of the target computer.
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C:\>ping ds.internic.net





Pinging ds.internic.net [192.20.239.132] with 32 bytes of data:





Reply from 192.20.239.132: bytes=32 time=101ms TTL=243


Reply from 192.20.239.132: bytes=32 time=100ms TTL=243


Reply from 192.20.239.132: bytes=32 time=120ms TTL=243


Reply from 192.20.239.132: bytes=32 time=120ms TTL=243
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