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Netscape Announces Mail Server 2.0





On April 22nd, Netscape announced the new features of its Mail Server 2.0, that is expected to be available later this year. Mail Server 2.0 is positioned as the “next generation open standards-based client-server messaging software that provides superior performance, scalability and remote connectivity for enterprise customers”.  With this release, support for remote users, and additional administration features to allow for central administration of servers has been added . However, in this announcement, Netscape makes several unsupported claims which  are important to clarify.  Deployment of a messaging and communications infrastructure is an important decision for any company.  Microsoft believes customers should understand the architectural and structural issues when evaluating a long-term messaging and groupware platform.





Background


Netscape( Mail Server 2.0 is expected to be the next version of their SMTP/POP3 server. Netscape licenses the current version of this server from a small California company, Software.Com – which also sells this server under their own name, as well as several other brands.


�
Open Standards Support


Netscape claims to be a leader in open, standards-based products.


Netscape Mail Server supports TCP/IP as the network protocol.  While TCP/IP is being widely adopted for Internet use, Netscape has overlooked support for other broadly adopted and accepted protocols such as IPX/SPX, VINES(, Netbios, & AppleTalk(.  Microsoft Exchange Server supports commonly used network protocols including  TCP/IP, Novell( IPX/SPX, Banyan( VINES, Netbios, Named Pipes, and AppleTalk.  A messaging infrastructure should easily integrate with a customer’s existing infrastructure, rather than necessitate the move to a specific protocol or standard for implementation.


Furthermore, standards such as X.400 and MAPI are not supported by Netscape Mail Server.  Microsoft Exchange Server supports not only Internet standards such as SMTP/MIME, but also X.400 and MAPI.   There are more than 1,000 vendors that support MAPI.


Microsoft Exchange natively supports SMTP/MIME on the server through the Internet Mail Connector and supports SMTP/POP3 on the client through the Internet Mail driver that ships in Microsoft Plus! for Windows( 95.  Microsoft is also planning to add support for POP3 and LDAP into Microsoft Exchange Server by the end of 1996.  Microsoft will continue to investigate support for emerging new standards, such as IMAP4, for future releases of Microsoft Exchange Server.


Performance and Scalability 


While the Netscape Mail Server 2.0 announcement makes several claims about the “superior scalability and performance” of the server, there is no data to substantiate these claims.  The following are statements by Netscape regarding Netscape Mail Server:


Netscape statement:  “It can support several thousand users on an appropriately configured server.”�Microsoft Response:  Microsoft Exchange Server also supports several thousand users on a single server.  Recent tests monitored by the NSTL showed Microsoft Exchange Server hosting as many as 18,000 concurrent users on a single server –all running against server-based mailboxes.. Additionally, the tools used to generate these tests – Microsoft Exchange Load Simulator – is included in the box with Microsoft Exchange Server, so that customers can validate these results in their own environment on their own hardware. To date Netscape has provided no public test data, configuration information, or tools against which their claims can be validated.


Netscape statement:  “Thousands of users can be supported from a single machine, unlike file-sharing systems which can only support 100 users per post office.”  �Microsoft Response:  Clearly client/server systems such as Microsoft Exchange can scale to many thousands of users – much better than shared file systems such as Microsoft Mail. In this statement, though, Netscape significantly understates the capabilities of shared file mail systems. Microsoft Mail, for example, has a limit of 500 users per server.  Customers regularly deploy configurations of several hundred users per server with Microsoft Mail.


Netscape statement:  “Netscape Mail Server also scales better and outperforms proprietary messaging systems such as Microsoft Exchange.” �Microsoft Response:  This statement is made without any supporting evidence or data.  .  This raises the questions of:  How is this comparison made? What is the criteria used?  How were the tests performed?  It is also interesting to note that  Netscape is providing a new definition of proprietary; “any product that is not from Netscape”.  


Support for Mobile Users


Netscape states that “traveling employees attempting to access the corporate network have often been overlooked in traditional messaging solutions”, support for remote users has been a requirement in messaging for many years.  All widely adopted shared file and client/server messaging systems have included remote mail capabilities for years, including Microsoft Mail and Microsoft Exchange.  By adding remote support to their Mail Server 2.0 product later this year, Netscape is now bringing their Mail Server product to feature parity with existing LAN-based messaging systems.  Microsoft Exchange has been architected to provide built-in remote connectivity and replication for mobile users. 


Microsoft Exchange 4.0 offers flexible built-in options for mobile users.  The remote mail feature allows users to selectively download and delete incoming messages, as well as work off-line or while connected to the server.  Continuous connections via RAS or Dial-up Networking enables real time access to messaging and groupware applications and data.  Furthermore, in Microsoft Exchange, local replication allows for off-line mail, calendar, and public folder access.  A selective local replica of the server store is taken based on the user’s selection.  This allows for users to work off-line on both messaging and groupware applications.  When ready, the user can synchronize the local copy with the server through  a LAN, dial-up connection, or via the Internet.


Security Features


Netscape Mail Server 2.0 will support for what they call S/KEY security.  S/KEY will enable users to employ a challenge/response password logon, and also encrypted client/server sessions (via SSL).  This will provide a basic level of security for Netscape Mail Server users, which is missing from the existing version.  Netscape Mail Server 1.1 lacks the security required of a mission-critical enterprise messaging infrastructure.  Netscape Mail Server 1.1 utilizes SMTP and POP3 protocols for its message transport. POP3 is a simple, widely-used transport protocol, but it is not a secure communications protocol today. Data sent in an e-mail message, such as passwords and data, using standard POP3 are accessible on the Internet today by use of a sniffer. �Microsoft Exchange Server is built on top of the Windows NT( Server operating system, which is acquired separately.  Windows NT Server provides a secure, reliable, and scaleable platform for file and print services as well as providing a rich platform to run your server applications.  The Windows NT architecture provides C-2 certifiable security.  Microsoft Exchange Server 4.0 is tightly integrated with Windows NT Server and takes full advantage of all its security features. All logons use the secure challenge/response authentication of Windows NT, and all client/server session packets are encrypted via Microsoft RPC. ��Furthermore, Microsoft Exchange provides advanced security features such as digital signatures and message encryption, based on the public X.509 certificate format and RSA public-key cryptography standards.  This ensures that messages sent across the network, whether it be public (Internet) or private (LAN, WAN), is secure.  Third party add-ons enable additional flexibility.  For example,  Secure Messenger for Microsoft Exchange developed by Deming Software enables Microsoft Exchange users with interoperable message encryption and digital signature services that use the industry standard S/MIME protocol.





Multiple levels of password security. 


Netscape Mail Server 2.0 will allow administrators to set separate passwords for system configuration, account changes, and message retrieval. This will help remedy a serious weakness in the current Netscape Mail Server – which has only two levels of administration – “PostMaster” and “General Users”.


Microsoft Exchange Server fully supports multiple levels of administration and delegation – at all levels – Organization, Site, Server, Mailbox, etc. This enables appropriate access by the appropriate individuals based on their user ID. Additionally, Microsoft Exchange provides features such as intruder detection and lockout, password uniqueness and aging, and valid logon hours.


Microsoft Exchange Also Provides:


Server based rules.  Netscape Mail Server does not provide any rules functionality that would allow users to manage and respond to incoming information – only very rudimentary “vacation” notices.  Microsoft Exchange Server provides server based rules called Inbox Assistants which allow the user flexibility to respond to and manage incoming data even when they are not logged onto the server.


Data organization and customizable views.  Unlike Microsoft Exchange, Netscape mail users are viewing a single window browser which does not allow users to easily customize their data views.  The ability to sort, filter, and define custom views is not available today in Netscape Mail Server.  The advantage of custom views is that it allows the end user to sort through large amounts of data to find exactly the pieces of information he/she needs.


Global address book.  Netscape today provides no type of global address book to maintain user records and information across the organization.  Microsoft Exchange builds on the Windows NT directory, allowing administrators to manage users at both the messaging and Network Operating System level from a single interface.


Personal calendaring and task management.  Microsoft Exchange provides out-of-the-box calendaring and task management allowing users to track meetings, appointments, and tasks.  Netscape provides no such feature.


Group scheduling.  Microsoft Exchange provides out-of-the-box group scheduling which allows users the ability to book meetings and reserve resources.  Netscape Mail Server provides no such feature.


Information collaboration through integrated groupware.  Through Microsoft Exchange public folders users can collaborate and share common information across the enterprise, regardless of where the user resides.  Furthermore, access to public folders can be restricted to only those individuals who need access to this information.  Whether it’s collaborating on fiscal year budgets, or product development planning, all participants in an organization can now view, edit, and share this information regardless of whether they reside in North America, Asia, Europe, or elsewhere.  Microsoft Exchange Server ships with 12 sample groupware applications that allow users to start collaborating and sharing information immediately.  Netscape Mail Server does not provide rich groupware features – although basic discussion bulletin boards are available through the separate Netscape News Server product.


Information management via electronic forms.  Microsoft Exchange ships with an integrated electronic forms designer, which allows users to create custom forms to meet their needs for routing, workflow, customer tracking, and other related business solutions.  The Microsoft Exchange Forms Designer is a code free way to develop forms for immediate use across your enterprise.  These forms can be further extended and customized using common Windows development tools such as Visual Basic(.  Netscape Mail Server does not provide this type of functionality.


Server and Link Monitors.  Microsoft Exchange administrators are able to monitor servers and links within the network via the Windows NT Performance Monitor.  Microsoft Exchange Server ships with a set of pre-defined monitors, but these can easily be customized to track and monitor whatever aspect of the server the administrator prefers.  With Performance Monitor administrators can identify potential trouble spots immediately and can proactively address these issues before they threaten mission-critical operations.  Netscape Mail Server does not provide these services for the administrator.


Message tracking.  Microsoft Exchange provides end-to-end enterprise message tracking, so administrators can determine whether a message has been successfully received or delivered within the organization or across the Internet.  Netscape Mail Server does not provide this.


Single-copy storage. Microsoft Exchange stores a single copy of every message, once per server. Even if 500 users on the same server all receive the same message, only one copy is physically stored. This results in significant space savings versus systems such as Netscape Mail Server, which stores a separate copy for each recipient.


Manage message and storage limits.  Microsoft Exchange enables administrators to set storage limits on mailboxes and size limits on messages to reduce server disk space used and message packet size across the network.  Netscape Mail Server does not provide this.


Automatic routing and replication.  When a new server with Microsoft Exchange is added to a site, it is automatically identified by the other Microsoft Exchange-based servers.  Message routing and data replication is automatically configured.  Netscape Mail Server is totally dependent on manual configuration of MX records and other DNS (Domain Name Server) information for proper routing.


Built-in migration tools.  Microsoft Exchange provides migration tools which assists organizations migrating to Microsoft Exchange from Microsoft Mail, Lotus( cc:Mail(, DEC( All-In-One(, PROFS(, SNADS, and Verimation Memo.  Also, Microsoft Exchange allows administrators to perform a batch creation of users from Windows NT Server, NetWare( 3.x bindery, and NetWare 4.x NDS.  Netscape Mail Server provides no migration tools.


Load simulation tools.  Microsoft Exchange provides a customer ready load simulation tool which allows companies evaluating Microsoft Exchange to simulate server performance based on parameters such as number of users, user load, and message volume.  This tool is designed to assist companies that are evaluating Microsoft Exchange to get an idea of what type of performance and hardware they will need for their deployment.  Netscape Mail Server offers no such tool.





Summary:


In conclusion, while Netscape Mail Server 1.1 (and the forthcoming Netscape Mail Server 2.0) provides users with the ability to send and receive messages, it does not provide the essential components necessary for an enterprise-wide messaging and groupware infrastructure.  It is important to distinguish between a protocol and a messaging architecture.  Netscape would have customers believe that support of specific protocols is all that is needed for secure, reliable, and scalable communications.  It is not.  For a messaging and communication platform to meet the needs of demanding enterprise customers, great thought and design must go into the underlying architecture to enable solid security, scalable directory services, powerful administration, rich groupware, and a robust development environment.  Microsoft Exchange has been designed from the ground up to serve as the basis for a long-term communications infrastructure.
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