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Overview for the Evaluator



�



Overview for the Evaluator





Welcome to the Microsoft Exchange Server Evaluation Guide.  Microsoft Exchange Server is the messaging server with integrated groupware that makes it easier to communicate.  This guide is intended  to lead you through the key capabilities and features that comprise this exciting new product.  It will also suggest methodologies for evaluating the product.  We trust as a result of reading this guide,  you will also discover the innovative architecture and thinking upon which the product has been developed.





Changing Face of Messaging



Over the last five - even twenty years, the marketplace has experienced tremendous growth in the utilization of electronic mail products.  Through this growth, several important customer trends have emerged that are very important in understanding Microsoft Exchange Server:

Customer downsizing from mainframe and mini computers to client-server based technology is increasing the importance of integration between client-server applications such as messaging systems and databases.

Staff reductions have made it essential that messaging systems be manageable centrally and include the proactive monitoring capabilities to catch problems before they happen.

Global enterprises are often basing their messaging infrastructure on the industry standard X.400 protocols.  In order to meet the customer needs on a global basis, integrated support of the X.400 messaging standard has become a critical element of electronic messaging products.

The explosive growth in Internet usage is making it critical for electronic messaging products to have built-in support for Internet standards such as SMTP, and MIME.  Today a client-server application has to be able to use the Internet just like a wide-area-network. 

Increasing mobility of users means that integrated, easy to use  remote connectivity, and offline use are two very critical aspects of today’s messaging systems.  

With the increasing power and functionality of desktop applications such as word processors and spreadsheets, it has become increasingly important for electronic mail systems to integrate with these applications to support the routing and distribution of files.





Challenges with today’s messaging environments 

With over 9 million users of Microsoft Mail, we are constantly listening to customer requirements and analyzing industry trends.  We often have the opportunity to interact with MIS managers of enterprise messaging systems and discuss the status of their messaging implementations.  For most of these managers, the discussion evolves around  four common themes: 



These managers have too many email systems.  The sophisticated environment of gateways and routers to ensure interoperability between the various systems make guaranteed service levels near impossible to meet. In addition, central management of diverse systems is near impossible and managing the various systems require a diverse staff with differing skills, resulting in the requirement for a large management staff.  To compound the problem, the inability to assure the fidelity of a message going through gateways restricts the users of the system to sending interpersonal messages. As a result, users cannot realize the full advantages of the messaging system.



These managers are incurring pressures to downsize from their host-based systems because of increased maintenance costs or obsolescence of hardware or software.  For example, customers with IBM PROFS systems are looking to replace their expensive VM Mainframes with distributed client server systems.  Similarly, customers with Digital VMS Minicomputers running All-in-One are looking for client server systems as alternatives.



These managers are incurring pressure to abandon proprietary systems for mainstream products so that add on server and client applications are more readily available and accessible.  Many customers we talk to have home grown systems that were developed several years ago on Mainframes.  Theses customers maintain a development staff to fix bugs in the system as well as to write add-on utilities for the system. This of course is very expensive and most of the functions they want to have are commercially available on LAN-based systems or can be much more easily developed in a language like Visual Basic.



These managers’ current LAN-based shared file email system is failing as they try to scale it beyond its capabilities.  Many large enterprise customers have LAN-based messaging systems but have gone far beyond what they had originally intended.  Most LAN-based systems were implemented ad-hoc, initially installed in a department that required it and then expanding from there.  Never having used a strategic implementation plan and as such, problems begin to arise as companies try to retrofit a plan around their LAN-based implementations. 



The Next Generation Messaging System

We have translated the market trends and customer requirements into the following nine points and we present these as the foundation for what we consider to be the next generation messaging system - Microsoft Exchange Server. 



Be Secure, Scaleable, Reliable, and Powerful.  The next generation messaging system must take advantage of server software operating system security and hardware power to provide a messaging infrastructure that ensures uninterrupted message and information delivery to and between the right end users.  It should take advantage of new scaleable hardware options such as symmetric multi-processors to provide the greatest performance possible per server computer.

Provide Central, Modular and Proactive Administration.  The next generation  messaging system should enable administrators to manage, proactively monitor, adapt, and configure their entire system from any server.  The system should monitor itself and proactively watch for and correct problems according to administrator’s settings. It should also be able to provide multiple sources of notification of system status.  Setting up and maintaining user accounts, groupware applications, gateways, and other system resources should integrate with operating system security and services.  Administrators must be able to delegate management of the entire systems or sub-services.

Comply with Open, Industry Connectivity, Networking, and Application Development Standards. The next generation messaging system must be compatible with messaging industry standards such as X.400, SMTP, MIME, MAPI, and all popular networks such as Microsoft LAN Manager, Novell Netware, Banyan Vines, and Microsoft Windows NT(.  Compatibility and support for Internet protocols and services is also an important requirement.

Easy to migrate to.  The next generation messaging system must include migration utilities to facilitate the migration of multiple email systems to it.  This should include email user account data and email databases plus include interoperability options for use during the migration.  The architecture of the messaging system should be based on client server standards such that it is possible to continue to run your existing messaging clients against the new server.  This will enable a phased migration.

Easy to Learn, Easy to Use Client.  Although innovative new features are important, having to retrain 1000’s of users is a costly venture.  With over 30M messaging users just on private PC LAN-based messaging systems, it is an absolute requirement that the users don’t have to go through another complete learning cycle with the new versions or the new generation of messaging systems. As the client functionality improves, the user should still be able to navigate their way around the client application.

Provide Broad Information Access.  A key end user benefit of the next generation messaging system is broad information access to multiple systems which includes the ability to route, store, manage, and organize messages and files from multiple systems. This is accomplished through  MAPI and MAPI service providers which enable the new generation client to coexistence and interoperate with other LAN-based e-mail products, as well as with the legacy systems such as PROFS, and DEC All-In-1, and direct client agent access to popular public messaging backends such as CompuServe, the Internet, and Microsoft Network.

Serve as the Foundation for Business Processes.  Unlike most legacy email systems that exist today that support only interpersonal email, the demands of business decision makers (e.g. VP of Sales) will require that the next generation messaging system support business processes.  Because most key business processes involve exchanging information between two or more people, the next generation messaging systems should provide the engine for all applications and end users to exchange information within and beyond any enterprise or organization.  The exchange of information can take multiple forms:  exchanging an e-mail message, sharing a document on a server, routing a form or other data between multiple end users, storing forms for shared access, or a combination of these methods.  The information itself can also take multiple forms:  messages, messages with embedded, attached or linked objects, documents, images, forms, schedules, and other digital information and file system objects.  The flexibility of the format of information used, together with the wide variety of methods of exchange supported, based on top of a robust, secure and manageable messaging system is the necessary foundation for computerizing business processes.

Provide all Core Messaging Applications, Integrated with all Desktop Applications.  The next generation messaging system should include e-mail, scheduling, forms, discussion, and conferencing applications to meet the base information exchange needs of customers.  In addition, these systems should integrate with all desktop applications so those key productivity tools can exchange information using the messaging system as an integrated function within the application.

Be Customizable, Extensible, and Programmable with Built-In and Other Popular Development Tools.  No one solution meets the specific business process needs of all customers.  Today the solution is to maintain a staff of programmers who can customize the current systems to meet the needs of users.  The next generation messaging system needs to be easily adapted to the specifications of its users.  Built-in facilities should support basic customization and application development such as viewing and organizing information or creating forms.  Full applications development with the most popular, well-used market development tools must also be supported.



Evaluation Considerations

While you evaluate the new messaging systems that are emerging, it is important for you to consider the features of the product but just as importantly, you should also consider  how they relate to making system management easier, how they reduce the cost of ownership or add to end user productivity.  We have designed this Evaluation Guide to help you setup Microsoft Exchange Server and to walk through its features in a structured way.  We’ve also tried to organize the guide so that it is easy for you to determine the value of each of the features.   We trust that this guide will help you in your evaluation and that you can use it as a foundation to compare other messaging systems.



Product Overview





Microsoft Exchange is the messaging server with integrated groupware that makes it easier to communicate.



Client/Server Messaging Applications

At one time, the category of messaging was synonymous with E-Mail. However, the continued evolution of the industry has blurred distinctions between e-mail and previously separate “groupware” categories like Group Scheduling, Discussion/Conferencing, Document Sharing, as well as the ability to create customized business applications. These have all come to be accepted as core requirements for a modern messaging system. 



In keeping with the evolution of the messaging category, Microsoft Exchange Server has been designed to provide advanced, yet easy-to-use functionality for all of these key application categories right out of the box.



In this part of the Evaluation Guide we will provide an overview of the functionality of Microsoft Exchange in these key application categories (email, group scheduling, group applications such as discussion databases and tracking, document sharing, and Microsoft Office integration) as well as review the system management functionality to ensure that the system is available 24 hours a day and 7 days a week.  In addition, we have also included a sections on Microsoft Exchange application development,

integration into your existing messaging environment, and performance.

E-Mail

By far the most widely used messaging application of all is Electronic Mail. Microsoft Exchange Server has evolved e-mail in two key directions: 1) make it easier to use, richer, and more integrated with the rest of the user’s desktop experience; and 2) provide a centrally-manageable, no-compromises enterprise messaging system – capable of scaling from small business servers to the enterprise backbone, and beyond. 



The enhancements to e-mail alone are far too numerous to list in this overview – please see Chapter 4: New Features and Innovations, as well as your Microsoft Exchange Server documentation for more detailed information. The following are just some of the major areas of enhancement to e-mail:

The Universal Inbox

The Microsoft Exchange client has been architected to work with a wide variety of different e-mail services – both LAN-based systems and on-line information services. This is because it is written as a MAPI 1.0 (Messaging Application Programming Interface) application (see the section on MAPI, below). MAPI provides a way for the same application to work against multiple types of servers by plugging in different “drivers” – in this case called MAPI Service Providers or simply Services. 



Microsoft has written a variety of Service Providers for different messaging systems, including Microsoft Mail 3.2, Internet Mail, Microsoft Fax, the Microsoft Network, and of course, Microsoft Exchange Server. A wide variety of 3rd parties, including Novell, Lotus, Apple, Oracle, Banyan, DEC, and Hewlett-Packard have also announced they are developing MAPI service providers for their e-mail systems.



A Microsoft Exchange client can install a number of these service providers simultaneously, in order to communicate on several e-mail systems at the same time. An alternate approach is to simply have one service provider on the client (Microsoft Exchange Server provider), and let the server handle the communication to multiple e-mail systems and consolidate incoming & outgoing e-mail. Microsoft Exchange Server excels at this task, because of its built-in support for Internet Mail and X.400 Mail. 



Additionally, the Microsoft Exchange client is a universal inbox, because it supports multiple objects types in mail folders – not just traditional e-mail messages. Documents, voice mail, electronic forms, and faxes are some of the object types that can be delivered directly into the Microsoft Exchange inbox.

Rich E-Mail

For most people today, e-mail is a lowest-common-denominator form of communication, consisting of purely textual, single-font, monoscaped information. Richer types of information must be sent today as file or document attachments to e-mail messages. One of the most common requests from users has been to provide support for rich-text e-mail messages – the Microsoft Exchange client provides extensive native support for rich text editing & display; without sacrificing compatibility with older, plain-text e-mail systems.



The Microsoft Exchange message editor fully supports multiple fonts, sizes, and colors of text. Users also control alignment & paragraph formatting, and have quick, one-button access to creating bulleted lists. Users have extensive control over text editing, including simple drag/drop moving of text anywhere within a message or even between messages. Users can also drag/drop rich text directly from Microsoft Word documents into an e-mail message.



Users can insert attachments or objects anywhere within the body of a message. They are not limited to a special “attachment envelope” at the beginning or end of the message.



Rich text messages can even be sent over the Internet, or other traditionally plain-text backbones. If the recipient has a Microsoft Exchange client, or other MAPI rich-text compatible e-mail client, they will receive the full rich text. If not, they will receive a plain-text rendering of the message.



Additionally, the Microsoft Exchange client supports the use of popular “signature blocks” that are automatically appended to the end of outgoing e-mail. This is configured as part of the AutoText feature.



��

�The Microsoft Exchange Client has another important feature that further improves the Internet integration, and makes it easier for users to communicate World Wide Web information to each other. When you type a URL address in an Microsoft Exchange message, it is automatically recognized by the client software and converted into a Web hotlink, which is designated by blue and underlined text. When the user click on this hotlink, if there is a Web browser on the same computer, that browser will be launched and the Web page in the URL address will be displayed.  Because this is a client side functionality, it functions across gateways and mail systems.  This works, for example, even if you send a message with a URL address from a Microsoft Exchange user, across the Internet, to a Lotus cc:Mail user, provided, of course, they are using the Microsoft Exchange client with the Microsoft Exchange MAPI driver for cc:Mail postoffices.



OLE 2.0 Support

Written using the object-oriented facilities of OLE (Object Linking and Embedding) and its underlying Component Object Model (COM), the Microsoft Exchange client fully supports OLE 2.0 compound document features, including:

Embedded objects directly in the message body

Visual Editing (in-place activation of objects)

Cross-application drag/drop of objects (drag Excel chart directly into an e-mail message)

Standard OLE document properties in views

Custom OLE document properties in views (see Office Integration, below)

�

OLE Automation control of messaging objects like messages, folders, address entries

Built-in, Flexible Support for Mobile Users

One of the biggest trends in computing is the explosive growth of portable & laptop computers. Microsoft Exchange fully supports this trend by making support for mobile computing a built-in, native part of the product – not an expensive add-on. Microsoft Exchange offers three options for the mobile user, so the users can pick the method that best fits their needs:

Offline folders, which make it possible for user to make a copy of the personal data or groupware applications on their local machines, work on them offline, and perform bi-directional synchronization with the server copy by dialing to the server or through LAN connection.

�   �

If you’re installing the Microsoft Exchange client for the first time, during the profile creation you will be asked if you travel with that computer. The first time you try to create an offline public or private folder for an application, an Offline Store file (OST) will be created for you. Once you have created an offline copy of the a folder, with the exception of the Inbox, Outbox, Sent mail and Deleted items folders which are automatically enabled for offline use,  the folder icon will turn into a briefcase icon, like in the figures below. Once you make a server folder available to you offline, you can easily synchronize that folder or all offline folders by using the commands under Synchronize in the Tools menu.  If you are using a dial-up connection, Microsoft Exchange client will dial to your server, synchronize the folder(s), and then disconnect. If you are on your network but disconnected from your server, Microsoft Exchange client will connect to your server, synchronize the folder(s), and then disconnect.

During synchronization the application forms and views are also replicated. Unlike other systems that perform similar functionality, each item of information is stored and replicated as data only, and has a link to the form description.  Therefore, in the case of Microsoft Exchange Server, each item is significantly smaller, usually 1KB or less,.  This saves on the time it takes to synchronize the information, and results in better performance.

Remote mail functionality, which allows users to selectively download their incoming mail and send all outgoing mail.

Microsoft Exchange helps users make the most efficient use of their time and their telephone while traveling. Users can choose to 1) simply download all their e-mail every time they dial in, or they can choose to 2) set a filter to only retrieve e-mail meeting certain criteria, or 3) use header preview to download just the message header information (no message body or attachments) for all their waiting e-mail. Users can then mark which messages they want to download, see the estimated download time, and then choose to download only the selected items. Users can dial in whenever they choose, or they can schedule an unattended machine to dial-in and download e-mail automatically on a regular basis.

Continuous connection, which allows users to access their servers as if they were working on the corporate LAN. This will allow them to see all information on the server in the most up to date format.



Designed to support intermittently connected users – Microsoft Exchange lets users dial in to get their e-mail, and then read, reply, and compose mail while offline. Outgoing e-mail is automatically queued up & delivered the next time the user connects via modem or LAN connection. 



Addressing mail while offline can be a challenge, when the user no longer has access to the corporate directory service. Microsoft Exchange Server solves this problem by allowing the user to download the entire corporate address book (or whatever subset their administrator chooses) to their laptop machine for offline use. The offline version of the corporate address book contains only the main properties, and is compressed for efficient downloading.



Separate from the corporate address book - users also have a Personal Address Book (PAB) available where they can easily enter their own addresses of friends & business associates, regardless of what address type they are – Internet, X.400, MCI, CompuServe(, etc. Users can add addresses from incoming mail to their PAB with the click of a mouse for future reference (select the address on the message, right-click, Add to Personal Address Book). 



Importantly – users can also just type in e-mail addresses directly, without having to enter them in an address book first. Users can simply type in XXX@YYY.ZZZ, and it will be automatically recognized as a valid Internet Mail (SMTP) address, and sent.

Delegate Access

A common scenario in business today is for a manager to have an administrative assistant manage their mailbox on their behalf. With most e-mail systems today, unfortunately, the assistant has to login to the system “as” the manager. The manager has to entrust their password to the assistant which makes for a potential security hole.



Microsoft Exchange Server allows users to securely grant access permissions to their mailbox directly to others. In Microsoft Exchange, users always log into the Windows NT Server domain as themselves – never as someone else. By default, Microsoft Exchange just opens the user’s own mailbox upon login.  Users can choose to “open” as many other mailboxes as they like, provided they have been given adequate permissions to do so. An assistant can keep both their own personal mailbox and their manager’s mailbox open at the same time – reading and replying to mail in either one.



Another use for this facility is when a mailbox doesn’t correspond to a specific person – but rather matches a “title” or a “role” – for example, “Fund Drive Chairman”. This may in fact be several different people, or different people at different times. Regardless, whoever is the currently “Fund Drive Chairman” will login to the network as themselves, and open both their own personal mailbox and the “Fund Drive Chairman” mailbox. They will be able to reply to mail either as themselves, or as the “Fund Drive Chairman”.



Example: If Joseph sends e-mail “on behalf of” Diane, then the recipient will see a message in their inbox that looks like it’s from Diane. When they open the message, they will discover it was really sent by Joseph “on behalf of Diane”.

Users can grant multiple levels of access to each of their mailbox folders individually. A manager might grant their assistant READ access to all of their folders, except for the “Personal” folder.  Additionally, users can decide if they want to let others send e-mail “on their behalf”. Finally, the system administrator (not users) can go one level further, and grant full Send As permissions. In this case the recipient would not be able to tell that someone else really sent the message (although the administrator could still tell via their server logs). 

Secure E-Mail

As more people use e-mail for core business communications, and especially as more of that e-mail finds its way onto public networks like the Internet – it’s becoming crucial that e-mail messages have a way of providing privacy and authenticity (who really wrote this e-mail message? Did somebody tamper with it, or is this the original?).



Microsoft Exchange Server provides an advanced set of Digital Signature and Encryption technology for this purpose. Microsoft has integrated RSA-based public/private key technology into the Microsoft Exchange Server and Microsoft Exchange client. E-mail messages can be signed – that is, your digital signature can be affixed to an e-mail message. Other Microsoft Exchange Server recipients can then verify  your signature when they receive the message. If successful, the verify tells them that 1) the message really was from you, and 2) hasn’t been tampered with or altered since you signed it.



Messages can also be sealed – which digitally encrypts the message body & attachments such that only the specified recipients can decrypt & read the message. Anyone else who gets the message will be unable to read it.  The following screenshot illustrates what these signed and encrypted messages would look like in the recipient’s inbox.

���

Rich Organization-wide Directory Services

Corporate Messaging systems have outgrown the days when a simple address book on each server was sufficient for simple e-mail usage. A true corporate directory containing users, mailboxes, distribution lists, and other objects is now a must. 

Single Logon:  With Microsoft Exchange Server and Windows NT Server, users finally have a true single logon to both their messaging system and their NOS. If users are using another NOS – like Novell NetWare – then they log onto the Microsoft Exchange Server separately, just like all other messaging systems work today.



Microsoft Exchange Server builds on the existing Windows NT Server directory server to provide a truly scaleable, yet centrally manageable corporate directory. In Microsoft Exchange Server, as in all Microsoft BackOffice applications, the Windows NT Server user account is the fundamental object for logging onto the system, being authenticated, and granting access permissions. Once a user is logged onto a Windows NT Server domain, they are also logged onto Microsoft Exchange Server – the logon & authentication is truly integrated. No separate logon is required for Microsoft Exchange Server. 



When you install  Microsoft Exchange Server onto a Windows NT based server, it provides a number of messaging-specific, X.500-based extensions to the Windows NT Directory Service. It associates a mailbox object with each Windows NT account, and allows the creation of distribution lists (DLs) , which can contain any number of mailboxes. Additionally, foreign recipients can be added to the directory – these objects represent users living on other messaging systems. These can be searched for in the directory, and included in DLs, just like native users of the system.

The Microsoft Exchange user simply sees the corporate directory as their Global Address List. It contains all of the mailboxes & DLs for the entire organization, yet they can search it quickly & easily to find exactly what they want. 



The directory contains a wealth of attributes for mailbox objects – including users’ phone numbers, office location, even the corporate “org chart”. Administrators can create links between users based on company reporting structures, or can simply import data from their human resources database – and end users can view who the manager is, and who the “direct reports” are for anyone in the directory.



The directory is also extensible. System administrators can add up to 10 custom attributes to mailboxes in their directory. This is useful for information like Employee Number, Resource Type, or even Shoe Size (if your company manufactures shoes, for example).

�

Multiple Namespaces

Most e-mail systems have distinctly different ways of addressing users. To help manage this potential source of confusion, Microsoft Exchange Server keeps track of many different e-mail “namespaces”. Each mailbox in the directory can have multiple e-mail addresses for use when communicating with different systems. These additional addresses are called proxy addresses. For example, the Microsoft Exchange Server natively uses an X.500 entry to refer to mailboxes, but it also automatically creates an X.400 e-mail address, an Internet Mail (SMTP) address, and a Microsoft Mail address for each mailbox – according to rules that the administrator defines. If you add additional gateways to your system - for example to PROFS or SNADS – then additional e-mail addresses are created for users in those new namespaces. End users can very easily look in the address book to see what the Internet address or X.400 address looks like for themselves – or for any other user on the system. 

Managing “Information Overload”

Many e-mail systems today contain some form of “rules” processing or e-mail filtering. Most of these “rules packages” run on the e-mail client. The Microsoft Exchange client contains advanced filtering & viewing features that let users organize & view information in their mail folders in a variety of ways.



Because we now have an intelligent client/server system – the “rules” processing can be moved from the client to the Microsoft Exchange Server. This way, rules processing can take place automatically & continuously – whether or not the client machine is logged in, or even running. 



Microsoft Exchange Server provides this “rules” processing in the form of AutoAssistants, that is, “intelligent agents” that run on the server and process e-mail on your behalf. The Inbox Assistant continuously monitors your incoming mail, and takes action to delete, move, forward, notify, reply, etc. – based on criteria that you specify in the form of rules. The Out of Office Assistant is similar, but also lets you send a auto-reply message to let people know you are out of your office for a period. You can easily toggle your “IN/OUT” status to activate this assistant.

Group Scheduling

The second most commonly-used groupware application is group scheduling. Microsoft Exchange Server provides an advanced client/server infrastructure for group scheduling, that leverages the reliability, and security, of the server’s directory services, and replication engine. The Microsoft Exchange Server client software includes a client/server-enabled version of Microsoft Schedule+, version 7.0. 

Personal Information Management

Microsoft Schedule+ allows the user to manage personal information, including Appointments, Tasks, Events, and Contacts. All of these can be shared with other users via the Microsoft Exchange Server.

Scheduling Meetings

The new Meeting Wizard in Schedule+ 7.0 makes scheduling a meeting easier than ever. Users  simply answer a few questions as the wizard collects all the information necessary to schedule a meeting.

Client/Server

The version of Microsoft Schedule+ that ships with Microsoft Exchange Server is one of the industry’s first true client/server group scheduling systems. All shared scheduling information is stored on the Microsoft Exchange Server, and fully leverages the system infrastructure: Windows NT Server security for access & delegate control, integrated on-line backup, replication engine to move free/busy information around the enterprise and more.

Delegate Access

A common scenario requires an assistant to manage the calendar on behalf of their manager. Schedule+ offers many levels of Delegate Access, including the ability to separately control access to Appointments, Tasks, Events, and Contacts.

Built-in Mobile Support

Schedule+ 7.0 was designed from the ground up to have great laptop & mobile support. It supports local replication of schedule information between the Microsoft Exchange Server and the Schedule+ client. Users can dial in and get their mail, including meeting requests, while on the road. Even while offline, users can accept & create meeting requests. 

Data Exchange

There are many ways to take your schedule with you, and Schedule+ 7.0 offers several more, including over 1500 different ways to print your schedule, a built-in interface to download your schedule to the Timex Datalink Watch, and import/export to devices such as Sharp Wizard and HP95.



Time Zones

An enterprise-scale product needs to be able to effectively span time zones, and Schedule+ 7.0 once again was designed specifically for this. Meeting requests are always received in the correct time zone of the recipient, and if a user travels to a new time zone – all of their appointments are now displayed correctly in relation to their new time zone. Users can additionally call up 2 time zones side-by-side when scheduling meetings – a great help when scheduling those conference calls with people on the other coast or in Europe.

7 Habits of Highly Effective People

Schedule+ 7.0 now also includes a superb time-management and goal-setting module based on Steven Covey’s best-selling series “The 7 Habits of Highly Effective People”. Goals and plans that you create for yourself based on Covey’s principles are automatically linked into your schedule and placed on your to-do list.

Groupware Applications:  Discussion Databases/BBS, and Tracking

There are many categories of so-called groupware applications, but none is more widely-used than the discussion forum, sometimes also called bulletin boards (BBS), or  conferencing.   Tracking applications are in many ways, a variant of the discussion database application and are discussed in more detail in the section “Building Custom Solutions.  A discussion forum is a distinctly different experience from e-mail. While e-mail distribution lists (DLs) can be used to carry on discussions among its members, the volume of mail can quickly become burdensome to users. Worse, people just joining a particular DL have no easy way to get “up to date” on the history of the discussions that have transpired – because none of it is stored in a central location, it’s all stored in individual’s mailboxes. The discussion itself could be a valuable record of the organizational memory. It could be used to share best practices, facilitate group decision-making, and keep people from re-inventing the wheel.



Microsoft Exchange Server allows the creation & use of enterprise-wide discussion forums right out of the box, with no programming or development required whatsoever. The server provides the rich infrastructure needed for creating & managing the discussion forums. The Microsoft Exchange client provides a simple user interface with built-in support for sharing information in discussion forums.

Public Folders

The key facility in Microsoft Exchange Server for supporting discussion and tracking applications is called Public Folders. To the end-user, Public Folders appear just like any other mail folder. As the name implies, however, the information in them is shared among many users. Public Folders allow the owner of the folder to control access to the folder by setting access permissions. Permission can be assigned to individuals, or to groups of people (distribution lists).  

Replication 

Microsoft Exchange Server supports true bi-directional, multi-master replication of Public Folders. This allows users on many servers across a large organization to participate in the same Public Folder application, as if they were all on the same server. Server administrators can choose to place replicas of Public Folders on as many of their servers as they need, for local access speed, load balancing, etc. Changes can be made on any of the replicas - they are all “master copies”. Changes made on one replica are automatically sent to all other replicas, and merged. This can happen immediately & continuously, whenever changes occur, or it can be scheduled by the administrator to happen on a regular basis. Replication is a very efficient means of keep multiple copies of folders in sync, because only the changes are sent between servers, not the entire database.



All of this is completely transparent to the end user. The server has the intelligence to automatically connect users to the nearest replica of any given Public Folder. In fact, users don’t need to know the physical location of Public Folders at all. 

Mobile Support for Groupware Applications

For mobile users, Microsoft Exchange Server provides two options to take part in the discussion databases and tracking applications while offline.  The first one is Offline Folder Synchronization, also known in the industry as local replication. Using this capability, users can take a copy of any public folder with them, make changes and then perform bi-directional synchronization with the server copy of the application.

�

If users want to save hard disk space, Microsoft Exchange also supports continuous connections.  In the continuous connections case, the user will have the same experience as they have when they’re on the corporate network and will have access to all applications.

Conflict Resolution

In any system that allows true multi-master replication, the possibility of conflicts arises – where people might make simultaneous changes on 2 different servers. Microsoft Exchange Server automatically detects such conflicts and flags all “conflicted” documents. Whenever a user opens such a document, they are alerted to the fact the there are now multiple versions of the document, and are prompted to pick the version they’d like to work with. Users with sufficient permissions in the Public Folder can also resolve the conflict, by either picking a “winner” from the conflicting versions, or choosing to save the versions into separate documents.

“Posting” vs. “Sending”

Traditional e-mail uses the paradigm of “sending” information from one user to another. A slightly different paradigm is used for discussion & information sharing – items are “posted” to a Public Folder, which is analogous to saving a record in a database. The Microsoft Exchange client supports both paradigms equally well – with built-in forms for “sending” (standard email note), and “posting” (“Post in this Folder” form). Custom forms can also support both types of behavior (see Building Custom Solutions, below). 

Conversation Threading

A useful aspect of a discussion is to be able to record who said what, and to whom. Items posted to a Public Folder in Microsoft Exchange Server are tracked in conversation threads. All folders have a built-in view called Group by Conversation - which displays the contents of the folder organized hierarchically. Each separate conversation topic is a thread which can be individually expanded or collapsed.



Document Sharing

Public Folders in Microsoft Exchange Server provide secure, replicated storage for many types of objects – not just messages, as described in Discussions, above. Public Folders can also directly store files and documents. In particular, the Public Folders excel at storing OLE-2.0 compatible documents (such as those created by Microsoft Office applications). 



End-user of Microsoft Windows( can drag any file or document from their file system (File Manager in Windows 3.1 and Windows NT, Explorer in Windows 95) and drop it directly into a Public Folder. A copy of the document is stored in the Public Folder information store on the Microsoft Exchange Server. Users can then simply double-click on the document to open it directly from within the Public Folder. 



If the document is an OLE 2.0 compound document, then the Microsoft Exchange Server will automatically extract any OLE document properties that it contains. This includes both the standard summary OLE properties, like Author, Title, Keywords, Comment – as well as Custom OLE Properties, that were defined by the author of the document.  For example, using the custom OLE properties, you can easily build a expense tracking application.  The total field in the Excel spreadsheet can be displayed in the view and will be updated as the cell that holds the total data in the spreadsheet gets updated.  Note that Microsoft Office for Windows 95 applications are capable of creating these custom OLE properties.



These document properties can be included in Views on the folders.



Documents stored in a Public Folder are replicated just like any other folder contents. If simultaneous edits occur on 2 servers, then the changed documents are marked as being in conflict, and users will be able to select between multiple versions.

Microsoft Office Integration

WordMail

The Microsoft Exchange client has a very rich text editor, but it begs the question – “I already have Microsoft Word - the very best text editor – why can’t I use that for my e-mail?”. With Microsoft Word for Windows 95 this is now possible. Installing Word 95 onto a machine with Microsoft Exchange installed will put a new option on the Microsoft Exchange client menus: Use Word as your e-mail editor. 



Users can take advantage of all of the rich IntelliSense( features of Word, such as AutoCorrect, and the Tip Wizard( assistant to edit message text more easily than ever. When the user hits the Send button, the e-mail message that is sent is a standard, rich-text MAPI e-mail message – it is not an attached Word file. The recipients do not require a copy of Microsoft Word. This allows other rich-text clients (like the Microsoft Exchange text editor) to receive & use the rich text.

Post to Exchange Folder

All of the Microsoft Office for Windows 95 applications include an exciting new menu item, called Post to Exchange Folder, which does exactly what it sounds like. It saves a copy of the current document file directly into a Public Folder on a Microsoft Exchange Server.

The Address Book

Microsoft Word for Windows 95 includes extensive Mail Merge support – now including the ability to mail-merge from a Microsoft Exchange address book, or a Schedule+ contact list.

OLE Automation

OLE Automation interfaces to Microsoft Exchange objects is provided via OLE Messaging and OLE Scheduling. This allows Office applications like Microsoft Excel with Visual Basic( for Applications to programmatically control key Microsoft Exchange objects.

Microsoft Project 95 Integration.

Although not a part of the Microsoft Office 95 package, Microsoft Project 95, as a Microsoft Office brand application, provides strong integration with Microsoft Exchange.  Microsoft Project 95 makes use of the custom properties to publish the overall status of the projects as fields that can be displayed in Microsoft Exchange folder views.  Therefore when you store your groups' project files in a Microsoft Exchange public folder, you can create a view that gives the executives in your organization an overview of the status of the projects and allows the project managers to share the project files to manage their projects in a workgroup environment.  Furthermore, Microsoft Project 95 closely interacts with Microsoft Schedule+ to link project management with task management.



System Management

Scalability and Reliability

Microsoft Exchange Server tightly integrates with and takes full advantage of Windows NT Server security, monitoring, and directory management. Messaging is a mission critical application and the server requires a mission critical application server, which is why we designed Microsoft Exchange Server to run on Windows NT Server.  The security, monitoring and directory management benefits that this tight integration offers administrators is discussed in more detail in the following pages.



One of the other important benefits provided by the fact that Microsoft Exchange Server is a good Windows NT application is hardware scalability. The Version 4.0 product includes Microsoft Exchange Server for the Alpha and MIPS platforms - as well as the Microsoft Exchange clients for Windows NT, and performance optimization tools such as the Microsoft Exchange Optimizer. This allows our customers to take advantage of the advanced hardware power offered by these systems.



With Microsoft Exchange Server, administrators do not need to choose between different versions in order to obtain the scalability and performance of today’s new multi-processor server configurations.

Operational Administration

One of the earliest key goals of the Microsoft Exchange Server project was to enable Single Seat Administration of the enterprise messaging system. The system includes a dedicated administrative client that is optimized specifically for that purpose.

Setup

Microsoft has taken great pains to make the setup of the Microsoft Exchange Server as simple and bulletproof as possible. When running Setup, you can simply “point” the new server you’re installing at an existing server, and it will automatically extract all of the existing directory information, automatically setup & modify the system’s routing tables, and automatically setup directory replication – without administrator intervention.

Creating Users & Mailboxes

This is one of the activities our research showed us was a large “time sink” for messaging system administrators. Creation of user accounts and mailboxes has been integrated, and made seamless between Windows NT Server and Microsoft Exchange Server. A user account & mailbox are created simultaneously when using the Windows NT User Manager for Domains.



Administrators can also choose to “point” the Microsoft Exchange Server at an existing file server, either Novell NetWare, or Microsoft Windows NT Server, and automatically create new mailboxes for the existing accounts. Finally we’ve made it very easy to add new mailboxes, or modify existing ones by creating a comma-separated text file, and running an IMPORT process against the file.

Managing Distribution Lists

To help reduce overall system operation costs, some of the management of distribution list membership can be delegated to a regular end-user (doesn’t need Windows NT or the Microsoft Exchange Server Administrator program). Users can add & delete mailboxes from a distribution list directly from within their Microsoft Exchange client, if they have been given permissions.



Distribution lists can also be secured. An administrator can easily place delivery restrictions on a DL (or any other kind of mailbox) such that only certain users are authorized to send e-mail to those aliases. For example, if  a company had a very large DL called “All Users” - they wouldn’t want to let just anybody send mail to it. That privilege would likely be reserved for the top management as well as the MIS staff.

Remote Administration

All of the key administrative and operational tasks involved in running Microsoft Exchange Server can be done either over a LAN connection, or via a remote, dial-up connection – enabling administrators to have a single-seat view of the organization, even when they are not directly connected to all of the servers.

Replication Services

Replication is one of the key services that allow Microsoft Exchange Server to support information-sharing, or “groupware” types of applications. A key goal of the system design was to provide sophisticated replication without overly complex setup or management.

Fault-tolerant Replication

The replication engine in Microsoft Exchange Server provides some very powerful capabilities, which happen automatically in the background, without administrator intervention. Because Microsoft Exchange Server has an organization-wide directory, it can keep track of all of the servers in the organization. The replication engine reacts automatically to changes in the state of the system:

A server is down for a while

A server comes back up

A new server is added to the organization

A server is deleted from the organization

Part of the replication topology is damaged or disabled



In the latter case, the replication engine will automatically recalculate alternate routes for getting the replication changes to their destinations. If multiple routes exist, it will calculate the cost and pick the lowest-cost route. 



Microsoft Exchange Server replication can be set up to operate over both direct network or dial-up links, as well as via e-mail links. The latter means that Public Folder replication can be enabled even to remote sites that are only connected via public e-mail systems, like Internet or X.400. 

Setting up replication

Unlike some other groupware systems which feature replication, Microsoft Exchange Server makes it easy to setup & manage replication – even for a large number of servers. Rather than setting up a separate “replication topology” consisting of a mesh between all servers – Microsoft Exchange Server simply uses the existing e-mail routing topology and the same sophisticated routing engine that is used for e-mail delivery. There’s no additional “mesh topology” or “hub & spoke” topology to set up or worry about.



The directory service keeps a list of all the servers, and which Public Folders have replicas on which server. Adding an additional replica to a new server is as simple as point & click – all from a single console.  Users don’t have to adjust a thing – they’ll be switched to connect to the “nearest” replica automatically.



The administrator can configure a replication schedule graphically – by simply dragging their mouse across a time grid.

Checking Replication status

Even with a fault-tolerant replication system, administrators still need to be able to find out the status of replication. Microsoft Exchange Server allows the administrator to look at each Public Folder replica, and quickly see the last time that folder was updated. They can also look at Servers, and see when the last time was that one particular server “last heard from” another server.

Security

Security Policy Management

Because Microsoft Exchange Server is tightly integrated with Windows NT Server, it takes full advantage of the logon and password management features found there. For example, administrators can control:

Minimum/maximum password age

Minimum password length

Password history & uniqueness

Account lockout after bad password attempts

Auditing tracking of permission changes or system resource access

Limit user logons to specific workstations only

Limit user logons to specific hours of the week

 

Digital Key Management

The Microsoft Exchange Server administration program includes tools for managing public & private keys – used for digital signatures and encryption. Unlike some systems that use digital keys, Microsoft Exchange Server allows the administrator to easily revoke a user’s keys in one central location if they leave the company  or their keys become compromised. Additionally, Microsoft Exchange Server provides a secure way to recover a user’s keys if the user loses or forgets their password. Once recovered, users can (In some systems, if a user loses their password the administrator must issue them an entirely new user ID, and the user will be unable to ever again access any mail that they previously signed or encrypted).

Monitoring/Troubleshooting

The Microsoft Exchange Server provides both reactive tools for managing system problems after they’ve been reported, as well as proactive tools, that search continuously for potential problems, and can even take automatic corrective action in many cases. All too often in today’s e-mail systems – the first sign that an administrator receives that something’s wrong is their users complaining that the mail is not getting though!

Server Monitors

The Microsoft Exchange Server Administrator program provides a sophisticated tool called a Server Monitor, which automates the task of ensuring that all components of your worldwide messaging system are up and running. A server monitor checks a list of servers and services (MTA, directory service, etc.) to make sure they are up & running. It can monitor any number of servers – as long as they can all be reached via LAN or WAN access. If a service is detected as not running, the monitor can automatically take action. It can:

Notify an administrator via e-mail, network alert, or pager that a problem has occurred.

After a period of time, automatically attempt to restart the service that has been reported down.

After another period of time, automatically attempt to gracefully shutdown & restart the server that contains the down service.

�

Link Monitors

Where the Server Monitor uses the network to do monitoring, the Link Monitor uses e-mail messages to monitor the status of the links between any points in the system. It verifies that a link is working, and reports how long it takes e-mail messages to bounce back & forth over the link. Administrators can configure the time intervals, and get notified if any of the e-mail round-trips takes longer than the desired time. Because the link monitor works via e-mail, the monitored servers do NOT have to be reachable on a LAN or WAN, and in fact can be part of a foreign mail system completely outside your organization.

Performance Monitor

Windows NT Server and server applications like Microsoft Exchange Server are extremely well instrumented with performance counters. The Performance monitor allows an administrator to check system characteristics in real time, or record events over a period of time for later playback & analysis. Notifications can be sent if certain performance thresholds are crossed. Performance Monitor is an invaluable tool to help pinpoint precisely where a bottleneck is occurring in a system.

Event Log

Microsoft Exchange Server logs all of its error messages and warnings in the common Windows NT event log. These errors can be viewed & filtered through the common Windows NT Event Viewer. A central log of this sort makes diagnosis of problems much easier – especially when all of the system errors go in the same place – those specific to Microsoft Exchange Server as well as networking, device driver, security, and other types of problems/warnings.

Information Store Management & Reliability

The components of Microsoft Exchange Server have been engineered & tested to meet extremely high reliability standards, and to be able to service a corporate messaging system 24 hours a day, 7 days a week. Testing at Microsoft includes the software equivalent of “destructive testing”, where systems are deliberately crashed, and servers pushed well beyond their capacity limits. This helps ensure that the data in the system can be recovered, even after a catastrophic failure.

Transaction Logging

Although the Microsoft Exchange Server Information Store is designed primarily as an object store for messages and documents – it does share some very important characteristics with high-performance relational database systems such as Microsoft SQL Server. Chief among these is its use of separate transaction log files to improve both performance and data integrity. Changes are recorded in the transaction log, then saved to the actual database file.

Hard and Soft Recovery

In the event of sudden power loss or system failure, any database system has the potential of becoming corrupt. The Microsoft Exchange Server information stores use the transaction log data to provide automatic data recovery whenever the system is brought back up after an system failure of some kind. “Soft” recovery is what happens when the system is shut down improperly, but you still have the main data files available on the hard drive. The server goes through the logs, and “rolls back” any incomplete transactions – thus restoring the database to a state of integrity.



“Hard” recovery is where you have a more catastrophic failure – the disk drives containing the main data files have crashed, or are otherwise unavailable. The main data files have to be replaced - from the last full backup tape set. However, it might have been quite a while since a full backup was done. Fortunately, Microsoft Exchange Server allows you to do incremental backups of the information store -- these can be restored as well. Finally, if your log files are still intact after the system failure (they should always be kept on a separate drive from the main data files for this reason) – then Microsoft Exchange Server will “roll forward” the transactions in the log up to the point in time of the failure.

Automatic Space “Reclaim”

The information store in Microsoft Exchange Server automatically reclaims unused database space in the background, either continuously or run on a scheduled basis. The server does not need to be taken offline or shut down, nor does a separate “reclaim” utility have to be run.

Resource Usage Limits (Quotas)

A key tool for administrators of Microsoft Exchange Server is the ability to limit the amount of space users are allowed to use in their Mailboxes stored on the server. A storage limit can be set as a system default, but administrators are still free to make the limits different for each user if they like. The limit might be set at 40MB, for example, and a “warning limit” set at 30MB. This means that when a user reaches 30MB worth of information in his mailbox, he will begin receiving warning e-mail from the system advising him to clean up his space. If he should reach 40MB, then his ability to originate new e-mail messages is revoked until he cleans up his space below 40MB. 

�



Backup/Restore

On-line Backup

Like many high-end production database systems (such as Microsoft SQL Server), Microsoft Exchange Server has built-in support for on-line backups directly to tape media. The server does not have to be shut down, nor do users have to be logged out. Many other messaging or groupware systems require the system to be taken offline for backups. In a multinational cooperation, where people work around the clock on different shifts – anything less than 24 x 7 uptime is clearly unacceptable.

Integrated with Windows NT Server Backup

The backup facilities in Microsoft Exchange Server are implemented as a set of extensions to the Windows NT Server backup program – allowing administrators to backup both Microsoft Exchange servers and file servers from the same location. Administrators can perform full, incremental, or differential backups directly to a wide variety of tape devices, from ¼ in. cartridges to high-capacity DAT systems. 



Building Custom Solutions

Microsoft Exchange Forms Designer

The Microsoft Exchange Forms Designer is a GUI design tool that allows an application author to quickly and easily “paint” their form on the screen. When complete, the author compiles and installs their form into a open Form Library (see below) so that Microsoft Exchange users can begin to take advantage of it.  Since there’s a very low “knowledge bar” associated with creating a custom Microsoft Exchange application, this functionality is available to all users and is optionally installed. 

Built-in Forms Runtime

Microsoft Exchange Server includes a complete Forms Designer package, which can be used to create both “stand-alone” applications, as well as “Public Folder” applications. The run-time support modules needed to use these forms are a built-in part of the Microsoft Exchange client for each of the Windows platforms.



The two main categories of applications are defined as:

Stand-alone applications - used to send structured information from one user to another.  A stand-alone application uses “stand-alone forms,” which are addressed from one user to another and are not associated with a particular folder, hence the term “stand-alone”.

Folder applications - receive and distribute information using customized public folders.  The forms used in this type of application are called “folder forms” because of their association with a public folder.

Based on Microsoft Visual Basic

The Microsoft Exchange Forms Designer generates forms that are based on Microsoft Visual Basic programming system, the world’s most popular developer tool. No knowledge of Visual Basic is required in order to design, compile, and install forms – but developers who understand Visual Basic can make additional custom extensions to Microsoft Exchange Forms.

Forms Libraries

The forms created by Microsoft Exchange Forms Designer (or any 3rd-party MAPI-compatible forms package) can be installed into special databases called Forms Libraries (sometimes also called Forms Registries). Whenever a user selects the Compose New Form command, they are presented with a list of the forms from a Forms Library. The Microsoft Exchange Server provides several different types of these Forms Libraries:

Organization Forms. This is a “global” library that lives on the Microsoft Exchange Server, and can be automatically replicated around the organization, such that new forms published on one server are automatically made available to all users company-wide. It has security permissions to allow only designated users to make changes to the forms stored there.  

Personal Forms. This is a set of forms typically stored on the user’s local machine. Mobile users can copy forms from the Organization library to their Personal library, in order to have the proper forms available when they go on the road.

Folder Forms. Every Public Folder also has its own built-in Forms Library. This enables Public Folders to automatically display the available list of forms when a user opens a particular Public Folder. The forms installed into a Public Folder are automatically replicated around with the folder. The public folder replication engine therefore allows for a highly automatic way of distributing an application organization-wide.

Getting started with Sample Applications

Microsoft Exchange Server ships with a number of sample applications to help get you started quickly. For more detail, see the Application Designer’s Guide in the Microsoft Exchange Server documentation.

Sample Applications List

The sample applications that ship with Microsoft Exchange are good examples of the range of applications you can create. While these applications have been designed to be useful virtually right out of the box, you can also use them as the starting point for your own applications.



Application�Description��Discussion and Response�Provides forms for submitting discussion topics and a response form for responding to a discussion in progress. Views are by grouped by discussion topic or by author and the items in the folder are displayed threaded by conversation.��Hot Topics (Moderated News)�Provides moderated distribution of “news.” Items submitted to the folder are diverted to a moderator’s subfolder for review. When a moderator approves a submission, it appears in the Hot Topics folder for access by readers.��Document Filer�Store and categorize OLE compound documents, such as those created using Microsoft Word, Microsoft Excel, or Microsoft PowerPoint(. This folder uses the built-in compound document wrapper form, IPM.Document, to promote document summary properties to the Microsoft Exchange Viewer. To file a document, the users drag it from the File Manager and drop it in the Document Filer folder. Views are grouped by author, keyword, and type.��Contact Tracking�Product and service organizations can use Contact Tracking to collect and keep data, for example, all sales leads in all regions, all qualified leads for one product or service, all outstanding invoices, or a history of all purchase orders, giving every person in the organization access to the data needed to complete every aspect of customer service.��Getting Started�Provides a guide to getting started with Microsoft Exchange. Items in this folder are tutorial in nature with step-by-step instructions for client users. Displays how folders can serve as a place to store and access tutorial information.��Help Desk�Use to manage problem description, triage, assignment, and resolution. Using Microsoft Exchange, Help Desk supervisors can track technician productivity, technician expertise, and common product or service trouble spots.��Chess�The Microsoft Exchange forms-based version of the traditional chess game. This application shows how Microsoft Visual Basic, OLE, and Microsoft Exchange can be combined to create virtually any groupware or interpersonal application.��Survey�Use the Survey and Answer forms to design a survey. It contains all types of questions, including multiple choice, true or false, essay, gradient or scale, and ranking. You can also analyze survey results by generating a report in Microsoft Word, using OLE automation.��Anonymous Postings

�This sample application provides for anonymous submissions to a public folder by replacing the sender’s name in the From field with “Anonymous”. The Anonymous Postings application is designed to support forums where people may otherwise be unwilling to post messages.��

Open, Published Interfaces 

Microsoft Exchange Server provides published interfaces for accessing & manipulating all of its available data objects. This is a boon to developers who wish to build custom solutions with their choice of tools.  The major interfaces include:

MAPI

The Microsoft Exchange client and Microsoft Exchange Server are built around the published, industry-standard  MAPI 1.0 (Messaging Application Programming Interface) interfaces. Applications written to MAPI 1.0 (like the Microsoft Exchange client) can be used against any back-end messaging service that has a MAPI 1.0 Service Provider (driver) available for it. MAPI 1.0 provides a comprehensive set of interfaces for accessing and manipulating messages, folders, address books, forms, and properties.  Information in Microsoft Exchange Server mailboxes, Public Folders, Forms Libraries, and the Directory Service is all accessible via MAPI.



MAPI is part of the Windows Open Services Architecture (WOSA), a set of interfaces that allow Windows-based applications to take full advantage of a heterogeneous, multi-vendor world.

MAPI Open Forms Architecture

A significant part of the MAPI interfaces is the forms interface – sometimes called MAPIForm. This provides a standard method for forms developed by one vendor to be used natively with a messaging client from a different vendor. MAPI-compatible forms can be developed in any language. For example – the Visual Basic-based forms generated by the Microsoft Exchange Forms Designer are MAPI-compliant forms, as are the built-in e-mail and “post to folder” forms of the Microsoft Exchange client, written in C.



This means users are free to mix and match forms from different vendors, as best suits their needs. Microsoft Exchange Forms could be used in the same Forms Library along with forms from Delrina or other vendors. 



OLE Messaging

While the MAPI 1.0 interfaces are targeted mainly at C and C++ programmers, a simpler, object-oriented OLE Automation interface is also available. This is ideal for developers working in Visual Basic, or Visual Basic for Applications. It allows access to messages, folders, and address books.

OLE Scheduling

Schedule+  manages a rich set of objects, including appointments, tasks, contacts, and events. All of these can be accessed via OLE Automation interfaces - using Visual Basic or Visual Basic for Applications, as well as C/C++.



Integrating into Your Environment

Communicating with the World

Integration with the Internet

Micrososft Exchange Server Product Family is designed to achieve the following three design goals when it comes to integration with the Internet:

The Internet is a great WAN.  As with all Microsoft BackOffice server applications, Microsoft Exchange Server operates in client-server environments where the “pipe” between the client and server can be the Internet.

Unmatched access to Internet mail.  Microsoft Exchange Server provides unmatched open and secure access to the #1 usage of the Internet- messaging.  Open, standards based for SMTP, MIME, even X.400 backboned across the Internet.

Integrated information access is critical.  Microsoft Exchange Server will provide outstanding NNTP and WWW access and integration, enabling customers easy access to the information.



Built-in Internet support in the Microsoft Exchange Product Family will enable customers to easily do the following:

Send and receive Internet e-mail directly from Microsoft Exchange Inbox or Microsoft Exchange Client.  This is a significant advantage over previous solutions requiring separate clients for Internet Mail and LAN based mail systems.  

Send and receive mail, MIME/UUENCODE attachments, easily administer, and monitor the Internet mail connections within organization.  With Microsoft Exchange Server, connecting an organization to the Internet through a gateway is much easier than with previous SMTP gateways and switches.

Connect to your Microsoft Exchange Server over the Internet from the Microsoft Exchange Client.  Users will no longer have to rely on a dial-up, dedicated RAS connection to reach an Microsoft Microsoft Exchange Server.  

Use the Internet to replicate groupware applications and data to other servers or to a client laptop.  With Microsoft Exchange Server, deploying groupware applications in distributed organizations no longer require that an organization maintain their own WAN.

Make newsgroup data available to Microsoft Exchange Server users.  Microsoft Exchange Server and the Microsoft Exchange Internet News Connector make the complete set of Newsgroups easily available to users through Public Folders�.

Access public folder data by using the Microsoft Internet Explore or other Web browsers.  Organizations will gain an easy way to make information available to internal or external Web users without storing information in redundant locations, or manually reformatting information into HTML format�.



The diagram below highlights how all of the Microsoft Exchange Product Family components fit together to help users and organizations easily connect to and leverage the Internet.  

�

Microsoft Exchange Product Family provides open, secure access to the Internet both messaging and groupware applications



Internet Mail Connector

This Microsoft Exchange Server component provides native, built-in support for Internet and SMTP/MIME mail. It’s designed to provide secure, high-volume delivery of messages between an organization and the most popular public network. Since all Microsoft Exchange Server users are automatically assigned an SMTP e-mail address in the Internet Mail namespace – they can send and receive mail on the Internet as though they were connected directly – but only the machine hosting the Internet Mail Connector actually needs to be connected to the Internet.



Administrators can configure security options such as which TCP/IP addresses to reject, and which users and groups within the Microsoft Exchange organization are allowed to send mail to the Internet. They can also control the MIME attachment type mappings, and configure the default format that messages will be sent in. This can be done on a per-domain basis – for example, send mail in rich text format to any address at “microsoft.com”, but send plain-text e-mail to all other domains on the Internet.

X.400 Connector

Microsoft Exchange Server includes complete, native support for the 1988 X.400 messaging protocol. It can plug into existing X.400 backbones, or it can serve as an X.400 backbone itself. Connections to other X.400 systems can be made via TCP/IP, TP4, and X.25.



Microsoft Exchange Server also supports certain key parts of the 1992 X.400 specification, including Body Part 15 (file attachment transfer).

Microsoft Mail Connector

To aid in migration, as well as to allows permanently mixed environment – Microsoft Exchange Server provides this native connection to Microsoft Mail 3.x postoffices. Unlike some updates that render a previous product obsolete – Microsoft Exchange Server actually makes Microsoft Mail 3.x installations work better. The connector knows how to act as a Microsoft Mail “MTA” (sometimes called external). It can be used to replace this key MS-DOS( based component with a more reliable, and more manageable Windows NT Server process.

Gateways

Besides the Connectors mentioned above, there will also be a number of other gateways available for use with Microsoft Exchange Server. Several vendors such as Attachmate Corp, and IMI, Inc. have announced Microsoft Exchange Server-hosted gateways to IBM PROFS and IBM SNADS, respectively. These are very tightly integrated with the administration and operation of the Microsoft Exchange Server. They participate in the advanced feature set, such as additional namespace support for users’ e-mail addresses.



Additionally, Microsoft Exchange Server is 100% compatible with existing Microsoft Mail 3.x gateways – meaning that there will be nearly 60 gateways available that work on the first day it ships.

Gateway “Engine”

Native gateways that are actually hosted on the Microsoft Exchange Server are vastly easier to write than in previous versions of our messaging products. This is thanks in large part to a Gateway Developers’ Kit which contains the core “engine” for a complete, working Windows NT-based gateway service. For vendors writing gateways, this has spurred them into very early support for Microsoft Exchange Server – because about 70% of the work has already been done for the developers in this kit.

Networking Support

Microsoft Exchange Server uses Remote Procedure Call (RPC) as the protocol between clients and servers. Microsoft RPC is compatible with the DCE RPC standard. A key advantage of RPC as a communication mechanism is that it is completely network-independent. This allows Microsoft Exchange Server to be used by the native clients for most popular Network Operating Systems (NOS).  The Microsoft Exchange Server can “listen” simultaneously on any or all of the supported protocols (TCP/IP, SPX, NetBEUI).

Novell Support

On Novell networks, Microsoft Exchange uses the native Novell SPX protocol to talk to the server.  Likewise, Microsoft Exchange Servers use the Novell Bindery to register themselves with the network. This allows the server to appear like any other native NetWare-compatible resource on the network, and allows the packets to be routed over Novell networks via their usual mechanisms.

Windows NT Server Support

Of course, one would expect that Microsoft Exchange Server provides excellent support for Windows NT Server networks, and that is certainly true. Microsoft Exchange clients can use any of several protocols (TCP/IP, SPX, or NetBEUI) to communicate to the server. If a user is already logged into a Windows NT Server domain, then there is no need to login again to Microsoft Exchange Server – we already “know who they are”.

Dial-in Client Support

Microsoft Exchange Server uses remote node networking for its primary means of remote client connectivity. Windows NT Server already includes an excellent remote node service called Microsoft Remote Access Server. It boasts some of the richest modem & script support in the industry. A single server can support up to 256 simultaneous dial-in modems, and several high-speed connection options are supported, such as X.25 and ISDN.

Automatic protocol selection

It’s nice that Microsoft Exchange Server supports a variety of network protocols, but selecting and configuring these can be a challenge. By default, the Microsoft Exchange client supports automatic protocol selection. It will make a connection automatically over whichever of the following answer first: TCP/IP, SPX, Named Pipes, NETBIOS. Administrators can pre-configure the clients to always use a particular protocol, however. 

Migrating from legacy systems

When an organization is considering moving a large number of users from an existing messaging platform to a new one – the administrators need all the help they can get. For that reason, Microsoft Exchange Server includes a number of Migration tools that automate the process of moving from various legacy e-mail systems, both LAN-based and host-based.

Migration Wizard

The Migration Wizard is automatically setup when you install the Microsoft Exchange Administration program. The Migration Wizard allows you to:

Migrate users and shared folders from Microsoft Mail for PC Networks postoffices.

Migrate users  and bulletin boards from Lotus cc:Mail post offices. 

Import migration files created by Migration Source Extractors (see below).

Migration Source Extractors

Migration Source Extractors run in the native environment of the messaging system. To migrate data from these systems, run the Source Extractor extracting data to a file and than import that file into Microsoft Exchange Server using the Migration Wizard after transferring the file to PC environment. The following source extractors are provided in RC1:

Microsoft Mail for AppleTalk Networks Source Extractor

IBM PROFS/OfficeVision Source Extractor

DEC ALL-IN-1 Source Extractor

Verimation Memo Source Extractor



International Support

Microsoft Exchange Server has been designed to meet the needs of both small business around the world and large multinational corporations. From the beginning, Microsoft has designed in support for a global, multi-language environment.

Multi-language servers

Both Microsoft Exchange Server and Microsoft Exchange clients will be available in a variety of languages. What is truly unique is the ability to mix and match – any language client can connect to any language server. A single server can support clients from many different languages – this becomes increasingly important as server capacity rises, and customer being consolidating servers together. Any language client can send mail to any other language client. Of course, Microsoft Exchange Server can’t actually translate text from one language to another – but it does ensure that code pages are handled correctly, and the character sets represented as correctly as possible on the receiving end.



Microsoft Exchange Server handles this language support because it internally uses Unicode for its character set. Unicode is the new industry-standard successor to the ASCII character set. It supports every major language and script in use today.

US and International Data Encryption

A common problem for many products which use data encryption is that United States law currently prohibits the export of products which contain strong data encryption. As a result, a weaker version of encryption is typically offered for sale outside the US and Canada. The problem is that the US and International versions of some vendors’ encryption software are mutually incompatible. Messages encrypted in Europe cannot be read in the US, and vice-versa.



Microsoft Exchange Server solves this problem by leveraging its Organization Directory Services, along with several encryption algorithms of varying “strengths”. While US laws still prevent strong encryption from being used by users outside the US & Canada, the Microsoft Exchange Server directory service keeps track of which users have access to which strength of data encryption. Non-US users will always encrypt data with the weaker algorithm, which can always be read & decrypted by users in the US & Canada. Secure messages originated from the US may be encrypted with either weak or strong encryption – whatever is appropriate for the country the recipient is in.



Performance

Performance in Client-Server Messaging Systems

We believe that performance benchmarking for messaging is still under development. The existing benchmarks usually focus on either one of the two areas:

The response time for an unloaded system to perform certain tasks. For almost all products this can be tested very easily by setting up a single server and maybe a couple of clients and performing the tasks and timing how long it takes, for example, for a message to go from one client to the other.

The maximum number of users per server.  This number is usually harder to determine in a lab environment today without the use of additional tools such as simulators.  So in many cases actual customer usage or the vendors figures are used to determine the maximum number of users per server. Of course, the other variable in the equation to determine this is the configuration of machine used.
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These two points of measurement actually represent the two extreme cases in a chart that plots the number of users per server by the response time on a given system. The figure below makes an attempt at illustrating this. The curve used in this chart is not representative of any specific messaging product.  But the importance of this chart is the fact that, when customers decides the deploy a messaging system, they are more interested in finding the comfortable point where they can support the maximum number of users per server with a reasonable response time for the users of the messaging system. In order to help customer determine this crucial measurement before they start deployment, we provide a number of tools in Microsoft Exchange Server. One of these tools is a simulator that simulates user load, and the other one is an optimizer to help users optimize the Microsoft Exchange Server installation on their hardware.  These tools are discussed in more detail below.



Tools for Improving Performance

Microsoft Exchange Optimizer

This tool is installed with the server, and is basically a “Wizard” that examines the machine you’re running Microsoft Exchange Server on, and makes tuning recommendations based on the detected hardware plus your answers to questions about # of users, entries in the directory, etc. The recommended changes are made automatically to your system if you OK them

Load Simulator

Unlike other application servers like SQL Databases, no standardized tests exists today which allow you to accurately measure key performance metrics of a messaging system across a number of different systems – and have the results be repeatable. This is exactly what Load Simulator does. It assists in the creation of test user accounts as well as distribution lists and public folders. Load Simulator can also initialize user mailboxes with a preset number of folders and messages. Users can be described easily by entering the number of times a user action occurs per day, the average number of recipients that are sent to and the types of messages that are sent each day. Simple surveys or statistical analysis of the user installed base can help answer these questions. Finally, the test can be run with the click of a button while Load Simulator handles the simulation of multiple clients while reporting the results to a central file which can be analyzed after the test is complete.



Load Simulator software that ships in the Microsoft Exchange Server allows you to enter not only private folder, messaging and scheduling settings, but also public folder settings.  In addition, the Load Simulator for Alpha and MIPS platforms can be found in the Version 4.0 product CD-ROM.
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Product Architecture





Microsoft Exchange is the messaging server with integrated groupware and Internet mail and X.400 connectivity.





Microsoft Exchange Server is based on a modular, client/server architecture. It is modular because its components can be plugged in to achieve different levels of functionality; it is client-server because the processing of tasks is distributed between the client and server.

This chapter describes the components of the product and how they communicate with one another.



Product Components

Microsoft Exchange technology consists of a the Microsoft Exchange Inbox, Microsoft Exchange Clients, Microsoft Exchange Server, and Microsoft Exchange Forms Designer.

Client Components

Microsoft Exchange Inbox in Windows 95.

Microsoft Exchange Inbox ships with Microsoft Windows95.  This is a MAPI 1.0 messaging client, that supports rich text editing and OLE 2.0. Microsoft Exchange Inbox can work with several messaging or groupware servers at once, provided that those messaging and groupware servers have MAPI 1.0 service providers.  In Microsoft Windows 95, several of such service providers will be shipping: Microsoft Mail 3.x, Microsoft Fax, Microsoft Network, and Compuserve messaging. In Microsoft Plus for Windows 95, also an Internet( messaging service provider for the Microsoft Exchange Inbox will ship. These providers allow the users to send and receive messages via the different back-end services using the Microsoft Exchange Inbox as a universal mailbox.

Microsoft Exchange Client

The Microsoft Exchange Client software can run on any of the following operating systems: 

Windows 95

Windows for Workgroups

Windows NT Server

Windows NT Workstation

Windows

MS-DOS

Apple Macintosh (Note that, this is the alpha release of the Microsoft Exchange Client for the Apple Macintosh)



Microsoft Exchange client for Windows95 offers features that are a superset of the Microsoft Exchange Inbox feature set. These advanced features and the access to Microsoft Exchange Server can be available through a simple upgrade procedure.  These advanced features are discussed in more detail in Part 4, New Features and Innovations in Microsoft Exchange Server.



There are three client components of Microsoft Exchange Server, as displayed here. Components are selected during Setup. Components from other manufacturers can also be used with Microsoft Exchange Client.
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Microsoft Exchange Client has a universal interface called the Viewer, from which users can access, organize, and exchange information such as e-mail, documents, graphs, voice mail, faxes, spreadsheets, meeting requests, expense reports, and sales orders. The Viewer toolbar makes performing tasks, such as printing, creating a new message, deleting an item, or viewing the Address Book, only a point and click away.
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Elements of Microsoft Exchange Client

The Microsoft Exchange Client Viewer stores information hierarchically. At the top of the hierarchy are the mailbox, public folders, and personal folders; all can hold schedules, e-mail, documents, and other folders. Objects in folders, such as e-mail messages, can be copied to other folders. 

Users can readily access information without knowing where it is stored. Microsoft Exchange Client makes the connections to information in mailboxes and folders so the users themselves don’t need to connect to servers.

The Viewer contains a mailbox, personal folders, and public folders: 

Mailbox.  All incoming mail messages for a designated user are delivered into the mailbox. Information in a user’s mailbox is stored on the user’s home server.

Personal Folder Files.  Information intended for private use is stored in personal folder files (.PST files). This information may be mail messages or other types of information, such as documents.

Public Folders.  Information that is shared by a group of users is found in public folders. Public folders are stored on servers, and users can connect to all public folders on servers in their site, not just those located on their home server. Access to folders is controlled by permissions. 



Microsoft Exchange Client contains an Address Book, available in the Tools menu and from the toolbar. People can use it to select recipient names when composing a message or to view information about other Microsoft Exchange Client users. The Address Book is a corporate directory that includes information about users, such as their phone numbers, office numbers, and departments. People can also create a personal address book that contains frequently used addresses or addresses of recipients in outside systems. The Address Book is stored on the server. The personal address book can be stored as a .PAB file on either a server or client.

Managing Information

With Microsoft Exchange Client, users can do the following:

Compose messages with customized formatting, including type, colors, and bulletted lists.

Send messages with attached files, objects, or other messages.

Assign a priority (high or low) to a message and request automatic delivery or read notification.

Reply to the sender or to all recipients of a message.

View folders by date, sender, recipient, or by a customized sorting order.

Give other users access to their mailbox and personal folders. 



Users share information through public folders. For example, a user can create a report and post it in a public folder so others can access it. In this way, users can retrieve information when they need it, rather than waiting for someone to send it.
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Microsoft Schedule+

Microsoft Exchange Schedule+ is tightly integrated with Microsoft Exchange Client. Schedule+ helps users manage their time, organize tasks, and communicate with others.

Manage personal time Users can track their appointments and tasks, and view their schedules on a daily, weekly, monthly, or yearly basis. Schedule+ can also remind them of appointments. 

Organize tasks Tasks can be grouped by project and sorted by start date, end date, priority, billing code, and so on. 

Communicate with others Users can request meetings, send meeting notifications, view other users’ schedules to see free and busy times, and book business resources, such as conference rooms and audiovisual equipment.
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Server Components

The server components process the instructions that the client components request, such as looking up names, sending messages, and storing information in private and public folders.



Each server has core and optional components. The core components are installed during Setup and must be running at all times. In addition, they must all reside on the same Windows NT Server computer. The core components provide the main messaging services: message transfer, delivery, and storage, as well as directory services. The optional components provide connectivity and directory exchange with other systems, as well as advanced security. All server components are implemented as Windows NT Server services. The following illustration shows the server components.

�include c:\\exchdoc\\concepts\\artman\\ch01.art art_ac02_2a2_eps \!��IMPORT E:\\FOOD\\EMS\\CONCEPTS\\FINALEPS\\AC02_2A2.EPS \* mergeformat����

Directory.  Stores information about an organization’s resources and users, such as mailboxes, public folders, distribution lists, and servers. Other components use the directory to map addresses and route messages. The directory is automatically replicated to all servers in a site, and it can be configured to be replicated to servers in other sites. The directory is based on the International Organization for Standards (ISO) X.500 specification.



Information store.  Provides server-based storage, which holds users’ mailboxes and public folders, and enforces security. The information store also replicates public folders, enforces storage limits, and delivers messages to users on the same server. It maintains information in two databases: the public and private information stores. The public information store maintains information stored in public folders. The private information store maintains all messages in user’s mailboxes, which are exchanged by one person or by a group of people.



Transfer agent.  Submits, routes, and delivers messages to other Microsoft Exchange Server MTAs, information stores, connectors, and third-party gateways. The X.400 Connector is integrated with the MTA.



System attendant.  A maintenance service that must be runing in order for Microsoft Exchange Server services to run. It performs the following tasks: 

Assists in running monitoring tools by gathering information about the services running on each server in a site.

Checks messaging links between servers (in one site, within a site, in two different sites, and in two different systems).

Checks directory-replication information and corrects inconsistencies.

Logs information about messages sent during message tracking.

Builds routing tables in a site.

Generates e-mail addresses for new recipients.

Helps enable and disable digital signatures and encryption for mailboxes.





Directory synchronization component. Exchanges directory information between systems that use the Microsoft Mail 3.x directory synchronization protocol. The directory synchronization component maintains information in its own database and enforces security on the information.



Key management component. Manages security information used for digitally signing and encrypting messages sent between users within a Microsoft Exchange Server organization.



Connectors. One of the most useful features of Microsoft Exchange Server is connectivity, the ability to connect to different messaging systems. Microsoft Exchange Server includes several optional connectors, which you can add depending on your organization’s needs.



Connector�Description��X.400 �Can be configured to connect sites within Microsoft Exchange Server, or to route messages to foreign X.400 systems. The X.400 Connector conforms to the 1984 and 1988 CCITT X.400 standards.��Microsoft Mail�Provides connectivity to MS Mail (PC) and MS Mail (Apple Talk). 

Provides connectivity to MS Mail (PC) gateways, including AT&T Mail, Fax, PROFS/Office, Vision, MCI Mail, MHS, and SNADS. (Note: These components must be purchased separately.) ��Microsoft Schedule+ �Free/Busy �Exchanges Microsoft Schedule+ free and busy information with MS Mail (PC) so that Schedule+ users can view other people’s free and busy times. ��Internet Mail�Connects to Internet so that users can exchange messages with people using mail on the Internet. ���



Microsoft Exchange Forms Designer

Using the Forms Designer, you can design custom forms that build into groupware applications. These electronic forms, used in place of paper forms, automate and streamline processes. A form may be a send form, such as a purchase requisition or expense report, or a post form used for posting information in a folder. Although you don't need programming experience to design forms, familiarity with Microsoft Visual Basic 4.0 is helpful.



Using Forms Designer, you can create applications that:

Track information, such as customer service requests or meeting agendas and action items.

Store reference information, such as an employee handbook or a document library.

Facilitate discussions similar to those available on online bulletin boards. For example, a technical users group can discuss issues and resolutions, or a workgroup can brainstorm new product ideas.

For more information about using the Forms Designer, see The Microsoft Exchange Application Designer's Guide.



Client and Server Communication

Microsoft Exchange Server is based on the client-server architecture. The client sends requests to the server, and the server obtains the information that the client requestes, using Remote Procedure Calls (RPC). RPC is an industry standard protocol for client-server communication. With RPC, clients and servers can communicate with one another efficiently and independently of the network type. 

Client and server components communicate through the messaging application programming interface (MAPI). Messaging applications and information services that comply with MAPI can be “plugged” into Microsoft Exchange Server and Microsoft Exchange Client to provide additional functionality.



The following illustration displays the complete Microsoft Exchange Server architecture. It also shows which components initiate requests to other components, and which components respond to requests.
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�What Makes Microsoft Exchange Architecture Unique?



We hope the discussion above introduced you to the components that make up Microsoft Exchange Server and clients. However so far we have only scratched the surface of how Microsoft Exchange was architected. The architecture of a client server application is very important because unlike a personal productivity application, in a server application there is a lot of other variables that should be considered. The system should be optimized for client to server and server to server operations, taking into account the smallest workgroup as well as the widest network, the Internet. A client-server application has to provide the right management capabilities and arguably most importantly needs to be secure and reliable.



In the following pages we will discuss what makes Microsoft Exchange architecture unique. The architecture will in turn provide the users certain benefits. We discuss these benefits in more detail in the Chapter 4. We will also try to contrast Microsoft Exchange architecture to other messaging and groupware products. In this chapter we will go into more architectural detail, but this comparison can be found in Chapter 3 in summary form.

Reliability

Reliable data store with transaction logs

Borrowing an idea from online relational databases like Microsoft SQL Server, Microsoft Exchange Server information store uses a separate transaction log file to improve both performance and data integrity.  All changes are recorded in the transaction log, then saved to the actual underlying database file.  In the event of power loss or unexpected server shutdown this ensures that your data will remain intact and recoverable – right up to the last complete transaction. The database is never left in an inconsistent state. None of the other messaging and groupware products Microsoft Exchange is compared to in Chapter3 provide transaction logging.

Fast automatic recovery using transaction rollback

When an Exchange Information Store is started after an abnormal server shutdown – the transaction log file is scanned to see if there were any incomplete transactions. If there were, the database is “rolled back” atomically to the state before these transactions took place. This automatic recovery operation is relatively quick, since only the most recent transactions in the log have to be checked.  



To contrast with another product for example, when a Lotus Notes server is restarted after an abnormal shutdown – a “FIXUP” program is run against every database file that was open. FIXUP must individually verify every field in every document in each database – a lengthy process that can take many hours for large databases. FIXUP also automatically deletes any “damaged documents” that it finds. This raises the distinct possibility of critical data loss --  an incomplete update to an existing document could result in the original document being damaged, and therefore deleted entirely. 



The difference here is exactly analogous to the difference between traditional file systems, such as those used in most UNIX operating systems, and the transacted NTFS file system found in Microsoft Windows NT. After an improper system shutdown, traditional UNIX file systems have to run a lengthy file-system check process, while NTFS merely needs to check its transaction logs – often a difference of many hours additional down time before the system is back in operation.

Automatic replica fail-over & load balancing

In Exchange Server, if a particular Public Folder replica is down for maintenance, or is removed – users are transparently connected to another replica. If a new replica is added – the system automatically starts connecting users to it, in order to balance the load.



To contrast to a groupware system, for example, in Lotus Notes, the databases have no “failover” capability – the burden of connection is on the user, not the system. Users must know the specific server name they wish to connect to. If that server is down, the user must know the name of another server that contains a replica, and manually attempt a connection. If a new replica is created, users must explicitly start using the new server name in order to connect to it. 

Security

Secure central deletion of user accounts

Microsoft Exchange provides centralized security management of user accounts through its tight integration with Windows NT Server directory and security. Administrators can specify user security policy such as password aging, and have tools such as automatic intruder detection and account lockout to help prevent system attacks.  In Microsoft Exchange, when a user leaves the company, their account can quickly be deleted centrally and this changes will immediately apply across your messaging infrastructure. If a user account’s password is compromised, either the user or the administrator can globally reset the password with a single action, preventing any future security breaches due to the compromised password.  Most importantly, if an administrator ever leaves the company then that account can be quickly & globally deleted. This prevents disgruntled administrators from being able to leave any “back doors” into your system.

 

By contrast for example, Lotus Notes relies on exclusively distributed public key cryptography for all security and access control.  Once the User ID file is distributed, the administrator loses all direct control of that ID.  If an attacker gets a copy of a user’s ID file, and gets the password to it – then they have effectively “become” that user. It does no good for the user to change their password at this point – this only changes it for their local copy of the ID file. The attacker still has full access to the user’s private key in his copy of the ID file. If such a compromise is ever suspected, then 1) the user must be issued an entirely new ID (a whole new “identity”), and the old ID must be “Denied Access” to all servers and databases in the organization. 



The biggest security risk results from the fact the Notes uses the same distributed ID file mechanism with the top-level “Certifier” IDs as well. These IDs are used to create all of the other user and server IDs. Anyone with access to the Certifier ID can create new ID files at will that allow them access to any resource in the organization. Needless to say, Lotus has strict recommendations on how to try to make your Certifier ID file secure, although a careless Certifier could easily leave the entire organization open to attack.



Certainly it’s the case that in any system, the top-level security administrators must be trusted to a large extent. The problem here is what happens after they leave the company. A disgruntled or untrustworthy Certifier admin could easily make copies of the Certifier ID file (as well as all user IDs if they made backups) and take them with him. The new Certifier admins can change the password on the Certifier ID, but again, it’s too late – this only changes the password on the local copy of the ID file – it changes nothing on the attacker’s copy of the ID file. This is a worst-case compromise scenario – a new certifier ID must be issued, as well as new IDs for all servers and users. You are practically re-installing the system at this point.



Microsoft Exchange Server and Windows NT Server guard against this scenario by simply allowing all passwords to be globally reset. Even if an attacker did have the correct password at one time, this hole can be quickly sealed by changing it.

Complete security policy management

Because Microsoft Exchange Server uses the underlying logon/security facilities of Windows NT Server, it automatically inherits the security policy management features from Windows NT Server.  Customers tell us they want to be able to set consistent security/password policies across all their systems. Windows NT Server - and therefore Exchange Server, or any other BackOffice application - allows the following password and user policies to be managed:

minimum password length

minimum/maximum password age

password uniqueness (can’t re-use last ‘N’ passwords)

valid logon hours

valid logon workstations

Intruder detection & account lockout

Exchange Server supports the ability to detect when an “intruder” is trying to break into the system by trying multiple passwords, via the Windows NT Server directory security. This activity can trigger an alert to an administrator. Further, the system can be configured to automatically lock out all access to the specific account after ‘N’ bas passwords to prevent dictionary/password attacks on the system. 



Some of the other messaging and groupware applications use distributed public-key security, which provides no intruder detection or lockout facilities.

Manageability

Single Seat Administration

Microsoft Exchange provides built in enterprise wide administration tools.  A single administrator can remotely manage servers, users, connectors across their messaging infrastructure all from their desktop.  Microsoft Exchange provides this administration tool “out of the box”.

Single-instance storage with per-user storage limits

Years of working with large Microsoft Mail customers impressed upon us the importance of giving control of storage to the administrator. Research shows that one of the most common reasons for mail system outages is simply the inability to limit user storage, which eventually causes servers to fill up & cease working.



Therefore, within its shared mail information store, Exchange Server allows administrators to set & enforce disk quotas – either an overall default, or individual user limits.  Users can be given a warning limit as well as a “hard” limit.



To contrast it with Lotus Notes for example, if a Notes administrator decides to take advantage of the Notes 4 “Shared Mail” feature they must forgo the ability to limit individual user storage. Notes can only limit the overall size of a database file – there is no way to limit an individual user’s storage quota within a database.  One user could easily hog all of the available shared mail storage.

Central link & mail delivery monitoring

Microsoft Exchange allows administrators to proactively monitor multiple aspects of the messaging network.  These monitors provide both a reactive and proactive tool in diagnosing and troubleshooting problems (real or potential) within in your e-mail infrastructure.  Especially useful is are Link Monitors, which allows you to monitor the actual flow and time for messaging delivery, enterprise-wide.



Microsoft Exchange Server provides this enterprise monitoring out of the box at no additional cost.



For example, performing this same task in Lotus Notes requires the purchase of Lotus NotesView (which also requires HP OpenView to run). Lotus NotesView is a 16-bit application which runs on top of HP OpenView for Windows 3.1.  Lotus NotesView retails for $5,995 for upto 150 servers, and $3495 for up to 10 servers. HP OpenView has a list price starting at $1495. 

Single-step user account creation for networking, email, groupware, scheduling 

Because Microsoft Exchange Server is tightly integrated with Windows NT Server and the NT Server Directory; with a single step, administrators can create a user’s single BackOffice logon account, create their mailbox, and create their calendar – all without leaving the Windows NT User Manager program. Even more importantly – administrators can also globally delete or disable the user’s account with a single step, in the event the user leaves the company.

Universal transfer agent for both replication and mail routing

Only Microsoft Exchange Server takes full advantage of store-and-forward messaging architecture for its replication services, allowing for a single infrastructure for all types of data transfer. The Exchange Transfer Agent already provides sophisticated least-cost routing, dynamic re-routing, automatic traffic balancing, and very high throughput. This robust backbone is ideal for a Public Folder to send its replication changes to other replicas, ensuring guaranteed and efficient delivery.  With this backbone already in place, the Administrator’s job becomes enormously easier.  Creating additional replicas on new servers is a simple point & click. Exchange Server automatically handles the details of distributing replication changes.



By contrast for example, Lotus Notes has a built-in Mail Router process which is not used for database replication. Instead, Notes database administrators must set up point-to-point replication “connection documents” from every server to every other server that contains a replica, in a mesh topology. These many-to-many relationships quickly become unmanageable, and so in most larger Notes systems, administrators are forced to manually simulate a store-and-forward messaging backbone – by  creating a “hub and spoke” replication topology. Spoke servers have to replicate their changes to a central hub server, which then consolidates and replicates the changes back out to the spokes.  Timing becomes very critical; great care must be taken to ensure that all the spokes have finished replicating before the hub starts sending changes back out.



Because the Exchange MTA can route over X.400, SMTP, or direct between Exchange Servers – this means that Directory and Public Folder replication can also take place over these store-and-forward protocols.

Message tracking & query

Microsoft Exchange provides administrators with end to end message tracking.  Many administrators have told us this is the “Saved my Job” feature. If a user complains that “I sent a message to Jane Smith, and she claims she never got it” – the administrator can easily query for the message in question, and see its tracking history graphically displayed, including every server, MTA, or connector that ever touched the message. Most importantly, they can determine whether the message was in fact ever delivered, if it’s “stuck” in a queue, etc – and resolve the problem.



None of the other messaging or groupware systems Microsoft Exchange is compared to in Chapter 3 provide a message tracking feature. Lotus Notes for example, provides a message “tracing” feature, but this is much like a standard “probe” feature found in many e-mail systems: when trouble is suspected, a “trace” can be sent that will show the path taken by a particular message. It doesn’t help when you’re trying to track down a lost message that was already sent. 

Live online backup to tape for 7x24 operation

Microsoft Exchange has built-in support for on-line backups directly to tape media.  The server does not have to be shut down, nor do users have to be logged out.  Furthermore, Microsoft Exchange backup is integrated with Windows NT Server backup, allowing administrators to backup both Microsoft Exchange servers and file servers from the same location.  Administrators can perform full, incremental, or differential backups directly to a wide variety of tape devices, from ¼ inch cartridges to high-capacity DAT systems.  



In contrast for example, Lotus Notes 4.0 includes no tape backup facilities. The Administrator’s Guide suggests that you use your NOS-provided backup utilities to backup Notes data files. However, Notes database files cannot be backed up while they are open. 

Incremental backup to tape

When backing up an Exchange Server to tape – you have a choice of doing a full backup (which also re-sets the log files) or an incremental backup of just the log files. A full backup may take considerable time, so it is usually done only once a day, once a week, etc. In the interim, the “current” transactions can be quickly and incrementally backed up by backing up only the log files.



In the event of a total server loss (disk crash, fire, physical damage, etc) you can restore the last full backup of the database, then restore each of the incremental log backups. The log files will automatically be rolled-forward, applying each of the logged transactions to the database in turn. This will bring the system back to the state as it existed when the last incremental backup was done.

Location-transparent replicas

Microsoft Exchange public folders support groupware applications like discussions, document libraries, and tracking applications. Distributed replicas of these folders are automatically kept in sync via Exchange’s fault-tolerant replication. Users don’t need to know which server a particular folder replica resides on – they are automatically connected to the nearest replica. This location transparency of Exchange Public Folders can dramatically lessen the administrative burden. Administrators can freely move folders, add/delete replicas – without having to re-configure individual users’ desktops.

Integration with Server Operating System

Microsoft Exchange Server is built on top of the Windows NT Server operating system - which gives customers a wide choice of scaleable server platforms to run on: Intel, MIPS, Alpha, PowerPC – in both single and multi-processor configurations.  Windows NT Server provides a secure, reliable, and scaleable platform for file & print services as well as providing a rich platform to run your server applications.  The Windows NT architecture provides unmatched security (the only Server Operating System that is C-2 certifiable), straightforward -easy administration, and interoperability with existing platforms.  Microsoft Exchange’s tight integration with the Server Operating System and other products running on the service reduces overall system administrative costs by allowing a distributed computing environment coupled with a centralized administration model. 

Openness

Built-in X.400 support

Microsoft Exchange Server is shipping with built-in native support for the X.400 (both 1988 and 1984 certified) messaging protocol via the Microsoft Exchange X.400 Connector.  This means Microsoft Exchange can plug into existing X.400 backbones, or it can serve as an X.400 backbone itself.  Connections to other X.400 systems can be made via TCP/IP, TP4, and X.25.  

Built-in SMTP/MIME support (Internet Mail)

Microsoft Exchange Server is shipping with the built-in Internet Mail Connector (IMC).  The IMC provides native, built-in support for Internet and SMTP/MIME mail. Native SMTP/MIME support in Microsoft Exchange allows use of the Internet as a messaging backbone to send and receive rich-text, high-fidelity messages and attachments.  



In contrast for example, Lotus Notes has not shipped a native SMTP MTA for Notes 4.0. As of this writing it is still in early Beta testing.  To get SMTP/MIME connectivity with Notes 4.0, customers must have a Notes 3.x server, and use either the existing Lotus SMTP gateway for Notes 3.x, the Lotus Message Switch (aka Softswitch EMX) or another 3rd-party SMTP gateway. Note that existing Notes 3.x SMTP gateways do not allow for backboning, or encapsulation of rich Notes data across the Internet, although this is planned for their future gateway.



�

Microsoft Exchange Product Family provides open, secure access to the Internet both messaging and groupware applications

Performance and Scalability

Maximum database size

The maximum size of an Exchange Server Public Folder is 16 GB. The maximum size of a Lotus Notes database is 4 GB.

Supports up to 1,500 concurrent users on a single-Pentium server

Exchange Server has been tested using the built-in Load Simulator tool to satisfactorily support up to 1500 concurrently logged-on mail users on the following server configuration:

single Pentium 90MHz processor

64 MB RAM

Supports up to 20,000 concurrent users on multi-processor servers

Exchange Server has been tested using the built-in Load Simulator tool to satisfactorily support up to 20,000 concurrently logged-on mail users on the following server configuration:

4 x 250 MHz DEC Alpha multi-processor

1GB RAM

14GB hard disk space



To our knowledge, at the time this document was written, none of the products Exchange is compared to in Chapter 3 has offered any test results of this magnitude.

Supports up to 5 million users in the directory

The Microsoft Exchange Server directory service has been successfully tested with up to 5 million names in a single Global Address Book. The size of such a directory fit well within the 16 GB directory size limit for Exchange Server 4.0, and end-user response time on queries and browsing remained less than one second.



None of the products Microsoft Exchange is compared to in Chapter 3 demonstrated any results for large directories. Size and response time should be of concern here. In Lotus Notes for example, the Public Name & Address Book is limited to 4 GB maximum size, and Notes Views and indexes can take considerable time to re-build after changes are made.

Deployment

Built-in Migration Tools

Microsoft Exchange ships with tools that enable a straightforward and controlled migration to a Microsoft Exchange environment.  The migration tools that are provided with Microsoft Exchange include:  Microsoft Mail for PC Networks, MS Mail for Appletalk networks, Lotus cc:Mail, PROFS & Office Vision/VM, DEC All-In-One, and Verimation MEMO.  Microsoft Exchange provides a universal MAPI client, meaning it works against a MAPI back-end systems, such as Microsoft Mail.  Users migrating to Microsoft Exchange can take a controlled approach, migrating first clients and then servers.  

Co-existence with legacy LAN-based email

Microsoft Exchange supports a mixed messaging environment by enabling co-existence with legacy mail systems.  The Microsoft Mail connector, that ships with Microsoft Exchange enables Microsoft Exchange Servers to connect directly with Microsoft Mail PostOffices.  Microsoft Exchange Server can also replace existing Microsoft Mail MTAs for message routing in a Microsoft Mail environment.  Bottom line: Exchange Server supports customer-controlled migration from Microsoft Mail; installing the first Exchange Server actually improves  Microsoft Mail, with a more reliable and scalable MTA.

User-Customizable Load Simulation Tool

Load Simulator is a tool includes in Microsoft Exchange Server to enable generation of test environments where the actual user load can be simulated on server. User profiles can be defined by using the detailed setting to simulate the usage load, some of these variables are the percent of time the users reply, reply all, delete, move a message after it is read, the average number of recipients messages are sent to, the types of messages that are sent each day, scheduling and public folder usage. Simple surveys or statistical analysis of the user installed base can help answer these questions. Finally, the test can be run with the click of a button while Load Simulator handles the simulation of multiple clients while reporting the results to a central file which can be analyzed after the test is complete. Given that Microsoft Exchange Server is a cross platform server, the Load Simulator is also available for Alpha and MIPS platforms in the product.

End-User Architecture

Single user logon to all network resources

Because Microsoft Exchange Server uses Windows NT Server accounts for its basic user authentication – this allows end users to have a single account and logon for file/print services, email, groupware, scheduling, SQL databases, Internet access – all BackOffice applications. 

Built-in Group Scheduling

Microsoft Schedule+ is an integral, built-in part of Microsoft Exchange Server. As expected, meeting requests & responses are sent via email and appear in the user’s Inbox. The Exchange Directory is used for looking up both users and conference rooms. As with the rest of Exchange, a single logon to your Windows NT Server account gets you access to all authorized resources. 



In most of the messaging and groupware applications available today, scheduling is a separate product. For example, Lotus has announced plans to integrate scheduling directly into the Notes user interface in a future release, and has begun demonstrating early versions of this capability, although it is not part of the Notes 4.0 release.

Calendar data uses server store & replication

In Exchange, users’ calendar information is stored natively in the Exchange Server information store, and free/busy information is stored in a Public Folder and distributed via Exchange Server’s fault-tolerant replication system.



With Lotus Organizer for example, users’ calendars must be stored on a separate file server; no calendar data is stored in the Notes database. Organizer makes no use of Notes’ replication facilities for distributing data – enterprise-wide lookup of users’ free/busy times is not possible without direct LAN connectivity between all file servers.

Offline synchronization of mail, calendar, and groupware data

Microsoft Schedule+ (a built-in part of Exchange Server) has complete support for mobile users, including automatic bi-directional replication of calendar information, offline meeting request creation, and an offline replica of the Global Address Book.

Mail-optimized, mail-safe Rules engine

Microsoft Exchange Server provides intelligent Auto-Assistants, including an Inbox Assistant and Out-of-Office Assistant, which run on the server to process the user’s incoming e-mail according to rules they set up.  These Assistants are optimized specifically for incoming e-mail, the most common customer requirement for “rules” processing. The rules are executetd synchronously with e-mail delivery. The initial e-mail delivery to your Inbox and the processing of the rule will occur nearly instantaneously.



More importantly, the Exchange Server rules engine has built-in safeguards to prevent infinite mail loops or storms from happening. Users can safely setup any combination of forward, auto-reply, or other rules without fear of causing “mail loops”



To contrast for example, Lotus Notes 4.0 supports the use of “Agents” – which are a potentially powerful tool for processing messages automatically. Unfortunately, the Notes 4.0 Agent technology appears to be optimized for custom Workflow application development, rather than the common case of incoming e-mail rules. For example, even though one of the Agent trigger events is “When new mail has arrived” – this action will not be performed simultaneously with e-mail delivery to the user’s Inbox. Instead, it will be run by default whenever that Agent is next scheduled to run on that server – typically 5 to 10 minutes later. Of greater concern is the ease with which Notes 4.0 end-users can create infinite “mail loops”. Two users only need to setup Agents which auto-send mail to each other; once the agents are enabled they will cause each other to send mail back & forth infinitely (or at least until their databases fill up).

Universal mail client uses MAPI drivers

Microsoft Exchange is fully MAPI 1.0 compliant at both the client and the server.  MAPI 1.0 (Messaging Application Programming Interface) is a published, industry standard.  Applications written to MAPI 1.0, such as the Microsoft Exchange client, can be used against any back-end messaging service that has a MAPI 1.0 Service Provider (driver) available for it.  MAPI 1.0 provides a comprehensive set of interfaces for accessing and manipulating messages, folders, address books, forms, and properties.  Information in Microsoft Exchange Server mailboxes, Public Folders, Forms Libraries, and the Directory Service are all accessible via MAPI. 

Automatic OLE property exchange

The Microsoft Exchange client supports direct drag and drop of documents from the file system into the information store, without having to first “attach” the document to a note. It also supports direct “Posting” of Microsoft Office documents as an alternative to saving them into the file system. In either case, if the documents support OLE Compound Storage format – then all OLE properties in the documents are automatically stored in the information store as database properties. No macros have to be written – in fact, the original application does not even have to be present. OLE provides a standard object format for properties, so that Exchange can read these properties directly. This allows any user who can drag & drop file to create a simple “document library” application. Editing the document in the Exchange store automatically keeps the properties in sync.

Use Word Processor as message editor

The Microsoft Exchange client is architected in a modular fashion to allow replacement of various components. An excellent example of this is the ability to use Microsoft Word for Windows 95 as the text editor in Exchange. Users then get full use of Word’s advanced editing features, such as AutoCorrect, AutoFormat, tables, thesaurus, etc.



CONCLUSION:  Microsoft Exchange has the architecture built for long-term investment.

Microsoft Exchange provides a complete messaging and groupware solution out of the box today.  Powerful and reliable architecture, coupled with centralized administration and integration with the Windows NT Server Operating System enable Microsoft Exchange users to deploy a scaleable and dependable messaging and groupware infrastructure. This paper demonstrates that Exchange Server has a scalable, secure architecture that will meet customers’ long-term investment needs. 



Furthermore, strong Internet integration allows Microsoft Exchange users to connect and share information with users around the world from day one.  It is important for buyers to understand the underlying architecture, infrastructure, and availability of components when evaluating an enterprise messaging solution.

�



� This is a post-version 4.0 feature.  If you are interested in seeing this functionality, please get in touch with your Microsoft contact about feature availability.

� This is a post-version 4.0 feature.  If you are interested in seeing this functionality, please get in touch with your Microsoft contact about feature availability.
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