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The proliferation of personal computers has distributed tremendous computing power and computer-based data throughout today’s organizations. To realize even greater benefit from these large collections of computers, organizations use powerful network technology, such as the Microsoft( Windows NTWindows NT(( Server operating system, to connect them together. These networks of geographically distributed computers allow users to share information and other resources in easy, cost-effective ways. However, large networks of computers also present a variety of management and usage challenges. This Technology Brief will examine some of these challenges and the ways in which Windows NTWindows NT Server Directory Services helps users meet them.



Today’s Directory Services Technology

One of the benefits of a distributed system is the ability to add, remove, or relocate system components (for example,i.e. servers and printers) easily without disrupting the services provided by other system components. Similarly, end users within an organization are regularly added, removed, and relocated. These users must maintain appropriate access to system resources, regardless of any changes in their location or status. Users should also have seamless access to all of the resources available to them, no matter where within the distributed system those resources are located. Seamless access means a user can enter one username and password combination upon logon and, after being validated by the system, can then access files, printers, applications, messaging, and communication services without logging on again.

In order to track and manage the many different resources and users of a distributed system, most of today’s network operating systems employ directory services. Effective directory services provide the following capabilities:

Single network logon to file and print resources.   Users provide a single username and password combination and are authenticated on the network. They then have access to all the file servers and printers they have rights to access without entering additional username and password combinations.

Single network logon for network applications.   Similar to single logon to file and print resources, each user’s username and password combination grants them access to all the application, messaging, database, communications, and other services offered to them by the network. No additional user logons are required.

Single point of administration.   By using directory services, the network operating system can be managed from an individual network location chosen by the administrator. That location may be anywhere in the network, yet still provides a central view of the network. Centrality means the administrator can perform any network-wide management function from any single network location.

Replication.   Directory services guarantee that users and administrators have location independent access to network resources and services. This is accomplished by replicating user and resource information efficiently throughout the network. As a result, services such as user authentication are performed in multiple network locations and user information is consistent in all these locations.

Integration with heterogeneous systems. Windows NTWindows NT Directory Services integrates with other directory services, making navigation through different systems seamless for end users and also reducing the burden of management for administrators. A Domain Name Service (DNS) <insert hyperlink reference here > is included with Windows NTWindows NT Server, which simplifies integration of Internet and UNIXnix name services with Windows NT-basedWindows NT networks. Support for Novell’s NetWare Directory Service (NDS) enables transparent access to NetWware resources using the Gateway Services for NetWware <insert hyperlink reference here>  which is included in Windows NTWindows NT Server. Synchronisation of account information and enabling a single network logoin to IBM host systems is supported with Microsoft SNA Server 3.0. <insert hyperlink reference here>

Windows NTWindows NT Server �Directory Services

As the foundation for powerful, distributed systems, Windows NTWindows NT Server includes directory services that provide the single network logon, single point of administration, and replication functions described above. These services dramatically simplify the management and use of a Windows NTWindows NT Server-based network. 

Windows NTWindows NT Server Directory Services are based upon the configuration and use of Windows NTWindows NT Server domains. Domains are logical groupings of multiple �Windows NTWindows NT Server-based computers that allow them to be managed and used as a single unit. They are the building blocks of Windows NTWindows NT Server’s Directory Services. Using domains, administrators create one user account for each user. That account includes user information, group memberships, and security policy information, and is the central point of user administration. Users then log on once to the domain, and not the individual servers in the domain.

Once logged on, users can access all the resources they have rights to access including files, directories, servers, applications, and printers. Windows NTWindows NT Server Directory Services allow the administrator to maintain one user account for each user, regardless of the number of servers in the distributed system. Similarly, users log on only once to gain access to all the different files, printers, and other network resources they need to use.

How Windows NTWindows NT Server Directory Services are Used

A sSingle nNetwork lLogon for uUsers

   There are a number of instances in which Windows NTWindows NT Server Directory Services are useful. The first is the creation of user accounts. One user account is created for each user in the Windows NTWindows NT Server-based network. For example, suppose the administrator creates a user account for a product manager named Jim Smith. With that one account, Jim can log on to the network from any workstation he has the right to log on from. The single user account contains Jim’s security policy information, allowable logon hours, resource access rights, group memberships, and any other relevant access information pertaining to Jim Smith. It also gives Jim the right to access as many network resources as he requires. He does not have to log on separately to individual servers. This makes it easy for Jim to access servers and printers throughout his network and to get access to the information he needs quickly.

Another advantage of Windows NTWindows NT Directory Services is its application integration. Application integration extends the functionality of Windows NTWindows NT Server Directory Services to Windows NTWindows NT Server-based applications. An example of this integration is the Microsoft BackOffice™ family of products. BackOffice is a suite of Windows NTWindows NT Server-based applications that includes Microsoft SQL Server(, SNA Server, Micrososft Mail, and Systems Management Server. BackOffice applications are all being integrated with Windows NTWindows NT Server Directory Services. This means that these applications can take advantage of services such as single network logon and central administration. 

For example, when an administrator creates a new Windows NTWindows NT Server user account, he can seamlessly create a new Microsoft Exchange user account. And when a user, such as Jim Smith, logs on to the network, he gains access not only to file servers and printers, but also to electronic mail, database, and host connectivity services with no additional logons. Today, Microsoft BackOffice and over fifty third-party database, communications, and utility applications are being integrated with Windows NTWindows NT Server Directory Services.

A sSingle pPoint of nNetwork mManagement   Windows NTWindows NT Server allows’s single logon to the network which is also location independent. As a result, traveling users can benefit greatly from Windows NTWindows NT Server’s Directory Services. For example, suppose our user, Jim Smith, is based in Los Angeles but travels to his company office in New York. Upon arrival in New York, Jim goes to a local workstation and logs on to the network using the same user name and password that he uses in Los Angeles. Windows NTWindows NT Server Directory Services guarantees that Jim is granted all the network access rights and privileges in New York that he would have in Los Angeles. This means that Jim can get files from his home server and any other server he has rights to access. He can also print from printers throughout the network even though he is using these resources from New York instead of his home office in Los Angeles.



Just as the network user can access multiple network resources from a single location, so can the administrator manage the network from a specific, single location of his or her choosing. Suppose, for example, Jim Smith’s allowable logon hours need to be changed to 24 hours/day while he is in New York. As shown below, an administrator in New York can easily access Jim’s account and reset the allowable logon hours. This is accomplished using the administrative applet called User Manager or through the Web- based administration tool. To ensure location independence, User Manager can be run from any Windows(-, Windows 95-Windows 95, �Windows ( for Workgroups-, Windows NTWindows NT Workstation-, or Windows NTWindows NT Server-based computer on the network while the Web- based administration tool can be accessed from any Web browser (including Apple Macintosh and UNIXnix workstations)..
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User account policies are easily updated from any location in the network.

The single Windows NTWindows NT directory also makes it easy for administrators to remove users from the network. For example, if Jim resigns or is terminated, the �Windows NTWindows NT network administrator simply highlights that user’s single user account and deletes it. That action completely removes Jim’s account. As a result, Jim cannot log on to the network or access any network resources. Similarly, as the illustration below indicates, Jim’s account can be temporarily disabled and then reinstated without requiring a complete recreation of his account.
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User access to the network can be temporarily disabled and then re-enabled without deleting and recreating the user’s account.

�Relocating uUsers within an oOrganization

  Windows NTWindows NT Server Directory Services are also useful when a user from one group within an organization needs to be relocated to another group. As discussed above, Windows NTWindows NT Server supports the creation of user account groups. Groups are collections of users that share a predefined set of resource access rights. For example, everyone in the Marketing group can access Marketing’s servers and printers. Access rights to these servers and printers are assigned to individual users simply by making them members of the Marketing group. Resource owners, such as the administrator of a server or creator of a file, do not have to assign access rights for each individual user. The owner simply assigns resource access rights to the group account and then everyone in the group can access that resource. 

Below is an illustration of the User Manager showing the creation of Jim Smith’s new user account and the assignment of his group memberships. Note that he is a member of the Marketing group.
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Administrators use the Windows NT Server’s User Manager in Windows NT Server to centrally create user accounts, assign group memberships, and set security policies.

Groups are useful because individual users can be moved easily between groups. For example, if Jim moves from Marketing to Finance, the administrator simply removes his membership in the Marketing gGroup and adds a membership to the Finance group. This simple procedure will remove Jim’s rights to access Marketing resources and grant him rights to access Finance resources. Therefore, Windows NTWindows NT Server Directory Services make it easy to manage changes in an organization. There is no need to delete and recreate user accounts to respond to organizational changes.

Windows NT Server Directory Services Configuration and �Replication



�Windows NT Server Directory Services Configuration and �Replication

Windows NTWindows NT Server domains are the building blocks of Windows NTWindows NT Server-based networks and the basis of Windows NTWindows NT Server Directory Services. An individual server is configured to be the primary domain controller (PDC). The PDC contains the domain’s user account information and all changes to the user account information occur on the PDC. Other servers in the domain can be configured as backup domain controllers (BDCs) or, simply, servers. BDCs contain copies of the user account information and are available to authenticate users when they log on to the domain and to accept user password changes. BDCs also provide authentication fault tolerance. If the PDC is down for any reason, BDCs are available to authenticate users and guarantee their access to network resources. 

When changes are made to the user account information on the PDC, those changes are replicated to each of the BDCs. The replication process is designed to limit network bandwidth consumption. When the user account information is updated, the changes are sent to a fixed number of BDCs at a time. This fixed number is configurable by the administrator and ensures that all transmissions do not take place serially. Also, the replication process requires only 2 kilobytes to set up the transmission session and a maximum of only 1 kilobyte per user, so minimal network bandwidth is used. For update and backup purposes, all servers and client machines in the Windows NTWindows NT Server-based network can be synchronized to a single system clock.

Again, BDCs share the user authentication processing and user password maintenance loads  with the PDC. Frequently, such as in wide -area networks (WANs), a BDC is physically closer to an individual user’s point of logon than the PDC. Therefore, the BDC’s ability to authenticate the user and accept user password changes reduces both authentication time and network traffic. This is particularly useful in large networks with a single, master user domain. In addition, BDCs provide added system fault tolerance. If the PDC goes down, users can still be authenticated by the BDCs. Further, any BDC can be promoted to PDC so that changes to the directory can still be made and propagated throughout the network.

Configuring a domain member server as simply a server, not a PDC or BDC, is very useful when building a distributed system. As a member of the domain, the server can take advantage of the single user account information and the security policies it contains. Access rights to that server can be granted to users with existing domain accounts instead of creating new user accounts on that server. However, since the server is not a PDC or BDC, it has no responsibility for authenticating users. Therefore, all of its processing power can be dedicated to a particular service such as file and& print, messaging, or a database application.

Windows NTWindows NT Server Directory Services Scaling

Windows NTWindows NT Server Directory Services scale extremely well. Each domain can maintain up to 40,000 individual user, group, and machine accounts. In larger installations, Windows NTWindows NT Server customers create multiple domains within their organizations and establish trust relationships between them. A trust relationship allows the users in one domain (Domain A) to access the resources in another domain (Domain B). In this situation, Domain B is said to “trust” Domain A. 

Trust relationships are very useful because they allow administrators to set up one “master” domain that contains all the user accounts in their organization and multiple “resource” domains that contain individual group and departmental resources such as printers and servers. As a result, resources can be managed locally by the groups that own them and central MIS can maintain one global account for each user in the organization. Since a single domain can maintain thousands of physical resources (servers, printers, and so onetc.) and tens of thousands of user accounts, large organizations typically create a minimum number of individual domains. This helps keep Windows NTWindows NT Server-based networks easy to manage. Since user accounts tend to be maintained in one master domain, trust relationships are established only between the master domain and the resource domains. The diagram below represents a typical master domain model and the required trust relationships.
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Individual “resource” domains trust the single, master “user” domain. Trust relationships aree uni-directional to ensure security.

In very large organizations, user management responsibilities are sometimes distributed. To accommodate distributed management, a Windows NTWindows NT Server-based network can be configured with “multiple-master” domains. In this case, a number of master user domains, such as one for the United States and one for Europe, are created. Individual resource domains are then configured to trust the appropriate master user domains. The multiple-master domain model allows administrators in the US to maintain user accounts for US-based employees while allowing administrators in Europe to maintain the user accounts for employees based in Europe. This sort of configuration is easy to administer because it offers the flexibility to manage user accounts locally while keeping the number of individual domains and trust relationships to a minimum. 

The illustration below shows the ease with which trust relationships are established and managed. A resource domain named “HORATIO” trusts the master user domain “REDMOND.” Adding trusted domains is a secured administrative function that requires the selection of the trusted domain and appropriate password entry. To further maintain security, the trusted domain, “REDMOND,” must permit the “HORATIO” domain to trust it before the relationship can be established.
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Creating trust relationships is a straightforward process. The “trusted” domain permits the “trusting” domain to trust it. The “trusting” domain then establishes the relationship.



Novell’s NetWare �Directory Services

Novell’s most recent release of NetWare, NetWare 4.1, includes NetWare Directory Services (NDS). NDS is similar to Windows NTWindows NT Server Directory Services. It provides administrators with a single point of network administration and gives users access to multiple file and print resources with a single logon to the network. NDS improves on Novell’s previous versions of NetWare, 2.x and 3.x, because these older versions do not allow administrators to centrally view and manage multiple NetWare servers. Similarly, users still need to log on to each NetWare 2.x or 3.x server separately. Separate logons make it difficultimpossible to access many different network resources easily.

A key difference between Windows NTWindows NT Server Directory Services and NDS is that Windows NTWindows NT Server Directory Services are offered on the Windows NTWindows NT Server platform. Windows NTWindows NT Server is a multi-purpose network operating system that provides both high- performance file and printer sharing services and the robust, secure foundation necessary for deploying mission-critical, client/-server business applications. The microkernel architecture of Windows NTWindows NT Server offers the pre-emptive multi-tasking, memory protection, fault-tolerance, and integration necessary to support a full-service, mission-critical network. And Windows NTWindows NT Server Directory Services is seamlessly integrated with BackOffice, as well as third- party server applications.

NetWare Directory Services solve some of NetWare’s long-standing user and administrative problems. However, NetWare’s core technology is over 10 years old. and still only supports file and print services. Today’s NetWare users must continue to maintain other systems, such as mid-range UNIX( computers or AS/400( computers, if they want robust business application services. Windows NTWindows NT Server offers the value of NetWare’s directory service, the performance of its file and print capabilities, and a reliable foundation for mission-critical business applications all on one, easy -to -manage platform.

Applications Support is Key

Another advantage of Windows NTWindows NT Server Directory Services is its application integration. Novell only recently shipped it’s NDS Software Developer’s Kit and does not offer a suite of integrated server applications. NDS also lacks the ISV support enjoyed by Microsoft Windows NTWindows NT Server Directory Services. This is largely because NetWare is not a viable applications platform. Novell has not yet articulated a clear strategy or supplied the platform necessary to build solid client/-server applications that can run well into the future.

Microsoft BackOffice provides key application integration with Windows NTWindows NT Server thereby dramatically enhancing the value of Windows NTWindows NT Server Directory Services. And, a large number of third-party software developers are integrating their applications with Windows NTWindows NT Server Directory Services. This momentum in the developer community makes Windows NTWindows NT Server an excellent choice for customers that require ease of use and management, a wide selection of network-based business applications, and a robust foundation upon which to build their network.

The table below compares the features of Windows NTWindows NT Server with those of NetWare 4.1. It is important to note that Windows NTWindows NT Server Directory Services offer all of the most critical functionality of directory services on an open, secure platform. Windows NTWindows NT Server interoperates with existing network technology, supports thousands of business applications, provides high-performance file and print services, and is extremely easy to manage.



Feature�NetWare 4.1�Windows NTWindows NT Server 3.514.0��Single logon to network�File and print services only.�File, print, and application services including e-mail, databases, and host connectivity.��Location independent logon�Yes�Yes��X.500 Interoperability�YesNo�Yes, via Microsoft Exchange Server (available separately)��Scalability�No –- runs on single processor Intel-based computers only. Novell has not provided scalability numbers for NDS.�Yes – runs on single and multiprocessor Intel- and RISC-based hardware. Also supports multiple domains which each support up to 40,000 objects.��Partitioned directory database�Yes – but not fully fault tolerant since directory is broken into pieces across the network.�No – instead, Windows NTWindows NT Server provides highly efficient, administrator configured replication and full authentication fault tolerance.��Extensible directory database�LimitedDifficult – C-code must be written to add and manage new object types.�No��Single point of administration�Limited – remote machine only.�Yes – from anywhere administrator chooses using either Windows- based tools or a Web browser .��Moving a user account�Yes�Yes – simply drag- and- drop group memberships.��Planning a workgroup �network�Resource intensive to plan and very difficult to change.�Simple to plan and easy to change.���

�Feature�NetWare 4.1�Windows NTWindows NT Server 3.514.0��Fault tolerance�Limited –- processor hardware (SFT III), disk mirroring (RAID 0), and disk duplexing (RAID 1) only. Also costs extra.

NDS offers high-bandwidth consumption replication.�Yes – comprehensive fault tolerance included at no extra charge. Includes disk mirroring, disk duplexing, and disk striping with parity (RAID 5). Full-featured, real-time server to server mirroring available from Octopus Technologies.

Directory Service replication is configurable and consumes low network bandwidth.��Mobile user support�Limited –- costs extra.�Yes – included at no extra charge and emulates direct LAN connection for ease of use.��C2 security rating�No – not on Evaluated Products List.

No secure workstation to attach to the network.�Windows NTWindows NT 3.5 is Orange Book evaluated and in the process of Red Book evaluation.

Offers secure workstation, server, and network.��Flexible�Reasonably flexible directory but no choice in hardware. Supports file and print services only.�Provides choice of hardware, excellent integration with existing networks (for examplei.e. NetWare, UNIX), easy resource reconfiguration, and a foundation for the future.��Maps names to addresses�Yes�Yes – Windows Internet Name Service (WINS) automatically maps machine names to IP addresses. Changes to mappings are automatically updated. Manual updates of host files no longer necessary. DNS integration with WINS provides seamless integration of the Internet and UNIXnix namespaces   with Windows NT-basedWindows NT networks.��Unique naming method�Yes�Yes��Clear resource identification�Yes�Yes��Extensive attribute �information �Yes �Limited – primarily users, groups, and servers.��Standards based / interoperable�No –- not designed for interoperability.�Yes – extensive support for standards and interoperability including: TCP/IP, IPX/SPX, DHCP/WINS, LPD/LPR, DNS integration, and so forthetc.��

The Windows NTWindows NT Server �Directory Services �Advantage

Windows NTWindows NT Server is the best network foundation for today’s distributed applications and services. It offers a robust, fault tolerant architecture, extensive applications support, scalability, high- performance file and print services, and extensive interoperability with NetWare, the Internet, UNIX, and other systems. Windows NTWindows NT Server Directory Services provide a single network logon to file, print and application services, a central point of network administration, and the replication necessary to ensure fault tolerant user access to network resources. As a result, Windows NTWindows NT Server is a reliable, manageable, and easy-to-use foundation for the network services organizations need both now and in the future.

�

For the latest information on Windows NTWindows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver or the Windows NTWindows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).
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