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Technology Brief:

Windows NT Server Directory Services
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Network Operating System

Windows NT Server Directory Services

The proliferation of personal computers has distributed tremendous computing power and computer-based data throughout today’s organizations. To realize even greater benefit from these large collections of computers, organizations use powerful network technology, such as Microsoft( Windows NT( Server operating system, to connect them together. These networks of geographically distributed computers allow users to share information and other resources in easy, cost-effective ways. However, large networks of computers also present a variety of management and usage challenges. This Technology Brief will examine some of these challenges and the ways in which Windows NT Server Directory Services helps users meet them.



Today’s Directory Services Technology

One of the benefits of a distributed system is the ability to add, remove, or relocate system components (i.e. servers and printers) easily without disrupting the services provided by other system components. Similarly, end users within an organization are regularly added, removed, and relocated. These users must maintain appropriate access to system resources regardless of any changes in their location or status. Users should also have seamless access to all of the resources available to them, no matter where within the distributed system those resources are located. Seamless access means a user can enter one username and password combination upon logon and, after being validated by the system, can then access files, printers, applications, messaging, and communication services without logging on again.

In order to track and manage the many different resources and users of a distributed system, most of today’s network operating systems employ directory services. Effective directory services provide the following capabilities:

Single network logon to file/print resources.  Users provide a single username and password combination and are authenticated on the network. They then have access to all the file servers and printers they have rights to access without entering additional username and password combinations.

Single network logon for network applications.  Similar to single logon to file/print resources, each user’s username and password combination grants them access to all the application, messaging, database, communications, and other services offered to them by the network. No additional user logons are required.

Single point of administration.  By using directory services, the network operating system can be managed from an individual network location chosen by the administrator. That location may be anywhere in the network yet still provides a central view of the network. Centrality means the administrator can perform any network-wide management function from any single network location.

Replication.  Directory services guarantee that users and administrators have location independent access to network resources and services. This is accomplished by replicating user and resource information efficiently throughout the network. As a result, services such as user authentication are performed in multiple network locations and user information is consistent in all these locations.



Windows NT Server �Directory Services

As the foundation for powerful, distributed systems, Windows NT Server includes directory services that provide the single network logon, single point of administration, and replication functions described above. These services dramatically simplify the management and use of a Windows NT Server-based network. 

Windows NT Server Directory Services are based upon the configuration and use of Windows NT Server domains. Domains are logical groupings of multiple Windows NT Server-based computers that allow them to be managed and used as a single unit. They are the building blocks of Windows NT Server’s Directory Services. Using domains, administrators create one user account for each user. That account includes user information, group memberships, and security policy information and is the central point of user administration. Users then log on once to the domain, not the individual servers in the domain.

Once logged on, users can access all the resources they have rights to access including files, directories, servers, applications, and printers. Windows NT Server Directory Services allow the administrator to maintain one user account for each user regardless of the number of servers in the distributed system. Similarly, users log on only once to gain access to all the different files, printers, and other network resources they need to use.

How Windows NT Server Directory Services are Used

A Single Network Logon for Users

  There are a number of instances in which Windows NT Server Directory Services are useful. The first is the creation of user accounts. One user account is created for each user in the Windows NT Server-based network. For example, suppose the administrator creates a user account for a product manager named Jim Smith. With that one account, Jim can log on to the network from any workstation he has the right to log on from. The single user account contains Jim’s security policy information, allowable logon hours, resource access rights, group memberships, and any other relevant access information pertaining to Jim Smith. It also gives Jim the right to access as many network resources as he requires. He does not have to log on separately to individual servers. This makes it easy for Jim to access servers and printers throughout his network and get access to the information he needs quickly.

Another advantage of Windows NT Directory Services is its application integration. Application integration extends the functionality of Windows NT Server Directory Services to Windows NT Server-based applications. An example of this integration is Microsoft BackOffice. BackOffice is a suite of Windows NT Server-based applications that includes Microsoft SQL Server(, SNA Server, Microsoft Mail, and Systems Management Server. BackOffice applications are all being integrated with Windows NT Server Directory Services. This means that these applications can take advantage of services such as single network logon and central administration. 

For example, when an administrator creates a new Windows NT Server user account, he can seamlessly create a new Microsoft Exchange user account. And when a user such as Jim Smith logs on to the network, he gains access not only to file servers and printers but also to electronic mail, database, and host connectivity services with no additional logons. Today, Microsoft BackOffice and over fifty third-party database, communications and utility applications are being integrated with Windows NT Server Directory Services.

A Single Point of Network Management  Windows NT Server’s single logon to the network is also location independent. As a result, traveling users can benefit greatly from Windows NT Server’s Directory Services. For example, suppose our user, Jim Smith, is based in Los Angeles but travels to his company office in New York. Upon arrival in New York, Jim goes to a local workstation and logs on to the network using the same user name and password that he uses in Los Angeles. Windows NT Server Directory Services guarantees that Jim is granted all the network access rights and privileges in New York that he would have in Los Angeles. This means that Jim can get files from his home server and any other server he has rights to access. He can also print from printers throughout the network even though he is using these resources from New York instead of his home office in Los Angeles.

Just as the network user can access multiple network resources from a single location, so can the administrator manage the network from a specific, single location of his or her choosing. Suppose, for example, Jim Smith’s allowable logon hours need to be changed to 24 hours/day while he is in New York. As shown below, an administrator in New York can easily access Jim’s account and reset the allowable logon hours. This is accomplished using the administrative applet called User Manager. To ensure location independence, User Manager can be run from any Windows(, Windows 95, Windows( for Workgroups, Windows NT Workstation, or Windows NT Server-based computer on the network.
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User account policies are easily updated from any location in the network.

The single Windows NT directory also makes it easy for administrators to remove users from the network. For example, if Jim resigns or is terminated, the Windows NT network administrator simply highlights that user’s single user account and deletes it. That action completely removes Jim’s account. As a result, Jim cannot log on to the network or access any network resources. Similarly, as the illustration below indicates, Jim’s account can be temporarily disabled and then reinstated without requiring a complete recreation of his account.
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User access to the network can be temporarily disabled and then re-enabled without deleting and recreating the user’s account.

�Relocating Users within an Organization

  Windows NT Server Directory Services are also useful when a user from one group within an organization needs to be relocated to another group. As discussed above, Windows NT Server supports the creation of user account groups. Groups are collections of users that share a predefined set of resource access rights. For example, everyone in the Marketing group can access Marketing’s servers and printers. Access rights to these servers and printers are assigned to individual users simply by making them members of the Marketing group. Resource owners, such as the administrator of a server or creator of a file, do not have to assign access rights for each individual user. The owner simply assigns resource access rights to the group account and then everyone in the group can access that resource. 

Below is an illustration of the User Manager showing the creation of Jim Smith’s new user account and the assignment of his group memberships. Note he is a member of the Marketing group.

�

Administrators use Windows NT Server’s User Manager to centrally create user accounts, assign group memberships, and set security policies.

Groups are useful because individual users can be moved easily between groups. For example, if Jim moves from Marketing to Finance, the administrator simply removes his membership in the Marketing Group and adds a membership to the Finance group. This simple procedure will remove Jim’s rights to access Marketing resources and grant him rights to access Finance resources. Therefore, Windows NT Server Directory Services make it easy to manage changes in an organization. There is no need to delete and recreate user accounts to respond to organizational changes.

�Windows NT Server Directory Services Configuration �and Replication

Windows NT Server domains are the building blocks of Windows NT Server-based networks and the basis of Windows NT Server Directory Services. An individual server is configured to be the primary domain controller (PDC). The PDC contains the domain’s user account information and all changes to the user account information occur on the PDC. Other servers in the domain can be configured as backup domain controllers (BDCs) or, simply, servers. BDCs contain copies of the user account information and are available to authenticate users when they log on to the domain. BDCs also provide authentication fault tolerance. If the PDC is down for any reason, BDCs are available to authenticate users and guarantee their access to network resources. 

When changes are made to the user account information on the PDC, those changes are replicated to each of the BDCs. The replication process is designed to limit network bandwidth consumption. When the user account information is updated, the changes are sent to a fixed number of BDCs at a time. This fixed number is configurable by the administrator and ensures that all transmissions do not take place serially. Also, the replication process requires only 2 kilobytes to set up the transmission session and a maximum of only 1 kilobyte per user, so minimal network bandwidth is used. For update and backup purposes, all servers and client machines in the Windows NT Server-based network can be synchronized to a single system clock.

Again, BDCs share the user authentication processing load with the PDC. Frequently, such as in wide-area networks (WANs), a BDC is physically closer to an individual user’s point of logon than the PDC. Therefore, the BDC’s ability to authenticate the user reduces both authentication time and network traffic. This is particularly useful in large networks with a single, master user domain. In addition, BDCs provide added system fault tolerance. If the PDC goes down, users can still be authenticated by the BDCs. Further, any BDC can be promoted to PDC so that changes to the directory can still be made and propagated throughout the network.

Configuring a domain member server as simply a server, not a PDC or BDC, is very useful when building a distributed system. As a member of the domain, the server can take advantage of the single user account information and the security policies it contains. Access rights to that server can be granted to users with existing domain accounts instead of creating new user accounts on that server. However, since the server is not a PDC or BDC, it has no responsibility for authenticating users. Therefore, all of its processing power can be dedicated to a particular service such as file & print, messaging, or a database application.

Windows NT Server Directory Services Scaling

Windows NT Server Directory Services scale extremely well. Each domain can maintain up to 40,000 individual user group and machine accounts. In larger installations, Windows NT Server customers create multiple domains within their organizations and establish trust relationships between them. A trust relationship allows the users in one domain (Domain A) to access the resources in another domain (Domain B). In this situation, Domain B is said to “trust” Domain A. 

Trust relationships are very useful because they allow administrators to set up one “master” domain that contains all the user accounts in their organization and multiple “resource” domains that contain individual group and departmental resources such as printers and servers. As a result, resources can be managed locally by the groups that own them and central MIS can maintain one global account for each user in the organization. Since a single domain can maintain thousands of physical resources (servers, printers, etc.) and tens of thousands of user accounts, large organizations typically create a minimum number of individual domains. This helps keep Windows NT Server-based networks easy to manage. Since user accounts tend to be maintained in one master domain, trust relationships are established only between the master domain and the resource domains. The diagram below represents a typical master domain model and the required trust relationships.

�

Individual “resource” domains trust the single, master “user” domain. Trust relationships are uni-directional to ensure security.

In very large organizations, user management responsibilities are sometimes distributed. To accommodate distributed management, a Windows NT Server-based network can be configured with “multiple-master” domains. In this case, a number of master user domains, such as one for the United States and one for Europe, are created. Individual resource domains are then configured to trust the appropriate master user domains. The multiple-master domain model allows administrators in the US to maintain user accounts for US-based employees while allowing administrators in Europe to maintain the user accounts for employees based in Europe. This sort of configuration is easy to administer because it offers the flexibility to manage user accounts locally while keeping the number of individual domains and trust relationships to a minimum. 

The illustration below shows the ease with which trust relationships are established and managed. A resource domain named “HORATIO” trusts the master user domain “REDMOND.” Adding trusted domains is a secured administrative function that requires the selection of the trusted domain and appropriate password entry. To further maintain security, the trusted domain, “REDMOND,” must permit the “HORATIO” domain to trust it before the relationship can be established.
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Creating trust relationships is a straightforward process. The “trusted” domain permits the “trusting” domain to trust it. The “trusting” domain then establishes the relationship.

Novell’s NetWare �Directory Services

Novell’s most recent release of NetWare, NetWare 4.1, includes NetWare Directory Services (NDS). NDS is similar to Windows NT Server Directory Services. It provides administrators with a single point of network administration and gives users access to multiple file/print resources with a single logon to the network. NDS improves on Novell’s previous versions of NetWare, 2.x and 3.x, because these older versions do not allow administrators to centrally view and manage multiple NetWare servers. Similarly, users still need to log on to each NetWare 2.x or 3.x server separately. Separate logons make it impossible to access many different network resources easily.

A key difference between Windows NT Server Directory Services and NDS is that Windows NT Server Directory Services are offered on the Windows NT Server platform. Windows NT Server is a multipurpose network operating system that provides both high performance file/printer sharing services and the robust, secure foundation necessary for deploying mission-critical, client-server business applications. The microkernel architecture of Windows NT Server offers the pre-emptive multi-tasking, memory protection, fault tolerance and integration needed to support a full-service, mission-critical network. And Windows NT Server Directory Services is seamlessly integrated with BackOffice as well as third party server applications.

NetWare Directory Services solve some of NetWare’s long-standing user and administrative problems. However, NetWare’s core technology is over 10 years old and still only supports file/print services. Today’s NetWare users must continue to maintain other systems, such as mid-range UNIX( computers or AS/400( computers, if they want business application services. Windows NT Server offers the value of NetWare’s directory service, the performance of its file/print capabilities, and a reliable foundation for mission-critical business applications all on one, easy to manage platform.

Applications Support is Key

Another advantage of Windows NT Server Directory Services is its application integration. Novell only recently shipped it’s NDS Software Developer’s Kit and does not offer a suite of integrated server applications. NDS also lacks the ISV support enjoyed by Microsoft Windows NT Server Directory Services. This is largely because NetWare is not a viable applications platform. Novell has not yet articulated a clear strategy or supplied the platform necessary to build solid client-server applications that can run well into the future.

Microsoft BackOffice provides key application integration with Windows NT Server thereby dramatically enhancing the value of Windows NT Server Directory Services. And, a large number of third-party software developers are integrating their applications with Windows NT Server Directory Services. This momentum in the developer community makes Windows NT Server an excellent choice for customers that require ease of use and management, a wide selection of network-based business applications, and a robust foundation upon which to build their network.

The table below compares the features of Windows NT Server with those of NetWare 4.1. It is important to note that Windows NT Server Directory Services offer all of the most critical functionality of directory services on an open, secure platform. Windows NT Server interoperates with existing network technology, supports thousands of business applications, provides high-performance file/print services, and is extremely easy to manage.



Feature�NetWare 4.1�Windows NT Server 3.51��Single logon to network�File/print services only.�File, print, and application services including e-mail, databases and host connectivity.��Location independent logon�Yes�Yes��X.500 Interoperability�Yes�Yes��Scalability�No - runs on single processor Intel-based computers only. Novell has not provided scalability numbers for NDS.�Yes – runs on single and multiprocessor Intel and RISC hardware. Also supports multiple domains which each support up to 40,000 objects.��Partitioned directory database�Yes – but not fully fault tolerant since directory is broken into pieces across the network.�No – instead, Windows NT Server provides highly efficient, administrator configured replication and full authentication fault tolerance.��Extensible directory database�Difficult – C-code must be written to add and manage new object types.�No��Single point of administration�Limited – remote machine only.�Yes – from anywhere administrator chooses.��Moving a user account�Yes�Yes – simply drag and drop group memberships.��Planning a workgroup �network�Resource intensive to plan and very difficult to change.�Simple to plan and easy to change.���

�Feature�NetWare 4.1�Windows NT Server 3.51��Fault tolerance�Limited - processor hardware (SFT III), disk mirroring (RAID 0) and disk duplexing (RAID 1) only. Also costs extra.

NDS offers high-bandwidth consumption replication.�Yes – comprehensive fault tolerance included at no extra charge. Includes disk mirroring, disk duplexing, and disk striping with parity (RAID 5). Full-featured, real-time server to server mirroring available from Octopus Technologies.

Directory Service replication is configurable and consumes low network bandwidth.��Mobile user support�Limited - costs extra.�Yes – included at no extra charge and emulates direct LAN connection for ease of use.��C2 security rating�No – not on Evaluated Products List

No secure workstation to attach to the network.�Windows NT 3.5 is Orange Book evaluated and in the process of Red Book evaluation.

Offers secure workstation, server and network.��Flexible�Reasonably flexible directory but no choice in hardware. Supports file/print services only.�Provides choice of hardware, excellent integration with existing networks (i.e. NetWare, UNIX), easy resource reconfiguration, and a foundation for the future.��Maps names to addresses�Yes�Yes – Windows Internet Name Service (WINS) automatically maps machine names to IP addresses. Changes to mappings are automatically updated. Manual updates of host files no longer necessary.��Unique naming method�Yes�Yes��Clear resource identification�Yes�Yes��Extensive attribute �information �Yes �Limited – primarily users, groups and servers.��Standards based / interoperable�No –- not designed for interoperability.�Yes – extensive support for standards and interoperability including TCP/IP, IPX/SPX, DHCP/WINS, LPD/LPR, DNS integration, etc.��

The Windows NT Server Directory Services Advantage

Windows NT Server is the best network foundation for today’s distributed applications and services. It offers a robust, fault tolerant architecture, extensive applications support, scaleability, high performance file/print services, and extensive interoperability with NetWare, UNIX, and other systems. Windows NT Server Directory Services provide a single network logon to file, print and application services, a central point of network administration, and the replication necessary to ensure fault tolerant user access to network resources. As a result, Windows NT Server is a reliable, manageable, and easy-to-use foundation for the network services organizations need both now and in the future.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.

© 1995 Microsoft Corporation �Microsoft Windows and the Windows logo are registered trademarks and Windows NT is a trademark of Microsoft Corporation. AS/400 is a registered trademark of International Business Machines Corporation. Novell and NetWare are registered trademarks of Novell, Inc. UNIX is a registered trademark in the United States and other countries, licensed exclusively through X/Open Company.  �0695 �
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Network Operating System

Windows NT Server Directory Service Support of a Single User Login for BackOffice

Directory services have a central role in simplifying and managing access to the network for administrators, end-users, and developers.  Because a directory can manage a single user account across the enterprise network, directories make it possible for a user to Logan once and gain access to both network resources and client-server applications across the enterprise.  From an administrator’s perspective, she can avoid the expense and complexity of managing and synchronizing user accounts in separate directories. Developers avoid writing code with duplicate functionality by leaving user authentication to the operating system and still have state-of-the-art security in their applications.  The Windows NT Directory Service delivers this simplicity by maintaining one user account for all network resources and applications.  Once logged into Windows NT Server, a user can access file servers and applications such as Exchange, SQL Server, and even 3rd party applications across the enterprise without typing in another user name and password combination. 

This single account management actually includes two separate services. The first is user authentication, which guarantees the identity of users logging on to the system. The second is controlling permission to access network resources such as files or application data such as mail folders. As with other current generation directories, the Windows NT Server Directory manages authentication for the NOS and the applications. Each application controls permissions to its own data. Each application handles its own permissions because each has unique data types. 
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User Experience

An Exchange user can access her mailbox after logging on to Windows NT Server with no additional logons. Without the integrated directory, she would have to remember and type another user name password pair.  It is Exchange, however, that manages her access to mailboxes and public folders. Each of these objects has a set of permissions associated with it, specifying what level of access each user or group has.
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User Sally Smith can access her mailbox from an icon on the desktop without an additional logon to Exchange.

Microsoft Exchange Directory Integration

Exchange Administration 

From the Administrator's perspective, Exchange greatly simplifies the management of messaging directories. Previously, each messaging system had its own application-specific directory service, usually in the form of a Name & Address book. User names in the Name & Address book had to be continually synchronized with the NOS directory. With Exchange, for the first time, the messaging system simply extended the attributes of the NOS’s user object.  When creating a new user, Exchange adds additional fields to identify items such as mailbox location, e-mail address, and other messaging-specific attributes.  This extended user object does not need to be synchronized with the user’s entry in the NOS directory because it is already part of it, saving  administrators the overhead of synchronization. 
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Sally Smith’s mailbox can be automatically created as part of her Windows NT Directory account by the network administrator. At the same time, she is added to the BackOffice Users group so that she automatically gains access to all other BackOffice applications which have granted access to this group.  The administrator does not need to add her account to each application’s permissions list.

Exchange Developer

The Exchange developer can deliver a secure application to users that inherits the authentication built into the Windows NT Directory Service, Exchange-specific permissions to folders, and encrypted or signed documents without having to recode the functionality himself.  

Microsoft SQL Server �Directory Integration

User Experience

Users already logged on to the Windows NT Directory Service can access SQL Server databases without the added, traditional DBMS logon. Custom decision support and transaction processing applications can even hide the step of choosing a server from the user by identifying the ODBC data source provider within the application. This results in data access without a redundant security wall.  Data access can be as simple as double-clicking a button within a spreadsheet.  Traditionally, a user would have yet another username and password pair, potentially for each database they accessed.
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A custom application permits a  user to connect transparently to databases on a SQL Server without an additional logon.

SQL Server Administrator

The SQL Server Administrator does not have to worry about maintaining user accounts in synch with the NOS.  Instead, she can focus on assigning users and groups permissions to specific databases, tables, and other DBMS objects the hold business-critical data.
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The network administrator does not have to grant Sally Smith explicit permissions to each database on each server. Instead, access can be granted to groups defined in the Windows NT Directory, in this case to the group BackOffice Users.  New members of these groups automatically gain access to the appropriate databases. 

SQL Server Developer

The SQL Server developer can exploit the strong user authentication in Windows NT rather than more primitive mechanisms used in traditional database systems that are not integrated with the NOS.  The developer’s applications can be as tightly integrated with Windows NT Server security as any BackOffice application.

Microsoft Systems Management Server Directory Integration

User Experience

The SMS user never actually accesses the SMS server voluntarily.  Therefore, there is no need for a user to logon to the server. Instead, she can choose the level of remote control that the Administrator can have over her PC’s screen when she needs the Helpdesk.

SMS remote control of a user's screen allows the Administrator to diagnose problems otherwise difficult to analyze from inventory data or over the telephone. It also permits remote instruction.
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The SMS Security Manager shows the SMSAdmins group permissions to SMS data. Any member of the SMSAdmins group can access the SMS console with full privileges once they’ve logged in to Windows NT Server.

Microsoft SNA Server �Directory Integration

SMS Administrator

SMS administrators can have access to individual types of SMS objects such as Alerts, Diagnostics, Helpdesk, Sites, Site Groups, etc.

SMS stores its data in SQL Server.   User and group access is therefore defined using the SQL Server Security Manager, leveraging its integration with the Windows NT Directory.  SMS administrators are actually a group specified in the Windows NT Directory. 

User Experience 

SNA Server can be configured to be invisible to a user accessing a host through an SNA connection. The NOS logon identifies the user. Permissions maintained by SNA Server grant access to the pool of available host connections.
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In this screen, the user is accessing an IBM host without having to enter a name and password just to gain access to the gateway.  SNA Server identifies the user through  the Windows NT Server logon  and then checks permissions.

SNA Administrator

Administrators can use individual user accounts or groups defined in the Windows NT Directory to grant access to the application. The SNA Server Administrator manages access to the servers and pools of host connections. These permissions, as with other BackOffice applications, are managed by the application itself.

Future Direction of The Windows NT Server �Directory
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Directories are growing in capabilities primarily along two paths. On one, they are tracking a greater variety and number of objects on the network, making them more open and global. On the other path, they are making it possible to organize, browse, and navigate this growing variety of information through one user interface and one programmer interface. Windows NT Server Cairo will deliver on this vision.

Expanded directory flexibility and integration will make it far easier to build applications that streamline everyday business processes. For example, a sales account management application might organize documents and reports relating to each account in special folders. The information in each folder could be organized in multiple views. One view might show progress through the sales cycle and another the activity by each member of the sales team.  If the team is trying to close a sale and it needs quick management approval for special terms, the system could easily handle the contingency. The same way it queried and organized the objects in the folder, it would search the directory catalog to find the person in the appropriate role to approve the contract. Once the right manager is identified, the system might notify him on his wireless PDA and present a summary of the account folder. After communicating with the team, only that manager could authorize the terms and kick-off the credit review as the next step in the process.

Today, building such a system would probably involve stitching together several systems and would be a systems integration and development burden. The messaging system’s directory would have to be somehow synchronized with a vastly more complex HR database on a mainframe in order to map organizational roles. It would also be difficult to enforce organize standard PC documents to reflect various business perspectives.  The historical sales data would be difficult to generate and integrate as native documents. And finally, the system would be far less capable of communicating across different platforms, such as the Internet, telephones, PDAs, and wireless-connected laptops. These platforms as well as others are required to reach anyone, anywhere, and present the information in the appropriate medium. 

By building their distributed computing foundation on Windows NT Server and its directory, organizations are investing in a foundation that will convey them to this future.  Windows NT Server Cairo builds on the industry-standard OLE architecture.  Customers’ investments in mainstream desktop applications and development tools will allow them to integrate the organization of the directory with the information it contains.  The Distributed OLE File System will erase the historical distinction between the directory’s ability to point to information on the network and its ability to store, organize, and secure it as well.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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Windows NT Server Makes it Easy to Enhance Your NetWare Network

Microsoft® Windows NT™ Server operating system easily integrates with your existing NetWare 2.x/3.x infrastructure to help lower operating costs, increase resource utilization, and become the platform for innovative client/server solutions. To ease this integration, Microsoft developed a set of utilities that allows you to add Windows NT Server seamlessly to your existing NetWare-based network. By adding Windows NT Server to your NetWare network your users gain access to the premier multipurpose network operating system available today, utilizing a modern microkernel design that grows with your business.



Integrating Windows NT Server with NetWare

Windows NT Server supports numerous utilities that enable it to fully integrate with the majority of today’s NetWare networks�. These include:  Client Services for NetWare; Gateway Service for NetWare; NWLink, an IPX/SPX-compatible protocol; Migration Tool for NetWare; File/print Services for NetWare; and Directory Service Manager for NetWare. These services are part of Microsoft’s overall interoperability strategy to help you do the following:

Make it easy to add Windows NT Server to your NetWare environment as a robust, scaleable platform for client/server applications.

Make it easy to add Windows NT Server to your NetWare environment as a multipurpose server that delivers NetWare-compatible file/print services along with such advanced network services as Internet/intranet publishing, dial-up remote access and TCP/IP address management.

Make it easy to migrate from your NetWare or mixed environment to a Windows NT Server-based network. While simplifying your network environment with an easy-to-use, multipurpose server platform, you lay a network foundation for the future thanks to its advanced architecture and the broad industry support for Windows NT Server. 

Windows NT Server provides basic connectivity in your NetWare environment by supporting both the IPX/SPX transport protocol and the NetWare Core Protocol (NCP) file/print service protocol.



Accessing Windows NT Server-Based Applications from NetWare-Compatible Clients

Giving your NetWare-compatible clients access to Windows NT Server-based applications, such as SQL Server® databases or SNA Server host connectivity, is enabled by NWLink, Microsoft’s IPX/SPX-compatible protocol. With NWLink, all of your NetWare clients can access true client/server applications running on Windows NT Server. Windows NT Server “speaks” the same protocol your NetWare clients speak, thereby lowering the overhead on your network. 

NWLink also provides an interprocess communication protocol (IPC) for applications. The IPC runs on top of the IPX/SPX protocol. The IPX/SPX-compatible protocol ships with Windows NT Server and the client-side IPC code ships with individual server applications, such as Microsoft SQL Server and SNA Server. This simple solution supports easy integration of Windows NT Server-based computers into your NetWare environment. Having access to true client/server applications can make your employees and your business more productive.

To install the NWLink IPX/SPX-compatible software, you simply bring up the Network Settings dialog box in Control Panel, click the Add Software button, choose the NWLink IPX/SPX Compatible Transport Protocol and click Continue. The software will be installed and your NetWare clients now can access the applications running on Windows NT Server.
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Accessing NetWare File/print Services from Microsoft Clients

Most of the new Microsoft client software—including Windows® for Workgroups 3.11, Windows NT Workstation, and Windows® 95—support direct NCP connections to NetWare file/print services via the IPX/SPX transport protocol (NWLink). However, older Microsoft client software for MS-DOS® and Windows 3.1 only supports the X-Open standard Server Message Block (SMB) file/print service protocol utilized by Windows NT Server. As a result, Microsoft implemented the Gateway Service for NetWare (GSNW) and included it in the Windows NT Server base product.  

The Gateway Service for NetWare is a Windows NT Server utility that allows Windows NT Server to act as a gateway to a NetWare network, so users can log on directly to a Windows NT Server. By logging on to Windows NT Server, users can take advantage of the superior TCP/IP suite and the excellent communications support in Windows NT Server. The TCP/IP suite built-in to Windows NT Server is superior to Novell’s NetWare/IP, an add-on TCP/IP stack, because it is native to Windows NT Server. This means that TCP/IP is fully integrated with Windows NT Server, giving you faster performance and better productivity. And, it includes all of the important TCP/IP utilities: the core TCP/IP protocols, such as UDP, ARP, and ICMP, as well as support for PPP and SLIP; basic connectivity utilities, such as finger, ftp, lpr, rcp, rexec, rsh, telnet, tftp; and such diagnostic tools as arp, hostname, ipconfig, lpq, nbtstat, netstat, ping, route and tracert. In addition, Windows NT Server includes the best-of-breed Internet Information Server, built on top of the TCP/IP functionality of Windows NT Server. All of this functionality is built-in to the base product and your users can take advantage of these features via the Gateway Service for NetWare. 

In addition to the superior TCP/IP connectivity provided by Windows NT Server, the Gateway Service for NetWare also allows users to take advantage of the Windows NT Server Remote Access Service (RAS). RAS, which is built in to the base product at no extra charge to you, supports up to 256 concurrent connections. NetWare Connect 2, Novell’s add-on remote computing software, only supports 128 concurrent connections and costs you additional money. Windows NT Server RAS is a sophisticated and versatile service, providing users with transparent use of the network via a standard phoneline, ISDN, or X.25 connection. Because GSNW resides on the Windows NT Server, your clients can dial into the Windows NT Server using RAS and, via the gateway, access files and shared printers on a NetWare-based server. More of your remote users, then, have the same access to shared files and printers that they would have from their desktop, at a significant savings to you.
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The Gateway Service for NetWare is as easy to install as NWLink. To install the GSNW software, you simply bring up the Network Settings dialog box in Control Panel, click the Add Software button, choose the Gateway Service for NetWare and click Continue. You will be prompted to configure the gateway, which includes supplying a gateway account and accompanying password. The software will be installed and, as long as share permissions are set up on the NetWare side, the Windows NT Server-based machine is ready to act as a gateway to your NetWare network.

�



Accessing Windows NT Server File/print Services from NetWare-Compatible Clients

Your NetWare-compatible clients, such as Windows-based computers running Novell’s NetX or VLM client software, can also easily access your Windows NT Server-based file/print services. This access is enabled by a Windows NT Server utility called File/print Services for NetWare (FPNW).

File/print Services for NetWare is a Windows NT Server utility that makes Windows NT Server look like a NetWare 3.12 server to a NetWare-compatible client. With FPNW, users see the same services, have the same logon script, and access Windows NT Server with the same NetWare-compatible client software.� File/print Services for NetWare allows your administrator to simplify the migration from NetWare to Windows NT Server by enabling the following three migration activities to be done separately:  (1) migrate desktop software, (2) migrate server software, and (3) change logon procedures and, as required, re-train end users. The alternative without FPNW is to do all three of these steps in one coordinated move. However, note that in any migration from NetWare to Windows NT Server–with or without FPNW–new client redirectors must eventually be distributed to all desktops in order to fully exploit the power and features of Windows NT Server. FPNW does not eliminate this need; it simply provides the freedom and flexibility to schedule the desktop upgrades separately from the server upgrades. This means you can schedule the introduction of or a migration to Windows NT Server to have minimum impact on your users.

For the administrator, installing a server running Windows NT Server and FPNW begins the process of migrating to Windows NT Server without affecting end users’ productivity. In fact, you could replace all of the NetWare servers with servers running Windows NT Server and FPNW and your users would think the network is still a NetWare-based network. This means that migrating all of your servers over to Windows NT Server is easy, done at your own pace and without disrupting productivity. 



Centrally Managing �Windows NT Server and NetWare

Microsoft recently released another important NetWare interoperability utility called Directory Service Manager for NetWare (DSMN). Directory Service Manager for NetWare is a Windows NT Server utility that makes it easier for you to manage and use a mixed network of Windows NT Server and NetWare 2.x/3.x servers (and 4.x servers running in bindery emulation mode). DSMN copies your NetWare user and group account information to Windows NT Server Directory Services and incrementally propagates any changes to the accounts back to the NetWare servers. 

Having integrated Windows NT Directory Services into your NetWare-based network, you can now minimize the cost of managing and using this mixed network. With DSMN, your administrator centrally manages the account information while having to maintain only one user account and associated password for each end user on the network. (NetWare 4.1 offers a similar service for NetWare 3.x binderies, but not for NetWare 2.x binderies. This service, however, requires you to run an NLM on the NetWare 3.x servers, potentially compromising their performance and reliability.) DSMN offers the following features to your administrator: 

A point-and-click interface for propagating user and group accounts from NetWare 2.x/3.x (and 4.x in bindery emulation mode) to the Windows NT Server Directory Services.

Multiple options for setting up initial passwords, selecting which user accounts to propagate, and handling account deletions.

The ability to manage the Windows NT Directory Services locally by directly logging on to the server console, or from anywhere else on the network (including remotely via dial-up) from a Windows NT Workstation- or Windows 95-based desktop.

New users are up and running quickly because your administrator only needs to do the account setup in the Windows NT Server Directory Service. The user account is automatically propagated back to all authorized NetWare-based servers.

Account database backup and replication to any location on the network.

Disaster recovery that is quick and easy by using an additional Windows NT Server as a Backup Domain Controller.
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Directory Service Manager for NetWare also supports a trial synchronization of the directory information on a NetWare server and Windows NT Directory Services. Multiple user accounts for the same user are common in NetWare environments since each NetWare server maintains a separate bindery. However, Windows NT Server Directory Services requires only one account per user, so DSMN highlights duplicates and provides options for dealing with them. Your administrator can examine detailed logs of such errors, compensate for them, and rerun trial synchronizations until satisfied with the results. This means that you see how the actual synchronization will proceed, note the errors that occur and fix those errors prior to the actual synchronization. The actual synchronization can then be performed.

Directory Service Manager for NetWare also simplifies network access for your end-users in each of the following ways:

Each user’s account name and password are identical on all NetWare- and Windows NT Server-based machines, so they use the same name and password regardless of where they log on.

Using Windows NT Server remote access services, users can logon via dial-up with the same account name and password.

Windows NT Server Directory Services can authenticate users to applications running on Windows NT Server. Thus, with a single logon, users get access to business applications in addition to Windows NT Server file/print services.

End users can change their password once using CHGPASS, and the change is automatically propagated to all NetWare and Windows NT Server logon servers.

Adding Windows NT Server running DSMN to your NetWare-based network adds tremendous value to your existing network. Your users and administrator enjoy excellent file/printer sharing, as well as a robust, scalable platform for true client/server applications—all with a single point of administration and single network logon. DSMN not only gives your NetWare 2.x/3.x users access to the best client/server applications available, it also gives them something not even Novell has been able to give them: location-independent single network logon with no impact on the performance or reliability of your NetWare 3.x servers. 



Migrating NetWare �Servers to Windows NT Server 

Windows NT Server integration into your NetWare environment is further eased by the Migration Tool for NetWare. The Migration Tool for NetWare is a utility that automatically transfers your NetWare 2.x/3.x user accounts, group accounts, security information, logon scripts, administrator accounts, files, directories, file attributes, and file rights to Windows NT Server. By comparison, DSMN copies user account information and allows administrators to manage both server environments from Windows NT Server. The Migration Tool only migrates; no inter-network managing is possible with the Migration Tool. However, by automatically migrating these components, your administrator saves the time, effort, and cost of recreating them manually while upgrading to Windows NT Server. And, like all of Microsoft’s other NetWare interoperability tools, it performs this migration without affecting your NetWare server in any way. As a result, your NetWare user services are not interrupted. 

The Migration Tool is extremely versatile. Administrators control which information is migrated, as well as account restrictions and administrative rights. In addition, the Migration Tool allows your administrator to migrate one or more NetWare-based servers to a single Windows NT Server-based machine. By consolidating multiple NetWare-based servers on a single, multipurpose Windows NT Server-based computer, reliability is enhanced while administrative overhead is significantly reduced. 



�

The Migration Tool, like DSMN, supports trial migrations of data and accounts. This is a critical tool for testing a migration before actually performing it. Since multiple user accounts for the same user are common in NetWare environments, the Migration Tool, like DSMN, highlights duplicates and provides options for dealing with them. The trial run is another aspect of Microsoft’s recognition of the complexity of a mixed network environment and the need for care in transferring any information. And, like the DSMN trial synchronization, the Migration Tool trial migration can be performed while the network is up and running, so that your users are never affected by a loss of access or network services.



Conclusion

Windows NT Server offers you an easy way to enhance your NetWare network, delivering solutions for your business needs. However, rather than forcing you into making an “all or nothing” choice, Microsoft developed these NetWare interoperability capabilities to ease the task of enhancing your old NetWare network with the flexibility and features of Windows NT Server. These services make it easy to migrate from your NetWare-based or mixed environment to a Windows NT Server-based environment. While simplifying your network environment with an easy-to-use and manageable multipurpose server platform, you also lay a network foundation for the future thanks to the advanced architecture and broad industry support for Windows NT Server.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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Windows NT Server Domain Name Service

The new Domain Name Server (DNS) in Windows NT® Server 4.0—a significantly enhanced version of the DNS that is available in the Windows NT 3.5x Resource Kit—enables end users to access information transparently across UNIX®-based systems, the Internet, and the Windows® family platforms. As a result, network administrators get an easily configured, automatic way of managing name-to-IP address mapping, and users can employ Internet naming schemes to access Windows NT Server as an intranet or Internet server. DNS is integrated into Windows NT Server 4.0, is based on the industry-standard RFCs, and is easy to administer. 



Managing TCP/IP in a Mixed Environment

Large organizations with heterogeneous environments need to enable their users to easily access Windows NT Server- and UNIX-based systems, as well as the Internet, from Windows family systems. With the TCP/IP utilities and services offered in Windows NT Server, these organizations can accomplish this goal easily and in a cost-effective manner.

DHCP and WINS 

The Dynamic Host Configuration Protocol (DHCP) in Windows NT Server automatically manages allocation of IP addresses to network resources. With DHCP, network administrators do not have to set IP addresses for different machines manually. With DHCP, a user can plug a machine into a network in different locations and automatically be assigned an IP address.

The Windows Internet Naming Service (WINS), another service built in to Windows NT Server, dynamically manages the mapping between friendly names and IP addresses of network resources in a Windows NT Server-based network. With WINS, end users and applications can access different network resources using friendly machine names instead of  the more cumbersome and difficult-to-remember IP addresses. Administrators benefit from not having to manually maintain the mapping between names and IP addresses.

So, when a user on “machine1” wants to access a resource named “server2,” both of which have IP addresses dynamically allocated to them by the DHCP server, a request for the IP address of “server2” is sent out to the WINS server by “machine1.” The WINS server looks up “server2” in its database and returns the IP address of “server2” to “machine1.” Once received, “machine1” maps to the IP address of “server2.” Of course, all of this requesting is done transparently to the user, and the administrator is not involved. 

DHCP and WINS services are built in to Windows NT Server, and both Windows NT® Workstation and Windows® 95 have DHCP and WINS clients built in to the operating system. With DHCP and WINS, users in a large organization can easily access network resources using friendly names, and network administrators get automatic management of IP addresses—a winning situation for both.

What is DNS?

The Domain Name Service, like WINS, is a service that maps friendly names to IP addresses. However, unlike WINS, DNS is static. DNS is used on most UNIX systems and on the Internet for resolving names to Internet addresses.

Windows NT Server 4.0 DNS is built in and easy to administer

Windows NT Server 4.0 has a built-in DNS service that is standards-based (IETF RFC 1053). In Windows NT Server 4.0, administrators manage the Windows NT Server DNS with a graphical administration tool which can be run from remote locations. The graphical administration tool in the Windows NT Server DNS makes it much easier to administer DNS. Today, without a GUI utility, an administrator must manually edit a static ASCI file, a tedious and error-prone task. The GUI in the Windows NT Server DNS removes the tedium and errors of traditional DNS administration. Of course, if administrators want to continue to edit the DNS ASCI files manually, Windows NT Server 4.0 also offers that option. And because the DNS in Windows NT Server 4.0 is RFC-based, administrators can easily migrate from their existing DNS to the Windows NT Server DNS, or coexist with other non-Microsoft DNSs. 

Windows NT Server 4.0 DNS is integrated with WINS and DHCP

Because DNS and WINS are integrated in Windows NT Server 4.0, an end user can use DNS “compound” names (names comprised of the machine name and the company’s domain name) to access network resources. For example, an end user can use Explorer to access a share called \\srv1.myco.com\public. DNS and WINS work together to resolve the compound name, as illustrated in the following diagram. 
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Windows NT 4.0-Based DNS-WINS Integration

To access the “public” resource at “srv1.myco.com,” the following steps occur. Of course, these steps are completely transparent to the end user.

The client system first locates the DNS server that manages the database for the specified DNS domain: “myco.com.” 

The DNS server uses WINS to resolve the host name portion of the compound name,“srv1,” to that host’s assigned IP address, returning the IP address for the specified machine to the requesting client. 

The client then uses this IP address to map to the “srv1.myco.com” server and request access to its “public” share. 

And, because Windows NT Server 4.0 uses DNS/WINS to resolve machine names, end users can also access the Internet and UNIX-based systems using DNS compound names.

By leveraging the strengths of WINS and DNS, both administrators and end users benefit.

Benefits of DNS in Windows NT Server 4.0

End users can access heterogeneous systems using friendly names

End users on Windows family systems can transparently access UNIX-based systems and vice versa because of the DNS server in Windows NT Server 4.0. Users do not need to maintain the mapping between IP addresses and names because of the integration of the WINS/DNS services, which automatically and dynamically manage the mapping. 

Organizations can use hierarchical naming

Because DNS in Windows NT Server 4.0 enables the use of compound names to access network resources, large organizations can divide up network resources hierarchically, based on departments, workgroups, and so on. As a result, an end user can access a network resource by using the name; in this example, \\srv1.workgroup.myco.com\public.

�

Windows family users can connect to Internet systems using Internet naming conventions

With Windows NT Server 4.0 DNS, end users can connect directly to systems on the Internet by specifying Internet names. For example, a user could type \\srv1.domain.com\public in Explorer and access files on srv1. 

�

Windows NT Server 4.0 can be used in a POP to provide the domain name service

Because the Internet uses DNS to resolve Internet names to Internet addresses, Internet Solution Providers (ISPs) need a DNS server in their Point of Presence (POP). With Windows NT Server 4.0, ISPs get a single, cost-effective web server platform with integrated DNS and directory services. 

The Windows NT Server 4.0 DNS makes it easy for administrators, end users and ISPs to take advantage of the Internet-standard naming schemes to locate and access resources. Using the Windows NT Server DNS means that companies can provide consistent naming schemes across their enterprises, making the process of naming and accessing resources much easier.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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Windows NT Server remote access service

Business employees increasingly want to be able to work away from their offices—either from homes or from remote locations. Sales people increasingly want to access databases, and managers increasingly want to be able to manage from remote locations. 

As networks become prevalent, the ability for people to dial in and access networks becomes increasingly important. With Microsoft® Windows NT® Server Remote Access Service (RAS), businesses can extend their networks to phone lines. RAS lets mobile and work-at-home users access corporate networks seamlessly. RAS provides small businesses with a cost-effective, easy to use dial-up server. With RAS, large organizations get a standards based dial-up server that enables client server computing for remote users. RAS works with different protocols and most computers already include software that enables end-users to use RAS. 



RAS lets Remote Users Communicate with the Office

Windows NT Server RAS enables remote users to connect their computer to a phone line and access a corporate network in another location. Such remote users can securely access files and printers on the remote network as well as run applications such as Microsoft BackOffice across a network in another location as though the user were actually at the location of the network. With RAS, a business can thus extend its network across long distances by making use of existing phone lines.

RAS is built-in

RAS is built in with Windows NT Server so customers do not have to buy extra software to get dial-up services. Most operating systems include client software for RAS and so users can use operating systems out of the box to connect to networks. 

RAS supports ISDN  

RAS lets users dial in across both phone lines as well as ISDN. As ISDN is becoming increasingly available at lower costs, this helps users get higher speed access to networks and increases productivity. 

�

RAS extends networks to phone lines

RAS supports numerous clients

RAS supports all of the mainstream networking clients, including:

Windows for Workgroups-based clients

LAN Manager-based clients

Windows 95-based clients

Windows NT Workstation-based clients

Windows NT Server-based clients

UNIX-based clients

Macintosh-based clients

NetWare clients

OS/2-based clients

RAS is secure

With RAS, small business employees can connect their PC to a phone jack at home and seamlessly access the business’ network. Users can enable all data to be encrypted and sent across phone lines to a network in another location. RAS also authenticates users securely using industry standard protocols.

RAS works with Microsoft BackOffice

With RAS, remote users can access Microsoft BackOffice services running on computers in a corporate network. 

�Small Businesses Get a Cost-Effective, Easy to Use Dial-Up Server 

RAS is easy to use

Users can simply click on a graphical client application to make a connection to a business network. RAS provides an administration tool that is easy to use. Network administrators can easily create RAS user accounts by using existing Windows NT Server user accounts. Administrators can track events and monitor performance of RAS dial-up connections using the graphical tools—the event log and the performance monitor. RAS also automatically assigns IP addresses to remote users and administrators do not need to manually configure IP addresses for remote users.

RAS is available on a cost-effective multipurpose platform

Windows NT Server provides file/print services, application and communication services, all on a single multipurpose platform. It is available on cost-effective hardware from several vendors, and runs applications and services from several hundred third parties. RAS is built in with Windows NT Server and runs as a software service. To use RAS as a dial-up server, businesses will need modems or modem cards available from several modem vendors.

With RAS, users get Internet access from their workplace or homes  

End users can dial-up RAS from their homes or use RAS from their workplace to access the Internet. For this, the business must ensure that the systems that need Internet access have valid Internet addresses.

Secure Internet Transfer with new PPTP technology

With Windows NT Server 4.0 (currently in beta), RAS allows remote users to access their network via the Internet by using the new Point-to-Point Tunneling Protocol (PPTP). PPTP is a new networking technology integrated with RAS that supports multiprotocol virtual private networks (VPNs). PPTP uses the Internet as the transfer mechanism instead of long distance telephone lines or toll free (1-800) service, greatly reducing transmission costs. 

PPTP enables remote users to access their networks securely across the Internet in two ways: by dialing into an Internet Service Provider (ISP) or by connecting directly to the Internet. In either case, PPTP provides one essential benefit: secure over-the-Internet data transfer. However, using an ISP offers additional benefits: 

PPTP enables modems and ISDN cards to be separated from the company’s RAS server. They can now be located at an ISP’s modem bank or a front-end processor (FEP). This greatly reduces costs because modems, ISDN cards, etc. are loaded on the ISP’s server, not the company’s server.

PPTP means less administrative overhead because the ISP rather than the network administrator manages the connection hardware.  

PPTP requires no changes to your existing client software.

For companies that want to manage their own networks entirely and connect directly to the Internet through their own software and hardware, PPTP offers the security they need. 

The PPTP connection over the Internet is encrypted and secure, and works with IP, IPX, NetBEUI and other mainstream protocols.

Large Organizations Get a Standards-Based Dial-Up Server that Enables Client/Server Computing

RAS enables client/server computing for mobile users    

With RAS, remote users can access files and printers, as well as run applications across long distances. RAS enables remote users to access Windows-based systems, as well as NetWare and UNIX systems. With RAS, large organizations thus enable client server computing across wide area networks (WANs). 

RAS is open and supports all major protocols

RAS is based on the point-to-point protocol (PPP), which is the industry standard for dial-up access services. RAS also supports industry standards for authentication and encryption. Users may dial up across phone lines, ISDN, or X.25 and access TCP/IP-, IPX-, or NetBEUI-based LANs.

RAS is the most scaleable dial-up server

Large organizations can use a single Windows NT Server-based system to provide dial-up facilities for up to 256 concurrent users. This is the most scaleable dial-up access server in the industry today. 



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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High Reliability of Windows NT Server

Reliability is a key component in today’s network.  One of the most powerful characteristics of the Microsoft® Windows NT™ Server operating system is its reliability.  Built into every component of Windows NT Server, reliability provides maximum availability of information and services to users.  The system ensures this high availability in three ways:  by uniformly handling hardware and software system faults, protecting user programs from each other as well as the system, and providing data and system recovery mechanisms.  By building reliability technology into Windows NT Server from the start, Microsoft has ensured the system’s ability to tolerate faults while still maintaining the availability of the system, applications, network resources and data.

Windows NT Server includes the following reliability and fault tolerance capabilities:

Error handling and protected subsystems

Recoverable file system

Automatic restart

Tape backup support

Uninterruptible power supply (UPS) support

Disk mirroring

Disk duplexing

Disk striping with parity (RAID 5)

Additionally, fault tolerance functionality in Windows NT Server can be enhanced through the use of third party products from vendors such as Arcada, Cheyenne and Octopus.

Error Handling and Protected Subsystems

Software applications do not always operate as expected – they can fault.  Windows NT Server is designed to tolerate these faults by ensuring that they do not affect other components of the operating system.  For Windows NT Server, the first line of defense against software errors is it’s structured method of exception handling.  When an abnormal event occurs, the event is captured and either the processor or operating system issues an exception.  This design ensures that no undetected error is allowed to influence the system or other user programs.  

Windows NT Server also employs protected subsystems in its design.  Protected subsystems are separate, unique memory locations that are assigned to different processes and applications.  By isolating programs in this way, Windows NT Server ensures that a program fault will not affect the system’s kernel and, as a result, crash the operating system.  Similarly, programs are isolated from each other so that when a program faults, it does not adversely affect other programs running on the system.  This architecture makes it safe to deploy new Windows NT Server-based applications.  New applications can be run and tested on a Windows NT Server-based machine without concern that they will adversely affect the system or other production applications.  As a result, deploying powerful, new server-based applications on Windows NT Server is less risky than it is with some other server operating systems.

Automatic Restart

The combination of structured exception handling and protected subsystems make Windows NT Server system failures extremely rare.  However, the operating system does include an automatic restart feature.  In the event of a failure, the system can be configured to automatically restart itself.  This feature of Windows NT Server provides maximum system up-time.  To assist the administrator in determining the cause of the failure, Windows NT Server can be set to transfer its memory contents to a disk file before restarting for later analysis.

Recoverable File System

While Windows NT Server is highly tolerant of software faults, it also excels in handling hardware faults such as disk and disk related failures.  Much of this disk fault tolerance is related to NTFS, the Windows NT file system.  NTFS, is a comprehensive, recoverable file system that provides virtually instant recovery from a disk failure.  The file system logs each disk I/O operation as a unique transaction. When a user updates a file, the Log File Service logs redo and undo information for that transaction.  Redo is the information that tells NTFS how to repeat the transaction; undo tells NTFS how to roll back the transaction.  If a transaction completes successfully, the file update is committed.  If the transaction is incomplete, NTFS ends or rolls back the transaction by following instructions in the undo informa-tion.  If NTFS detects an error in the transaction, the transaction is also rolled back.

File system recovery is straightforward with NTFS.  If the disk fails, NTFS performs three passes – an analysis pass, a redo pass, and an undo pass.  During the analysis pass, NTFS appraises the damage and determines exactly which clusters must now be updated per the information in the log file.  The redo pass performs all transaction steps logged from the last checkpoint.  The undo pass backs out any incomplete (uncommitted) transactions.

In addition to virtually instant recovery, NTFS supports hot-fixing.  If an error occurs due to a bad sector, NTFS moves the information to a different sector and marks the original sector as bad.  This process is completely transparent to an application performing disk I/O.  Hot-fixing eliminates error messages such as the “Abort, Retry, or Fail?” error message that occurs when a file system such as FAT encounters a bad sector.

Tape Backup Support

Regular tape backup is an important part of guaranteeing data availability.  Windows NT Server includes a graphical tool called Backup that makes it easy to backup your Windows NT Server-based data to tape.  Backup allows you to:

Backup and restore both local and remote files on NTFS, FAT, or HPFS partitions from a single location.

Select files for backing up or restoring by volume, directory, or individual filename, and view detailed file information such as size or modification date.

Review a full catalog of backup set and individual file and directory information so you can select files to be restored.

Perform any of the following common backup operations:  Normal, Copy, Incremental, Differential, and Daily.

Place multiple backup sets on a tape and either append new backup sets or overwrite the whole tape with the new ones.

Span multiple tapes with both backup sets and files (since there is no file-size restriction).

Create a batch file to automate repeated backups of drives.

Control destination drive and directory for data restoration.

Select an optional verification pass to ensure reliable backups or restorations.

Save log information on tape operations to a file.  Also view tape-operation information in Event Viewer.

In addition to the built-in backup utility in Windows NT Server, third party products (such as Arcada’s Backup Exec for Windows NT) provide additional  functionality such as the ability to create and script jobs, automated scheduling of jobs, remote administration of backup and client-server backup to remote tape devices.

Uninterruptible Power Supply (UPS)

An uninterruptible power supply (UPS) is a battery-operated power supply connected to a computer to keep the system running during a power failure.  The UPS service for Windows NT Server detects and warns users of power failures and manages a safe system shutdown when the backup power supply is about to fail.

The Windows NT Server UPS service allows the user to set various options:

Select the serial port where the UPS device is connected.

Choose whether the UPS device sends a signal if the regular power supply fails.

Choose whether the UPS device sends a warning when battery power is low.

Choose whether the UPS service sends a signal telling the UPS device to �shut off.

Have a command file to execute at shutdown time.

Notify the user of expected life and recharge time for the battery.

Select the timing for warning messages.

Understanding RAID

Fault tolerant disk systems are standardized and categorized in six levels known as Redundant Arrays of Inexpensive Disks (RAID) level 0 through level 5.  Each level offers various mixes of performance, reliability, and cost.  The major difference between RAID and earlier, more expensive large-disk technologies is that RAID combines multiple disks with lower individual reliability ratings to reduce the total cost of storage.  The lower reliability of each disk is offset by the redundancy.  Windows NT Server supports disk striping (RAID level 0), disk mirroring (RAID levels 1) and disk striping with parity (RAID level 5).

Disk Mirroring (RAID Level 1)  

  Disk mirroring is the creation and maintenance of an identical twin for a selected disk.  Any file system, including FAT, HPFS, and NTFS, can take advantage of disk mirroring.  Disk mirroring uses two partitions on different drives connected to the same disk controller.  All data on the first (primary) partition is mirrored automatically onto the secondary partition.  Thus, if the primary disk fails, no data is lost.  Instead, the partition on the secondary disk is used.

Mirroring is not restricted to a partition identical to the primary partition in size, number of tracks and cylinders, and so on.  This eliminates the problem of acquiring an identical model drive to replace a failed drive when an entire drive is being mirrored.  For practical purposes though, the mirrored partitions will usually be created to be the same size as the primary partition.

Disk mirroring has better overall read and write performance than stripe sets with parity.  Another advantage of mirroring over stripe sets with parity is that there is no loss in performance when a member of a mirror set fails.  Disk mirroring, however, is more expensive in terms of dollars per megabyte because disk utilization is lower than with striping with parity.  Disk mirroring is best suited for peer-to-peer and modest server-based LANs.

Disk Duplexing

  Disk duplexing is simply a mirrored pair with an additional adapter on the secondary drive.  Duplexing provides fault tolerance for both disk and controller failure.  In addition to providing fault tolerance, it can also improve performance.

Like mirroring, duplexing is performed at the partition level.  To the Windows NT Server operating system, there is no difference between mirroring and duplexing.  It is simply a matter of where the other partition can be found.

Disk Striping with Parity (RAID Level 5)

  Disk striping is another popular method of protecting data against disk failure.  With disk striping, data is divided into large blocks and spread in a fixed order among multiple disks in an array.  In a stripe set with parity, parity information for the data is also written across the array with the condition that the parity information and data reside on different disks.  If a member of the disk array fails, data can be recovered from the parity information since it is stored on a different disk.  One advantage of stripe sets with parity is that they have better read performance (although slower write performance) than mirror sets.  Another advantage is that the cost per stored megabyte is typically lower with stripe sets with parity than with mirrored sets because disk utilization is much higher.

To understand fully Windows NT Server-based disk striping, it is valuable to compare it to hardware-based striping systems.  Hardware implementation of the RAID level can offer performance advantages over software implementations. With some systems, it may even be possible to replace a failed drive without shutting down the system.  However, hardware RAID implementations tend to be very expensive and may require an organization to lock-in to a single vendor solution. The RAID technology of Windows NT Server is powerful and cost-effective and provides a consistent implementation across numerous hardware platforms.  Windows NT Server’s RAID technology provides greater flexibility in mixing systems that provide optimum price and performance for customer needs.

Other Types of Fault Tolerance

System Fault Tolerance III

  Another popular fault tolerance technology is Novell®’s System Fault Tolerance III (SFT III).  SFT III uses a dedicated link to connect a NetWare®-based server to a local mirror site.  It then creates a replica of the entire server on the mirror, including RAM contents.  If the primary server experiences a hardware failure such as a processor fault, the mirror automatically assumes responsibility for network services.  

Octopus 1.4

  Octopus Technologies, Inc. offers a product for Windows NT Server that provides some distinct advantages over SFT III.  Octopus 1.4 provides real-time fault-tolerance for Windows NT Server by updating copies of selected files on a mirror server as the file system commits file updates on the primary server.  As a result, data is mirrored in real-time.  Octopus also uses a standard LAN or WAN connection between the primary and mirror servers.  No dedicated link is required and mirrors do not have to be local.  Instead, they can be anywhere on the network including remote locations.  This is particularly valuable in highly active, mission-critical transaction processing environments.  If a transaction processing application server came down due to extreme circumstances in one location (such as an earthquake), a server in a remote location would be ready to begin running that application with all its associated data. 

Octopus is also a very cost effective solution.  First, it is a fraction of the cost of SFT III.  In addition, it minimizes network bandwidth consumption by sending only file changes to the mirror, not the whole file. Octopus allows users to selectively mirror files rather than forcing mirroring of the entire server as SFT III does.  As a result, Octopus provides more flexibility because it does not have to dedicate a machine strictly to mirroring a server.  Also, multiple primary servers can be mirrored to a single mirror server or multiple mirror servers.  The result is maximum disk utilization while still offering a high level of  data redundancy.  User data and services are thereby fully protected  in the most cost effective way.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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Windows NT Server Scalability

The Microsoft® Windows NT™ Server operating system offers a truly scaleable platform on which to build business solutions. This scalability means that Windows NT Server-based applications can meet the changing needs of small, medium, and large organizations by running on a broad range of hardware—from machines with one processor and 16 megabytes of memory to machines with 32 processors and 4 gigabytes of memory. By running on such a broad set of hardware, Windows NT Server-based solutions grow with an organization. Hardware power can be added to an existing software solution, resulting in increased capacity and performance with no changes to the application’s operation or management. Similarly, by deploying Windows NT Server-based solutions consistently throughout an organization, the different groups within that organization can readily share information and benefit from consistent, easy-to-use application interfaces.

This Technology Brief discusses the components of a truly scaleable operating system, why scalability must be a design objective for the operating system, and how detailed consideration of hardware and application architecture is critical to the development of a genuinely scaleable solution.



What makes a system scaleable

Scalability depends on the overall architecture of the entire application server. The three critical components of a scaleable system are the:

Operating system

Application software

Hardware

No one element is sufficient to guarantee scalability. High performance server hardware is designed to scale to multiple processors, thereby providing specific functionality to ease disk and memory bottlenecks. Applications and operating systems, in turn, must be able to take advantage of multiple CPUs. All three components are equally important.

Operating System

A well designed server operating system can exploit properly designed and configured multiprocessing servers. The architecture of the operating system should provide applications portability across processor types, multiprocessor architectures, and advanced I/O devices.

Symmetric Multiprocessing (SMP) Architecture 

  Microsoft invested considerable time and expertise in SMP technology for Windows NT Server. The ability of Windows NT Server to run on machines with up to 32 processors is one of the operating system’s most important features. It is fundamental to the design of the kernel. The technology necessary to achieve genuine, load-balancing, symmetric multiprocessing is intrinsic to all components of Windows NT Server. It is not something that could have been “added on” later. This is important to note when evaluating multiprocessing operating systems. When SMP is not integrated into the basic design of an operating system, its implementation is inherently limited. In addition, Microsoft collaborated with many vendors that supply multiprocessor hardware to provide full optimization of Windows NT Server and its associated applications.

Multiprocessor Versions Available from Hardware Vendors

As mentioned, Windows NT Server will run on hardware with as many as 32 processors. It is important to note that the retail version of Windows NT Server is licensed to run on machines with up to four processors. This is not a limitation of the scalability of Windows NT Server—it is a licensing restriction of the retail package. Versions of Windows NT Server that run on more than four processors are available from OEMs who offer multiprocessor hardware systems (up to 32 processors). Windows NT Server is included as part of the base system on these larger machines and is fully supported by OEMs who work with Microsoft.

�Operating System Architecture 

  The critical distinction of the architecture of Windows NT Server is that access to key system resources is dynamically and equally parceled out. A small number of worker tasks or threads service the queue of incoming user requests with dynamic load balancing across CPUs and high performance access to protected virtual memory space and network I/O.

Dynamic Load Balancing Across CPUs

  User requests or application tasks are not bound to a particular processor. A thread can pick up additional user requests during available cycles on any CPU until the system notifies the user that earlier requests have been completed or require attention.

This scenario, common to most distributed applications, requires preemptive scheduling of tasks across CPUs, protected memory spaces with advanced virtual memory, and asynchronous I/O.  The result is a very high-performance, low-overhead application system with well balanced use of all available system resources. This dramatically reduces the opportunity for single processor bottlenecks.

Scalability allows customers to deploy the same Windows NT Server-based applications and services on whatever class of hardware they require. Customers can choose from over 4,000 single or multiprocessor machines from many different vendors, thus resulting in the best performance for the best price.

High Performance, Asynchronous I/O

  Threads have the ability to transfer data, whether in memory, on disk, or over the network, without blocking the system while waiting for completion. The system notifies the requester when the task is complete.

Protected Virtual Memory Space

  Threads can work with large amounts of data because virtual memory transparently accesses disk-based information when necessary, without the risk of corrupting another application’s data.  Since the total virtual memory on a Windows NT Server-based system can significantly exceed the amount of real physical memory, Windows NT Server-based applications can work with extremely large amounts of data.  

Industry Leading Price/Performance—Ready to Deploy Today

TPM (transactions per minute) benchmark results for Windows NT Server are available today from the Transaction Processing Council. These tests have repeatedly demonstrated that the cost of Windows NT Server per transaction and its total transaction processing power are among the best available today.

Application Software

Most SQL DBMS products (from vendors such as ORACLE®, Sybase, and Informix), as well as groupware products (such as Lotus Notes®) were originally developed and tuned for UNIX®-based operating systems. These applications sometimes do not take full advantage of Windows NT Server. However, many of these products, such as ORACLE and Lotus Notes, are now being aggressively tuned to maximize the built-in scalability of Windows NT Server.

Lotus Notes as a Case Study

  During development of Lotus Notes on Windows NT Server, the internal benchmarks performed by Lotus showed an approximate ten-fold increase in transactions per minute on a six processor Pentium® simply by tuning for Windows NT Server during the design phase. This clearly shows the importance of integrating native services on a scaleable platform.

An Intergraph Benchmark of Microsoft SQL Server for Windows NT Server

In controlled laboratory testing, Intergraph Corporation benchmarked Microsoft SQL Server™ 6.0 running on Windows NT Server 3.51 on Intergraph’s high-end ISMP6x server (6 100MHz Pentium processors with 1MB secondary caches). Microsoft SQL Server 6.0 achieved greater than 80% scalability on the industry-standard database transaction processing benchmarks through 6 processors. 

The following graph shows the greater than 80% scalability achieved by Microsoft SQL Server 6.0 in Intergraph’s testing.

��

The Intergraph study concludes with the following: “SQL Server 6.0 gained much more performance from the additional processors than SQL Server 4.21a, even though both were running the same benchmark, on the same hardware, and on the same operating system. The differences are especially noticeable as the number of processors increases over 4 since the effect is geometric. This result supports Microsoft’s claim that vendors must optimize their applications to take full advantage of the underlying operating system. Obviously, the application has a considerable affect on scalability, and SQL Server 6.0 on Windows NT Server 3.51 scales well beyond 4 processors.” The study further concludes that “Windows NT operating system performance is extremely competitive with UNIX for the enterprise-class environment.”

Hardware

Not all server hardware is created equal. One example of the limitation of the hardware platform is how fast it can access data in RAM to move data between the processors and main memory. If the platform only has the memory bandwidth to handle 6 processors, adding two more processors will not improve performance.

The typical Intel®-based PC multiprocessing server currently on the market can support a maximum of four processors because of the limitations in the memory throughput of standard hardware buses that connect the CPUs with memory. Higher end systems that utilize more than four processors must design their own proprietary architectures to get beyond memory and disk bottlenecks to achieve greater scalability. For example, AT&T and Sequent currently provide OEM versions of Windows NT Server that take advantage of their customized, high-end hardware. 

The Membench benchmark graph below illustrates how performance can vary depending on the hardware platform. In this case, memory throughput varies. Applications which require greater memory throughput, such as a DBMS, will show greater scalability on Machine A.

� EMBED Word.Picture.6  ���

The Membench benchmark illustrates how scalability can be constrained by  throughput between CPUs and main memory.  Less throughput means lower performance, even with additional CPUs.

Customer success with Scaleable Windows NT Server deployments

Windows NT Server has been deployed successfully in many large-scale customer sites, often demonstrating tremendous scalability. For example, Bell Atlantic recently migrated their budgeting process from mainframe-based IMS™/Focus® applications to a more flexible and responsive system based on Microsoft SQL Server. The system supports users with databases replicated over several sites. The largest sites have AT&T® GIS 3455 SMP servers with six 90mhz Pentium processors and 40-gigabyte RAID arrays. The current deployment extends to 8 servers and 420 clients and will ultimately include 19 servers and more than 1,000 clients.



Conclusion

By providing organizations with a truly scaleable operating system platform, Windows NT Server provides the flexibility to expand application performance and capacity without forcing users to deploy entirely new solutions. Windows NT Server is a multipurpose, manageable platform that helps its users preserve their computing investments while effectively helping them share information throughout the entire organization.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.



© 1996 Microsoft Corporation 

Microsoft and the Windows logo are registered trademarks and the BackOffice logo and Windows NT are trademarks of Microsoft Corporation. 

AT&T is a registered trademark of American Telephone and Telegraph Company.  Focus is a registered trademark of Information Builders, Inc. NCR is a registered trademark of AT&T, Inc.  Pentium and Intel are registered trademarks of Intel Corporation. Lotus Notes is a registered trademark of Lotus Development Corporation. Sequent is a registered trademark of Sequent Computer Systems, Inc.  UNIX is a registered trademark in the United States and other countries, licensed exclusively through X/Open Company, Ltd. 

0196  �

��

Technology Brief:

Windows NT Server Security

��

Network Operating System

Windows NT Server Security

Today, computer networks are becoming increasingly important to most businesses. Networks are used to share key information and resources among many users throughout organizations of various sizes. Frequently, the information stored on network servers, such as the Microsoft® Windows NT™ Server operating system, is secure information that is intended for use only by specific individuals. Therefore, the ability of these networks to prevent unauthorized access to information is paramount to the security and competitiveness of an organization.



The Characteristics of a Secure System—C2 and Beyond

A secure network system has many characteristics. A baseline measurement of a secure operating system is the U.S. National Security Agency’s criteria for a C2-level secure system. While C2 security is a requirement of many U.S. government installations, its substantial value extends to any organization concerned about the security of its information. The following are some of the most important requirements of C2-level security.

Discretionary Access Control

The owner of a resource, such as a file, must be able to control access to the resource.

Object Reuse

The operating system must protect data stored in memory for one process so that it is not randomly reused by other processes. For example, Windows NT Server protects memory so that its contents cannot be read after it is freed by a process. In addition, when a file is deleted, users must not be able to access the file’s data even when the disk space used by that file is allocated for use by another file. This protection must also extend to the disk, monitor, keyboard, mouse, and any other devices. 

Identification and Authentication 

Each user must uniquely identify himself or herself. With Windows NT Server, this is achieved by typing a unique logon name and password before being allowed access to the system. The system must be able to use this unique identification to track the activities of the user.

Auditing

System administrators must be able to audit security-related events and the actions of individual users. Access to this audit data must be limited to authorized administrators.

In addition to meeting the U.S. government’s C2 requirements, there are certain “real world” security problems that a fully secure system must also solve. These real world security issues tend to fall into two categories:  managing security and using security. Windows NT Server is designed to meet the requirements for a C2 secure system while also providing excellent tools for both managing and using these comprehensive security features.



C2 Security(�Requirements Defined

The requirements for a C2 secure system are articulated by the U.S. Department of Defense’s National Computer Security Center (NCSC) in the publication Trusted Computer System Evaluation Criteria, also known as the “Orange Book.” All systems, whether they are network operating systems or standalone operating systems, are evaluated under the criteria set forth in the Orange Book. Windows NT Server was designed from the ground up to comply with the NCSC’s C2 requirements. Microsoft and the NCSC have worked closely throughout development to ensure that both Windows NT Workstation and Windows NT Server comply with the government’s requirements for a C2 secure system. 



C2 Security in Windows NT Server

The NCSC has published different “interpretations” of the Orange Book. These interpretations clarify Orange Book requirements with respect to specific system components. For example, the NCSC’s Trusted Network Interpretation of the Trusted Computer System Evaluation Criteria, or “Red Book,” is an interpretation of Orange Book security requirements as they apply to the networking component of a secure system. The Red Book does not change the requirements; it simply indicates how a network system should operate in order to meet Orange Book requirements for a C2 secure system. 

There is a complete set of Orange Book interpretations published by the NCSC that assist vendors in ensuring that their systems comply with Orange Book requirements. Just as the Red Book is an interpretation of the Orange Book for network systems, there is also a Blue Book that interprets the Orange Book for subsystem components, and other books for other components. Products are only listed on the NCSC’s C2 Evaluated Products List after a lengthy, detailed evaluation process.

Both Windows NT Server 3.5 and Windows NT Workstation 3.5 operating systems were posted to the NCSC’s Evaluated Products List in June 1995 as Orange Book evaluated, and are currently in the formal phase of the Red Book and Blue Book interpretations. This means that the evaluation of Windows NT Server as a standalone system (the “node”) is complete; and that the evaluation of the networking functions and all other relevant components is still in process. After this first listing, the NCSC will continue evaluating additional components of the Windows NT operating system and add them to the list of evaluated products. Microsoft designed the Windows NT operating system to be a complete, secure solution that includes the desktop, server, and network. Other vendors, such as Novell, cannot claim such a comprehensively secure environment because they cannot provide C2 level security at all of these points.

Microsoft first signed a Letter of Agreement with the NCSC to evaluate Windows NT Server for C2 compliance in early 1992. Since then, we have worked closely with the NCSC to ensure C2 compliance of the Windows NT platform. Attaining the Orange Book evaluation of the base operating system means that the NCSC has found the core components of the Windows NT Server operating system to be C2 compliant, and that customers can use Windows NT Server as a component in building their C2 certifiable systems. 

Windows NT Server 3.51 is also being evaluated as the networking component of a secure system—the Red Book interpretation of the Orange Book guidelines. This evaluation is not a new evaluation of Windows NT Server. Rather, it is another phase of the same evaluation Windows NT Server began 3 years ago and the same one that produced C2 evaluation of the base operating system. 

In addition to its C2 evaluation, the Windows NT Server operating system is being evaluated in Europe for a similar E3 rating. This will allow customers in both the U.S. and Europe to operate certifiably secure systems. Microsoft began working with the NCSC back in July 1992. Novell began the C2 evaluation of NetWare® 4.1 in 1995. Novell faces many months of detailed work before NetWare can even be considered for the NCSC’s Evaluated Products List. Today, the Windows NT platform offers a C2 evaluated “node” and is in the process of being evaluated as part of  a C2 certifiable “network.” In the meantime, there is a product available today from Global Internet, Inc. (TNT™ v.2.1) that utilizes the Windows NT Server C2 evaluated base and provides B1 level security for network communication



Windows NT Server C2 �Implementation

The Windows NT Server C2 implementation is entirely software-based. This means that users will not have to install additional hardware on either their servers or clients to meet C2 level security requirements. Some other vendors, most notably Novell, include a hardware component that provides some or all of the C2 security characteristics. In Novell’s case, the hardware component is a client supplied by Cordant, Inc. that contains a CPU, memory, expansion BIOS, DES encryption hardware, network interface, and a hard disk controller. This component intercepts all file and NetWare server requests and routes them through the Cordant® card, effectively displacing the NetWare operating system for certain kernel functions. 

Cordant’s client component further provides two essential aspects of the C2 evaluation that NetWare 4.1 lacks:  Discretionary Access Control and Identification and Authentication. In fact, without a component such as the Cordant client, the “off-the-shelf” version of NetWare 4.1 could not be C2 evaluated at all. While the Cordant product is essential for NetWare’s C2 “red book” evaluation, there are a number of severe limitations the Cordant client imposes on NetWare, including:

The Cordant client needs to be installed in every workstation, at great expense and difficulty.

Only MS-DOS®-based clients are supported today (though Cordant promises to eventually offer a Windows-based client).

IPX/SPX is the only protocol being evaluated.

All workstations must be configured identically.

Windows NT (both the server and the workstation), by comparison, was designed from the ground up to be C2 secure. This means that every process and feature was designed with C2 level security in mind. In fact, Windows NT Server is so secure that certain processes (identification and authentication, and the ability to separate a user from his/her functions) meet B2 security requirements, a level of security that is even more strict than C2. Designing an operating system this way—as opposed to adding components on top of an already complete operating system—has certain benefits such as cost efficiency, reliability and robustness. As the NCSC says in the Final Evaluation Report of the Windows NT operating system:  “[w]hen security is not an absolute requirement of the initial design, it is virtually impossible through later add-ons to provide the kind of uniform treatment to diverse system resources that Windows NT provides.”� Windows NT Server is secure from the ground up.



Solving Real World �Security Problems

While following the C2 guidelines is extremely valuable in developing a secure operating system, there are a number of key “real world” problems that the C2 guidelines do not directly address. Since the primary objective of the C2 guidelines is to provide users with a truly secure, usable system, Microsoft went significantly beyond the implementation of C2 requirements in the development of Windows NT Server security.

From a management perspective, Windows NT Server provides comprehensive tools to help administrators maintain security in their environments. For example, an administrator can specifically control which users have access rights to which network resources. These resources include files, directories, servers, printers, and applications. Rights are defined on a per resource basis and can be managed centrally from any single location. 

User accounts are also managed centrally. The administrator can specify group memberships, logon hours, account expiration dates, and other user account parameters via easy to use, graphical tools. The administrator can also audit all security related events such as user access to files, directories, printers and other resources and logon attempts. The system can even be set to “lock out” a user after a prescribed number of failed logon attempts. Administrators can also force password expiration and set password complexity rules so that users are forced to choose passwords that are difficult to discover. From the user’s perspective, Windows NT Server security is complete, yet easy to use. A simple password-based logon procedure gives them access to the appropriate network resources. What the user does not see are processes, such as the system-level encryption of their password so that it is never passed over the wire. This encryption prevents unauthorized discovery of a user’s password through wire “sniffing.” 

Users are also able to define access rights for any resource they own. For example, if a user needs to share a specific document with other users, he or she can specify exactly who has read and write access to that document. These rights are easily assigned through the familiar Windows File Manager. Of course, access to organizational resources is fully managed only by authorized administrators.

An even deeper example of Windows NT Server’s security capabilities is its protection of data, even while that data is in a machine’s physical memory. Windows NT Server allows only authorized programs to access data. When such a program accesses data, that data is placed in physical memory. Despite the fact that the data is no longer only on the disk, Windows NT Server still protects it from unauthorized access. No unauthorized program will be able to access that data while it is in memory. Therefore, it is impossible for a rogue application to take advantage of another application’s use of data while that data is in the physical memory of a machine.



Windows NT Server—Built to be Secure

Building a secure network operating system requires careful planning. Security features must be included throughout the system. The file system, user account directory, user authentication system, memory management, environment subsystems and other components all require special design consideration if the system is to be secure. Microsoft made security a design goal of the Windows NT Server operating system. Before the system was built, security features were designed into every facet of the operating system. This early planning and design was critical to the successful development of a secure system and ensures Microsoft’s continuing ability to provide comprehensive, usable security in Windows NT Server.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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Microsoft and the Distributed Computing Environment

The Open Software Foundation’s Distributed Computing Environment (DCE) provides a common set of useful application services across a wide range of operating system platforms. The goal of DCE is to create a single set of application support services through which diverse computers can be linked into a unified network. Such interoperability provides the infrastructure that developers can use to create distributed computing applications.

However, DCE has not established itself as a significant factor in mass-market, PC-based desktop and LAN environments. This leaves many corporate planners in a quandary:  should they follow the de facto standards of mass market vendors such as Novell, Banyan, and Microsoft, or should they attempt to create a more uniform multi-platform environment by gluing on DCE technology? There is no simple solution to this quandary. DCE will not become a mass market technology overnight, nor will the major PC and LAN vendors upset their large number of existing customers by making dramatic shifts in their technical direction. 

Still, for DCE fans the news may be somewhat better than they realize. Microsoft is gradually adding increasing levels of interoperability with DCE services to its popular Windows® and Windows NT platforms. This trend is not simply a matter of “buying a few votes” from DCE-oriented customers by slapping on non-strategic interoperability features. To the contrary, it encompasses technology that is quite strategic to Microsoft. This technology brief will both explore this technology and summarize Microsoft’s intended direction.



Interoperability Today:  RPC

The Remote Procedure Call (RPC) is the most fundamental technology to DCE. RPC provides the basis of communication and interoperability between the various DCE services. The RPC allows an application to execute procedures on a remote computing device. In an RPC application, a program can use the network as a means of executing individual components on other hosts at remote locations. The client application executes a call to a “stub code” that takes the place of a local procedure. The “stub code” uses both communication and data conversion facilities from an RPC library to execute the requested routine within a process at a remote server. This process is illustrated in the following picture.
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Remote Procedure Call (RPC)

Just as DCE is based on its (RPC) technology, the synergy between DCE and Windows has its foundation in an RPC system developed by Microsoft that is designed to be fully interoperable with DCE RPC. 

Almost five years ago, Microsoft found itself in need of a rich RPC system. At that time, DCE RPC was clearly the technology leader but the implementation provided by OSF did not fit Microsoft’s needs. Among other things, it was only packaged with other services that were not needed by Microsoft, its code-base was not optimized for small systems, and OSF’s licensing strategy at the time was incompatible with very high-volume, low-cost operating systems technology such as MS-DOS( and Windows. So, Microsoft accepted the “open systems challenge” implicit in the OSF Application Environment Specification (AES) and set out to implement its own implementation of DCE-style RPC based entirely on the public specification. 

In May of 1993, after dozens of person-years of effort, Microsoft shipped the first version of Microsoft RPC for MS-DOS, Windows® 3.x, and Windows NT. From the start, this implementation was an essential element of the Windows NT operating system—Windows NT could not boot and log on a user without Microsoft® RPC. At that time Microsoft RPC was quite interoperable with DCE RPC, although, not surprisingly, the DCE implementation and the DCE specification were not identical. Being good pragmatists, the Microsoft RPC team dutifully reported the anomalies to OSF and then quietly conformed to the DCE code rather than the DCE specifications. Although interoperability was solid, Microsoft was still missing some key features in this initial release; most notably, authenticated sessions (security within a Microsoft environment was achieved by the use of a secure transport called Named Pipes) and support for connectionless protocols.

Subsequent releases of Microsoft RPC have rounded out its feature set so that today it includes full datagram support, authenticated sessions with a variety of security systems/providers (via GSS API), API management, name service interoperability with DCE via the Name Service Interface and the NSI daemon (included in DCE version 1.1), compiled and interpreted marshaling support (determined by the user at the method level), and a host of other common and interoperable features. The only significant DCE RPC feature still unfinished is support for pipes; which will be added in 1996. 

Microsoft RPC actually goes far beyond DCE RPC in many respects. For example, it supports more networking transports than DCE RPC. In addition to TCP/UDP, Microsoft RPC runs over Novell-defined IPX/SPX, Banyan( IP, Apple-defined AppleTalk( (available for Macintosh( clients and Windows NT Server), Named Pipes, and NetBIOS (both connection-oriented and connectionless), as well as LPC, an optimized cross-process transport on Windows 95 and Windows NT. All of the network protocols supported by Microsoft RPC have tower IDs registered with OSF as part of the official AES standard. As for platforms,  Microsoft RPC is particular expansive. It provides client runtimes on MS-DOS, Windows 3.x, Windows® for Workgroups 3.1x, Windows® 95, Windows NT, and Apple Macintosh. Server support is available on Windows 95 and Windows NT Server. Security DLLs for Microsoft  RPC provide authenticated sessions based on Windows NT security, Novell® NetWare® security, and DCE Kerberos security (available from Digital Equipment Corporation). 

This all sounds good, but does it really work? Absolutely! Microsoft is a licensee of the OSF Verification Test Suite (VTS) and runs OSF tests against Digital and Hewlett-Packard implementations on a daily basis to ensure interoperability with DCE RPC. Microsoft RPC passes the VTS (with a perfect score) in all supported areas. Digital, which has built an entire DCE Secure Core product around Microsoft RPC, has demonstrated this excellent level of interoperability at OSF’s interop festival and other public venues.

There is more to DCE, of course, than just RPC and name service interoperability. Microsoft’s software partners and independent software vendors (ISVs) are exploring innovative ways of implementing other components of DCE. Digital, for example, has a DCE Secure Core product for Windows NT based on Microsoft RPC, and plans to add support for Windows 95 in the near future. Gradient Technologies sells full DCE client software for Windows 3.x, has recently introduced a Windows NT version, and is planning a Windows 95-based product as well. Other ISVs, such as Open Environment Corporation, provide excellent tools for integrating Windows systems into DCE application environments. 

Microsoft has no current plans to add all the DCE services to Windows. We do expect, however, to increase our synergy with DCE over time with the addition of two key technologies:  authenticated sessions for RPC and the use of DCE infrastructure as the basis for object system interoperability.



Interoperability Tomorrow: The Building Blocks

Our experience in talking to DCE-oriented customers is that very few are looking for a complete set of DCE services built into every copy of Windows itself. Instead, they seek a common application infrastructure for building applications across many platforms. There are three core building blocks for such applications: 

communications (RPC)

naming 

security (authenticated, signed, and sealed RPC communications) 

Microsoft  RPC already supplies the communications and naming. What it presently lacks is a built-in solution to security.

Microsoft is exploring two approaches to solve the issue of authentication. One is to simply add a client-side DCE authentication DLL for use by Microsoft RPC. In this scenario, the user would log on once to his or her DCE realm; thereafter, log-ons would happen silently with DCE credentials stored locally in a secure fashion (just as NetWare credentials are stored locally and used transparently today on Windows 95 and Windows NT). Password changes by the user would also be trapped and silently propagated to the DCE security servers. 

This is a big step forward from where the technology is today. In this model, client-side security is fully integrated. Services, whether provided by LAN servers or DCE servers, “just work.” There is no integration, however, from the perspective of the administrator—the user’s DCE account is separate from all other accounts (such as Windows NT or NetWare).

The other approach that Microsoft is considering is integration at the server level. Future releases of Windows and Windows NT Server currently under development at Microsoft use the Kerberos protocol as their native network security model. The Kerberos implementation is not currently wire-compatible with DCE Kerberos, due to a lack of coherence between the two systems in how principals are named, and how access control lists are generated and maintained. But, given that both models are based on Kerberos it is reasonable to expect better compatibility. Based on that assumption, Microsoft is seriously exploring ways to allow Microsoft Kerberos servers to accept tickets granted by a DCE Kerberos server and vice versa. This would allow users of Windows to have a single account in the enterprise (either in a DCE cell or a Windows NT Server-based domain), yet still be able to use services throughout the enterprise on either Windows NT or DCE server platforms. 



Interoperability Tomorrow: The Programming Model

A funny thing happened to DCE on the way to success. Its more traditional handle-based procedure programming style was surpassed by the emergence of “object” style systems, such as Microsoft’s Component Object Model (COM), as well as systems oriented toward the Object Management Group’s Common Objects Request Broker Architecture (CORBA) approach. Microsoft COM is tuned to address the problems of component software and is the basis of OLE(by far the most widely used system object model in the world. CORBA-style products are available from many vendors, and are similar to COM products in many of its basic concepts, although the CORBA model lacks some key features needed by component software. Both programming models are quite distinct from traditional RPC programming.   

These object systems receive the bulk of attention from people thinking about the future of distributed computing. DCE, by contrast, has relatively small “mind-share” at the level of an industry programming model and the definition of new application services. 
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Component Object Model (COM)

OLE/COM provides many features beyond traditional RPC such as:  1) complete location transparency (client loads and uses in-process and remote objects in precisely the same fashion), 2) dynamically loadable components for marshaling and unmarshaling data rather than statically linked stubs, 3) the ability to pass object references easily across process or network boundaries, including from clients to servers so that the “server” becomes a “client” to the client and can issue callbacks, 4) the ability to have single-threaded applications to serve as both clients and servers and GUI applications to remain functional while logically blocked on a lengthy server operation, and 5) easy programmability of OLE Automation Objects with end-user scripting tools. 

Does the smaller “mind-share” mean the end of DCE? Certainly not, for users and corporations considering the adoption of COM for their component model and low-level object programming model. COM directly leverages the DCE infrastructure (RPC, naming, and security), providing a more powerful yet simpler programming model that can be implemented as a thin layer on top of DCE. At the same time, COM, unlike CORBA, “objectifies” the key DCE concepts:  adding object features directly to DCE IDL, leveraging existing DCE concepts(such as the ability to have multiple interfaces on each server/object, and depending heavily on the use of DCE Universally Unique IDs (UUIDs) for extra strong typing of interfaces and components. The use of DCE UUIDs for identification of interfaces, types, and components allows COM to thrive in a decentralized mass market environment, since there is no need for an Object Management Group-like central planning committee to prevent the otherwise inevitable collisions in the interface, type, and implementation namespaces. 

In short, COM was “custom-built” as an object layer over DCE, as many DCE fans are now discovering. Microsoft sees a bright future for DCE as proven, cross-platform plumbing (communications, naming, and security) for the brave new world of object systems in general, and COM in particular. Microsoft is actively working with key DCE vendors, ISVs, and customers to turn that potential into reality. DCE compatibility is just part of Microsoft’s broad work toward a single system image, in which users and administrators do not have to be aware of the differences between systems on a multi-vendor network. Microsoft is committed to providing support for both open and vendor-specific standards to give customers the inter-operation they need to truly enable distributed computing for competitive advantage.



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver. 
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Windows NT Server Protocols

Network protocols are the language of network systems.  Typically, different network systems use different protocols.  This is because specific protocol implementations are an important part of the services different network systems and applications provide.  For example, Novell® NetWare® uses a protocol called IPX/SPX.  Internetworking is commonly done with TCP/IP.  IBM’s mainframe and minicomputer environments use the SNA DLC protocol.  And Macintosh® networks use AppleTalk®.  The purpose of this Technology Brief is to discuss Microsoft’s open philosophy toward protocols, the resulting protocol implementations, and how the Microsoft® Windows NT™ Server operating system functions in multiprotocol environments.



Multiprotocol Environments:  Customer Challenges and Microsoft Solutions

Today, customers need many different network services to help them do their jobs.  Users must share files and printers, access important information through powerful client-server applications, communicate through electronic mail, access mainframe and minicomputer data, dial into the network from remote locations, and access information on the Internet.  Typically, customers deploy a collection of technologies to meet these different needs.  NetWare and IPX/SPX might be used for file/print, UNIX® and TCP/IP for Internet access and client-server applications, DLC for host access, and AppleTalk for Macintosh networking.  

Until recently, it has been very difficult for customers to integrate the operation and management of these different services, all of which use different protocols.  NetWare file/print servers must be managed separately from UNIX application servers which are managed separately from Internet access servers.  Similarly, end users must connect to all these different servers separately and understand different interfaces to use them.

Microsoft recognizes both the benefits and difficulties associated with different protocols.  To help customers deploy services and manage their networks in a multiprotocol environment, Windows NT Server has the following protocol-related characteristics:

It is truly protocol-independent.  Windows NT Server services will work with virtually any protocol a customer might choose.  As a result, Windows NT Server helps unify both system management and user access methods.

It ships with all the major protocols.  Windows NT Server comes complete with the protocols necessary to integrate smoothly into virtually any network environment.  The protocols that ship with Windows NT Server include: IPX/SPX, TCP/IP, NetBEUI, DLC, and AppleTalk.

It is easy to connect to existing systems. Windows NT Server integrates easily into NetWare, UNIX, Macintosh, LAN Manager, LAN Server, and IBM® host environments.  In addition, Windows NT Server provides an excellent mechanism for delivering information from all of these different servers to end users in a clear, consistent way.

Since Windows NT Server works with numerous protocols, network administrators can choose the protocols they need to support the connectivity and services they require.  This array of choices also makes it easier for administrators to minimize the number of different protocols they must support and manage.  For example, some administrators would prefer to manage only one protocol.   From a functionality perspective, an administrator might choose IPX/SPX as the sole protocol around which to build a local, non-routed network.  If the administrator has a larger, wide-area network to manage, TCP/IP might be the protocol of choice.

IPX/SPX:  A High-Performance Default Protocol for Local Area Networking

Novell has had great success with NetWare.  Since the early 1980s, NetWare has been extremely popular with organizations needing to share files and printers among their users.  As a result, Novell’s IPX/SPX protocol is present in many organizations today and is an excellent, high-performance protocol for local area networking.  IPX/SPX, therefore, is Windows NT Server’s default protocol choice for local area networking.  Of course, NetBEUI is included for compatibility with existing NetBEUI-based networks such as Microsoft LAN Manager.  Similarly, AppleTalk is included with Windows NT Server to guarantee Macintosh connectivity.  But since it has the best balance of capability and ease of use, IPX/SPX is Microsoft’s recommended protocol for local area networking.

TCP/IP:  Gaining the Benefits and Easing the Management

TCP/IP is a long tested, preferred protocol, particularly for wide area networking.  Its routability, scaleable architecture, reliable delivery, and global use have made TCP/IP a necessity for any customer wishing to build wide area networks or access worldwide information networks such as the Internet.  It is, however, inherently difficult to use and manage.  Each computer running TCP/IP must have specific information to uniquely identify itself, the network that it is a member of, and the location for packets not bound for computers on the local network.  This information is referred to as the TCP/IP address, subnet mask, and default gateway, respectively.  Each of these addresses consists of a 32-bit number usually represented in dotted decimal format.  For example, in a typical TCP/IP configuration, the TCP/IP address might be 101.200.42.101, the subnet mask 255.255.0.0, and the default gateway 101.200.42.1.

Such requirements can create serious administrative difficulties in large network environments.  For example, suppose a department orders a new computer and it comes preinstalled with all of the necessary software and hardware to connect to the corporate network.  However, the computer cannot be attached to the network, nor can it access any TCP/IP-based network resources until the network administrator provides the necessary client information.  Furthermore, either a person from the “helpdesk” needs to physically go to the computer to enter the appropriate information or the user needs to dig through documentation and figure out how to do it himself.  The key factor here is the ability of the user to enter the necessary client information correctly versus having a technician enter the information at a high hourly rate.

Accessing Network Resources

  Complex TCP/IP addresses are not only difficult to manage, they are difficult to use.  If a user needs to access information located on a network node other than his own, the user typically refers to that computer by its name, not its TCP/IP address.  This is because a computer name, like “FINANCE”, is much easier to use than a complex TCP/IP address.  When the user refers to this name, the system then accesses a host table that contains a mapping between the computer’s name and it’s TCP/IP address.  

The difficulty of the host table lies in its administration.  It is a static document that requires manual maintenance and updates each time network nodes are added or moved.  For typical clients using services such as Network File System (NFS), the host table resides on local computers.  This means that either the users need to know enough about host files and TCP/IP addresses to update the host table information themselves or the administrator needs to maintain the information on a server and periodically download the updated file to the client machines.

Some organizations implement the Domain Name System (DNS).  DNS keeps the host table on a server.  Users only need to specify the address of the DNS server on their local machine.  However, DNS does not alleviate the need to update the host table information manually.  Although DNS is server-based, it is not dynamic and must be manually updated whenever a computer name or TCP/IP address is changed.

��Solving the TCP/IP Problem:  A 32-Bit TCP/IP, DHCP and WINS

To address the difficulties of managing TCP/IP networks, Microsoft includes several new TCP/IP technologies in it’s operating system products.  The first of these is a new, 32-bit TCP/IP protocol stack that is available with Windows NT Server, Windows NT Workstation, Windows® for Workgroups, and Windows® 95.  This new TCP/IP stack was built from the ground up as a fully native, virtual device driver implementation of TCP/IP.  It is a high performance stack that consumes no conventional memory and performs well in both local and wide area networking configurations.  As with other fully native TCP/IP implementations, it is completely routable.

Another powerful new technology we’ve added is the Dynamic Host Configuration Protocol (DHCP).  DHCP allows for the automatic assignment of a TCP/IP address, subnet mask, and default gateway each time a network node is added or moved.  Administrators simply specify a pool (or scope) of TCP/IP addresses on a Windows NT Server-based machine.  That server machine then “leases” one of its available TCP/IP addresses to client machines and other servers when those machines connect to the network.  Leasing eliminates the need for administrators or users to enter TCP/IP addresses manually at each node location and eliminates the possibility of address duplication and entry errors.  Of course, administrators have the option to statically assign a specific TCP/IP address to a specific node if necessary.  Microsoft has worked very closely with other vendors to define DHCP clearly.  It is specified in the Internet Engineering Task Force’s Request For Comment (RFC)documents 1533, 1534, 1541, and 1542.  Therefore, any vendor can implement DHCP and have it interoperate with Microsoft’s TCP/IP technologies.

Of course, reliable, automatic assignment of TCP/IP addresses to network nodes only solves half the TCP/IP management challenge.  Since users still prefer to use “friendly” names to refer to computers on their networks, resolving computer names with TCP/IP addresses is still required.  The Windows Internet Name Service (WINS) is designed to relieve administrators of host table maintenance.  WINS allows WINS-aware network nodes, such as computers running Windows for Workgroups, Windows NT Workstation, Windows NT Server, or Windows 95, to register their names with the system automatically.  As a result, mappings between node names and their TCP/IP addresses are entered automatically and maintained in a central WINS database.  Host tables are no longer required and name/address resolution is performed automatically by the WINS server.  In addition, WINS relies on point-to-point communications between network nodes and the WINS server so there are reduced numbers of broadcasts associated with WINS name registration and resolution.

One of the most powerful features of Windows NT Server-based name resolution is that it supports many name resolution techniques.  For example, Windows NT Server supports both WINS and DNS.  This means that non-WINS clients using DNS today for name resolution can continue to use DNS in a WINS environment.  As a matter of fact, Microsoft offers DNS server extensions for WINS that allow a Windows NT Server-based DNS server to refer a name resolution request to a WINS server if the DNS server cannot resolve a name.  For a DNS server not running Windows NT Server, the DNS server can simply refer that request to a Windows NT Server-based DNS server.  This allows the administrator to configure the most efficient name resolution scheme possible with the least amount of management overhead.  And if server-based name resolution is simply more than a site requires, HOST and LMHOST files can still be used in a Microsoft networking environment.  The bottom line is that a network based on Microsoft technology can be configured to provide whatever name resolution scheme works best for that organization.

For additional information on DHCP and WINS, please refer to the Microsoft white paper Dynamic Host Configuration Protocol/Windows Internet Name Service or the Microsoft Windows NT Resource Kit.

NetBIOS:  A Useful Abstraction for Name Resolution and Protocol Independence

NetBIOS is an Applications Programming Interface (API) that offers a namespace service to application developers. A namespace service provides a mapping between “friendly” machine names and their network addresses.  Namespace services are used by applications so they can refer to machines via friendly names instead of complex network addresses.  For example, it is the namespace service that makes it possible for users to connect to a network drive simply by typing that drive’s friendly name.  Microsoft uses NetBIOS as the namespace service to support processes such as connecting to network drives.  

NetBIOS is not tied to a particular protocol.  A Windows-based desktop computer can be run a variety of different protocols, such as TCP/IP, IPX/SPX, or NetBEUI, and still be able to connect to a network drive using a friendly name.  NetBIOS is a service that is implemented on different protocols by different vendors using a published, standard set of specifications.  Microsoft’s implementation of NetBIOS over TCP/IP is based on specifications published in the Internet Engineering Task Force’s RFCs 1001 and 1002.  

Microsoft’s implementation of NetBIOS over the company’s new, high performance TCP/IP stack is completely routable and offers fast, reliable naming services (such as WINS) in an easy to manage TCP/IP environment.  By offering NetBIOS over TCP/IP (also known as NBT), Microsoft has extended TCP/IP capability to existing NetBIOS applications.  And since NetBIOS adds only a small header to each NBT frame, performance remains exceptional.  An important point to note, though, is that Microsoft’s TCP/IP is an independent, native TCP/IP protocol stack separate from NBT.  NBT is for use by NetBIOS applications in a TCP/IP environment.  

Microsoft’s TCP/IP also supports other naming services such as Windows® Sockets.  Supporting other services maximizes application support for Microsoft operating systems.  It also provides vendors with options so they can build the most powerful and efficient network applications.

The two most important aspects of naming activities are registration and resolution.  Registration is the process used to acquire a unique name for each node on the network.  A computer typically registers itself when it starts.  Resolution is the process used to determine the specific address for a computer name.  NBT supports the following registration and resolution modes:

b-node, which uses broadcasts to resolve names.

p-node, which uses point-to-point communications with a name server to resolve names, thereby eliminating broadcasts.

m-node, which uses b-node first (broadcasts), and then p-node (name queries) if the broadcast fails to resolve a name.

h-node, which uses p-node first for name queries, and then b-node if the name service is unavailable.

NetBIOS is not exclusively dependent on broadcasts or any other name resolution method.  For example, WINS is a NetBIOS-based service.  In a WINS environment, the default is h-node.  Name registration and resolution are both accomplished via a directed send to the WINS server.  Broadcasts are used rarely and only as a last resort if the WINS server is unavailable.

NetBEUI:  Limitations Greater Than Benefit

The role of NetBEUI is considerably different from NetBIOS.  NetBEUI is a wire level protocol that was developed in the early days of local area networking.  As a result, NetBEUI has some limitations.  For example, while it is a small and fast protocol, NetBEUI achieves performance at the expense of function.  NetBEUI lacks the frame size to support routing information, greatly limiting its effectiveness within an organization.  For these reasons, many organizations are eliminating NetBEUI on their networks. 

Microsoft has no dependencies on NetBEUI, and provides organizations with many different protocol options. Windows NT Server provides maximum flexibility for deploying network services while integrating easily into today’s existing heterogeneous network environments.  



For the latest information on Windows NT Server, check out our World Wide Web site at http://www.microsoft.com/ntserver.
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� These utilities currently support only NetWare 2.x/3.x servers and 4.x servers running in bindery emulation mode. Microsoft Gateway Services for NetWare will support NetWare 4.1 NetWare Directory Services when updated in release 4.0 of Windows NT Server, currently planned for release in the first half of 1996.

� NetWare-compatible client software is available from either Novell or Microsoft. Refer to your vendor’s end user license agreement for possible restrictions.

� Final Evaluation Report, Microsoft, Inc. Windows NT Workstation and Server Version 3.5 with U.S. Service Pack 3, National Computer Security Center, 23 June 1995, p. 193.
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