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��Windows NT Server 4.0 Overview

Since its initial release in 1993, the Microsoft® Windows NT® Server operating system has established itself as an outstanding multipurpose network operating system. Combining the best of an application server, a file and print server, a communications server and Internet/intranet server, Windows NT Server is designed to be easy to manage, use, and scale with your most demanding business needs.

The reason for the acceptance of Windows NT Server is Microsoft’s continued focus on the needs of customers. In particular, customers choose Windows NT Server because�:

It is easy to set up, deploy, manage, and use

It works with the systems they have today

It enables them to use the same operating system for the application servers, file servers, and communication servers

It is a great platform for the Internet because it is the only network operating system with a high-performance Web server built-in

This is a result of the strengths of the architecture of Windows NT:

High-performance microkernel architecture

Processor-independent portable design

Highly secure and robust

Integrated directory service with single network logon, central administration, and application integration

Scalable multiprocessor capabilities

Win32® applications programming interface shared with Windows NT Workstation and Windows® 95

Complete network connectivity to all major systems

Comprehensive communications facilities

For Windows NT Server version 4.0, we have focused on improving Windows NT Server to make it even easier to use and manage, with better performance and a complete set of Internet/intranet functionality.

Making Windows NT Server Even Easier to Use

Windows NT Server 4.0 now uses the Microsoft Windows 95 user interface (UI).

Windows NT Server 4.0 includes integrated administrative wizards to make management of the system quick and easy. 

Windows NT Server 4.0 includes the Network Monitor (based on technology included in Microsoft Systems Management Server) which enables administrators to view the network traffic and be able to troubleshoot any network bottlenecks easily. 

System Policy Editor and User Profiles make managing user work environments easier and more powerful.

Task manager and Windows NT Diagnostics utilities aid administrators in troubleshooting.

Windows NT Server 4.0 also includes improvements to its directory service, including support for a larger number of objects. The number of trusted domains has also been increased from 128 up to 500.

Improving Windows NT Server Performance 

Performance improvements in Windows NT Server 4.0 include:

File and printer sharing performance improvements:

Optimized file sharing code and Windows 95 network client

More intelligent caching

Reductions in interrupts

Up to 66% higher network throughput on Fast Ethernet LANs

Applications server performance and scalability:

New APIs, such as Fibers (lightweight threads), for server application developers

New multiprocessor communication protocol

Up to 33% better scalability when adding multiple processors

Internet server performance:

The combination of optimizations in network throughput and scalability in Windows NT Server 4.0 and Microsoft Internet Information Server 2.0, result in up to 40% higher Web server throughput.

Providing the Most Comprehensive Internet/Intranet Platform

Windows NT Server 4.0 Internet and intranet support has been further enhanced by making Internet Information Server 2.0 (IIS) an integral part of the network operating system.

IIS is fully integrated into Windows NT Server 4.0 installation, directory service, and security facilities.

Windows NT Server 4.0 with IIS is a comprehensive Internet/intranet server solution with content authoring, indexing, and administration functionality.

Windows NT Server 4.0 with IIS is an easy way to enable a new generation of applications using native Internet Server API (ISAP), Internet Database Connector (IDC), and integration with the Microsoft BackOffice™ family of products.

Windows NT Sever includes Microsoft Index Server and Microsoft FrontPage™ for content indexing and Web site creation and management.

New Communication and Internetworking Support

Support for the Distributed Component Object Model (DCOM) is included, which provides the best platform for developing distributed applications.

Remote Access Service now supports multilink channel aggregation for higher communications throughput.

Windows NT Server 4.0 includes support for Point-to-Point Tunneling Protocol (PPTP). PPTP allows users to create secure private intranets over public data networks.

MultiProtocol Router provides LAN-LAN routing of TCP/IP, IPX, and AppleTalk protocols.

Complete Domain Name System (DNS) Server integrated with WINS allows easy configuration and maintenance of DNS database.

Updated NetWare Client and Gateway Services with NDS compatibility.

What’s New in Windows NT Server 4.0 

Features Included in Windows NT Server 4.0

The table on the next page provides a brief list of new features in this release of Windows NT Server. To help ensure your review cycle proceeds smoothly, we’ve deliberately kept this guide short and concise. Reviewers and analysts having some familiarity with the new features of Windows NT Server 4.0 will find this guide just for them.

Upgrading a Windows NT Sever 3.x Installation to Version 4.0

Windows NT Server 4.0 can be installed on a system running Windows NT Server 3.x—all directory service information for user and security settings are maintained. For more information on installing the product see the Windows NT Server Starting Here guide and the Release Notes. For the purposes of this guide, it is assumed that a basic default installation of Windows NT Server 4.0 has been performed. The installation of additional protocols or services may be necessary when testing certain features. These will be noted as required.�

Windows NT Server 4.0 - Features At A Glance��New Feature�Description��EASE OF USE AND MANAGEMENT IMPROVEMENTS���Windows 95 User Interface�The Windows 95 user interface has been integrated into Windows NT Server 4.0, enhancing ease of use and providing consistency with Windows 95 and Windows NT Workstation 4.0.��Administrative Wizards�Administrative Wizards group the common server management tools into a single place and walk you through the steps required for each task. Windows NT Server 4.0 includes the following Wizards:

Add User Accounts Wizard: Makes it easy to add new users to a Windows NT Server network.

Group Management Wizard: Easily create and manage groups of users.

Managing File and Folder Access Wizard: Provides the ability to share drives and folders for Macintosh, Microsoft, and Novell network clients in one step, including security settings.

Add Printer Wizard: Set up printers that are connected to your computer or are on a network and share them. Installs printer drivers on the server for “point and print” installation on clients.

Add/Remove Programs Wizard: Install or remove programs from your computer.

Install New Modem Wizard: Set up and detect modems that are connected to your computer.

Network Client Administrator Wizard: Installs or updates network client workstations.

License Wizard: Makes it easy for administrators to keep track of the software licenses they use for servers and clients.��Network Monitor�Powerful network diagnostic tool allows examining network traffic to and from the server at the packet-level. Allows capturing network traffic for later analysis, making it easier to troubleshoot network problems.��System Policy Editor and User Profiles�These two features allow system administrators to manage and maintain users’ desktops in a consistent manor. System policies are used for the standardization of desktop configurations, to enforce behavior and control the user work environment and actions. 

User profiles contain all user-definable settings for the work environment of a computer running Windows NT.  Both policies and profiles can be stored on a network server, so as users logon to different computers they always receive the same desktop. ��Task Manager�Task Manager is an integrated tool for monitoring applications, tasks, and key performance metrics of a Windows NT Server-based system. Task Manager provides detailed information on each application and process that is running on the workstation, as well as memory and CPU usage. Task Manager allows for the easy termination of applications and processes that are not responding, thereby improving system reliability.��Printing Enhancements�Printing performance is improved through server-based rendering of print jobs. This results in a quicker return-to-application time and quicker return of control to the user after a print job is initiated. Printer drivers for shared printers are located on the server for “point and print” automatic client driver installation. Remote printer folders allow easier browsing of shared printers��Improved Windows NT Diagnostics Tool�Windows NT Server 4.0 includes an improved Windows NT diagnostics program that allows for easy examination of the system. The new version contains information on device driver information, network usage, and system resources such as IRQ, DMA, and I/O addresses. This information is presented in a easy-to-view graphical tool that can also run on a remote Windows NT system.��PERFORMANCE IMPROVEMENTS���Higher Network Throughput�Higher file server throughput—with up to 66% better performance on Fast Ethernet (100 megabit/sec) LANs. (Test results from National Software Testing Laboratories [NSTL])��Improved Scalability�Improvements in Windows NT Server 4.0 deliver better performance scalability on multiprocessor systems—especially those with more than four processors. New APIs for server application developers and better server performance deliver up to 33% better throughput and scalability for server applications such as Microsoft SQL Server™.��Faster Internet Server�The combination of Windows NT Server 4.0 and Microsoft Internet Information Server 2.0 delivers up to 40% better Web server performance (Microsoft test results).��INTRANET/INTERNET SERVICES���Internet Information Server version 2.0

�Improvements in Internet Information Server (IIS) version 2.0 include:

Complete integration with Windows NT Server 4.0:

Installation integrated into Windows NT 4.0 setup allowing installation of IIS while installing Windows NT Server

Integrated with Windows NT Server security and directory service

Fastest Web server available for Windows NT Server—over 40% faster than IIS 1.0, with better scaling on multiprocessor systems 

Comprehensive Web Server Solution:

Index Server—allows for content indexing and search capabilities of HTML and Office documents (see below)

Server administration of IIS from any Web browser, or Internet Service Manager tool

Supports logging server traffic to NCSA Common Log File format, as well as any ODBC database

Easier migration from UNIX systems—supports NCSA and CERN-style map files

Easier to set up SSL security using new Key Manager Tool 

Supports HTTP byte-range enabling browsers to begin receiving data from any part of a file for enhanced performance

Real-time performance monitoring via Windows NT Performance Monitor

Easy platform for building Internet applications:

Improved programmability using ISAPI—for example, several server variables are now exposed, and nested if statements are supported, providing greater programming capabilities

Improved database programmability with the Internet Database Connector (IDC)—multiple database queries can be grouped together for improved performance

Integration with BackOffice and thousands of other Win32-based applications

Supports CGI, WinCGI, Visual Basic®, and Perl scripting technologies��Microsoft Index Server�(free downloadable component)�Microsoft Index Server automatically indexes the full text and properties of files, including HTML, on your server—whether it's an intranet, an Internet, or simply a file-and-print server. 

Indexes All Documents: Index Server allows you to query indexes and entire documents on Internet or Internet sites that are stored on an IIS server. The search engine has a unique ability to find documents in a wide variety of formats such as text in a Word document, statistics on a Microsoft Excel spreadsheet, or the contents of an HTML page. 

Customizable Query Form: The Index Server allows the network administrator to create a customized query form enabling end users to choose parameters of their search. This form modification allows a user to search by either contents or other document properties, such as author and subject. 

Automatic Maintenance: The Microsoft Index Server was designed for a “Zero Maintenance” environment where a server must be running 24 hours a day, 7 days a week. Once set up, all the operations are automatic. This includes: automatic updates, index creation and optimization, and crash recovery in case there's a power failure. 

Administrative Tools: There are a number of built-in tools to help administrators optimize their query service. The performance monitoring capability gives administrators key information to gauge site performance—including the number of queries processed and the response time. 

Multiple Languages: Index Server provides built-in language support allowing end users to query documents in seven different languages. Documents written in: Dutch, English (U.S. and International), French, German, Italian, Spanish, and Swedish can be searched.��Microsoft FrontPage�Designed for non-programmers, yet robust enough even for experienced Web site developers, Microsoft FrontPage version 1.1 is the fast, easy way to create and manage professional-quality Web sites. With functionality such as WYSIWYG editing, and wizards to step you through the creation of your Web site, it's never been easier to publish on the Web! Microsoft FrontPage also makes it easy for large teams to work together to create and manage sites. Its combination of flexible client/server architecture, passwords, user authentication, and other security features enables contributors in different locations to securely update different pages simultaneously on the same site.��Internet Explorer 2.0�Microsoft Internet Explorer 2.0 is Microsoft’s easy-to-use Internet browser. Internet Explorer 2.0 embraces existing HTML standards, such as tables, while advancing HTML with new improvements like online video, backgrounds, and Secure Sockets Layer (SSL) support.��COMMUNICATIONS FEATURES���RAS Multilink Channel Aggregation�With PPP-compliant channel aggregation, RAS enables clients dialing into Windows NT Server 4.0 to combine all available dial-up lines to achieve higher transfer speeds.  For example, users can combine two or more ISDN B channels to achieve speeds of 128K or greater, or combine two or more standard modem lines. This provides for overall increased bandwidth and even allows users to combine ISDN lines with analog modem lines for increased performance.��Point-to-Point Tunneling Protocol (PPTP)�PPTP provides a way to use public data networks such as the Internet to create a virtual private network connecting client PCs with servers. PPTP offers protocol encapsulation to support multiple protocols via TCP/IP connections and encryption of data for privacy, making it safer to send information over non-secure networks. This technology extends the capacity of RAS to enable remote access and securely extend private networks across the Internet without the need to change the client software.��MultiProtocol Router (MPR)�This service enables small- and medium-sized sites to deploy Windows NT Server as a low cost LAN-LAN routing solution—eliminating the need for a dedicated router. It provides LAN-LAN routing for IPX/SPX, TCP/IP and AppleTalk.��Telephony API 2.0�Windows NT Server has comprehensive telephony support built-in with Telephony API (TAPI) 2.0. TAPI enables development of integrated computer—telephony applications. This makes telephony application support on industry standard hardware platforms and integration with legacy phone systems significantly easier and less expensive.��Cryptography APIs�A set of encryption APIs which allow developers to develop applications which will work securely over non-secure networks, such as the Internet.��NETWORK INTEGRATION SERVICES���Distributed Component Object Model (DCOM) �The Component Object Model (COM) allows software developers to create component applications. Windows NT Server and Windows NT Workstation 4.0 include Distributed COM (DCOM) which extends COM to allow components to communicate across networks. An example of a DCOM application would be a stock quote server object running on Windows NT Server—distributing quotes to multiple Windows NT Workstation clients. DCOM provides the infrastructure for connecting the objects on the two workstations and supports communication between the objects so that the user can receive the stock quotes. DCOM uses the same tools and technologies as COM, thereby preserving investments in training and software.��DNS Server�Completely new version of DNS service. Features include a graphical administration utility and integration with WINS services for dynamic updates of host names and addresses. Through the WINS/DNS integration an end user can use DNS “compound” names to access a network resource. For example, using Windows NT Explorer it is possible to access a share via a DNS name such as \\srv1.myco.com\public.��Updated Novell NetWare interoperability services�Client and Gateway Services for NetWare have been extended to support NetWare Directory Services (NDS). Added functionality includes browsing of NDS resources, NDS authentication, and NDS printing. Supports authentication to multiple NDS trees. Support for processing logon scripts has also been added. ��Windows 95 Remote Program Load (RIPL)�Allows diskless Windows 95 clients to be booted from a Windows NT Server.��

��ease of use and management improvements

Benefits:��User interface consistent with Windows 95 and Windows NT Workstation 4.0��Reduced training, lower costs��Windows NT Server 4.0 includes several new features designed to make it easier to install, use, and manage than ever before. Windows NT Server 4.0 is the cornerstone of Microsoft's commitment to reducing customer's “total cost of ownership” because it greatly simplifies the tasks associated with managing your network environment. 

Windows NT Server 4.0 includes a new user interface, identical to the ones used in Windows 95 and Windows NT Workstation. This provides a consistent user interface across all 32-bit Windows platforms—resulting in reduced training and easier user migration within the Windows family of operating systems. 

�

Administrative wizards

Benefits:��Single location for commonly performed administrative functions��Wizards step you through each task

Easy server management for novice or experienced users��Windows NT Server has always provided a complete set of utilities for server administration. Windows NT Server 4.0 adds a set of administrative wizards that give a single pane view of eight commonly used administrative functions. This allows for centralized administration of common server and directory service tasks. Administrative Wizards provide prompted guidance to coach system operators through the most commonly performed operations. 
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Windows NT Server 4.0 includes the following Wizards:

Add User Accounts Wizard: Makes it easy to add new users to a Windows NT Server network.

Group Management Wizard: Easily create and manage groups of users.

Managing File and Folder Access Wizard: Provides the ability to share drives and folders for Macintosh, Microsoft Network and Novell network clients in one step, including security settings.

Add Printer Wizard: Set up printers that are connected to your computer or are on a network and share them. Installs printer drivers on the server for “point and print” installation on clients.

Add/Remove Programs Wizard: Install or remove programs from your computer.

Install New Modem Wizard: Set up and detect modems that are connected to your computer.

Network Client Administrator Wizard: Installs or updates network client workstations.

License Wizard: Makes it easy for administrators to keep track of the software licenses they use for servers and clients.

Task Manager

Benefits:��Easy access to information on applications, processes, and performance

Allows termination of misbehaving applications��While customers have told Microsoft that Windows NT Server is easy to manage, we’ve made this even easier in Windows NT Server 4.0. The revised Task Manager in Windows NT Server 4.0 offers extensive applications information, graphical readouts of CPU, and memory use which gives administrators easier control over system status checking. System managers with UNIX or mainframe familiarity will especially welcome the added control. In addition to the detailed Processes display, Task Manager now offers graphical readouts of CPU and memory utilization for easy “at-a-glance” status checking.

With the added level of information provided by the improved Task Manager, spotting potential trouble sources, like CPU-intensive or memory sapping applications, can be done in seconds.

�

�



network monitor



Benefits:��Comprehensive network diagnostic tool��Allows administrators to quickly locate the cause of network problems��To keep a server and its attached network segments running at peak performance takes ongoing attention on the part of system managers. Windows NT Server 4.0 now includes the Network Monitor which has the ability to monitor network traffic, making it easy for administrators to troubleshoot the networks performance. With the Network Monitor Tool, you can easily spot problems like performance robbing cross-router traffic. This is accomplished by setting up a filter to isolate traffic bound for that router’s MAC address. 

Derived from Microsoft’s Systems Management Server product, Network Monitor provides many of the abilities of dedicated analysis tools.

�

Network Monitor Overview

Network Monitor monitors the network data stream, which consists of all information transferred over a network at any given time. Prior to transmission, this information is divided by the network software into smaller pieces, called frames or packets. Each frame contains the following information:

The source address of the computer that sent the message

The destination address of the computer that received the frame

Headers from each protocol used to send the frame

The data or a portion of the information being sent

To ensure that security is maintained on your Windows NT network, Windows NT Network Monitor displays only those frames sent to or from your computer, broadcast frames, and multicast frames. For more information, see “Network Monitor Security” later in this section.

Network Monitor can capture only as much information as fits in available system memory. Fortunately, you usually need to capture only a small subset of the frames traveling on your network. To single out a subset of frames, you need to design a capture filter, which functions like a database query. You can filter on the basis of source and destination addresses, protocols, protocol properties, or by specifying a pattern offset. For more information on filters, see “Capture Filters” later in this chapter.

To have a running capture respond to events on your network as soon as they are detected, you can design a capture trigger. A capture trigger performs a specified action, (such as starting an executable file) when Network Monitor detects a particular set of conditions on the network.

Network Monitor supports dozens of popular protocols, including NetBIOS (NetBEUI), IPX, SPX, and many TCP/IP-related protocols.

After you have captured data, you can view it. Network Monitor does much of the data analysis for you by translating the raw capture data into its logical frame structure. 

Network Monitor Security

For security reasons, Windows NT Network Monitor captures only those frames, including broadcast and multicast frames, sent to or from the local computer. Network Monitor also displays overall network segment statistics for broadcast frames, multicast frames, network utilization, total bytes received per second, and total frames received per second.

Windows NT Network Monitor uses a new Network Driver Interface Specification (NDIS) version 4.0 feature to copy all frames it detects to its capture buffer. 

Because Network Monitor uses NDIS 4.0 instead of promiscuous mode (where the network adapter card passes on all frames sent on the network), you can use Network Monitor even if your network adapter card does not support promiscuous mode. Networking performance is not affected when you use an NDIS 4.0 driver to capture frames. (Putting the network adapter card in promiscuous mode can put an additional 30 percent or more load on the CPU.)

In addition, to help protect your network from unauthorized use of Network Monitor installations, Network Monitor provides:

Password protection

The capability to detect other installations of Network Monitor on the local segment of your network

Network administrators can use Microsoft Windows NT Network Monitor to capture and display frames to detect and troubleshoot problems on local area networks (LANs). For example, you can use Network Monitor to diagnose hardware and software problems when two or more computers cannot communicate. You can also capture network activity and then send the capture file to professional network analysts or support organizations.

Network application developers can use Network Monitor to monitor and debug network applications as they are developed. 

Windows NT Diagnostics

Benefits:��Displays complete system configuration information ��Can be used across networks to collect configuration information remotely��Windows NT Server 4.0 includes an improved Windows NT diagnostics program that now provides extensive information on device drivers and network use, thereby making troubleshooting of desktop systems a snap. This new version of the tool contains information on device driver information, network usage and system resources, such as IRG, DMA, and IO address. This information is in an easy-to-view graphical tool that can also be run on a remote Windows NT-based system.

Using Windows NT Diagnostics for System Diagnosis

You can use Windows NT Diagnostics (Winmsd.exe), the diagnostic tool for Windows NT Server, to view and print configuration information for a local or remote computer. Windows NT Diagnostics is located in the Administrative Tools folder. With Windows NT Diagnostics, you can view the following:

Operating system information, such as the version number and system boot options, plus process, system, and user environment variables

Hardware details such as BIOS information, video resolution, CPU type, and CPU steppings

Physical memory, paging file information, and DMA usage

The current state of each driver and service on the computer

Drives and devices installed on the computer, plus related interrupt (IRQ) and port information

Network information, including transports, configuration settings, and statistics

Printer settings, fonts settings, and system processes that are running

�

System policy editor and user profiles

Benefits:��Policies allow administrators to set rules governing what actions users can perform on network workstations ��Profiles store user-specific desktop settings and apply them to whatever workstation the user logs on to��Providing a consistent work environment for desktop PC users has always been a challenge for network administrators. With the inclusion of the System Policy Editor and User Profiles, Windows NT Server 4.0 can now generate Policy Files for network clients, which gives administrators the ability to have a consistent environment for desktop PC users. When used in conjunction with User Profiles, the two form an effective combination for enforcing corporate standards while still allowing individuals their freedom.

User work environments include the desktop items and settings, such as screen colors, mouse settings, window size and position, and network and printer connections.

Windows NT Server includes the following tools to manage user work environments on a Windows NT Server network:

User profiles: The user profile contains all user-definable settings for the work environment of a computer running Windows NT, including display settings and network connections. All user-specific settings are automatically saved into the Profiles folder within the system root folder (typically C:\winnt\profiles).

System Policy Editor: System policy enables you to control the user-definable settings in Windows NT and Windows 95 user profiles, as well as system configuration settings. You can use the System Policy Editor to change desktop settings and restrict what users can do from their desktops.

User Profiles

On computers running Windows NT Workstation or Windows NT Server, user profiles automatically create and maintain the desktop settings for each user’s work environment on the local computer. A user profile is created for each user when the user logs on to a computer for the first time. 

User profiles provide several advantages to users: 

When users log on to their workstations, they receive the desktop settings as they existed when they logged off. 

Several users can use the same computer, and each receives a customized desktop when they log on.

User profiles can be stored on a server so that user profiles can follow users to any computer running the Windows NT version 4.0 platform on the network. These are called roaming user profiles.

As an administrative tool, user profiles provide these options:

You can create customized user profiles and assign them to users to provide consistent work environments that are appropriate to their tasks.

You can specify common group settings for all users.

You can assign mandatory user profiles to prevent users from changing any desktop settings.

System Policy Editor

On computers running Windows NT Workstation or Windows NT Server, the contents of the user profile are taken from the user portion of the Windows NT Registry. Another portion of the registry, the local computer portion, contains configuration settings that can be managed, along with user profiles, using System Policy Editor. With this tool, you create a system policy to control user work environments and actions, and to enforce system configuration for all computers running Windows NT Workstation and Windows NT Server.

With system policy, you can control some aspects of user work environments without enforcing the restrictions of a mandatory user profile. You can restrict what users can do from the desktop; such as restrict certain options in Control Panel, customize parts of the desktop, or configure network settings. The System Policy Editor can also be run on a Windows 95 systems to generate policy files for those clients. However, the policy files created on Windows NT- and Windows 95-based systems are not interchangeable.

�

�Windows NT Server Directory Service

Benefits:��Single network logon to all network resources ��Centralized administration of user accounts and security��Integration with server applications for comprehensive directory and security model��Microsoft Windows NT Directory Service (NTDS) has been available since the first release of Windows NT Server in 1993. NTDS is used by 80% of Windows NT Server customers to simplify using and managing their corporate networks. In Windows NT Server 4.0, NTDS offers enhancements such as increased maximum number of directory service objects to extend the number of trusted domains that can be set up. This makes NTDS even more scaleable and flexible. NTDS is a modern directory service designed for today’s enterprise networks. It features a secure, reliable architecture, graphical ease of administration, and open interoperability with Novell NetWare 2.x and 3.x. 

NTDS—A Modern Directory Service

Directory services are operating system features that simplify the use and administration of computer networks. As shown in the following table, Windows NT Server includes a modern directory service—NTDS:

Modern DS Features�Windows NT Server Directory Services (NTDS) Capabilities��Directory database�NTDS is based on a secure directory database containing user IDs, passwords, access rights, and organizational information.��Distributed architecture�The NTDS directory database can be automatically replicated to multiple locations for backup reliability, load-balancing performance, and reduced network impact.��Location-independent single log on�With one log on, users can access a globe-spanning network, even when dialing in remotely or accessing the network over the Internet.��Easy, location-independent administration�Network administrators use NTDS to set up new users, authorize access to network resources, and respond to changes in com�pany personnel, organizations, and information technology. NTDS administrators today are managing communities of more than 50,000 users from anywhere on their network with easy, graphical tools.��Heterogeneous�Directory Service Manager for NetWare (DSMN)—available separately—allows NTDS to manage NetWare 2.x and 3.x servers as well. With Advanced Server for UNIX, NTDS can also be run on UNIX-based hosts.��Comprehensive management of resources, services, and applications�NTDS provides secure access to all of the services, information, devices, and applica�tions managed by Windows NT Server—including the Microsoft BackOffice application suite—making it among the most comprehensive directory services available today. And the number of applications managed by NTDS grows every month as independent software vendors around the world apply for Microsoft’s BackOffice logo, which certifies that their applications use Microsoft BackOffice services, including NTDS.��NTDS is Easy for Users and Administrators

Users only have to remember one ID and password, regardless of where they log on from, and regardless of what network resource they need to utilize. The logon process is the same whether users connect from their own office or from anywhere else—even when dialing in from home or on the road. Windows NT Server Directory Service also provides a single network logon for server applications such as BackOffice.

Administrators enter new user information into on-screen forms (or by loading files if desired). They set up organizational groups and access rights via command buttons and simple drag-and-drop actions. Reorganizing can be as simple as dragging user IDs from their old group to their new group—all related group access rights are adjusted automatically.

NTDS is Flexible

With NTDS, you can manage up to 25,000 users in a single administrative unit called a domain, (or partition) or set up separate domains that can be managed independently by semi-autonomous business units. By combining domains, there is no practical limit to the number of users that can be managed. You can combine the administration of users and resources, or separate responsibilities among multiple administrators in different departments or locations. Regardless of how centralized or decentralized your business, NTDS lets you set up the directory to exactly fit your organization without compromising the ability of users to gain single logon access to resources anywhere on the network.

NTDS is Open

NTDS can manage Windows NT servers and your legacy servers running Novell NetWare 2.x or 3.x. The Directory Service Manager for NetWare extension to NTDS centrally manages user IDs and passwords, and synchronizes NetWare binderies to improve the productivity of both users and administrators. This feature of NTDS addresses one of today’s more common instances of mixed directory services. However, the growing use of modern directory services means businesses tomorrow will likely face the challenge of integrating multiple directory services from multiple vendors. To address this challenge, Microsoft has announced Open Directory Services Interface (ODSI), a standard interface for unifying administration and access to directory services from virtually any vendor.

Directory Service Enhancements in Windows NT Server 4.0

The Windows NT Directory Service has been enhanced in version 4.0 to accommodate a larger number of objects. Previously, the recommended maximum number of trusted domains was 128 (there was and is no maximum number of trusting domains. In Windows NT Server 4.0, the Local Security Authority component has been enhanced to allow a greater number of trusted domains, and to allow that number to scale with server memory.

In Windows NT Server 4.0, the maximum recommended trusted domains scales with server RAM and is based on the size of the non-paged pool (NPP). 

The default size of the non-paged pool is based on server RAM as follows:

32MB server RAM results in 1.2MB NPP for a maximum of 140 TRUSTED domains

64MB server RAM results in 2.125MB NPP for a maximum of 250 TRUSTED domains

128MB server RAM results in 4.125MB NPP for a maximum of 500 TRUSTED domains

These NPP sizes are adjustable by the administrator so servers with 64MB could be adjusted to support 500 trusted domains via resizing of the NPP. The result is a more scaleable and flexible directory service in Windows NT Server 4.0.

�Performance Improvements

Benefits:��Up to 66% higher network throughput in file sharing tasks��Up to 33% better scalability

Up to 40% higher Web server performance��In first generation network operating systems, performance meant the ability to share files and printers with clients with the highest throughput. With the rise of client/server applications, the ability for a network operating system to run applications servers and deliver high scalability on multiprocessor systems became important as well. Today Internet and intranet applications demand a high-performance platform for Web servers. Because Windows NT Server is a true multipurpose operating system, it delivers outstanding performance in all three categories: file and printer sharing, applications server, and Internet server. 

In Windows NT Server 4.0 performance and scalability have been dramatically improved. Windows NT Server 4.0 includes optimizations to give customers up to 66% higher network throughput. 

Performance improvements in Windows NT Server 4.0 fall into three categories:

File and printer sharing

Applications server performance and scalability

Internet server performance

This section explains and how the file and print, as well as Web page serving, performance, and scalability of the Microsoft Windows NT Server 4.0 operating system compares with Windows NT Server 3.51. Some of the highlights of the tests are as follows:

In single processor tests, Windows NT Server 4.0 outperforms Windows NT Server 3.51 in file and print performance by as much as 66%.

In quad-processor tests, the combination of Windows NT Server 4.0 and Microsoft SQL Server 6.5 offers as much as 50% more transactions per minute than the combination of Windows NT Server 3.51 and Microsoft SQL Server 6.0 at more than 25% less cost per transaction.

In single processor tests, Windows NT Server 4.0 running Microsoft Internet Information Server (IIS) outperforms Windows NT Server 3.51 running IIS by as much as 52% in a 2MB test and 40% in a 200MB test.

This section briefly explains each of the benchmark tests were used, shows detailed benchmark results, and explains how to interpret these results. The results that will be shown are from the following benchmark tests:

File sharing throughput

Database server transaction processing

Internet server throughput

file sharing performance

Benefits:��Optimized file server architecture��Improved network performance

Up to 66% higher throughput on 100 megabit/sec networks��The focus for file sharing performance enhancements in Windows NT Server 4.0 was to improve overall throughput, especially on newer network technologies such as Fast (100 megabit) Ethernet. Significant file server optimizations for 100 megabit networks include: 

Reduction in network frames transmitted by up to 30%

Reduction in bytes written to the disk by up to 25%

Reduction interrupts from network cards by up to 50%

Reduction in server code path length by 30%

Improved cache flushing

Updated Windows 95 network client 

These improvements resulted in up to 66% higher throughput on Fast Ethernet networks.

File Sharing Benchmark Results

Most file sharing benchmarks emulate client traffic in a file server environment, the client runs an application—such as a word processor or spreadsheet program—and uses the server only to access data. These benchmarks measure, analyze, and predict how well a server can handle file requests from clients. For example, the NetBench benchmark is one commonly used test that measures network throughput for file sharing tasks.

It is worth noting that in tests like NetBench, each client machine in the test creates network traffic corresponding to more than a single client in a real-world network. The exact number that each client represents has been debated but it is fair to say that each NetBench client represents at least 10 actual clients. Therefore, the results of a NetBench-type test can be extrapolated to a much larger environment than the test might literally suggest.

Single-Processor File Sharing Test
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This first benchmark compares Windows NT Server 3.51 to Windows NT Server 4.0 running on a single processor Compaq ProLiant 5000 Pentium Pro 166 with 128MB RAM, a 4x2 GB disk array, and a Fast Ethernet network interface card. Each test used up to 72 clients running Windows 95. The clients machines were 16MB HP P100s with 16MB of RAM.

Windows NT Server 3.51 achieved a throughput of 46.96 megabits/second at 72 clients. Windows NT Server 4.0, by comparison, achieved a throughput of 77.12 megabits/second at 72 clients. This represents an increase in file and print performance of more than 60% over Windows NT Server 3.51 

Dual-Processor Test

This next benchmark compares Windows NT Server 3.51 to Windows NT Server 4.0 running on dual-processor Compaq ProLiant 5000 Pentium Pro 166s with 128MB RAM, a 4x2 GB disk array, and a Fast Ethernet network interface card. Each test used up to 72 clients running Windows 95. The client machines were 16MB HP P100s with 16MB of RAM. 
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The dual-processor ProLiant running Windows NT Server 3.51 achieved a throughput of 56.44 megabits/second. The dual-processor ProLiant running Windows NT Server 4.0, by comparison, achieved a throughput of 91.57 megabits/second at 72 clients. The dual-processor Windows NT Server 4.0-based system gained more than 60% in file and print performance over Windows NT Server 3.51. 

Applications Server Performance and Scalability

To deliver a high-performance platform for applications servers such as Microsoft SQL Server, Windows NT Server has always provided key capabilities such as:

Fully symmetric multiprocessing using up to 32 processors.

Benefits:��Optimized application server architecture��More efficient multiprocessor communication

Up to 33% higher scalability when adding processors��Portability to major high-performance CPUs (Intel, DEC Alpha, MIPS, PowerPC).

Advanced disk subsystem features such as mirroring and striping.

To take advantage of these features, particularly symmetric multiprocessing, designers of server applications must be aware of the following issues:

Applications must be properly written to scale well. Serious application tuning is necessary.

An unoptimized port from UNIX to Windows NT usually results in poor performance.

Not all machines will scale well. Memory bus saturation can occur very quickly with fast Pentium-class processors.

Windows NT Server 4.0 incorporates the following improvements that make it an even better platform for high-performance server applications:

Pentium Pro and Pentium optimizations (large pages, doubles compare exchange, avoiding pipeline stalls)

New multiprocessor communication protocol for more efficient interprocessor communication

Better cache alignments to reduce processor cache misses

Tuning of algorithms to avoid locks with block processes from executing

~30% reduction in contention, ~35% fewer resource allocations

Longer quantums to reduce context switches and cache churning

Windows NT Sever 4.0 also introduces new APIs to aid server application designers in producing high-performance products:

Lightweight non-preemptive threads (Fibers). Fibers allow developers to create their own scheduling model for components of their application and facilitate porting applications from UNIX.

Soft affinity to allow threads to continue execution on a particular processor, thus reducing cache churning.

Measuring Applications Server Performance

One of the most popular benchmarks for testing applications server performance is the Transaction Processing Council (TPC) Benchmark C. TPC-C is like TPC-A , the older TPC Benchmark for transaction processing, in that it, too, is an online transaction processing (OLTP) benchmark. However, TPC-C is more complex than TPC-A because of its multiple transaction types, more complex database, and overall execution structure. TPC-C involves a mix of five concurrent transactions of different types and complexity, either executed online or queued for deferred execution. The database is comprised of nine types of records with a wide range of record and population sizes. TPC-C is measured in transactions per minute (tpm).

TPC-C simulates a complete computing environment where a population of terminal operators executes transactions against a database. The benchmark is centered around the principal activities (transactions) of an order-entry environment. These transactions include entering and delivering orders, recording payments, checking the status of orders, and monitoring the level of stock at the warehouses. While the benchmark portrays the activity of a wholesale supplier, TPC-C is not limited to the activity of any particular business segment, but, rather represents any industry that must manage, sell, or distribute a product or service.

Quad-Processor TPC-C Test Results

Two audited TPC-C tests were performed on Compaq ProLiant 4500s with 4 P133 processors, with 1 GB of memory and between 46 (for the Windows NT Server 3.51 test) and 63 4.2 GB (for the Windows NT Server 4.0 test) disk drives. The test of Windows NT Server 3.51 and SQL Server 6.0 used the equivalent of 2500 users and the Windows NT Server 4.0 and SQL Server 6.5 test used the equivalent of 3500 users. The results are combined in the following graph to show how the tests compared.
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There are two things to note in these results: the number of transactions per minute and the cost of those transactions. Windows NT Server 3.51 and Microsoft �SQL Server 6.0 achieved a maximum throughput of 2455 transactions per minute at a cost of $242 per transaction. By comparison, Windows NT Server 4.0 and Microsoft SQL Server 6.5 achieved a maximum throughput of 3641 transactions per minute at a cost of $148 per transaction. This means that the combination of Windows NT Server 4.0 and Microsoft SQL Server 6.5 offers nearly 50% more transactions per minute than the combination of Windows NT Server 3.51 and Microsoft SQL Server 6.0 at more than 25% less cost per transaction (Note: Compaq Corporation recently performed an audited TPC-C benchmark of Windows NT Server and Microsoft SQL Server 6.5 in which the combination achieved a maximum throughput of 5676 tpm at a cost of $136 per transaction.) This test also highlights the fact that overall scalability is a function of the operating system, the application, and the sever hardware platform. Together, not separately, good scalability is achieved. 

Internet Server Performance

Benefits:��Improved Internet Information Server performance��Up to 40% higher Web server throughput

Better scalability with multiple processors��Organizations deploying commercial Internet or internal intranet Web sites demand the highest possible performance Web server to handle high traffic loads. Customers also want to be able to add a Web server to existing file, print, and application servers, without having to buy more hardware. Internet Information Server (IIS) 1.0, which is included with Windows NT Server 3.51 delivers some of the highest performance results of any Web server on any platform for either standalone sites, or as an addition to an existing server. The overall performance and scalability improvements in Windows NT Server 4.0, coupled with performance enhancements in version 2.0 of IIS deliver up to 40% higher performance and better scalability than the previous version.

Internet Server Benchmark Results

The Microsoft Web Capacity Analysis Toolkit (WebCat) presents an open methodology for evaluating the performance characteristics for HTTP servers and the operating systems on which they run. Some useful applications of the WebCat analysis tool include:

Capacity planning

Performance evaluation of different product offerings

Load simulation—useful for system tuning and design. 

WebCat was designed to measure the performance of Web servers across a wide variety of workloads and content types. The WebCat simulator is very flexible, providing tests for a variable content load, including content files of various sizes, CGI applications, and applications using alternative server extension APIs (for example, ISAPI and NSAPI). It also includes tests to measure the effects of SSL encryption and HTTP Connection Keep-Alive standards on HTTP performance. WebCat is a server-neutral application and is completely driven by the controller and clients which are run on independent machines. WebCat attempts to isolate many platform-specific side-effects, focusing on the performance of the HTTP server code, rather than the disk I/O throughput of the operating system or the performance of the hard disk.

The WebCat Technical Specification contains more details on the tool itself, and should be considered an important complement to this document.

Single Processor Test

This test compares Windows NT Server 3.51 to Windows NT Server 4.0 running on a single processor Compaq ProLiant 2000 P166 with 128MB of RAM, a 4x2 GB disk array, and two NetFlex3 Fast Ethernet network interface cards. This test was done with 24 Dell 486/66 clients running Windows NT Workstation configured with 16MB of RAM and 1 Intel EtherPro network interface card.
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This test examines two scenarios: a small file transfer (2MB) and a large file transfer (200MB). This type of test places more demands on the server than does just doing a small file transfer, because the 200MB file transfer imposes a lot of I/O stress on the server. A single processor Windows NT Server 4.0-based system running Internet Information Server (IIS) outperformed a Windows NT Server 3.51-based system running IIS 1.0 by 52% in the 2MB test and by 40% in the 200MB test. 

Dual Processor Test

This test compares Windows NT Server 3.51 to Windows NT Server 4.0 running on a Compaq ProLiant 2000 with 2 P166s, 128MB of RAM, a 4x2 GB disk array, and two NetFlex3 Fast Ethernet network interface cards. This test was done with 24 Dell 486/66 clients running Windows NT Workstation configured with 16MB of RAM and 1 Intel EtherPro network interface card.
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The performance improvement of IIS 2.0 vs IIS 10 is even higher than in the single processor test. The same file transfers as in the single processor test were used but on a dual-Pentium-166 server. In this test, the dual processor Windows NT Server 4.0-based system running IIS, outperformed the dual processor Windows NT Server 3.51-based system running IIS 1.0 by 60% in the 2MB test and by 63% in the 200MB test.



Internet/Intranet Features



Benefits:��Integrated, comprehensive, easy Web publishing with Internet Information Server 2.0��Complete HTML and document indexing and search facility with Microsoft Index Server��Easy Web site creation and management with Microsoft FrontPage��File and print services have traditionally been the most prevalent network applications. With the increased popularity of the Internet and standardization on TCP/IP for networking, Web servers are rapidly becoming equally important. Because of this, a Web server must work well with all other network services, and deliver the same high level of performance, security, manageability, and ease of use. With Microsoft Internet Information Server 2.0 (IIS), the two functions of a Web server that are fundamental to the network operating system—transfer of data via the standard HTTP protocol, and the Internet Server API (ISAPI)—have been integrated into Microsoft Windows NT Server 4.0. Customers asked for this so that they know their applications will have the supporting infrastructure they need, without having to build it in themselves.

Internet Information Server and Windows NT Server is the ideal intranet platform. Security and administration are integrated into the Windows NT management model. Large numbers of Web servers and Web applications can be quickly deployed across an existing network. It is not necessary to start over from scratch, or spend time learning new tools. With its rich extensibility through ISAP, IIS is the best platform for deploying new, sophisticated network applications. IIS also makes it easy today to publish and share existing documents and databases on the Web, while the new generation of applications are being created. Tools included with IIS to help build powerful Web sites include:

Content creation and management with Microsoft FrontPage.

Document indexing and searching with Microsoft Index Server.

Choice of administration tools, configuration setting, and monitoring options.

Built-in connectivity to ODBC databases for accessing existing information.

Powerful and secure APIs for building new Internet applications.

Integration with the Microsoft BackOffice family and extensive third-party solutions.



�Internet Information Server 2.0 Overview

Microsoft Internet Information Server (IIS) is an integrated service of Microsoft Windows NT Server that provides Web-based information publishing and application delivery. IIS is:

Benefits:��Fully integrated with the installation, directory service, and security model of Windows NT Server 4.0��Comprehensive Web server solution including content creation and management, index, and administration tools��Easiest way to enable a new generation of Web applications with native server API and built-in database connectivity��The only Web server integrated into the operating system

The most comprehensive Web server solution 

The easiest way to enable a new generation of Web applications 

A Complete Web Server, Integrated into the Operating System

Microsoft Internet Information Server (IIS) allows you to create powerful Web servers on existing hardware instantly. It is installed with Windows NT Server, so no extra work is required. Before the Internet became a widespread phenomenon, the difficulty of installing and maintaining traditional UNIX-based Web servers was not a limiting factor. Performance and management tools were not integrated with the operating system, thereby causing duplicate work; however, administration was less of a concern because expert UNIX administrators were available for every server in operation. 

Today, Internet server installations are exploding, with Zona Research, Inc. forecasting 367,539 new servers world wide in 1996.� Implementation must be simple and integrated, or the extra work will severely constrain the number of people and sites able to benefit from this new communication platform. Because IIS is an integral part of the operating system and its underlying infrastructure, it works seamlessly will all other network services across all of your servers.

A key concern of Internet site managers (or Webmasters) is the security of their site. Users of the Internet consider it an extension of their own local and wide area networks. The Windows NT security model is the same across all system functions. The same protection required for file servers and database servers is now available to the Web server, with no extra work for system administrators. Only with Windows NT, can new users can be given access to valuable network resources, like HTML pages, shared files and printers, corporate databases, and legacy systems on all servers with one mouse click.

Performance is also a critical issue for Webmasters. The Internet Information Server is the fastest Windows NT-based Web server available. IIS is also faster than more expensive UNIX-based solutions. With the ability to run on thousands of hardware platforms, IIS offers the easiest migration path as server requirements increase over time.

Integration into Windows NT Server offers the Internet Information Server several unique advantages:

Set up of all Internet Information Server services (Web, FTP, and Gopher) as part of the Windows NT Server installation. The Web server is up and running with the system.

Use of the Windows NT Server user database to centrally manage users for every server. Users, groups, and access control lists for files and directories are set graphically. Integration with the Windows NT Server security model makes IIS the most secure Web server on any platform.

The fastest Web Server on Microsoft Windows NT. IIS performance is optimized through a lightweight single-process design with a multithreaded architecture.

IIS will run on thousands of Windows NT Server–supported hardware platforms, including single and multiprocessor servers using Intel486, Pentium and Pentium PRO, Digital Alpha, MIPS, and Power PC. Servers can be easily migrated to more powerful hardware.

A Comprehensive Web Server Solution 

The vision of the Web is sharing information of any type located on any network server. While all Web browsers can read documents formatted in standard HTML, very little of what is produced in organizations today exists solely in HTML. Using an intranet should increase productivity, not require changing the way you work. Information sharing requires supporting documents in many different formats and languages, not only for browsing but for searching. Only IIS makes it easy to build a useful and secure Web site with information in existing file servers and databases, created in popular formats such as Microsoft Word and Microsoft Excel.

Customers tell us that one or two Web servers are easy to manage, but many tools do not scale to what is necessary for running commercial Internet sites and intranets. Only IIS offers a choice of administration tools, monitoring and auditing, and configuration options that make it easy to manage both single servers and multiple servers across your entire network. 

While other servers provide some subset of these features, Internet Information Server addresses fundamental customer concerns by delivering the necessary combination of capabilities and tools. They include:

Microsoft FrontPage wizards and templates to help create Web pages and entire sites without knowing any HTML tags. One-button publishing and graphical site management tools to keep information organized. Automatic verification of links, and updates when a file is moved. 

Advanced searching of HTML, plain text, Word, Microsoft Excel, and Microsoft PowerPoint® documents and properties in seven languages with Microsoft Index Server. Access to the most current information through automatic incremental updates of indexes as documents change in the file system. Integration with Windows NT Security so users only see documents for which they have permission, not every file on the site that matches their search. 

Two choices for administration: any Web browser or the Internet Service Manager for Windows NT and Windows 95. While both Microsoft and Netscape Web-based administration tools manage servers on a single machine from anywhere on the network, only the Internet Service Manager allows you to monitor the status of all of your servers on all machines.

Support for both the Internet-standard common log file format, as well as custom logs with only certain fields. For sites with several servers receiving large numbers of hits, IIS can log to any SQL/ODBC source, such as Microsoft SQL Server. Analysis can be performed with standard tools like Microsoft Access and Microsoft Excel. 

Real-time monitoring, comparison, analysis, and capacity planning of all your Web servers through the Windows NT performance Monitor. Security auditing through the Windows NT Event log. An SNMP agent for reporting to a standard network management console.

An Easy Way to Enable a New Generation of Web Applications 

Through ISAPI, the Internet Services API, server applications can use the power and ubiquity of the Web for communication and user interaction. Because of its easy navigational capabilities, the Web is the first broadly popular Internet application. In the past, a Web server that provided static HTML documents for users to browse was sufficient. Today, customers demand a much wider range of capabilities, such as publishing their databases directly onto the Internet. With ISAPI, Internet Information Server offers a unique combination of development capabilities.

Many aspects of the open ISAPI interface were designed as part of Microsoft’s ongoing open design process. Hundreds of Independent Software Vendors and Internet Service Providers guided Microsoft on the development of our server programmability. The result is a uniquely rich and high-performance set of capabilities that is fully integrated with Windows NT Server. 

Accessing information in databases through the Web has traditionally not been easy. Early solutions involved developing complex CGI scripts. IIS includes the Internet Database Connector (IDC), an example of a new breed of ISAPI applications. The IDC allows projection of databases to the Web without programming. 

The capabilities of Internet Information Server can be extended using a variety of methods:

The Internet Server API (ISAPI) extensions to IIS make it the most powerful way to create online applications, such as generating dynamic Web pages tailored to each user. The security and speed of ISAPI makes IIS the best platform for building an intranet or doing business on the Web. ISAPI enables custom server extensions from hundreds of third-party solutions vendors, and from your development team. 

The Internet Database Connector (IDC) in IIS is the easiest and fastest way to make available online information you already have stored in databases. Web pages can be made dynamic and interactive without having to know a programming language. IDC connects to industry standard databases like Microsoft SQL Server (IIS includes Microsoft SQL Server drivers), Microsoft Access, ORACLE, Informix, SYBASE, and any other ODBC-compliant databases.

The power of Microsoft BackOffice and thousands of other Win32-based applications is also extended to the Internet through ISAPI. This integration makes IIS is the easiest way to deliver commercial solutions to customers on the Web. For example, Microsoft SQL Server is ideal for online database publishing, with its advanced transaction processing facilities like stored procedure, triggers, and replication. 

For developing simple Web applications, IIS supports the Internet-standard Common Gateway Interface (CGI) and WinCGI. Programs can be written in Visual Basic as well as Perl, the most common Internet CGI language. 

Microsoft Product Support Services and our authorized support partners offer the best array of 7x24 and multinational support for your IIS-based platform. Thousands of Solution Provider Internet Specialists around the world are ready to assist your installation, making IIS the best choice for Web-based solutions. 

Microsoft Internet Information Server delivers an easily installed and managed, high-speed, secure information publishing solution while also serving as a platform for developers and Independent Software Vendors (ISVs). The primary capabilities of the Microsoft Internet Information Server include:

Component�Purpose�Description��World Wide Web Service �Hypertext document publishing, integration with BackOffice and Web application solutions�High-performance multimedia document publishing and application development platform for Windows NT Server ��FTP Service 

�File Transfer Protocol (FTP) server for binary or ASCII file transfers �High-performance FTP service for Windows NT Server ��Gopher Service 

�Distributed Gopher space server�High-performance Gopher server for Windows NT Server��Internet Database Connector �ODBC Database gateway for the World Wide Web service�Flexible Web/Database integration through ODBC for developing organizational information applications��Secure Sockets Layer�Client/server private communication�Encrypted communication between server and client��Internet Service Manager �Server administration

�Remote, secure administration of all Internet Information Server services��Browsers 

�Hypertext clients for Windows 3.x, Windows for Workgroups 3.x, Windows NT, and Windows 95 HTML browsers�Internet clients for all Windows platforms support HTML 3.0, plus additional markups on Windows 95��

What’s New in Internet Information Server 2.0��

Upgrading an IIS 1.0 Installation to Version 2.0

The Internet Information Server 2.0 setup is integrated into the Windows NT 4.0 setup. IIS 2.0 requires Windows NT 4.0 or above. When you upgrade to Windows NT 4.0, the setup will guide you through the process of upgrading Internet Information Server.

Features Included in IIS 2.0

The table below provides a brief list of features new in the Internet Information Server 2.0. 

Feature�Description��Fully integrated with Windows NT Server 4.0��Installation integrated into Windows NT Server 4.0 installation�Installation integrated into Windows NT 4.0 setup—allows you to easily install IIS while installing Windows NT Server ��Integrated with Windows NT Server 4.0 directory and security services�Fully integrated with security and directory services��High-performance Web server�Over 40% faster than IIS 1.0��Comprehensive Web server solution��Microsoft Index Server�Provides content indexing and search capabilities of HTML and Microsoft Office documents (free downloadable component)��Microsoft FrontPage�Microsoft FrontPage is now included free of charge��FrontPage Extensions�Microsoft FrontPage extensions facilitate remote content authoring on your Web server without the need for file shares��HTML-based Administration�Server administration of IIS from any Web browser in addition to the Internet Service Manager��Internet Service Manager Enhancements�Internet Service Manager now also runs on Windows 95

The TCP/IP port that IIS listens on is now configurable��Key Manager Tool�Easier to set up SSL security��Configurable TCP/IP port�The Internet Service Manager allows specification of the port on which the server operates��Supports standard administration tools�IIS now includes support for SNMP administration tools as well as Systems Management Server��Easy platform for building Internet applications��Improved programmability using the Internet Server API (ISAPI)�Several additional server variables are now exposed and nested IF statements are supported, providing greater programming capabilities. ISAPI filters can now receive notification when a request has been denied.��Improved database programmability with the Internet Database Connector (IDC)�IDC now supports multiple queries from a single HTML page and associated result sets. In addition, all server variables are now exposed to IDC scripts.��HTTP Read Byte Range�Enables clients to resume reading a file from where they left off in the event that the network connection is lost.��Image Map file enhancements�Support for both NCSA and CERN style image map files facilitates porting from UNIX systems. IIS 2.0 will always send redirects on image map lookup..��

Comparision Guide for Netscape Enterprise Server 









 Windows NT Server 4.0/IIS 2.0 vs. Netscape Enterprise Server����Microsoft Windows NT Server 4.0�Netscape Enterprise Server��Installation������Installs with Operating System—No additional set up required�(����Automatic upgrading from previous version�(�(��Security������Integrated with operating system security�(����User and groups available for a single server�(�(���User and groups available to all servers on network�(����Uses existing file access control lists for internal Webs�(����Restrict access by user and group�(�(���Restrict access by directory and file�(�(���Restrict access by IP address�(�(���Restrict access by host name�(�(���Basic HTTP user authorization with clear-text passwords�(�(���Secure Windows NT user authorization with encrypted passwords �(����Cross-platform access control�(�(���SSL 2 security�(�(���SSL 3 security��Only for clients that support it���Server key management�(�(���Client authorization using certificates��Requires server to grant certificates and clients that support it���Support for secure private intranets over public Internet�Only for clients that support it���Performance and reliability������Based on open standards and protocols�(�(���HTTP byte range�(�(���HTTP keep alives�(�(���Serves Web sites with millions of hits per day�(�(��Server Administration/Management������Administer a server from any Web browser�(�(���Administer from any Web client anywhere�(�(���Manage multiple host machines simultaneously�(����Secure management via user authentication�(�(���Default administrative control by server administrator group�(����SNMP support�(�(���Limit network bandwidth used�(����Custom logging�(�(���Log to text file�(�(���Log with common log format�(�(���Log to any ODBC data source�(����Built-in log file analysis��(���Hardware virtual servers�(�(���Software virtual servers��Only for clients that support it���Server configuration rollback��(��Content creation and management (Microsoft FrontPage)������Graphical Web page creation�(�Requires Navigator Gold���HTML page and site wizards and templates�(�Available only on the Internet���Image and document conversion support�(�Requires Netscape LiveWire���Graphical file and directory management�(�Requires Netscape LiveWire���Graphical site map�(����Automatic link validation�(�Requires Netscape LiveWire���Automatic link recalculation�(�Requires Netscape LiveWire���One-button publishing�(�Requires Netscape LiveWire���Document revision control�Requires Microsoft SourceSafe®�(��Content Indexing (Microsoft Index Server)������Integrated HTML and text search�(�(���Integrated Microsoft Office document search�(����Query HTML document property meta tags�(����Query Microsoft Office and OLE document properties�(����Rich set of query operators�(����Multilingual indexing and querying�seven languages�English only���Linguistic stemming for fuzzy searches�(����Result set customizable with any document property�(����Catalog HTML document property meta tags��(���Display only documents that user has permission to view�(����Automatic corruption detection and repair�(����Web-based administration�(�(��Development environment������CGI and WinCGI support�(�(���Support for standard languages like Perl and Visual Basic�(�(���ISAPI support�(����NSAPI support��(���Cross-platform ODBC Database connector�(�Requires Netscape LiveWire���Server-side JavaScript��Requires Netscape LiveWire���Server-side Java applets��(��Cost effectiveness������Included in operating system�(����Integrates with existing network infrastructure�(����Add-on product��(���Requires separate duplicate network infrastructure��(���Includes FTP server�(����Includes Gopher server�(���



Microsoft Index Server

Benefits:��Provides complete index of HTML and Office documents��Integrated with Windows NT Sever 4.0 security and directory services��High-performance design operates continuously in the background��Easy content search and retrieval of all types of information stored on an Internet/intranet server��Intranet Indexing

Many organizations are now creating internal Webs to provide documents to their employees with the same ease of use as the World Wide Web. Since organizations may produce huge amounts of information, they also need to take advantage of indexing and searching technology to help their users find the right documents quickly.

What is Index Server

Index Server is Microsoft’s content indexing and searching solution that is part of Microsoft Windows NT Server 4.0. This section provides a high-level description of the Index Server features and implementation.

�



Index Server is designed to index the full text contents and properties of documents served by Microsoft Internet Information Server. It allows clients to formulate queries using any World Wide Web browser by filling in the fields of a simple Web query form. The Web server forwards the query form to the query engine, which finds the pertinent documents and returns the results to the client formatted as a Web page.

Unlike many content indexing systems provided by other Web servers, Index Server indexes more than just the standard Web page. Index Server can also index the full text contents and property values of formatted documents, such as those created by Microsoft Word or Microsoft Excel. This allows a corporation to publish their existing documents directly via an intranet Web without converting them to a lower fidelity format such as HTML. 

Index Server was designed to scale up to very powerful servers and very large numbers of documents. Microsoft has tested Index Server with corporations holding millions of documents—representing gigabytes of storage.

Microsoft Index Server was designed to leverage all the capabilities of Windows NT Server and is a strategic component of the operating system. It is the basis for providing users a single mechanism for finding information no matter where that information is located—the file system, the distributed file system, e-mail, database, or the directory service. The Index Server will also play a key role in the integration with the “Normandy” project. Normandy is the code-name for suite of commercial Internet services that includes an Information Retrieval System that is going to be based on the index engine found in Windows NT Server, but will add additional scalability, querying, and searching features required by very large commercial sites, such as the Microsoft Network or CompuServe, for example.

Architecture and Features

Index Server was designed to take special advantage of the Windows NT Server operating system environment. The unique features of a multipurpose file server and applications server operating system were considered when the Index Server features were selected and the architecture designed. File change notifications, Windows NT security, recoverability ,and logging are just some of the Windows NT Server specific features that Index Server exploits.

Index Server has been built to operate in a busy workgroup server environment. An environment such as this will typically use a number of different document formats and documents will be changing frequently as users create new documents and modify existing documents. In smaller businesses, which represent the vast majority of companies in the world, the server hardware may be limited compared to typical indexing super-server environments. Index Server was built to have a minimum impact on day-to-day servers, even on smaller server configurations. Index Server does not assume it is the only process running on a server.

Index Server was designed to use a number of different utility modules so indexing features can be extended by third parties. This is especially useful since document formats usually change with new revisions, and new applications with their own new formats are always being introduced. To support this, Index Server uses format specific content filters to extract textual information from a document. Microsoft has published the programmatic interface specification, Ifilter, so ISVs can create their own Index Server content filters and expose their document formats to the indexing engine.

Not only is the document set extensible, so is the language set for Index Server. The word breaking and stemming utilities used by Index Server are separate modules that comply with a specific programmatic interface used by Index Server. Microsoft is making these linguistic interfaces public so ISVs can extend the list of supported languages by creating more word breaking and stemming modules.

The following is a comparative listing of features between Microsoft Index Server and other content indexing systems for Windows NT. 



�Feature�Microsoft Index Server in Windows NT Server�Netscape indexing in Enterprise Server 2.0��Architecture��Integration with Windows NT Server architecture�Yes�No��Integrated with Windows NT Server security�Yes�No��Indexed updates�Automatic. “Real-time” updates using change notification, in addition to directory re-scans�Manual. Scheduled updates using directory re-scans, once/day��Robustness and recoverability�Automatic detection and repair�Manual detection and repair��Comprehensive Functionality��Supported document formats�HTML, Text, Word, Excel, PowerPoint�HTML, Text��Support for other document formats�Via published Ifilter interface.�No��Select files to index?�Automatic. Based on IIS virtual roots, and document type.�Manual. Based on specifying files to place in collections. ��Index document properties?�Yes�No��Foreign language support�French, German, Dutch, Spanish, Italian, Swedish and English. Japanese by end of year.�English only��Limit queries by directory�Yes. Can limit search by specifying physical or virtual path to search.�No. Only control queries by selecting/de-selecting entire collections.��Restrict query results based on security settings.�Yes�No��Search against any document, HMTL or text at the same time�Yes�No. Only search against HTML or text, but not both at the same time.��Free-text search (no syntax required)�Yes�Yes��Text operators�AND, OR, NOT, NEAR (proximity searching)�AND, OR, NOT��Property operators�text operators for textual properties, <, <=, !=, =>, > for numeric properties.�None��Linguistic analysis (stemming, inflection)�Stemming and inflection in all supported languages.�None. Prefix matching only.��Return document properties in query results�Any document property, including auto-generated document summaries.�Fixed set—Filename, and file system properties only���Microsoft FrontPage 

Benefits:��A fast, easy way to create and manage professional-quality Web sites��WYSIWYG editing, wizards to step you through the creation of your Web site

Everything you need to get an Internet or intranet Web site up and running quickly��

To assist you in creating and managing your intranet and Internet Web sites, Windows NT Server 4.0 includes a complete Web site authoring and administration tool—Microsoft FrontPage 1.1. Designed for non-programmers, yet robust enough for experienced Web site developers, Microsoft FrontPage version 1.1 is a fast, easy way to create and manage professional-quality Web sites. Includes easy-to-use functionality such as WYSIWYG editing, wizards to step you through the creation of your Web site, and integration with Microsoft Office.

FrontPage provides a Web-publishing application created for non-programmers, with wizards to guide you through the process. Microsoft FrontPage reduces the need to know Web-based programming languages by providing WebBot™ components that you can use to create advanced interactive functionality automatically without programming. 

Microsoft FrontPage also makes it easy for large teams to work together to create and manage sites. Its combination of flexible client/server architecture, passwords, user authentication, and other security features enables contributors in different locations to securely update different pages simultaneously on the same site. After developing your Web site, use the one-button publishing ability of Microsoft FrontPage to host it on a server within your own organization or company, or to the Internet on a server that’s accessible to the whole world. Wherever you publish it, you can take advantage of flexible Web server tools for easy site administration.

An Easy, Complete Web Site Creation and Management Solution

Microsoft FrontPage gives you intuitive authoring and editing tools to build high-quality sites quickly and easily. 

�

Easy to Use Authoring Tools Help You Create Rich Web Content

Microsoft FrontPage Editor lets you create and edit Web pages without knowing HTML. It’s all as easy as writing a letter because the FrontPage Editor automatically generates the right HTML code behind the scenes for you. 

Supporting the latest Web standards, the FrontPage Editor automatically imports and converts existing text files into HTML, generates HTML 2.0 and the latest HTML 3.0 styles—such as bulleted and numbered lists and centered text, and displays hidden formatting and authoring commands so that you can control every aspect of a page’s design. 

Working with graphics is easy with automatic conversion of images into GIF or JPEG format. Create hotspots in seconds—simply trace an area and turn it into a clickable image map with the hotspot editor. 

Hyperlinks have never been this simple. Use drag-and-drop or click a button to create hyperlinks within a page, to other pages, or to other Web sites. 

With the flexible forms editor, you can easily create entire forms with text fields, check boxes, radio buttons, drop-down lists, and push buttons. 

Wizards and templates help you generate entire Web sites or individual pages automatically. You can now create WYSIWYG tables, build custom pages and backgrounds—saving them as page templates, or use the new Frames Wizard to generate custom frame grids. 

�

WebBot components provide rich functionality that would otherwise require complex CGI programming. Just drop them on your page to add interactive features such as navigation bars, threaded discussion groups, full-text searches, and forms handling. 

Advanced Site-Management Features

� EMBED PBrush  ���

Microsoft FrontPage provides powerful site-management tools that make it easier to control dynamic sites. 

Microsoft FrontPage Explorer gives you intuitive views of your complete Web site. Use the Outline View to see a hierarchical representation of your site, the Link View to see a graphic display of your site, or the Summary View to see a list of pages and other files in your site. 

Auto-recalculate links automatically updates Web hyperlink references when you rename a file or move it to a new directory. 

Auto-verify links lists all broken links, both to local and external Web sites. What's more, if you correct a broken link, you can choose to correct all or just some of the pages that contain it. 



FrontPage Explorer's site-management tools let you assign multiple team members to your Web site and allow them to work on the site simultaneously, either locally or remotely. 

To Do List makes it easy to name, track, and complete all unfinished Web tasks. Different groups can each maintain their part of a Web site. And you can add To Do List items manually or automatically, using a Web Wizard. 

Full Integration Simplifies Working With Microsoft Office Applications

Microsoft FrontPage provides enhanced integration with the Microsoft Office family of applications, featuring the familiar Office interface look. 

FrontPage Explorer automatically launches the corresponding Microsoft Office application whenever you open any imported Web file that was created by that application. After you edit the file, FrontPage automatically adds it to the Web import list. 

With additional menu commands for Microsoft Excel and Microsoft Word, you can open and save documents to and from a Microsoft FrontPage Web site as easily as opening a document from a disk—without leaving the Office application. Add-ins for these commands will be available in beta form from the Microsoft FrontPage Web site in the near future. 

Client/Server Flexibility

Microsoft FrontPage is designed to let people in different places collaborate simultaneously to create, update, and manage a Web site. 

Security features, including encryption of client/server communications, assigned Web access rights, and support of proxy servers ensure collaboration and keep unauthorized visitors from modifying your Web site. 



Distributed Component Object Model (DCOM)



Benefits:��Enables creation of distributed applications��Extends COM architecture over the network

Leverages Windows NT security model for secure communication��The Component Object Model (COM) allows software developers to create component applications. Windows NT Server and Windows NT Workstation 4.0 include Distributed COM (DCOM) which extends COM to allow components to communicate across networks. DCOM provides the infrastructure for connecting the objects on the two workstations, and supports communication between the objects, so that the user can, for instance, receive the stock quotes. DCOM uses the same tools and technologies as COM, thereby preserving investments in training and software.

Distributed Component Object Model (DCOM)

In addition to supporting component object model (COM) for interprocess communication on a local computer, Windows NT Server now supports Distributed Component Object Model (DCOM). DCOM or Networked OLE is a system of software objects designed to be reusable and replaceable. The objects support sets of related functions like sorting, random-number generation, and database searches. Each set of functions is called an interface, and each DCOM object can have multiple interfaces. When applications access an object, they receive an indirect pointer to the interface functions. From then on, the calling application doesn’t need to know where the object is or how it does its job.

DCOM allows you to efficiently distribute processes across multiple computers so that the client and server components of an application can be placed in optimal locations on the network. Processing occurs transparently to the user. Thus, the user can access and share information without needing to know where the application components are located. If the client and server components of an application are located on the same computer, DCOM can be used to transfer information between processes. DCOM is platform independent and supports any 32-bit application that is DCOM-aware.

Advantages of Using DCOM 

DCOM is the preferred method for developers to use in writing client/server applications for Windows NT.

Because interfaces can be added or upgraded without deleting the old ones, applications aren’t forced to upgrade each time the object changes. Also, the functions are implemented as dynamic-link libraries, so changes in the functions, including adding new interfaces or changing the way the function works, can be done without recompiling the applications that call them. 

Windows NT 4.0 supports DCOM by making the implementation of application pointers transparent to the application and the object. Only the operating system needs to know if the function called is handled in the same process or across the network. This frees the application from concerns with local or remote procedure calls. Administrators can choose to run DCOM applications on local or remote computers, and can change the configuration for efficient load balancing.

For example, suppose your company’s payroll department uses an application with DCOM to print paychecks. When a payroll employee runs a DCOM-enabled client application on a desktop, the application starts a business rules server. The server application in turn connects to a database server in order to retrieve employee records, such as salary information. The business rules server then transforms the payroll information into the final output and returns it to the client to print.

Your application may support its own set of DCOM features. For more information about configuring your application to use DCOM, see your application's documentation.

DCOM builds upon remote procedure call (RPC) technology by providing a more scalable, easier-to-use mechanism for integrating distributed applications on a network. A distributed application consists of multiple processes that cooperate to accomplish a single task. Unlike other interprocess communication (IPC) mechanisms, DCOM gives you a high degree of control over security features such as permissions and domain authentication. It can also be used to launch applications on other computers or to integrate Web browser applications that run on the Microsoft ActiveX™ platform. 

Visual Basic Enterprise Edition customers who are currently using Remote Automation can easily migrate their existing applications to use DCOM. For more information, see your Visual Basic documentation or visit the Visual Basic Web site at www.microsoft.com/vbasic.

The Distributed Component Object Model (DCOM) has three unique strengths:

DCOM is based on the most widely-used component technology today�DCOM is simply “COM with a longer wire”—a low-level extension of the Component Object Model, the core object technology within Microsoft ActiveX. All major development tools vendors—including Microsoft, Borland, Symantec, ORACLE, PowerSoft, IBM, and Micro Focus—already sell software development tools that produce ActiveX components. These tools and the applications they produce automatically support DCOM, thus providing the broadest possible industry support. Additionally, over 1,000 existing commercial software components that will work with DCOM are already available for use by developers.

DCOM is the best networking technology to extend component applications across the Internet �Because it is an ActiveX technology, DCOM works natively with Internet technologies like the Java language and the HTTP network protocol, providing the “object glue” that will enable business applications to work across the Web. 

DCOM is an open technology that runs on multiple platforms�Microsoft is openly licensing DCOM technology to other software companies to run on all of the major operating systems, including multiple implementations of UNIX-based systems. Software AG, has DCOM running on the Solaris-based operating system today. Additionally, Microsoft is working with the Internet standards bodies, including the IETF and the W3C, to promote DCOM as a public Internet technology. The Internet Draft technical publication that contains a publicly available description of the DCOM protocol can be found at http://ds.internic.net/Internet-drafts/draft-brown-dcom-v1-spec-00.txt.

The combination these three factors—the largest installed base, native support for Internet protocols, and open support for multiple platforms—means that businesses can realize the benefits of a modern component application architecture without having to replace investments in existing systems, staff, and infrastructure.

DCOM is Based on the Most Widely-Used Component Technology Today

The key business benefits of ActiveX on the desktop automatically extend to DCOM across the network:

Language neutral—Developers can build ActiveX components from any language; for example, ActiveX components built in COBOL can work with components built in Java

Broad tools support—All major software development tools vendors support �ActiveX

Broad industry support—Thousands of prebuilt components are available on the market

Accessible technology—A large pool of professional developers currently work with ActiveX

DCOM Extends Component Applications Across the Internet

DCOM is an ideal technology for multitier applications because it enables ActiveX components to work across networks, enabling developers to easily build systems that span machine boundaries. In the scenario described above, developers integrate components together without having to worry about network programming, system compatibility, and integration of components built from different languages.

This lowers the cost and complexity of building distributed applications from components. DCOM leverages the investments companies have already made in ActiveX by providing the following benefits:

Growth path for desktop developers—DCOM enables the millions of existing �ActiveX programmers to build server components that natively interoperate with the desktop counterparts, thereby broadening the target audience of these developers.

Common component model for clients and servers—Companies can deploy the same set of developers for clients and servers, thus lowering training, tools, and support costs.

Multiplatform support—DCOM is designed to run on Windows 95-, �Windows NT-, Macintosh-, UNIX-, and legacy-based operating systems, providing companies with the basis for a common application infrastructure across their entire IT environment, which will lower integration costs and reduce integration complexity.

DCOM is Based on Public, Open Standards

DCOM specifications are publicly available at ftp://ftp.microsoft.com/developr/�drg/OLE-info/COMSpecification/

DCOM enables component applications to operate across the Internet. Microsoft is working with Internet standards bodies, including the IETF and the W3C, to offer DCOM to the Internet community as an open technology. 

DCOM is ideally positioned to become a mainstream, Internet technology for business applications because it is:

Transport neutral—DCOM enables components to communicate with each other over any network transport—TCP/IP, IPX/SPX, and HTTP, to name a few.

Provides distributed Java today—Since DCOM is language neutral, Java applets can communicate directly with each other via DCOM over the Internet.

Evolutionary technology—In addition to Java support, DCOM enables components written in other languages, including C, COBOL, Basic, and Pascal, to communicate over the Internet, providing a growth path for existing applications to support Web technology.

Common components for the browser and Web server—Since ActiveX components can be embedded into browser-based applications, DCOM enables a rich application infrastructure for distributed Internet applications that leverage the latest browser technology.

Security—DCOM integrates Internet certificate-based security with an even richer level of Windows NT-based security, combining the best of both worlds.

Standards-based—The DCOM wire protocol description has been submitted as an Internet draft and can be downloaded at <http://ds.internic.net/Internet-drafts/draft-brown-dcom-v1-spec-00.txt>.

Setting Security on DCOM Applications

The Windows NT 4.0 security model is easily extended to DCOM objects. Administrators set permissions on DCOM applications, and can vary those permissions for local and remote execution.

Once a DCOM-enabled application is installed, you can use the DCOM Configuration tool to:

Disable DCOM so that it can't be used for the computer or the application.

Set the location of the application. 

Set permissions on the server application by specifying which user accounts can or can't access or start it. You can grant permissions that apply to all applications installed on the computer, or only to a particular application.

Set the user account (or identity) that will be used to run the server application. The client application uses this account to start processes and access resources on other computers in the domain. If the server application is installed as a service, you can run the application using the built-in system account or a Windows NT Server service account that you have created. 

Control the level of security (for example, packet encryption) for connections between applications.

The computers running the client application and the server application must both be configured for DCOM by using the DCOM Configuration tool. On the computer running as a client, you must specify the location of the server application that will be accessed or started. For the computer running the server application, you must specify the user account that will have permission to access or start the application, and the user account that will be used to run the application. 



Communications and Networking Improvements

Remote Access Service

RAS lets remote users communicate with the office.

Benefits:��Enhanced performance with PPP Multilink 

Secure virtual private networking with Point-to-Point Tunneling Protocol (PPTP) Support��Ease of Use enhancements:

Restartable file copy 

Idle disconnect

Autodial and Logon Dial��As networks become prevalent, the ability for people to dial in and access networks becomes increasingly important. With Microsoft Windows NT Server Remote Access Service (RAS), businesses can extend their networks to phone lines. RAS lets mobile and work-at-home users access corporate networks seamlessly. RAS provides small businesses with a cost-effective, easy to use dial-up server. With RAS, large organizations get a standards based dial-up server that enables client server computing for remote users. RAS works with different protocols and most computers already include software that enables end-users to use RAS. 

Windows NT Server RAS enables remote users to connect their computer to a phone line and access a corporate network in another location. Such remote users can securely access files and printers on the remote network as well as run applications such as Microsoft BackOffice across a network in another location as though the user were actually at the location of the network. With RAS, a business can thus extend its network across long distances by making use of existing phone lines. 

RAS is built-in.

 RAS is built-in with Windows NT Server so customers do not have to buy extra software to get dial-up services. Most operating systems include client software for RAS and so users can use operating systems out of the box to connect to networks. 

RAS supports ISDN.

 RAS lets users dial in across both phone lines as well as ISDN. As ISDN is becoming increasingly available at lower costs, this helps users get higher speed access to networks and increases productivity. 

RAS supports numerous clients.

 RAS supports all of the mainstream networking clients, including: 



Windows for Workgroups-based clients 

LAN Manager-based clients 

Windows 95-based clients 

Windows NT Workstation-based clients �Windows NT Server-based clients

UNIX-based clients 

Macintosh-based clients 

NetWare clients 

OS/2-based clients 

��

RAS is secure.

 With RAS, small business employees can connect their PC to a phone jack at home and seamlessly access the business’ network. Users can enable all data to be encrypted and sent across phone lines to a network in another location. RAS also authenticates users securely using industry standard protocols. 

�New Communications Features in Windows NT Server 4.0



Windows Remote Access Service (RAS) & Dial-up Networking �Features At A Glance��New Feature�Description��PPP Multilink �Now, you can combine the bandwidth of two or more physical communications links to increase your remote access bandwidth and throughput using RAS Multilink. Based on the IETF standard RFC 1717, RAS Multilink lets you easily combine analog modem paths, ISDN paths, and even mixed analog and digital communications links on both your client and server PC. This will speed up your access to the Internet or to your intranet and cut down on the amount of time you have to be remotely connected so it can reduce your costs for remote access.��Point-to-Point Tunneling Protocol (PPTP) Support�Now, you can use the Internet for low-cost, secure remote access to your corporate network with virtual private networking support on Windows NT Server 4.0 and Windows NT Workstation 4.0. The new Point-to-Point Tunneling Protocol (PPTP) lets you use a local call to an Internet Service Provider to gain secure remote access to your corporate network via the Internet. PPTP supports easy, flexible networking, supports the most prevalent network protocols (IP, IPX, and NetBEUI), and is an open, industry standard. Many companies will also use PPTP too outsource their remote dial-up needs to an Internet Service Provider or other carrier t to reduce cost and complexity.��Restartable file copy �This feature automatically begins re-transferring a file upon re-connection whenever your RAS connection has been lost. Nearly anyone who has used a modem can probably remember times when they’ve nearly completed a file transfer across a modem only to have their remote connection disabled before the transmission was completed. Re-establishing the connection and starting the file transfer process all over again can be frustrating, time-consuming, and expensive. Re-startable file copy addresses these problems by remembering the status of your file transmission and continuing the transfer from that point once you re-connect. ��Idle disconnect�This new feature automatically terminates your RAS connection after a certain period of time if there has been no activity over the remote dial-up communications link. The user or administrator can specify the amount of time before this feature is activated. Idle disconnect reduces the cost of remote access carrier service and can even allow a company to reduce the capacity of its dial-in communications links, all based on the reduction of wasted remote connect time. ��Autodial and Log-on Dial�Windows can now map and maintain an associate between a Dial-up Networking entry and a network address to seamlessly integrate Dial-Up Networking with files and applications. This means if you double-click on an icon to open a file and that file is only accessible over a dial-up connection, Dial-up Networking will automatically initiate to allow you quick and easy access to information you need.��Client and server API enhancements�A number of new APIs are now available to extend Remote Access Service capabilities on Windows NT Server 4.0 and Dial-Up Networking with Windows NT Workstation 4.0. These APIs allow third-party developers to add value to RAS and Dial-up Networking, making an already great platform for remote access and communications even better. For a complete list and detailed descriptions of how to use the new RAS APIs in Windows NT 4.0, please refer to the Microsoft Developer Network.��Windows 95 look and feel�Windows NT Server 4.0 and Windows NT Workstation 4.0 now share the on-screen look and feel of Windows 95. These user interface improvements are also available with the Dial-Up Networking and RAS, so it has never been faster and easier to use these important features.��

Multilink ppp



Benefits:��Allows combining the bandwidth from multiple communications lines for increased performance��Works with analog, X.25, and ISDN connections��In order to provide maximum flexibility for remote users, Microsoft has expanded the Remote Access Service (RAS) component of Windows NT Server 4.0 to support Multilink PPP connections. Multilink PPT provides bandwidth aggregation from multiple links, including analog and ISDN, which gives customers higher communications throughput. When used with two or more modems, Multilink PPP supports the simultaneous transfer of data across parallel connections which effectively delivers scaleable bandwidth for maximum efficiency.

With RAS Multilink PPP you can combine the bandwidth of two or more physical communications links to increase your remote access bandwidth and throughput using RAS Multilink. Based on the IETF standard RFC 1717, RAS Multilink lets you easily combine analog modem paths, ISDN paths, and even mixed analog and digital communications links on both your client and server PC. This will speed up your access to the Internet or to your intranet and cut down on the amount of time you have to be remotely connected so it can reduce your costs for remote access.
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For example, a Windows NT Workstation with three 28.8 bits per second (bps) modems can connect to a Windows NT Server with multiple modems, and achieve a transfer rate of more than 86K bps. This example can be extended across any number of modems or ISDN lines to achieve even greater bandwidth. The speeds of the modems and ISDN lines can vary, but Multilink coordinates transfer across the various links to achieve performance equal to the combined speed of the devices.

�



�Point-to-Point Tunneling Protocol



Benefits:��Allows the creation of secure virtual private networks via the Internet��Provides secure remote access via encryption of all data

Encapsulates network protocols allowing use of IPX or NetBEUI over the Internet��Windows NT Server 4.0 provides a very rich platform for Internet/intranet computing The Remote Access Service in Windows NT Server 4.0 allows remote users to access their network via the Internet by using the new Point-to-Point Tunneling Protocol (PPTP). PPTP is a new networking technology integrated with RAS that supports multiprotocol virtual private networks (VPNs). PPTP uses the Internet as the transfer mechanism instead of long distance telephone lines or a toll free �(1-800) service, which greatly reduces transmission costs. 

A RAS server is usually connected to a PSTN, ISDN, or X.25 network, allowing remote users to access a server through these networks. RAS now allows remote users access through the Internet by using the new Point-to-Point Tunneling Protocol (PPTP). 

PPTP enables remote users to access corporate networks securely across the Internet by dialing into an Internet Service Provider (ISP) or by connecting directly to the Internet. PPTP offers the following advantages:

Lower transmission costs—PPTP uses the Internet as a connection instead of a long-distance telephone number or 800 service. This can greatly reduce transmission costs.

Lower hardware costs—PPTP enables modems and ISDN cards to be separated from the RAS server. Instead, they can be located at a modem pool or at a communications server (resulting in less hardware for an administrator to purchase and manage).

Lower administrative overhead—With PPTP, network administrators centrally manage and secure their remote access networks at the RAS server. They need to manage only user accounts instead of supporting complex hardware configurations.

Enhanced security—Above all, the PPTP connection over the Internet is encrypted and secure, and it works with any protocol (including, IP, IPX, and NetBEUI).

Applications for PPTP

PPTP provides a way to route PPP packets over an IP network. Since PPTP allows multiprotocol encapsulation, you can send any type of packet over the network. For example, you can send IPX packets over the Internet.

PPTP treats your existing corporate network as a PSTN, ISDN, or X.25 network. This virtual WAN is supported through public carriers, such as the Internet.

Compare PPTP to the other WAN protocols: When you use PSTN, ISDN, or X.25, a remote access client establishes a PPP connection with a RAS server over a switched network. After the connection is established, PPP packets are sent over the switched connection to the RAS servers to be routed to the destination LAN.

In contrast, when you use PPTP instead of using a switched connection to send packets over the WAN, a transport protocol such as TCP/IP is used to send the PPP packets to the RAS server over the virtual WAN.

The end benefit for both the user and the corporation is a savings in transmission costs by using the Internet rather than long distance dial-up connections.

The following three sections describe how PPTP can be used: for outsourcing a dial-up network, for client connections directly through the Internet, and for client connections through an ISP.

PPTP in Outsourced Dial-Up Networks

Communications hardware available for supporting dial-up needs can be complicated and not well integrated. For a large enterprise, putting together a Windows NT RAS server requires modems, serial controllers, and many cables. Furthermore, many solutions do not provide a single integrated way to efficiently support V.34 and ISDN dial-up lines.

Many corporations would like to outsource dial-up access to their corporate backbone networks in a manner that is cost effective, hassle free, protocol independent, secure, and that requires no changes to the existing network addressing. Virtual WAN support using PPTP is one way a service provider can meet the needs of corporations.

By separating modem pools from a RAS server, PPTP allows you to outsource dial-up services or geographically separate the RAS server from the hardware within a corporation. For example, a telephone company can manage modems and telephone lines so that user account management can be centralized at the RAS server. An end user would then make a local call to the telephone company which connects to a Windows NT RAS sever using a WAN link. The client then has access to the corporate network. 



This type of solution leverages existing proven PPP authentication, encryption, and compression technologies.

The RAS client does not need to have the PPTP protocol; the client simply makes a PPP connection to the modem pool or communications server. Note that the communication server or modem pool must implement PPTP for communication with the RAS server.
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An outsourced dial-up network using PPTP

Secure Access to Corporate Networks over the Internet (Virtual Private Networks)

A RAS client that has PPTP as its WAN driver can access resources on a remote LAN by connecting to a Windows NT RAS server through the Internet. There are two ways to do this: by connecting directly to the Internet or by dialing an ISP as shown in the following examples.

In the first example, a client directly connected on the Internet dials the number for the RAS server. PPTP on the client makes a tunnel through the Internet and connects to the PPTP enabled RAS server. After authentication, the client can access the corporate network, as shown below.



Note

Connecting directly to the Internet means direct IP access without going through an ISP. (For example, some hotels allow you to use an Ethernet cable to gain a direct connection to the Internet.)
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RAS client connected directly to the Internet



In the second example, the same functionality is achieved by calling an ISP instead of being directly connected to the Internet. The client first makes a call to the ISP. After that connection is established, the client makes another call to the RAS sever that establishes the PPTP tunnel.
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RAS client dialing into an ISP

Security Considerations

Data sent across the PPTP tunnel is encapsulated in PPP packets. Because RAS supports encryption, the data will be encrypted. RAS supports bulk data encryption using RSA RC4 and a 40-bit session key that is negotiated at PPP connect time between the RAS client and the Windows NT RAS server.

PPTP uses the Password Authentication Protocol and the Challenge Handshake Authentication Protocol encryption algorithms.

In addition to supporting encrypted PPP links across the Internet, a PPTP-based solution also enables the Internet to become a network backbone for carrying IPX and NetBEUI remote-access traffic. PPTP can transfer IPX traffic because it encapsulates and encrypts PPP packets so that they can ride TCP/IP. Thus, a solution does not depend only on TCP/IP LANs.



Windows NT Server MultiProtocol Routing



Benefits:��Provides LAN-LAN routing of TCP/IP, IPX, AppleTalk protocols��Allows a single server to perform routing along with other functions such as file, database, Web serving��Windows NT Server 4.0 includes Windows NT Server MultiProtocol Routing support which enables routing over IP and IPX networks (AppleTalk routing support is provided in the Services for Macintosh component which is also included with Windows NT Sever 4.0) by connecting local area networks (LANs) or by connecting local area networks to wide area networks (WANs) without needing to purchase a dedicated router. 

After you install Windows NT Server MultiProtocol Routing and enable the Routing Information Protocol (RIP) routing options, your Windows NT Server computer should be able to route network packets between two or more network adapters using RIP on Internet Protocol (IP), Internetwork Packet Exchange (IPX), or both. Your computer can also be a DHCP Relay Agent (depending on your configuration) which allows a computer to relay DHCP messages across an IP network.

Routing Capabilities

In Windows NT Server, you can use a RAS server as a route between a remote client and a LAN, as shown in the following figure:

	� INCLUDE "c:\\ntshell\\beta2\\network\\art manuscript.art" art_xns_d02_eps \! �� INCLUDEPICTURE "C:\\ntshell\\srvr_doc\\network\\art\\eps\\xns_d02.eps" \* MERGEFORMAT ����

Routing between a remote client and a LAN

In Windows NT Server 4.0, you can also route between two LANs, as shown in the following figure:
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Routing between two LANs

It is not possible to route between WANs over switched circuits or dial-up lines. The only exception to this rule is via a WAN card (for example, T1 or Frame Relay) that appears to the router as a LAN card.



dns server



Benefits:��Complete RFC-compliant DNS server��Integrated with WINS name service for dynamic updates 

Easy to use via graphical administration tool��

Windows NT Server 4.0 adds a complete Domain Name System (DNS) server. DNS is integrated with WINS and it offers new graphical administration tools to make dynamic DNS updates and DNS administration easier. TCP/IP has emerged as the preferred protocol for most types of networks. However, managing addresses and host names on a TCP/IP network presents a challenge. Previous versions of Windows NT Server have provided the following features to ease the administrative burden of address and host name management:

The Dynamic Host Configuration Protocol (DHCP) service which automatically and dynamically assigns IP addresses to hosts.

The Windows Internet Name Service (WINS) which provides a distributed, dynamically updated database of host names mapped to IP addresses which allows users to use friendly host names instead of IP address to locate network resources.

Microsoft DNS server running under Windows NT Server version 4.0 is an RFC compliant DNS name server that you use to manage and administer DNS services on your TCP/IP network. Microsoft DNS server supports RFC’s 1033, 1034, 1035, 1101, 1123, 1183, and 1536 and is also compatible with the Berkeley Internet Name Domain (BIND) implementation of DNS. 

Because Microsoft DNS server is an RFC compliant DNS server, it creates and uses standard DNS database files and record types referred to as resource record types. It is interoperable with other DNS servers and can by managed by using the standard DNS diagnostic utility—nslookup. (Nslookup is included with the TCP/IP utilities provided with Windows NT Server version 4.0.)

Microsoft DNS server also has features above and beyond those specified in the RFCs, such as tight integration with Microsoft Windows Internet Name Service (WINS) and ease-of-administration by using the graphical DNS Manager. 

Integration of DNS and WINS services is an important feature that allows inter-operability between non-Microsoft and Windows-based TCP/IP network clients. DNS and WINS integration provides a method to reliably resolve name queries for Windows-based computers that use dynamic (DHCP-based) IP addressing and NetBIOS computer names. 

The other important new feature of the Microsoft DNS server implementation is DNS Manager, a graphical user-interface that you use to manage local and remote Microsoft DNS servers and database files.

Microsoft DNS server allows you to use a computer running under Windows NT Server version 4.0 to administer an entire domain or subdivisions of the domain referred to as zones, subzones and domains. These subdivisions are dependent on your enterprise requirements for name and administrative groupings of computers, integration of Windows NT-based domains into the DNS domain model, or your role as a Internet Service Provider (ISP) to other enterprises. 

The structure of a DNS zone changes whenever a new host is added or when an existing host is moved to a different subnet. Because DNS is not dynamic, someone must manually change the DNS database files if the zone is to reflect the new configuration. This results in increased administrative overhead, especially on zones that change frequently.
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WINS, on the other hand, was created to ease this type of administrative burden. Coupling DNS with WINS capitalizes on the strengths of each to provide a form of Dynamic DNS. This coupling is supported by the DNS service that runs under Windows NT Server 4.0. With it, you can direct DNS to query WINS for name resolution of the lower levels of the DNS tree in your zones. All of this is transparent to the DNS resolvers, which perceive the DNS name server as handling the entire process. The figure below illustrates how name resolution works when WINS is integrated with DNS.

Updated novell netware interoperability services

Benefits:��Novel NDS-compatible client allows access to NDS resources��NDS-compatible gateway service provides Windows networking clients access to NDS resources without changing client software��Windows NT Server and Windows NT Workstation provide several features and services that enable Windows NT computers to coexist and interoperate with Novell NetWare networks and servers. Some of these services are included in Windows NT Server; others are available as separate products.

The NetWare Link IPX/SPX Compatible Transport (NWLink) is the Windows NT implementation of the IPX/SPX protocol. NWLink supports connectivity between computers running Windows NT and computers running NetWare and compatible systems. NWLink can also be used as a protocol connecting multiple Window NT computers. NWLink is included with both Windows NT Server and Windows NT Workstation.

�

Client Service for NetWare, included with Windows NT Workstation, enables workstations to make direct connections to file and printer resources at NetWare servers running NetWare 2.x or later. Client Service for NetWare supports NetWare 4.x servers running either Novell Directory Services (NDS) or bindery emulation. Logon script support is also included. The Client Service for NetWare has been updated in Windows NT Server 4.0 to allow client access to resources in Novell Directory Services (NDS) trees. 

Gateway Service for NetWare, included with Windows NT Server, enables a computer running Windows NT Server to connect to NetWare servers, just as Client Service for NetWare enables workstations to connect to NetWare servers. In addition, you can use Gateway Service for NetWare to create gateways to NetWare resources. Creating a gateway enables computers running only Microsoft client software to access NetWare resources through the gateway. The Gateway Service for NetWare has been updated in Windows NT Server 4.0 to allow gateway access to resources in Novell Directory Services (NDS) trees

Migration Tool for NetWare, included with Windows NT Server, enables you to easily transfer user and group accounts, volumes, folders, and files from a NetWare server to a computer running Windows NT Server. If the server you are migrating to runs File and Print Services for NetWare, you can also migrate users’ logon scripts.

File and Print Services for NetWare (FPNW) is a separate product. It enables a computer running Windows NT Server to provide file and print services directly to NetWare and compatible client computers. The server appears just like any other NetWare server to the NetWare clients, and the clients can access volumes, files, and printers at the server. No changes or additions to the NetWare client software are necessary.

Directory Service Manager for NetWare, also available separately, extends Windows NT Server directory service features to NetWare servers. It enables you to add NetWare servers to Windows NT Server domains and to manage a single set of user and group accounts that are valid at multiple servers running either Windows NT Server or NetWare. Users then have just one user account, with one password, to gain access to these servers.

�Server Product Comparison

The following pages provide a detailed comparative listing of features between the Windows NT Server and NetWare operating systems. This comparison is based on information published by Novell on the current implementations of their products. The key to the individual line item is:

Functionality of the feature is included within the product (unless otherwise noted)

When appropriate, additional information is provided in the table or in footnotes.

Summary of New Features in Windows NT Server 4.0

�Windows NT Server 4.0�NetWare 3.12�NetWare 4.1��EASE OF USE AND MANAGEMENT�����Easy graphical user interface—consistent with desktop operating systems�(����Administrative Wizards�(����Task Manager for process and memory monitoring�(����Network Monitor (network traffic analyzer)�(����Graphical system diagnostics tool�(����System Policy Editor and User Profiles�(����INTERNET AND COMMUNICATIONS SERVICES�����Built-in Internet (Web, FTP, Gopher) server�(����HTML and document content indexing and search engine�(����Web site content creation and management application�(����Distributed Component Object Model (DCOM) �(����Multilink Channel Aggregation�(����Point-to-Point Tunneling Protocol (PPTP)�(����NETWORK INTEGRATION�����DNS Server with graphical administration and WINS integration�(����MultiProtocol Router (MPR)�(�(�(��Windows 95 Remote Program Load (RPL)�(�(�(��Cryptography APIs�(����Summary of Key Features

�Windows NT Server 4.0�NetWare 3.12�NetWare 4.1��Architecture�����Preemptive multitasking�(����Processors—Intel�(�(�(��Processors—RISC�MIPS, DEC Alpha, PowerPC����Symmetric multiprocessing�(32 Processors��(separate product)��Virtual memory�(����Microkernal architecture�(����Memory protection for apps and subsystems�(��(for debugging only)��Transports�����Protocols included�NetBEUI, IPX, TCP/IP (native)�IPX�IPX, �TCP/IP (tunneling)��Multilink Channel Aggregation�(����Point-to-Point Tunneling Protocol (PPTP)�(����Multi-Protocol Router (MPR)�(�(�(��Internet Features�����Web server�(����FTP server�(����Gopher server�(����Web database connectivity and publishing�(����Remote Web server administration�(����CGI and native programming interfaces�(����Supports standard administration tools—Now includes support for Systems Management. Server (SMS) as well as SNMP administration tools�(����Supports NCSA style map files, as well as CERN style map files, facilitating porting from UNIX systems�(����Easy to set up SSL security via Key Manager Tool�(����Document Search services add-on for IIS—allows for content indexing and search capabilities of HTML and Office documents (will be available on the Web for download in Q2, 1996)�(����Distributed Component Object Model (DCOM) for easily distributed applications�(����File System�����Efficient sub-block allocation�( 512 bytes�( 16K�( 16K��File compression�(��(��High-performance asynchronous I/O�(����Performance optimizations�����Dynamic cache�( 1GB per process��(static cache)��Security�����Designed to meet C2 Security�(��(requires special hardware)��Single logon compatibility for client/server applications�(��(��Centralized security event auditing�(����Network Management�����Administrative Wizards�(����Graphical system diagnostics tool�(����System Policy Editor and User Profiles�(����GUI utilities�(��(��Remote administration, performance, and event monitoring�(����DHCP support for TCP/IP�(��(��WINS support for TCP/IP�(����DNS server with WINS integration�(����Network protocol analyzer�(����Directory Service�����Automatic replication�(��(��Single network logon�(��(��Applications can be integrated into directory service�(��(��Performance monitoring�����Graphical remote performance monitoring�(����Fault tolerance�����File System Recovery Log�(����Detailed Feature Comparison

�Windows NT Server 4.0�NetWare 3.12�NetWare 4.1��Architecture�����Multiuser operating system�(�(�(��Preemptive multitasking�(����Processors—Intel�(�(�(��Processors—RISC�MIPS, DEC Alpha, PowerPC����Symmetric multiprocessing�(up to 32 Processors��(separate product)��Asymmetric multiprocessing��(���Clustering�����Minimum memory RAM�16MB�4MB�6MB��Maximum memory RAM�4GB�4GB�4GB��Paged virtual memory�(����Dynamic memory cache�(����Maximum number of user connections�unlimited�250�1000��32-bit operating system�(�(�(��Dynamic loading of services�(�(�(��Memory protection of applications�(����Audit alerts�(�(Audit Y, Alerts N�(��Structured exception handling�(����Microkernel based architecture�(����Protected subsystems�(����Hardware abstraction layer�(����Unicode support�(����Installable file systems�(�(�(��NIC support—Client�����16-bit Ethernet support�(�(�(��32-bit Ethernet support �(�(�(��16-bit Token Ring support�(�(�(��32-bit Token Ring support�(�(�(��NDIS support�(��(��ODI support�(�(�(��Third-party driver support�(�(�(��NIC support—Server�����16-bit Ethernet support�(�(�(��32-bit Ethernet support �(�(�(��16-bit Token Ring support�(�(�(��32-bit Token Ring support�(�(�(��NDIS support�(����ODI support�( Novell requester only�(�(��Third-party driver support�(�(�(��Multiple network adapters�(�(�(��Other hardware support�����CD-ROM�(�(�(��SCSI adapters�(�(�(��Plotters�(�(�(��Scanners�(����Transports�����IPX�(�(�(��IPX Dial-in�(�(�(��Packet Burst�(�(�(��LIP�(�(�(��AppleTalk�(�( (extra cost)�( (extra cost)��NetBEUI�(����TCP/IP (tunneling)�(�(�(��TCP/IP (native)�(����Point-to-Point (PPP) protocol�( (IPX, NetBEUI, TCP/IP)����OSI�( (in SDK)����DECNet�( (DEC)����DLC�(�(�(��Internal routing�(�(�(��IPCs�����Named Pipes (client side)�(�(�(��Named Pipes (server side)�(����Sockets�(�(�(��Transport Library Interface�(����DCE compatible RPC�(����LU 6.2, LU1, LU0, LU2, LU3�( (SNA Server)�((NetWare SAA)�((NetWare SAA)��HLLAPI�( (3rd party)�( (3rd party)�( (3rd party)��Local Procedure Call (LPC)�(����Semaphores�(��(��Mutexes�(��(��Timers�(����Asynchronous Procedure Calls�(����File System�����Maximum number of file locks�unlimited�100K�100K��Maximum number of file opens�unlimited�100K�100K��Maximum file size�17 billion GB�4GB�4GB��Efficient subblock allocation�( 512 bytes�(�( 16K��File compression�(��(��Transaction-based file system�(��(��Support for MS-DOS files�(�(�(��Support for Macintosh files�(�(�(��Support for OS/2 files�(�(�(��Support for NFS�( 3rd party�(extra cost�(extra cost��Volumes/files span drives�(�(�(��Total disk storage�408 million TB�32 TB�32 TB��Maximum volumes/server�25�64�64��Maximum physical drives/server�limit of hardware�1024�1024��Maximum partition size�17,000 TB�drive size�drive size��Maximum volume size�17,000 TB�32 TB�32 TB��Disk quotas�( 3rd party�(�(��High-performance asynchronous I/O�(����Memory mapped file I/O�(����Maximum length of file name�255�255�255��Long file names made visible to clients �(�( only with OS/2 name space�( only with OS/2 name space��Performance optimizations�����Dynamic cache�( 1GB per process��(static cache)��Elevator seeking�(�(�(��Read-ahead caching�(�(�(��Background writes�(�(�(��Overlapped seeks�(�(�(��Split seeks�(�(�(��Directory hashing�(�(�(��Directory caching�(�(�(��File caching�(�(�(��Virtual memory�(����Returnable memory�(�(�(��Data scattering��(�(��Security�����Designed to meet C2 security�( Redbook

( Orangebook��Requires

 special 

hardware��Designed to meet B2 security�( 3rd party����Single logon to network�(��(��Single, secure logon�(�(�(��Single logon for compatible client/server applications�����Minimum password length restriction�(�(�(��Passwords encrypted�(�(�(��Packet signing (secure authentication)�(�(�(��Password aging�(�(�(��Password history�(�(�(��Minimum time until password can be changed�(�(�(��Account lockout�(�(�(��Restrict logon to specific workstation�(�(�(��Replaceable client logon�(��(��Limit concurrent connections for single user��(�(��Restrict logon by time and day�(�(�(��Set account expiration date�(�(�(��Disconnect when access time expires�(�(�(��Re-key password verify�(�(�(��Configurable administrative rights�(�(�(��Centralized security event auditing�(����Security event alerts�(����File system auditing�(�(�(��Directory and file rights�����Read�(�(�(��Write�(�(�(��Execute�(�(�(��Delete�(�(�(��Change permissions (Grant)�(�(�(��Take ownership�(�(�(��List directory�(�(�(��Create files in directory�(�(�(��User rights�����Access workstation from network�(����Logon locally�(����Back up files and directories�(�(�(��Restore files and directories�(�(�(��Change the system time�(����Shut down system locally�(�(rconsole�(rconsole��Force system shutdown remotely�(�(rconsole�(rconsole��Load and unload device drivers�(�(rconsole�(rconsole��Manage audit and security logs�(����Take ownership of files or other objects�(�(yes, with supervisor rights�(yes, with supervisor rights��Security auditing�����Audit user security transactions�(�(�(��Audit user file transactions�(�(�(��Audit administrator transactions�(�(�(��Audit file-creation statistics�(�(�(��Audit volume statistics�(�(�(��Filter audit logs�(�(�(��Audit security policy changes�(����Audit restart or shutdown of system�(��(��Non-dedicated server�(��with OS/2 add-in product��Remote printer port on workstation�(�(�(��Peer print services�(����Assign priorities to print queue�(�(�(��Multiple queues to a single printer�(�(�(��Multiple queues on multiple printers�(�(�(��Multiple printers on one queue�(�(�(��Postscript supported�(�(�(��Maximum shared printers per server�unlimited�16�255��Cross platform printing (OS/2)�(�(�(��Cross platform printing (UNIX)�(�(extra cost�(extra cost��Cross platform printing (NetWare)�(�(�(��Cross platform printing (SNA)�(�(�(��Remote queue management�(�(�(��Support for multiple forms��(�(��Network attached printer support�(�(�(��User notification of job completion�(�(�(��Operator notification of print problem�(�(�(��Printer alerts�����Out of paper�(�(�(��Print request deleted�(�(�(��Print request completed�(�(�(��Printer off-line�(�(�(��Paper jam�(�(�(��Needs specific form��(�(��Configure error reporting to specific users��(�(��Network management�����Command line utilities�(�(�(��GUI utilities�(��(��Remote administration, performance, and event monitoring�(�(�(��Asynch remote administration�(�(�(��Remote installation�(�(�(��Remote upgrade�(�(�(��Remote corrective service�(�(�(��Remote session security�(�(�(��Remote modem callback�(�(extra cost�(extra cost��DHCP support for TCP/IP�(��(��WINS support for TCP/IP�(����Performance monitoring�����View total percent CPU use�(�(�(��View total privileged CPU use�(����View total user CPU use�(����View logical disk use�(�(�(��View physical disk use�(�(�(��View cache utilization�(�(�(��View packets/bytes sent�(�(�(��View page/faults per second�(����View number of active processes�(�(�(��View number of active threads�(����View processor time by process�(����View processor time by thread�(����Log performance statistics�(����Delegating administrative responsibility�����Account operators�(�(�(��Backup operators�(�(�(��Directory administrator�(�(�(��Enterprise administrator�(�(�(��Print operator�(�(�(��Replication operator�(����Server operator�(�(�(��Alert messages�����Volume is getting full�(�(�(��Volume is full�(�(�(��Error log is full�(�(�(��Connection slots depleted�(�(�(��Memory for resource allocation depleted�low virtual memory

alert�(�(��Disk utilization above threshold�(�(�(���Fault tolerance�����File system recovery log�(����Redundant directory structures�(�(�(��Directory verification during power-up�(�(�(��Read-after-write verification�(�(�(��Hot fix�(�(�(��Salvage/undelete�( (FAT only)�(�(��UPS support�(�(�(��Disk duplexing�(�(�(��Disk mirroring�(�(�(��Software RAID 5�(����Server mirroring�(3rd party�(���Dynamic volume sets�(����Backup�����Backup/restore of server disk w/security�(�(�(��Online backup of account files�(�(���Backup utility included�(����Workstation backup (Windows for Workgroups, Windows NT Workstation)�(�( TSR�( TSR��Automatic file replication service�(����Server job scheduling�(����

Current Publications on Windows NT 

As of July, 1996 there are at least 100 books in print on Windows NT Workstation and Windows NT Server.



Title�Author��10 Minute Guide to Windows NT 3.51 Workstation�Jeffrey Richter��Advanced Windows: The Developer's Guide to the Win32 API for Windows NT 3.5 and Windows 95�Richter, Jeffrey��Application Programming for Windows NT/Book and Disk�Murray, William H.,III��Build a World Wide Web Commerce Center: Plan, Program and Manage Internet Commerce for Your Company�William H. Murray, Chris H. Pappas��Build Your Own Web Site�Yao, Paul��Building a Windows NT Internet Server/Book & CD ROM�Eric Harper��Building Net Sites With Windows NT: An Internet Services Handbook�Ed Tittel��C++ Windows NT Programming/Book and Disk�Andrews, Mark��Customizing and Optimizing Windows NT�Mark Andrews��Developing International Software for Windows 95 and Windows NT (Microsoft Programming Series)�Hardcover (Special Order)��Distributing Applications Across DCE and Windows NT�Steve Petrucci��Help!: Windows NT 3.1 (The Windows NT Technology Series)�Pappas, Chris H.; Murray, William H.��Inside the Windows NT File System�Nadine Kano��Inside Windows NT�Rosenberry, Ward; Teague, Jim��Inside Windows NT�New Riders Publishing��Inside Windows NT Server�Custer, Helen��Inside Windows NT Workstation�Stoddard��Learn Windows NT in a Day/Book and Disk (Popular Applications)�Helen Custer��Mastering Windows NT Server 3.51�George Eckel, et al��Microsoft Windows NT: A Strategic Review�Drew Heywood��Microsoft Windows NT 3.5: Guidelines for Security, Audit, and Control �Columbus, Louis��Microsoft Windows NT for Graphics Professionals�Louis Columbus��Microsoft Windows NT Resource Kit for Windows NT Server Version 4.0�Spencer, Kenneth L.; Schoeniger, Eric-��Microsoft Windows NT Server One Step at a Time�Simpson, Alan��Microsoft's Windows NT Operating System�Myers, Brian; Hamer, Eric��Multithreaded Programming With Windows NT�Mark Minasi��Networking Programming in Windows NT �(Addison-Wesley UNIX and Open Systems Series)�Simpson, Alan��Networking Windows NT: Using Windows in the Corporate LAN Environment�Conger, Jim��Networking Windows NT 3.51�Microsoft��Networking With Windows NT/Book and Disk�Microsoft��NT Server: Management and Control�Cliff Leach��OpenGL Programming for Windows 95 and Windows NT�Paperback��Photographic Imaging Techniques in C++ for Windows and Windows NT/Book and CD-ROM: For Windows and Windows NT/Book and CD-ROM�Microsoft��SAS Companion for the Microsoft Windows NT Environment, Version 6���SAS Companion for the Microsoft Windows NT Environment, Version X�Paperback��Seven Keys to Learning Windows NT�Houlette, Forrest��Show-Stopper!: The Breakneck Race to Create Windows NT and the Next Generation at Microsoft�Microsoft��Show-Stopper!: The Breakneck Race to Create Windows NT and the Next Generation at Microsoft�G. Pascal Zachary��Show-Stopper: The Breakneck Race to Create Windows NT & the Next Generation at Microsoft�Zachary, G. Pascal��Teach Yourself . . . Windows NT�Rao, Hy��The Illustrated Guide to Btrieve for Windows NT Server: The Power of Client/Server Computing�Richard B. Trocino��The Windows NT Device Driver Book: A Guide for Programmers���The Windows NT Web Server Book: Tools & Techniques for Building an Internet/intranet Site�Catapult, Inc.��The Windows NT Internet Server�Kevin Reichard��The Windows NT Web Server Book: Tools and Techniques for Building Your Own Internet Information Site�Larry Budnick��Ultimate Windows NT�New Riders Development��Using Windows NT�Catapult, Inc.��Using Windows NT: The Essentials for Professionals���Using Windows NT�Que DevelopmeNT Group��Using Windows NT: The Essentials for Professionals�Marshall Brain, Kelly Campbell��Using Windows NT: Special Edition�Que Development Group, Columbus, Eidoson, Woeher, Peterson��Using Windows NT: The Essentials for Professionals�Brain, Marshall, Campbell, Kelly��Van Wolverton’s Guide to Windows NT: Easy Directions for Immediate Results�Van Wolverton��Voodoo Windows NT: Tips & Tricks with an Attitude�Feldman, Len��Win 32 API Desktop Reference/Book & Disk�Peter Varhol��Win 32 API Desktop Reference/Book & Disk�James McCord��Win 32 System Services: The Heart of Windows NT�Kennedy, Randall C.��Win32 System Services: The Heart of Windows NT�Brain, Marshall��Windows 95 and NT Programming With the Microsoft Foundation Class Library�Leavens, Alex��Windows 95 and NT Programming With the Microsoft Foundation Class Library�William H. Murray, Chris Pappas��Windows 95 and NT Win32 API from Scratch: A Programmer's Workbook�Powell, Joel��Windows 95 and NT Win32 API from Scratch: A Programmer's Workbook�David S. Platt��Windows NT (Quick Reference Guide)�Joel Powell��Windows NT: A Developer’s Guide/Book and Disk�Thuan Q. Pham, Pankaj K. Garg��Windows NT: A Practical Guide�Eddon, Guy��Windows NT: The Complete Reference�Monro, Christopher��Windows NT: The Next Generation�Alok K. Sinha��Windows NT 3.1 Graphics Programming (Windows NT Technology Series)�John D. Ruley, et al��Windows NT 3.1 Programming/Book and Disk�Christopher Monro��Windows NT 3.5 Unleashed�John D. Ruley, John D. Ruley��Windows NT Administration: Single Systems to Heterogeneous Networks�Columbus, Louis��Windows NT for Open VMS Professionals�Louis Columbus��Windows NT for the Technical Professional�Kenneth L. Spencer��Windows NT Network Programming: How to Survive in a 32-Bit Networking World�Ira A. Hertzoff��Windows NT Power Tools/Book and Disk (Random House Power Tools)�Blake, Russ��Windows NT Power User's Toolkit (J. Ranade Workstation Series)�Derfler, Frank��Windows NT Programming: An Introduction Using C++/Book and Disk�Craig A. Lindley��Windows NT Server: Professional Reference�Paperback��Windows Sockets Network Programming (Addison-Wesley Advanced Windows Series)�Andrews, Mark��Windows NT�Schwartz, Karl��Windows NT (Quick Reference Guide)�Karl Schwartz, Joanne Schwartz��Windows NT: A Developer's Guide/Book and Disk�Kevin J. Goodman��Windows NT: A Practical Guide�Arthur D. Tennick��Windows NT: The Complete Reference�Allen L. Wyatt��Windows NT: The Next Generation�Len Feldman��Windows NT 3.5 Unleashed�Robert Cowart��Windows NT 3.5 Unleashed�Paperback��Windows NT 4.0 Server Unleashed�Jason Garms��Windows NT Administration: Single Systems to Heterogeneous Networks�Marshall Brain, Shay Woodard��Windows NT Advanced Server: LAN Manager for NT�Spencer, Kenneth��Windows NT Answer Book�Groves, James A.��Windows NT Basics�Technical East ��Windows NT Client/Server Developer's Guide/Book & Disk�Clark, Gill��Windows NT Companion�Borland, Russell��Windows NT Developers Treasure Chest�McCord, James��Windows NT for the Technical Professional�Louis Columbus��Windows NT in a Day�Knox, Weber��Windows NT Inside & Out�Sheldon, Thomas��Windows NT Instant Reference�Powell, James E.��Windows NT Network Programming: How to Survive in a 32-Bit Networking World�Ralph Davis��Windows NT Network Resource Guide�Microsoft��Windows NT Power Tools�Leblond Group��Windows NT Power Tools/Book and Disk (Random House Power Tools)�Leblond Group��Windows NT Programming: An Introduction Using C++/Book and Disk�Marshall Brain, Kelly Campbell��Windows NT Programming Handbook�Herbert Schildt��Windows NT Resource Guide�Microsoft ��Windows NT SECRETS�Livingston, Brian��Windows NT Server & Workstation 3.5 (MCSE Study Guide/CD-ROM)�Jim Blakely��Windows NT Server (LAN Manager for NT)�Spencer, Kenneth��Windows NT Server: Professional Reference�Karanjit S., Phd Siyan��Windows NT Server Survival Guide�Rick SaNT'Angelo, Nadeem Chagtai��Windows NT Unleashed�Cowart, Mark��Windows NT: A Developer’s Guide�Goodman, Kevin��Windows NT: A Practical Guide�Tennick, Arthur��Windows NT: Making the Move�Forney, Jim��Windows NT: Microsoft’s New Operating System Strategy�Varhol, Peter D.��Windows NT: Programming Handbook�Schildt, Herbert��Windows NT: The Complete Reference�Wyatt, Sr., Allen L.,��Windows NT: The Next Generation�Feldman, Leonard��World Wide Web: Database Programming for Windows NT�Stinson, Craig��



�tips for installing Windows NT server

This section contains important material pertaining to Windows NT version 4.0 setup not available in the Microsoft Windows NT Start Here: Basics and Installation manual or in Help, as well as information on changes that occurred after publication. We recommend you read this document BEFORE installing Windows NT.

Additional late-breaking information about Windows NT is available in the following files:

Readme.wri

Network.wri

Printer.wri

Network.wri contains information related to networks, including further information about network adapter cards, network services, and interoperability. Readme.wri contains general information about Windows NT version 4.0, including information on specific hardware and software applications. Printer.wri contains information related to printing, including information on specific printers.

Creating Windows NT Setup Startup Disks

El Torito (No Emulation) Bootable CD-ROM Format

Setting Up Windows NT Version 4.0 on Computers with Multiple CD-ROM Drives Installed

Microsoft Windows NT SCSI Driver Changes

Network Adapter Drivers

Duplexing with the Compaq FastWide SCSI 2 EISA Controller

Winnt/Winnt32 Disk Space Errors

HPFS File Systems

Microsoft Windows Messaging

Schedule+ version 1.0

Upgrading DNS Servers

Upgrading WINS, DHCP and RPL Databases

Removing Remotely Possible/32 Before Upgrading

Detecting and Disabling the Floating-Point Division Error

Digital Alpha Systems

Micron Computers

Displaying Setup on Laptop Computers

Disconnecting UPS Devices

Intergraph G91 Display Adapters

SoundBlaster/SCSI Problems

Devices That Must Be Manually Installed

Using Multiple Windows NT Installations on a Single Computer

Using NTHQ if Setup Fails

Creating Windows NT Setup Startup Disks

If your Windows NT Workstation or Windows NT Server setup floppy disks become corrupted, or are misplaced, you can create a new set by using Winnt.exe or Winnt32.exe from your Windows NT Workstation or Windows NT Server compact disc. These disks can be used to start Windows NT Workstation or Windows NT Server setup, or can be used with your Emergency Repair Disk (ERD).

Note:

You can create these boot disks from a computer running MS-DOS, Windows version 3.1, Windows for Workgroups, Windows 95, Windows NT Workstation, or Windows NT Server.

To create Windows NT Workstation or Windows NT Server startup disks:

Insert the Windows NT Workstation or Windows NT Server compact disc into a CD-ROM drive.

From the MS-DOS command prompt, change to the CD-ROM drive and the correct platform folder (for example, \I386 for x86-based computers).

If the computer you are using is running Windows NT, type: winnt32 /ox at the command prompt, press Enter, and follow the instructions.

If the computer you are using is running MS-DOS or Windows version 3.1, Windows for Workgroups, or Windows 95, type winnt /ox at the command prompt, press Enter, and follow the instructions.

El Torito (No Emulation) Bootable CD-ROM Format

If your computer’s BIOS does not support the El Torito (no emulation) bootable CD-ROM format, you might get an error when you start your computer with the Windows NT compact disc inserted in the CD-ROM drive. To work around this problem, remove the compact disc from the CD-ROM drive and restart your computer.

Setting Up Windows NT Version 4.0 on Computers with Multiple CD-ROM Drives Installed

If you have multiple compact disc drives installed, place the Windows NT compact disc in the drive that has first priority on your computer.

Windows NT SCSI Driver Changes

With the release of Windows NT version 4.0, drivers for certain SCSI adapters have been moved from the base operating system to the Windows NT Driver Library (\DRVLIB) included on the Windows NT version 4.0 compact disc. Check the following list to determine if any of your adapters are affected by this change. If your computer has an adapter that appears on this list, you must create a driver disk before installing Windows NT version 4.0. Use this disk to install the appropriate driver(s) during setup, or keep the disk handy and install the driver using the Control Panel once setup is complete.

The following drivers have been moved:

always.sys

dtc329x.sys

t128.syst13b.sys

tmv1.sys

ultra124.sys

wd33c93.sys

The following adapters are affected by this change:

SCSI Adapters

Always IN-2000

Data Technology Corp. 3290

Maynard 16-bit SCSI Adapter

MediaVision Pro Audio Spectrum-16

Trantor T-128

Trantor T-130B

Disk controllers

UltraStor 124f EISA Disk Array Controller

Please see the Windows NT Hardware Compatibility List for additional information on these storage adapters.

To Create a Driver Disk for Drivers That Have Been Moved to the Driver Library

Create a blank formatted 3.5-inch disk.

Copy all files from the following directory to the blank disk: \drvlib\storage\retired\CPU_TYPE

where CPU_TYPE is X86 if you are using a machine with an x86-based processor; MIPS if your computer uses a MIPS RISC processor; or ALPHA if your computer uses a Digital Alpha processor.

Label this disk “Drivers Disk.”

To Install Drivers From the Drivers Disk During Windows NT version 4.0

Setup:

Start Windows NT setup. 

During the course of setup, a message appears stating “Setup has recognized the following mass storage devices in your computer.” 

When prompted, press S to skip detection, then press S again to display a list of supported SCSI host adapters. 

Select Other from the bottom of the list. 

Insert the Drivers Disk when prompted to do so, and select your host adapter from this list.

Windows NT will now recognize any devices attached to this adapter. Repeat this step for each host adapter not already recognized by Windows NT setup.

To install drivers when setup recognizes one of the supported SCSI host adapters without making the devices attached to it available for use:

Restart Windows NT setup. 

When Windows NT setup displays the message “Setup is inspecting your computer’s hardware configuration...,” press F6. 

This prevents Windows NT setup from performing disk controller detection and allows you to install the driver from the Drivers Disk you created. Note that all SCSI adapters will have to be installed manually.

When Windows NT setup displays the message “Setup could not determine the type of one or more mass storage devices installed in your system, or you have chosen to manually specify an adapter,” press S to display a list of supported SCSI host adapters. 

Select Other from the bottom of the list. 

Insert the Drivers Disk you made when prompted to do so, and select your host adapter from this list. Note that in some cases, Windows NT setup will repeatedly prompt you to swap disks.

Windows NT will now recognize any devices attached to this adapter. Repeat this step for each host adapter not already recognized by Windows NT setup.

To install drivers from your drivers disk after running Windows NT version 4.0 Setup:

After installing the properly configured adapter in your machine, start Windows NT version 4.0 as normal.

Click Start, point to Control Panel, then open the SCSI Adapters program.

Select the Drivers tab, then click the Add button.

Click the Have Disk button, insert your drivers disk into Drive A:, and then click OK.

Highlight the desired driver from the list presented, and then click OK. Then, click Continue to load the driver.

You need to restart your Windows NT version 4.0 system to activate the driver. Click the Restart Computer button to shutdown and restart.

Warning:

If you are upgrading from Windows NT version 3.51, you must know the names of all SCSI adapters before running setup. To view this list, open Windows NT setup (in the Main program group in Windows NT version 3.51) and click Add/Remove SCSI Adapters on the Options menu. Record the names of all adapters on this list and keep them handy for use during Windows NT version 4.0 Setup.

Network Adapter Drivers

Microsoft provides network adapter drivers from third-party vendors on the Windows NT Workstation and Windows NT Server version 4.0 compact discs. These drivers, which are located in the \DRVLIB folder have all met specific standards of installation and operation. 

Most PCI, EISA, and MCA adapters in the \DRVLIB can be detected and successfully installed during setup. Most ISA and PCMCIA adapters are not detected but can be installed manually during setup. 

For ISA adapters that can be detected, two identical adapters cannot be detected during setup. The adapter with the lowest I\O address will be detected, while the others will not. They can, however, be manually added. For multiprocessor systems, two identical ISA adapters may not be supported due to hardware limitations of the adapter. The NE2000 is an example of this limitation.

Most network adapters in the \DRVLIB do not support the unattended answer file (unattend.txt) for use in automated installations of Windows NT. Exceptions are the IBM Auto 16/4 Token Ring Adapter, IBM AutoStreamer Token Ring adapters, IBM Token Ring LanStreamer PCI adapter, 3Com Etherlink III PCI adapters, and the Intel EtherExpress PRO/100B adapter.

Some adapters may quit functioning if you upgrade from an earlier version to the Windows NT version 4.0. This can be caused by changes in the registry, such as adapter driver name changes, service dependency changes, or an obsolete network adapter driver. Removing the old driver and installing it again from the menu will correct the startup problem for adapters listed on the Hardware Compatibility List (HCL). Xircom IIPS and Eicon ISDN are examples of adapters that must be reinstalled.

Some adapters generate errors during Setup because the configuration settings cannot be verified. This can be caused by conflicting settings for interrupt and I/O addresses.  The error can also be displayed if Setup calls an executable helper which sets up the configuration. If the adapter driver starts and connects to the network, the error can be ignored. If not, the error is an indication there are resource conflicts which will have to be fixed. The Intel E100B and IBM Streamer adapters are examples of drivers that use their own executable setup routines.

Microsoft does not recommend the use of 8-bit network adapters with Windows NT Workstation or Windows NT Server. Support for these adapters is included in some cases due to customer requirements, but older hardware represented by this technology does not provide good performance or reliability.

Network PnP Mode

PnP mode is not supported. Network adapters that support PnP mode must be reconfigured with a software setup utility provided by the manufacturer. This includes system board mounted network adapters, 3Com EtherLink III B models, and Standard Microsystems SMC8416 Ultra PnP adapters.

Bus-Master Adapters

Bus-Master adapters are not supported on Motorola Power PC computers. These include the Proteon p1390, p1392, p1392plus, and IBM 4/16 Token Ring Adapter II. IBM Power PC systems are supported.

PCMCIA Adapters

If your PCMCIA adapter does not start, or operates incorrectly, try using a different interrupt for the network adapter. Interrupts 2, 5, and 10 are often reserved on portable computers. In these cases, Microsoft recommends changing the interrupt to 3, 11, or 15. If the settings are changed during installation, the adapter will not start until installation is completed and the system is restarted. If you know the settings presented by setup will cause a conflict, you can change them, but the adapter will not start until the installation is completed and the computer is restarted.

Eicon WAN or the USR WAN (non-ISDN) Adapters

During setup, selecting any Eicon WAN or the USR WAN (non-ISDN) adapters will result in a dialog box that cannot be exited. This will cause the installation to fail because rebooting is necessary to recover. For these adapters, complete the installation and add the adapter later.

Xircom Corporate Series CreditCard Ethernet Adapter IIps

Xircom Corporate Series CreditCard Ethernet Adapter IIps adapters will stop working if you upgrade from Windows NT version 3.51. Because the driver name changed for this adapter, and because of the subsequent effect on the registry, the IIps adapter must be manually removed and reinstalled.

Intel EtherExpress PRO/10P PCI LAN Adapter drivers

If you install Windows NT version 4.0 from a network drive and have both an Intel EtherExpress PRO/10P PCI LAN Adapter driver and a PCI SCSI controller installed, setup may indicate one or more files are corrupt when it verifies the copy from the temporary directory to the %systemroot%\system32\drivers folder.

This problem occurs because the network adapter is not reset correctly when setup warm starts the computer. You can avoid this problem by turning the computer off and then back on instead of allowing setup to warm start the computer.

Digiboard PCIMAC and PCIMAC/4 ISDN Adapters

Digiboard PCIMAC and PCIMAC/4 ISDN adapters do not always work correctly in multibus PCI-based computers.

NE2000 or Compatible Network Adapters

Installing or upgrading to Windows NT 4.0 with a NE2000 or compatible network adapter set to an I/O address of 340 hex, may cause the system to hang when booting into text-mode Setup. If this occurs, either remove the NE2000 adapter or change its I/O address and restart Setup to continue the installation. The NE2000 will operate normally at I/O address 340 hex after Setup is complete.

AMD PCnet Adapters on Intergraph TD Workstations

Detecting early versions of the AMD PCnet adapter can cause the system to hang. If this occurs, restart Windows NT setup by rebooting the computer, select the AM1500T network adapter and set the configuration parameters manually to match the jumpers. Intergraph models TD-1, TD2 and TD-3 are examples of computers with the early AMD adapter built onto the system board.

Duplexing with the Compaq FastWide SCSI 2 EISA Controller

If you utilize the Compaq FastWide SCSI 2 EISA controller and require duplexing with mirrored partitions, both controllers must be set to use 64 heads/32 sectors translation. The EISA partition and the operating system partition must both be located in the first 1024 cylinders. It is also recommended both drives posses the same SCSI ID number. By default, this is 0. Refer to the controller documentation or contact Compaq support for details on advanced configuration options.

Winnt/Winnt32 Disk Space Errors

Winnt.exe and Winnt32.exe will report an error if unable to find a drive with enough disk space available, or if the drive specified with the /t switch has insufficient free disk space. If such an error occurs, you must free some disk space and then run Winnt or Winnt32 again.

In some cases, Winnt and Winnt32 will not report a disk space error, but at some point during the file copy process, will report an error copying a file due to lack of disk space. This occurs when the drive to which the temporary directory, $win_nt$~ls, is being copied is formatted with a cluster of size 32KB or greater and has only the minimum free disk space allowed. If this error occurs, you must free additional disk space, and rerun winnt/winnt32.

Running Windows NT setup from MS-DOS 6.20 may cause invalid filename errors on files that start with an exclamation point. The error message can be ignored and the files can be skipped.

HPFS File Systems

Windows NT version 4.0 does not support the OS/2 File System (HPFS). You cannot access disks that are formatted with HPFS from Windows NT version 4.0. If you have a previous version of Windows NT installed on a disk formatted with HPFS, setup cannot upgrade it to Windows NT version 4.0.

You can use the Convert.exe program supplied with previous versions of Windows NT to convert disks formatted with HPFS to the Windows NT File System (NTFS). Windows NT version 4.0 Convert.exe does not provide this capability. Do not convert any disks you need to access when using other operating systems such as OS/2.

Note: Convert.exe can convert only HPFS version 1.x drives smaller than 4 gigabytes (GB). It fails on HPFS 2.x drives (those HPFS drives larger than 4 GB).

Upgrading DNS Servers

Before upgrading a Windows NT version 3.51 Resource Kit DNS Server to Windows NT version 4.0, you need to delete some registry entries. For more information, see “To Upgrade a Windows NT 3.51 Resource Kit DNS Server” and “To Install a DNS Server” in TCP/IP Help.

Upgrading WINS, DHCP, and RPL Databases

The information in this section pertains only to Windows NT Server. When upgrading a Windows NT Server version 3.51 (or earlier) release to Windows NT version 4.0, the databases for WINS, DHCP, and RPL must be converted to the new database format. This is required because the services now use an improved database engine that is faster and that compacts automatically to prevent fragmentation and consequential growth of the database. The database conversion procedure occurs automatically as part of an upgrade installation.

Removing Remotely Possible/32 Before Upgrading

If you have Remotely Possible/32 version 2.0 or 2.1 installed on a computer running Windows NT version 3.51, you must uninstall Remotely Possible before installing Windows NT version 4.0. If you do not, Windows NT might not install correctly. You can uninstall Remotely Possible by running the Remove.bat file located on the Remotely Possible distribution disk. After you have upgraded to Windows NT version 4.0, you can reinstall Remotely Possible.

For more information about running Remotely Possible/32 versions 2.0 and 2.1 under Windows NT Workstation or Windows NT Server version 4.0, see the Remotely Possible/32 section in “Application Notes” in Readme.wri.

Detecting and Disabling the Floating-Point Division Error

Setup automatically detects the Intel Pentium floating-point division error. If the error is detected on your system, setup prompts you to disable the floating-point hardware on the chip. If you choose not to have the floating-point hardware disabled during setup, you can disable the hardware later with a command line utility called Pentnt.exe.

Digital Alpha Systems

If you are installing this release on a Digital Alpha system, please consult the Release Notes available from:

http://www.windowsnt.digital.com/support/sysoft.htm.

Micron Computers

If you encounter problems during the Windows NT version 4.0 setup on your Micron computer, upgrade your system BIOS to the latest BIOS version available from Micron.

Displaying Setup on Laptop Computers

During text mode setup, some laptops with the WDC 90C24 chipset may show some screen text distortion.

Laptops support a mode that adds additional scan lines between rows of characters. This allows the entire LCD to be used when in 80x25 line text modes. However, when in 43 line text mode (the mode in which Windows NT setup runs), the additional scan lines are forced off the bottom of the display. Certain laptop machines that start in this mode exhibit this behavior. Users encountering this problem will not be able to see the white instruction line on the bottom of the setup screen. This line indicates what keystrokes are used to exit and continue setup. Continue with setup and the video drivers will be reset upon entering the graphical (GUI) portion of Windows NT setup.

Disconnecting UPS Devices

Disconnect the serial cable connecting an uninterruptible power supply (UPS) device before running setup. Windows NT attempts to automatically detect devices connected to serial ports, which can cause problems with UPS equipment.

Intergraph G91 Display Adapters

The Weitek-compatible display driver included with Windows NT version 4.0 does not work with the Intergraph G91 display adapters. Contact Intergraph for an updated driver.

To use Intergraph G91 display adapters with Windows NT version 4.0, run the G91 display driver provided with the Intergraph computer.

To use Intergraph G91 display adapters with Windows NT version 4.0:

1. During the Windows NT version 4.0 setup process, click Cancel when the Display Settings dialog box is displayed.

2. Once installation has been completed, load the drivers supplied with the Intergraph computer.

Sound Blaster/SCSI Problems

Sound Blaster/SCSI cards and PCI SCSI cards may display a blue screen reading “INACCESSIBLE_BOOT_DEVICE” when performing a new installation or an upgrade. This occurs because the BIOS assigns the PCI SCSI card an interrupt that is already in use. If this occurs, physically remove the sound card before reinstalling, or remove the driver during text mode portion of Setup and then reinstall after the installation/upgrade is complete.

Devices That Must be Manually Installed

The following devices must be manually installed. Do not choose to have Windows NT version 4.0 setup automatically detect them.

E-Tech Pocket Fax/Modem

Multi-Tech Multimodem (various models)

Penril modems (various models)

The Modems option in Control Panel will close when you attempt to query these devices.

Using Multiple Windows NT Installations on a Single Computer

If you are installing Windows NT Workstation or Server version 4.0 on a computer already loaded with at least one other Windows NT installation, and if the computer participates on a Windows NT domain, you must use a different computer name and machine account for each Windows NT installation. This is because a unique security identifier (SID) is used for each installation of Windows NT on a domain.

Using NTHQ if Setup Fails

NTHQ detects the installed hardware components on x86-based computers. It was designed to assist Microsoft Product Support engineers when a computer does not boot or becomes unstable. 

To use NTHQ, run Makedisk.bat from the \support\hqtool directory on the Windows NT Workstation or Windows NT Server compact disc. Makedisk.bat creates a bootable floppy disk that you can use to start your computer and automatically run the diagnostic tool.



� Source: Focus groups 8/95-4/96

� Internet and Intranet 1996: Markets, Opportunities, and Trends, A Focus Report by Zona Research Inc.



��



��



�PAGE  �1�

� PAGE �1�	Microsoft Open Directory Services Interface: OLE DS - White Paper



�PAGE  �1�

















	Microsoft Open Directory Services Interface: OLE DS - White Paper	� PAGE �3�



��



�PAGE  �4�

� PAGE �4�	Microsoft Open Directory Services Interface: OLE DS - White Paper



��















��



�PAGE  �72�

� PAGE �72�	Microsoft Windows NT Server Version 4.0 	   Reviewer’s Guide



�PAGE  �71�� PAGE �71�

	Microsoft Windows NT Server Version 4.0 	   Reviewer’s Guide � PAGE �71�



�PAGE  �78�

� PAGE �78�	Microsoft Windows NT Server Version 4.0 	   Reviewer’s Guide



�PAGE  �79�� PAGE �79�

	Microsoft Windows NT Server Version 4.0 	   Reviewer’s Guide � PAGE �79�








