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V5R3 changes

— Migration from 5763XD1 Client Access for Windows 95/NT no longer
supported

— Installing on Windows 95, 98, Me is no longer supported

— Upgrading from V5R4 Express is no longer supported
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iSeries Access for Windows Install/Upgrade
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iSeries Access for Windows Install/Upgrade

Media Types

— iSeries licensed program 5722XE1 V5R1M0, V5R2MO0, V5R3MO0

 Install image placed in \QIBM\ProdData\CA400\Express\Install\image
(or \QIBM\ProdData\Access\Windowsl\Install\Image in V5R2 via symbolic link)

 Installable via IBM iSeries Support for Windows Network Neighborhood
(iSeries NetServer)

» Useful for automatic upgrade and maintenance of a network of clients
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iSeries Access for Windows Install/Upgrade
Tailored Install

— Limit components available for end-users to install
— Tailored Install GUI - looks like Custom Install
» cwbinimg.bat from original installation image

» Creates a tailored image based on a subset of the original image into the
specified target directory

» Omit components that you do not want in your tailored image

» Component prerequisites and dependencies are enforced to ensure that a
valid installable image is created
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iSeries Access for Windows Install/Upgrade

Tailored Install ...

— Installs from a tailored image will dynamically build a component
selection list based on the .cab file content in the installation image

— Use i5/0S authorities to restrict users or groups from install images that
they should not be installing/upgrading from
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iSeries Access for Windows Install/Upgrade

Tailored Install ...

Start Copying Files

‘W have enough information to start copying files for the tailored
installation image. 1f you want to review or change any settings,
click Back. If you are satisfied with the settings, click Next to
begin copying files

Current Settings:

Components to exclude: 4]
iSenies M avigatar
‘work Management
Configuration and Service
Network
Security
Users and Groups
Database
Backup J
Application Development
Commands

Packages and Products =
L] _’IJ
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iSeries Access for Windows Install/Upgrade

Installation Types

— New installation of iSeries Access for Windows

If done from the iSeries using iSeries NetServer - automatically sets end-
user up properly for later service packs and upgrades

Recommend using UNC name (\\as400\QIBM\...\Install\image\setup.exe)

» Typical, PC5250 User, Custom, Full
(Full is useful with tailored install images)

If done from iSeries, can also install Secure Sockets Layer (SSL), iSeries
Navigator Plug-ins
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iSeries Access for Windows Install/Upgrade

Installation Types ...

— Upgrade Install

From one release of iSeries Access for Windows to the next release
 Intend to always support N-2 to N

- Default is to upgrade to new release with same set of components
Can add additional components during upgrade

Can remove existing components during upgrade process

— Re-Install same release
» Functionally very similar to upgrade install

* Will install over a service pack level, returning end-user to same level as
installation image
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Service Packs
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Service Packs

Service ...

— iSeries PTF for 5722XE1
+ SNDPTFORD (iSeries CD media shipped)

* Internet PTF Delivery (iPTF) (iSeries CD media shipped)
http://www-912.ibm.com/

» Periodically included in iSeries cumulative PTF packages

Strategic way to handle service for end-users - automatic Check Service
Level

Check Service Level can also service iSeries Navigator Plug-ins, Secure
Sockets Layer (SSL)

Use service Source Directory of \\netserver-name\QIBM to avoid assigning a
persistent drive letter mapping
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Service ...

Client Access Properties

|

=
-

L |
L |

ACOMMONTSGIBM] =
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Service Packs

Service ...
— FTP Downloads

(http://lwww1.ibm.com/servers/eserverl/iseries/access/casp.htm )

+ Can be placed on a server (including iSeries IFS) and installed via Check
Service Level

+ Don't place in the original iSeries LPP directory (... \Install\lmage) because
that will interfere with APYPTF

* Quicker to obtain than PTF version, but not as integrated into the overall
iSeries Access for Windows service strategy

» Suggest using FTP download for validation testing, then obtain PTF for
distribution to enterprise
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Service Packs
Service ...

— FTP Downloads
(http://www1.ibm.com/servers/eserver/iseries/access/casp.htm)

+ Can download a large single .exe or save transmittal time by only
downloading the service pack files for the iSeries Access for Windows
components that your organization uses

* PTFFORM.EXE in FTP /subcomps directory can be used to overlay a tailored
install image - identical to set of files in the PTF version
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Notes: Tailored Install

After your initial installation and configuration, you can create tailored installation images containing only the components you specify. You can then easily distribute
these installation images across your network with little user interaction using the silent i i igration option. Additi , you can restrict users' access to
functions by selecting which components to include in an installation. Several common methods are:

Creating a tailored installation image - you can create a custom installation image by excluding the unwanted components from a master installation image. You can
then use the i ion image for ir across your network.

Installing or migrating silently - create a response file that contains a record of your responses to prompts during an installation. You can then use this response file to
control duplicate installations that do not require any user interaction.

Creating a tailored installation image of iSeries Access for Windows

You may want to control which iSeries Access for Windows components your users can install. One way to do this is by excluding selected components from an
installation image, and then distributing this tailored installation image to your users. The Tailored Installation Image wizard provides a simple interface for this
function. You can start the tailored installation wizard from the iSeries Setup and O CD, or by igating to the i ion image directory,
\QIBM\ProdData\CA400\Exp! , and entering i

Note: If your iSeries server has multiple iSeries Access for Windows secondary languages, you can use any of the installed secondary languages, or the primary
language on the iSeries server, as the primary language for the new installation image. This is not available if you are running the wizard from the CD, because the
CD will not contain any secondary languages.

Distributing the installation image

The wizard allows you to specify where you want to create the tailored installation image. This location must be an empty directory, (you cannot overwrite a previous
installation image) and must not be the root directory. Also, only complete installation images contain the program that creates tailored installation images. The wizard
is not copied onto the user's PCs.

Servicing the installation image

Any tailored installation images are not updated when Program Temporary Fixes (PTFs) are applied to or removed from the iSeries server. You must re-create the
installation image to get service pack updates. You can re-create your installation image quickly and with little user interaction by creating a response file and using it
to silently re-create your tailored installation image with the service pack. See Installing Client Access Express silently for more information.

For information on tailored install images see: http://publib.boulder.ibm.com/pubs/html/as400/infocenter.html
Administering -> Ir ion and Service i ion -> Creating a tailored installation image
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Servicing the Tailored Install Image

* Problem
— When you create the Tailored Install, the Program Temporary Fixes (PTFs) in the QIBM
directory are also applied to the newly created tailored image.
— However, this tailored installation image is not updated when future PTFs are applied
to or removed from the iSeries server
« Because they are in a file unknown to 0S/400
» Solution
— You can recreate the Tailored Install image by pointing back at QIBM, re-running
Tailored Install, and storing on top of your old image.

— Go to iSeries Access web site and download PTFFORM. This can be used to your
Tailored Image.

* Only updates to functions in your tailored image will be updated. Thus users will not be able to
run Selective Install and get additional Access for Windows functions from that directory.

» For information on Tailored Install images see:
— http://publib.boulder.ibm.com/pubs/html/as400/infocenter.html

— Find 'iSeries Access'. Then follow path of 'Administration’, then ‘Installing or migrating
multiple PCs’, to 'Tailored Install'
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Use PTFFORM to add new Service Pack to Tailored

Install image
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Notes: Adding future Service Packs to Tailored Image

PTFFORM.EXE

PTFFORM is intended to update a copy of the original image or for a Tailored Image that you have created using cwbinimg.bat.
When you download the Service Pack file from the web site and run it, it automatically expands into a temporary directory, asks you
where the install image is that you'd like to update to the new service level, updates that image, then cleans up it's temporary
directory. .

You should not use PTFFORM to the original image on your iSeries in QIBM\ProdData\Access\Windows\Install\image. It is better to
obtain the official Service Pack PTF from Service or use a CumPkg; then update the original image using the LODPTF and APYPTF
commands. LODPTF/APYPTF update the DSPPTF information on your iSeries that is used for fix management and service. If you
use PTFFORM instead, it would work. But DSPPTF 5722XE1 on your iSeries will have no knowledge of your update and a future
CumPkg could backlevel you..

Getting Service Pack PTFs

You can order a Service Pack CD from IBM. It will take a few days to receive this CD, and then you need to have someone in
Operations put the CD in the iSeries optical drive.

A new feature in 0S/400 V5R2 is that you can order a Service Pack CD electronically, and place it directly in the IFS in a Virtual
Optical Device. You can then install from this Virtual Optical Device just like you would from the real iSeries Optical Device.
Basically what you are doing is:

Downloading a CD image containing your PTF and making the IFS look like a CD drive to install from.

To do this you must prearrange with IBM Service. Service will place the CD image in a special FTP directory for 48 hours (at most).
You can then FTP the file to your iSeries. For more information, go to:
http://www-912.ibm.com/supporthome.nsf/document/27321011

©2004 IBM C ti = = =
operaton iSeries. mySeries.

@server’

Also use normal procedures to install Service Pack on your iSeries
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Information APARS iSeries Access Connection Information

(Support Statements)

Fags Latest Service Packs for Supported Releases

Windows(R) Operating

Systemns « Tosee service packs for every release, refer fo Service Pack History for All R
(2000 B<Prets) + For prablems downloading a service pack, click here
) = Forsupportinformation on iSeries Access and the Microsoft Windows operating systems, click here.
N/ il B Operations Cansale users: Known probilems with Operations Console and Windows 2000 Gersice Pack 4
EREIES iSeries Access
18N L ibrary for Windows
(Client Access Latest Service Server Date PTF was |Installed File| Target for Next
Express Toolkit Exprass) Pack PTF Number | Maintenance Available D: Service Pack
iSeries Information (5722-XE1)
v Release Level

VERZMO 508894 Refer to June 20,2003 | 08i05/02 | October 24, 2003
Server Notes

Related links: Referto
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hday 8, 2003 05/08i01 2003

YSR1MO 5108389 Server Notes

Problems downloading a Senice Pack?

Tryone ofthese:

Review the Software Knowledge Base Article: Problems D g Files fram the FTP Site, including
CuentAccess Service Packs

= Orderthe PTF to install on your iSeries;

=+ Use SNDPTFORD to orderthe PTF (praduct 5722XE1) and install it on your iSeties. Since the service
pack PTFs generally exceed the size limitto be sent electronically, vou can receive the PTF on media by
changing the "Delivery Method" (DELIVER'Y) parameter on SMOPTFORD to *ANY. (The parameter
defaults to *LINKORNLY.)
Use Internet PTF Delivery (iPTF. To find out about this service and the requirements, go to
http: s i cormies erveriserissfsuppary and from the 18t menu, select"Fixes"
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New Feature for 0S/400 V5R2 Users...

Use IFS as a Virtual Optical Device

— You can obtain a Service Pack CD
electronicalg and place it directly in the IFS
in a Virtual Optical Device (just like a real
iSeries Optical Device)

— You can then download a CD image of the
PTF and make your IFS look like a CD
Drive

— You can install the PTF from this CD image
thus eliminating the need to either use:

+ iPTF - will send you a CD because image is
too big to download over Internet.
+ SNDPTFORD (Send PTF Order) - will send

you a CD because image is too big to
download over Internet

Install the iSeries Navigator plug-in
— Required one time only if you choose to
download using Operations Navigator
» Download the self-extracting .exe file
— Run the .exe file and install the files in the
default directory:
« jvopnav\com\ibm\as400\opnav
» Consider using software managers called
"download managers" to allow you to
resume interrupted or failed downloads,
such as:
— GetRight®
— GolZilla
— Netzip
— SmartDownload
For more information, go to:

+  http://www-912.ibm.com/
supporthome.nsf/document/27321011

This option of ordering the official Service Pack PTF may be a more attractive alternative than
downloadingthe Service Pack PTF from the iSeries Access webpage
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Notes: Installing fixes from the FTP Server

Before installing fixes from the Download Server
Before you install the fixes in your package, do the following.

—  Have a copy of the e-mail confirming your order available for reference.

~ Install the Operations Navigator plug-in. (Required one time only if you
choose to download using Operations Navigator)

—  Download the self-extracting .exe file.

—  Run the .exe file. You should install the files in the default directory:
jvopnavicom\ibm\as400\opnav.

Consider using software managers called "download managers" to allow you
to resume interrupted or failed downloads. Although IBM does not endorse
any third-party download managers, some popular ones include the
following.

- GetRight®

- GolZila

- Netzip

- SmartDownload

Follow these steps to download the fixes

—  Decide whether to downluad the fixes directly to IFS (Integrated File System)
on the iSeries or to a P

With V5R2, you have two choices.

- YScu can use image catalogs, and download the fixes directly to IFS on the
iSeries.

—  Or, you can burn CD-ROMs on a PC.

Without V5R2, you must burn CD-ROMs on a PC.

Note: You will get better performance when burning the CD-ROMs if you put the
files on your local PC drive.

Se\ecl one of the following three methods to download the fixes.

Use the FTP command from OS/400

Use a Web browser

Use Operations Navigator

To download the fixes, follow the instructions provided in your e-mail for

whichever method you selected in the previous step.

Note: The time that it will take to download the fixes is dependent on many
factors including the speed and the configuration of your network.

Follow these steps to install the fixes
‘You may install the fixes using either method listed below.
Install the fixes from an image catalog associated with a virtual optical
device. (V5R2 required)
Install the fixes from CD-ROM on any supported release.

Install the fixes from an image catalog
Refer to the instructions on how to install fixes from an image catalog in the
iSeries Information Center.

+ Note: You must have release V5R2 installed in order to to use image
catalogs.
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Silent Install
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Silent Install

— Install iSeries Access for Windows or service packs to PC without end-
users having to respond to prompts

— Also a way to restrict the set of initial components that an end-user
receives

— Can be used for upgrades, selective setup, and service packs.
Upgrades and service packs should launch setup.exe from the install
source.

Selective Setup should launch setup.exe from the PC's ...\Client Access
directory

© 2004 IBM Corporation
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Silent Install

— You perform the desired type of install on your PC, recording installation
choices into install scripts (.iss files)
For example, setup.exe -r -f1C:\MyDir\v5r1v5r2upg.iss

— Schedule or run setup.exe on the end-user PC's with the proper parameters
specifying the response file location (or use CheckService Level)
i.e., setup.exe -s -f1\\iSeries\Express\Response\v5r1v5r2upg.iss -
f2C:\Temp\v5r1v5r2upg.log

— Log file tracks installation results (you can specify location/name of log file)

— For detailed information on silent installs see InfoCenter:
http://publib.boulder.ibm.coml/iseries/v5r2/ic2924/index.htm?info/rzaii/rzaiisilentinstall.htm

©2004 IBM Corporation
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Silent Install

— Silent Install indicator

» Appears in task tray on end-user's PC during silent install

- Silent install failure leaves indicator active, double-clicking indicator shows
failure point

{:‘. iSeries Access for Windows Silent Install 5105853 0] ]

iSeries Mavigator Base Support: Copying files.

Silent Install  46% Complate
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Silent Install

— Most silent install errors involve a dialog out of order from what was
recorded (-12 return code in silent log)

* The best way to debug this is to start a manual install on the failing PC and
proceed through the install wizard panels until the confirm panel prior to file
transfers

» The majority of the dialog errors occur prior to the confirmation panel

» See if any unexpected dialogs appear that were not anticipated during
recording

— Silent.txt file in the ...\Client Access directory lists the components
installed silently and successfully

©2004 IBM Corporation
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Silent Install

Check Service Level

— Using Check Service Level for silent installs of service packs and
upgrades eliminates the need for confusing command-line parameters -
but does require specific names for response files

— SLTSP.ISS - for service packs (This file must reside in the same
directory as the service pack image)

— SLTUP.ISS - for upgrades (This file must reside in the same directory as
the upgrade image)

— If rebooting automatically, consider using SCHEDCHECK parameter on
cwbckver.exe and schedule during the middle of night.

Look in online iSeries Access for Windows User's Guide index for
cwbckver for more information on the SCHEDCHECK parameter

— If not rebooting automatically, Check Service Level will come out of
silent mode and prompt user for reboot
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Silent Install

Client Access Properties 71X
Genera\l Passwuvdsl Languagel Diagnostic Toals  Service |O\hev |

—~When to check senvice level

‘When to check: W
Check service level on; Wﬂ

Mext check peeurs in lze_ﬁ days

MNurnber of minutes to delay: lw_ﬁ

Last checked

i~ Install Option

¥ Pertorm silent installationd
™ Copy install image to PC hefore installing

Source Directory:

' ycommaongibm j Browse

’Tl Cancal | Apply |
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Perform Install for your users
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Combine use of Tailored and Silent Install

* You wish your users to:

— Have only selected parts of iSeries Access for Windows installed on their PC

» And you don't want them to find additional Access for Windows functions in the
Selective Install windows

— Get it installed on their PCs without user intervention

— Want updates (service packs) and new releases to automatically get installed
on those end user PCs

* Use a combination of Tailored Install and Silent Install and a few PC
commands (wizards) to do this

* From then on Access for Windows will keep desktop users up to date.
* Use new PTFFORM to update Tailored Install directory with fixes

Steps to perform...

©2004 IBM Corporation
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Run Cwbinimg.bat
wizard

Have a drive mapped to
\\myiseries\myshare

e will ereate the kallored installation image in te fallowing
directory

To create in this directary, press Nest

To cieate in a diferent dictory, press Bro vse

Select where you want
this saved
(if you put in QIBM directory you may
automatically get SSL encryption

program, iSeries Navigator plug-ins,
add-in's)

Destination Folder

’Vh:\lailorVSRZ

Browse,..

<Back | Mews | Concal |
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Step 2. Record Silent Install of the Tailored Install Image
[ Command prompt T

Microsoft Windows 20BH [Uersion 5.88.21951]1
<G> Copyright 1985-2808 Microsoft Corp.

GNP mydis i muysharestailorU5R2ZNsetup.exe —r —flssmyiseries mysharestailorUSR|
-

i
2 mytailored.

Set up to — Do not have any version of Client Access or iSeries
Access (5763-XD1, 5722-XE1) on your PC
record a Point to QIBM directory on your iSeries
Silent Install Point to location you want to store your response file
Response (not in QIBM directory)

File — Bring up a command prompt
— Key in Silent Install command

» 'setup -r -f1d:\dir\file.iss' to identify where responses
are to be stored

— This starts the iSeries Access Install program

Using 'universal
naming convention'
(UNC) rather than
mapping a drive - so
it can be found
without a mapped
drive

©2004 IBM Corporation
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Step 2 (continued). Recording the Tailored Install
functions now...

= Now select 'Full' install to
capture steps to install
everything that is in the
Tailored Install file

]

Select the type of installslon by pressing one of the butions:
B | Topical
Ins'alls required programs and mast
L A cemponents. [License required)
PCE250 User
Installs required programs and 5260 Display and
1 Piirter Emulator, [License required)
= Custom
Oz 4 “fou may select which components to install
L _Eh, (Typical companents are pre-selected ]

2 Ful
= Installs all available components. (License
L equited]

<Back | Moo | Camdl |

Note: during this step this image
is also being installed on your PC.
You probably want to uninstall it
after completing this step.

©2004 IBM Corporation
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Step 3. Schedule Silent Install for PC Desktop

Command Prompt

i [Uersion 5. 21951
(C) Copyright 1985-2660 Microsoft Corp.

IC:%\>help at

The AT command schedules commands and programs to run on a computer at
la specified time and date. The Schedule service must be running to use
the AT command.

AT [““computernamel [ [id] [/DELETE]l | ~DELETE [/YES11
AT [““computernamel time [/INTERACTIUE]
[ #EVERY:datel....]1 | ~NEXT:datel....1] “command"

\\computernane Specifies a remote computer. Commands are scheduled on the
local computer if this parameter is onitte
Is an identification number assigned to a _‘cheduled
comnand .
Cancels a scheduled command. If id is omitted. all the
scheduled commands on the computer are canceled.
se ith cancel all jobs command when no further
confirmation is desired.
Specifies the time when command iz to »un.

“interactive Allows the job to interact with the desktop of the user
who iz logged on at the time the job runs.

lYevery:idatel....] Runs the command on each specified day¢s> of the week or
qlunt}l. If date is omitted. the current day of the month
is assune

. next:datel. . Runs the specified command on the next occurrence of the
day (for example, next 'l']ltu‘sday) If date is omitted. the
current day of the month is assumed.

"command" Is the Windows NI command. or batch program to he run.

. Bring up Command prompt
. Use 'AT' command... or some other scheduler
program/wizard

©2004 1BM Corporation
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Step 3 (continued) Add this to 'AT' under the Command
step

Command Prompt

Microsoft Windows 2000 [Uersion 5.80.21951]
<C>» Copyright 1985 2008 Microsoft Corp.

C:\>\\myiseries\myshare\tailorUSR2\setup.exe —s —fl\“myiseriesmyshare\tailorU5SH
2'mytailored.iss

icrosoft \linHous 2808 [U 5.08.21951
s Copyrighy 1985-2008 Microsoft Gorp.

C:\>help at

Schedule the

Silent Install AT [\\compfiternane] [ [id1 [/DELETE] ! DELETE [YES11

AT [\compiternane] time [/INTERACTIUE]

for end [ /EUNRY:datel,...] ! /NEXT:datel....11 “command"

q G Specifies a remgte conputer. Conmands are scheduled on the
user's Tocal computer if this parameter is onitted.
i Is an identification nunber assigned to = scheduled
connan
desktop Cancels a scheduled conmand. If id is omitted, all the

scheduled commands on the computer are cancele
IJ ith cancel all johs command when no fur! ther

onf irmation esired.
Foecifiss the ting: uhon seEanA 506
s ok ¥h intoract uith the desktop:ob Ehesusen
who is logged on at the time the job runs.
Runs the command on each specified day(s) of the week or
ate is omitted. the current day of the month
uned..
Rubias Ehe S pee S 180 B HNaRE R N BN FE RGeS e
day (for exanple. next Thursdagd. [f date is onitted, the
day of the month ic assumed.
"conmand" he Windous NT command. or hatch progran to he run.
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Notes: Schedule a command remotely

The 'a't command is part of Windows 2000 and can be used
g)cschedule a task from a command prompt on a remote

At

Lists scheduled commands or schedules commands and
grtzgrams to run on a computer at a specified time and
ate

The Schedule service must be running to use the at
command.

~ " at Mcomputername] (fd] [/deletel | /delete [yes]]

- at[\computername] time [/interactive] [/every:datel....] |

Inext:date[....]] command

Parameters

\\computername - Specifies a remote computer. If this parameter is omitted,
the commands are scheduled on the local computer.

id - Specifie the identification number assigned to a scheduled command.
/delete - Cancels a scheduled command. If id is omitted, all the scheduled
commands on the computer are canceled.

Iyes - Forces a yes answer to all queries from the system when deleting
scheduled events.

time - Specifies the time when the command is to run. Time is expressed as
hours:minutes in 24-hour notation (00:00 [midnight] through 23:59).
/interactive = Allows the job to interact with the desktop of the user who is
logged on at the time the job runs.

levery:date],...] - Runs the command on every specified day or days of the

week or month (for example, every Thursda}/ or the third day of eve
+  Parameters month). Specify date as one or more days of the week (M,T,W,Th F,g/,Su) or
—  none one or more days of the month (using numbers 1 through 31) S
—  Used without parameters, at lists scheduled multiple date entries with commas. If date is omitted, the current day of the
commands. month is assumed.

Tasks y

Network administrators can create task files for
maintenance and add them to users' computers as
needed; you can send and receive task files, as you
would any other file, in e-mail messages; and you can
share the Scheduled Tasks folder on your computer so
::hlal it can be accessed remotely by using My Network

laces.

Note:

«  You create a scheduled task on your local computer and
then drag the .job file over to a remote computer
account.

/next:date[,...] - Runs the specified command on the next occurrence of the
day (for example, next Thursday). Specify date as one or more days of the
week (M, T,W,Th,F,S,Su) or one or more days of the month (using numbers
1 through 31). Separate multiple date entries with commas. If date is
omitted, the current day of the month is assumed.

command - Specifies the Windows 2000 comman v‘})rogram -exe or .com
file), or batch program (.bat or .cmd file) to be run. When the command
requires a path as an argument, use the absolute path, that is, the entire
path beginning with the drive letter. If the command is on a remote
computer, specify UNC notation for the server and share name, rather than
a remote drive letter. If the command is not an executable (. exe) file, you
must precede the command with cmd /c; for example: cmd /c dir > c:\test.out
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Install and Service Pack Tips
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Install and Service Pack Tips

Tips

— Merged install image eliminates the need for an extra reboot

* Roll out new clients from merged image and get new release and latest
service pack in one step

— Save disk space for service pack archive

 If a service pack has been well-tested, and you are confident in it, you can
have your end-users install it without enabling service pack uninstall. Then

they will not have a \Archive directory containing files from the previous
service level.

RMVPTF and reinstall from install image to get back to prior service level if
necessary.
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Install and Service Pack Tips

Tips ...
— Bypass administrator authority requirement on Windows
NT/2000/XP/2003

* Required by Windows API's used to handle locked file replacements

» Check Service Level can be invoked via a scheduler running under
administrator authority to install service packs or upgrades

— To circumvent this problem:

» Sign-on to Windows NT/2000/XP/2003 as an administrator.

Configure NT/2000/XP/2003 schedule service (on Win 2000, Control Panel-
>Scheduled Tasks)

» Set check service level properties.
» Schedule check service level.
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iSeries. mySeries.




@server’

Install and Service Pack Tips

Tips ...

— Incoming Remote Command component of iSeries Access for Windows
can be used for silent release upgrades or silent service pack installs
» Start service on NT/2000/XP/2003 client

» Specify to log on as Local System Account to satisfy Administrator authority
restriction needed for install

* No need to "Allow Service To Interact With Desktop" for a silent upgrade or
service pack install

* RUNRMTCMD on iSeries specifying setup.exe/setupsp.bat and

userid/password of Admlnlstrator account on PC
RUNRMTCMD CMD(‘'w:\proddata\A \ 1psp.bat -s -f1\\myserver\si e\sltsp.iss’)
RMTLOCNAME(PCNAME *IP) RMTUSER(PCUSER) RMTPWD(PCPASSWD)

* REXEC from a TCP/IP client can also be used to submit setup.exe
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Install and Service Pack Tips

— Keep end-users from installing a service pack until you are ready

» Text file SP.TXT placed in the service pack image directory can prevent
anyone from installing the service pack until you are ready

» 'N' as the 1st character in the file prevents install

* "Y' or no SP.TXT file at all will allow the install
Second text line can contain a message to users that will appear during
Check Service Level

+ Same method used to prevent all end-users from upgrading via Check
Service Level to a new release

+ Additional control values for a merged image:
'U" allows an upgrade, but stops a service pack
'S' allows a service pack, but stops an upgrade

* Documented in User's Guide - look in Index for 'SP’
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Install and Service Pack Tips

iSeries NetServer Advanced Next Start - Commondenver

IEM iSeries Support for Windaws Natwark Neighborhood
Guest user ID:

— iSeries Netserver Guest user profile - for users that normally would not
have access to this iSeries - but that you would like to have install
service packs

@server’

| x|
nsgues]
Coded character set ID: 0 - Use iSeries NetServer CCSID Browse.

Idle time-out for inactive sessiorn:
& Disconnect sessians E000 Isacnnds =
© Leave sessions connected

Browsing announcement interval et o] [seoonss -
Reset to Current
0K I Cancel Help
© 2004 IBM Corporation - s - s -
ioeries. myoaeries.

Tailored Install

Install and Service Pack Tips
— APYPTF will not affect a tailored image

PTFFORM.EXE in FTP /subcomps directory can be used to overlay a
pack.

tailored install image - identical to set of files in the PTF version.

Or tailor the install again every 4 or 5 months after APYPTF of service
— Secure Sockets Layer (SSL) component can be included with the
iSeries

tailored install. Useful for remote users installing from CD - to be able
to have a secure connection with SSL the first time they connect to

iSeries. mySeries.
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Application Administration
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Application Administration

Overview

— Part of iSeries Navigator - separately installable component

— iSeries-based solution for restricting iSeries Navigator and iSeries

Access for Windows - *SECADM authority required on iSeries to
manage Application Administration settings

*ALLOBJ required for some Advanced Settings
— Can restrict iSeries Navigator functions against a particular iSeries
— Can restrict portions of iSeries Access for Windows and set

configuration values similar to Client Access Express policy support
— Easy to use interface
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Application Administration

Overview ...

— Application Administration settings are stored on the iSeries and

associated with the user profile (*USRPRF) or other iSeries database
files.

» Can be set up differently for each iSeries

» Users get the same access to a particular iSeries regardless of which PC
they use (including Win95/98 vs WinNT/2000/XP/2003)
* The iSeries userid determines access rights - in cases where the PC userid
differs from the iSeries userid
— iSeries Access for Windows/iSeries Navigator software calls low-level

AppAdmin functions to determine if a particular function can be
performed or not.
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Application Administration

Overview ...

— iSeries Navigator is enabled for control
« All high level functions are controllable
+ Management Central functions can also be controlled

— iSeries Access for Windows is enabled for control
« PC5250

« Data Transfer

- ODBC

- OLEDB

* Remote Program Calls

iSeries Access for Windows/ iSeries Navigator commands

iSeries. mySeries.
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Application Administration

Overview ...

— Local Settings represent iSeries Navigator on/off restrictions
+ Same as what was in V5R1
» Resynched every time iSeries Navigator is started to a particular iSeries

» Also include same limited set of iSeries Access for Windows restrictions
that were in V5R1

©2004 IBM Corporation
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Application Administration

Overview ...

— Central Settings were added for V5R2
+ Same settings apply to all iSeries connections

Control iSeries Access for Windows on/off restrictions (same set as Local
Settings plus many more)

Also supports Advanced Settings that can define configuration values for
Connection-related information

Restrictions/settings downloaded from an Administration System on a user-
specified Scan Frequency

Mandated or suggested (default but can be changed) values
Similar to values controlled by iSeries Access for Windows policy support
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Application Administration

) < Navigator =1o] x|
File Edit “iew Help

SRR XE | RE e 1 minutes old

["Ervéonment: My Connections [ Commonderver

ment Central (Commondenver] Name ‘ Deescription

5 Basic Operations Manags messages, printer output, printers, and jobs.
%Wolk Management Manage active jobs. server jobs, job queues, subsyste
5 Basic Operations 55 Corfiguration and Service Display spstem inventary, work with fives, and collect |

BB Work Management

Network Manage TCPAP and Intemet support,
9 Configuration and Service

ecurity Canfigure and manage security.
Q Netwu.rk i 315 and Groups Manage 05/400 users and user groups
ﬁi:‘ffﬁm Frouos T Databases Adrinister DB2 UDE for iSeries
[E} Databases " <, File Systems otk with fle systems
=2 File Systems Backup Schedule backups of server dala
Backup @Apphcal\on Development Wiork with application development taoks.

Iy Tocks
B Add a connection
& Install additional comporients

B Configure connection security and perf
B Change your server password
I“‘ Wiew system status

~ B Configuie spplication Administration
B Configure local settings
B Configure central setting

8 Fun a cammand [Displays the functions or applicati ilable to .
® Instal aciional componers =

| [1-10 of 10 obiects [ A
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Notes: Administration System for iSeries Access %
Windows users

In order to support the functionality previously only available via "iSeries Access for Windows" Policies A
introduced a new concept in V5R2 called Administration System: The Administration System is a central system that is used to manage many of the
properties used by iSeries Access for Windows clients.

The Administration System is any V5R2 or later iSeries that has been configured to serve "Central Settings” to client PCs. By default, all iSeries are
configured to not be an Administration System. A System Administrator must use Application Administration to configure an iSeries server before it
can act as an Administration System. Typically a network will have only 1 iSeries system acting as the Administration System. This administration
system will be used by iSeries Access for Windows clients as the source for their administration system ettings. Although a network can have multiple
iSeries systems defined as the administration system, iSeries Access for Windows clients will only use a single administration system for their central
settings. defined,

An administrator can work with Users and Groups using Application Administration on a local server, but the administration systems provides
additional ways to manage users and groups. An administator can use the advanced settings of an administration system to control what
environments are available to specific users and groups, and an administrator can control password, connection, service, and language settings.
NOTE: You must have security administrator (*SECADM) and all object (*ALLOBJ) special authorities to work with the advanced settings on an
Administration system.. This differs from other settings in Application Administration which only require security administrator (*SECADM) special
authorities to make changes.

You can create an Administration System to manage many of the properties used by iSeries Access for Windows clients. To create an
Administration Instance, follow these steps:
« Right click on the system you want to be the Administration System, and select Properties
o Click the Administration System Tab
o Select Administration System to treat the system as your Administration System
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Application Administration

User Interface (Local Settings - iSeries Navigator)

ration [Local Settings] - Commondenver

Select the functions or applications available to users.

iSeries Mavigator | Client Applications | Hest &pplications |

Function |Defaul Access | All Object Access | Customized Access | &

B Commonderwver in My Cornections
Hg Basic Dperations

E-E8 Work Management

% Active Jobs
Server Jobs

% Job Queuss

B Dutput Queuss

ES] Subsysterns

} Memory Pools

EHB® Configuation and Service

=1

) Hardware
[ Software
(D) Fixes Inventary

B! Callection Services

1< < ®R]

Fl

FRemove Customization Customize

Applications ... 0K | Cemeel | Hep

@server’
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Application Administration

User Interface (Local Settings - iSeries Navigator)

Function: System Yalues
Product: Commondenver in My Connections
Function description: Provides support to work with system values.
Access

¥ Default access

I

i~ Customized access for users and group:

sers with all object system privilege!

Users and groups: Access sllowed

&l Al Users
58 Groups Sdd >
8% Users Not in a Group
Fiemave <=

Access denied,

Balnlabil]
A .
Fiemove <

Remove Custonizatian ok | Cancel | Hep |
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Application Administration

User Interface (Management Central)

(=]

Fe Edt View Help

FER XE SEe 0 minutes od

Cental System. C: [ Cential [
Name | Desciiption
B Mp Cannections e Task Activity “w/ork with ackive basks and view detailed status
=@ Commondenver W schedued Tasks  Wiew and work with scheduled tasks
¥ %5 Basic Operations Defintions Create and manage defintions fr bighly used functions,
1+ Wrk Managsment Montors Monitor and view realime performance, resourcas, and other 2
12 B Confiurstion el Senics BlErdooint Systems Create, delete, and manage endpoint systems,
L System Groups Create, delete, share, and manage system gioups.
Secuty 8] Extreme Support Cort d eec tho help youk
& UG prat ks srvi and eectori suppar 2 el keep your
R Detabases [ Systems with Parttions  Configure and manage logical partitions.
5 File Sytems g Clusters Corfigure and manage clusters
(&l Backup
@ Application Development
. | B
A i
Bl #dd a connection iscover systems in vour netwark
@ st ol compon S| Conar anagement Cenid >+ T otk wih maricrs
b EMTizate rew dentions | Create a system group
(B Configure Application Adminishiation for M. > Help for rekted tasks
B Add an endpairt system -
[ [1-90f 9 objects I [Displays the functions or applications available to userlsl
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Application Administration

User Interface (Management Central)

ommondenver

Select the functions or applications available to users.

iSeies Havigator |

Function |Delaull Access |AII Object Access |Euslumlzed Access | B
B Management Central

[, Inventory

& Commands

& Fikes

Packages and Products

W™ Llsers and Groups

| System Yalues

Moritors

Collection Services

Extreme Support

o o i o o |
XXXXXXXXX

4

Fiemove Customization LCustamize:

ok | concel | Heb |
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Application Administration

User Interface (Management Central)

eries Navigator
File Edit View Help

(=] £

tRR|XE|FEe

(1 mirutes old

[[Eeriral System: Commondenwer [Wanagement Ceniral [Commonderver]

Mame

My Connections
B Commandenver

%5 Basic Operations
BB Work Management

T Network
Secuity
#® Users and Groups
([ Databases

2 Fils Systems

Desciption

Corfiguaaton and Servics No Management Central Stuff

B Add a carnection

D Install acdtional components

| |0 objects [
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Application Administration

User Interface (Central Settings - iSeries Access)

ration [Central Settings) - Commondenver

Select the functions or applications available to users,

iSeries Navigator  Client Applications

Funtion | Default Access

iSeries Access for Windows
H 5250 Display and Printer Emulatar
[l Display Siession Caniiguration
Fiinter Session Configuration
PC5250 Emulator
Data Transfer
204 Download from server

=

80 Autostart Downloads

20 Excel Addin Downloads

20 Actived dutomation Downloads
BE Upload to server

&9 NDBC Suppart

OLE DB Provider

4

|8l Dbject Access | Customized Acoess | =

s

Remove Customization

Customize

dpplicaions .| Advanced Selings . |

0K

Cancel | Help |
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Application Administration

User Interface (Central Settings - iSeries Access)

@server’

Policy Restriction %]

Cw/BADT003 - ISenes Mavigatar Application

Adminiztration zettings prevent Data Transfer (GUI

[ ownlnading] from mnning or completing. To
change thiz restriction, see your administrator,

Detailz Higtory Lag

©2004 IBM Corporation
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Application Administration
User Interface (Central Settings - Advanced Settings)

Application Administration [Central Settings) - Advanced - Commondenver

@server’

-6k Users
2

7 i3eries Atcess

. TR
&8 Groups

Remaove

Connections | Passwords Languagel Semcel Eﬂwrunmemsl

[ Signay infarmation

" Use Windows user name and password, no prompting

& Use default user ID, prompt as needed

MNelly

" Prompt every time

" Use Ketberos principal hame, no prompting

[~ Performance
IF address lookup frequency:

5 [Always -
Wyhere to lookup remote port.

1 Er—

ﬂ [~ Use Secure Sockets Layer (S5L) for connection

Cancel | Help |'-‘|
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Application Administration
User Interface (Central Settings - Advanced Settings)

Application Administration (Central Settings) - Advanced - Commondenver

> igeries Access | Gonnections | Passwords | Language | Senvice Envlrummemsl
=X Users
& on ol Bigsystem Add Emironment

Lol coMMONNashville

Add Server
Remuove
Rename

Custormize

Custormization

[~ Allow user to define additional envirmnments

Add Remave

environment

OK I Cancel | Help |‘-‘|
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Application Administration
User Interface (Central Settings - Advanced Settings)

e
Environments Customize C)JMMONMNashville
N ———

Connections |

[ Signon infarmation
" Use Windows user hame and passward, no prompting

o @ Use default user ID, prampt as 0

Melly

o~ " Prompt every time

" Use Ketbetos principal name, ho prampting

[Mever - specify IP addr... =] [p215

= Pel
< P address lookup fregquency: \Pm

‘Where to lookup remote port

[~ Use Secure Sockets Layer (S5L) for connection

o | cancel | rew |2
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Setting Administration System
=l

_cenamal | Connection | Licenses | Restart
Ditectory Services | Semice | Plug-ins

* In order to have Central
settings, a system in the © Notan administraton systern
network must be set up to be
an "Administration system". .

— This system will contain RN
settings that are common to .
. + Eweryclient session
all systems in the network. N
£ Number of days =

* There are 2 ways for a PC to
have an Administration ¥ Administer users by default
system set for it:

— From the Properties panel for

the iSeries Server from
iSeries Navigator_ SetInstallation Image Administration System |
— By having an administrator

set it in the installation
image.

# administration system

Customize Administration of Users.

ok | cancel | Helw |2
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Set Installation Image Administration System

* The Set Installation Image Administration System dialog allows an
administrator to change an iSeries Access for Windows installation image so
that it contains an initial administration system. All clients that install using
the updated installation image will use the system specified on this dialog as
their initial administration system. Click Browse to display a list of possible
installation image locations.

* Note: The systems available to select are systems that are currently in your
active environment. If you want to treat a system as an administration
system, but that system is not available from the list, you will need to add that
system to your active environment.

» To add a system to your active environment from the iSeries Navigator menu
bar, follow these steps:

+ Select File-->Connection to Servers-->Environments.

» From the Environments dialog, select your active environment from the
Environments list and click Add server.

* Follow the Add Connection wizard to add a system to your active
environment.
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Signon Information

©2004 IBM Corporation

iSeries. mySeries.

@server’
Signon Information

Overview

— Connections and signon information can be defined via iSeries

Navigator (subset that resides within iSeries Access for Windows
Required Programs component)

— A previously undefined connection will be configured dynamically when
a iSeries Access for Windows function references an iSeries TCP/IP

name - signon information for that connection can be defined then, and
will be retained within the iSeries Navigator connections list

— A connection and its signon information can be specified via the
CWBCFG command-line utility

© 2004 IBM Corporation
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Signon Information

Overview ...

 Three signon types supported - can use a different signon method
for each iSeries connection if desired

— Use Windows user name and password, no prompting
» Windows user name/password must conform to iSeries rules

+ Signon information in synch between PC and iSeries works best for iSeries
NetServer

— Use default user ID, prompt as needed
» Uses password in Windows cache if one found that pertains to user ID

— Prompt every time

» Every application within iSeries Access for Windows will prompt for a signon
when it needs to establish a connection

©2004 IBM Corporation
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Signon Information

iSeries Navigator Configuration

Add Connection - Signon Information

What user D do you want to uss to sign on to 'SteveSystem'?

& Lige Rindows User name and password, no prompting

SPM

€ Use default user ID, prompt s nesded

EZ
© Prompt svery time

€ Uss Kerberos principal name, no prompting

= Back | hlext = | Cancel |
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Signon Information

iSeries Navigator Configuration ...

Stevesystem Properties

Genersl Cannectian | Secure Sookets | Livenses | Festart | Plugins |

2%

- Signon

@ Dz Windows iser name And password. 1o romping
s

 Use default user 1D prompt as needed
SPM

 Prompt every time

" Use Ketberos principal name. no prompting

Time-out for signors

30 ~| seconds (1-36000

1P address lookup frequency: IP address:

[Alwvays | [
\where to lookup remote port

Server B

Note: These values are used as defaults by other applications connecting from this PC

to this server.

=1

Gancel |

Help

@server’
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Signon Information

Dynamic connection

* iSeries system not
previously configured

* This screen
presented first time
you connect to this
iSeries, via PC5250
for example

* All other applications
use this setting

+ Can change through
iSeries Navigator
system propertie

Uses password

in short-term
cache

AS/400 Signon Information

E Signon information has not been specified for this AS/400
connection. The signon information will be used each time ywou

connectta this system.

COMMONS

Systam:

@server’

—AS/400 signon infarmation

5P

& Use default user D, prompt as needed

SPMPGMP]
—

 Prompt gvery time

1 Use Windows user name and passward, no prampting

o]

Cancel
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Signon Information
CWBLOGON command

Use to connect to an iSeries without being
prompted for Userid or Password
«Add cwblogon.exe program to Windows start-up folder

= Simulates persistent password caching (ie,

remembered across restarts)

Useful on NT/2000/XP/2003 where Windows
password cache not provided
Password in clear text - use appropriate security
measures
Documented in User's Guide

CWBLOGON
system /u userid /p password

©2004 IBM C ti = = =
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Signon Information
Application Administration
Common3 Properiies [2]x]

General {Eannecion | Licenses | Restart| Piugrns |

—AS/400 signon information

€ Wee 4indawe User name andipaszward, ne FrampEtng

& s dBfmll B e D) o pies e

SPMPGRE

O P

Security
|7 IF e Fecure Suckets Layer(B5L

— Performancs
IP address lnokup frequency IP address:
[ Aty | I
Where to lookup remote port
ISeNer j

MNote: These values are used as defaults by other applications connecting fram this PG a this
AS/400 system

(o] I Cancel | Help |
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Additional Administration Tools
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Additional Administration Tools
CWBCFG

— Useful for creating/replacing connection configuration information on a
per-user basis

— Supported on Windows NT/Windows 2000/XP only
— MS-DOS command-line interface

— Useful for setting/replacing TCP/IP address

— Can also set/replace default user logon behavior
— Set default location for PC5250 user files

— Documented in User's Guide
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CWBCFG Syntax

« CWBCFG [/host hostname] [/ipaddr address] [/uid userid] [/[pc5250path path] [/r]
['s]

Parameters

/host Designates the connection name in iSeries Navigator.

lipaddr Designates the IP address. When this option is specified, the IP address
lookup frequency will be set to Never, so that the specified address is always used.

[uid Designates the user ID to use for connections to this server.

Ipc5250path Designates the fully-qualified path or path identifier for the folder
where the PC5250 emulator will both store and look for the files it needs.

o Ir Replaces existing configurations.
o Is Sets the configuration for the .default user.
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iSeries. mySeries.

@server’
CWBCFG Notes

» - Command can only be run by and administrator on Windows NT/2000/XP.

- Connection configuration additions or changes apply only to the active
environment.

» - When adding a connection, the /s parameter will enable the iSeries Access
ODBC Driver to be used from Windows service programs running under the
Local System account.

* - If no parameters are specified with the command, all Default User profile
system configuration entries will be displayed.

» - The IP address should only be specified if the hostname is not defined on a
domain name server (DNS) or in a host table entry.

+ - Use of the /pc5250path parameter will only configure the open/save path that
PC5250 uses. It will NOT move or copy any PC5250 files from the previous
location to the new location. Manually moving or copying these files may be
required for PC5250 to function properly after CWBCFG has run.
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Additional Administration Tools
CWBBACK/CWBREST

CWBBACK

Enables you to save (backup) an iSeries Access for Windows configuration. If you

want to set up users (or groups of users) with similar configurations, you could
create a configuration and then save it with CWBBACK.
« All environment/connection information

Connection signon and performance information
Password expiration/caching settings

Check Service Level service properties

License release timeout value

-
-
.

-

Documented in User's Guide
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Additional Administration Tools
CWBBACK/CWBREST ...

CWBREST

= Enables you to restore a previously-saved iSeries Access for Windows

configuration. iSeries Access for Windows users could use CWBREST to use the
configuration you wish them to have

Documented in User's Guide

© 2004 IBM Corporation

iSeries. mySeries.




CWBENV

CWBENV

Documented in User's Guide

©2004 IBM Corporation

Additional Administration Tools

Export/Import an environment's associated connection information
Similar to CWBBACK/CWBREST, but only deals with a single environment

No iSeries Access for Windows Properties information exported/imported
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Summary

V5R3 changes

iSeries Access for Windows Install/Upgrade
» Tailored Install
Service Packs

* Check Service Level

Silent Install
Install and Service Pack Tips
iSeries Navigator Application Administration

iSeries Access for Windows Signon Information
» iSeries Connection Settings

Additional Administration Tools
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© 1BM Corporation 1994-2004. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are trademarks of Inlematlona\ Busmess Machmes Corporahon in the United States, other countries, or both:
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Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

Microsoft, Windows, Wlndcws NT, and the Windows Iogo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Java and all J; b are Inc. in the United States, other countries, or both.

Other company, produci or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not constitute an
endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and
vendor worldwide homepages. 1BM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions
on the capability of non-IBM products should be addressed to the supplier of those products:

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction.

Som future Suc is not intended as a definitive statement of a commitment to specific levels of performance, function or delivery
schedules with respect to any future products. Such commltmems are only made in IBM product announcements. The information is presented here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

is based on ons using standard IBM benchmarks in a controlled actual or that any user will experience
will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the /0 oonrgurauon the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve or performance i equivalent to the ratios stated here.

shown are of i Changes may be incorporated in production models.
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