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Agenda

« Part 1: Installation and Configuration
— Hardware and software requirements
— Supported web serving environments
— Configuration steps

« Part 2: Runtime Considerations
— Use of policies
— Customizing the home page/template files
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First you need a web-serving environment
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web S
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Pieces of the web-serving environment

« HTTP Server (powered by Apache)

— Front door for your system into your web serving environment

— HTTP/HTTPS (SSL)

— Listens for web requests on a specific TCP/IP port

— Routes web requests between an end-user browser and a web application sever
« Web application server

— WebSphere Application Server

— Integrated Web application server

— Provides a java virtual machine environment where web applications run
* Web application

— System i Access for Web

— Provides specific function that users access using a web browser

— Deployed/installed within a web application server
« WebSphere Portal/Workplace

— Web application deployed to WebSphere Application Server

— Provides environment in which portlets are deployed and run.
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Supported Web Application Servers

System i Access for Web servilet code can be
used with any of the following web application
servers:

V6R1 System i Access for Web

Integrated Web application server

WebSphere® Application Server V6.1 and V6.0 — Express for
i5/0S

WebSphere Application Server V6.1 and 6.0 Base and Network
Deployment

V5R4 System i Access for Web

» |ntegrated Web application server

WebSphere® Application Server V6.1 and V6.0 — Express for
i5/0S

WebSphere Application Server V6.1 and 6.0 Base and Network
Deployment

WebSphere Application Server V5.1 - Express for iSeries
WebSphere Application Server V5.0 - Express

WebSphere Application Server V5.1 and 5.0 Base and Network
Deployment Editions

ASF Tomcat

© 2008 IBM Corporation

System i Access for Web portlet
code can be used with any of the
following portal servers.

V6R1 System i Access for Web

= WebSphere Portal for Multiplatforms V6.0
= WebSphere Portal for Multiplatforms V5.1.0.1

V5R4 System i Access for Web

IBM Workplace Services Express V2.6 (V5R4
iSeries Access for Web)

= |BM Workplace Services Express V2.5

= WebSphere Portal for Multiplatforms V6.0

= WebSphere Portal for Multiplatforms V5.1.0.1

= WebSphere Portal Express for Multiplatforms
V5.0.2

= WebSphere Portal Express Plus for
Multiplatforms V5.0
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Performance...???

* Does running System i Access for Web affect performance?
— Products like System i Access for Web don't put much load on i5/0S...

* How does the web application server affect performance?

— If you have an older, under-powered System i, then performance may not be good...if you have a

newer, bigger System i, then performance won't be an issue (unless you already are running your
System i at maximum capacity).

— Use the IBM Systems Workload Estimator to see what performance will be if WAS is added to your
System i at: http://www-912.ibm.com/wle/EstimatorServlet

— There is a Workload Estimator for WebFacing Workloads. System i Access for Web will be similar
(depending on what functions of System i Access for Web are being used).

 Fine-tuning your web application server

— If performance is not as good as expected, look in the WebSphere Information Center

— http://publib.boulder.ibm.com/infocenter/wasinfo/ver1/index.jsp?topic=/com.ibm.websphere.base.iseri
es.doc/info/iseries/ae/welcbtopinstalling.html

© 2008 IBM Corporation




Performance Considerations...

Use the IBM Systems Workload Estimator at
http://www-912.ibm.com/wle/EstimatorServiet

& 1BM Systems Workload Estimator - Mozilla Firefox: IEM Edition

BEX

File Edit View Go

@&

Home Products

Why IBM Systems
BladeCenter
Cluster servers
Mainframe

System i3
OpenPower servers

Intel processor-based
servers

UNIX servers
Solutions
Storage
Support
Developers
Education
Literature

News and events

Related links
Warranty info
slphaWorks
IEM Business Partners

About IEM Priva

Done

Bookmarks Tools  Help

@ http:

-l
'3

ww-912.ibm.com/wle EstimatorServiet

v @ e |[CL

United States [select]

Terms of use

Search

My account

IBM Systems Workload Estimator '

Services & solutions Support & downloads

foed ZE-MardT

» Mew Systemn i estimation

Workload Selection

- Options - Tier: Add, Move, Delete
- System: Add, Move, Delete
- Partition: Add, Move, Delete

- Workload: Add, Mowve, Delete

- Restore Saved Estimation
- Edit Estimation Info

- Mew Systemn p estimation
» Mew Systemn x estimation

Shown below iz the structure of the current estimation. Use the options shown in the tabs above to
modify the structure of this estimation.

3 MySolution
b 3 Tier #1 System i

m #1 (1 interval defined)

- (1 Partition: Main £1, i5/05™ - V5R4, No LPAR

Continue
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Setting up your web application server

DMZ = demilitarized zone

Systems
users
actually
accessing

Firewall

Running here:

« HTTP Server
* WAS, Integrated Web Install Access for Web
App Server, Tomcat (RSTLICPGM)

« System i Access for Web
— use the “Target Server”
parameter

Only need to set up 1 web application server

© 2008 IBM Corporation 9
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Port Requirements Comparison

System i Access for Windows System i Access for Web
(5722-XE1)" (5761-XE1) (5722-XH2) (5761-XH2)

* Port 449 for Port Mapper
» Port 8476 (9476) for Sign-on

» Port 8470 (9470) for Central  Port 80 (or any other port) for
» Port 8472 (9472) for Data Queues HTTP Server

* Port 8471 (9471) for Database « Port 443 (or any other port) for
* Port 8475 (9475) for Remote Commands HTTPS Server

» Port 8473 (9493) for Print

* Port 2001 (2010) for Web Admin

» Port 446 (448) for DDM

* Port 23 (992) for Telnet

» Port 137, 138 for NetServer

 Port 389 (636) for LDAP

 Port 5555 (5566) for Mgmt Central
 Port 53 if using DNS Server

*See Information APAR 1112227 for detailed information

© 2008 IBM Corporation 10
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Hardware/Software
Requirements
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Client Browser Requirements

« These browsers have been tested with ¢ These browsers have been tested

V6R1 System i Access for Web: with V5R4 System i Access for Web:
— Firefox 2.0 (Windows® and Linux®) — Firefox 1.0.2 (Windows, Linux)
— Internet Explorer 6.0 with Service Pack — Internet Explorer 6.0 with Service Pack
1 (Windows) 1 (Windows)
— Internet Explorer 7.0 Windows) — Opera 7.54 (Windows, Linux)
— Mozilla 1.7 (Windows, Linux, and — Mozilla 1.7 (Windows, Linux, AlX)
AlX®) — Other browsers that support the current

— Opera 9.2 (Windows and Linux) HTTP and HTML specifications should
work, but have not been tested with
System i Access for Web.

 Set browser to allow 'Cookies’

— System i Access for Web requires that the web browser allow cookies. Set the
cookie configuration option to allow cookies.

© 2008 IBM Corporation 12
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iI5/0S Software Requirements

Product
Number Product Name Option $

5722-SS1 V5R4 System i Access for Web: V5R3 or V5R4 i5/0S Base w/HW

5761-SS1 V6R1 System i Access for Web: V5R4 or V6R1 i5/0S

57xx-SS1 i5/0S - Extended Base Directory Support 3 N/C

’ 57xx-SS1 i5/08S - AFP Compatibility Fonts 8 N/C

57xx-SS1 i5/0S - Host Servers 12 N/C

57xx-SS1 i5/0S QShell Interpreter 30 N/C

57xx-SS1 If you plan to use Secure Sockets Layer (SSL)... N/C
+ i5/0S Digital Certificate Manager 34 N/C
» Cryptographic Service Provider 35

57xx-DG1 IBM HTTP Server for iSeries Base N/C

57xx-JV1 Developer Kit for Java Base N/C
Developer Kit for Java Version 1.3 5 N/C
Developer Kit for Java Version 1.4 6 N/C
Developer Kit for Java Version 5.0 7 N/C
J2SE 5.0 32 bit 8
(Check WebSphere doc for required version)

57xx-JC1 Toolbox for Java Base N/C

57xx-TC1 TCP/IP Connectivity Utilities for iSeries Base N/C

Note: xx = “22" for V5R4, “61” for V6R1

© 2008 IBM Corporation 13



i5/0S Software Requirements (continued)

Product Number

Option $
Product Name
57xx-XW1 System i Access Family Base $
57xx-XH2 System i Access for Web Base part of XW1
* Ships with 57xx-XW1 iSeries Access Family
* V5R4 System i Access for Web runs on i5/0S V5R3 and V5R4
* V6R1 System i Access for Web runs on i5/0S V5R4 and V6R1
5722-1P1 IBM Info Print Server Base $

(Optional -- enables best PDF output but is hot required to view PDF output)

Note: xx = “22" for V5R4, “61” for V6R1

© 2008 IBM Corporation
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i5/0S Software Requirements (continued)

Product Number

&

Product Name Option

5733-W61
5733-W60
5722-E51
5733-W51
5722-IWE
5733-WS5

57xx-DG1

* * * *

One, or more, of the following web servers

*  WebSphere Application Server V6.1 for i5/0OS (all three editions)

*  WebSphere Application Server V6.0 for OS/400 (all three editions) See

*  WebSphere Application Server V5.1 - Express for iSeries documentation
WebSphere Application Server V5.1 for iSeries (Base and ND)
WebSphere Application Server V5.0 - Express for iSeries
WebSphere Application Server V5.0 for iSeries (Base and ND)

integrated Web application server
Apache Software Foundation Tomcat

*  WebSphere Portal for iSeries (Express and Express Plus) V5.0.2.2
*  WebSphere Portal Enable for Multiplatforms V5.1.0.1

WebSphere Portal V6.0

IBM Workplace Services Express V2.5, V2.6

Note: xx = 22" for V5R4, “61” for V6R1

Refer to the documentation for the individual web serving environments additional requirements that may not

be listed above.

— WebSphere http://www.ibm.com/systemsl/i/software/websphere/index.html/

— Portal V5.0.2.2 http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— Portal V5.1.0.1 http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp

— Portal V6.0 http://publib.boulder.ibm.com/infocenter/wpdoc/vérO/index.jsp

— Workplace V2.5 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

— Workplace V2.6 http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

— ASF Tomcat http://lwww.ibm.com/systems/i/software/http/index.html/

© 2008 IBM Corporation 15



System i Hardware Requirements

Models/Processor features/Memory

Refer to the web application server documentation to determine what server models, processor
features, and the memory requirements are for your web serving environment

— WebSphere Application Server

* http://www.ibm.com/systems/i/software/websphere/index.html/
— ASF Tomcat

* http://www.ibm.com/systems/i/software/http/index.html/
— WebSphere Portal Express/Express Plus for iSeries V5.0.2.2

* http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— WebSphere Portal V5.1.0.1

* http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— WebSphere Portal V6.0

* http://publib.boulder.ibm.com/infocenter/wpdoc/v6rO/index.jsp
— Workplace Services Express V2.5

 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace Services Express V2.6

» http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

Server disk space Software product
— 470MB V5R4 System i Access for Web
— 365MB V6R1 System i Access for Web

© 2008 IBM Corporation 16



System i Access for Web
- Web Serving Environments
Supported

© 2008 IBM Corporation
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3 Options for setting up the
Access for Web environment

1. Integrated Web application server

Simplest to set up
Preconfigured HTTP web server
User created instances

2. Express Runtime Web Environments

All components provided in a single package

Greatly simplifies the complexity of the environment
Most automated

Running web environment when installation completes
Desktop icon linking to the deployed web environment

3. Step by Step

Greatest flexibility
Choice of WebSphere Application Server version
May already have components on your system

© 2008 IBM Corporation
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1. Integrated Web Application Server

— Simplest to set up
— Preconfigured HTTP web server
— User created instances

© 2008 IBM Corporation
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What is it, does System i Access for Web support it?

* What is the i5/0S integrated
Web application server?

— A web application engine much
like ASF Tomcat

— Uses minimal system resources,
similar to ASF Tomcat

— Minimal effort by an
Administrator to maintain

— Administrative instance with
preconfigured HTTP web server

— User created instances

— V5R4 is the last release i5/0S
will contain ASF Tomcat

© 2008 IBM Corporation

* How is it packaged?
— With i5/0S

— 57xx-DG1 IBM HTTP Server for i5/0S

— Available in PTF package/group

« V6R1 GA Cumulative PTF package
« \VBR4 SF99114 l|atest available level
« V5R3 SF99099 latest available level

» System i Access for Web support

— V5R4 System i Access for Web supports

only the Administrative instance

— V6R1 System i Access for Web supports

 Administrative instance
 User created instances

20
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To use System i Access for Web in this environment

Administrative instance and preconfiqured HTTP web server

1.

2,

S.

6.

7.

8.

Stop the Web Administration for i5/OS
ENDTCPSVR SERVER(*HTTP) HTTPSVR(ADMIN)
Load/apply latest PTFs (review cover letters for any additional information)
V6R1 GA cumulative PTF package
V5R4 SF99114 group for product 5722-DG1
V5R3 SF99099 group for product 5722-DG1
Load/apply latest System i Access for Web PTF
V6R1 S129664 or later
V5R4 SI129607 or later

Configure System i Access for Web
QSH
cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR

Start the Web Administration for i5/0S
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

Start preconfigured HTTP web server
STRTCPSVR SERVER(*HTTP) HTTPSVR(IWADFT)

Open a browser to System i Access for Web using preconfigured HTTP port
http://>system_name>:2020/webaccess/iIWAMain

Done!

© 2008 IBM Corporation 21
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To use System i Access for Web in this environment

User-created instance and HTTP web server (requires use of V6R1 System i Access for Web on
V5R4 or V6R1 i5/0S)

1. Load/apply latest PTFs (review cover letters for any additional information)

V6R1 GA cumulative PTF package
V5R4 SF99114 group for product 5722-DG1

2. Load/apply latest V6R1 System i Access for Web PTF
V6R1 S129664 or later

3. Start the Web Administration for i5/OS
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
4. Use the Web Administration for i5/OS wizard to create an instance of the integrated Web
application server and an HTTP web server.
http://<system_name>:2001/HTTPAdmin

5. Configure System i Access for Web

QSH
cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR —instance <instance name>

6. Start integrated Web application server and HTTP web server using the Web Administration
for i5/0S interface.
http://<system_name>:2001/HTTPAdmin
7. Open a browser to System i Access for Web using HTTP port you specified
* http://>system_name>:<port>/webaccess/iWAMain

Donel!

© 2008 IBM Corporation 22




Integrated Web application server

Questions regarding the integrated
Web application server option?

© 2008 IBM Corporation
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2. Web Enable Feature — Express Runtime
Environment

All components provided in a single package

Greatly simplifies the complexity of the environment
Most automated

Running web environment when installation completes
Desktop icon linking to the deployed web environment

© 2008 IBM Corporation
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What is the problem?

The complexity of the web-serving environment
— Several parts/pieces to install
— Can be challenging to configure all the parts/pieces

e

Application
Development
Tools

N

Business
Partner
or SMB
Customer

© 2008 IBM Corporation

Multiple
installations

Complex and
manual
configuration

Integration
required
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What is the solution?

 Put all the parts/pieces into a single package
— Middleware components
« HTTP web server
« WAS Express 6.x
» System i Access for Web
 PTFs are included

— Sample applications — modernizing an RPG
application (flight400) using the following
technologies:

« HATS, WebFacing, Web Services

— First Steps

« Web page with links to System i Access for Web,
Samples, web administration, Information

— Getting Started Document
— Deployment help text

— Product licenses

© 2008 IBM Corporation
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IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

Solution Pac.:k.ége :

>
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What is the solution? (continued)

» Make the package easily deployable
— Easy to use wizard run from Windows workstation
— Middleware is uploaded, installed/configured
— System i Access for Web is set up
— Sample applications are set up
— FirstSteps webpage is deployed

— Web-serving environment is ready for immediate
use

— Desktop icon to FirstSteps web page

© 2008 IBM Corporation
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IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

Solution Pac.:k.ége :
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Target Audience

* i5/0S customers and partners
— Anyone wanting/needing a simple way to setup web-serving on their i5/0S

 Users of the following:
— System i Access for Web — end user web browser access to i5/0S resources
— WDHT / HATS / WebFacing applications
— J2EE web applications (JSF, JSP, servlets, EJBs, etc)
— SOA applications (web services, including RPG/COBOL integration)
— Demo of an application modernized using SOA, HATs and WebFacing

* Partners
— Modify a similar solution to include their applications
* Obtain SAT and source from Partner\World
* Rebuild solution to include their application

© 2008 IBM Corporation 28
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Can also be ordered separately

Packaging/Ordering

— No-charge feature of 5722-WE2 Web

Express Runtime Web Environments SEEIEHENT IS

ggé%wgg e Order feature 5905 for CDs
B « Order feature 5906 for a DVD
— V5R4 i5/0S

« 5722-WE2 V1R1MO = WAS 6.0.2.9 & V5R4 System i Access for Web
+ 5722-WE2 V1R2MO = WAS 6.1.0.11 & V5R4 System i Access for Web

— V6R1 i5/0S
« 5761-WE2 VIR1MO = WAS 6.1.0.11 & V6R1 System i Access for Web

— Ships with all i5/0OS orders
* V5R4 — ships CDs, DVD is orderable
* V6R1 — ships DVDs
« All media contained in a single shrink wrapped package

— Packaged along with WebSphere Application Server - Express product CDs
« Label on package identifies the two products and their purposes
» Products identified on media labels
» Look for DVD labeled: Express Runtime Web Environments V1R1, contains everything you need

© 2008 IBM Corporation 29



Installation/Setup Process

» Read the ReadMe packaged with the
product

Verify requirements for Windows workstation
and i5/0S system

 From a Windows workstation, launch
the deployment wizard

Provide credentials
Specify i5/0S system to deploy

Name the HTTP web server, WebSphere
profile/application server, ports

Optionally a backend i5/0OS for System i Access
for Web to connect

* Deployment wizard runs

Pushing middleware from workstation/media to
the i5/0S system

Installs/configures middleware

Install/configures System i Access for Web,
sample applications, FirstSteps web page

Creates desktop icon on Windows workstation

© 2008 IBM Corporation
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* Deployment wizard complete

Click desktop icon named

Web_Enablement Environment V5R4MO0
or

Web_Enablement Environment V6R1MO

FirstSteps webpage provides links to web
environment, System i Access for Web, sample
applications

Administrator can then distribute web browser
URL to users

GO LICPGM will list

« 5733-SO1 Base Express Runtime Web
Environments

« 5733-SO1 1 Web Enablement Environment

30



Demonstration

Launch the wizard. Deploy the web environment and create the
desktop icon to the FirstSteps webpage

|!& Deployment Wizard

—
Lok
File Edit “iew Help

Q S@} "* =3 Web Enablement Environment

Select Tasks
v Welcome

Select the tasks to deploy.
- Select Tasks

wieh Enablement Environment

Selectthis task to deploy the Wieb Enablement Ervironmment to your i5/0S system.
Create Desktop lcon

Selectthis taskto create a deskiop icon that links to the YWeh Enablement Erwviranment.

= Back || Mex=

© 2008 IBM Corporation
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Demonstration (continued)

Name of i5/0S system to deploy the environment to

L J] Deployment Wizard

File Edit ‘iew Help

R

Sl

< | il

* =5 Web Enablement Environment

Specify Target Computers - \Weh Enablement Environment

Fraovide the host name or IP address for the target computer where wou want

to deploy Web Enablerment Environment.

Operating system: OS/400 {(i5/05)

Provide a user |ID and password with administrative privileges for the target computer.

Target Computer: | mySystemn mycompany com

Uger D DOUGE

Passward: 1:1;1"#1:1:'#1;1;'#|

[ Bave this login infarmation

[ Test connections

< Back || Mest-

© 2008 IBM Corporation
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Demonstration (continued)

Name the HTTP web server and it’s port
Name the WebSphere profile/app server and it's port range

| Deployment Wizard g [ ﬁ

File Edit “iew Help

J 0 —) Web Enablement Environment

Configure Parameters - HTTP and application server names and ports

Provide configuration information far YWehb Enablement Environment. Required
parameters are marked with an asterisk.

| Typical |Advanced |

*HTTP server narme MYHTTPSVR
*HTTP server port 10000
*anplication server name MY APPSWR
*Application server starting port 10001

< I [2]
=Back || Mext»
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Questions regarding the

Express Runtime Web Environments
option?

© 2008 IBM Corporation
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3. Step by Step

© 2008 IBM Corporation

» Greatest flexibility

» Choice of WebSphere
Application Server version

« May already have components
on your system

35
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Formula for successful setup and configuration

You need to do the following in this order:

5.

6.

. Decide what web application server

environment to run

Install System i Access for Web on your
i5/0S system

Verify, load, apply any additional PTFs

— Cumulative PTF package

— WebSphere, HTTP web server for i5/0S,
integrated Web application server
— System i Access for Web

Setup web-serving environment
Configure System i Access for Web

Verify the installation and configuration

© 2008 IBM Corporation

Information resources:

* These steps are detailed in System i
Access for Web InfoCenter
information

« Examples at

http://www.ibm.com/systems/i/softwar
elaccess/web/doc.html

36
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Decide what web application server environment

to run
o @ v

WebSphere _ “

© 2008 IBM Corporation 37
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Which web application server environment?

System i Access for Web can be deployed to a variety of web serving
environments.

— Servlets
* Integrated Web application server
+ WebSphere Application Server V6.1 for i5/0OS (Express, Base, Network Deployment)
+ WebSphere Application Server V6.0 for OS/400 (Express, Base, Network Deployment)
» WebSphere Application Server V5.1 - Express for iSeries
» WebSphere Application Server V5.1 for iSeries (Base and Network Deployment)
» WebSphere Application Server V5.0 - Express for iSeries
+ WebSphere Application Server V5.0 for iSeries (Base and Network Deployment)

* ASF Tomcat
— ASF Tomcat is delivered within the IBM HTTP Server for i5/0S product (5722-DG1)
— V5R4 i5/08S is last release for ASF Tomcat on i5/0S

— Portlets
» IBM WebSphere Portal — Express/Express Plus for Multiplatforms V5.0.2.2
» IBM WebSphere Portal Enable for Multiplatforms V5.1.0.1
* IBM WebSphere Portal V6.0
» IBM Workplace Services Express V2.5, V2.6

© 2008 IBM Corporation 38
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Install System i Access for Web
on your i5/0S system
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Install System i Access for Web on your i5/0S
system

Installing System i Access for Web P
— Use the RSTLICPGM command to restore (install) the licensed program
— RSTLICPGM LICPGM(5722XH2) DEV(OPT01) OPTION(*BASE) - V5R4 version
— RSTLICPGM LICPGM(5761XH2) DEV(OPT01) OPTION(*BASE) - V6R1 version

The restore will...
— Create library QIWA2 and objects in QIWA2
— Create file system directories
» /QIBM/ProdData/Access/Web?2/...
» /QIBM/UserData/Access/Web?2/...
— Set basic ownership/authorities for library and file system objects

The restore will not...
— Make any changes to HTTP web server configurations
— Make any changes to web application server configurations
— Enable use of System i Access for Web

© 2008 IBM Corporation 40
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Verify, load, apply any additional PTFs
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Verify, load, apply any additional PTFs

« Each component of the web application serving environment has PTFs

1. WebSphere Application Server

* http://www.ibm.com/systems/i/software/websphere/index.html
2. Integrated Web application server

* http://www.ibm.com/systems/i/software/http/index.html
3. i15/0S Cumulative PTF package
4. HTTP web server

* http://www.ibm.com/systems/i/software/http/index.html
5. WebSphere Portal/Workplace Services Express

« Refer to the Portal and Workplace Information Center documentation

6. System i Access for Web

http://www.ibm.com/systems/i/software/access/web/servicepacks.html

 PTFs for the above components should be verified and updated as
needed

© 2008 IBM Corporation 42



Setup up web-serving
environment

@TTPSewer for iSeries

m @ v J
WebSphere

© 2008 IBM Corporation
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Step by Step

Setup web-serving environment

Tier 1 Tier 2 Tier 3
HTTP Web Application
web server Server
Servlet
. 1" \
\
=0
[t — 3 .
Web browser . Java
JSPs SEME i5/0S
Interne Host applications
Database

Need to create...

© 2008 IBM Corporation
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Notes: Set up web-serving environment

« HTTP web server
— Front door for into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port
— An HTTP server is configured to "talk" to a specific web application server
— Routes web requests between and end-user browser and a web application sever

« WebSphere web application server (WAS)
— Profiles (instances) are created containing a web application server

— The web application server provides an environment for the deployment and management of web
applications

— Many different WAS versions can be installed and coexist on an i5/0S system
— All web applications running within a web application server share the same name space.
— You could create multiple profiles (instances) on a single i5/0S for the following reasons:

» To create separate development environments for different developers. This allows them to have
different versions of the same objects in their own name space.

* To create separate development and test environments
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Setup web-serving environment

Use IBM Web Administration for i5/0S
— Easy to use wizard that prompts for required information and does all the work
— STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— http://<system_name>:2001/HTTPAdmin

© 2008 IBM Corporation 46
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Setup web-serving environment (continued)

Setup - Create Application Server

@ HTTP Server Administration on X1519P4 - Mozilla Firefox: IBM Edition

File Edit
@ »-FO0D

IBM Web Administration for iSeries

View Go Bookmarks Toaols

Common Tazks and Wizards
2 Create HTTP Server

J Create Application Server
) Wigrate Original to Apache
J Create VWebSphere Portal

 Create IBM Warkplace

@

@

¢

http: ff <system_name =: 200 1HTTPAdmin|

Help

a7 WebSphere.

Manage | Advanced | Related Links

IBM Web Administration for iSeries

Getting starfed - Create and learn about the servers needed to run your Web content.

Create a New HTTP Server &
Create a new HTTP Server (powered by Apache) to run your HTTP Web content. This wizard will
create everything you need to get started with simple Web sening.

Create a New WebSphere Application Server @
Create a new WebSphere Application Server Instance to run your dynamic Webh applications. Create
gither a WebSphere Application Server - Express or WebSphere Application Server (base).

Create a New WebSphere Portal @

Create a new application server to run powerful and compelling business partner, customer, and
employee information portals. This includes configuring an HTTF server, creating a new
WebSphere Application Server, and configuring database and LDAFP as necessary.

Create WebSphere Portal - Express: One Step
Create a production ready WehSphere Portal - Express server without security in one easy step.

Create a New IBM Workplace environment @

Create a new IBM Workplace to run your collaborative work envirgnment. This rich environment
helps facilitate cormmunication among team members, allowing them to work together moare
efficiently to achieve their project and business goals. By accessing the same collaborative portal
interface, users can access their applications and shared on-line work areas and create, edit, and
share documents from any computer with a Web browser.

Done

© 2008 IBM Corporation
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Setup web-serving environment (continued)
Select version of WebSphere Application Server of those installed on your

system
& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition ==
File Edit View Go Bookmarks Tools Help ‘:‘
<::| - I_LZ - %] @ http: /f<system_name =: 200 1/HT TPAdmin [Vl @ Go @,

IBM Web Administration for i5/0S

Manage | Advanced | Related Links

P WebSphere.

* Common Tasks and Wizards . .
.} Create HTTP Server Create Application Server

J Create Application Server
 MWigrate Original to Apache

J Create WebSphere Portal . N .
) Create IBM Workplace Your system has more than one version of WehSphere Application Server installed.

Choose the type of application server to create
(%iv6 1 Express WebSphere Application Server V6.1 Express, allows you to add dynamic function to static HTML
CIVEA ND Web pages and is intended for less complex Web applications.

VB Base WebSphere Application Server Version VE. 1 Express can be installed in multiple locations on this
systemn. Multiple application servers can be created from each installation. The product install path
Ove.o for this installation is /QIBM/ProdDataWebSphere/AppServer/\V61/Express.

VA0 MD
(5 1 Base
5 A Express

Select WebSphere Application Server \Version

Back || Next Cancel

Done
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Setup web-serving environment (continued)

Enter a name for the web application server, optionally a description

@ HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

File Edit View Go Bookmarks Tools Help

<::| > LL:’ - @ [ | @ hittp: ff<system_name >: 2001/HTTPAdmin
IBEM Web Administration for i5/05

Manage | Advanced | Related Links

w Commaon Tasks and Wizards

JJ Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server . . .
) Migrate Original to Apache Specify Application Server Name

) Create WebSphere Portal

J Create IBM Workplace Specify a unique name for the application server. (7]

ﬁ Application server name: (iwablexpress

Server description: System i Access for Web

| Back || Next | | Cancel |

¥| © e |G

dP  WebSphere.

Done

© 2008 IBM Corporation
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Setup web-serving environment (continued)

Enter name for HTTP server, optional description, port on which this HTTP server will
listen

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition M= =
File Edit VYiew Go Bookmarks Tools Help :E{
-9 —
<'1:| - I_L,' - %l @ http: /f<system_name =: 200 1/HT TPAdmin [Vl @ Go @,
IBM Web Administration for i5/0S &> WebSphere
Manage | Advanced | Related Links
w Commen Tagks and Wizards . . i
‘] Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server .
) Migrate Original to Apache Create a new HTTF server (powered by Apache)
) Create WebSphere Portal
J Create IBM Workplace Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. (2]
# HTTP server name: wablexpre
HTTP server description: |System i Access for Web
Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.
Onwhich IP address and TCP port would you like your HTTP server to listen?
IP address: All P addresses [V]
ﬁ Port 10100
Hote: Most browsers make requests to port 80 by default.
[ae]
Back || Next Cancel
Dane
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Setup web-serving environment (continued)

Enter first port in a range of available ports — the communication ports between

the HTTP server and WAS

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition M=

&

File Edit VYiew Go Bookmarks Tools Help

*

<::| - I_L: - %l @ http: /f<system_name =: 200 1/HT TPAdmin [Vl @ Go @,
IBM Web Administration for i5/05

P WebSphere.
Manage | Advanced | Related Links

w Commen Tasks and Wizards

. Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server - . .
) Migrate Original to Apache Specify Intermal Ports Used by the Application Server

) Create WebSphere Portal

2 Create IBM Workplace The application server uses several internal services such as internal HTTP transponrt service, Simple Ohject Access

Protocol (SOAF) service, name senvice, and several other services to perform its processing. In order for these semnvices
to be configured, you must provide a block of 15 consecutive ports that are currently notin use on your system. Specify
the first TCP port numberin the range and the wizard will assign the poris that are to be used by each internal service.
For example, if 10101 is entered as the first portin the range, then ports 10101 to 10115 will be configured.

ﬁ First portin range: (107107 (7]

Back || Mext Cancel

-

Dane
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Setup web-serving environment (continued)

A few other steps in the wizard, then click Finish to create the web-serving

environment

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

Eile Edit View Go Bookmarks Tools Help

IBM Web Administration for i5/0S
Manage | Advanced | Related Links
w Common Tasks and Wizards

JJ Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server

2 Migrate Original to Apache Summary
) Create WebSphere Portal
J Create IBM Workplace When you click Finish this WebSphere application server will be created.

Application Server |HTTP Server

WAS version: 6.1.0.3 Express

Application server name: iwaf1express

Server description: System i Access for Web

Internal port range: 10101 - 10115

Virtual host: default_host

Profile root: IQIBMUserDatavebSphere/sppSernverVE 1/Expressiprofiles
External HTTP server association: IWAG1EXPRE

Server URL: http:/LPO16AB: 10100

Business applications: Mone

Sample applications: Application name | URL to access application

query Used by EJB client applications

http:AILPO16AB:10100/snoop
Default Applications | http:/LPO16AB:10100/itcount
http:AILP016AB:10100/hello

a URL from the table above.

Finish Cancel

<::| < L:: = @ @ http:/f<system_name>:2001HTTPAdmin [V] @ Go @,

P WebSphere,

Note: To access the applicationis) you have choosen, start both the application server and HTTP server, then enter

[+]

Printable Summary

Done
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Setup web-serving environment (continued)

Environment is ready for configuratoin when status reaches Running

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition
File Edit View Go Bookmarks Tools Help
P,
<::| A LL" - l%] @ http:/f<system_name=: 200 1HTTPAdmIn [V] @ Go @,
IBM Web Administration for i5/05 &P WebSphere.
Advanced | Related Links
All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers
@ Running Sener: | iwablexpressfiwablexpress - VB.1 Express [V]
w Commen Tasks and Wizards | iwaflexpressiwablexpress id
) Create HTTP Server
J Create Application Server
) Migrate Original to Apache i i -
R e Manage WebSphere Application Server - V6.1.0.3 Express
) Create IBM Workplace Profile: iwablexpress Server iwatilexpress
- WAS Wizards Product install path: /QIBM/ProdData/WebSphere/AppServer/\/61/Express
J Create Virtual Host
 Install Mew Application ; . T
7} Create JOBC Provider System i Access for Web
2 Create Data Source
.1 Deploy IBM Telephone Directory "‘I F.\ ¥ S ..' z =1 g _I_ I} r | ) ‘_‘_i‘ ]
) Deploy IBM Survey Creator = " : ;
Create Additional Virtual Host Install New Application Create Data Source |
 Server Properties The default virtual host After creating the server and virtual  Then, define the resources the 3
[ Properties "default_host” was created for this  haost you can install your application server will use to
b Server Tracing application server. However, you applications. access data for your applications.
B/ SERERRGE can specify additional virtual hosts
B View HTTP Servers .
for more contral over what URI's
can run which applications.
w Applications
B Manage Installed Applications
w Resource Configuration
B Manage Virtual Hosts Manage Virtual Hosts rulla;agl?cgl?:}?:‘lfd Manage Data Sources
™ Manage JOBC Providers pp
[ Manage Data Sources @ default_host @ DefaultApplication L] ]
DefaultEJBTimerDataSource
¥ \Web Performance @ admin_host @ query @ Default Datasource
% \Vieb Performance Monitor - )
E; Web Performance Advizor [v] o mtApp [v]
Done
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Configure System i Access for Web

IBM 2 @ ¢
/ WebSphere
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Configure System i Access for Web

System i Access for Web must be deployed (configured) to a

running web application server Commands are provided to. ..

System i Access for Web provides CL and QShell | £ ¢ the complexity of deploying
commands a web application

— CL commands — QIWA2 library * Check dependencies

« CFGACCWEB2 Configure System i Access for Web
- STRACCWEB2 Start System i Access for Web * Invoke appropriate WebSphe_are
. ENDACCWEB2 End System i Access for Web tool to deploy a web application

+ RMVACCWEB2 Remove System i Access for Web
» Perform additional required setup

— QShell - /QIBM/ProdData/Access/Web2/install
» cfgaccweb2 Configure System i Access for Web
« straccweb2 Start System i Access for Web
« endaccweb2 End System i Access for Web
* rmvaccweb2 Remove System i Access for Web

* /QIBM/UserData/Access/Web2/
... Structure

* Allows for PTFs that make use of
the normal i5/0S PTF tools
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Configure System i Access for Web (continued)

Use available documentation =

Notes
« System i Access for Web — Information Center . Do not use the web
— Place to start to get System i Access for Web installed and administration
running interface or

When the commands are run -

« The WebSphere web application server must be running
before running the CFGACCWEB2 or RMVACCWEB2 °
commands

 The WebSphere web application server will need to be
restarted after the CFGACCWEB2 or RMVACCWEB2
commands
— No updates are made to the HTTP web server configuration.

© 2008 IBM Corporation

WebSphere Admin
console to configure
(deploy) or remove
System i Access for
Web

Do not attempt to
migrate a WebSphere
environment to
another WebSphere
environment when
System i Access for
Web is configured
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WebSphere

Verify the installation
and configuration

Y
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Verify the installation and configuration

IBM Web Administration for i5/OS - Applications - Manage Installed
Applications

& HTTP Server Admir =1 <
File Edit WView Go Bookmarks Tools Help :i(
<j - I_:: - @ @ http:ff <system_name=: 200 1HTTPAdmin [V] @ Go Q,

IBM Web Administration for i5/0S Pt

WebSphere,
Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running
w Common Tasks and Wizards i . . .
1) Create HTTP Sen,;,. iwablexpress/iwadlexpress = Manage Installed Applications

J Create Application Server
o Migrate Original to Apache . R
) Create WebSphere Portal Manage Installed Applications

o Create IBM Workplace

Server: | iwablexpress/iwablexpress - V6.1 Express [V]

Data current as of Mar 21, 2007 11:33:34 PM.

- WAS Wizards

7} Create Virtual Host Installed applications:

J Install Mew Application Application name Status Enablement

. Create JDBC Provider . .

7} Create Data Source (&  DefaultApplication @ Running Enabled

W) Lz E i iSeriesAccessforiWeb i Enabled

2 Deploy IBH o @ Running

O query @ Running Enabled

N I PR ivtAy i Enabled

B Propertie (@) ! -pp @ Running

B Server Tracing O isclite @ Running Enabled

[ Server Poris

[ View HTTP Servers Install Refresh

v Applications o,
[Es] M anage Installed Applications:

 Resource Configuration
[ Manage Virtual Hosts
[ Manage JOBC Providers
[ Manage Data Sources

w Web Performance Close
= wWeb Performance Monitor
) Web Performance Advisor [v]

Done
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When things do not work

— Verify the HTTP web server is running
— Verify the WebSphere web application server was restarted after running

CFGACCWEB2

— Verify the WebSphere web application server is running
— Verify you have the latest group PTFs for the HTTP web server and WebSphere

Application Server.

— Verify that System i Access for Web is listed as an installed application in the
WebSphere application server (via the IBM Web Administration for i5/OS interface)

— Look at System i Access for Web logs

Il

High level translated log

/QIBM/UserData/Access/Web2/logs/cmds.log

Low level untranslated log

/QIBM/UserData/Access/Web2/logs/cmdstrace.log

Logs for specific WAS servers.
Note: some logs may be EBCDIC
requiring use of WRKLNK i5/0S
command to view them

/QIBM/UserData/Access/Web2/logs/<appsvrtype>/<wa

sprf>/<appsvr>/logs/*

— Next, if needed, the doc will lead you to the WebSphere Applicatoin Server or

Portal logs

© 2008 IBM Corporation
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Controlling Access

3 methods to control access using System i Access for Web

e Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

» User Preferences

— Users can set their own Preferences for things like
« What tabs are available in the navigation bar
* How to view output (default rows/columns per page)
* How to filter output

 Customize the Home page and template files

— Administrators can use the Customize function to replace the default System i Access
for Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of System i Access for Web pages

— Style sheets - The look of the System i Access for Web page content is now controlled
by external style sheets.
© 2008 IBM Corporation 61
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Controlling access
Home Page = http.//<myiseries>:<port>/webaccess/IWAHome

) Homepage

=%

File Edit View Go

=&

—| My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

cass for Wab

- iSeries Infarmation
Center

» iSeries Resource
Library

Bookmarks Tools Help

@ hittp: ffmyiSeries.myCompany. com/webaccess i AHome|

Welcome to iSeries Access for Web

Getting Started

My Information Related Products

to customize the behavior and
lock of iSeries Access for Web.
Alzo, find out how to create
vour own home page!

A new generation of software that enables you to access your iSeries server information and resources
through a web browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and busineszes are quickly moving to embrace new
technologies through e-business. Since most desktop operating systems come with web browsers,
users want an easy way to work with their business-critical i5/05 information and resources through
the simple browser user interface that has been designed to be Internet-friendly. Users also are looking
for hassle-free access through firewalls. They want access from a variety of platforms, and want nao
special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in
the enterprise through centrally controlled administration built around 15/05 user profiles. Additionally,
administrators want to customize a user's view of the iSeries server, 5o those not familiar with i5/05
operating environment can easily and productively work with its database and other rescurces.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that
runs in a browser and provides a user-centric, web-based view of iSeries server information and
resources. It provides key capabilities, such as:

# EBrowser accecs to ewicting S250 annlications without reauiring code channes

] 0

=* City informatien
=+ Movies
= Maya Clinic

Rochester weather

3 SkyCam

Rochester news

# Post-Bulletin enline

B KTTC
Telephone directory
=* Find a per

3* Find a bus
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Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/IWAMain

& iSeries Access for Web

B[[=1

File Edit WMew Go

for Web

<’\::|v

| My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

- iSerie

- iSerie

= iSeries Navigator

- iSeries Infarmation
Center

- iSeries Rescurce
Library

© 2008 IBM Corporation

Bookmarks Tools Help

v @ co

@ hitp: ffmyiSeries.myCompany. com/webaccess it AMain|

iSeries Access for Web
Welcome to iSeries Access for Web, the lightweight, browser-based access to your iSeries server.
Pure Java serviet based access

iSeries Access for Web is a =et of servlets that run on iSeries servers as extensions to the HTTF server. The servlets provide
access to databases, files, print gueues, printer cutput, and messages contained on the iSeries server.

Industry standard protocol

iSeries Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols.
Firewall issues are much more manageable as a result.

Lightweight access

iSeries Access for Web provides lightweight, and convenient access to iSeries servers from any web browser. Most of the iSeries
Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

Server based

iSeries Access for Web is entirely server based. There is no client code to install and manage. Simply install and configure on the
server, and access from any web browser.

Object level security

Access to the iSeries data i= bazed on iSeries object level security. Users and groups can only access the data to which they are
authorized.

Fully customizable

Access to iSeries Access for Web functionality can be restricted for users and groups of users. iSeries Access for Web is fully
customizable =0 a user will only see and access what the administrator has configured for them to use and see.

Web components

iSeries Access for Web is also a set of web components for web applications. Web applications can link to the iSeries Access for
Web servlet URLs and take advantage of the functions that iSeries Access for Web provides.

63




Controlling access
Product functionality

& iSeries Access for Web Database

=Jo/ed

Eile Edit View Go

- &

_| My Folder

Print

Messages

Jobs

5250

Database

+ Tables

- My requests

= Run SQL

- Copy data to table
= Import request

= Import query

« Extract server data
Files

Command
Download
Customize

Other

Related Links:

s iSerie Web
»iSerie

- iSeri

+ iSeries Information

Centar
» iSeries Rescurce
Library

Bookmarks Tools Help

V@Go

@ hittpeffmyiSeries. myCompany . com fwebaccess ivi AMain? tab=database

User: dib

; for Web

Database

Access database tables on your iSeries server with iSeries Access for Web.

Tables
* View a list of database tables on your iSeries server.
+ Perform actions on these tables without having knowledge of SQL and its syntax.
* view the contents of a table in a paged list, using the Quick view action.
+ Add and update records in a table using the Insert and Update actions.
* Create yvour own custemized SQL request for a table using the Run SQL action.
* Create your own customized copy data request for a table using the Copy data to table action.

My requests
* view a list of previously saved requests.
+ Run or Edit requests from this list.
+ Manage lists using the Copy, Delete, and Rename actions
* Create and manage shortcuts to requests

Run SOL
* Run SQL statements dynamically.
* View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how
you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)
* Customize how data is returned by setting options specific to the ocutput type.
#* Build SELECT statements using an SCL Wizard.
+ Save regquests for repeated use.

Copy data to table

Copy existing data files from your PC to a database table on your i15eries server.

These data files can be in many popular file formats, including Microsoft Excel and Lotus 1-2-3.
Replace the contents of a table or add data to an existing table.

Create a new database table based on the contents of a workstation file.

Save requests for repeated use.

LI O I

Import request
* Import Client Access Data Transfer upload and download requests into iSeries Access for Web copy data and SQL requests.
+ Imported requests are automatically converted to iSeries Access for Web format.
* Run and edit converted requests on your iSeries server just like other copy data and SQL requests.

Import query

+ Import gqueries generated by Query for iSeries and DBZ UDE for iSeries Query Manager.
* Imported gueries can be saved into iSeries Access for Web database requests.
+ Run and edit converted queries on your iSeries server just like iSeries Access for Web SOL requests.

Extract server data hd

© 2008 IBM Corporation
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Controlling access

Sample for a user that only performs preset database queries

-

@ iSeries Access for Web Database

=Joes
File Edit Wiew Favorites Tools Help
QBack = 4 IiLI IELI ; /.__\J Search V\ Favorites @Media GL = = J‘;

http: ffmyiSeries. myCompany.com/webaccess /iy AMain?tab =database

Database

Database

= My requests i i ko i
¥ requests Access database tables on your iSeries server with 1Series Access for Web.

My requests

* ‘fiew a list of previously saved requests.
# Fun or Edit requests from this list.

# Manage lists using the Copy, Delete, and Rename actions
» Create and manage shortcuts to requests

IEM iSeries Service 5.4.0.05-191.5122130

43_$| Done ) Internet

© 2008 IBM Corporation
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Controlling Access:
Setting policies for users and groups of users

© 2008 IBM Corporation
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Controlling User Access

~+1 My Folder
Print
Messages
Jobs
2250
Database
Files
Command
Download
Customize
Other

© 2008 IBM Corporation

*Customize policies for users and groups to
— Allow/Deny functions users can access
— Limit the information users can see
*Use group profiles to simplify policy management
— Manage policies for group profiles
— Add/remove users from groups

*When a function is restricted, access to the servlet
Is restricted

*You need *SECADM authority to customize profiles

67
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Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

* These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

* When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

« Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
System i Access for Web functions.

© 2008 IBM Corporation 68
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Controlling User Access

» System i Access for Web ships
with default policy settings

*Default allows most functions to
be available to all users

*Use *PUBLIC to set policies for
all users

*Strategy:

— Grant an administrator profile
access to all functions

— Deny access to all functions to
*PUBLIC

— Then allow specific
users/groups access to specific
functions

© 2008 IBM Corporation

iSeries Access for Web

# My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize
+Preferences
+Policies

» Seftings

“Transfer
tonfiguration

Other

Related Links:

*Series Access for
Web

*[Series Access

* Series Navigator

* iSeries Information
Center

+15eries Resource
Library

Policies

Profile: *PUBLIC

Action Category

A 50

1 Command

7] Customize

17l Database

17l Database
connections

7] Download

7] Files

7] General

[7l obs

A Ml

,ﬂ Messages

7 My Folder

7] Print

7] Sametime

7] Other

User; cminer  System:

Description
5250 user interface custom settings.
Run batch command custom settings.
Preferences and policy administration custom settings.
Database tables, requests, and run SQL custom settings.
Create and edit database connection definitions.

Download packages custom settings.

Integrated file system and fle share custom settings.
Page layout, language and character set custom settings.
Work with jobs custom settings.

Send mail custom settings.

Display messages, send messages, and message queue custom
settings.

My Folder custom settings.

Printer output, printers, printer shares and output queue custom
settings.

Lotus Sametime custom settings. .

Change password and other miscellaneous custom settings.

View of the Policies page

Access
0
Alowed
Allowed
Alowed
Allowed
Allowed

Allowed
Allowed
Allowed
Allowed
Alowed
Alowed

Allowed
Allowed

Allowed
Allowed
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Controlling Access - Setting policies (continueq)

& Policies |

l=Jo/ed

File Edit WVew Go

—1 My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

- Prefarences
|::> - Palicies

= Settings

= Transfer configuration

Other

Related Links:

Bookmarks Tools  Help

é/h http:/fmyiSeries.myCompany. com/webaccess iWACustomizelist?action =select|

Policies

Specify the profile yvou want to edit.

Edit Policies

Waork with the Ww are authorized to customize.

Lroup pro

Worle with the group profiles you are authorized to customize.

Import policies from a file into iSeries Access for Web.
Export policies from iSeries Access for Web to a file.

View I‘n_elp_far working with policies.

IBM iSeries Service

vl @ Go

5.4.0.05-191.5122130

© 2008 IBM Corporation
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Controlling Access - Setting policies (continueq)

.
& Ppolicies -

File Edit Yew Go

G- P G

_| My Folder

Bookmarks Tools

Help

@ http: {fmyiSeries. myCompany.com/webaccessiWACustomizeList ?action=users|

iSeries Access for Web

Policies - User Profiles

User: dib

Messages Filter by: & profile ) Description
Jobs
[1l]z2456723510 » M A
5250 .
e Profile Description Action 9 ACtlonS -
Files ACBARRCN Alma Carclina Barron Perez - GDL T/L 877-5656 &1 [ H Hp
— | “ 12 i Edit policies
ACN Ali Nelson 3-6874 [#] 0] B
2“‘:“'“5_"' ADSIERRA  Alma Delia Sierra/Mexico/Contr/IEM@IEMMX 7 0 [6 [@ = View all p0||C|eS
ustomize - . =
AGUEDA Agueda Martinez Hernandez Magro/Mexico/IEM@IBMMX | #| |i : :
- prefarances ] 2 . 10 View group membership
| AHANSOM  Andrew Hanson 3-3571 [#] 0] .
= Policies
i AHOMIKE  Mike Aho/Rochester/IBM@IBMUS el View group members
= Settings
- Transfer canfiguration ALE] Alejandre Bascuas/Rochester/IBM@IBMUS [#] 3] [ Copy pOlICleS
T ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX [#] 3] [ & [=] R t | .
ALITEST (7] [0 (8] esel policies
ANDREWS  Greg Andrews/Rochester/IBM@IEMUS [#] [ [
Related Links: ANTARES 'Elias Ricardo Castellanos/Mexico/Contr/IEM@IEMMX [#] 3] B
= iSeries Access for Web . N ) -
Seriee Accoee ARABIC Gilberto Martinez Cortes/Mexico/Contr/IEM@IBMMX [#] 0] B
- iSeries Navigator ATCLARK  Adam Clark, 3-3941 [#] 0B
- iSaries Fo io
Senes tnfermatien ATOMKO  Ana Tomko Sanchez/Mexico/Contr/IBM@IBMMX 710 [B]
*iSeries Resource BAZEY lchn Bazey (3-7108) E
LIDrary
BEACH Mark Beach/Rochester/IBMEIBMUS [#] 3] 8]
BECKYD Rebecca K Dimock/Boulder/[BM@IEMUS [#] 3] [ -
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Controlling Access - Setting policies (continueq)

& Edit Policies - Database \ E]@
File Edit Wew Go Bookmarks Tools Help
<\1,:| - - %‘ @ hittp: {fmyiSeries, myCompany. comfwebaccess iWACustomizeDatabase ?profile=DLE| A4 @ Go
- User: dib
iSeries Access for Web
Edit Policies - Database
| My Fold .
v Folder brofile: DLB <:|
Print
Messages Policy Derived From 7] Action Setting
Jobs Database access Shipped default Use current setting w| | Allow [+ (7]
3250 Database tab Shipped default Use current setting wl|| | Show [ (7]
Database Tables Shipped default Use current setting w| | Allow |[» (7]
Files . .
Maximurn Shipped default Use current setting w| | 500 » (7]
Command table rows
Download Table filter Shipped default Use current setting w| *USRLIBL (7]
EISTTER Table filter is  Shipped default Use current setting w| | Allow [ (7]
- Preferences user
« Policies Dosizraio: hiooed defaul o
] Insert Shipped default Use current setting w | | Allow |w
o EEETEE records into
- Transfer configuration table
oOther Inzert record Shipped default Use current setting - 9
columns
Update Shipped default Use current setting | | Allow [+ (7]
records in
Related Links: table
- iSeries Access for Web Update Shipped default Use current setting w (7]
= iSeries cess recard
= iSeries Navigator columns
+ iSeries Information Quick view Shipped default Use current setting wl|| | Allow [+ (7]
Center table records
= iSeries Resource . .
Library Maximum Shipped default Use current setting | | 1000 bt (7]
quick view
rows
Order Shipped default lee current catting sl | po e [ 7 Hlllad
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Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only
has the ability to run preconfigured database queries to generate reports.

» This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
System i Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.
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Example: Simple Database User - Before

Accessing the Database tab of System i Access for Web as user
REPORT_MAN

@ iSeries Access for Web Database

File Edit View

—| My Folder

Print

Messages

Jobs

5250

Database

« Tables

= My requests

* Run S5QL

- Copy data to table
= Import request

= Import query

« Extract server dats
Files

Command
Download
Customize

Other

&1 Done

Favorites

http: /fmyiSeries.myCompany. com/webaccess i AMain?tab =database|

L) Back - 7

Tools  Help

;- Favaorites @Media {;‘:ﬂ T R

User: report_man

iSeries Access for Web

Database
Accese databasze tables on your iSeries server with iSeries Access for Web.

Tables

» View a list of database tables on your iSeries server.

Perform actions on these tables without having knowledge of SQL and its syntax.

View the contents of a table in a paged list, using the Quick view action.

Add and update records in a table using the Insert and Update actions.

Create your own customized SQL request for a table using the Run SQL action.

& Create your own customized copy data request for a table using the Copy data to table action.

My reguests
» View a list of previously saved requests.
& Run or Edit requests from this list.
& Manage lists using the Copy, Delete, and Rename actions
& Create and manage shortcuts to reguests

Run SOL
® Run 5QL statements dynamically.
* View output as a paged list ar in a papular file format, like Microsoft Excel or Lotus 1-2-3. (Qutput format depends an how
yvaou have yvour browser configured and whether the browser can locate a plug-in for the autput type vou choose.)
® Customize how data is returned by setting options specific to the output type.
& Build SELECT statements using an SQL Wizard.
® Save requests for repeated use.

Copy data to t.al.Jle _ _ “

Q Internet
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

& Policies

=%

| My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

+ Preferences
+ Policies

= Settings

Other

Related Links:

© 2008 IBM Corporation

Ele Edit View Go Bookmarks Tools Help

g-}ﬂ http:/fmyiSeries, myCompany, com webaccess iWACustomizeList]

Policies

Specify the profile vou want to edit.

Profile: [REPORT_MAN <::|
Edit Policies

Work with the user profiles you are authorized to customize.

Waork with the group profiles you are authorized to customize.
Import policies from a file inte iSeries Access for Web.

Export policies from iSeries Access for Web to a file.

« Transfer configuration

View help_féur working with policies.

W

@ Go

3.4.0.05-191.5122130 |53
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Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.
& Policies M=

File Edit View Go Bookmarks Tools Help

<J:| - = @ @ http://myiSeries.myCompany. com webaccess iV ACustomize ?profile =REPORT_MAN| v @ Go

Policies

_| My Folder .
Profile: REPOR

Print
Messages Action Category Description Access '9
Jobs |£—| 5250 5250 user interface custom settings. Allowed
5250 |£—| Command Run batch command custom settings. Allowed
Database |£—| Customize Preferences and policy administration custom settings. Allowed
Files |£—| Database Database tables, requests, and run SQL custom settings. Allowed
Command |£—| Database connecticns  Create and edit database connection definitions. Allowed
Download [#] Download Download packages custom settings. Allowed
Customize [#] Files Integrated file system and file share custom settings. Allowed
o (ETEIZTENES [#] General Page layout, language and character set custom settings. Allowed
’ pC“:_iEE |£-| Jobs Work with jobs custom settings. Allowed
:er:-::FE:r S S |£-| Mail Send mail custom settings. Allowed
e |£-| Meszages Display messages, send messages, and message queue custom settings.  Allowed
Ii’-l My Folder My Folder custom settings. Allowed
|£-| Print Printer output, printers, printer shares and cutput queue custom settings.  Allowed
Related Links: |£-| Sametime Lotus Sametime custom settings. Allowed
|£-| Other Change password and other miscellanecus custom settings. Allowed

all policies

View current policy settings for all categories.

‘;’iéw curr:ent group mer_nbership far this user profile.
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Example: Simple Database User — Other

» Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

@& Edit Policies - 5250

=Joed

Fi

o,

1 My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customiza

- Preferences
* Policies

= Settings

Othear

Related Links:

e Edit View Go
@ -5 0D

1Series Access for Web

- Transfer configuration

Bookmarks Tools Help

Edit Policies - 5250

Profile: REPORT_MAN

Policy

5250 access

5250 tab

Start non-configured seszions
Prompt when starting
non-configured sessions

Show server name in title

Show configured sesszion

name in title

Maximum active sessions

Inactive session timeout

Active sessions list columns

Configured se=szion to use for

defaults

Save settings as user defaults
Load settings from user
defaults

Load settings from shipped
defaults

Switch between
Web/Traditional views

Edit active zession settings

Bypass signon

Derived From 7]

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Action &

current setting
current setting
current setting

current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

http: /fmyiSeries. myCompany. com fwebaccess i ACustomize 52507 profile =REPORT_MAN

<

<

Allow [»
Yes |w

Yes W

MNao

Mo maximum |

24 hours w

Columns...

User defaults

Allow

Allow
Allow |[w
Allow |[w

Allow [»

Allow |[w

Allow
Den

| @ Go

QO O O 0O QOO OO ODOOO
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Example: Simple Database User

» Allow access to Database function.
« Set Tables policy to Deny.

l=Jo/ed

(& Edit Policies - Database |
File Edit Wew Go Bookmarks Tools Help
<,\,1:| - - %‘ @ http: /fmyiSeries.myCompany.comfwebaccess/iWACustomizeDatabase?retURL ="MNONE&profile =REPORT_MAN
User: dib
Edit Policies - Database
| My Folder .
Profile: REPORT_MAN
Print
Messages Policy Derived From '9 Action '9 Setting
Jobs Database access Shipped default Use current setting | | Allow [+ <::|
5250 Database tab Shipped default Use current setting w| | Show [
e Tables Profile setting Use current setting o ow ] <::|
Filas "
Maximum Shipped default ; Allow
Command table rows Use current setting ¥ iEen w
Download Table filter Shipped default Use current setting *USRLIBL
LIS Table filter is  Shipped default Use current setting w| | allow [+
- Preferences LsEer
- Policies preference g et
; Insert Shipped default Use current setting v | Allow |
o ESEITEE records into
= Transfer configuration table
Other Insert record Shipped default Use current setting o
columns
Update Shipped default Use current setting | | Allow [
records in
Related Links: table
- iSeries Update Shipped default Use current setting w
« iSeries record
- iSeries Navigator columns
siseri=s Infermation Quick view Shipped default Use current setting v | Allow |
Center table records
= iSeries Resource . .
Librar, Maximum Shipped default Use current setting ~| | 1000 w
quick view
rows
Order Shipped default llse current satting sl | nie s

V@GD

®P 90 © © 0O © 0O OO0
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Example: Simple Database User

* Only allow the user the ability to run a saved DB request (Run request)

0 a_m [ o]
& Edit Policies - Database E]@
File Edit View Go Bookmarks Tools Help
<::| - EL) - @ @ http:/fmyiSeries. myCompany. com/webaccess/iW ACustomizeDatabase ?profile =REPORT_MAN| Bl @ Go
Requests Shipped default i o] vy (7] )
q Pp Use current setting | | Allow _v.<::| bl
Run request  Shipped default Use current setting ] | Allow [ (7]
Copy request Shipped default Use current setting %] | Deny [w] (7]
Delete Shipped default Use current setting (] | Deny [w] (7]
reguest — —
Renams Shipped default Use current setting (%] | Deny [s] Q
request — —
Edit request  Shipped default Use current setting (v | Deny [w (7]
Save request Shipped default Use current setting (v | Deny [w 9
List request  Shipped default Use current setting (w] | Deny [w 9
shortcuts — :
Create Shipped default Use current setting [»v]| | Deny [w] (7]
request — -
shortcut
Copy reqguest Shipped default Use current setting [»]| | Deny [w] Q
shortcut — —
Delete Shipped default Use current setting [»v] | Deny [+ (7]
reguest " "
shortcut
Rename Shipped default Use current setting s | Deny [+ (7]
reguest — —
shortcut
Request list  Shipped default Use current setting ] (7]
columns
Run 30L Shipped default Use current setting ] Deny ™M 9
requests — -
Run statements Shipped default Use current setting [»]| | Deny [w] 9
other than — —
query
CTJI?V data to Shipped default Use current setting (%] | Deny [w] (7]
table T T
Create new  Shipped default Use current setting (| | Allow [+ 9
tables " — ™
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Example: Simple Database User

* Turn off the ability to perform the remaining database functions
» Save the changes

& Edit Policies - Database |

(=1}

File Edit View

IBM iSeries

© 2008 IBM Corporation

Bookmarks Toolz Help

E- -0

Request list
columns
Run SQL
requests
Run statements
other than
query
Copy data to
table
Create new
tables

Append data
to tables

Replace data
in tables

Import request
Import query

Extract server
object data

Default
connection

Default
connection is
user preference
Add IBM
Toolbox for
Java to
connection list

Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

|| Cancel || Apply

Use

Use

current setting
current setting

current setting

current setting
current setting
current setting
current setting

current setting
current setting

current setting
current setting

current setting

current setting

v.

v.

http:/fmyiSeries. myCompany. comwebaccess i ACustomizeDatabase?profile =REPORT_MAN

Columns...

Deny |[¥|

Deny |¥|

Deny |v|
Allow [
Allow [
Allow [

Deny |¥|
Deny v

Deny |v|

V@Go

1EM Toolbox for Java |

Deny v

Deny |v|

® ®

@ © O 000 O O OO ©

.
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Example: Simple Database User - Completion

* The user can now only run the DB queries they have been given.

@ My Requests

File Edit Wiew Favorites Tools Help

OBack . > Iﬂ IELI ; /--: Search ‘E)'.j.:..;"Favurites @Media {;-ﬂ == = ““

ddress http: f{myiSeries.myCompany.com/webaccess/ivWADbReguests?page=1

.- User: report_man
iSeries Access for Web

My Requests

Database
= My reguests [1] n
Request Description Action (7] Shortcut Created By Access
Accounts receivable  Who owes us money Iil Yes dib report_man
Find employee record |£| Yes dib *PUBLIC
Low inventory Items below inventary threshold |£| Yes dib report_man
Weekly production Production numbers for the week Iil Yes dib report_man
[1] n
e_s“l Done

£ Internet
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User Preferences

» The Preferences function allows users to customize System i Access for Web

settings to meet their needs.
» By default, all users are allowed to modify their preferences.
» Preferences are a subset of the complete list of available policy settings.

« Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— And more

 Restricting access to Preferences

— Administrators can deny specific users or groups from accessing their preferences.

— This is controlled by the "Edit preferences" policy.

© 2008 IBM Corporation
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC _USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC _USER modifies the preferences.

« When the policy is set, it takes effect immediately.
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Example: User Preferences, Printer output (oninueq

» The printer output display defaults with many columns of information.
@ Printer Output E]@

Eile Edit Wew Fawvorites Tools Help Jl;’

OBack M -7 | Iﬂ ﬂ .;‘ /-': Search ‘;_’-_-'\IE'Favorites @Media {;-?: - < g :‘i

http: /fmyiSeries.myCompany. com fwebaccess iWaSpool?page=1 A4 ﬂ Go

User: basic_user

Printer Output for basic_user

—1 My Folder

Print [1] [p]

- Printer output

p— p— File User Creation Pages Job File <

. printer eutpy Name Data Date/Time Per Copy Copies Status Action 9 User Job Name Number Number C

== QFDSPAIB 1/30/08 8 1 Ready [..|[3][F)[@] 8ASIC_USER QPADEVODOG 562152 10

* PDF printers 2:38 PM

. Internat printers QPDSPSTS 1/30/06 1 1 Ready [.|[0|[H|[@| BASIC_USER QPADEV000G 562152 2 Q
2:38 PM

« Internat printer shares

« Printer shares [1] N

» Output gqueues

Messages

Jobs

Tl Action Details

Database

Files The Printer Qutput function supports the following actions:

C d

emman » Work With

Download Use the Work With action to hold, release or print the specified spooled file next. There are alzo links available that will allow

Customize the spooled file:

Other o Mowve printer output to another printer
o Mowve printer output to another output queue
o Send printer output to another server (SNDTCPSPLF)
. o Change printer output attributes (CHGSPLFA)
Related Links: ) 2 Copy printer output to database file (CPYSPLF) w
< >
a&ﬂ Done  Internet
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Example: User Preferences, Printer output coninueq)

* Click on the Customize tab to work with Preferences.

@ Preferences

Eile Edit Wiew

=&

1 My Folder

Favorites Tools Help

P —
ﬂ ﬂ ."_ p, ! Search . Favorites @Media 52( - =

http: /fmyiSeries.myCompany.com/webaccess iy ACustomize

Preferences

User: basic_user

T Action Category Description

Messages Ifl 5250 5250 user interface custom settings.

Jobs Igl Command  Run batch command custom settings.

— Iﬂ Customize  Preferences and policy administration custom settings.

e Iﬂ Database Database tables, requests, and run SQL custom settings.

Files Igl Download Download packages custom settings.

Command Igl Files Integrated file system and file share custom settings.

Duwnlm_"i Iﬂ General Page layout, language and character set custom settings.

|::> ‘?“:::::::ﬁ Igl Jobs Work with jobs custom settings.

e Igl Mail Send mail custom settings.
Iﬂ Messages Display messages, send messages, and message queus custom settings.
Iﬂ My Folder My Folder custom settings.
Iil Print Printer output, printers, printer shares and output queus custom settings.
Iﬂ Sametime  Lotus Sametime custom settings.

« iSeries Navigator Iﬂ Other Change password and other miscellaneous custom =settings.

- iSeries Information

Ceanter
= iSeries Rescource
Library view all preferences
View current preference settings for all categories.
Preferences help
Wiew help for working with preferences. -
g“| Done ) Internet
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Example: User Preferences, Printer output coninueq)

« AFTER: The printer output display now only has a few columns.
| @ Printer Output E]@

File Edit Wiew Favorites Tools Help
3 - A = A
)Back > ﬂ IEI ."_ 7 ! Bearch . Favarites @Media G-‘ﬁ A== s “:i

: Address http: /fmyiSeries. myCompany . com/webaccess iWASpool ~| kd Go

User: basic_user

Printer Output for basic_user

—! My Folder
Print []_] [p]
= Printer cutput
« PDF printer output File Name Pages Per Copy Status Action 9
- Printers QPDSPAIE &8 Ready [][0Y B &
- PDF printers QPDSPSTS 1 Ready [..][0][E]
- Internet printers
- Internet printer shares 1l n
= Printer shares
= Qutput queues
Messages
Jobs Action Details
5250 . . . .
The Printer Cutput function supports the following actions:
Database
Files * Work With
- d Use the Worlke With action to hold, release or print the specified spocled file next. There are also links available that will
amman allow you to perform the following actions on the spooled file:
Download
Customize 2 Mowve printer output to another printer
2 Move printer output to another output queue
Other 2 Send printer output to another server (SNDTCPSPLF)
2 Change printer output attributes (CHGSPLFA)
2 Copy printer output to database file (CPYSPLF)
Related Links: -
=] ime= Areracse fer Wakh . VIEW . . . .
. :E"fei eeess Tor Web Use the View action to view the printer cutput. w
&] Done ) Internet
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Policies and Tools

 Import/Export policy settings
— Pick a user or group for export

» Transfer configuration data from one user to another
— Move and copy operations supported for:
« 5250 sessions and macros
« Saved commands
» Database requests
* My Folder items
» Policies

© 2008 IBM Corporation
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Transfer Configuration Data

& Transfer Configuration Data

B [[=1

Ele Edit View Go Bookmarks Tools Help

</\'1:| - - @ E/ﬁ http: ffmyiSeries. myCompany.com/webaccess iy ATransferCig

1Series Access for Web

Transfer Configuration Data

] My Folder
Profiles (7]

From profile: Browse...
Messages

To profile: Browse...
Jobs P

Print

5250
Action to Perform o
Database
@'Cop',-'
Files ',
Command - Mave
Download Data to Transfer 7]

Cust i .
|::> ustanmiEs L 5250 sessions
- Preferences

- DSZSD Macros
- Policies

e L] commands
|::> = Transfer configuration I:l Database requests
Other [ Folder items

L Folicies

Related Links: | Transfer Data

Transfer configuration data help

iew help for transferring configuration data.

IBM iSeries Service

User: dib

»| @ o

53.4.0.05-191.5122130 L
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Home Page Customization

A default home page is displayed when the iIWAHome servlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iIWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access System i
Access for Web functionality.

« The Customize function allows you to replace the default home page.

 Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

» Great article - example
— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website article.pdf
— iSeries 400 Experts Journal
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’

© 2008 IBM Corporation 92



(o]
I

Template file customization

» System i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify
— Header/footer areas of functional pages.
— Where System i Access for Web content is placed in the page.

« The Customize function allows you to replace the default template file.

» Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.
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Edit Policies: specify home page and template files

7 Sy
@& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox M=) <
File Edit View Go Bookmarks Tools Help
</\1l:| - - [%] @ m http: /fiseriesd. dfw.ibm. comjwebaccess fivi ACustomizeGeneral ?profile =LLHIR SCH b @ Go |GL
[ BluePages M os5C Level 1 page J_JE} Teamsite m iSeries Access Home | | Index of fip:/ffip.so... || Page Mot Found rE'ﬂ Rochester SiteMews | | Think Federal Credit ... »

User: llhirsch System: iSeriesD.DFW.IEM.COM

eries Access for Web

Edit Policies - General

—| My Folder .
Profile: LLHIRSCH

Print
Messages Policy Derived From 9 Action 9 Setting
Jobs :'T’:?ffl':iage Shipped default Uze current setting | |fOIBM/FProdData/Access/ Web2/html/homepage.h
ile
5250 .
TE"”F”E_'tE Shipped default Uze current setting | |QIBM/FProdData/Access/ Web2/html/webacceszs.h
Database HTML file
Files Main page Shipped default Use current setting | /QIBEM/ProdData/Accezs/Web2/html/overview. htr
HTML file
Command )
Home page  Shipped default Use current setting | Allow [
Download
Customize Template Shipped default Use current setting W | Allow [
- Preferences Mawigation Shipped default Use current setting wl| | Allow [
- Policies Related Shipped default Use current setting | Allow [
- Settings links= o
£ >

Done
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Special tags

(o]
Il

« Within the home page and template .html files, special tags are used.
— When these tags are encountered by the System i Access for Web code, they are replaced with the

appropriate content.

» Special tags...
— %%CONTENT%%

— %%include section=file%%

— %%MENU%%

- %%STYLESHEET%%

— %%STYLESHEET _CLASSIC_COLORS%%
— %%TITLE%%

— %%SYSTEM%%

- %%USER%%

— %%VERSION%%

Replaced with...

functional content for the page, separates the
header/footer

HTML section/fragment to include
navigation bar

default style sheet

default style sheet prior to V5R4

title of the page

name of iSeries being accessed

i5/0S user profile used to access the server
version of System i Access for Web

 For detailed information on these special tags

— VB5R4 System i Access for Web Info Center

+ Connecting to iSeries->System i Access->System i Access for Web->System i Access for Web in a web
application sever environment->Customize System i Access for Web->Default page content->Home

page
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Home Page default — iWAHome servlet
http://<system>/webaccess/iIWAHome

\@ Homepage [LP016AB.RCHLAND.IBM.COM] - Mozilla Firefox

Eile Edit Mew Go

=

Bookmarks  Tools

Help
hittp: {imyiSeries. myCompany. comfwebaccess iV AHome|

@

Us

cess for Web

er: dib

System: LPO16AB.RCHLAND.IEM.COM

1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

rWeb

- iSeries Navigator
« iSeries Information

Welcome to iSeries Access for Web

Getting Started

My Information

Related Products

# City information

Rochester weather

omizing |Series A

the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

A new generation of software that enables you to access your iSeries server in
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to
e-business. Since most deskiop operating systems come with web browsers, ug
their business-critical i5/05 information and resources through the simple brow
designed to be Internet-friendly. Users alsc are looking for hassle-free access {
from a variety of platforms, and want no special client code that has to be instg
Easy Administration

i5/05 administrators are looking for ways to streamline management of user a
through centrally controlled administration built around i5/05 user profiles. Add
customize a user's view of the iSeries server, so those not familiar with i15/0S ¢
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products
browser and provides a user-centric, web-based view of iSeries server informa
capabilities, such as:

* Browser access to existing 5250 applications without requiring code char
* Easy access to DB2(R) Unwersa\ DatabasE(TM) (UDB) for iSeries inform
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Welcome to iSeries Access for Web

Getting Started

Related Products
or - WebSphere Applicat

My Information

My View

. See Customnizing 1Series Access fo
to find out how to customize
the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

elopment Studio

What is iSeries Access for Web

A& new generation of software that enables you to access your i1Series server information and resources through a web
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are guickly mowving to embrace new technologies through e-
business. Since most deskiop operating systems come with web browsers, users want an easy way to worle with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

# Browser gccess to existing 5250 applications without requiring code changes

& Easy access to DB2Z(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests

» A simple interface to work with information in the Integrated File System, including file download and view
capabilities

User: commonuser

Rochester

5> City inforrr

a Clinic

Rochester weather

Rochester news

Bulletin online

Telephone directory
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Home Page customization — iIWAHome (another example)
« Custom home page - http://iseriesd.demos.ibm.com/webaccess/iIWAHome
— Refer to chart 6 for info on how to access this sample

7} Access for Water - Microsoft Internet Explorer G ) ] 1

J File Edit ‘iew Fawvarites Tools Help |

J Address I http: sy skern = fwebaccess/ it AHorme j o

. Access for Water it

Services This Week's Special Site Support
T A el T g e e T
[ e o S L M T A i S i

View avalable boats
See boat details
Order a boat

Your comments are impottant to us, Please let us
kenow if vou have any questions or f we can help
wou in any way. Address your message to user
BOATHELP. Zendus a message

Weather Conditions

Is it & great day for boating? Checl out today's
forecast.

Beautifully maintained 28 foot 1978 Carver Santa Cruz
for only £23,9200. Head and galley refirbished in 20071
Only 21 hours on completely rebuilt motor. Click here to
see this boat cruising the seas.

conditlons as of:
I L

Great Deals

For those bargain conscious among you, we have a large
selection of new and slightly used boats for under
£75,000 Whether vou are planning on saling in your
backyard pond or navigating the mighty Mississippd we
can meet your wants, needs, or desires.

View our selection of modestly priced boats.

Serviee | _____________________________________________________________}&
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Home Page/Template Customization Example (continued)

» Custom template

&1 Quick View of BOATS.BOATS \

© File Edit View

QBack < \_/J \ﬂ @ _;j /:\J Search “E:-‘:_(’Favorihes eMedia @3 [:"\’- :\_,;

Favorites Tools Help

S0 3

I | ccesss for Water i

Home

Current Orders

[z ko KM@
BTYPE EBNAME BFEET BYEAR BCOST BNTO1 BNTO02 -
C Poole Boat Co 80 1979 1000000 -Located in S. Diego, CA -Twin Detroit diesels.
Alumimim
P Carver Santa 28 1978 23900 -Constructed of fiberglass. -Single Chevy 350 gas engine, 250 hp_ Fres
Cruz water cooled,
P Mako 19 1989 13000 -Located in Anacortes, WA -Great fishing boat
Sportfisher
P Monk 36 1956 19900 -Built of mahogany, oak, and cedar. -The 130 hp power plant is a single, Chrysh
Bridgedeck cyl diesel
Cruiser
P Monlk 34 1985 55000 -Double planked cedar on oak frames. -The 165 hp power plant is a 1985 V6 Det
Flybridge/Sedan diesel.
P Monterey g0 1996 2973000 -Located in Stuart, FL -Monthly payvment.
Marine Custom
5 Bill Garden 36 1953 273500 -The hull is 1/8' caravel cedar planked atop 1  and the deck is cedar planked with tar sean
Schooner 1/4" 2 1 1/2" nak frames el
<] I | (2]
&] Done ) Internet
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IWAHome - structure

http://<system>/webaccess/IWAHome

€] Homepage [

Fle Edt View Favorites Tools Help

Oaa\:k - |ﬂ IEI ;‘J /"‘ Search Favorites @ Meda (7] - i [F

http: f/myiSeries.myCompany.com/webaccessiWAHome v| E) 6o

Spring 2006 | po COMIMO

it e

My H P i 1

Welcome to iSeries Access for Web

1 My Folder

Print Getting Started

Messages My View Related Products

Jobs - See Customizing iS5 or
Web to find out how to customize

T2 the behavicr and look of iSeries

Database Access for Web. Also, find out how
to create your own home page

Files

Command

Download

What is iSeries Access for Web
Customize

A new generation of software that enables you to access your iSeries server information and resources through a web

Other browser!

Browser Access to iSeries Server Infermation

The Internet mowement has taken over, and businesses are quickly moving to embrace new technclegies through e-

by Since most desktop operating systems come with web browsers, users want an easy way to work with their
ritical i5/0S information and resources through the simple browser user interface that has been designed to ¢ ppon.

be Internet-friendly. Users alsa are looking for hassle-free access through firewalls. They want access from a variety

of platforms, and want no special client code that has to be installed and maintained on their desktop. = Find

Easy Administration = Find

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise

through centrally controlled administration built around i5/0S user prefiles. Additionally, administrators want to

customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a

browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

Related Link:

+ Browser access to existing 5250 applications without requiring code changes
Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
& A simple interface to work with information in the Integrated File System, including file download and view
capabilities o

&] Done By

# Internet
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User: commonuser ~

/
Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

\ J

A

Imagqge files

images/s06common.gif
images/iwa_navCorner.gif )

\_

f Cascading Style Sheet file b

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )

99



IWA serviet Template - structure ‘ Homepage file A

common_homepage.html

http://<system>/webaccess/iWASpool Defines content, layout, images, links to be
displayed when the iWAHome servlet is

invoked in the browser

\_ ' J
Template file

common_template.html

|@ Printer Qutput [ [:]
: Fle Edit View Favorites Tools  Help :,'

s G : Defines the h r, content, footer
Qe - @ |ﬂ IELI W) fOsearch 57 Favarites @ Meda ) - & - 3 e es e eade ¢ conte ’ oote
: Address http://myiSeries. myCompany.com/webaccess \WASpaol?page=1] A GGD \ on a” Other Se rVIet pages- /

Spring 2006\ Cﬁﬁ[\ﬂﬂh User: commonuse:

Conference & 'Expo

Printer Output for commonuser

21 my Folder

Print Il n
- Printer output

. BDF printer eutout File User Creation Pages Job File ~N
= = Name Data Date/Time Per Cupy Copies Status Action @ User Job Name Number Number Output Queue .
QPDSPAIS 2/13/06 7 1 Ready |_-||_—‘\_—||!-| COMMONUSER QPADEVO0DG 576522 I
mage 1lies
QPDEPSTS 2/13/06 1 i Ready [..|[3] B[] COMMONUSER QPADEVDDOG 575522

12:42 PM

" a images/s06common.gif
images/iwa_navCorner.gif |

Jobs
5250 Action Details
Datab, [ \
Files The Printer Qutput function supports the following actions: [ [l
C d
mmmmm — Cascading Style Sheet file
Download Use the Work with action to hold, release or print the specified spooled file next. There are also links available that will allow you to perform
spooled file:

Customize
_ common_styles.css

o Move ter output to another printer —

oM output to another output queue

output to another server (SNDTCPSPLF)
o Change printer output attributes (CHGSPLFA)
o Copy prlnter output to database file (CPYSPLF)

Defines the colors, fonts, font sizes for
" \_ the various elements in the .html files. )

Usa the View action to view the printer output.

# Internet

© 2008 IBM Corporation 100



(o]
| |‘ I H“ I ‘| ‘l

For a step-by-step example of how to customize the Home page and Template files:

ftp://ftp.software.ibm.com/as400/products/clientaccess/win32/presentations/2008_common_webcast/iAW_customize_home_page_charts.pdf

— Customizing policies to use different home page and template files

— Adding a different image as header, changing the footer

— Updating the cascading style sheet

© 2008 IBM Corporation
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NOTES: If using WAS Network Deployment

* For the WebSphere Application Server Network
Deployment environment

— WebSphere v5.0/5.1 Base Edition must be installed

— WebSphere v6.0 Base/Express Edition must be
installed

— System i Access for Web does not support WebSphere
instances/profiles that are federated to the WebSphere
Network Deployment environment

© 2008 IBM Corporation
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Trademarks and Disclaimers

© IBM Corporation 1994-2008. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Trademarks of International Business Machines Corporation in the United States, other countries, or both can be found on the World Wide Web at
http://www.ibm.com/legal/copytrade.shtml.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does
not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information,
including vendor announcements and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or
any other claims related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance,
function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here
to communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any
user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements
equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other features. Contact
your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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