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What is System i Access for Web?
V5R3/V5R4 i5/0S

End users can leverage business information, applications,
and resources across an enterprise by extending the i5/0S
resources to the client desktop through a web browser

» Provides access to i5/0S through a

rowser
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« It has the following advantages: &
—Is System i based - K
—Requires only a browser on the client, no
configuration required at desktop, no
applets installed on desktop
—Uses industry standard protocols - HTTP,
HTTPS and HTML
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Ordering & Packaging

System i Access Family - Packaging

V5R4
5722-XW1
System i Access Family

V5R3
5722-XW1
System i Access Family

System i Access for Windows, 5722-XE1, V5R4

System i Access for Windows, 5722-XE1, V5R3

System i Access for Web, 5722-XH2, V5R4

System i Access for Web, 5722-XH2, V5R3

HATS Limited Edition V5.0, 5724-F97-01

System i Access for Linux, 5722-XL1

System i Access for Linux, 5722-XL1, V1.10

System i Access for Wireless, 5722-XP1, V5R4

System i Access for Wireless, 5722-XP1, V5R3

V5R3 customers not wanting to upgrade to i5/0S
V5R4 but want the new V5R4 System i Access
Family clients can order no-charge Feature No.
2648 of Product No. 5722-XW1




First you need a web-serving environment

HTTP  web Application

Server Server
Servlet
/_/' \
\
—

Web browser [~ Java ;

JSPs | Beans i5/0S

1 Host applications
Internet Database

Tier 1 Tier 2 Tier 3

Pieces of the web-serving environment

* HTTP Server (powered by Apache)
— Front door for your system into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port

— Routes web requests between an end-user browser and a web application
sever

* Web application server

— WebSphere Application Server

— Provides ajava virtual machine environment where web applications run
* Web application

— System i Access for Web

— Provides specific function that users access using a web browser

— Deployed/installed within a web application server
* WebSphere Portal/Workplace

— Web application deployed to WebSphere Application Server

— Provides environment in which portlets are deployed and run.




Supported Web Application Servers

iSeries Access for Web portlet
code can be used with any of the
following portal servers.

iSeries Access for Web servlet code can be
used with any of the following web application
servers:

= Integrated web application server —

= IBM Workplace Services
announced October 10, 2006

Express V2.6 (V5R4 iSeries

= WebSphere® Application Server V6.1
and V6.0 — Express for i5/0S

= WebSphere Application Server V6.1
and 6.0 Base and Network Deployment

Access for Web)

* IBM Workplace Services
Express V2.5

= WebSphere Portal for

Multiplatforms V6.0

= WebSphere Portal for
Multiplatforms Vv5.1.0.1

= WebSphere Portal Express
for Multiplatforms V5.0.2

= WebSphere Portal Express
Plus for Multiplatforms V5.0

= WebSphere Application Server V5.1 -
Express for iSeries

= WebSphere Application Server V5.0 -
Express

= WebSphere Application Server V5.1
and 5.0 Base and Network Deployment
Editions

= ASF Tomcat

Is your AS/400, iSeries, or System i ready?

Bxx, Cxx, Dxx, Exx, Fxx 3xX, 4XX

S10, S01, Pxx 500, 510, 50S

S20 /#2161, #2163 53S /#2154

100, 150 530/ # 2150, # 2151

170/ 600
#2159,#2160,#2164,#2289,#2290,#2291,#2292 #2407, | 620 / #2175,#2179,#2180,#2181
#2408,#2409 720/ #2061

200, 20sS, 250 820 / #2425,#2426,#2457 #2456

270/ #2422 #2423, #2424 #2248 #2452 #2454

S30 /#2257

S20 / #2170,#2165

170/ #2176 ,#2183,#2383,#2384,#2385,#2386
270/ #2250,#2431

53S /#2155

530/ #2150,#2151

600/ All

620 / #2175,#2179,#2180,#2181

720/ #2161

820 / #2425 #2426 #2456 #2457

512Mb-1GB

WAS Express with
300-500 CPW,

few concurrent
users

SB1,SB2,SB3,520(1),S30(1),S40,170 / #2388
270/ #2252 #2253 #2432 #2434

Over 1GB Complex web

And 585 /#2156,#2157 applications with
530 / #2153 #2162 Pp
500 CPW 730,740,800 / #2464 many concurrent

810,825,870,890,i5 520,i5 550,i5 570,i5 595 / All users

http://www-1.ibm.com/servers/eserver/iseries/software/websphere/lay_foundation.html




Performance...???

« Does running System i Access for Web affect performance?
— Products like System i Access for Web don't put much load on i5/0OS...

* How does the web application server affect performance?

— If you have an older, under-powered System i5, then performance may not be good...if you
have a newer, bigger System i5, then performance won't be an issue (unless you already
are running your System i5 at maximum capacity).

— Use the IBM Systems Workload Estimator to see what performance will be if WAS is
added to your System i5 at: http://www-912.ibm.com/wle/EstimatorServlet

— There is a Workload Estimator for WebFacing Workloads. iSeries Access for Web will be
similar (depending on what functions of System i Access for Web are being used).

» Fine-tuning your web application server
— If you are running WebSphere Application Server, refer to Chapter 4 of the Buying and
Selling Guide for WAS. It has many good tips for getting WAS to perform optimally.
— Go to the WebSphere Application Server web page at
http://lwww.ibm.com/servers/eserver/iseries/software/websphere/index2.html

Performance Considerations...

Use the IBM eServer Workload Estimator at
http://lwww-912.ibm.com/wle/EstimatorServlet
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Setting up your web application server
DMZ = demilitarizeqyore Systems
e users
) Y actually
M LQJ accessing
T _—
S | HTT g
i or 0
HTTP i
Running here:
* HTTP Server
* WAS, Inte.grat.ed Install Access for
Web Application Web
Server, ASF (RSTLICPGM)
Tomcat
* Access for Web
Only need to set up 1 web application server
Port Requirements Comparison
iSeries Access for Windows iSeries Access for Web
(5722-XE1)* (5722-XH2)
» Port 449 for Port Mapper
» Port 8476 (9476) for Sign-on
» Port 8470 (9470) for Central « Port 80 (or any other port) for
» Port 8472 (9472) for Data Queues HTTP Server
* Port 8471 (9471) for Database « Port 443 (or any other port) for
Port 8475 (9475) for Remote Commands HTTPS Server

Port 8473 (9493) for Print

Port 2001 (2010) for Web Admin
Port 446 (448) for DDM

Port 23 (992) for Telnet

Port 137, 138 for NetServer

Port 389 (636) for LDAP

Port 5555 (5566) for Mgmt Central
Port 53 if using DNS Server

*See Information APAR
1112227 for detailed
information




Hardware
Software
Requirements

Client Browser Requirements

* These browsers have been tested with
V5R4 iSeries Access for Web:

— Firefox 1.0.2 (Windows, Linux)

— Internet Explorer 6.0 with Service
Pack 1 (Windows)

— Opera 7.54 (Windows, Linux)

— Mozilla 1.7 (Windows, Linux, AIX)

— Other browsers that support the
current HTTP and HTML
specifications should work, but

have not been tested with System i
Access for Web.

* These browsers have been tested with V5R3
iSeries Access for Web:

Netscape 4.7 (AIX)

Netscape 7.0 (Windows, Linux)

Internet Explorer 6.0 with Service Pack
1 (Windows)

Opera 7.11 (Windows, Linux)

Mozilla 1.3 and 1.4 (Windows, Linux)
Other browsers that support the current
HTTP and HTML specifications should

work, but have not been tested with
System i Access for Web.

* Set browser to allow 'Cookies'

cookie configuration option to allow cookies.

— System i Access for Web requires that the web browser allow cookies. Set the




i5/0S Software Requirements

Product Number Product Name Option $

5722-SS1 V5R3 System i Access for Web: V5R2 0S/400 or V5R3 i5/0S Base W/HW
V5R4 System i Access for Web: V5R3 and later i5/0S

5722-SS1 i5/0S - Extended Base Directory Support 3 N/C

¢ 5722-SS1 i5/0S - AFP Compatibility Fonts 8 N/C

5722-SS1 i5/0S - Host Servers 12 N/C

5722-SS1 i5/0S QShell Interpreter 30 N/C

5722-SS1 If you plan to use Secure Sockets Layer (SSL)... N/C
« i5/0S Digital Certificate Manager 34 N/C
« Cryptographic Service Provider 35

5722-DG1 IBM HTTP Server for iSeries Base N/C

5722-JV1 Developer Kit for Java Base N/C
Developer Kit for Java Version 1.3 5 N/C
Developer Kit for Java Version 1.4 6 N/C
Developer Kit for Java Version 5.0 7 N/C
J2SE 5.0 32 bit 8
(Check ‘WebSphere doc for required version)

5722-JC1 Toolbox for Java Base N/C

5722-TC1 TCP/IP Connectivity Utilities for iSeries Base N/C

i5/0S Software Requirements (continued)

Product Product Name Option $
Number
5722-XW1 System i Access Family Base $
5722-XH2 System i Access for Web Base part of
+  Ships with 5722-XW1 iSeries Access Family XW1

* V5R3iSeries Access for Web runs on 0S/400 V5R2 and i5/0S V5R3
* V5R4iSeries Access for Web runs on i5/0S V5R3 and V5R4

5722-1P1 IBM Info Print Server Base $
(Optional -- enables best PDF output but is not required to view PDF output)




i5/0S Software Requirements (continued)

Product Product Name Option $
Number

One, or more, of the following web servers
5733-W61 * WebSphere Application Server V6.1 for i5/0S (all three

5733-W60 editions) See
5722-E51 * WebSphere Application Server V6.0 for 0S/400 (all three documentation
5733-W51 editions)

5722-IWE * WebSphere Application Server V5.1 - Express for iSeries

5733-WS5 * WebSphere Application Server V5.1 for iSeries (Base and ND)

« WebSphere Application Server V5.0 - Express for iSeries

* WebSphere Application Server V5.0 for iSeries (Base and ND)

5722-DG1 * integrated Web application server

« Apache Software Foundation Tomcat

* WebSphere Portal for iSeries (Express and Express Plus)
Vv5.0.2.2

* WebSphere Portal Enable for Multiplatforms v5.1.0.1

* WebSphere Portal V6.0

« IBM Workplace Services Express V2.5, V2.6

* %k k%

Refer to the documentation for the individual web serving environments additional requirements that may
not be listed above.

— WebSphere  http://www.ibm.com/servers/eserver/iseries/software/websphere/wsappserver/
Portal V5.0.2.2 http://publib.boulder.ibm.com/pvc/iwp/502/smbi/en/InfoCenter/index.html
— Portal V5.1.0.1 http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— Portal V6.0 http://publib.boulder.ibm.com/infocenter/wpdoc/vérO/index.jsp

— Workplace V2.5 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace V2.6 http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

— ASF Tomcat http:/www.ibm.com/servers/eserver/iseries/software/http/

System i Hardware Requirements

* Models/Processor features/Memory

Refer to the web application server documentation to determine what server models,
processor features, and the memory requirements are for your web serving
environment

— WebSphere Application Server
« http://www.ibm.com/servers/eserver/iseries/software/websphere/wsappserver/
— ASF Tomcat
« http://www.ibm.com/servers/eserver/iseries/software/http/
— WebSphere Portal Express/Express Plus for iSeries V5.0.2.2
« http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— WebSphere Portal V5.1.0.1
« http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— WebSphere Portal V6.0
« http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0/index.jsp
— Workplace Services Express V2.5
« http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace Services Express V2.6
« http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

» Server disk space Software product
- 275MB V5R3 System i Access for Web
— 470MB V5R4 System i Access for Web




3 Options for setting up the
Access for Web environment

— Simplest to set up
— Preconfigured HTTP web server

=
1. Integrated Web application server ‘\ J

2. Express Runtime Web Environments
— All components provided in a single package
— Greatly simplifies the complexity of the environment
— Most automated
— Running web environment when installation completes
— Desktop icon linking to the deployed web environment

3. Step by Step
— Greatest flexibility
— Choice of WebSphere Application Server version
— May already have components on your system

Integrated Web Application Server

— Simplest to set up

— Preconfigured HTTP web
server

10



What is it, does System i Access for Web support it?

» What is the i5/0S integrated * How is it packaged
Web application server

— 5722-DG1 IBM HTTP Server for

— A web application engine i5/0S
much like ASF Tomcat — Available in the DG1 group PTF
— Uses minimal system » V5R4 SF99114 level 6 or later

resources, similar to ASF
Tomcat

— Minimal effort by an
Administrator to maintain

— V5R4 is the last release
i5/0S will contain ASF — Only V5R4 System i Access for

Tomcat Web can be used

— V5R4 System i Access for Web can
be installed and is supported on...

* V5R3i5/0S
* V5R4 i5/0S

* V5R3 SF99099 level x or later

» System i Access for Web support

To use System i Access for Web within this environment
1. Stop the Web Administration for i5/0S

* ENDTCPSVR SERVER(*HTTP) HTTPSVR(ADMIN)

2. Load/apply latest 5722-DG1 group PTF (review cover letters for any additional
information)
* V5R4 SF99114
* V5R3 SF99099

3. Load/apply latest V5R4 System i Access for Web PTF
e SI25551

4. Configure System i Access for Web
* QSH
¢ cd /QIBM/ProdData/Access/Web2/install
« cfgaccweb2 —appsvrtype *INTAPPSVR

5. Start the Web Administration for i5/0S
¢ STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

6. Start preconfigured HTTP web server
¢ STRTCPSVR SERVER(*HTTP) HTTPSVR(IWADFT)

7. Open a browser to System i Access for Web using preconfigured HTTP:port
¢ http://<system name>:2020/webaccess/iWAMain

8. Done!




Integrated Web application server

Questions regarding e
the integrated

Web application server
option?

Web Enable Feature —
Express Runtime
Environment

12



What is the problem?

* The complexity of the web-serving environment
— Several parts/pieces to install
— Can be challenging to configure all the parts/pieces

- — Application
Individual ||Application HTTP
Applications Server Database Server Dev_(le_lc;)(ﬁ?ent

Multiple
installations

Partner

or SMB

Complex and
manual
configuration

Integration
required

What is the solution?

« Put all the parts/pieces into a single package / \

i IBM HTTP Server
— Middleware components

« HTTP web server WebSphere
« WAS Express 6.0.2.9 Application
) Server - Express
* V5R4 System i Access for Web
¢« PTFs are included System i Access
for Web

— Sample applications — modernizing an RPG
application (flight400) using the following Sample Applications
technologies:

« HATS, WebFacing, Web Services

First Steps

First Steps
* Web page with links to System i Access for
Web, Samples, web administration,
Information
— Getting Started Document Solution Package
— Deployment help text

— Product licenses \ /
e o 00 00 00000 e |

Desktop icon to

First Steps

13



What is the solution? (continued)

» Make the package easily deployable

IBM HTTP Server

— Easy to use wizard run from Windows
workstation

WebSphere
Application
Server - Express

— Middleware is uploaded, installed/configured System | Access

for Web

— System i Access for Web is set up

Sample Applications

— Sample applications are set up

— FirstSteps webpage is deployed First Steps

. . . Desktop i t
— Web-serving environment is ready for esktopicon to

immediate use ] First Steps

— Desktop icon to FirstSteps web page Solution Package

N _/
=T
s e 0 =M

Target Audience

* V5R4 i5/0S customers and partners
— Anyone wanting/needing a simple way to setup web-serving on their i5/0S

» Users of the following:
— System i Access for Web — end user web browser access to i5/0S resources
— WDHT / HATS / WebFacing applications
— J2EE web applications (JSF, JSP, servlets, EJBs, etc)

SOA applications (web services, including RPG/COBOL integration)

— Demo of an application modernized using SOA, HATs and WebFacing

» Partners
— Modify a similar solution to include their applications
* Obtain SAT and source from PartnerWorld
* Rebuild solution to include their application

14



Packaging/Ordering

« 5722-WE2 Express Runtime Web Environments Can also be ordered

separately
— Ships with all V5R4 i5/0S orders

— No-charge feature of

« Since October 2006 5722-WE2 Web

« DVDonly Enablement for i5/0S

« All media contained in a single shrink « Order feature
wrapped package 5905 for CDs

* Order feature

— Packaged al ith WebSph Applicati
ackaged along wi ebSphere Application 5906 for a DVD

Server - Express product CDs

« Label on package identifies the two
products and their purposes

¢ Products identified on media labels

¢ Look for DVD labeled: Express
Runtime Web Environments V1R1,
contains everything you need

Installation/Setup Process

* Read the ReadMe packaged with the product * Deployment wizard complete
— Verify requirements for Windows workstation
and i5/0S system — Click desktop icon named
* From a Windows workstation, launch the Web_Enablement_Environment_V5R
deployment wizard 4M0
— Provide credentials
— Specify i5/0S system to deploy — FirstSteps webpage provides links to
— Name the HTTP web server, WebSphere web environment, System i Access
profile/application server, ports for Web, sample applications
— Optionally a backend i5/0S for System i
Access for Web to connect — Administrator can then distribute web
* Deployment wizard runs browser URL to users
— Pushing middleware from workstation/media to
the i5/0S system — GO LICPGM wiill list
— Installs/configures middleware + 5733-SO1 Base Express Runtime

Web Environments

« 5733-SO1 1 Web Enablement
Environment

— Install/configures System i Access for Web,
sample applications, FirstSteps web page
— Creates desktop icon on Windows workstation




Windows workstation software/hardware requirements

« Windows operating systems
— Windows XP Professional SP2
— Windows 2000 Server SP4
— Windows 2000 Advanced Server SP4
— Windows 2000 Professional SP3
— Windows Server 2003, Standard Edition SP1
— Windows Server 2003, Enterprise Edition SP1

* Web browser
— Windows Internet Explorer 6 or later
— Firefox 1.5 or later

« Windows workstation hardware requirements:
— Minimum 512MB of memory; 1GB recommended
— At aminimum, an Intel Pentium Il class processor with a minimum clock speed of
600MHz. A Pentium IV class processor with a minimum clock speed of 1.2GHz is
recommended

— Alocal area network (LAN) connection
— At least 1.5GB of free disk space

i5/0S Software/Hardware Requirements

* 5/0S V5R4 (5722-SS1) * Recommended PTFs:
— option 3 - Extended Base Directory — i5/0S Cumulative PTF Group SF99540
Support Level 6066 or later
— option 8 - AFP(TM) Compatibility Fonts — Java Group PTF SF99291 Level 2 or
— option 12 - Host Servers later
— option 30 - QShell — DB2 Universal Database for iSeries

Group PTF SF99504 Level 2 or later

» Software products . )
« i5/0S hardware requirements:

— 5722-3V1 Java Developer Kit 1.4 -
*BASE, option 5, option 6 — Itis recommended that you use the [BM

_ 5722-3C1 Toolbox for Java Sv§tems Workload Estimator to help
- - estimate your hardware needs.

— 5722-TC1 TCP/IP Connectivity Utilities

— 5722-XW1 System i Access Family

— 5722-QU1 Query - if you want to run
reports using the HATS or WebFacing
sample applications




Demonstration

After accepting the
license
agreements, this
is the first page
of the
deployment
wizard

E<)|

18M Express Runtime Web Environments for i5/05

thee an gpagn of thir 16
Exprass Runtime Wb Envimnmants for (005 peoduct

The Wb Enabibment Enranment Signiicantly rbduces T 3me necos5an10 501 up a weh
on IS08. Rinstalls e packs, and PTFs. I slso
e Ve Irnmsdiate use for of

3pplications:

# J2EE applications
With Sarices Aplications
WebFating spplications
s ACERSS Trarsnmubion (HATE) appiicatans, Mot (hat @ Iere miy b regured
WinbF acing Deploymant Tool with HATS: Technialogy (WOHT) appications
@ V5RY iSeries Access for Web application. Nobe that using iSeres Access for Web
FR0UINeS A you havi & license Tor (Benns ACcess Family (57721001 ) and comply with
the usage restrictions in the $722-0A1 license

Thits grrinrenint.

nstalls WebSphars Applic ation Serer Expeass 6.0 8, 5733W60
iatalls VERAMD IBM HTTP Server for i505 including PTF s, $722-D01
® CONMQURES and SEARS M A0IICAON Serr and e HTTE senar

o and samgle

Wb grmronment

® iaries Arcass for b, 5733-XH1. This product offars Browser-based access 4 KOS
systems. N provides & 5250 uver inferface and sccess lo i80S resources, such as the
IE0ries ditabase, integratid fik Sys1om, preters, prnkér output, j5bs, Balch Eommands,
and mess

# HosLAceiss Trarsfmibion Serices (MATE), A ampli applicaton which demansirates

a0 PG program namad fig using HATS

@ WebFacing A sample application which dermonstrates the presentation of ightd0 which
was madnmEed using WibFacing

® Wieb Senices. This sample sppleation queries Hhié00 by acceesing i uEing & Wed

[
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Demonstration (ontinued)

Deploy the web
environment
and create the
desktop icon to
the FirstSteps
webpage

Selest Tasks

St thie Lasks to diploy.

2] Wb Ersablumsent Ernirnmind
Select this task to IS0 gyssem

F¥] Gresat Desiop kon
Snlect this taskto create a ntha b

17



Demonstration (ontinued)

u -
Name of i5/0S =% Web Enablement Environment
system to " Specity Target Web
b Provide the host name or IP address for the tanget computer where you want
deploy the +* Select Tasks L ;s E mE
environment Operaling system, 0S40 (5/05)

to | Pronvide a user 10 and password with administrative privileges for the target computer.
Target COMPUIET | wySystem mycompany.com

UseriD: DOUGE

Password: srrnrrnrns|

[T Save this ogin infarmation

Test connections.

« Back et » I

Demonstration continued)

o
The deployment @) | > Web Enablement Environment
i Spaciy Target Computers - Creats Desktop leon
wizard Rk Frovide the hast name or IP address for the 1arget computer where you want
displays this Salext Tashs to deploy Create Desktop con
p ag e fo r th e DpEraang system. Windows

8l Provide @ user 10 and passward with aominstratie privieges for e Larget computer.

desktop icon,
click Next

Target CompUtEr  jccahost ithis computer)]

Usar i

Password

Thst connactons




Demonstration (ontinued)

ﬁ Deployment Wizard

Fle Edt View Hep

= (@ ©'|=> Web Enablement Environment

Configure Parameters - HTTPand application server names and ports

-

Name the HTTP
web server and
it’s port, name

Raline Praovide configuration information for Web Enaklement Environment. Required

+SelectTasks parameters are marked with an asterisk
WebSphere —

H + Specify Targets [Toeal | Aavanze]
profile/app

H —Confi Paramet
server and it's e Ersioment e - WP senetame
portrange o ——
* Application server starting port

Demonstration (continued)
[€ PR~
Deployment of the L :@; | =3 Web Enablement Environment
Eﬂﬂllglll'! Paramnetars - 1¥eb Sarvice Ippliﬂﬂﬂﬁ
sample patieces Fravide jon i for Wb i  Required
ap p | | Cc at| ons Salect Tashs parameters are marked with an astensk
requires a security LTI
officer level user “User ot oo
ID/password So— .
*Nerify password b |




Demonstration (continued)
) [ Doployment Wizara B ]
System i Access fio &% vew B
for Web can s z@; "+ =5 Web Enablement Environment
ConneCt to the ¥ Wskcome F'r:widp- . "ﬁ" i Ifﬂlr'\:':f:h i Required
|5/OS System w Select Tasks pamml;.'mrs. are marked with an aqrmdc i
deploylng to or + Spacify Targets W
another in the
n etWO r k * Targid Sysdem localnos|
= Bick Higerd » |

Demonstration (continued)

Summary page, BI85 Web Enablement Environment
click Deploy all Sy Panel

At of all e tasks that you selected appears in the sumrmary.

Task Wb Ersabilemen Ervironment Estimabed Ko 4o doploy sk
Description: Salectihis ask 1o deplay the 'Web Enablement )
Emvironment bo your iS00S system. 240 minubis
v MyBystem mysoenpany com
Previcus Degloymant Unattampted

~ Configure Parametars Ha:

e Summany

Task Crests Deskiop lcon
Esbmated Ime 1o deploytask
Descriplion: Select his bisk o ereate a deskiop icon that il

Tinks 30 the Wit Enatiement Emameamer 5 minutes.
Ihost (his comguier

Estimated ¥me 10 deploy all tasks: 245 minmes:

To degioy 3l of the tasks that appear in the sumenary, click Depley all




Progress of
the

deployment

Demonstration (ontinued)

a
(]

2@/ ' = Web Enablement Environment

Deployment Status

The deployment status for all the tasks you selected to deploy appears in the
deployment messages table.

1% ‘ ‘ Estinated lotal lime remaining. Mluul‘s.ﬁrmnuis{

Diephoyment messages:
e g

Q2 [2007-03-2700:15:30 Deploying. Web Enablement Emironrnent

2007-03-23 091313 [Waiting to deploy: Creabe Deshiop lcon

Successful
completion

Demonstration (ontinued)

| '€ Deployment Wizard

BEx]

Fle Ect View Help

é z@ 4" =3 Web Enablement Environment

vlifelcome

v Select Tashs

Deployment Status

The deployment status for all the tasks you selected to deploy appears in the
deplayment messages table

 Specify Targets

100% ] ‘ Estimated total time remaining: 0 minutes|

+ Configure Parameters

 Summary

- Status

Deployrment messages:
Time

Message

«~

2007-03-2310:09:46 deployed: Web Environment

«

2007-03-231010:06 Successfully deployed: Create Deskiop lon

Detailed messages Master log
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Demonstration (ontinued)

SR

Pe [ few (5 fcmwis ok o =
G D i sy o 000 e P v] @ [GL

Click the desktop icon FirstSteps

named: Wekcoms 0 the Web Enablement Emircament which spports ramsing JZEE, Web Services, WebFacing. HATS, and iSevies Access for

Web appheatica. To atant and s1op servers, install your own Web sppheations, and manage the Web emirooment including its performance
s the [BM Web Adsiiatration for iS 05 iteface.

Sample Applications.
“Web_Enablement_ T e o e e S Ao s Ui A s o g s i,
EnVironment_V5R4M0” applcations, an enterprise by extending 10 the chient desktop through a Web browser.

Tt s imatalled nnd coaigured & sample PG progries, named fight 400, aloog with 3 sample Web applications. Each sasple Wieb
apphcation modersizes the prescatation of the fight400 RPG programs. Each sample Web applicatin was created wing & &ferent tood or

technique. Before viewing ioa of the fighe ram To do
that, change your user profile so that the fphrd00 Bbvary i the current Bwary, and then rm go fromain, The pairmond for cvery sgent i
mareury,

Neat, rum cach of the samsple Wb qppilications 10 see . The fiss same Welp i a crcated
using HATS (Hout Aceess Transformation Services). HATS & a tool that assits in meoderrizing existing spphoations. This Web sppbeation
s cveated by & programemer using HATS and fight 400 for the it Sme.

The second Web sppbestion wa crested uing WiebFacing, which s ssoth d th it devrics g sppbeationn. This Web
Al ath s ¥ 8 P with 5o pr f WebFacing or ght 400

The last Wels appcason was gha 21 8 Web service. The & of s Web service o based
o8 SO {Senvice- Oriested Architecture). In this evample. the Web vervice ensbles fight400 10 be queried fioes the third Web appbication

Next Steps

-
Done

Demonstration (ontinued)

Click the desktop |~ "2 "~ & e =
icon named NextSiegs &
Web_Enablement g nbresica s rovde 10 bep - gt sha A
_Environment » ieris Acsest for Wb

+ HATS (Host Acesss Transformation Services)
V5R4MO - WebFaces

— + SO snd Web Serices

* Service-Oriested Aschitecnze (S04}

+ Expwess Rumsime 211

+ WehSphere Developmest Smdia Clent

+ Devekoper Boadmap

» Sobsions Buslder Express

+ WehSphere Application Server

+ TEM HTTP Server

Administration

To seert the [BM Web Adirinstration for i5/'05 isterface use the CL command STRTCPSVR SERVER(*HTTF)
HTTPSVR{*ADMIN) To stop the mtesface rm ENDTCPSVR SERVER[*HTTF) HTTPSVR{*ADMIN)

Tokeep your ing wel checking that you bave Fixes and Grovg PTFs mstalied.

Dere




Questions regarding the
Express Runtime
Web Environments
option?

Step by Step
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Formula for successful setup and configuration

¢ You need to do the following in this order:
Information

. Decide what web application server
environment to run

. Install System i Access for Web on your
i5/0S system

. Verify, load, apply any additional PTFs
— Cumulative PTF package
— WebSphere, HTTP web server for i5/0S
— System i Access for Web

. Setup web-serving environment

. Configure System i Access for Web

. Verify the installation and configuration

resources:

These steps are
detailed in System i
Access for Web
InfoCenter
information

450047 LAB: System
i Access for Web
Installation and
Configuration

Examples at

http://www.ibm.com/s
ervers/eserverl/iseries
/access/web/doc.html

Decide what web application server environment to run

IBM
WebSphere

ReY
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Decide what web application server environment to run

System i Access for Web can be deployed to a variety of web serving
environments.

— Servlets
* WebSphere Application Server V6.1 for i5/0S (Express, Base, Network Deployment)
* WebSphere Application Server V6.0 for OS/400 (Express, Base, Network Deployment)
« WebSphere Application Server V5.1 - Express for iSeries
* WebSphere Application Server V5.1 for iSeries (Base and Network Deployment)
* WebSphere Application Server V5.0 - Express for iSeries
* WebSphere Application Server V5.0 for iSeries (Base and Network Deployment)
* ASF Tomcat

— The ASF Tomcat included as part of the no-charge IBM HTTP Server for iSeries (5722-
DG1)

— ASF Tomcat PTFs are delivered within the IBM HTTP Server for iSeries Group HTTP PTFs.

— Portlets
« IBM WebSphere Portal — Express/Express Plus for Multiplatforms V5.0.2.2
* IBM WebSphere Portal Enable for Multiplatforms v5.1.0.1
* IBM WebSphere Portal V6.0
« IBM Workplace Services Express V2.5, V2.6

http://www-03.ibm.com/servers/eserver/iseries/software/
websphere/wsappserver/

What's New
About WebSphara

for iSeries

—
= WebSphers Application Server Version 6.0 for O5/400 is now available. To
FAQs find out more about the new version or any other of the supported versions -

= = please dlick on the links below:
Business Solutions

= Version 6.0
- 1B bS|

Sphere Application Server V6.0 for 0S/400 =+ iSeries Developer
Frrs - I8l Sphere Application Server for Developers V6.0 for 05/400 readmap
Performance - IBM WebSphers Application Server Network Deplovment V6.0 for 05/400 | B An Independent
Coexistence ~ IBM WebSphere A ion Server - Express V6.0 for 0S/400 Developar -
Migration Version 5.1 Roadmap (449KB)
Forum ~ 1BM WebSphere Application Server V5.1 for iSeries FE;”“E;::
e — Sphere Application Server for Developers V5.1 for iSeries (183KE)

-+ IBM WebSphere Application Server Network Deployment V5.1 for iSeries
Application Server - Express for iSeries V5.1 [# Get Adobe® Reader®

Related Resources

Application Server V5.0 for iSeries Emerging Technology

erver Network Deplovment V5.0 for iSeries = Dynamic web site

Application S

Sphere Application Server - Express for iSeries V5.0 development for the
non-tachnical
Version 4.0 busin: ser.

nced Edition

-+ Advanced Single Server Edition S —

- IBM Software Pilot
what'snew el
1BM eServer i5 520

Please see the What's new page for more infarmation on these new items. Systems

+ The WebSphere Application Server and WebSphere Application = Presentation overview




Install System i Access for Web
on your i5/0OS system

W
NS — il

Install System i Access for Web on your i5/0S system

— Use the RSTLICPGM command to restore (install) product 5722-XH2
— RSTLICPGM LICPGM(5722XH2) DEV(OPTO01) OPTION(*BASE)

¢ The restore will...
— Create library QIWA2 and objects in QIWA2
— Create file system directories
« [QIBM/ProdData/Access/Web2/...
« [QIBM/UserData/Access/Web2/...
— Set basic ownership/authorities for library and file system objects

¢ The restore will not...
— Make any changes to HTTP server configurations
— Make any changes to web application server configurations
— Enable use of System i Access for Web

« Installing System i Access for Web E °_
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Install System i Access for Web on your i5/0S system (continued)

* No coexistence between V5R2, V5R3, and V5R4 System i Access for
Web

« If System i Access for Web is already installed on the i5/OS system...

Installing/upgrading to a later release will replace the installed version.

QIWA2/CFGACCWEB?2 must be run after installing a newer release of
System i Access for Web.

Running CFGACCWEB2 enables/deploys new functions.

The web application server must be restarted after CFGACCWEB2 is run.

Refer to the InfoCenter information for information on upgrading from a
previous release to V5R4 System i Access for Web.
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Verify, load, apply any additional PTFs

« Each component of the web application serving environment
has PTFs

WebSphere Application Server

i5/0S Cumulative PTF package

HTTP web server

WebSphere Portal/Workplace Services Express
System i Access for Web

* PTFs for the above components should be verified and
updated as needed

Verify, load, apply any additional PTFS (continued)
* WebSphere Application Server

— http://www.ibm.com/servers/eserver/iseries/software/websphere/wsappserver/
— Click the PTFs link, click the link for i5/0OS release/WebSphere version

V5R4 i5/0S

o« e e e

WRKPTFGRP SF99323
WRKPTFGRP SF99312
WRKPTFGRP SF99311
WRKPTFGRP SF99308
WRKPTFGRP SF99309

V5R3i5/0S

.

P Y

WRKPTFGRP SF99322
WRKPTFGRP SF99301
WRKPTFGRP SF99275
WRKPTFGRP SF99285
WRKPTFGRP SF99286
WRKPTFGRP SF99272
WRKPTFGRP SF99287
WRKPTFGRP SF99288

v6.1 for i5/0S

v6.0 for 0S/400

v5.1 Express for iSeries

v5.1 Base Edition

v5.1 Network Deployment Edition

v6.1 for i5/0S

v6.0 for 0S/400

v5.1 Express for iSeries

v5.1 Base Edition

v5.1 Network Deployment Edition
v5.0 Express for iSeries

v5.0 Base Edition

v5.0 Network Deployment Edition
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Verify, load, apply any additional PTFS (continued)

« i5/0S Cumulative PTF package

— The WebSphere Application Server group PTF identifies an i5/0S
Cumulative PTF package.

— The i5/0S PTF package specified is the level the WebSphere group PTF
was tested with.

— You may be able to successfully run with an earlier or later cumulative
PTF package.

Verify, load, apply any additional PTFs (continued)

« HTTP web server

— http://www.ibm.com/servers/eserver/iseries/software/http
» Click the Support tab

— V5R4 i5/0S
* WRKPTFGRP SF99114

— V5R3i5/0S
* WRKPTFGRP SF99099
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Verify, load, apply any additional PTFs (continued)

» WebSphere Portal/Workplace Services Express

— Refer to the Portal and Workplace Information Center documentation

IBM WebSphere Portal — Express/Express Plus for iSeries V5.0.2.2

« http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.ht
ml

IBM WebSphere Portal V5.1.0.1

« http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
IBM WebSphere Portal V6.0

« http://publib.boulder.ibm.com/infocenter/wpdoc/vér0/index.jsp
IBM Workplace Services Express V2.5

« http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
IBM Workplace Services Express V2.6

« http://publib.boulder.ibm.com/infocenter/wseic/v2ré/index.jsp

Verify, load, apply any additional PTFs (continued)

« System i Access for Web
— http:/lwww.ibm.com/eserver/iseries/access/web/servicepacks.htm

— V5R4 - SI25551

— Contains support for WAS V6.1, Workplace Services Express V2.6, Portal V6.0,
integrated web application server

— Linux i386.rpm - S124993
— Linux ppc.rpm - S124994
— Linux ppc64.rpm - SI24995
— Linux x86-64.rpm - SI24996
— AFP Plugin Viewer - SI22919

— V5R3 - SI23771
— Contains support for WAS V6.1, WAS V6.0, Portal V5.1.0.1, Workplace Services Express V2.5
— Linux i386 rpm - S124517
— Linux ppc rpm - S124518
— AFP Plugin Viewer - SI14371

— Always check the cover letter special instructions, often will have to run CFGACCWEB2
to enable changes.

Always check the website for latest PTF numbers
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Setup up web-serving
environment

@TTPSGI’VGI’ for iSeries

oo Bialan
WebSphere

Step by Step

Setup web-serving environment

Tier 1 Tier 2 Tier 3
HTTP  web Application
Server Server
Servlet

b\
e JLITA

L — L

Web browser [~ Java

JSPs Beans )
| i5/0S

Interne Host applications
Database

Need to create...

31



Setup web-serving environment (continued)

e HTTP web server
— Front door for into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port
— An HTTP server is configured to "talk" to a specific web application server
— Routes web requests between and end-user browser and a web application sever

* WebSphere web application server (WAS)

— Profiles (instances) are created containing a web application server

— The web application server provides an environment for the deployment and
management of web applications

— Many different WAS versions can be installed and coexist on an i5/0S system

— All web applications running within a web application server share the same name
space.

— You could create multiple profiles (instances) on a single i5/0S for the following
reasons:

« To create separate development environments for different developers. This allows them to
have different versions of the same objects in their own name space.

« To create separate development and test environments

Setup web-serving environment (continued)

* Use IBM Web Administration for i5/0S

— Easy to use wizard that prompts for required information and
does all the work

— STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— http://<system_name>:2001/HTTPAdmin
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Setup web-serving environment (continued)

« Setup = Create a New WebSphere Application Server

| @ HTTP Server Administration on X1519P4 - Mozilla Firefox: B Edition |= %)
Fle Edt Yew Go Pockmaks Took Hep =

@-cp -8 G0 | nemelesystem romes:200upTeadmel ] @ e G
IBM Web Administration for iSeries

IBM Web Administration for iSeries
Geiting started - Creale and leam aboul the senvers needed fo wn your Web confent.

) Create Appleaton Sarver
) Migrale: Original 85 Apache

) Crsale WetSphers Porlal ~

*J Create BN Worksiace ‘o) Create a New HTTF Server @

Creale 1 i HTTP Server (powered by Apachie) o sun your HTTE Wab contenl This
create eversthing you need to get stamed with simple \Web sening.

@ Create a New WebSphere Application Server @
Create a new WebSphere Applicasion Server Instance to nun your dynamic Web applications, Create
aittver 3 Wak:Sphere Application Server - Express or Web3phere Application Jarver (base).

(B Creats a New WabSphara Partal
" Create a new application Server o run powertul and comoelhng bUsiNgss panner, customer, and
amployas infarmation portals. This includes configuring 3n HT TP Saner, craating 3 new
pplicalion Server, and ing database and LOAP Y.

Create WebSphere Portal - Express: One Step
Create a proguction ready Web3phere Portal - Express server wilhout security in one easy step.

& Create a New IBM Workplace anvironment g
Create 3 naw IBM Workplace 16 fun your Wik This nich
Reps tacilitata communicalion amang team mambars, Allowing Hem i work tegemhar mare
fficienly lo achiew thair grojec and bis quals By accessing he: sarme collabarative partal
inlerfiace, users can acoess bheir applications and shared orvline work aress snd aeate, edil, and
‘share documents from any computer with 3 Web browser.

Setup web-serving environment (continued)

* Click Next
(& HTTP Server Administration on X1519P4 - Mozilla Firefox: IBM Edition 8=
File Edit View Go Bookmarks Took Help &
@-p- & ) | hitpsy<system_name>:200 ypTPAdrmin ¥ @ e T, ]
IBM Web Administration for iSeries &P WebSphere
Manage | Advanced | Related Lin
w Cemmon Tasks and Wizards . . ]
[ Create HTTP Server Create Application Server
) Create Application Server
o Wigrate Original to Apache Welcome to the Create Application Server wizard. This wizard creates a new application server to run Web
2 Create WebSphere Portal applications with dynamic content, updates virtual host informatien and Web server plugin configuration for an
o Create IBM Workplace extarnal HTTP senver of your choice, and creates all necessary JOBC providers and datasources required for the
Web applications you choose to install.
+ Virtual Hosts
Virtual hosts are the mechanism that route the URL request from the browser to the applications. Many E
application servers use one viftual host to control the routing of requests. If you wish for more granular control,
you can create more vitual hosts to route a particular URL to a specific applicalion. A single virtual host can
receive requests fram ane or mare HTTP servers
* Install Application
Applications must be installed onto the application server to be accessed by your customers. The Install
Application wizard will take your Enterprise Archive (EAR) or Web Archive (WAR) file that contains the application ||
and deploy the application on the server.
+ Data Sources and JDBC Providers
Wost applications need to access databases to refrieve and store data. JOBC providers and data sources are |+
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Setup web-serving environment (continued)

« Select version of WebSphere Application Server, click Next

0 HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

Elle Edit View Go Bookmarks Tooks Help

@ - - & 00 O [ nttshi<system name=1200 1 TTPacmn

IBM Web Administration for i5/0S.

v Common Tasks and Wizards o
1 Create HTTP Server Create Application Server
J Create Application Server
2 Migrate Original to Apache
) Create WebSphere Portal X
1) Create BN Workplace Your system has more than one version of WebSphere Application Server installed.

Select WebSphere Application Server Version

Cve.AND

Cven for this installation is AQIBMIF A\pp.
Cve.onND

Ovs.1Base

Cv5.1 Express

Choose the ype of application server to create
{5v6.1 Express WebSphere Application Server V6.1 Express, aliows you to add dynamic function to static HTML
Web pages and is intended for less complex Web applications

Ove1pase  WebSphere Application Server Version V6.1 Express can be installed in multiple locations on this
system Multiple appiication servers can be created from each installation. The product install path

Done

Setup web-serving environment (continued)

« Enter a name for the web application server, optionally a description, click Next

w HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

file Edt View Go Bookmarks Tools Help

[B(=1<]
%

@-op- 20 @ | . httpsf/<system_name>:2001HTTPAdmin ¥ @ e T,

~w Common Tasks and Wizards Y
[ Create HTTP Server Create WebSphere Application Server - Express, V6.1
1 Create Application Server
0 Migrate Original to Apache
J Create WebSphere Portal

Spesify Application Server Name

o Create BN Workplace Specify a unique name for the application server, @
ﬁ pp servername: iwab1
Server description: ‘SystemiAccess forWeb ‘
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Setup web-serving environment (continued)

* Select Create a new HTTP server, click Next

i
0 HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition
Elle Edit View Go Bookmarks Tooks Help

<3 i3 E(} o é;‘ @ @ http:/j<system_name >:200 1/HTTPAdmIn M ® e [GL

IBM Web Administration for i5/0S.

w Common Tasks and Wizards

) Create HTTP Server Create WebSphere Application Server - Express, V6.1

0 Create Application Server

2 Migrate Original to Apache

) Create WebSphere Portal

0 Create BN Workplace The application server may be assaciated with an external HTTP server. If selected, the wizard will setup the external
HTTP server with the necessary information to route incoming URL requests to this application server.

Choose the HTTP server type: @
ﬁ 133 Create a new HTTP server (powered by Apache)

( Select an existing HTTP server (powered by Apache)

Select HTTP Seiver Type

O Selectan existing Domino HTTP server
© Do not associate an external HTTP server with this application server

Done

Setup web-serving environment (continued)

» Enter name for HTTP server, optionally description, port for this HTTP web server, click Next

-
& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition
Fle Edit View Go Bookmarks Tools Help

&a- [(} -0 @ hitp/{ <system_name »:2001/HTTPAdmin

w Common Tasks and Wizards
) Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server
0 Migrate Original to Apache
J Create WebSphere Portal

) Create BN Workplace Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. 2]

1B

Create a new HTTP server (powered by Apache)

~ HTTP server name. iwaBlexpre

HTTP server description: |System i Access forWeb

Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system
On which IP address and TCP port would you like your HTTP server to listen?
IP address AllIP addresses [v]

ﬁ Port 10100

Note: Most browsers make requests to port 80 by default u




Setup web-serving environment (continued)

« Enter first port in a range of available ports, click Next

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition -Jo&d
File Edit View Go Bookmarks Took Help *®

v Common Tasks and Wizards
) Create HTTP Server
1 Create Application Server
J Migrate Original to Apache
) Create WebSphere Fortal
1 Create IBM Workplace

Done

@ -0 al

http://<system_name >:200 HTTPAGMN ¥ @ C. ]

IBM Web Administration for i5/0S

ﬁ Frstpottnange: [10101|@

WebSphere.

Create WebSphere Application Server - Express, V6.1
Specify Intemal Ports Used by the Application Server

The application server uses several internal services such as internal HTTF fransport service, Simple Object Access
Protocol (SOAP) senice, name service, and several other services to perform its processing. In order for these services
to be configured, you must provide a block of 15 consecutive ports that are currently not in use on your systemn. Specify
the first TCP port number in the range and the wizard will assign the ports that are ta be used by each internal service.
For example, if 10101 is entered as the first portin the range, then ports 10101 to 10115 will be configured

e Click Next

Setup web-serving environment (continued)

all
& HTTP Server Administration an LPO16AB - Mozilla Firefox: IBM Edition [|==]

File Edt View Go Bookmarks Tools Help

@-»-50 A

hittp:/J <system_name:200 L/HTTPAdmIn v @ s [CL |

v Common Tasks and Wizards
1) Create HTTP Server
0 Create Application Server
1 Migrate Original to Apache
1 Create WebSphere Portal
) Create IBM Workplace

WebSpheri

Create WebSphere Application Server - Express, V6.1
Selest Sample Applications

You may optionally install sample applications inte this application server. Cheose the applications you want o install
and the wizard will deploy them for you

Selectwhich sample applications te install

¥ Query - Provides dynamic query senice for EJB client applications. This senvice is accessible onlyto applications
i Default Applications - A set of samiples, including SnoopSenviet, that may be used to verify your application server |

u 5

Dane
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Setup web-serving environment (continued)

« Information Center has an example for configuring SSO environment

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition -Jo&d
File Edit View Go Bookmarks Took Help *®

<3 - E> - g @ | http: //<system_name:>:200 1/HTTPAdmIn M ® s H@, ‘

IBM Web Administration for i5/0S

WebSphere.

~ Common Tasks and Wizards

(I Create HTTP Server Create WebSphere Application Server - Express, V6.1
1 Create Appiication Server .
1 Migrate Original to Apache Gonfigure [dentity Token SSO for Web fo i5/05 Access

0 Create WebSphere Portal

11 Create IBM Workplace Identity Token 880 is a mechanism where a single user signon action permits access to multiple i5/08 servers. This

allows your Web-based interfaces to access i5/0S back-end applications without having to prompt for additional
authentication. Identity Tokens are implemented using Enterprise |dentity Mapping (EIM). EIM maintains the
relationships between Web users and i5/0S user profiles. The application server creates a token for the servers
configured ta support Identity Tokens in this EIM Domain

MNote: Elll is hosted on an LDAP server that must be configured and running before continuing

Configure Identity Tokens: &
ﬁ {33 Do not configure Identity Tokens

© configure Identity Tokens

Done

Setup web-serving environment (continued)

* Click Finish to create the web-serving environment

| @ HTTP server LPOT6A - Mozilla Firefas: 1BM Edition =]
Ge Edt Pew Qo fecmarks Joos e

@ D O B[ retomemm o=

IBM Wab Administration

= Comeen Tasks and Wizards.

0 Crate HTTP Server Create WebSphere Application Server - Express, V6.1

0 Crmate Appicaten Savve

) Ugrite Origiaaits Apachs Summary
) Créate ViebSghere Portal
o e When you chick inish s WebSphers apphcabion server wil be crested

Appiicance Server | HTTP Sarver

WAS varsion 6103 Exprass

Applicatian SANAF nama [Py

Sarver daseription Systam | Aneans for ek
Intasmal part rangs A - 10115

Virtual host dafaul_host

Profla reot SOl

Extemal HTTP server association: WA 1EXFRE

Surver URL bt LPO1BAR 10100

Businuss appbcations Hane

Same i nama | URL 1o

auery |Used by E18 cient appbcatons
g ILPO8AD.10100/zn00p

Diefaul Agplications | WtpJLPO 184010 100hikcoun
HitpILPOIBAD. 10100 hele

Note: To scoess the application(s) you have chocsen, start both the application sener and HTTP senver, then enter

3 URL from the tabile 3t -
ﬁ finish | | Cancel Frilatie Summmary




Setup web-serving environment (continued)

« Page refreshes to Application Servers tab, status of Creating...

| @ WTTP Server LPOT6AR - Mozilla Firefox: 1BM Edition =% |
Be Eht pew o feomaks Tods e #
-8 O @ Pt asyitem _suame v 2001 Thaskeen ] @ e G

A0 Gerers | HTTP Samers  Appcation Sarvars  ARSRsmest Ganmrs
# & Creating Sorvir:| walb] expressfwablexpress - V6.1 Express -
 Comman Tasis sns Wizands. AR 1S AprERRwaS | Brgeans

Manage WebSphere Application Server - V6.1.0.3 Express
Frofie: iwablexpress  Soner iwablexpross
Product mstal pah.

System i Access for Web

Server “iwatlexpress/iwablexpress” 13 in the process of beng created. To update the satus. click
| the Refresh son above

3 L [‘]n = . flql_ (58 B g E ~
Create Addional Vinual Host Install Nuw Application Cruate Data Source

The dedait virtual host Adtor croating the serr and vitual  Then, dedine the resources the

“defaul_host” was created for s host you can inatal your ‘apphcation sanver will use bo Bccess

application sereer. However, you  appheations dita for your applcstions

can spocky additional wtual hasts
for mone control over what LURTS can
e which apehcations

Dene

Setup web-serving environment (continued)

« Environment is created when status reaches Stopped, Click start icon to start
[@ T server LPOT6A - Mozilla Firefas: 1BM Edition = %
e B fen G0 bomen Db oo #
-8 0 @ Pt asyitem _suame v 2001 Thaskeen ] @ e G

A8 Servers | HTTP Saren  Apphcation Sarvars  ASF Temecat Seners.
# » smooea () Srvee | a1 expressiwablenress - V6.1 Exgress ™
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Manage WebSphere Application Server - V6.1.0.3 Express
Frofie: iwablexpress  Soner iwablexpross
Product mstal pah.
Systom i Accoss for Web
8 LA [ | S = . [5F B S |
Croate Additional Viraal Host Install Maw Application Craate Data Source
The defandt wtual creating e server and vrtusl Then, defne the resources the
“defaul_host” was created for this  host you can install your applcation server will use to
application sers Howwr, you  applications accoss data for your apphcations
£an spacsy addrional wival hastn
for more contrel cver what URTs
can run which appliations
- sasacanens
@ Vanaze nacales Aopicanery
* Rescurce Configeration n
 Manage Vinusi Hosts Manage Virtsal Hosts s ool Manage Dot Sources
B Uarage JOBC Previders pplications
B Masage Cala Scurces @ dofauk_host & Detadtpphcation @
DefauhE S TimerDiataSeurce
= Vieb Performance @ admin_hest & ey @ Dafauh Datasuece
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Setup web-serving environment (continued)

« Page is refreshed listing the application servers and HTTP web server that will be started

| @ WTTP Server LPO16AE - Mozilla Firefan: 1BM Edition o3|
e B0 yew G0 ool Jos teb #

@-p - B D) B[ rewcirersmon panermoiMTIvaden x| @ oo GL

| 1BM Web Administration

A8 Servers | HTTP Sareen  Apphcation Sarvars  ASF Temecat Seners.
» stpped ) Sorver walexpresswallenpress - VB 1 Express -

 Cemmen Tasis ns Wizards.

-
~ Start: iwaGlexpress O

Walenma o 8 Sian Wiz, This B you sisn 3 of tha Wiab

Salpet®e IBMS you wish 12 star

application serer

Setup web-serving environment (continued)

* Environment is ready for use when status reaches Running
|'l5|rms¢mr LPO16AE - Mozilla Firefox: 1BM Edition )| %

fie Edt pew o foomris  Joch ek
GE-up - D B retieseen sames 0 TTRAGn ] @ e G

A8 Gerers | HTTF Samers  Applcation Sarvars  ASF Tomest Saners
# wrunning | |[CHEE  sener| wablempiessiwatepress - VB Express 3
 Comeman Thsks ans Wizards ] hwagtaspressiwadismmsn )
o Create HTTP Server
1) Comate scpicaten Server
1 Mgrate Drgnai to Apache .
5T Coomts Wk aptect Forth Manage WebSphere Application Server - V6.1.0.3 Express
) Craate 0 warkpmce Frofie: iwablexpress  Soner iwablexpross
WS Ve Product imstall path:
o Crmate Wirtusl Hewt
J Fatal Re e Appleaten o ASCASS "
gy Systom i Accoss for Web
. Create Duea Source —
) Depioy 4 Teiephane Directory [y S | S o 1
5 = = E ] L B g | = .
Create Additional Viraal Host Install Maw Application Create Data Source
- Server Froparties The defadt whual bist Aller creating e server and witual  Then, define the resources the
1 Propertes “defaul_host” was created for this  host you can install your applcation server will use to
B Server Trachg application sereer. Howswe you  agglications. access data for your applcations:
ﬁsm"m""“ can specsy addeional wiual hests
e for rhore control aves what URTs
can run which appliations
B Marage nataled Agpicasers
* Rescurce Configeration n
 Manage Vinusi Hosts Manage Virtsal Hosts s ool Manage Dot Sources
B Uarage JOBC Previders pplications
B Masage Cala Scurces @ dofauk_host @ DefadtApphcation @
DefauhEJETimerDiataSeurce
= ieh Performance @ admin_hest ® ety @ Dafauh Datassurce
A Web Perfermance Lisntar -
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Setup web-serving environment (continued)

« Tips for managing the Web Administration for i5/0S and HTTP web servers

To start/stop the IBM Web Administration for i5/0S interface
¢ STRTCPSVR *HTTP HTTPSVR(*ADMIN)
* ENDTCPSVR *HTTP HTTPSVR(ADMIN)

To access the IBM Web Administration for i5/0S interface
* http://<system_name>:2001/HTTPAdmin

— CL commands to start/stop the HTTP web servers
« STRTCPSVR *HTTP HTTPSVR(<my_http_server_name>)
 ENDTCPSVR *HTTP HTTPSVR(<my_http_server_name>)

HTTP servers run within the QHTTPSVR subsystem

Setup web-serving environment (continued)
* WebSphere Application Server V6.1 information
— Subsystem
* Runs in QWAS61 subsystem
+ WRKACTJOB SBS(QWAS61)
« Jobs (web application server) are named with the name of the web application server
— Instances vs. profiles
* Previous WAS versions had “instances”. V6.1 has “profiles”.
« Adefault profile is created named “default”. The web application server it contains is named
“serverl”.
- IFS
« /QIBM/ProdData/WebSphere/AppServer/V61/Base/...
* [QIBM/UserData/WebSphere/AppServer/V61/Basel...
* /QIBM/ProdData/WebSphere/AppServer/V61/Express/...
* [QIBM/UserData/WebSphere/AppServer/V61/Expressl...
* /QIBM/ProdData/WebSphere/AppServer/V61/NDI...
* [QIBM/UserData/WebSphere/AppServer/V61/ND/...
« These paths are defaults.

— WAS 6.1 can be installed anywhere in the IFS
— WAS 6.1 profiles can be created anywhere in the IFS.

— If using WAS Network Deployment product, the profile cannot be federated/managed in
the Network Deployment environment




Step by Step

Setup web-serving environment (ontinued

« WebSphere Application Server V6.0 information

Subsystem
* Runsin QWASG6 subsystem
« WRKACTJOB SBS(QWAS6)
« Jobs (web application server) are named with the name of the web application server

Instances vs. profiles
* Previous WAS versions had “instances”. V6.0 has “profiles”.

« Adefault profile is created named “default”. The web application server it contains is named
“serverl”.

- IFS
* [QIBM/ProdData/WebSphere/AppServer/V6/Basel...

* [QIBM/UserData/WebSphere/AppServer/V6/Basel/...
— Note: Profiles can be created to user specified paths, above is the default path.

— If using WAS Network Deployment product, the profile cannot be federated/managed
the Network Deployment environment

in

Configure System i Access for Web

IBM

w0
Fles \
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Configure System i Access for Web

« System i Access for Web must be deployed (configured) to a running web application server
« System i Access for Web provides CL/QShell commands
— CL commands — QIWA2 library

+ CFGACCWEB2 Configure System i Access for Web
+ STRACCWEB2 Start System i Access for Web

« ENDACCWEB2 End System i Access for Web

+ RMVACCWEB2 Remove System i Access for Web

— QShell - /QIBM/ProdData/Access/Web2/install

+ cfgaccweb2 Configure System i Access for Web
* straccweb2 Start System i Access for Web

+ endaccweb2 End System i Access for Web

* rmvaccweb?2 Remove System i Access for Web

* Commands are provided to...
— Ease the complexity of deploying a web application
— Check dependencies
— Invoke appropriate WebSphere tool to deploy a web application
— Perform additional required setup
— Setup /QIBM/UserData/Access/Web?2/... structure
— Allows for PTFs that make use of the normal i5/0S PTF tools

Configure System i Access for Web (continued)
» Use available documentation
— System i Access for Web — V5R4 Information Center
* Place to start to get V5R4 System i Access for Web installed and running

» Examples included for each web application server environment
« http://www.ibm.com/eserver/iseries/access/web/doc.html

* When the commands are run

— The WebSphere web application server must be running before running
CFGACCWEB2/RMVACCWEB?2

— The WebSphere web application server will need to be restarted after
CFGACCWEB2/RMVACCWEB2

— No updates are made to the HTTP web server configuration.

* Notes

— Do not use the web administration interface or WebSphere Admin. console to configure
(deploy) or remove System i Access for Web

— Do not attempt to migrate a WebSphere environment to another WebSphere environment
when System i Access for Web is configured
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Configure System i Access for Web (continued)

« To configure the web-serving environment created above using the CL command

— QIWA2/CFGACCWEB2 APPSVRTYPE(*WASG61EXP) WASPRF(iwa6lexpress)
APPSVR(iwa6lexpress)

« To configure the web-serving environment created above using the QSH command

- QSH
— cd /QIBM/ProdData/Access/Web2/install
— cfgaccweb?2 —appsvrtype *WAS61EXP —wasprf iwablexpress —appsvr iwaélexpress

* Now the web-serving environment must be stop/restarted to load the configuration
changes that were made for System i Access for Web

* Note
— Use the help text for the commands to learn more about the command and
individual parameters
* Some help is available for the for the QSH commands
« cfgaccweb2 -? -help

Configure System i Access for Web (continued)

* The CFGACCWEB2/cfgaccweb2 commands accept other parameters...

— The following parameter tells Access for Web to connect and serve data from a backend
i5/0S system. If not specified, the local i5/0S running the web environment will be used.
*« TGTSVR - *DEFAULT, fully qualified system name

Specifies whether the web application (System i Access for Web) or the web application
server (WebSphere) will authenticate the user.

« AUTHTYPE - *APP, *APPSVR

+ AUTHMETHOD - *FORM, *BASIC

— Input a WAS user ID/password for WAS profiles where WAS security has been enabled
« WASUSRID
« WASPWD

To configure new web application servers based on existing web application where
Access for Web is configured
* SRCSVRTYPE - *ASFTOMCAT, *WAS50, *WAS50EXP, *WAS51, *WAS51EXP, *WASGE0, etc.
* SRCSVRINST — Name of the WAS instance/profile, or Tomcat server
* SRCAPPSVR — Name of WAS application server within the instance/profile
« SRCINSDIR — Install path of WAS V6.1 profile

+« SHRUSRDTA — Copy the user data to the new configuration or share the user data between the old
and new configurations.




Configure System i Access for Web (continued)

* Note
— When upgrading from one WAS version to another where Access for Web is configured,
do not migrate the WAS instance/profile where Access for Web is configured.
— To migrate System i Access for Web from WAS 5.1 Express to WAS 6.1 Express
* Install WAS 6.1 Express
« Create a WAS 6.1 Express profile
« Configure Access for Web to WAS 6.1 Express based on the WAS 5.1 Express configuration.

cfgaccweb?2 —appsvrtype *WASB1EXP
—wasprf iwa6lexpress
—appsvr iwaélexpress
-wasinsdir /QIBM/ProdData/WebSphere/AppServer/V61/Express
-srcsvrtype *WASS51EXP
-srcsvrinst iwa5lexp
-srcappsvr iwa5lexp
-shrusrdta *NO

+« Remove the WAS 5.1 Express configuration if it’s no longer needed.
rmvaccweb?2 —appsvrtype *WAS51EXP

—wasprf iwa5lexp
—appsvr iwa5lexp

B & @ ¢
WebSphere

Verify the installation
and configuration




Verify the installation and configuration

« IBM Web Administration for i5/0OS 2 Applications = Manage Installed Applications

bkﬁ"k"ﬁ’ﬂuahmhlwﬂuth

P - ) ) [ mmresysien pames:200uprramn

WebSphere:

Al Servers | HTTP Seretrs  Application Servers  ASF Tomcal Servers.

whunneg | ) Serr | iwadlemressiwat express - VB | Express -
* Commos Tasks ad Wizards | -

J Crnae TP Server Lol

o O

Seroer
e et Manage Installed Applications ©

o Creme e
o Create BU Werkglese
D3t3 cument 35 of Mar 24, 3007 113334 U

A Instalied apglications: &

Application name Stouss  Enoblement
0 DefauhApplication @ Running  Enabled
O iSeresAccessforVeb @ Running  Enabled
O quary @ Running  Enabled
O magp @ Running Enabled
O ischte @ Running  Enabled
ingal | | Refresh

Verify the installation and configuration (continued)

* WebSphere Portal = My |Ser|es page + subpages with portlets

aewwravmmsueb : [ ]

| My Portal administration  Edit my profile T Log out =

Edit Page

Files Print Database Command

4 5230 | IFrame Portlets

iSarias 3350 Session FEREE weiome -

Start Session Walcorma to tha iSeres Accass portats - spacifically devalopad for (Saries dccess
custorners, These portlets allow you to access information on your iSeries servers
through 4 Wet browser.

Sereer

Server: |mylSeries.mydomain.com

ies Accars portlats indude the folloving:

Port: 23
Code ® 5250 portlat
prseil ELA | O Run cammands and access full-soeen 5290 charactar-basad
spplicatisng,
* IFrame portliet
Workstation ID O Access any of the iSeries Access for Web serviets using the IFrame

t,
© Use urer ID Irtagrated fils ";g.m (IFS) browsing portiats
o Ree o inkegratad fils tyctarn.
o View, adt, upload and download flas.

Printers, printer output, and cutput queues portlets

& spacify workstaton 1D

™ Avid duplicates far this user O View printer status, start and stop the writer job asscoated vith a =
F Awsid duplicates with sther uzers printar,

@ Hold, relesse, print, delete snd view printer output files.

© Mova printer cutput filas to ancthar output quaus oF printer.

O Hold and relesse output queues.

Database tables and QL portets
tabase tables, add and update records,
5 View quary resulte, custamize format of results.
O Run SQU statarnants dynarmically.
Commands pordets
O &un CL commands. ll

] [T [ ocalintranet £
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Verify the installation and configuration (continued)

« HTTP Server

— Verify several jobs are running with the name of your HTTP server
* WRKACTJOB SBS(QHTTPSVR)

* WebSphere Application Server
— Verify the application server is running
« WRKACTJOB SBS(QWAS61) V6.1 - WAS for i5/0S
« WRKACTJOB SBS(QWAS6) V6.0 - WAS for OS/400

« System i Access for Web
— Open browser to http://<system_name>:<port>/webaccess/iWAHome
— Open browser to http://<system_name>:<port>/webaccess/iWAMain

Verify the installation and configuration (continued)

* When things do not work

Verify the HTTP server is running

— Verify the WebSphere application server was restarted after running CFGACCWEB2

— Verify the WebSphere application server running

— That you have the latest group PTFs for the HTTP server and WebSphere Application
Server.

— That System i Access for Web is listed as an installed application in the WebSphere
application server (via the IBM Web Administration for i5/0S interface)

— System i Access for Web logs

* /QIBM/UserData/Access/Web2/logs/cmds.log High level
translated log
« /QIBM/UserData/Access/Web2/logs/cmdstrace.log Low level

untranslated log
* /QIBM/UserData/Access/Web2/logs/<appsvrtype>/<wasprf>/<appsvr>/logs/*

— Logs for specific WAS servers. Note: some logs may be EBCDIC requiring use
of WRKLNK i5/0S command to view them
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Verify the installation and configuration (continued)

When things do not work

* WAS V6.0

— IQIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/wsadmin.
traceout

— IQIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/activity.lo
g

— IQIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/<app_ser
ver_name>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/<app_ser
ver_name>/SystemErr.log

* WAS Network Deployment V6.0

— IQIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/wsadmin.tr
aceout

— /QIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/activity.log

— IQIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/<app_serve
r_name>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/<app_serve
r_name>/SystemErr.log

Verify the installation and configuration (continued)

When things do not work

*« WAS V6.1 (base edition)

— IQIBM/UserData/WebSphere/AppServer/V61/Basel/profiles/<profile_
name>/logs/wsadmin.traceout

— IQIBM/UserData/WebSphere/AppServer/V61/Basel/profiles/<profile_
name>/logs/activity.log

— IQIBM/UserData/WebSphere/AppServer/V61/Basel/profiles/<profile_
name>/logs/<app_server_name>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V61/Basel/profiles/<profile_
name>/logs/<app_server_name>/SystemErr.log
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Verify the installation and configuration (continued)

When things do not work

« WAS V6.1 - Express

- IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/wsadmin
.traceout

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/activity.l
og

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/<app_ser
ver_name>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/<app_ser
ver_name>/SystemErr.log

WAS V6.1 Network Deployment

—/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/wsa
dmin.traceout

—/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/acti
vity.log

—/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/<ap
p_server_name>/SystemOut.log

—IQIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/<ap
p_server_name>/SystemErr.log

Questions regarding
the Step by Step
option?
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Additional Information

The following charts discuss...

— Using System i Access for Web to backend to other i5/0S systems

— Using the 5250 session function to connect to i5/0S systems in
the network

— How to automate the startup of the web environment following a
system IPL

— How to see what users are connected through System i Access for
Web

— Setting limits

System i Access for Web

from the Internet and Security
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*« Would it be possible for my users to
access their data from home over the
internet?

* What would the setup/environment look
like?

« How would security be enabled to protect
the network?

* Could the web environment be isolated
from the servers containing data?

Let's look at an example...

Backend i5/0S

* The backend i5/0S B, C, D contain
data.

* They are inside the company network.

i,d"

2

« i5/0S B, C, D do not have web serving
software installed, let's assume they
don't.

* | want some users to be able to
always connect to i5/0S B, some
others to i5/0S C, and some others to
i5/0S D

2
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i5/0S web server A is added

This i5/0S has:
« HTTP/HTTPS
* WebSphere Application Server
* System i Access for Web

(installed and configured)

i5/0S B, C, and D... -
* Must have 5722-XW1 System i Access Family :
installed for licensing purposes I5/0S D

» 5722-XH2 System i Access for Web installed
(RSTLICPGM) but not configured

Setting up i5/0S A

*o

C]

« i5/0S A is added to the network.

« i5/0S A has HTTP/HTTPS, WebSphere Application Server, System i Access for Web
installed/configured.

— Configure 3 HTTP servers -- one for i5/0S B, one for i5/0S C, and one for i5/0S D
— 3 WAS instances (one for each server)

— Configures System i Access for Web in each instance (use TGTSVR parameter on
CFGACCWEB2 command)

* Adds "realm=server_name.mydomain.com" to /QIBM/UserData/Access/Web2/<wasinst>/<appsvr>
Iconfig/webaccess.properties
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i5/0S A

*Administrator sets up...
— Firewall between web server
and data servers.

Firewall

« A firewall is put in place between the web server
(A) and the data servers (B, C, D).

» System i Access for Web will require you to
open the Host Server ports because it is running
on A and only connecting to B, C, D.

Access from Internet

Ports 5001,
5002, 5003

* Web environment on i5/0S A is started
— 3 HTTP servers listening on ports 5001, 5002, 500!

« System i Access for Web is accessed using...
— http://A:5001/webaccess/iWAMain to get to
ServerB
— http://A:5002/webaccess/iWAMain to get to
ServerC
— http://A:5003/webaccess/iWAMain to get to
ServerD

&

f————

&

Host Server ports

Host Server ports

ﬁ i |

Please note:

This is only
one example
of how to
configure this
environment.
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User starts browser and keys in url address...

¢ System i Access for Web user is providing a different
address to get to each i5/0S server...

nx —
i FRaane bes I e ras el PR
— http://A:5001/webaccess/iWAMain to get to - "’Q,.. [ -i5/OSB
ServerB g —
. 0000000 |
— http://A:5002/webaccess/iWAMain to get to —
T Sarve et s g cr 8 1 or pastword
ServerC =] e |
— http://A:5003/webaccess/iWAMain to get to
ServerD
[odex Retmerk Passmard Ix
 fhamppmaogy -
[ vomeeminynd i5/0S C

e thma
L I
[ S W it 1 ine pas et bt

(] W e

The user must provide the correct T m— nn
i5/0S user ID and password for the e e

- et b com

backend data server to gain access. e e T
e [
e B— i5/0S D

[ S W it 1 ine pas et bt

(] s

System i Access for Web - 5250 session

« Could be connected to i5/0S B and start a new session from there to i5/0S C or i5/0S D
« Identify i5/0S server

« Determine what workstation (device) ID to use

« Connect to another i5/0S

(OStnrtSession
Fle Edt Yiew Go Bockmarks Tools Help

Start Session
I My Folder
Print e 7]
Server:  [Any i5/0S in my network ]
::ags Port: |
250 Code page: |37 [w]
- Activa sessions
o AT S Woarkstation ID [>)
. Start session QO use user 1D
e — © specify workstation 1o [ |
Files [ avoid duplicates for this user
Command [¥] avoid duplicates with sther users b |
Download
Customize General )
Other Initial macro: =

[ eypass signon
[ bisplay HTML data in fields

Start Session

Related Links:
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preconfigured shortcut

Be  Edt yew Go  fockmais  Tooks pelp

LT Configl

=1 my Folder

Created

Print Session Server Action @ Shactowt By Access
Hessages Dallas  dallas.oyzcampany.com (] [ (8] (3] 2] ] e dib ]

2eb Demos o

= :u::.m home.xyzcompany.com [ (] (] (3] (7] [#] mo dib o
e — Japan japancyzsempany.com [ 4 (8] (g (2] (#] we dib o

-« Configured sessions Fystem

- Start yession
Databass

l.:;wlay it of Shortcuts 5 seseions vou configured. Shortcuts can be deleced fram ths ks,
ark h yout actve sessions.

Starts hew sassion.

Warle whih your macres.

Work with your keypeds.

it bl for working with configured sessions,

Or could connect to another i5/0S server through a

qu Sosiom, l;.'ﬁl__@

=

Auto start web environment after an IPL

* You can configure the HTTP server for your
WebSphere application server to automatically start
the WebSphere application server when it starts

« Use the following command to start the HTTP server
as part of your IPL procedures and it will start your
WebSphere application server.

— STRTCPSVR SERVER(*HTTP)
HTTPSVR(<http_server_name>)




Auto start web environment after an IPL ontinued)

STRTCPSVR SERVER(*HTTP) HTTPSVR(IWA51BASE)

AN Sarvers  Applcsfion Serees | ASF Tomeal Senses

W Stapped
 Comesan Tasin art Waasin ™ [ = .
s IS 1MASE = WebSpham dgplicatin Saner
3 Crrate agpaeaten Senvee
3 Usgrse Cripralto Aseche

Saner WASIBASE -Apache (v Sanerstes | Global conguration -

WebSphere Application Server

o Ak & DRty 1 the Vet i
[ LDAS Coes

guritar
2 Serviel 4ad J5P Enabierend Tris HTTP server |5 curtenty a3s0cialed with appication serer wasbase, V51 Base’,

= Server Prepenies
3 General Server Consguranon ) Disa . . =
o (‘m b Sendets and J5Ps (laa Senver Fages)
[ ienaal Maats CHebSomne Apphcation Server, VED ND
[ o
e O wenSomere Appication Senver. V6.0
B " 2 LERT T
s HTTP Resgonses
[ Carten: Seings WebSphera instance: | iwaSlbase %
B Dwwciory Handing
Saut sll WetSphees applicslion saniis) for e oy
[ Shcurty 55001000 WAS IStante when Tis MTTR serer is staned | |15
& s Shep bl WibEph Hica i) for e
I Logging WebEphens Splicaton senns) for —
associated WAS Instance whis his HTT? serves 5 stopped: 1o 1 <::I
s Praey
E WW" CwatSpmmire Appcation Servar, V.1 Exprass
[ Compramaen

[y ASF Tamcal Setuo tast
3 ASF Tomal Setings

[ Daming Apgication Server o | [Appty Caneal Prassau
:Puwwwv

Who is connected using System i Access for Web?

| @ Connection ool Status [¥1515P4_RCHLAND.IBM.COM] - Mol Firefax L._,\:JE]
Br it ew o Goomaris Teok e ¥
MyHomaPage W Pool Status

=Y oy Fokder

" Connection Summary >
L Ki Brint <
00 n Messayes Setting value Description
H Jobs Artrie panneCtiong 0 Teeal number of astive cennectiong for a1 users.
CO nnection a3%0 Avbilsbie & Tetal number of svadable connections for ol users,
connections
Pool Status RS Total esanections & Tetal number of sctive and svailstie connections for all users.
Filag Total users 11 Tetal rumber of users that have connected since iSeries Access
for Web started,
\ = 4 Active users 3 Tetal number of users that have active or avalable
connechions,
Connection Details
System User  Active Available Action

'Cﬁ‘»ﬁ:”ﬂ'ﬂ‘ﬂ' . ¥1519P4. ACHLAND.IBM.COM BOB L] 2 Clear

IR 1519R ACHLAND.I8M.COM DL 0 2 Clear

o X1519P4.ACHLAND.IBH.COM DOUGE ] 1 Ciear

+ Abut

v

55



Setting limits for System i Access for Web use...

(@ Edit Settings - Connection Pool [X1519P4.RCHLAND.IBM.COM] - Mozilla Firefox =o/&d
File Edit WYew Go Bookmarks Tools Help

* Connection Pool

Settings Edit Settings - C tion Poal ‘
54 My Folder i
. Setting value Description
. Print
Can get to this i Cleanup interval |5 minutes [w|  Specify how often to clean up connactions.
P Messages.
via: e Connections per | o maximum (v Specify the maximum number of concurrent
user connections allowed per user.
H D Maximum 1 hour | Specify the maximum time a connection can be
- Link on f— ity A
Connection Files Maximum 12 hours [se]| Specify the maximum time @ cennectien can exist
lifetime before it is cleancd up. L
Pool Status Command Maximum use | N maximum [] Specify the maximum number of times a connection
Download count can be used before it is cleaned up.
screen [ — Maximum use 10hours || Specify the maximum time  connection can be
o time active before it is cleaned up.
.  Braferances
— Customize -> i
Settings ['save |[ cancel |[ Apply | [ Shipped Defaults |
. Settings
- Transfer configuration
Other

Related Links:

- iSeries Navig
« iSeries Information M

If using WAS Network Deployment for iSeries/i5/OS

« For the WebSphere Application Server Network
Deployment for iSeries environment

— WebSphere v5.0/5.1 Base Edition must be
installed

— WebSphere v6.0 Base/Express Edition must be
installed

— iSeries Access for Web does not support
WebSphere instances/profiles that are federated
to the WebSphere Network Deployment
environment
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Additional information

* The following resources are available

— HTTP Server redbook
e http://www.redbooks.ibm.com/redpieces/pdfs/sg246716.pdf
— Section 6.3 Encrypting your data with SSL and TLS
— Section 6.4 Proxy server: Protecting direct access

— Information Center - Setting up a reverse proxy for HTTP server

* http://publib.boulder.ibm.com/iseries/v5r2/ic2924/index.htm?info/rz
aie/rzaiereverseproxy.htm

» See Appendix A for additional information

Appendix A. Additional Documentation

Enjoy the rest of
your conference!




Notes: HTTP/HTTPS - SSL

The Internet was designed to be an open system and it allows any computer on the network to see the messages passing through. To
consider an information transaction secure, it has to have the following characteristics:
Confidentiality
Use encryption if you want to ensure that the contents of the message remain private as they pass through the network.
Integrity
Use encryption and digital signatures if you want to ensure integrity. Messages are not altered while being transmitted.
Accountability
Use digital signatures when both the sender and the receiver agree that the exchange took place to ensure accountability.
Authenticity
0OS/400 SSL provides server authentication so you can authenticate with whom you are talking.

You can configure the iSeries server to use a security protocol, called Secure Sockets Layer (SSL), for data encryption and client/server
authentication. A client establishes an SSL session by sending an HTTPS request to the server on the SSL port. If SSL client authentication
is enabled on the server, a client certificate is requested for any HTTPS request. SSL uses a handshake protocol where the server
authenticates and the client authenticates if enabled. When authenticated, they agree on the security keys to use for the session, and the
algorithms to be used for encryption and message digests or hashes. When a session has been established, all data exchanged on that
session is encrypted.

Below is a highlevel list of steps involved with enabling HTTPS. The steps may not address all issues relative to your environment. It is
recommended that the iSeries information center and HTTP server documention be referenced to enable HTTPS.

1. If you are new to SSL, HTTPS, or digital certificates, review the following information before configuring SSL.
« Security concepts information in the iSeries Information Center (http://www.ibm.com/eserver/iseries/infocenter). Look for
information under the topics Networking-->Networking Security.
« Security and SSL information in the HTTP server documentation at http://www.ibm.com/servers/eserver/iseries/software/http
2 Configure your HTTP server instance to allow SSL connections. You must already have created an HTTP server that you want to
enable to run SSL.
Configure digital certificates through the Digital Certificate Manager on the iSeries server.
Configure the web application server to use the SSL port. The SSL port must be listed within the WebSphere virtual host alias table.
Open a browser to one of the following URLs:
« If using the default SSL port of 443
https://<server_name>/webaccess/iWAHome
« If using any other port number, replace the <port> with the port number configured with the HTTP server.
https://<server_name>:<port>/webaccess/iWAHome

o b w

Notes: Firewalls

A firewall is a blockade between a secure internal network and an untrusted network such as the Internet. Most companies use a firewall
to connect an internal network safely to the Internet, although you can use a firewall to secure one internal network from another also.

A firewall provides a controlled single point of contact (called a chokepoint) between your secure internal network and the untrusted
network. The firewall:

« Lets users in your internal network use authorized resources that are located on the outside network.

« Prevents unauthorized users on the outside network from using resources on your internal network.

When you use a firewall as your gateway to the Internet (or other network), you reduce the risk to your internal network considerably.
Using a firewall also makes administering network security easier because firewall functions carry out many of your security policy
directives.

How a firewall works

To understand how a firewall works, imagine that your network is a building to which you want to control access. Your building has a
lobby as the only entry point. In this lobby, you have receptionists to welcome visitors, security guards to watch visitors, video cameras to
record visitor actions, and badge readers to authenticate visitors who enter the building.

These measures may work well to control access to your building. But, if an unauthorized person succeeds in entering your building, you
have no way to protect the building against this intruder's actions. If you monitor the intruder's movements, however, you have a chance
to detect any suspicious activity from the intruder.

Firewall components
A firewall is a collection of hardware and software that, when used together, prevent unauthorized access to a portion of a network. A
firewall consists of the following components:
« Hardware. Firewall hardware usually consists of a separate computer or device dedicated to running the firewall software functions.
« Software. Firewall software provides a variety of applications. In terms of network security, a firewall provides these security controls
through a variety of technologies:
« Internet Protocol (IP) packet filtering
» Network address translation (NAT) services
* SOCKS server
« Proxy servers for a variety of services such as HTTP, Telnet, FTP, and so forth
« Mail relay services
« Split Domain name services (DNS)




Notes: Firewalls (continued)

« Logging

* Real-time monitoring

Note: Some firewalls provide virtual private networking (VPN) services so that you can set up encrypted sessions between your firewall
and other compatible firewalls.

Using firewall technologies

You can use the firewall proxy servers, SOCKS server, or NAT rules to provide internal users with safe access to services on the
Internet. The proxy and SOCKS servers break TCP/IP connections at the firewall to hide internal network information from the untrusted
network. The servers also provide additional logging capabilities.

You can use NAT to provide Internet users with easy access to a public server behind the firewall. The firewall still protects your network
because NAT hides your internal IP addresses.

A firewall also can protect internal information by providing a DNS server for use by the firewall. In effect, you have two DNS servers: one
that you use for data about the internal network, and one on the firewall for data about external networks and the firewall itself. This
allows you to control outside access to information about your internal systems

When you define your firewall strategy, you may think it is sufficient to prohibit everything that presents a risk for the organization and
allow everything else. However, because computer criminals constantly create new attack methods, you must anticipate ways to prevent
these attacks. As in the example of the building, you also need to monitor for signs that, somehow, someone has breached your
defenses. Generally, it is much more damaging and costly to recover from a break-in than to prevent one.

In the case of a firewall, your best strategy is to permit only those applications that you have tested and have confidence in. If you follow
this strategy, you must exhaustively define the list of services you must run on your firewall. You can characterize each service by the
direction of the connection (from inside to outside, or outside to inside). You should also list users who you will authorize to use each
service and the machines that can issue a connection for it.

What a firewall can do to protect your network

You install a firewall between your network and your connection point to the Internet (or other untrusted network). The firewall then allows
you to limit the points of entry into your network. A firewall provides a single point of contact (called a chokepoint) between your network
and the Internet . Because you have a single point of contact, you have more control over which traffic to allow into and out of your
network.

Notes: Firewalls (continued)

A firewall appears as a single address to the public. The firewall provides access to the untrusted network through proxy or SOCKS servers or network address
translation (NAT) while hiding your internal network addresses. Consequently, the firewall maintains the privacy of your internal network. Keeping information about
your network private is one way in which the firewall makes an impersonation attack (spoofing) less likely.

A firewall allows you to control traffic into and out of your network to minimize the risk of attack to your network. A firewall securely filters all traffic that enters your
network so that only specific types of traffic for specific destinations can enter. This minimizes the risk that someone could use TELNET or file transfer protocol (FTP)
to gain access to your internal systems.

What a firewall cannot do to protect your network

While a firewall provides a tremendous amount of protection from certain kinds of attack, a firewall is only part of your total security solution. For instance, a firewall
cannot necessarily protect data that you send over the Internet through applications such as SMTP mail, FTP, and TELNET. Unless you choose to encrypt this data,
anyone on the Internet can access it as it travels to its destination
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