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Agenda

« Connections with iSeries Access for Windows
— Connection types supported
— Configuration
— Troubleshooting
< Using iSeries Access in an Internet Environment
— Firewalls
* Includes new info on Windows XP SP2
— NAT
— VPNs
— Other Security Considerations
« Using iSeries Access with Terminal Services
— Functions supported
— iSeries Access restrictions
— Windows 2000 considerations
« Appendix A: Example of terminal services install and config
« Appendix B: Example of internet connection through firewall
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Connection Types Supported
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iSeries Access for Windows Connectivity

* Windows 95/98/NT/2000/XP/2003 TCP/IP
— LAN
- PPP
— SLIP
— Twinax (requires separate TCP/IP driver)
 Any 32-bit Winsock 2.x or higher provider

Note: Windows XP support requires V5R1MO version of Client Access
Express and service pack SI01907. See Info APAR 1112900 for
information on restrictions

Windows 2003 requires V5R2MO of iSeries Access for Windows and
service pack S107765 (for 32-bit) or SI08894 (for 64-bit). See Info APAR
1113465 for information on restriction.

E
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Configuring and Managing Connections
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Managing Connections

» Managing of connections is integrated into iSeries Navigator

« iSeries Navigator can be used to create, delete, and change properties of
connections.

» Connections can also be created by simply specifying the iSeries system
name in the desired applications.
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ISeries Navigator Main Windows

« Left Window shows active environment and configured systems.
* Right Window shows contents of current selection.

@ iSeries Navigator =1olx]

File Edit Wew Help

3!| CX: E|X |@° 3 minutes old
| Errironment: My Connections | ty Connections
B} Management Central (Systeml) Mame | Signed On User Description
-8R My Connections B systemt Manage this server,
! Systeml ! System2 Manage this server,

! Systemz

< | ®

nEr

! Add & connection ! Add a connection @ Inatal plug-ing
& Install additional components ! Change all of your server passwords * Open Seres Mavigator service toals +
@ Install additional components 4 ? Help for related tasks
E
For Help, press F1 A
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Creatlng a new connection
» Adding a new connection
— Click on "Add Connection" icon on toolbar
Add Connection - Welcome '=, il
iSeries MNavigator
wWelcome to the iSeries Navigator Add Connection wizard
What is the name of the server to which you
it t ct?
@ Managament Cantral [Syske want e s
=88 My Connections S [Sratomz
! System]l
! SystemZ Description: IAccouming system
Environment: IMy’ Connections d
Enter System
Name or IP
address g [ mens | cence |
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Sign-on Options
 Enter appropriate signon option

Add Connection - Signon Information |

what user ID do you want to use to sign on to 'Server2'y

' Use Windows user name and password, no prompting

I A A

i+ Usze default user ID, prompt s needsed

I JEFFY

 Prompt every time

 Use Kerberos principal name, no promgting

= Back I Mext = I Cancel I
why

? it’'s simple.
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Verify Connection

Add Connection - ¥e

Conneckion x|

Congratulations!

You have successfully added connection
‘Server?' to "My Connections'.

To test the connection, press Verify Connection.

“erify Connection

Serify connection status:

kot Yerified

To save your nevy connection, press Finish

= Back Zancel |
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Verification

« Verification screen allows detailed messages to be displayed when the "+" is clicked on.

Yerify iSeries Connection B il

Werifying iSeries connection:

Statusz:

(\‘) Werifying connection to swstem Syztemsz

]--{\‘) Succeszsfully connected to server application: Central Client

Succeszfully connected to server application: Metwork File

Successfully connected to server application: MNetwork Print

] CwWEBCO1008 - Unable to connect to server application D ata Access, returned 10061

]--Q) Successfully connected to server application: Data Queues

]Q) Successfully connected to server application: Remote Command

\5) Succeszfully connected to server application: Security

]--Q) Successfully connected to server application: DM
3
i

=

=

Succeszfully connected to server application: Telnet
E] Successfully connected to server application: M anagement Central
----- CWEBCO1015 - Connection wverified to spsterm RCHASCE 1, but there were warnings

e

] - - - - [

Ok I Cancel Werifization I Details I
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Config-free connection

 Simply start up an application (like Data Transfer), specify a new system name, and you'll
be prompted for signon option.

iSeries Signon Information ed |

Signon information has not been specified for this iSenes
connection. The signon infarmation will be used each time
you connect to this server.

Server: |SYSTEMZ

—iSeres signon information
7 Usze Windows uzer name and password, no prompting
|

% Use default user 1D, prompt az needed
I

7 Prompt gvery time

7 Usze Kertheros principal name, no prampling

k. I Cancel I
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Managing Environments & Connections

The Environments View offers a lot more interaction with the environments and connections.

Environments alx
The Environments View is opened :
. . Active environment:
from Operations Navigator by iy Corresions -
selecting Connections to Servers -
>Environments from the File menu. Ervishmenls
Add server...
o . I STSTEMI e
This will bring up the fl SSTEMZ Add Environment |
screen shown, which .
Froperties...
allows the user to
. Rename
manage all defined
environments and Delete..
iSeries connections. Corpect
One can also define :
new ones. meot. |
Export..
Clase | Help |
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Importing & Exporting Environments

The Export option allows the user to save the environment

definition, including all connections it contains. | mpet,.. |

The environment will save the environment as a *.ENV file.
The default name of the file will be the name of the
environment.

Then the Import option can be used to restore the
environment, and the connections.

This can be useful to distribute common connection
definitions to several PCs. The connections can be defined
on one PC and then exported to a location where the other
PCs can import the environment.
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Importing & Exporting Environments

Even though iSeries Access for Windows allows environments to be created with names
that contain the characters \/: * ? " < > and |, the Windows operating systems will not
accept these characters as part of a file name. So environments that contain these

characters will not be able to be exported or imported.

why "i*? it’s simple.
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Enviranments:

Properties

Iy Connections

SERVER2 :
SYSTER tidd Erwirnment
‘ Properties...

Selecting the Properties button allows the user to view or change the properties of
either connections or environments.

Whatever connection or environment that is highlighted when the Properties button is
selected will be displayed.
The only property of an environment is the default system.
*The default system will specify which of the connections within the environment will
be used to download a language conversion table from if the table isn't on the PC, if
this environment is set to the active environment.

*The default system will also be the default system name presented when
configuring a new PC5250 or Data Transfer session.

why “i*? it's simple.
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System Connection Properties
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Properties
The properties of a connection display a lot more information.
The following property tabs are available.
21x]
«General | Directary Services I Serviee ] Plug-ins l
General | Cornection I Licenses | Restart I Administration System
*Connection :
[ Syatemz
-Secure Sockets l ik
eLicenses - W
Descriplion:
*Restart
Tyee - Model: 9406 -0
Directory Services
Serial number
*Plug-ins 032400 version: Yersion & Release 2 Madfisation

Some of these properties will not be able to be interacted with if the connection isn't currently

active. So the user might be prompted to signon to the system while interacting with the
properties.

Note: Properties can also be accessed by right-clicking on the system name in iSeries Navigator

© 2005 IBM Corporation Why .i-? it’s Simple.
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More on Properties

» Changing Connection and Secure Sockets properties does not change
active connections ( including the iSeries Navigator session ).

* After changing any properties, end any applications that are using a
connection to that iSeries.

« Individual iSeries Access applications ( Data Transfer, PC5250, ODBC )
each can set their own connection properties, which may take
precedence over the global properties set in iSeries Navigator.

© 2005 IBM Corporation why "i*7 it's simple.
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» The Connection tab
allows the user to
modify the iSeries
Signon Information
and Performance
preferences of the
connection. Each of
these will be
discussed.

Connection Properties

General Connection ILicenses | Restart I Directary Services | Service I Plug-ins |

r— Sighon information

1 Use Windows user name and passward, no prompting
fivan

1+ Usge default user D, prompt a3 needed

LIVAN

' Prompt every time

" Use Kerberos principal hame:, no prompting

Time-out for sighon;

a0 ~ | seconds (1-3600]

~ Performanc:

IP address lookup frequency; IF address:
2 HE e Eb g E o

Wwhere to lookup remate port:

ISelvEr LI

Mate: These values are uzed as defaults by other applications connecting fram this PC
to this server.

OH I Cancel

Help | I
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Connection Timeout Value -

 Rather than wait for a significant number of minutes for a connection
attempt to timeout, shorten the timeout period for this PC.

« If the network is slow, you can give yourself a longer period of time to
connect.

» The default is 30 seconds. If you have a slow connection, try increasing
this value if you have trouble connecting.

General Connection I Secure Socketsl Licensesl Flestartl Directary Servicesl Service

— Signan information

 Use Windows user name and password, no prompting

Iiivan

© Usze default uzer ID, prompt &z needed

IJJVAN

(Cl svery Hime

=Time-out for signot:
< a0 | =econds [1-3500
T —
© 2005 IBM Corporation Why "i"? it's Simple.
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Performance Properties
Performance
° IP addreSS |00kup IF address lookup frequehcy: IP address:
options Jistmays =1 5.9 .5. 9
_ A|Ways ‘where ta lookup remate port:
IServer j
— One hour
Mate: These values are used as defaults by other applications connecting from this PC
- One day ta tthisAS.-"élDD spstem, e Bt i i
— One week
— Never - Specify an IP address (host file entry needed for PC5250)
— After startup of PC
» Depending on your network, IP address resolution may take several
seconds.

« Less frequent lookups improve performance.

« If IP address given as system name, no lookup occurs and no host file
entry needed for PC5250

© 2005 IBM Corporation wrly .i-? it’s Simple.
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Performance Properties

Performanc

IF address lookup frequency: IP address:

IAIways LI |99 e o
“here to lookup remote port:

ISewer LI

Mate: These values are used as defaults by other applications connecting fram this PC
to this AS /400 systemn,

 "Where to lookup remote port" options
— Server
* Server mapper is always used for port resolution
— Local

« Use the local Services file on PC to resolve. Note: All Client Access servers must
then be added manually into this file.

— Standard
* Always use the default port, no lookup
* Local and Standard will result in better performance, since server mapper
does not have to be contacted first.

© 2005 IBM Corporation why "i*? it's Simple.
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Performance properties

Perfarmance

IF addrezs lookup frequency:
IAIwa_l,Js j

where to lookup remote port;

IServer j

* I[P Address
— Lists last IP address used to access this iSeries
— Cannot be changed from properties page, unless IP address lookup is
changed to "Never".

* Note: iSeries Access for Windows does not update the Hosts file on your
PC.

© 2005 IBM Corporation Why .i-? it’s Simple.
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Secure Sockets Properties and Support

© 2005 IBM Corporation why ""? its Simple.
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System1 Properties [ 2] ]

SSL Properties

Genela\l Connection  Secure Sockets |L|censes| Heslalll Directomy SElwcesl SElvlcel F'Iug-lnsl

i Secure Sockets Laper

° Secu re Sockets Iv se Secure Sockets Laver [S5L] for connectioré
- Enable/D|Sab|e SSL Werify S5L Connection
— Verify SSL
nnection

CO ectons 054400 Certificate Author

- Download Certlflcate For Client &ccess Express to tust server certificates signed or created by the

B 05 /400 Certificate Authority, the 05/400 Certificate Authority must be

AUthO“ty downloaded to this PC. Mote: Some ather Certificate Authorities are provided

with Client Access and do not need to be downloaded.

To use the 05 /400 Certificate Authority, click download

ok | censsl | Hep |

© 2005 IBM Corporation Why .i-? it’s Simple.
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Security Properties

* Specify if SSL should be used or not.

» SSL stands for Secure Sockets Layer, and specifies that encryption will be used
for the sessions.

* Only SSL server authentication is supported. The exception is that client
authentication has been added for PC5250 only in V5R1 and later.

* This option will be greyed out unless the 5769-CE1, CE2, or CE3 LPP is installed
on the iSeries and the PC. The user must have access to:
QIBM/ProdData/CA400/Express/SSL/SSLxxx, where xxx is 40, 56, or 128.

— CEZ1 = 40-bit encryption (no longer available in V5R1)
— CE2 = 56-bit encryption (no longer available in V5R2)
— CE3 = 128-bit encryption Securs Sockets Layer

W ze Secure Sockets Laver [SS@

Verity 55L Connection |

© 2005 IBM Corporation Why "i*7 it's Simple.
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SSL Information

* SSL is the current standard for World Wide Web security.

* When it is turned on, all data flows are encrypted, with the exception of
the port mapper handshake.

* When it is turned off, all data flows unencrypted, with the exception of the
connection password. If the PC5250 emulator is being used, the
password does flow in the clear as part of the telnet session (unless
bypass signon is used).

 Always use encryption (SSL, VPN, IPSec, ...) when communicating via
the Internet to your iSeries.

© 2005 IBM Corporation wrly .i-? it’s Simple.

14



IBM eServer iSeries

SSL Information

» Before making an SSL connection to an iSeries, the following must be
true:
— 5769-AC1, AC2, or AC3 must be installed on the iSeries (this is the iSeries
side of SSL).
« The encryption level (40, 56, or 128-bit) will be negotiated between the PC and the
iSeries to the highest level supported by both.
— A certificate must be available on the iSeries, and assigned to the iSeries
Access Servers through the iSeries Digital Certificate Manager (DCM).
« Note: Once certificate is available and assigned in DCM, host servers will
automatically be SSL enabled.
— The matching public part of the signer certificate or Certificate Authority must
be available on the PC.

© 2005 IBM Corporation Why "i"? it's simple.
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Certificate Management

* IBM Key Management utility is included as part of installing CE1,2, or 3 on the PC.

» Can be accessed through Control Panel, under iSeries Access for Windows properties for
Secure Sockets

Recommend that a certificate by a well-known certificate authority (such as VeriSign) be
used.

A number of well-known certificate authorities are already stored in the key database.

Using any other type of certificate will require transferring certificate authorities from other
sources.

IHM Key Management - U= W INR | W rohilesiall Usersil ocumentsABEMAL ient Access\cwbssidr_lkdb

Koy Database Filo Create  View Help

=2 =y =]

PR Type: GRS Koy aintee nin
File Mame: | COvIn T UserswDoc OMCHent kab 1

Taror it

Eeccearea -] |

35, 2001 15:02:14

e AL F0A00 1 Vi Edit....

R Sionor cortmicato IS from o cortfication suthorfty (CA) oF fiom anothor wob site. ]

© 2005 IBM Corporation wrly .i-? it’s Simple.
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Downloading Certificate Authorities

* Button is available to download Certificate Authority (CA) from the iSeries

» The CA is automatically imported into the iSeries Access key database
and the Java key database (required by iSeries Navigator).

* Previously, a separately downloadable utility had to be downloaded from
the web to do this.

— 05400 Certificate Authority

For Client Access Express to trust server certificates sighed or created by the
05/400 Certificate Authority, the 05 /400 Certifizate Authority must be
downloaded to this PC. Maote: Some other Certificate Autharities are provided
with Client Access and do hat need to be downloaded.

To uge the 054400 Certificate Authority, click download.

v’
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Verify SSL Connections

« A verify button is included on the Secure Sockets properties page.
* This allow you to check if the iSeries Access servers are enabled for
SSL.

Secure Sockets Layer

[¥ :Use Secure Sockets Laper (550] for connection

Yernfy SSL Connection |

© 2005 IBM Corporation wrly .i-? it’s Simple.
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PC5250 Client Authentication

Client Access Properties

General | Passwaords | Language

| Incoming Remate Command I

2] ]

* SSL client authentication can
be enabled for the OS/400
Telnet server.

iSeries Access for Windows

Disgnostic Tooks | Service Gecure Sockets | FC5250 | Other

~|BM AS /400 Client Encryption

Installed ta directarny:

Wersion: 40392
Encryption level: 128-bit

PC5250 support has been
enhanced to take advantage
Of th|S r Key database

SSL server authentication -

. " Specify key databaze
must always be configured -
before client authentication e
W|” Work. 1BM Key Management |
NO settings are reqUired on  Key database password prompting
the client to enable client Selings |
authentication, but some
preferences can be set. |

IC:\F‘rogram FileshBMAGSRA

Cancel | Apply |
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Key Database Selection

» User can select which key database to use on their PC.

 For most users, keeping the default key database selection selected is
fine.

* The IBM Key Management Utility can also be invoked from here to view
the contents of key databases on your PC.

i Key database

" Speciy key database

Browse.. |

|BM Key Management |

© 2005 IBM Corporation Why .i-? it’s Simple.
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Client Authentication Prompting modes

» Users can choose how often they are prompted for access to the key database.
* Its important to authenticate that the user has access to the key database before
the certificate is sent up to the iSeries. Otherwise, someone could simply move

the key database file to another PC and have access to the certificate.

Settings |

"Ke_l,l database pazaword prompting

Key database password prompting EHE

Fazzword prompting

= Usge Window's logon password

Note: A policy can be _ .

.. ' Prampt once per Windows session
used by an admInIStrator & {Prompt once per use of Key databaze
to force one of these.

oK I Cancel |

© 2005 IBM Corporation why "*? it's simple.
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Certificate Selection
» PC5250 configuration allows user to choose if they want to be prompted with a
list of certificates to choose from to send to iSeries.

"~ Canfigure PC5250

- 7 —Usger ID sighon information
System name: |Syslem1| j Pioperties
IUse Operationz Mavigator default LI
|Wokstaon D i I—
BET I

(" Lse Computet riame I dd prefis to indicate printer or display
" Use Windows user name I Avoid duplicate names o this workstatio

(% Specify workstation |0 I Awoid duplicate names ith other workst
Current security: Hotsecured

" Use Dperations Navigator default

" Mot secured

— Security

i ilze Secured Sockets Layer [S5LF

ient certificate bo use:
Recommend JUSt USIng the " Select certificate when connecting
default, no need to change.

&+ Use default

© 2005 IBM Corp OK | Cancel Help |
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Kerberos added to V5R2 version

iSeries Signon Information i 2=l
Sighon infarmation has not been specified for this iSeries o SUppOft for Kerberos
connection. The sighan infarmation will be used each time authentication of users

you connect ta this server.

— Kerberos ticket can

Server IMYISEHIESSYSTEM rep]ace the Sending of
userid and password from
15eries signon informatian a PC to the iSeries
" Use Windows user name and password, no prompting . ' .
ner — Kerberos authentication
£ Use defautuser ID N as a new connection
s default uzer D, prompt a3 neede property to select

e e

€ Pror=! comy ime

| & Lz Kerberos princinal name, no prompling

i— [1]:8 I Cancel

© 2005 IBM Corporation why "i*? it's Simple.
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Kerberos role in Single Sign-on

» Uses Kerberos protocol for authentication.
— Network authentication protocol invented by MIT.
— Freely available from MIT.
— Ticket based, third party authentication scheme.
 Uses iSeries EIM (Enterprise Identity Mapping) to manage users in an
enterprise.
— Uses LDAP technology to keep track of who users are in an enterprise.
— Maps Kerberos names to iSeries user profiles.

© 2005 IBM Corporation wrly .i-? it’s Simple.
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Overview of Kerberos signon process

» Windows domain login. When you authenticate using Kerberos you get a Ticket-
Granting-Ticket (TGT) from the Kerberos Key Distribution Center (KDC)

* iSeries Connection request. Obtain an appropriate Service-Ticket (ST) for that
iSeries krbsvr400/<host name>

« iSeries validation. The iSeries server validates the ST with the KDC
* iSeries profile mapping. Using EIM, an iSeries user profile is mapped to the user

|57

— g krbsvr400/ t

o]

Request ST for krbsvr400 ¢ KDC

© 2005 IBM Corporation why "i*? it's Simple.
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Wizards available for configuring both Kerberos
and EIM

-
1. Launch point Launch Point
-
[ sericsnavigator ST for EIM wizard
Fe Edt View Help
S 5 | 2 i5cries Navigator x|
P XE | IMS [tmtercd et s
|_“"“'"“'*' ot | B> S PO S o
= :"mm = [Envionment: My Connections |
B Rehasdmm BEE ]
% Basic Operations T E"‘;‘:‘:"‘OW ' =
- £l Work Management, - Gal Wark Managermant
= Configuration and Service # Configuration and Service
B Network = Network
= security &P TCP/IP Configuration
a authorization Lists £ Femobe Access Services
. @ [ ser
nE la Dt”s - - ::: =) :bes
Je:] detveork Authentication Service i s Fi b ration
= @® Usersand ¢« Explore = @D Enterprise Idankty Mapping
=1 P Mabahacac m
& Creats Shorteut .~+I Domain Mana  Explore
Add aconnection  Customizn this View » Urisiin? opon
D Instal addtionslcor — F Create Sharte
Add a connaction Customize thi
@D instal addiional companents m

© 2005 IBM Corporation Why .i-? it’s Simple.
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Troubleshooting

© 2005 IBM Corporation why ""? its Simple.
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Problem Diagnosis

If the connection fails to one of the servers with the message CWBCO1003 rc=10061, that
is most likely because the server isn't active or a firewall got in the way.

This can be verified from the NETSTAT *CNN screen on the iSeries system to verify the
server is in a *Listen status. The server names are listed in the table on the next page.

If a server isn't listed the STRHOSTSVR command should be ran.

All TCPIP connection messages to iSeries Access for Windows will be displayed using the
CWBCO01003 message. Check the online help message file for the meaning of the return
codes associated with the message. This will be the same for SSL communications, which
will display its return codes with the CWBC0O1034 message.

© 2005 IBM Corporation Why .i-? it’s Simple.
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Tools for Troubleshooting

* CWBPING
— Checks to see if iSeries can be connected to.
— Checks to see if host servers are up.
— If problems, messages indicate what is wrong.
* CWBCOTRC

— Traces communications flows. Output can be sent into IBM Service
personnel.

» Detail Trace

— Traces internal component flows. Output can be sent into IBM Service
personnel.

* CWBSVGET
— Gathers all traces and general client information into a single file

© 2005 IBM Corporation Why "i"? it's simple.
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CWBCOSSL tool

* One-stop shop for working with SSL, see Help button for Advanced Tips
— CWBCOSSL.EXE is installed into Client Access install directory.
» Makes it easier to debug problems with SSL connections.

] cwbCossL - iseries Access Certificate Authority Downloader ¥ on 5 = =10

22—k Thig tool will allow Certificate Autharities [CA] certificates to be placed in the iSeries ficcess
= | key databases.

If using an iSeries Ca4, select your iSeries system name and then press the download button

|5 Start A download from... i ISYSTEM1 LI I Just place in a pe file

IF uging a CaA from another source, enter a label and then press the store button
Certificate Autharity text label: I Store Ca from file... I

|'E|::k buttonz below ta launch S5L related program:

I Key D atabaze Confiquration IVenfu Connections

BHE 4 & o 4 8 4

iSeries PC Kep JavaKep iSeriesAccess Telnet Client iSeres S5L Mon-S5L
DCh kgt bdgt. Froperties  Authentication M avigator

| wiy ibm. com/eserver/iseries/clientaccess | I~ Trace Cancel | Help I

© 2005 IBM Corporation wrly .i-? it’s Simple.
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iISeries Access in an Internet Environment

« Getting through firewalls
* NAT

* VPNs (vs. SSL)

« Other security tips

© 2005 IBM Corporation why ""? its Simple.
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Firewalls with iSeries Access

* Firewalls selectively filter TCP/IP traffic

* iSeries Access for Windows creates a challenge for firewalls.

- Different ports on the iSeries are used depending on what iSeries Access
function is being used.

« Although all firewalls are different, what they have in common is that they
can be configured to allow traffic through specific ports.

© 2005 IBM Corporation Why .i-? it’s Simple.
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Servers and ports used

The following servers are used by iSeries Access for Windows. In addition to the servers listed, the Port Mapper
(Port 449) is also used by all functions. However, if the user changes the Connection properties for an iSeries
connection so that "Where to look up Remote Port" is set to 'Standard' or 'Local', then the Port Mapper will not be
used. In addition, if a DNS server is to be accessed, Port 53 should be made available to the client.

Servers Ports Description

Port Mapper 449 Port mapper returns the port number for the requested server

Sign-on 8476 (9476) | Sign-on server is used for every iSeries Access connection to
authenticate users and to change passwords

Central 8470 (9470) | Central server is used when an iSeries Access license is
required, and also for downloading translation tables

Data Queue 8472 (9472) | Data Queue server allows access to the OS/400 data queues,
used for passing data between applications

Database 8471 (9471) | Database server is used for accessing the OS/400 database

Remote 8475 (9475) | Remote command server is used to send commands from a

Command PC to an iSeries and for program calls

File 8473 (9473) | File Server is used for accessing any part of the OS/400 file
system

Print 8474 (9474) | Print Server is used to access printers known to the iSeries

© 2005 IBM Corporation Why "i"? it's simple.
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Servers and Ports Used (continued)

Servers Ports Description

Web Admin 2001 (2010) | Used to access web applications served by the iSeries

DDM 446 (448) | DDM server is used to access data via DRDA and for record
level access

Telnet 23 (992) | Telnet server is used to access 5250 emulation

Netserver 137, 138, iSeries Netserver allows access to iSeries integrated file

139, 8474 | system from Windows PCs

USF 8480 Ultimedia services is used for multimedia data

LDAP 389 (636) | Provides a network directory service

Mgmt Central 5555 5544 | Management Central server is used to manage multiple

5577 (5566) | iSeries in a network
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Notes on ports and servers

Note 1: the port number in parenthesis is the one used to connect to the server via SSL
(encrypted session).

Note 2: Ports 449, 8xxx, and 9xxx can be started with the STRHOSTSVR *ALL command.

The others need to be started individually, or can be set to autostart when TCP/IP is
started (as can 449, 8xxx, and 9xxx).

Note 3: Although 8474 is listed next to Netserver, it is only used internally, so does not
have to be set in your firewall IP filtering. However, that server (Print server) must be
started for Netserver to work properly.

Note 4: If any applications are registered under Application Administration, then the
remote command server will be required in addition to what is listed below.
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Servers used by specific functions
iSeries Access Function Servers Used
PC5250 display and printer emulation Sign-on, Central, Telnet, Remote Command
Data Transfer Sign-on, Central, Database, Remote Command
Base iSeries Navigator support Sign-on, Remote Command
All Operations Navigator functions Sign-on, Remote Command, File, Print,

Database, Web Admin, Mgmt Central, USF,
Net Server, LDAP, Data Queue

ODBC Sign-on, Database, Remote Command

OLE DB Sign-on, Database, DDM, Remote Command,
Data Queue

AFP Viewer Sign-on, Print

iSeries Access Install Net Server

Incoming Remote Command Uses no specific server, and iSeries port will
vary. PC-side port is 512.

Fax support Sign-on, Print

© 2005 IBM Corporation Why .i-? it’s Simple.
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Firewalls and Windows XP Service Pack 2

* By default, once Windows XP SP2 is installed, the Windows
Firewall is automatically configured to prevent some incoming
connections into the PC. This can affect the following iSeries
Access for Windows functions:

— Incoming Remote Commands
— Operations Console
— Management Central

« If you are using these functions, and they stop working once
Windows XP SP2 is installed, here are steps you can take...
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Incoming Remote Command

* This uses port 512 by default
* Typical error messages would be:
— CPE3447 "A remote host did not respond within the timeout period"
— rexec:connect:Connection timed out
— rexec: can't establish connection
* Solution:
— Configure a port exception to allow incoming TCP connections on port 512:

C:\> netsh firewall add portopening TCP 512 "rexecd server (exec service, port 512)"
-0OR -

Configure an application exception to allow the iSeries Access for Windows Remote
Command service (cwbrxd.exe) to accept any incoming connection, regardless of port

number or protocol:

C:\> netsh firewall add allowedprogram %windir%\cwbrxd.exe "iSeries Access
Incoming Remote Command server"

© 2005 IBM Corporation Why .i-? it’s Simple.
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Operations Console

» Use ports 67 and 2112 for local (async and LAN) connections

» Can use any one of a number of different ports for RCS -> LCS
connections

* Typical failures are:

— When connecting an LCS (local connection), the status may
not progress beyond "connecting console".

— When connecting an RCS (remote connection) to an LCS that
has not had all needed firewall exceptions configured,
it may fail to connect; or it may connect, but fail to
authenticate. The failure reason noted at the RCS may
be that the local system is not configured to receive
calls.
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Operations Console Continued

 Steps to correct:
» Configure a port exception to allow incoming UDP connections on port 67:

— C:\> netsh firewall add portopening UDP 67 "bootp server (bootps service, port 67)"
» Configure a port exception to allow incoming TCP connections on port 2112 from
the local PC (127.0.0.1) only:

— C:\> netsh firewall add portopening TCP 2112 "Internal Op Console worker server
(port 2112)" ENABLE CUSTOM 127.0.0.1
» Configure an application exception to allow the Operations Console program to
accept any incoming connection, regardless of port number or protocol:

— C:\> netsh firewall add allowedprogram <INSTALL>\cwbopcon.exe "iSeries Access
Operations Console (cwbopcon)"

© 2005 IBM Corporation Why .i-? it’s Simple.
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Management Central

» Refer to:

e For V5R3:
http://publib.boulder.ibm.com/infocenter/iseries/v5r3/ic2924/info/exp

erience/mcfirewall.pdf

e For V5R2:
http://publib.boulder.ibm.com/iseries/v5r2/ic2924/info/experience/m

cfirewall.pdf
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Info on Web

* The preceding information on Windows XP SP2 is also available on the

web at:
— http://www-1.ibm.com/servers/eserver/iseries/access/supportedos.htm

— Then click on the appropriate link in the Windows XP Professional section

© 2005 IBM Corporation Why .i-? it’s Simple.
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The iSeries Access for Web Alternative
Depending on your needs, if you don't want to mess with all the
ports, iSeries Access for Web may be a solution:

— All traffic goes through a single HTTP port.

— SSL will also work using a single HTTPS port.

— All functions run as servlets on the iSeries

— No code to download to the client

— Good set of functions designed for end users:

- Database access m Messages

. File/Shal’e access Messagss | Arcess meszages on your Senes server with Senes Access for Web,
. . Lty oissaons Disgilay measages
e printer and print output access s
[P Display, sewer and manage the messages 2 the message queus fir the lopged on user,
* Messages P .
e ul message
+ 5250 support = L e s i g
» Customizable user interface i) | Oporator mossapes
Customize |
« Commands Othar | Display, seswer amd minisge the messsges i the system opevator message queas

Message queses

List mescage queues on the Semies server, Select o messige qaeue from this st sed gl
p—
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NAT (Network Address Translation)

» Configured through iSeries Navigator
— Using the same interface used for setting IP packet filtering
* Primary use is to hide addresses when the iSeries is acting as the
security gateway (no firewall).
« 3 forms of implementation on the iSeries
— Masquerade or Hide
— Static or Mapped
— Masquerade or Hide "port-mapped"
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Static NAT , , ,
* Used to enable systems on the internet to access servers in ?{our internal
network by translating actual inernal server address to a public address.

193.20.1.1

Border Address

TRUSTED Address UNTRUSTED Address

Internal Network

—

I

192.10.1.5

==l
10.1.1.10

Source Addr Dest. Addr

Source Addr Dest. Addr
193.20.1.1 192.10.1.5
10.1.1.10 192.10.1.5 10.1.1.10 193.20.1.1
10.1.1.20 193.20.1.2
—
—
Source Addr | Dest. Addr 10.1.1.30)  193.20.1.3 Source Addr | Dest. Addr
192.10.1.5 101.1.10] 192.10.1.5 193.20.1.1
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Configuring NAT
« All configuration is done using iSeries Navigator
3 AS/400 Dperations Navigator _ O] %]
File Edt %iew Optiohs Help
%’&‘l’@|.©\x|@@ 2 minutes old
| Erwiranment: My A5 4400 Connections | Rchasptm: Originator Connection Profiles
% Basic Operations d Frofile | PFrotocol | Status ‘ Connection type ‘ Line
@ Wwiork Management ./ FPP Inactive Switched line-dial PPPOIAL

ﬁ Configuration and Service
B b Metwork,
) IP Policies
=1, Remote Access Services
- ﬁ? Receiver Connection Profies
Modems
- Servers

Right-click here and go to
properties
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Configuring NAT

teml

General | Connection | Authentication  TCPAP Settings I DMS | Other

— Local IP address
" Assigned by remote system

& {5 ot B addiass: [1z45

— Remote IP address

i+ Azsigned by remote spstem

€ Use fived IP address: |

— Routing
= Mo additional routing is required

 Add remote systemn as the default route

Routes |

{* Define additional static routes

I, Hide addresses [full mazquerading)

Advanced |

o |

Cancel

I Help I

Click here to turn on hiding
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VPN Support

© 2005 IBM Corporation

why "i*? it’s simple.

E

why “i*? it's simple.

31



IBM eServer iSeries

VPNs (Virtual Private Networks)

* VPNs use a combination of a tunneling protocol and encryption to ensure
secure communications from a specific client to a specific server.

A dedicated "pipe" is assigned for all client/server communications.

Business
Partner/
Suppler
Intranet

Branch
Office
Intranet
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VPN and encryption

* IPSec is the standard encryption used by VPN.

» The IPSec support is usually built into the VPN client support, which is a
separately purchasable and installable program. It is built into Windows
2000 and XP

» Secure Sockets Layer could also be used.
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Windows 2000 VPN Support

* Windows 2000, 2003 and XP have IPSec and L2TP built-in

* RSA signature mode authentication uses digital certificates rather than
preshared keys (passwords) for IKE authentication. RSA Signature mode
authentication allows us to support Windows 2000/XP clients with dynamically

assigned IP addresses.
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Windows 2000 VPN Fxample

Internal network
AS25prod

71 204.146.16.0/24

.129

172.16.1.0/24
82 = :
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208.222.150.5
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Windows 2000: Implementation tasks
1. Verifying the IP connectivity

2. Assigning the Certificate Authority (CA) trust to the OS/400 VPN Key
Manager using the OS/400 Digital Certificate Manager (DCM)

Creating a server certificate using DCM
Creating a VPN connection using the VPN connection wizard

Verifying the system-wide responding policy

3

4

5

6. Creating an L2TP Receiver Connection Profile for the iSeries

7. Reviewing the IP packet rules created by iSeries Navigator

8. Obtaining the certificates for the Windows 2000 workstation

9. Configuring the IP Security Architecture for Microsoft Windows 2000
10. Configuring L2TP for Microsoft Windows 2000

11. Start the VPN connection

12. Verifying connectivity on the Windows 2000 workstation

13. Verifying connectivity on the iSeries system
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VPN comparison to SSL

Feature SSL VPN

Data Confidentiality Yes Yes

Authentication Server Mandatory. Client Yes (VPN Server)
Optionally

Requires application Yes, but could use SSL No

support tunnel

Requires host support Yes Yes

Services SSL-enabled servers and All
clients

Client Configuration Required for each Required for VPN server.
application

Filter Configuration Individual filter by service IKE+IPSec filters (simpler
(more complex) configuration)

Availability for Windows Most iSeries SSL-enable | Standard in Windows 2000

clients servers have a
corresponding SSL- Lok GRar

. pport on

enabled SSL client 95/98/NT

© 2005 IBM Corporation wrly .i-? it’s Simple.




IBM eServer iSeries

Other Security Tips

© 2005 IBM Corporation why ""? its Simple.
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E

General Security Tips

 Only start the TCP/IP servers that are really needed

* Use non-routable private IP addresses in internal network
 Prevent application from using well-known ports

 Turn IP Source Routing off

« Allow IP datagram forwarding only when needed

Do not leave PPP or SLIP line waiting in answer state.
 Use IP packet filtering on your iSeries

* Use NAT if possible

 Prevent unauthorized use of well-known ports by preventing the users
that can use the ports.

 Use iSeries auditing and journaling
 Use exit programs to control access to servers

© 2005 IBM Corporation Why .i-? it’s Simple.
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Telnet security considerations

» Use some form of encryption (SSL, SSH, VPN, ...)
« Limit the number of signon attempts (QMAXSIGN system value)

* Set QAUTOVRT to automatically create enough virtual devices. Then set
QAUTOVRT to 0.

« Use inactivity time-out (INACTTIMO) parameter on the Telnet
configuration to reduce the exposure when a user leaves a telnet session
unattended.

* Restrict powerful user profiles from access a telnet session
* Verify QRMTSIGN is set up correctly
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Terminal Server Environment
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What is Terminal Serverg?

* A multi-user version of NT 4.0, Windows 2000, and Windows 2003
* Allows multiple, simultaneous client sessions to be run on a single server
* End-users can use Windowsg, DOSg, network stations , Unix, or Macsg.

* Follow-on from NCD's WinCenterg and Citrix's WinFrameg from NT
3.51.

* Most standard Windows-based applications don't need modification to
run on Terminal Server.

© 2005 IBM Corporation Why "i"? it's simple.
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Where iSeries Access fits in

« {Series AccessR for Windows can run on Terminal Server, either on a
standalone server.....

Network
X Station
Application
iSeries Access PC
WTS
PC Server Network
Station
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Where Client Access fits in

« Or on an Integrated XSeries Server card in the iSeries

Network
Station
Application PC
iSeries Access
Terminal Server
IXS card Network
Station

why "i*? it’s simple.
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Citrix Metaframe

Metaframe Application Server for Windows

* Thin-Client/Server Computing
— Applications are deployed, managed, supported, and executed completely on
a server

— Requirements
¢ Multi-user operating system
+ Remote presentation services (MetaFrame = ICA)

< Centralized applications and client management
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Metaframe Heterogeneous Computing
Environment Extensions

« Clients

— Hardware
« Intel 286,386,486, Pentium
* Windows-based Terminals
* Network Computers
* Through OEM Partners:
+ X.11 based devices

— Operating Systems
*  Windows 3.1
*  Windows for Workgroups 3.11
*  Windows 95/98
*  Windows NT 3.51/4.0
*  Windows 2000/XP/2003
*  Windows CE
- DOS
* UNIX
« 0OS/2 Warp
* Macintosh
* Java
« Browser client
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Multi-User NT Summary

NCD WinCenter for
MetaFrame

Citrix MetaFrame

Microsoft Windows NT
Server 4.0
Terminal Server Edition or
Windows 2000

© 2005 IBM Corporation

* Network Protocol
— TCP/IP
— IPX/SPX
— NetBIOS / NetBEUI
— SLIP/PPP
— Direct Asynch

X.11

——-
IBM NetworkStation
X.11 Desktops

ICA

r—-

IBM Networkstation (ICA)
Windows/DOS PC's with ICA Client
Network Computer

0S/2 Warp

Macintosh

Java

RDP

r—-
Windows-based Terminals
Windows/DOS PC's with RDP Client

why "i*? it’s simple.
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iISeries Access for Windows Installation

 Use the Add/Remove Programs applet in the control panel to invoke the
iSeries Access for Windows Setup program.

 Switch to Install Mode using the chgusr command (chgusr /install) prior to
invoking setup from the command line. After completing the install,
switch back to execute mode using chgusr (chgusr /execute).
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Support Position with iSeries Access for
Windows

* Client Access Express and iSeries Access have been tested with most of
its functions.

 Functions are supported on Windows clients thru Remote Desktop
Protocol (RDP) as well as through Citrix Metaframe.

* Functions include:
— PC5250 display and print emulation
— ODBC
— iSeries Navigator
— Data Transfer
— Data Queue
Remote Command
Policies
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Non-support of Incoming Remote Command

« This function, which allows PC commands to be initiated by the iSeries, is
not supported on Terminal Server.

* The current implementation does not allow the routing of the PC
command to the proper client workstation.
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Use of NTFS with iSeries Access

* In V5R1, problems accessing directories and registry entries with the
NTFS file system were addressed.

« Strategy was to store most user-writable files in " My Documents"
directory where it made sense. That is the Microsoft-recommended way
to handle.

* Tried not to move existing files when upgrading from an older release to
V5R1.
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Windows NT, 2000, and 2003 NTFS Users

| Lrpae | iscosing et Lot
- By default, PC5250 files ..
still go into the Client S
Access Install directory. s,
* Recommend changing to =
"My documents".
* Always should be
writable.
 User can specify any == New NT Eile
path, but there is no System (NTFS)
guarantee that it will be support
writable.
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Service Locations

* Service
— History Log
< Personal or My Documents location (different for each operating system)
— Detail and Entry Point Trace files
< Personal or My Documents location (different for each operating system)
— Change the locations from Control Panel->Client Acccess, Diagnostics Tools page

History Log Properties HE

=
File
Name

IE:\W’INN THProfilessédministratoryPersonal BMAClient AccesshServicetHistory st

Client Access Propesties H Browse...

B4 2§ 1-32767 Kbytes

Feneral | Passwords | Language | Incoming Remate Command
Diagnostic Tools | Semvice | Secue Sockets | FCA240 | (ther

Cancel

Tupe |Autoslall | {
T History lag Ho
@ Dietal trace Mo
@ Entry point hace Ho " " 0
. b why “i"? it’s simple.
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Data Transfer Requests

» Save and Open locations
« Default location
— Personal or My Documents location (different for each operating system)
« If users have saved to or opened from a different location before, that location
will displayed.
 Data Transfer "remembers" this location. This way, users on upgraded systems
that have saved transfer requests will continue to see them where they saved

before.

Save in: 4 Client Access j ﬁl
= 3 g C_drive [C3) =
|_15ervice n.] Winnt
1 Profiles
1 Admiristrator
1 Personal s
a D) jd|

File name: I Save I

_ Save as type: |Data Transfer From AS/400 fle: [.dt) | Eed | I

IBM eServer iSeries

Summary
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Summary

« iSeries Access for Windows is supported in a number of different TCP/IP
environments

 Can be configured for improved performance and security.

* Access through firewalls requires ports to be opened.

* VPNs are supported on Windows 2000, XP, and 2003 clients

» There are other methods of improving security of your connections
» Terminal Server environment is supported
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References

* Client Access web site: http://www.ibm.com/eserver/iseries/clientaccess/
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Apendix: Firewall/NAT example with Client Access
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Firewall Configuration Example

* The following information shows how IP Forwarding can be used to
configure an iSeries Access connection to an iSeries through a firewall.

» Shows how to permit mobile users on the Internet to access your iSeries
behind the Firewall using iSeries Access and Telnet. Since the users are
mobile, their IP address is unknown.

« |P filtering is used.

* Assume:

— 192.168.2.1 is your iSeries Server's IP address
— 5.5.5.5is the public IP address that represents your iSeries on the Internet.

© 2005 IBM Corporation Why .i-? it’s Simple.
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Example - Using NAT to map iSeries address

» From a client behind the firewall, point a web browser at the iSeries, port 2001.
For example, if the iSeries is named myas400.priv.abc.com then point the web
browser at

— http://myas400.priv.abc.com:2001

— Select the "IBM Firewall for AS/400" link

— Select "Configuration" in the left frame

— To configure the NAT settings, select "NAT" in the right frame

— Click on the "Insert" button

— Choose "MAP" from the list of actions, and then click on the OK button

- f\ﬂer configuring the NAT settings (as shown below), select "Configuration” in the left
rame

— To configure the filter rules (settings), select "Filters" in the right frame
— After configuring the filter settings, select "Administration" in the left frame
— Select "Status" in the right frame
— Restart both NAT and Filters
« If 5.5.5.5 is NOT the non-secure IP address of your Firewall, then you can do this
with 1 simple NAT setting:
— MAP 192.168.2.105.5.5.50
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Using NAT (continued)

" MAP192.168.2.1235.55523 (For telnet)

If 5.5.5.5 is the non-secure

= MAP 192.168.2.1449 55.5.5449 (Port Mapper)

= MAP 192.168.2.1 8470 5.5.5.5 8470
= MAP 192.168.2.1 8471 5.5.5.5 8471
= MAP 192.168.2.1 8472 5.5.5.5 8472
= MAP 192.168.2.1 8473 5.5.5.5 8473
= MAP 192.168.2.1 8474 5.5.5.5 8474
= MAP 192.168.2.1 8475 5.5.5.5 8475
* MAP 192.168.2.1 8476 5.5.5.5 8476
= MAP 192.168.2.1 8480 5.5.5.5 8480
= MAP 192.168.2.1 9480 5.5.5.5 9480
* MAP 192.168.2.1 5555 5.5.5.5 5555
= MAP 192.168.2.1 5556 5.5.5.5 5556

(Central server - Needed whenever PC5250 or Data Transfer is used)
(Database server)

(DataQueues server)

(File server)

(Print server)

(Remote command server)

(Signon server)

(Ultimedia server)

(Ultimedia server with SSL on)
(Management Central server)
(Management Central server with SSL on)

MAP 192.168.2.1 446 5.5.5.5 446 (DDM server - Sometimes used by Client Access OLE DB support)

= MAP 192.168.2.1 448 5.5.5.5 448 (DDM server with SSL on)

* MAP 192.168.2.151105.5.5.5 5110

(MAPI server - Needed if these Mail APIs are being used)

* MAP 192.168.2.19925.5.5.5992 (Telnet with SSL on)

= MAP 192.168.2.1 9470 5.5.5.5 9470
* MAP 192.168.2.1 9471 5.5.5.5 9471
= MAP 192.168.2.1 9472 5.5.5.5 9472
= MAP 192.168.2.1 9473 5.5.5.5 9473
* MAP 192.168.2.1 9474 5.5.5.5 9474
= MAP 192.168.2.1 9475 5.5.5.5 9475
= MAP 192.168.2.1 9476 5.5.5.5 9476

(Central Server with SSL on)
(Database Server with SSL on)
(Dataqueues server with SSL on)

(File Server with SSL on)

(Print Server with SSL on)

(Remote command server with SSL on)
(Signon server with SSL on)
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IP address of your
Firewall, then you will
need to add these NAT
settings. In addition, your
router must be configured
so that all traffic destined
to 5.5.5.5 with subnet
mask 255.255.255.255 is
routed to the non-secure
IP address of your firewall.
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More port info

* The only required ports are 8476 and 449. The other ports will only need to be
opened if you are using a function that they support. Most users will want to open
23, 449, and 8470 thru 8476.

Also, be aware that parts of iSeries Navigator, which is part of iSeries Access,
also use port 2001 (and 2010 for SSL) to access the Web Admin server. A
mapping rule like those above for the scenario when 5.5.5.5 is the non-secure IP
address cannot be used for those 2 ports, since this would cause the firewall not
to work (it uses those ports). If you need to use those functions of iSeries
Navigator from outside of the firewall, then you need to set up your network so
that 5.5.5.5 is NOT the non-secure IP address of your Firewall.

This means acquiring an additional publicly registered IP address that is NOT the
same as the firewall's public IP address.

* Then, add the following Filter settings:

© 2005 IBM Corpor:
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Filter settings - non-secure side

=#i## Both side settings

=permit 192.168.2.1 255.255.255.255 0.0.0.0 0.0.0.0 tcp any 0 any 0 both both both f=y I=n t=0 # Permit AS/400 replies

=### Non-Secure side settings (add filter settings only for the ports you are using (see port descriptions above)

=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 23 non-secure both inbound f=y |=n t=0 # Permit Telnet access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 449 non-secure both inbound f: =0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8470 non-secure both inbound f=y t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8471 non-secure both inbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8472 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8474 non-secure both inbound f=y t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8475 non-secure both inbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8476 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8480 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9480 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5555 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5556 non-secure both inbound t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 446 non-secure both inbound f: =0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 448 non-secure both inbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5110 non-secure both inbound t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 992 non-secure both inbound f: =0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9470 non-secure both inbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9471 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9472 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9473 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9474 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9475 non-secure both inbound f= t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9476 non-secure both inbound f=y I=n t=0 # Permit Client Access to AS/400
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Filter settings - Secure side

=### Secure side settings (add filter settings only for the ports you are using (see port descriptions above)

=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 23 secure both outbound f=y |=n t=0 # Permit Telnet access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 449 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8470 secure both outbound f=y |=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8471 secure both outbound f=y I 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8472 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8473 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8474 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8475 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8476 secure both outbound f=) 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8480 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9480 secure both outbound f=) 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5555 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5556 secure both outbound f: 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 446 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 448 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5110 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 992 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9470 secure both outbound 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9471 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9472 secure both outbound f=y | 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9473 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9474 secure both outbound f=) 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9475 secure both outbound f=y 0 # Permit Client Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9476 secure both outbound f=y I=n t=0 # Permit Client Access to AS/400
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Example of setting filter rules

0010: action(permit) from(1.2.3.%) to (10.10.10.%) protocol(all any 23/any 23)

]

Configuration Action: |permit x

@ From Address W From Mask: lm
RO o Address [530 ToMask:  |255.255.255.0
Protocol: Iﬂ
From Operaﬁonm Port/ICMP Type: IT
To Operation m Port/ICMP Code: IT
Interface: Im Routing: lm
Direction: Iboth 'I
IP Fragments: IW, IP Packet Logging lm
ven oo

Description: | telnet
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Trademarks and Disclaimers

© IBM Corporation 1994-2005. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are trademarks of International Business Machines Corporation in the United States, other countries, or both:

AS/400 e-business on demand i5/0S
AS/400e IBM 0S/400
eServer IBM (logo)

@server iSeries

Rational is a trademark of International Business Machines Corporation and Rational Software Corporation in the United States, other countries, or both.
Intel, Intel Inside (logos), MMX and Pentium are trademarks of Intel Corporation in the United States, other countries, or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

SET and the SET Logo are trademarks owned by SET Secure Electronic Transaction LLC.

Java and all Java-b are of Sun Inc. in the United States, other countries, or both.

Other company, product or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, o other publicly available sources and does not constitute an
endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available i including vendor and
vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions
on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction.

Some future Such is not intended as a definitive statement of a commitment to specific levels of performance, function or delivery
schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

is based on and proj using standard IBM in a controlled envi The actual or that any user will
will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

shown are of i Changes may be incorporated in production models.
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