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Overview




What is iSeries Access for Web?

End users can leverage bu3|nes§ mformatlon,.appllca.tlons, 0S/400 & i5/0S
and resources across an enterprise by extending the i5/0S ' V5R2

resources to the client desktop through a web browser V5R3

VSR4

— 5250 access *Windows

— Access to database, integrated file system, printers, E‘:—:ﬁ - a «Linux

output queues, jobs “— _ _
— Can run batch commands and send/receive Mozilla \» *Macintosh
*UNIX....

messages
* It has the following advantages:

» Provides access to i5/0S through a browser

— Is server based

— Requires only a browser on the client, no
configuration required at desktop, no applets
installed on desktop

— Uses industry standard protocols - HTTP, HTTPS
and HTML

P
Internet
Explorer




Try out iSeries Access for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/iWAHome (case sensitive)

This shows the basic look of iSeries Access for Web
User ID = WACUST as we ship it. You can try various functions --
including working with printer output, creating
database requests, etc. Click on the 5250 tab, sign
onto the iSeries, then start an RPG application called
BOATS and run it.

Password = demo2pwd

This is an example of how a customer might design a
User ID = BOATADMIN web page for their use. You will see that an end user
could start the same BOATS application by clicking on
the 5250 session, or they could have used HATS to run
the application. You will also see other links that
would let a user work with spoolfile information, work
with IFS, run database requests, etc..

Password = demo2pwd

Send email to: LLHIRSCH@us.ibm.com to reset the user profiles on

iseriesd.dfw.ibm.com if either one iets disabled.



iSeries Access for Web
Runtime Considerations
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Controlling Access

3 methods to control access using iSeries Access for Web

« Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

« User Preferences

— Users can set their own Preferences for things like
« What tabs are available in the navigation bar
* How to view output (default rows/columns per page)
* How to filter output

 Customize the Home page and template files

— Administrators can use the Customize function to replace the default iSeries Access for
Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of iSeries Access for Web pages

— Style sheets - The look of the iSeries Access for Web page content is now controlled by
external style sheets.



Controlling access
Home Page = http.//<myiseries>:<port>/webaccess/IWAHome

& Homepage

=%

File Edit WView Go Bookmarks Tools Help

& H»-FOD

hittp: ffmyiSeries.myCompany. com/webaccess i AHome|

Welcome to 1Series Access for Web

_1 My Folder

Print

Messages

Jobs

5250

Database

F= Getting Started

Command My Information My View Related Products
Prorte=d = My Folder - See Customizing iSeries + WebSphere Application
Customize - Printer cutput Access for Web to find out how ver for iSeries
T - Display messages to customize the behavior and - WebSphere Development

Studio Client for iSeries
+ WebSphere Development
Studio for iSeries

look of iSeries Access for Web.
Alzo, find out how to create
your own home page!

- Start 3 5250 session
» Database reguests

» Browse files

- Preferences

Related Links:

- iSeries Accass for Web

- iSeries Access

- iSeries Navigator

- iSeries Infarmation
Center

A new generation of software that enables you to access your iSeries server information and resources
through a web browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and busineszes are quickly moving to embrace new
technologies through e-business. Since most desktop operating systems come with web browsers,
users want an easy way to work with their business-critical i5/05 information and resources through
the simple browser user interface that has been designed to be Internet-friendly. Users also are looking
for hassle-free access through firewalls. They want access from a variety of platforms, and want no
special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in
the enterprise through centrally controlled administration built around 15/05 user profiles. Additionally,
administrators want to customize a user's view of the iSeries server, so those not familiar with i5/05
operating environment can easily and productively work with its database and other rescurces.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that
runs in a browser and provides a user-centric, web-based view of iSeries server information and
resources. It provides key capabilities, such as:

» iSeries Resource
Library

#* Eroweer accecs to ewictinn S250 annlicatinons without reaniring code chanaess

M@Go

[ City information
G+ Movies

B+ Maya Clinic

Rochester weather

G SkyCam

Rochester news
G* Post-Bulletin online
Cr KTTC

Telephone directory
[+ Find a person

C* Find a business




Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/IWAMain

‘) iSeries Access for Web

File Edit Wew Go Bookmarks Tools Help

[=1%]

& »>-50O

Related Links:

- iSeries Access far Web

- iSeries Access

= iSeries Navigator

- iSeries Infarmation
Center

- iSeries Resource
Library

@ hittp: /fmyiSeries, myCompany.com/webaccess iV AMain| M @ Go

iSeries Access for Web
Welcome to iSeries Access for Web, the lightweight, browser-based access to your iSeries server.
Pure Java serviet based access

iSeries Access for Web is a =et of servlets that run on iSeries servers as extensions to the HTTF server. The servlets provide
access to databases, files, print gueues, printer cutput, and messages contained on the iSeries server.

Industry standard protocol

iSeries Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols.
Firewall issues are much more manageable as a result.

Lightweight access

iSeries Access for Web provides lightweight, and convenient access to iSeries servers from any web browser. Most of the iSeries
Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

Server based

iSeries Access for Web is entirely server based. There is no client code to install and manage. Simply install and configure on the
zerver, and access from any web browser.

Object level security

Access to the iSeries data i= bazed on iSeries object level security. Users and groups can only access the data to which they are
authorized.

Fully customizable

Access to iSeries Access for Web functionality can be restricted for users and groups of users. iSeries fAccess for Web is fully
customizable =0 a user will only see and access what the administrator has configured for them to use and see.

Web components

iSeries Access for Web is also a set of web components for web applications. Web applications can link to the iSeries Access for
Web servlet URLs and take advantage of the functions that iSeries Access for Web provides.

_M




Controlling access
Product functionality

@& iSeries Access for Web Database =Jo&d

Eile Edit View Go Bookmarks Tools Help

<I| - I—_:> - @ O @ hittpeffmyiSeries. myCompany. com fwebaccess iVi AMain? tab=database M @ Go

Database

—1 My Fold o o
¥ =r Access database tables on your iSeries server with iSeries Access for Web.

Print
Tables

Messages . ) . .

* View a list of database tables on your iSeries server.
Jobs + Perform actions on these tables without having knowledge of SQL and its syntax.
5350 * view the contents of a table in a paged list, using the Quick view action.

+ Add and update records in a table using the Insert and Update actions.
Database * Create yvour own custemized SQL request for a table using the Run SQL action.
. Tables * Create your own customized copy data request for a table using the Copy data to table action.
« My requests My requests
- Run SQL + Yiew a list of previously saved requests.

+ Run or Edit requests from this list.

@ Eay diE =l + Manage lists using the Copy, Delete, and Rename actions

- Import reguest * Create and manage shortcuts to requests )
- Import query Run SQL 1
» Extract server data * Run SQL statements dynamically.
Files * View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how

you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)
Command * Customize how data is returned by setting options specific to the ocutput type.

Download #+ Build SELECT statements using an SQL Wizard.

* Save requests for repeated use.
Customize
Copy data to table
Other

Copy existing data files from your PC to a database table on your i15eries server.

These data files can be in many popular file formats, including Microsoft Excel and Lotus 1-2-3.
Replace the contents of a table or add data to an existing table.

Create a new database table based on the contents of a workstation file.

Save requests for repeated use.

LI O I

Related Links:

+ iSeries Access for Web

 iSeries Access Import request

- iSeries Navigator + Import Client Access Data Transfer upload and download requests into iSeries Access for Web copy data and SQL requests.

- iSeries Information + Imported requests are automatically converted to iSeries Access for Web format.
Center + Run and edit converted requests on your iSeries server just like other copy data and SQL requests.

» iSeries Rescurce B
Library Import query

+ Import queries generated by Query for iSeries and DBZ UDE for iSeries Query Manager.
* Imported gueries can be saved into iSeries Access for Web database requests.
+ Run and edit converted queries on your iSeries server just like iSeries Access for Web SQL requests.

Extract server data M




Controlling access

Sample for a user that only performs preset database queries

-

@ iSeries Access for Web Database

=03
. File Edit Wiew Favorites Tools Help
QBack - & |ﬂ @ _;j pSEarch ‘-51:(’ Favorites eMedia ﬁ‘} [_:v :‘; & _J 3

: Address |

http: ffmyiSeries. myCompany.com/webaccess /iy AMain?tab =database

iSeries Access for Web

Database
Database
P Liy IEEUESE Access database tables on your iSeries server with 1Series Access for Web.

My requests

* fiew a list of previously saved requests.

Run or Edit requests from this list.

Manage listz using the Copy, Delete, and Rename actions

L ]
L ]
» Create and manage shortcuts to requests

IBM iSeries Service

5.4.0.05-191.5122130
@ Done

ﬂ Internet




Controlling Access:
Setting policies for users and groups of users




Controlling User Access

. *Customize policies for users and groups to
+1 My Folder
Print — Allow/Deny functions users can access
Messages — Limit the information users can see
Jobs *Use group profiles to simplify policy management
2250 — Manage policies for group profiles
e — Add/remove users from groups
Files
Command ‘When a function is restricted, access to the servlet
e is restricted
Customize
Other * : : :
*You need *SECADM authority to customize profiles




Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

» These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

» When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

« Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
iSeries Access for Web functions.



Controlling User Access

User; cminer  System:

iSeries Access for Web
* iSeries Access for Web ships T Policies
. . . 1 My Folder
with default policy settings ~ T
Messages
° i T Access
Default allows most functions to o T Sl 2
. 7 : e
be avai I a b I e to a I I users i A 50 5250 user interface custom settnlwgs Allowed
G 17 Command Run batch command custom settings. AMlowed
7] Customize Preferences and policy administration custom settings. Alowed
* 11 =
hd U Se P U B L I C tO Set pOI ICI eS fO r ik Database Database tables, requests, and run SQL custom settings. Mowed  ~
fowial Database Create and edit database connection definitions. AMlowed
a I I users Customize connections
* Preferences 7] Download Download packages custom settings. Mlowed
. * Policies Files Intagrated fle system and file share custom settings. Allowed
°
Strateg y - * Settings General Page layout, language and character set custom setfings. AMlowed
.. . “Transfer [7l obs Work with jobs custom settings. Mlowed
- G ra nt an ad min IStratO r p I’Ofl I e c:nﬁguratmn 1 Mail Send mail custom settings. Mlowed
Other :
. 17l Messages Display messages, send messages, and message queue custom  Allowed
access to all functions stings.
. My Folder My Folder custom settings. Allowed
—_ Deny access to al I fu N CtIOnS to ng':::!eds I:;Ltzs for Print z;i?tt;rg;utput, printers, printer shares and output queue custom Alowed
Web i ‘
* P U B L I C -\‘lSeries Access 7] Sametime Lotus Sametime custom settings. . Allowed
*iGeries Navigator Other Change password and other miscellaneous custom settings. Alowed
. * iSeries Information
— Then allow specific Carter
*ISeries Resouree — M
H Libran Vel 4 DOICIe ]
users/groups access to specific '
functions View of the Policies page



Notes: Controlling Access - Strategies

» iSeries Access for Web ships with a set of default policy settings. The default policy settings allow most of
the iSeries Access for Web functions to be available for all users. Without any customization, users
accessing iSeries Access for Web could begin using most of the available functions.

* As an administrator of this product, you may not want your users to be able to access all of these
fubrlmctions. It is the responsibility of an administrator to restrict functions they do not want their users to be
able to access.

* One of the quickest strategies that can be deployed to restrict a function from all users is to use the
Customize Group Profiles function and customize the *PUBLIC group profile.

» This group profile is defined such that every user is a member of this group. So, for example, if you were
to customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to "Deny", you
would restrict file system access from this product for all users.

+ If some of your users required access to this function, you could specifically customize their user profiles
and set this function back to "Allow". In this way, only users that have been specifically allowed access will
be able to use that function, all others would not have access.

* It should be noted that the *PUBLIC group profile includes the administrator user ID that is used to
customize other group and user profiles. If you were to deny functions for *PUBLIC, this would affect the
administrator user profile. As you customize iSeries Access for Web for *PUBLIC, you may want to
consider specifically allowing your administrator user profile to have access so that it is not locked out of
iSeries Access for Web functions.



Controlling Access - Setting policies (ontinueq)

.
& Policies |

l=Jo/ed

File Edit WVew Go

Bookmarks Tools  Help

_| My Foldar
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

- Preferences
|::> - Policies

= Settings

= Transfer configuration

Other

Related Links:
= iSeries Acc
- iSaries

= iSeries Mavigator

- iSeries Information
Center

- iSeries Resource
Library

& »- 00

eries Access for Web

Policies

Specify the profile yvau want to edit.

Profile: | | | Browse...

Edit Policies

User profiles /
Work with the I-W’ou are authorized to customize.
Group profiles

Worle with the group profiles you are authorized to customize.

Import policies
Import policies from a file into iSeries Access for Web.

Export policies
Export policies from iSeries Access for Web to a file.

Folicies help
View help for working with policies.

iSeries Service

http: /fmyiSeries.myCompany. com/webaccess iWACustomizelist?action =select|

5.4.0.05-191.5122130




Controlling Access - Setting policies (ontinueq)

L = 1
& Policies - =Jo/es
File Edit Wew Go Bookmarks Tools Help
<II - [_L\) - l%l |_| @ http: /fmyiSeries, myCompany, comfwebaccess iWACustomizelist?action =users| M @ Go
User: dib
s5 for Web .
Policies - User Profiles
_1 My Folder
Print Profile filter: | | @ | Filter List
Messages Filter by: & profile ) Description
Jobs
=T [112245673310 » H
- —3
e Profile Description Action 9 ACtlonS ] 1
Files ACBARRON Alma Carclina Barron Perez - GDL T/L 877-5656 Edt I .
Command | it policies
e ACN Ali Nelson 3-6874 ) .
:"s‘:“'“f“' ADSIERRA  Alma Delia Sierra/Mexico/Contr/IEMBIBMMX View all pOIlCleS
ustomize . . B
AGUEDA Agueda Mart H dez M M IEM@IBMMX -
- Preferences gueda Martinez Herandzz Magro/fexico/IENE View group members
| AHANSCM  Andrew Hanson 3-5571 L.
= Paolicies
i AHOMIKE  Mike Aho/Rochester/IBM@IBMUS Copy policies
= Settings
- Transfer configuration ALE] Alejandro Bascuas/Rochester/IBM@IBMUS Reset pOlICIGS i |
Other ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IEMMX i
ALITEST
ANDREWS  Greg Andrews/Rochester/IBM@IEMUS
Related Links: ANTARES 'Elias Ricardo Castellanos/Mexico/Contr/IBM@IBMMX
- iSaries ss for Web i i i
Seriee Accoee ARABIC Gilberto Martinez Cortes/Mexico/Contr/IEM@IBMMX
- iSeries Navigator ATCLARK Adam Clark, 3-3941 :
- iSaries Information .
o —— ATOMKO Ana Tomko Sanchez/Mexico/Contr/IBM@IBMMX
= iSeries Rescource N
T BAZEY lchn Bazey (3-7108)
BEACH Mark Beach/Rochester/[BMEIBMUS
BECKYD Rebecca K Dimock/Boulder/IBM@IEMUS [ﬂ




Edit

Controlling Access - Setting policies

Administrator actions on user & group profiles

This action is always available. Use this option to create or modify policy settings for the specified user or group profile.

View all policies

Select this action to view all of the policy settings currently being used for the profile.

View group membership

Select this action to display the Group Membership page that lists the group and supplemental group profiles (by name) the user profile

has been assigned membership.

View group members

Select this action to display the Group Membership page that lists the user profiles (by name) that are currently members of the group

profile.

Copy This action is only available when the user or group profile currently has specific policy settings. It allows you to copy all of the policy
settings from this profile to one or more other profiles.

Reset This action is only available when the user or group profile currently has policy settings. It allows you to remove all of the policy settings

specific to this profile.

@ policies Joe
Fle Edit View Go Bookmarks Tooks Help
<:3| b E> M @ @ @ [C hepeg myCompany. com/webaccess/iWACustomizeList?action =select] ¥ @ e

Policies

— My Fold

= Specify the profile you want to edit.
Print
e profile: | |[ Browse... |
Jobs
s250 Edit Policies
Databa o

stahass User profiles

Files Work with the user profiles, horized to customize.
S Group profiles
Download Work with the g ofiles yeu are authorized to customize.
Customize Import policies
- Preferences Import policies from a file into iSeries Access for Web.
GlESlice= Export policies
. Sattings Export policies from iSeries Access for Web to a file.
- Transfer configuration Policies hel
Other View help for working with policies.

Related Links:
- iSeries Access
- iSerie: ss
+ iSeries Navigator
- iSeries Information

Canter
- iSeries Resource
Library

1BM iSeries. Service

5.4.0.05-191.5122120




Controlling Access - Setting policies (ontinueq)

& Edit Policies - Database |

File Edit Wew Go

Bookmarks Tools Help

_1 My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

- Preferences
= Policies

= Settings

= Transfer configuration

Other

Related Links:

- iSerie for Web

- iSeries

- iSeries Navigator

- iSeries Information
Center

= iSeries Resource
Library

& »-§0D

eries Access for Web

Edit Policies - Database

brofile: DLB <:| /

Policy
Database access

Database tab
Tables

Masxtimum
table rows

Tahle filter

Table filter is
user
preference

Insert
records into
table

In=ert record
columns
Update
records in
table

Update
record
columns
Quick view
table records
Masxtimum
quick view
rows

Order

Derived From 9
Shipped default

Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Use

Uze

Use

Uze

Uze

Use

(=

Action

current setting
current =etting
current setting

current =etting

current setting

current setting

current setting

current setting

current setting

current setting

current setting

current setting

rurrent cettinn

Bl B][E] &) E

<]

Bl Bl B [& &

J

hittp: {fmyiSeries, myCompany. comwebaccess iWACustomizeDatabase ?profile=DLE|

Allow [s]
Show [+
Allow [»]
500 [»]

Setting

[*UsRLIEL

Allow [»]
Allow [

Allow [1]

Columns...

Allow [
1000 (2]

Mo sl

® OO0 © 00 O ©0 0000




Controlling Access - Setting policies (ontinueq)

Administrator Action on each policy setting

Use current setting This is the default action that is pre-selected. If the setting is not modified, no action is performed. If the setting is modified,
it will be added to the user or group profile record in the iSeries Access for Web policies file.

Apply setting to profile Select this action to add the current setting to the user or group profile record in the iSeries Access for Web policies file.
The setting will be written to the user or group profile record, even if it was not modified. You would use this action to
ensure the user or group profile gets this setting. This is because a different policy setting may be used based on the user
profile being a member of one or more i5/OS group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in the iSeries Access for Web policies file.
This option is only available if the user or group profile record currently contains a specific setting for this policy.




Controlling Access - Setting policies (ontinueq)

The "Derived From" column (displayed when editing policy and preference settings) indicates
where the policy setting that will be used for this user profile was found.

Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previously been applied to this profile.

Group — (groupName) Indicates the setting is not specific to the profile being customized, but is being derived from the specified i5/0S group profile
and the user is a member of this group.

*PUBLIC setting Indicates the setting is not specific to the profile being customized. No setting was found in any i5/0S group profile
memberships. The setting is being derived from the *PUBLIC group settings. This is a special group profile available to iSeries
Access for Web administrators. All user profiles are automatically members of this special group profile. Administrators can
modify this group profile to easily apply settings to all iSeries Access for Web users.

Shipped default Indicates the setting is not specific to the profile being customized, no setting was found in any i5/0S group profile
memberships, or the special *PUBLIC group profile. The setting is being derived from a shipped default value.

Parent policy Indicates the function is a sub-function of a higher level category, and its policy setting is being controlled by a top level policy
setting. For example, Tables is a sub-function of Database. If Database is restricted, Tables will be restricted as well and
would show its being controlled by a parent policy.




Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only
has the ability to run preconfigured database queries to generate reports.

» This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
iSeries Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.




Example: Simple Database User - Before

Accessing the Database tab of iSeries Access for Web as user
REPORT_MAN

File Edit View Favorites Tools Help

QBack < \_/l \ﬂ @ /h /’__\1 Search “E;:(Favorites eMedia @ [‘2{- .::', < _J ﬁ

| Address | http: {fmyiSeries, myCompany. comfwebaccess i AMain?tab =database|

iSeries Access for Web

User: report_man

Database

_1 My Folder

Print Accese databasze tables on your iSeries server with iSeries Access for Web.
Messages
Jobs Tables
» View a list of database tables on your iSeries server.
5250 » Perform actions on these tables without having knowledge of SQL and its syntax.
Database # View the contents of a table in a paged list, using the Quick view action.
# Add and update records in a table using the Insert and Update actions.
- Tables & Create your own customized SQL request for a table using the Run SQL action.
« My requests & Create your own customized copy data request for a table using the Copy data to table action.
* Run S5QL

My reguests
» View a list of previously saved requests.
& Run or Edit requests from this list.
- Import query & Manage lists using the Copy, Delete, and Rename actions
& Create and manage shortcuts to reguests

- Copy data to table

= Import request

« Extract server dats

Files Run SQL
Command ® Run 5QL statements dynamically.

# View output as a paged list ar in a papular file format, like Microsoft Excel or Lotus 1-2-3. (Qutput format depends an how
yvaou have yvour browser configured and whether the browser can locate a plug-in for the autput type vou choose.)

Customize ® Customize how data is returned by setting options specific to the output type.

# Build SELECT statements using an SQL Wizard.

® Save requests for repeated use.

Download

Other

Copy data to table

€] iSeries Access for Web Database M=%
.-'Er

@ Done # Internet




Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

@& Policies g@l‘

Ele Edit View Go Bookmarks Tools Help

I}
<::| - LV> - @ |D @ http:/fmyiSeries, myCompany, com webaccessiWACustomizeList] M @ Go
A

iSeries Access for Web

Policies

_1 My Fold ) ) )
v =r Specify the profile yvou want to edit.

Print
Messages Profile: REPORT_MAN || Browse... |

Jobs

e Edit Policies
Databa .
= == User profiles
Files Work with the user profiles you are authorized to customize.
Tl Group profiles
Download Waork with the group profiles you are authorized to customize.
ISR Import policies L
: Prefarances Import policies from a file inte iSeries Access for Web. =
ERClEi=s Export policies
+ Settings Export policies from iSeries Access for Web to a file.
« Transfer configuration Policies heln
Other View help for working with policies.

Related Links:

+ iSeries ess for Web
+ iSeries =

- iSeries Mavigator

+ iSeries Information
Center

+ iSeries Resource
Library

iSeries Service 3.4.0.05-191.51221320




Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.

& Policies

=/ o/ed

File Edit Wiew Go

Bookmarks Tools Help

@- -G C

1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

- Preferences
- Policies

= Settings

= Transfer configuration

Other

Related Links:

- iSerie

- iSeries

= iSaries Navigator

- iSeries Information
Canter

- iSeries Resource
Library

for web

@)

eries Access for Web

Policies

Profile: REPOR

Action Category
5250

Command
Customize
Database
Database connections
Download

Files

General

Jobs

Mail

Messages

My Folder

Print

Sametime

Other

View all policies

http: /fmyiSeries. myCompany. com/webaccess W ACustomize ?profile =REPORT_MARN|

User: dib

Description
5250 user interface custom settings.

Run batch command custom settings.

Preferences and policy administration custom settings.
Database tables, requests, and run SQL custom settings.
Create and edit database connection definitions.
Download packages custom settings.

Integrated file system and file share custom settings.
Page layout, language and character set custom settings.
Work with jobs custom settings.

Send mail custom settings.

Display messages, send messages, and message gueue custom settings.

My Folder custom settings.

Printer output, printers, printer shares and output queue custom settings.

Lotus Sametime custom settings.

Change password and other miscellaneous custom settings.

Wiew current policy settings for all categories.

View group membership

Wiew current group membership for this user profile.

Policies helo

Access 9
Allowed

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed




Example: Simple Database User — Other

» Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

BE X
BT

& Edit Policies - 5250
File Edit View Go Bookmarks Tools Help

@D FOD

http: /fmyiSeries. myCompany. com fwebaccess i ACustomize 52507profile =REPORT_MAN

ss for Web

Edit Policies - 5250

_1 My Folder

Profile: REPORT_MAN

User: dib

Ju]
.

Print
Messages Policy Derived From 9 Action 9 Setting
Jobs 5250 access Shipped default Use current setting
T=oL 5250 tab Shipped default Use current setting ’ELIEDW <:| b |
n
TeiE s Start non-configured sessions  Shipped default Use current setting Allow [+
Files
Prompt when starting Shipped default Use current setting ez [i]
Command non-configured sessions
Download Show server name in title Shipped default Use current setting Yes |
sz Show configured session Shipped default Use current setting Mo [w]
- Preferences name in title
« Policies Maximum active sessions Shipped default Use current setting Mo maximum [+
- Settings Inactive session timeout Shipped default Use current setting 24 hours  []

- Transfer configuration

Other

Related Links:
for Web

Mavigator
- iSeries Infarmation
Center
- iSeries Resource
Library

Active sessions list columns
Configured se=szion to use for
defaults

Save settings as user defaults
Load settings from user
defaults

Load settings from shipped
defaults

Switch between
Web/Traditional views

Edit active session settings

Bypass signon

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

EIR] B B EE EEERE EE EERE

Columns...

User defaults

Allow [
Allow [»]

Allow [
Allow [

Allow [+
Allow [i]

QO O 0O 0O OO OO ODOOO




Example: Simple Database User

» Allow access to Database function.
» Set Tables policy to Deny.

& Edit Policies - Database |

File Edit Wview Go

Bookmarks Tools Help

@ D-HFO0D

_1 My Folder
Print
Messages
Jobs

5250
Database
Filas
Command
Download
Customize

* Preferences

- Palicies

= Settings

= Transfer configuration

Other

Related Links:

- iSeries

- iSeries

- iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

for Web

Edit Policies - Database

Profile: REPORT_MAN

Policy
Database access

Database tab
Tables

Maximum
table rows

Table filter

Table filter is
user
preference

Insert
records into
table

Insert record
columns
Update
records in
table

Update
record
columns
Quick: view
table records
Maximum
quick view
rows

Order

Derived From 9
Shipped default

Shipped default
Profile setting
Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Use
Use
Use

Use

Use

Use

Use

Use

Use

Use

Use

Use

|lea

Action @

current setting
current setting
current setting

current setting

current setting

current setting
current setting

current setting

current setting
current setting

current setting

current setting

current setting

(%] | alow [+]
(%] | Show [s]

http: /fmyiSeries.myCompany.comfwebaccess/iWACustomizeDatabase?retURL ="MNOMNE&profile =REPORT_MAN

Setting

S
%:

[s] [*UsrLIBL

(] | Allow [+]
[s] | Allow [s]

&
(] | Allow [»]

vl [Cotumnenr |

(] | Allow [+]
[s] | 1000

[sell | nn [se]

(]

®P 90 © © O © 0O OO0




Example: Simple Database User

* Only allow the user the ability to run a saved DB request (Run request)

A

@ Edit Policies - Database

:

File Edit Wew Go Bookmarks Tools Help

@ »-F 0D

http: /fmyiSeries. myCompany . com/webaccess i ACustomizeDatabase ?profile =REPORT_MARN|

]
©

Requests
Run reguest
Copy request

Delete
reguest
Rename
request

Edit request
Save request

List request
shortouts

Create
request
shortcut
Copy request
shortcut
Delete
reguest
shortcut
Rename
reguest
shortcut
Request list
columns

Run SQL

requests

Run statements

other than

query

Copy data to

table

Create new
tables

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

| Use current setting

[1” Allow ]

| Use current setting [1” |Alluw [i]l
| Use current setting [1” | Creny [i]l
| Use current setting [1” | Creny [i]l
| Use current setting [1” | Creny [l]l
| lUse current setting [1" | Creny [l]l
| lUse current setting [1" | Creny [l]l
| lUse current setting [1" | Ceny [l]l
| Use current setting [1" | Creny [i]l
| Use current setting [i" | Creny [i]l
| Use current setting [i” | Creny [i]l
| Use current setting [i” | Creny [i]l

| Use current setting

[1” | Columns... |

| Use current setting [1” | Creny [l]l
| lUse current setting [1" | Creny [l]l
| Use current setting [1" | Creny [i]l
| Use current setting [i" |Allnw [i]l

El

90 0900 © OO O 000 O OVODOO
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Example: Simple Database User

« Turn off the ability to perform the remaining database functions
» Save the changes

A=

M@Go

@
B

& Edit Policies - Database |
File Edit View Go Bookmarks Tools Help
<Z| - E:> hd @ O @ http:/fmyiSeries. myCompany. comwebaccess i ACustomizeDatabase?profile =REPORT_MAN
Request list  Shipped default Use current setting (]
columns
Run 3QL Shipped default Use current setting [v] | Deny [+ (2]
requests
Run statements Shipped default lUse current setting [v] | Deny [+ (7]
other than
query
C'?JT\" data to Shipped default Use current setting [v] | Deny [+ (7]
table
Crtﬁate new  Shipped default Use current setting  [w| | Allow [»] 7]
tables
Append data  Shipped default Use current setting  [w] | Allow [»] @
to tables
Replace data Shipped default Use current setting [s]| | Allow [+ (7]
in tables
Import request  Shipped default Use current setting [w] | Deny [+ (7]
Impert query  Shipped default Use current setting  [w| | Deny [w] @
Extract server  Shipped default lUse current setting [v] | Deny [+ (7]
object data
Default Shipped default Use current setting [»] | IBM Toolbox for Java | |[»] @
connection
Default Shipped default lse current setting (] |Deny [s] (7]
connection is
user preference
Add IBM Shipped default Use current setting [w] | Deny [+ (7]
Toolbox for
Java to
connection list
Save || Cancel || Apply
Policies help
Wiew help for editing policies.
iSeries Service 5.4.0.05-191.5122130




Example: Simple Database User - Completion

* The user can now only run the DB queries they have been given.

r@ My Requests ' g@

i FEle Edit Wiew Favorites Tools Help i f
Q- O 1) [ Q| P v @ @3- B2 O B

a =P & {n) | - Sear 1. Favorites e edia @ [z_r__ = = i

: Address | http: ffmyiSeries.myCompany.com/webaccess/ivWADbReguests?page =1 5 M Go

User: report_man

iSeries Access for Web

My Requests

= My reguests [1] n
Request Description Action (7] Shortcut Created By Access
Accounts receivable  Who owes us money fes dib report_man
Find employee record Yes dib *PUBLIC
Low inventory Items below inventary threshold Yes dib report_man
Weekly production Production numbers for the week Yes dib report_man
[1] n
[v)
@] Done ) Internet




e e . =E
Example: 5250 Access

» The following screen shots step through setting up the items necessary to allow a
group of users to use a single pre-configured 5250 session.

* In this example, ONEMANAGER is one of the user profiles in the MANAGERS
group.

* This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the management
team

— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in iSeries Access for Web.

* When the policy is set, it takes effect immediately.



Example: 5250 Access - Before

» Access the 5250 tab iSeries Access for Web Main page as user
ONEMANAGER.

| €] iSeries Access for Web 5250

Ele Edit Vew Faworites Tools Help

@Back < \_;l @ @ :h pSEBrch ‘Ej"\?Favoribes er\‘ledia @ E{irzv "_\_‘-’r’ < _J '3

I-_IIEI

: Address | http: /fmyiSeries.myCompany, com/webaccess iVWAMain?tab=5250|

User: onemanager

Print

Access 5250 user interface on your i1Series server with iSeries Access for Web.
Messages
Jobs Active sessions

# List active 5250 user interface sessions.
5250

PRI SEEEENE Configured sessions

- Configured sessions e List configured 5250 user interface sessions.

- Start session
Database Start session

Files ® Start a 5250 user interface session.
Command
Download
Customize

Other

Related Links:

- iSeries A

= iSeries A =5

= iSeries Navigator

- iSeries Information
Centar

- iSeries Resource
Library

@ Done e Internet




Example: 5250 Access - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

& policies M=

File Edit WView Go Bookmarks Tools Help

I
QZI - [_v> - @ I:) @ hittp: {fmyiSeries. myCompany. comfwebaccessiWACustomizelist M @ Go

iSeries Access for Web :

Policies

_1 My Folder . . .
o Specify the profile yvou want to edit.

Print
Messages Profile: [MANAGERS || Browse... |<:|

Jobs
== Edit Policies
Databa .
= == User profiles
Files work with the user profiles vou are authorized to customize.
o=l Group profiles
Download Work with the group profiles vou are authorized to customize.
Treimores Import policies A
: Preferances Import policies fram a file into iSeries Access for Web. =
giolices Export policies
« Settings Export policies from iSeries Access for Web to a file.
- Transfar configuration Policies heln
Other wWiew help for working with policies.

Related Links:
- iSeries Access for Web

- iSeries Mavigator

- iSeries Infarmation
Center

- iSeries Resource
Library

iSeries Service 3.4.0.05-191.5122130




Example: 5250 Access - Categories

» Determine which categories need to be restricted/modified.

& Policies

File Edit View Go

Bookmarks  To

ols  Help

_1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

* Preferences
- Palicies

- Settings

= Transfer configuration

Other

Related Links:
- iSeries A

for Web

- iSeri s

- iSaries Navigator

- iSeries Information
Cantar

- iSeries Resource
Library

@ »-FO0D

iSeries Access for Web

Policies

Profile:

[N S S S ] ] ] ] B ] ] ] S S ] R
2
=

MANA

http: /jmyiSeries, myCompany. com/webaccessiWACustomize ?profile =MANAGERS|

Category
5250

Command
Customize
Database
Database connections
Download
Files
General
Jobs

Mail
Messages
My Folder
Print
Sametime

Other

View all policies

Description
5250 user interface custom settings.

Run batch command custom settings.

Preferences and policy administration custom settings.

Databacse tables, requests, and run SQL custom settings.

Create and edit database connection definitions.

Download packages custom settings.

Integrated file system and file share custom settings.

Page layout, language and character set custom settings.

Warlc with jobs custom settings.

Send mail custom settings.

Display messages, send messages, and message queue custom settings.
My Folder custom settings.

Printer output, printers, printer shares and ocutput queue custom settings.
Lotus Sametime custom settings.

Change password and other miscellanecus custom settings.

“iew current policy settings for all categories.

View group members

“iew current members of this group profile.

Policies he

o

Access 9
Allowed

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed




Example: 5250 Access — Other

» Turn off the other non-5250 functions. Set top level to Deny.
» Repeat for each category that should be restricted for the MANAGERS group.

& Edit Policies - Command

M=%

File Edit Wiew

Bookmarks Tools Help

@-»- 0D

eries Access for Web

_ My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

- Preferances
* Policies

= Settings

- Transfer configuration

Other

Related Links:
- iSerie
- iSeries

= iSeries Mavigator
- iSeries Information

Center

- iSeries Resource

Library

Edit Policies - Command
Profile: MAMAGERS
Policy
Command access
Command tab
My commands
Prompt commands
Retrieve commands
Delete commands
Maximum commands user can save
My commands list columns
My commands sort column
My commands sort order

Maximum characters to display in
Command column

Run commands

Mumber of previous commands
remembered

Search for commands
Default search library

Search for commands by

Gava 1| rancal 1| Aoobe |

User: dib

Derived From @
Profile setting Use

Shipped default Use
Shipped default Use
Shipped default Use
Shipped default Uze
Shipped default Use
Shipped default Use
Shipped default Uze
Shipped default Use
Shipped default Use

Shipped default Use

Shipped default Use

Shipped default Use

Shipped default Use
Shipped default Use

Shipped default Use

Action &

current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting

current setting

current setting

current setting

current setting
current setting

current setting

Allow [i]

Allow [+]

Allow ]

Allow [+]

Mo maximum ||
MName [1]
Ascending [i]

No maximum [

Allow [»]

[
(=]

<

Allow [»]

Settin
v <
Allow
Den

w| [FLIBL

EIR] BIE] B E]ERE]ER] R E R E

[*]| | Command name |+|

Q00 0O V00000 OOOO

http: /{myiSeries.myCompany.com/webaccess /iy ACustomizeCommand?retlURL =http ¥ 3a %2 %% 2flp0 lﬁab.rd'nland.ibm.com'}'nhlﬂ16‘}‘u2fwetlﬂ @ Go




Example: 5250 Access — Functional Setup

* The administrator goes to the Configured Sessions link on the 5250 tab. Select
the “Configure new session” link.

@ Configured Sessions g@

File Edit Wew Go Bookmarks Tools Help

I, — — -
<::| - Ll/) - |_| http: {fmyiSeries.myCompany. com/webaccess iV AConfiguredSessions| M @ Go

User: dib

iSeries Access for Web

Configured Sessions
_1 My Folder

Print Session Server Actiong Shortcut Created By Access

Messages
Jobs CCHF!QLH’E new EESSICI_T
Conflgure d NeEwW SE==I0N.

3250

Shortcuts to sessions vou configured
Dizplay a list of shartcuts to sessions you configured. Shortcuts can be deleted from this list.

= Active sessions

- Configured sessions
Active sessions

» Start session Waorlk with your active sessions.

Database .

Start session
Files Start a new session.
Command

My macros
Download Work with your macros.
Ll My kevpads
Other Work with your keypads.

5250 user interface help
View help for working with configured sessions.

Related Links:

» iSeries Access for Web

= iSeries Access

= iSaries Navigator

- iSeries Information
Canter

* iSeries Resource
Library

iSeries Service 5.4.0.05-191.5122130




Example: 5250 Access — Functional Setup
» The administrator configures the 5250 session settings to be used by the managers.

 Settings include the server to connect to, color schemes, and many other options.

@ Configure New Session Q@

File Edit Wew Go Bookmarks Tools Help

" :
QZI - [_L;) - @1 O @ http: ffmyiSeries.myCompany . com/webaccess i AConfigSession|

. . i User: dib

series Access for Web

Configure New Session

—1 My Folder

. General
Print . .

Sessiom: |Manager5&55|0n | A
Messages =
Default view: | web e
Jobs [_l
5250 Initial macro: (2]
- Active sessions i Bypass signon
geontigurediSesSions O Display HTML data in fields
= Start session X ) —m
Enable advanced JavaScript functions

Database
= Server
Command Server: |rnviSEries.myCom|:ranv.com
Download Port:
Cust i

ustamize Code page: | 37 [i]
Other

Workstation ID (7]
Related Links: OUSE TErltE,

== for Web & specify workstation [D |:|

[ avoid duplicates for this user

= iSeries
- iSeries M

- iSeries Informaticn Avoil:l duplicates with other users
Center
- iSeries Resource
Library View 9

Web Traditional
Show navigation bar Show navigation bar




Example: 5250 Access — Functional Setup

* The saved session is only available to the administrator that is currently signed on.
» The session must be shared to the managers. Use the “Create Shortcut” action.

@ Configured Sessions g@

File Edit WView Go Bookmarks Tools Help

; —
Q:l - Lb> - @ |_| @ http: ffmyiSeries.myCompany. comwebaccess iV AConfigured3essions Iﬂ @ Go

User: dib

eries Access for Web

Configured Sessions
_| My Folder

Print Session Server Actione Shortcut Created By Access
- ges ManagerSession myiSeriez.myCompany.com @ Mo dlb dib
Jobs

5250 Configure new session

. . Configure a new session.
- Active sessions
Shortcuts to sessions yvou configured

= Confi d i - = : . -
sl Display a list of shortcuts to se=sions you configured. Shortcut be deleted from this list.

= Start session
Active sessions

i Work with yvour active zessions.
Files

Start session
Command Start a new session.
Download

My macros
Customize Work with yvour macros.
e My kevpads

Work with yvour keypads.

5250 user interface help
Related Links: View help for working with configured sessions.
- iSeries A ss for Web

. iSeries

- iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

iSeries Service 3.4.0.05-191.5122130




Example: 5250 Access — Functional Setup

* Name the shortcut whatever you wish.
« Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

@ Create Shortcut

M=%

File Edit Wew Go

Bookmarks  Tools

Help

E-»-£0D

_J My Folder
Print

Messages

Jobs

5250

- Active sessions
- Configured sessions
= Start session
Database

Files

Command
Download
Customize

Other

Related Links:

- iSaries for Web

= iSarie =

- iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

http: /fmyiSeries. myCompany. com/webaccess iV AConfiguredSessions?action =crtShor toutisessname =ManagerSession|

User: dib

Create Shortcut

Create shortcut to "ManagerSession”

Shortcut name: |Manager55250 |
[ManaGERS

Access:

Create Shortcut |

Access Details

* The access value identifies who is able to access the shortcut.
* The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC.
* To specify multiple profiles, separate entries with commas.

Configured sessions
Work with your configured sessions.

Active sessions
Waork with your active sessions.

Start session
Start a new session.

My macros
Work with your macros.

My kevpads
Work with your keypads.

5250 user interface help
View help for working with configured sessions.

M@Go




Example: 5250 Access — Back to Customize

* Go back to 5250 in Customize — Policies for the MANAGERS group profile.
» Select the shortcut to use as the default session settings for the MANAGERS.
» Select settings to lock MANAGERS out of starting/configuring new sessions.

s P vl
@ Edit Policies - 5250 =)<
File Edit View Go Bookmarks Tools Help
P, =
Q:l - Ll/? - @ &4 @ http:jmyiSeries. myCompany . com/webaccess iy ACustomize 52507 profile =MANAGERS M @ Go
. User: dib
s for Web
Edit Policies - 5250
_1 My Folder .
Profile: MAMAGERS =
Print
Messages Policy Derived From (7] Action (7] Setting
Jobs 5250 access Shipped default Use current setting [se] | Allow [] (7]
5250 5250 tab Shipped default Use current setting [»] | show [w] e U
Database Start non-configured sessions Shipped default Use current setting [s] | Deny [w] <:b
Files
Prompt when starting Shipped default Use current setting | | Yes [a Q
Command non-configured =essions [_] [_]
Download Show server name in title Shipped default Use current setting [l] Yes [l] (=]
EISEITEE Show configured session name in title  Shipped default Use current setting (] [mo [s] (7]
- Preferances
Maximum active sessions Shipped default i i
e e Pp Use current setting [l] Mo maximum [1] (7]
o FoffEs Inactive session timeout Shipped default Use current setting (] | 24 hours  [w] (7]

- Transfer configuration Active sessions list columns Shipped default Use current setting (2] (7]
TR Configured session to use for defaults  Shipped default Use current setting [l] {User defaults <::
Save settings as user defaults Shipped default i User defaults

& - Use current setting  [w] gaiis et en e MANAGERS 2
Related Links: Load settings from user defaults Shipped default Use current setting [se]l | Allow (] (7]
 iSeries A far Web : : : .
i S— Load settings from shipped defaults Shipped default Use current setting [l] Allow [1] (=]
+ iSeries Navigator Switch between Web/Traditional views Shipped default Use current setting [i] Allow [il (7]
+ iSeries Information
Center Edit active session settings Shipped default Use current setting [l] Allow [il (7]
» iSeries Rescurce X X
Library Bypass signon Shipped default Use current setting (sl | Allow [w] Q
Display HTML data in fields Shipped default Use current setting [i] Allow [il (7]




Example: 5250 Access — More 5250 Settings

« Set all 5250 policies to Deny, except Configured Sessions and Start Configured

Sessions.

* You may also want to allow them to access My Keypads and My Macros.

'@ Edit Policies - 5250

LB

File Edit View Go Bookmarks Tools Help

e > SOD|

http: ffmyiSeries. myCompany. com fwebaccess iV ACustomize 52507retURL =http3:3a % 2f % 2fp0 16ab. rchland. ibm. com %%:3a20 16 % 2fwebacce M @ Go

Configured sessions
Create configured session
Start configured session
Copy configured session
Delete configured session
Rename configured session
Edit configured session
List configured session shortcuts
Create configured session shortcut
Copy configured session shortcut
Delete configured session shortcut
Rename configured session shortcut
Configured sessions list columns
My macros
Record macro
Flay macro
Flay initial macro
Copy macro
Delete macro
Rename macro

Edit macro

List macro shortcuts

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

| Use current setting

[i” |Allow [i”

| Use current setting

[i” | Deny [i”

| Use current setting

] | Allow [w]

| Use current setting

[se] [Deny [v]

| Use current setting

(] [Deny [v]

| Use current setting

[se] [Deny [v]

| Use current setting

] |eny [w]

| Use current setting

[w] [Deny [v]

| Use current setting

[w] [Deny ]

| Use current setting

[i” | Ceny [i”

| Use current setting

[i” | Deny [i”

| Use current setting

] [Deny [v]

ﬂ

| Use current setting

[i” | Columns...

| Use current setting

[v] [Allow [v]

| Use current setting

] [Allow [v]

| Use current setting

] [Allow [v]

| Use current setting

] [Allow [v]

| Use current setting

(] [Allow [v]

| Use current setting

[i” |Allow [i”

| Use current setting

[i” |Allow [i”

| Use current setting

[i” |Allow [i”

| Use current setting

] [ Allow [w]

| Use current setting

[v] | Allow [v]

Q00000 DOOOOOOOOOOOOO®O

(&)




Example: 5250 Access — After

« The managers can now only start a pre-configured 5250 session, or reconnect to an
active session.

e Configured Sessions g@1
.?r

© File Edit View Favorites Tools Help

@Back - \_/J \ﬂ @ -:h /'J__j Search ‘{:{Favorites el\‘ledia @ r:rjg" L‘“—'\_-'r" - _J 'ﬁ

: Address | http: //myiSeries.myCompany. comwebaccess/iWAConfiguredSessions| Ii] =

User: onemanager

Configured Sessions

5250
Session Server Action 9 Shortcut Created By Access

- Configured sessions
Managers3250 myiSeries.myCompany.com IE‘ Yes dlb MANAGERS

Command

Active sessions
Waork with vour active sessions.

My macros
Work with your macros.

My keypads
Work with vour keypads.

5250 user interface help
View help for working with configured sessions.

iSeries Service 5.4.0.05-191.5122130
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User Preferences:
Users can set their own Preferences




User Preferences

* The Preferences function allows users to customize iSeries Access for Web
settings to meet their needs.

» By default, all users are allowed to modify their preferences.
» Preferences are a subset of the complete list of available policy settings.

» Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— Database table filters and default database connection.
— Number of commands to save in the run command history.



User Preferences (continueq)

» Restricting access to Preferences
— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any preference
settings.




Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC _USER modifies the preferences.

* When the policy is set, it takes effect immediately.




Example: User Preferences, Printer output (oninueq)

» The printer output display defaults with many columns of information.

@ Printer Output

Eile Edit View

GBack - J |ﬂ @ J_h /'J:j Search :{:{Favorites eMedia @ [‘E‘E{:- D?, A _J g ﬁ

: Address | http: /fmyiSeries.myCompany. com fwebaccess iWASpool?page=1

_ My Folder
Print

- Printer output

- Printers
« PDOF printers

- Internet printers

« Printer shares
= Output gqueues
Messages

Jobs

5250

Database

Filas

Command
Download
Customize

Other

Related Links:

<

» PDF printer cutput

« Internet printer shares

Action Details

[ssRsNals]

Printer Output for basic_user

n

Creation

Date/Time Per Copy Copies Status Action

1 Ready E.
1 Ready |[..[f

1/30/08
2:38 PM

1/30/06
2:38 PM

n

The Printer Qutput function supports the following actions:

Move printer output to another printer

Mowve printer output to another output queue

Send printer output to another server (SNDTCPSPLF)
Change printer output attributes (CHGSPLFA)

Copy printer output to database file (CPYSPLF)

User: basic_user

Job

Number Number
BASIC_USER QPADEWVOOOG 3562152

BASIC_USER QPADEWVOOOG 562152

Use the Work With action to hold, release or print the specified spooled file next. There are alzo links available that will allow
the spooled file:

@ Done

i Internet
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Example: User Preferences, Printer output coninues

* Click on the Customize tab to work with Preferences.

@ Preferences

Eile Edit Wiew Fawvorites Tools Help

eBack A \_J @ @ \’_h /'f__] Search ‘;{'\?Favorites el\‘ledia @ E;_{v :F - _J ﬁ

H@aﬁ

: Address | http: {fmyiSeries.myCompany.com/webaccess il ACustomize

User: basic_user

Preferences

_1 My Folder

Print Action Category Description

Messages 5250 5250 user interface custom settings.

Jobs Command  Run batch command custom settings.

5250 Customize Preferences and policy administration custom settings.
e Database Database tables, requests, and run SQL custom settings.
= Download Download packages custom settings.

EroeTt Files Integrated file system and file share custom settings.
Pownload General Page layout, language and character set custom settings.

Customize X ) 5
F Jobs Work with jobs custom settings.
- Preferences
Mail Send mail custom settings.
Other
Messages Display messages, send messages, and message queus custom settings.

My Folder My Folder custom settings.

Related Lin
= iSeries A

Print Printer output, printers, printer shares and output queus custom settings.
Sametime  Lotus Sametime custom settings.

Other Change password and other miscellaneous custom =settings.

= iSeries Navigator
- iSeries Information
Ceanter
= iSeries Rescurce
Library View all preferences
View current preference settings for all categories.

Preferences help
Wiew help for working with preferences.

@ Done

% Internet




Example: User Preferences, Printer output coninues

* Click on the Print category.
 Click on the Columns button for the "Printer output list columns" Preference.

@ Edit Preferences - Print

=|f=1%]

File Edit Wiew Favorites

Tools Help

@Back < \_J @ @ \f_;j /'i_j Search “E'::“\'S-‘Fauorites el\‘ledia @ [;Zr}:- :_\; - _J ﬁ

! Address |

http:/fmyiSeries. myCompany, com/webaccess iy ACustomizePrint

Command
Download
Customize

» Preferences

Other

Related Links:

= iSeries

- iSeries

- iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

s for Web

Preference

Print tab

Printer cutput

Preferred format to preview AFP
output

Preferred format to preview SCS
output

Printer cutput list columns
Use Infoprint Server if installed
PDF output settings prompt mode

Default POF output settings

FDF printer output

PDF printer output list columns

Printers

Printers filter
Printers list view
Printers list columns - Basic

Printers list columns - Advanced

PDF printers

PDF printers list columns

Edit Preferences - Print

Derived From 9
Shipped default

Shipped default

Shipped default

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default

Shipped default

Shipped default

User: basic_user

Action ©

Setting

| Use current setting

[il Show VI

| Use current setting

[v] [PnG [v]

| Use current setting

[v] [PNG [v]

0

.al

e

| Use current setting

[ae] |

Columns...

| Use current setting

[il Yes vl

| Use current setting

[il | Basic [i]

| Use current setting

(o] |

Settings... |

| Use current setting

(o] |

Columns... |

| Use current setting

[w] [aLL |

| Use current setting

[il | Basic [1]

|Use current setting [il | Columns... |
|Use current setting [il | Columns... |
|Use current setting [vl | Columns... |

@ 0000 © 00O

o Internet




Example: User Preferences, Printer output coninues

» The Columns displayed can be toggled off/on by checking the box.

 Click OK and Save buttons to immediately save the changes.
&1 Columns - Printer Qutput [._HEIE

© File Edit View Favorites Tools Help 'ﬁ'

eBack < \_/J @ @ \‘:h /',__j Search “Ei?Fauoribes eMedia @ E:rjgv .,,___\; < _J '3

User: basic_user

: Address | http: /fmyiSeries.myCompany.com/webaccess i ACustomizePrint vl Go

iSeries Access for Web

Columns - Printer Output

_1 My Folder

Print Select which columns to display.
Messages

Jobs Column Order
5350 File Name IE‘
Database User Data IE‘ IE‘
Files

Creation Date/Time lz”z‘

E:::::: Pages Per Copy El El
[T — Copies E IE‘
» Preferances Status E |E|
iy Action (a][¥]
User [a][¥]
Related Links: Job Mame (a][x]
poones e forwes Job Number (a][v] g |
File Number (a][¥]
Output Queue E E|
Priority E IE‘
Form Type (a][¥]
Printer (4] [i]

@ Done 0 Internet




Example: User Preferences, Printer output coninues

» The printer output display now only has a few columns.

| &1 Printer Output

File Edit Wiew Favorites Tools Help -ﬁ'

@Back - \J @ @ \’_h /':_j Search k-E:\I'\'Sf‘Fa\a'c:rites G'Media @ D?-:v "‘_‘\_;F - _J ﬁ

: Address |

http: f{myiSeries.myCompany.com/webaccess i/ ASpool

Print

= Printer cutput

= POF printer cutput
- Printers

= POF printers

- Internet printers

- Internet printer shares
= Printer shares

= Qutput queues
Messages

Jobs

5250

Database

Files

Command
Download
Customize

Other

Related Links:
- iSeries Access for Web

W iSerioes Beroo—

User: basic_user

Printer Output for basic_user

[1] n
File Name Pages Per Copy Status Action 9 <:|
QFDSPAIE 8 Ready [.]
QPDSPSTS 1 Ready [..]
[1] n =

Action Details
The Printer Cutput function supports the following actions:

* Work With
Use the Worke With action to hold, release or print the specified spoocled file next. There are also links available that will
allow you to perform the following actions on the spooled file:

Mowve printer output to another printer

Move printer output to another output queue

Send printer output to another server (SMNDTCPSPLF)
Change printer output attributes (CHGSPLFA)

Copy printer output to database file (CPYSPLF)

Qo000

* View
Use the View action to view the printer output. M

@ Dong

8 Internet




Example: User Preferences, Printer output coninues

Tips

» This example showed that a user can modify their printer output view. An
administrator can:

— Restrict the user's access to the Preferences interface.
— Perform the same changes by setting policies for the user, or a group of users.

» The Preferences interface that the user has access to is only a subset of all the
policy settings an administrator can access for the same function.




Policy Tools for Administrators




Policies and Tools
V5R3

 Import/Export policy settings
— Pick a user or group for export

V5R4

 Transfer configuration data from one user to another
— Move and copy operations supported for:
» 5250 sessions and macros
« Saved commands
« Database requests
* My Folder items
» Policies



Transfer Configuration Data

& Transfer Configuration Data

B0 [[=1

Ele Edit View Go Bookmarks Tools Help

ss for Web

Transfer Configuration Data
_1 My Folder

- Profiles (7]
Print
From profile: | | | Browse... |
Messages
Jobs To profile: [ || Browse... |
3230
Action to Perform (7]
Database
@ Copy
Files O
Command RN
Download

Data to Transfer (7]

Cust i .
|::> ustamiEs DSZSD SEssIons
- Preferences

I:l 5250 macros

; -
<:| I LL> - @ |_| @ http: ffmyiSeries.myCompany.comfwebaccess/iWATransferCfg

M@Go

Related Links:

iSaries

ol

iSeries Navigator
iSeries Information
Center

iSeries Resource
Library

- Policies
o SoirmEs U commands

|::> = Transfer configuration I:l Database requests
Other U Folder items

L relicies

| Transfer Data

- iSeries Access for Web

Tran=fer configuration data help

“iew help for transferring configuration data.

iSeries Service

53.4.0.05-191.5122130




Page customization




Home Page Customization

A default home page is displayed when the iWAHome servlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iIWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access iSeries
Access for Web functionality.

« The Customize function allows you to replace the default home page.

 Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

« Great article - example
— "Build a quick and easy Web site with iSeries Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website _article.pdf
— iSeries 400 Experts Journal
— Updated Oct 2006 in System i News - ‘Tailor iSeries Access for Web’




Template file customization

* iSeries Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify
— Header/footer areas of functional pages.
— Where iSeries Access for Web content is placed in the page.

» The Customize function allows you to replace the default template file.

» Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.




Edit Policies: specify home page and template files

& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox M=) <
File Edit View Go Bookmarks Tools Help

. —
<::| - Ll«> - @ |_| @ m http: /fiseriesd. dfw.ibm. comjwebaccess fivi ACustomizeGeneral ?profile =LLHIR SCH M @ Go @,

m BluePages 'ﬁ' 055C Level 1 page Jﬁ Teamsite m iSeries Access Home | | Index of fip:/ffip.so... || Page Mot Found E’m Rochester SiteMews | | Think Federal Credit ... »

User: lhirsch

System: iSeriesD.DFW.IEM.COM

iSeries Access for Web

Edit Policies - General
_| My Folder

Profile: LLHIRSCH

Print

Messages Policy Derived From 9 Action 9 Setting

Jobs :'T’E?ffﬁ:ge Shipped default IUse current setting [i] |,;‘QIBM,-’Pru:|dDatafAccesstEbthtmIIhu:urnepagE.hi| Browse... | B
zii:baﬂ Eﬁ_ﬁf'ﬁ:ﬁ: Shipped default Use current setting [+] QiBM/ProdData/Access/Web2/html/webaccess.h| | Browse... |
Files Main page Shipped default Use current setting [»] VQiBM/ProdData/Access/Web2/html/overview.htr | Browse... |
Command HTML file

Download Home page  Shipped default Use current setting [w] | Allow [+]

Customize Template Shipped default Use current setting [i] Allow [i]

- Preferences Mawigation Shipped default Use current setting [w] | Allow [+]

- Policies Related Shipped default Use current setting [w] | Allow [+]

- Settings |||'||-c% . . M
1< N I - — 1 — — | (]
Done




Special tags

» Within the home page and template .html files, special tags are used.

— When these tags are encountered by the iSeries Access for Web code, they are replaced with the
appropriate content.

» Special tags... Replaced with...
— %%CONTENT%% functional content for the page, separates the

header/footer

— %%include section=file%% HTML section/fragment to include

- %%MENU%% navigation bar

- %%STYLESHEET%% default style sheet

- %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

— %%TITLE% % title of the page

- %%SYSTEM%% name of iSeries being accessed

- %%USER%% i5/0S user profile used to access the server

- %%VERSION%% version of iSeries Access for Web

 For detailed information on these special tags

— V5R4 iSeries Access for Web Info Center

» Connecting to iSeries->iSeries Access->iSeries Access for Web->iSeries Access for Web in a web
application sever environment->Customize iSeries Access for Web->Default page content->Home page



Home Page default — iWAHome servlet

http://<system>/webaccess/IWAHome

\!} Homepage [LP016AB.RCHLAND.IBM.COM] - Mozilla Firefox

Eile Edit Mew Go

Bookmarks  Tools

Help

G- 8 C

&

http: {imyiSeries. myCompany. com fwebaccess iV AHome|

User: dib

Series Access for Web

1 My Folder
Print

Messages

for Web
- iSeries Navigator
« iSeries Information

Center

Welcome to iSeries Access for Web

Getting Started

My Information

Related Products

1: LPO16AB.RCHLAND.IBM.COM

B City information
£

B* Mayo Clinic

Rochester weather

omizing |Series for

2|

eb to find out how to customize
the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

A new generation of software that enables you to access your iSeries server in
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to
e-business. Since most deskiop operating systems come with web browsers, u:
their business-critical i5/05 information and resources through the simple brow
designed to be Internet-friendly. Users alsc are looking for hassle-free access
from a variety of platforms, and want no special client code that has to be instg
Easy Administration

i5/05 administrators are looking for ways to streamline management of user a
through centrally controlled administration built around i5/05 user profiles. Ad
customize a user's view of the iSeries server, so those not familiar with i5/0S

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of product:
browser and provides a user-centric, web-based view of iSeries server informa
capabilities, such as:

* Browser access to existing 5250 applications without requiring code cha
* Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries inform

& _cimanla intacfaon fa el with infaemokine Carmtne

o tha Tasameotad Ciln

Pag

File Edit View

Oaa:k - B @ .jj f_‘l Search \j:_(Favnrihes @ veda £

Favorites

Toals  Help

: Address ‘

http://myiSeries.myCompany. com fwebaccess ivi AHome

My Home Page
1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

for Web

Library

Spring 2006 |
Conference & 'Expo

Welcome to iSeries Access for Web

Getting Started

My Information

Related Products

- See Customizing iSeries Access for - WebSphere Application Ser
A to find out how to customize

the behavior and look of iSeries

Access for Web. Also, find out how

to create your own home page!

My View

ver for

opment Studio

elopment Studio

What is iSeries Access for Web

A new generation of software that enables you to access your i1Series server information and resources through a web
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are guickly mowving to embrace new technologies through e-
business. Since most deskiop operating systems come with web browsers, users want an easy way to worle with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

I5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

# Browser gccess to existing 5250 applications without requiring code changes

& Easy access to DB2Z(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests

s A simple interface to work with information in the Integrated File System, including file download and view
capabilities

User: commonuser

Rochester
E* City informati
E* Movi

E* Mayo Clinic
Rochester weather
E* SkyCam

Rochester news

Bulletin online

Telephone directory
G+ Find a person
E+Find a busine

®

0 Internet



Home Page customization — iIWAHome (another example)
« Custom home page - http://iseriesd.dfw.ibm.com/webaccess/iIWAHome
— Refer to chart 6 for info on how to access this sample

7} Access for Water - Microsoft Internet Explorer G o ] 1

J File Edit ‘iew Fawvarites Tools Help |

J Address I http: sy skern = fwebaccess/ it AHorme j o

. Access for Water it

Services This Week's Special Site Support
T TR el T g e T

P e e e e s S |
View avalable boats

See boat details
Order a boat

Tour comments are wmpottant to us, Please let us
kenow if vou have any questions or f we can help
wou in any way. Address your message to user
BOATHELP. Zendus a message

Weather Conditions

Is it & great day for boating? Checl: out today's

Beautifully maintained 28 foot 1978 Carver Santa Cruz forecast.
for only £23,200 Head and galley refirbished in 20071
Only 21 hours on completely rebuilt motor. Click here to
see this boat cruising the seas.

conditlons as of:
I L

Great Deals

For those bargain conscious among you, we have a large
selection of new and slightly used boats for under
£75,000 Whether vou are planning on saling in your
backyard pond or navigating the mighty Mississippd we
can meet your wants, needs, or desires.

Wiew our selection of modestly priced boats.

o .
S EIVICE




Home Page/Template Customization Example (continued)

» Custom template

[@ Quick View of BOATS.BOATS | =<}
File Edit View Favorites Tools Help ﬂ'
@Back - -\;) @ @ é pSEarm *Favorih&s eMedia @ Bv h{_;;, |_J g -ﬁ

]

. Access for Water it

Home

Current Orders
[112 B0 Bl @&

BTYPE BNAME BFEET BYEAR BCOST BNTO1

C Poole Boat Co 80 1979 1000000 -Located in S. Diego, CA
Alumimim

P Carver Santa 28 1978 23900 -Constructed of fiberglass.
Cruz

P Mako 19 1989 13000 -Located in Anacortes, WA
Sportfisher

P Monk 36 1956 19900 -Built of mahogany, oak, and cedar.
Bridgedeck
Cruiser

P Monlk 34 1985 55000 -Double planked cedar on oak frames.
Flvbridge/Sedan

P Monterey 80 1996 2975000 -Located in Stuart, FL
Marine Custom

5 Bill Garden 36 1953 27300 -The hull is 1/8' caravel cedar planked atop 1
Schooner 1/4" 2 1 1/2" nak frames

BNTO2 —
-Twin Detroit diesels.

-Single Chevy 350 gas engine, 250 hp_ Fres
water cooled,

-Great fishing boat

-The 130 hp power plant is a single, Chrysh
cyl diesel

-The 165 hp power plant is a 1985 V6 Det
diesel.

-Monthly payvment.

and the deck is cedar planked with tar sean

b

[2]

8 Internet




IWAHome - structure

http://<system>/webaccess/IWAHome

€] Homepage [

Fle Edt View Favorites Tools Help

eaa\:k - E(] @ :h psaar\:h ‘;?Favuntes @ veda 2 D:’E' :\f = _J
P Address | hittp:fjmyiSeries.myCompany.com/webaccess il AHome IGo

User: commonuser

Spring 2006
Conference & 'Expo

My Home Page i 1
Welcome to iSeries Access for Web
1 My Folder
Print Getting Started Rochest: for
Messages My Information My View Related Products C+ City information
. . - + Movias
Jobs + My Folder - See Customizing iSeries Access for + WebSphere Application Server for o ° !
- Printer output Wieb to find out how to customize iSeries MOl inic
ey - Displav messages the behavicr and look of iSeries + WebSphere Development Studio =
Database - Start a 5250 session Access for Web. Alse, find out how ent for iSeries Fd b b
- Database requests to create your own home page! ebSphere Development Studio
= + Browse files fo es
pe— - Preferences
Download
What is iSeries Access for Web G* SkyCam
Customize
A new generation of software that enables you to access your iSeries server information and resources through a web
Other browser! Rochester news
Browser Access to iSeries Server Infermation Bulletin online
The Internet mowement has taken over, and businesses are quickly moving to embrace new technclegies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their

Related Link:

business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users alsa are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user prefiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

- iSeries Information
Center

- iSeries Resource
Library

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

+ Browser access to existing 5250 applications without requiring code changes
Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
& A simple interface to work with information in the Integrated File System, including file download and view
capabilities

&] Done By & Intemet

-

Homepage file

common_homepage.html

invoked in the browser.

-

Defines content, layout, images, links to be
displayed when the iWAHome servlet is

~

J

A

Image files

images/s06common.gif
images/iwa_navCorner.gif |

f Cascading Style Sheet file b

common_styles.css

Defines the colors, fonts, font sizes for

\_ the various elements in the .html files.

J




IWA serviet Template - structure

{ http://<system>/webaccess/IWWASpool

|@ Printer Qutput [ I-_“i]ﬂ

: Fle Edit View Favorites Tools  Help '?,'

Q- © - [¥] A @ ) search 57 Favortes (@ vedia {2 - ; - LJ B

: Address | http:/fmyiSeries.myCompany.comwebaccess WASpaol?page=1]

55
kL
\ Spring 2006 DRELAON
Conference & 'Expo CJI\'!MUN
My Hy P H
Tt Printer Output for commonuser
21 My Folder
Print 11 n
- Printer output
. BDF printer eutout File User Creation Pages Job File
= = Name Data Date/Time Per Copy Copies Status Action @ User Job Name Number Number Output Queue
=== QPDSPAIB 2/13/08 7 1 Ready [][0 COMMOMUSER QPADEV000G 576522 1 QUSRSYS/PRTO
« PDF printers 12:42 PM
- Internet printers QPDSPSTS 2/13/06 1 1 Ready [.][[3][F)[E] COMMONUSER QPADEVD00G 576522 2 QUSRSYS/PRTO
- Internet printer shares 257 (1 L
- Printer shares [1] Ir]
- Output queues
Messages
Jobs
2230 Action Details
Database
Files The Printer Qutput function supports the following actions:
C d
mmmmm + Work With
Download Use the Work with action to hold, release or print the specified spooled file next. There are also links available that will allow you to perform
Customize spooled file:
TEHS o Move printer output to another printer
o Move pri output to another output queue u
o Send output to another server (SNDTCPSPLF)
o Change printer output attributes (CHGSPLFA)
o Copy printer output to database file (CPYSPLF)
View . .
Use the View action to view the printer output. M
Im | 2

# Internet

a _ I
Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

\ J
f Template file b

common_template.html

Defines the header, content, footer
\_ on all other servlet pages. Y,

Image files

images/s06common.gif
images/iwa_navCorner.gif |

f Cascading Style Sheet file b

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )




Refer to the Appendix for a step-by-step example of modifying the
home page and template files

— Customizing policies to use different home page and template files

— Adding a different image as header, changing the footer

— Updating the cascading style sheet




iISeries Access for Web
Environment Security Considerations




iISeries Access for Web Environment

} o ]
I ‘; ~— G SyStem | < —
g=== HTTP Access TN5250,
for Web sockets
Web Browser
HTTP Application i5/0S host servers
Server Server 5250 applications

Database




iISeries Access for Web Environment (continueq)

sockets
i5/0S host server ports
telnet port

iSeries Access for Web

» Between users and HTTP Server
— Secure Socket Layer (SSL)
— Virtual Private Networking (VPN)
— Firewalls
» Between iSeries Access for Web and i5/0S
— VPN
— Firewalls

i5/0S



Secure Sockets Layer

» Used for data confidentiality between Web browser and HTTP server
— Digital certificates used to determine trust relationships
— Point to Point encryption for all data (PC App to Server App)
— Part of the standard HTTPS protocol

» See Info Center for specific details on Configuration and Setup.
— See the “Configure WebSphere Security” topic

 Levels of SSL
— TLSv1, SSLv3 recommended, use 128-bit or higher

— SSLv2 should not be used anymore. Disable in clients and server (APAR
SE25734)



Virtual Private Networking

» Used for data confidentiality between Web browser and HTTP server
— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

» See Info Center for specific details on Configuration and Setup.
— See the “Virtual Private Networking” topic

 Redbooks

— IBM System i Security Guide for IBM i5/0S Version 5 Release 4 (SG24-6668-01)
— 0S/400 V5R2 Virtual Private Networks (REDP-0153-01)



Authentication security options

 How does the user authenticate to iSeries Access for Web?

» How does iSeries Access for Web authenticate with i5/0S?

* iSeries Access for Web in a WebSphere Single Signon (SSO) environment
» Special considerations for 5250




Authentication

 Authentication is verifying the identity of the user

* iSeries Access for Web supports two types of authentication
— Application
» iSeries Access for Web handles the authentication
— Application Server
« WebSphere Application Server handles the authentication

- Specified by the AUTHTYPE parameter on the CFGACCWEB2 command
— Application: AUTHTYPE(*APP)

— Application Server: AUTHTYPE(*APPSVR)



Authorization

 Authorization is * iSeries Access for Web uses the i5/0S user profile
verifying that and object level security to authorize access to
authenticated users i5/0OS resources
have permission to
access requested
resources

* iSeries Access for Web provides application level
control of access to functions through policies

— Policies can be administered at the i5/0S user and
group profile levels

: Policies

| My Folder

Print Profile: JHANSEN

Messages

Jobs Action Category Description Access @

5250 5250 5250 user interface custom =settings. Allowed

Database Command Run batch command custom settings. Allowed

Files Customize Freferences and policy administration custom settings. Allowed

Command Database Database tables, requests, and run SQL custom settings. Allowed

Download Database connections  Create and edit database connection definitions. Allowed

Sl Download Cownload packages custom settings. Allowed

@ (-7 =0EE Files Integrated file system and file share custom settings. Allowed

’ pD“E_iEE General Page layout, language and character set custom settings. Allowed

i?:::f:r e lohs Work with jobs custom =ettings. Allowed

Other Mail Send mail custom settings. Allowed
[#] Messaoes Cisolay messaoes, send messaoes. and messaoe gueue custom settinas.  Allowed



Application Authentication

AUTHTYPE(*APP)

» iSeries Access for Web handles
authentication
rDu nect to . ? ﬁ
* i5/0S user profile and password “@\ S
— Hostname specified by the TGTSVR E‘%\&
parameter on the CFGACCWEB2 :
command

mySystem.myDaomain, com

User name: | v

 Method: HTTP basic authentication

— RFC2617

— User profile and password are encoded
(not encrypted) in the HTTP headers
and should be protected [

Password:

[ ] remember my password

OK H Cancel ]




Application Server Authentication
AUTHTYPE(*APPSVR)

* WebSphere handles authentication

» WebSphere credentials
— Typically a user ID and password
— Authenticated with the active WebSphere user registry

* iSeries Access for Web uses Enterprise Identity Mapping (EIM) to map the
authenticated WebSphere user identity to an i5/0OS user profile

— System i Access for Web identifies the user by the mapped i5/0S user profile

— i5/0OS user profile is used to authorize access to i5/0S resources using object
level security



Application Server Authentication

AUTHTYPE(*APPSVR)
(continued)
* iSeries Access for Web supports two P
methods of gathering credentials =
— HTTP basic authentication ft&f‘%

» User ID and password are encoded
(not encrypted) in the HTTP headers
and should be protected

— Form-based authentication User name: |ﬂ M

» User ID and password are clear text
and should be protected

Default Realm

- Password:

@ iSeries Access for Web - Mic
© File Edit Wiew Favorites To

[ ]Remember my password

» Specified by the AUTHMETHOD
parameter on the CFGACCWEB2
command

— HTTP basic authentication:
AUTHMETHOD(*BASIC)

iSeries Access for Web

[ OK l [ Cancel

Flease enter yvour WebSphere user information.

User I | |
— Form-based authentication: Password: | |
AUTHMETHOD(*FORM)

IBM iSeries Service 5.4.0.05-191.51230243

@ Dane ) Internet




Application Server Authentication
Required Configuration

« WebSphere with global security enabled and an active user registry to
authenticate users

* An EIM domain configuration for i5/0OS to enable mapping of WebSphere
user identities to i5/0S user profiles

» The EIM ldentity Token Connector (resource adapter) installed and
configured in WebSphere

— Used to request identity tokens (encrypted data strings that represent the
authenticated WebSphere user identity) which are input to EIM lookup
operations.




5250 Sessions Start Session

Server (7]

Server: ||' |

[~
L]

Porl

« 5250 sessions Code page:

can be started to orkstation 1D °
any system ® Specify workstation 1 ||
running i5/0S CHOp
General ()
* Must provide I:Ilmss *
user profile and SR AL
password on [ Start Session samon i

Subsystem . ... QINTER

i5/OS Sign On Display . . ...: QPADEVOODG
Screen Password ............ |:|

MU e ]

RELEASE: VO5RO3MO0
DRIVER: 2600722

USE OF THIS SYSTEM IS FOR IBM MANAGEMENT APPROVED PURPOSES ONLY.
USE IS SUBJECT TO AUDIT AT ANY TIME BY IBEM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980, 2003.
37 8,53




5250 Session
Bypass Signhon

Start Session

Server (7]
Server: |mv5v5tem.mv[]nmain.n:u:urn |
« QRMTSIGN system value must be Al |
*VERI FY Code page:
« Select bypass signon when starting or ngﬂﬂﬁ“" o e
. . . Use uszer ID
configuring a session

® Specify workstation ID |:|

[ Avoid duplicates for this user
[v] Avoid duplicates with other users

. . General (7]
Configure New Session e m
General 9
Session: |rnv5&55in:|n * required F Cisplay HTML data in fields
Default view:

Initial macro: | [1] I Start Session I

vaass signon ] )

[ Display HTML data in fields * iSeries Access for Web must be

[¥] Enable advanced lavaScript functions Conﬂgured for' Application
Server o Authentication in order for Bypass
Server: |mv5y5tern.myDu:urnain.u:Dm[ | S|gn0n to be ava”able

M et I"]".\

— CFGACCWEB2 AUTHTYPE(*APP) ...



5250 Session
Signon Macro

» Useful for V5R3 iSeries
Access for Web

(In V5R4, use Bypass
sign-on instead)

« Record a macro to sign
on

« Edit the macro

— Replace user profile
with [user]

— Replace password with
[password]

« Select as initial macro
when starting session

Macro: Signon

[cursor 6,53][erasefld][user])cursor ?,53][&raseﬂ@nter][wait][enter]
[wait] U

Server (7]
Server: |mv5y5tem.mv[!nmain.cnrn |
Port:

Code page:

Workstation ID (7]

{::' Usze uszer ID

® Specify workstation ID |:|

[ avaid duplicates for this user
[#] Avoid duplicates with other users

General (7]

] Bypazs =ignon
L] Display HTML data in figlds

I Start Session I




5250 Session
Signon Macro (continued)

» Select as initial macro when
configuring a session

* iSeries Access for Web must be Configure New Session
configured for Application cencral o
Authentication in order for Gession: |mySession | * required
[password] substitution in macros to Default view:
work Initial macro: | Eianan [v]

— CFGACCWEB2 AUTHTYPE(*APP) ... [ Bypass signn

H Display HTML data in fields

Enable advanced JavaScript functions

Server (7]
Server: |my5v5tem.my[!nmain.|:nm |
L R La ]



iSeries Access for Web Portlets

* How are things different?




Portal

 Portal provides a
single point of
personalized
interaction with
applications,
content, processes
and people

Integrate data and
applications from
various sources into

one user
experience

] IBM WebSphere Portal - Microsoft Internet Explorer

A=)

{ Fle Edit View Favorites Tools  Help

WebSphera J3ili]

. e | v s | s | I

My Page

Welcome to WebSphere Portal version 5.0

To rearrange portlets on this page, click the
Show tools icon. This action produces tools that
allow you to arrange and remove portlets. Click
Edit page to add new portlets or change page
layout.

To create a page. dick New page.

Bookmarks £ 7T =0

WebSphere Portal home

WebSphere Partal Zone

WebSphere Portal catalog

WebSphere Portal product decumentation
WebSphere Portal support

WebSphere Portal offerings

My Vertical Nevs £ 7T =0

Rain bogs down
& Philippines mudslide
search

US Marine Brigadier
General Mastin Robeson

(C] speaks to his men
after returning from the
landslide site at the

command ...
World News (includes photo)

» Rain bogs down Philippines mudslide search

b 51 million funneled to Chechen rebels

p Y5 archbishop cited in Vatican bank scandal
dies at 84

p Little hope |eft for 65 coal miners trapped in
Mexico

US News (includes photo)

p US Supreme Court rejoins abortion debate

b Legal issues challenge chemical exacutions

p US charges three vith plotting to attack US
forces in Irag

My Stocks

Tuesday, Febr

wIEM

w 5C0MPQ
wiDII
wi5PX

Data delayed & |

|
MarkerWtch ¢
Intraday da
Inter

My Weather

Tuesday, Febn

Ralei
Partly

Stu

tt
Partl‘_.M
(2]

a Internet




Portal Application

* i{Series Access for &7 1BM WebSphere Portal - Microsoft Internet Explorer mE x|

i Fle Edit view Favorites Tools Help ﬂ'

Web portlets WebSphers [T m My Portal - Edit my profile ¥ Log out

Integrate access to [T etcome [ty worc |y Fvancos |y toveroor I
I5/OS resou rceS In 4 5250 IFrame Portlats Files Print Database Command

iSeries Database Table i B
a Ortal Use edit mode to configure this function.
If edit made is not available, contact your system administrator.

environment (Beries SQL Query ZFEE

Use edit mode to configure this function.
If edit mode is not available, contact your system administrator.

iSeries Dynamic SQL S 7 = 0O

 Function is similar 5L ststement m—
to the servlet
application

iSeries SQL Reguests S 7 = 0

Create Request| (4 Refresh
£ ||

Showing O - 0 of O Page 1 of 1

Reguest Actions
Showing O - 0 of O Page 1 of 1

iSeries SQL Results - Viewer ? - 0O

Use the iSeries SQL Requests portlet to select 2 request to run.

&] 0 Internet




Portal Authentication

* Portal handles authentication

€] 1BM WebSphere Portal - Microsoft Internet Explorer M=%}
File Edit View Favorites Tools Help ’?,'

— g [e—————

Welcome, please enter your informatian.

* Portal credentials

— Authenticated with the active
user registry

User 1D

« Form-based authentication
— User ID and password are ]

clear text and should be
protected

Pleaze note: After some time of inactivity, the system will log you out automatically and ask you to log in
again.

» Use Portal interfaces to
control access to pages and
portlets &] Done ) Internet

| Log in | ‘ Cancel




iISeries Access for Web Portlet Authentication

« Setting to specify the hostname of
system for accessing i5/0S resources

— Default is the hostname of the system
where Portal is running

« Setting to specify the credential to use
when accessing i5/0S resources

— Used to authenticate to i5/0S

— i5/0S user profile and object level

security are used to authorize access to
i5/0OS resources

« Settings can be controlled by the
Portal administrator

iSeries File List
Edit Portlet Settings

E| Server

Server: |rn1,r51,r5tern.m1,rD|:|main.c|:|m |

[] Authentication

'D Use credential specific to this portlet window

Password: | |

O Use credential set with iSeries Credentials portlet

User:

Confirm password:

Credential: | myCredentials EI

O Use system shared credential set by administrator

Credential: ||:|E|:||n:n,rn'|ent.l-ce1,r5tn:|re EI

@' Use authenticated WebSphere credential



Authentication Options

» Use credentials specific to this portlet

— Spec|fy the i5/0OS user prof"e name () Use credential specific to this portlet window
and password User: |5tevej |

— Specific to this portlet window for this Password: [essenes |
user Confirm password: |uuu-l |

» Use credential set with iSeries Access
for Web Credentials portlet

— Select the name of a credential

) ) ) ] i . @UEE credential set with iSeries Credentials portlet
maintained with the iSeries Credentials

Credential: | myCredentials L‘:’J
portlet ——
— Credential contains an i5/0S user O use system slmySystem.myDomain.com [System]

profile name and password



Authentication Options (continueq)

 Credentials portlet lets users iSeries Credentials /7 -0
create and manage their own list  credentials Add, Edit and Dalets credentils
of credentials DK New credential | [ Refresh
—User created credentials are not Showing 1-20f2  Pagelof1  Jumpto pagei[1 | 0] |
available to other users Actions Name Description User Type
« Administrator can create system myCredentials My cradentials stevej User
credentials using the WebSphere mySystem.myDomain.com  mySystem.myDomain.com sjones System
Portal Credentials Vault Showing1-20f2 Pagelofl  Jumpto page:|t |
administration function ’
— System credentials are available STETERnoEcmzzac
to all users

—Each user sets their own i5/0S
user profile name and password

« Manage credential values in one

@UEE credential set with iSeries Credentials portlet

Credential: | myCredentials L‘:J
place :
myCredentials
{:}UEE system s[mySystem.myDomain.com [System]




Authentication Options (continueq)

] My Portal Edit my profile T Log out

« WebSphere Portal Credentials
Vault administration function Credential Vault

w Portal User Interface
|E| Add a vault segment create =

% Portlets |E| Manage vault segments  view c

|E| Add a vault slot

|E| Manage system vault slots vie

create a slot ir

Credential Vault

and Groups

Select Vault

Resource Permissions
Vault:

Create a vault slot

User and Group Permissions

Credential Vault

Mame: Vault resource associated with vault slot:

|m1,rE1,rstem.m1_.anmain.cnm | o
Vault segment: existing: | deployment.keystore Vl

|DeFau|MdminEegment vl new: |m1,r51,r5tem.m1,rDDmain.cnm |

Vault slot is shared:

Shared userid: Shared password: Confirm password:

Diescription:

|m1,r51,rstem.m1_.rDDmain.i:Dm |

Sat locale-specific descriptions

| OK | | Cancel |




Authentication Options (continueq)

{*:’} Use system shared credential set by adm

Credential: [ deployment keystors [¥] » Use system shared credential set by
deployment.keystare . w
administrator

) Use suthentiddeployment.truststore

deployment.user
MBI — Created and managed by administrator using
the WebSphere Portal Credentials Vault
Credential Vault administration function
Select Vault
— Common to all portal users

Vault: )
Default _
Create a vault slot

Name: Vault resource associated with vault slot:

O ir.
!‘u:nailtn:;:::::: | existing: | deployment. keystore [il
| DefaultddminSegment [il e ||'|'|1_|.I'DDI'I'IEiI'I.EDI'I'I |

Vault slot is shared:

Shared userid:
|qsecnfr |

Shared password: Confirm password:

Description:
|n'|1_.an:|n'|ain.1:n:|m |

Set locale-specific dascriptions

| oK | | Cancel |




Authentication Options (continueq)

« Use authenticated WebSphere credential

— Uses identity tokens and EIM to map the authenticated WebSphere user
identity to an i5/0S user profile

@' Use authenticated WebSphere cradential

* Requires:
— EIM domain configuration on each i5/0S where resources will be accessed
* Allin the same EIM domain

— EIM Identity Token Connector installed

» J2C connection factories configured with JNDI names eis/iwa_ldentityToken and
eis/ldentityToken

— EIM identifier target associations for each i5/0S that will be accessed



5250 Sessions in Portlets

* Bypass signon

— QRMTSIGN system value
must be *VERIFY

— Settings to enable bypass
signon and specify the
credential to use

* No macro support

iSeries 5250 Session N B |
Start Session

Server

Server: |x1515|:|4.rch|and.i|:|m.cu:um

Fort:
Code page:

|:| Display HTML data in fields

Woaorkstation ID
ll:} Use user ID

{3_} Specify workstation ID |:|

[] Avoid duplicates for this user
Avciid duplicates with other users

| Start Session

Bypass signon

D Enable bypass signon

'@} Use credential specific to this portlet window

|
Password: | |
|

{3' Use credential set with iSeries Credentials portlet

User:

Confirm password:

[l

Credential: | myCradentials

D Use systerm shared credential set by administrator

[l

Credential: | myDomain.com




Appendix




Let’s demonstrate how to
customize the Home page and Template




iIWAHome - Steps to customize

» To customize the pages:
1. Copy iSeries Access for Web .html/.css files.
Copy image files.
Customize policies to use .html files.
Update .html files.
Update cascading style sheet.
Verify with a browser.

® oA wN




Step 1 - Copy iSeries Access for Web .html/.css files

» iSeries Access for Web provides the source for the default pages

Home page for iWAHome servlet
Template for all other servlets
Cascading Style Sheet to control the styling of HTML elements

» These source files can be used as a starting point for customization.

» Copy the default file(s) supplied to a new location in the integrated file
system so they can be modified.

» Steps to copy the files:

1.
2.

3.

MKDIR DIR('/common_homepage')

CPY OBJ('/gibm/proddata/access/web2/html/en/homepage.html')
TOOBJ('/common_homepage/common_homepage.html')

CPY OBJ('/gibm/proddata/access/web2/html/en/webaccess.html')
TOOBJ('/common_homepage/common_template.html')

CPY OBJ('/gibm/proddata/access/web2/html/en/iwa_styles.css')
TOOBJ('/common_homepage/common_styles.css')

WRKLNK OBJ(‘'/common_homepage')
Option #9 to work with authorities

« Grant *PUBLIC *RWX

* Repeat for all subdirectories and files



iIWAHome — Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2




Step 2 - Locate and copy image files

Within the HTML source, images can be specified.
Locate an image (i.e. your company logo/banner) you can use.

The image file will need to reside in the same directory, or a directory
below, as the .html files that refer to them.

Locating the image files in some other location will require HTTP server
configuration updates.

Copy the file(s) to an images subdirectory in the integrated file system,
below the location of the .html source.

Steps to copy the files:

1.
2.

w

MKDIR DIR('/common_homepage/images')
Copy your image files to the /common_homepage/images directory.
« We are using common_banner.gif, iwa_navCorner.gif
WRKLNK OBJ('/common_homepage/images')
Option #9 to work with authorities
« Grant *PUBLIC *RWX
» Repeat for all subdirectories and files



iIWAHome — Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2




Step 3 - Customize policies to use .html files

iSeries Access for Web policies need to be changed to use the .html files.

This will allow you to verify the incremental changes to the .html source in the
following steps.

Customize policies for a test user profile to use the modified .html files.

Steps to set policies:

1.

|dentify a test i5/0S user profile you can use, or
CRTUSRPRF USRPRF(COMMONUSER) PASSWORD() USRCLS(*USER)

2. Open a browser to http://<system>/webaccess/iWAMain

3. Signon using an administrator level user profile.

4. Click the Customize tab.

5. Click the Policies link.

6. Specify your test user profile, we are using COMMONUSER.

7. Click Edit Policies.

8. Click the Action icon for the General category.

9. Type in the Home page HTML file: /common_homepage/common_homepage.html
10.Type in the Template HTML file: /common_homepage/common_template.html

11.Scroll down click Save.



Step 3 - Customize policies to use .html files

& Ppolicies |

=/o/ed

File Edit WView Go

Bookmarks Tools Help

v —
(ﬂ] - LL> - @ [ 3 ) @ http: ffmyiSeries.myCompany. com/webaccess,iWACustomizelist?action=select

55 for Web

_| My Folder
Print

Policies

Specify the profile vou want to edit.

Messages :6::> Profile: [COMMONUSER || Browse...

Jobs

5250
Database
Files
Command
Download
Customize

- Preferances
- Policies

= Settings

= Transfer configuration

Other

Related Links:

= iSeries Acces

= iSerie

= iSeries MNav

- iSeries Information
Centar

= iSeries Resource
Library

s for Web

Edit Policies | 7

User profiles
Worle with the user profiles you are authorized to customize.

Group profiles
Waork with the group profiles vou are authorized to customize.

Import policies
Import policies from a file into iSeries Access for Web.

Export policies
Export policies from iSeries Access for Web to a file.

Palicies help
iew help for working with policies.

iSeries Service

M@Go

5.4.0.05-191.5122130




Step 3 - Customize policies to use .html files

& Policies

File Edit View Go

Bookmarks Tools Help

@& - FO0D

iSeries Access for Web

- iSeries

- iSeries Navigator

- iSeries Information
Centar

- iSeries Resource
Library

http: /myiSeries. myComparny. comjwebaccess, i ACustomize?profile =COMMOMUSER|

Policies

B Profile: COMMONUSER
Print
Messages Action Category
Jobs 5250
5250 Command
Database Customize
Files Databasze
Command Database connections
Download Download
Customize Files
= Preferences
- Policies Ii:> fnebn:ral
= Settings .
= Transfer configuration Mail
= Messages

My Folder

Print
Related Links: Sametime
= iSeries A Other

View all policies
Wiew current policy settings for all categories.

View group membership

Copy policies

User: dib

Description
5250 user interface custom settings.

Run batch command custom =ettings.

Preference= and policy administration custom =settings.

Database tables, requests, and run SQL custom settings.

Create and edit database connection definitions.

Download packages custom =ettings.

Integrated file system and file share custom settings.

Page layout, language and character set custom settings.

Worls with jobs custom settings.

Send mail custom =settings.

Dizplay me==sages, send messages, and message queue custom settings.
My Folder custom =settings.

Printer autput, printers, printer shares and output queue custom =settings.
Lotus Sametime custom settings.

Change password and other miscellaneous custom settings.

Wiew current group membership for this uzer profile.

Access 9
Allowed

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed




Step 3 - Customize policies to use .html files

& Edit Policies

File Edit View Go

Bookmarks Tools Help

@560

iSeries Access for Web

1 My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

» Preferences
- Policies

= Settings

= Transfer configuration

Other

Related Links:
= iSarie

- iSaries A

- iSeries Navigator

- iSeries Information
Ceanter

- iSaries Resource
Library

s for Web

Edit Policies - General

Profile:

Policy
Home page HTML
file
Template HTML
file
Main page HTML
file
Home page
Template
MNawvigation

Related links

Mavigation bar
Display action
links a=s images

Default rows per
page

Default pages
per set
Freferred
language
Preferred
character set

FDF font
directories

Additional PDF
font

COMMONUSER

Derived From 9
Profile setting

Frofile setting
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

Uze

Use

Uze

Use
Use

Uze

Use

Uze

Uze

Uze

Action 9

current setting
current setting
current setting

current setting
current setting
current setting
current setting
current setting

current setting
current setting
current setting
current setting

current setting

current setting

hittp://myiseries.myCompany.com/webaccess W ACustomizeGeneral?profile =COMMONUSER|

User: dib

Setting

Allow [»]
Allow [i]
Allow [»]
Allow [»]
Show [w]
Yes [1]

Mone

0 EEEE EE E

Mane

a

|| Browse... |

L’cummnn_hu:urnEpage,l’c:u:urnmu:un_humepage.html || Bruﬁim
|,f|:|:|mmu:nn_hu:nmEpage;’common_template.htrnl || BruX:igﬁ

L’QIBM.-"Pru:udData.fAu:u:Ess.fWEbE.-"htmI.-"Dverview.htrl| Browse... |

O 90O O 00O OODODO0ODO O




iIWAHome — Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.
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Step 4 — Update .html files — add .css reference

» To override the default cascading style sheet, the .html files must be
updated to link to our copy (see Step 1).

» The cascading style sheet will be modified in a later step.
« Add the reference to the cascading style sheet file to both .html files

« Steps to add the reference:
1. Open a browser to http://<system>/webaccess/iWAHome
2. Signon using your test user profile, we are using COMMONUSER.
3. Open the following files with Wordpad
« /common_homepage/common_homepage.html
« /common_homepage/common_template.html
4. At the top of the file, add the following below %%STYLESHEET%%
* <LINK rel="stylesheet" type="text/css" href="common_styles.css">
5. Save the changes to the .html files.
6. Refresh the browser session. No visual changes should occur.




Step 4 — Update .html files — add .css reference

Fe

ia common_homepage. html - WordPad - E]Iﬁ!

Eile Edit Wiew Insert Format Help

D SR #4 @ B

<ldoctype html public "-//w3c//dtd html 4.0 transitional/ S en"> H
<HTML>

<HEARD>

<!'—— TRANSLATICON NCO-META-CHARSET —-3>

<METLA http—equiv="Content—-5Style-Tvpe" content="text/cszs">
<TITLE>33TITLES3<,/TITLE>
EFEFSTYLESHEETS:
=<LINK rel="=tylesheet" type="text/cz=s" href="common styles.css">
<LINE rel="Shortcut icon™ hIef="%%CONTEXT%%iHBImﬂges!imagesfiwa_favlcon.ico" type="image/x—icon™>
</HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidcth="0" marginheight="0">
< 1—— BEGIN HEADER ——>
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
<TR class="iwa—-bbg">

<TD class="iwa-—-masthead" width="100%">iSeries Access for Web</TD>

<TD class="iwa-masthead-userinfo™>

<TABLE class="iwa-userinfo”™ border="0" cellpadding="0" cell=spacing="0">
ﬁIR class="iwa—userinfo—area™:>

common_template. html - WordPad = = m

File Edit view Insert Format Help
DexEH &M@ M % B« By

<ldoctype html public "-//w3c/,/dtd html 4.0 transitional// en">
<HTHML>
<HEAD>
<!—— TRANSLATICN NO-META-CHARSET ——>»
<HMETA http—eqguiv="Content—S5tyle-Tvpe"™ content="text/css">
<TITLE>%XTITLEZ:</TITLE>
EFEFS5TYLESHEETSS
=LINK rel="stylesheet" type="text/cs=" href="common =styles.css'">
<LINK rel="Shortcut icon™ href="%%CONTEXT%%iWAImagesfimﬂgesfiwa_favIcon.ico" type="image/x—icon™>
< /HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">
<!1—— BEGIN HEADER ——>
<TABLE wWidtch="100%" bhorder="0" cellpadding="0" cellspacing="0">»
<TR class="iwa-bbg">
<TD class="iwamasthead" width="100%">iSeries Ahcce=ss for Web</TD>
«<TD class="iwa—-masthead-userinfo™:>
<TABLE class="iwa-userinfo"™ border="0" cellpadding="0" cellspacing="0">
«<TR class="iwa—userinfo-area™>
<TD clasz="iwa—userinfo-corner™ rowspan="2" width="17"><h href="#fmain"><IMG src="%%CDNTEXI%%iWAImagEv

T m ] (2]

For Help, press F

For Help, press Fi




Step 4 — Update .html files — add header image
To display your company’s logo/image, the .html files must be updated to link in a
different image file.

» The default masthead (header) reference needs to be removed.
* The new logo/image reference needs to be added.

« Steps to add the reference:
1. Open the following files with Wordpad
« /common_homepage/common_homepage.html
« /common_homepage/common_template.html

2. Near the top of the file, locate the following lines:
+ <!--BEGIN HEADER -->
+ <TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
+ <TR class="iwa-bbg">
* <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD>
3. Remove this line
+ <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD>

4. Add these or similar lines to replace the masthead (header)

* <TD class="iwa-masthead" width="100%"><IMG src="images/common_banner.gif" alt="COMMON
Spring 2006 Conference &amp; Expo, March 26-30, 2006, Minneapolis, Minnesota" border="0"
width="468" height="60"></TD>

+  <TD><A href="#main"><IMG src="%%CONTEXT%%iWAImages/en/images/iwa_c.gif" alt="Skip to
main content" border="0" width="17" height="1"></A></TD>

5. Save the changes.



Step 4 — Update .html files — add header image

common_template.html - WordPad u@

File Edit View Insert Format Help
el S& #4 & B« &

<ldoctype html public "-//w3c//dtd html 4.0 transitional//en">
<HTML:
<HEAD>
<!—— TRANSLATICN NCO-META-CHARSET —-»
<META http-eguiv="Content-Styvle-Tyvpe" content="text/cas">
<TITLE>3%TITLEZ%</TITLE>
%%IS5TYLESHEET:S
<LINK rel="stylesheet" type="text/css" href="common styles.css">
<LINE rel="Shortcut icon" href="%%CDNTEXT%%iWAImagesfimﬂges!iwa_favlcon.ico" type="image,/x-icon">
< /HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0":>
«!-— BEGIN HEADER —-X»
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">»
<TR class="iwa-bbg">

L D=l aaall v = fal— =] I e el L B T B 0 O] = i oo T\ —E-r- —~ =l [ —_

<!doct

<HTML> - )
«TD clazz="iwa-masthead" width="100%"><IMG src="images/common banner.gif" alt="COMMON Spring 2006 Conferer

<TD><h href="fmain"><IMG sIc="%%CDNTEXT%%iWAImagesfen!imﬂgesfzwa_c.gif" alt="Skip to main content™ border=
<TID class="iwa-masthead-userinfo™>
<TARBLE class="iwa-userinfo™ border="0" cellpadding="0" cellspacing="0">> bd

P T, R G — P | 7%

I ] Ll]
<LIHR_rﬂFmFEm;WEHF1

{LINK Feili— ool ol Lls AILT LT TReWALLAALTTANALINLGUT S Lluauso ) J.WI:I._J.I:I.'\:'J.\.;UJJ.-J.L‘-U LYRETT LlUGgT) AT LUl S
</HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">
«<1—-— BEGIN HEADER -->
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0":>
<TE class="iwa-bbg">

P - [ mlogoa=T masthoa AN It ONa e S nn T e o = ks L ——

<TD class="iwa-masthead"” width="1003%"><IMG src="imagesfcommﬂn_banner.gif" alc="CCOMMON Spring 2006 Conferer
<ID><A href="#main"><IMG src="%3CONIEXT%%iWAImages/en/images/iwa c.gif" alt="5Skip to main content" borders
<TD class="iwa-masthead-userinfo">

<TLRELE class="iwa-userinfo" border="0" cellpadding="0" cellspacing="0"> bd

<TR rlass="Tima—naserinfrn—area

1 | (2]

||F0r Help, press F1




Step 4 — Update .html files — add header image

‘@ Homepage g|

File Edit Wiew Favorites Tools

Q- O [H[R¢

| ) search ‘gf:( Favorites el\‘ledia @ frq{v :_;, B _J 'ﬁ

: Address | hth::ﬂmyiSeries.m\;CompanK /IZaccessﬂ'L"MHome| Ill Go
=] =
P -Ilg 2006 fﬁ I User: commonusar
Conference & 'Expo
: to iISeries Access for Web
—1 My Folder
Print
M — C# City information
bs C* Movies
1T B+ Maye Clinic =
3250
Database Rochester weather
Files
! Getting Started
Command . .
My Information My View Related Products
Download . . . R i R L
- My Folder - See Customizing iSeries Access for - WebSphere Application Server for E* SkyCam
Customize » Erinter output Web to find out how to customize iSeries )
Oth » Display messages the behavior and look n_f iSeries . 'u'-.'n_aI:SDher_e Dn_a'-;elcpment Studio Rochest
=r » Start a 5250 session Access for Web. Also, find out how Client for iSeries ae =rn - : |
» Database requests to create your own home page! » WebSphere Development Studio E* Post-Bullatin online
- Browse files for iSeries G KTTC

+ Preferences
Related Links:

iSarias Acc Talephone directory

for Web

iSarias A E* Find = person
iSeries Navigator A new generation of software that enables you to access your iSeries server information and rescurces through a web | B Find = business
iSeries Informaticn browser!

Centar

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

15/0% administrators are looking for ways to streamline management of user access to information in the enterprize
through centrally contrelled administration built arcund i15/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/03 operating environment can easily and
productively work with its database and other resources.

Key Capabilities [1]

iSeries Resource
Library

&1 =, ) Internet




Step 4 — Update .html files — remove footer

» A footer exists at the bottom of the web page.
» We are going to remove that footer to simplify the look of the page.

* Locate the comments BEGIN FOOTER — END FOOTER and remove the lines
between them.

« Steps to remove the footer:
1. Open the following files with Wordpad
« /common_homepage/common_homepage.html
« /common_homepage/common_template.html

2. At the bottom of the file, locate the following lines:
<l- BEGIN FOOTER -->
<l- END FOOTER -->

Remove all lines between the BEGIN-END comments.

Save the changes.

Close the Wordpad windows.

Refresh the browser. Scroll down, the footer not be displayed.

2L



Step 4 — Update .html files — remove footer

common_template.html - WordPad u@

File Edit View Insert Format Help

e S& # - @B B

<!-— BEGIN FOOTER —-> [
<l

¥

common_ho

File Edit View Ifert
=
<!—— BEGIN W
<l--

<TD—4ll £ 111 ]
al

uuuuuuu PR e e e e o ke ot e e S M AR e o F M daRt e ot f e e A

|

.f’.l"'T'H'I:!T o

— < Th

= 5 i

-
<!-— END FOCTER —->

< 1 | (2]

|Fnr Help, press F1
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Step 4 — Update .html files — remove footer

After

[#] Homepage =
File Edit Wew Favorites Tools Help

eﬁack - J B @ /h () search ‘?A{Favnrltes eMed\a @ E_% “ﬁ E |_.J

Address | http://myiSeries.myCompany . com/webaccess i AHome|

of platferms, and want no special client code that has te be installed and maintained on their desktop. [1]
Easy Administration
i5/05 administrators are looking for ways to streamline management of user accese to information in the enterprise
e O re through centrally controlled administration built around i5/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, o those not familiar with i5/05 cperating environment can easily and
productively work with its database and other resources.

l@ Homepage Key Capabilities o . .
Fle Edt View Favorites Tools Help iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a

browser and provides a user-centric, web-bazed view of iSeries server information and resources. It provides lkey
A i -
e Back ~ [ =] @ @ \{;j p Search \?‘/‘\? Favarites e Media @ Et

capabilities, such as:
Address | http:/fmyiSeries.myCompany . com /webaccess,iWAHome

#» Browser access to existing 5250 applications without requiring code changes

Easy access to DB2(R) Universal Databaze(TM) (UDB) for iSeries information through stored SQL requests
A simple interface to work with information in the Integrated File System, including file download and view
capabilities

The ability to display and manage iSeries server printers and printer output

Configuration options to provide a fully customizable view, for individual users or groups of users, when

Easy Administration

i5/05 administrators are looking for ways to streamline manag
through centrally controlled administration built around i5/05 u
customize a user's view of the iSeries zerver, =o those not fam connecting to the iSeries server

productively work with its database and other resources. & The ability to bookmark commoenly used tasks and to place links to iSeries Access for Web URLs on user-
Key Capabilities created pages

iSeries Access for Web, a new member of the iSeries Access fa Mo client code to install and manage

browser and provides a user-centric, web-bazed view of iSerie i5/05 resource access validated using cbject lewvel security

capabilities, such as: Use of industry standard protocols such as HTTF and HTTFS

Easy management of firewall considerations since there is no reliance on proprietary TCP/IP ports and
protocols

Browser access to existing 5250 applications without req
Easy access to DB2(R) Universzal Databaze(TM) (UDB) f
A simple interface to work with information in the Integr]
capabilities

The ability to display and manage iSeries server printer
Configuration options to provide a fully customizable vig]
connecting to the iSeries server

Learn More
You can learn more at the |Series Access for Web homepage.

» The ability to bookmark commonly used tasks and to pl This web page is an example of how to integrate parts of iSeries Access for Web into your own homepage. In this
created pages example, the left navigation bar has iSeries Access for Web links. The right navigation bar, of course, has links to

* No client code to install and manage information about Rochester, MN, where iSeries Access for Web was designed and developed. You can copy the

* i5/0S resource access validated using object level secu source of this page and use it as a starting point for your own home page.

* Use of industry standard protocols such as HTTP and HT] ¥ou can also customize iSeries Access for Web through templates, style sheets, and user profile settings. For

#« Easy management of firewall considerations since there

example, you can customize what columns are displayed in lists, what actions can be taken, what functions appear in

protocols the navigation bar, and other settings.
See iSeries Access for Web for additional infermation about customizatien. This document can be found in the 1EM
Learn More eServer iSeries Information Center under Connecting to iSeries.
You can learn more at the [Series Access for Web homepage. Learn More
You can find more information and examples at the iSeries Access for Web homepage. e
This web page is an example of how to integrate parts of \Serie@ Dane % # Internet

example, the left navigation bar has iSeries Access for Web link
information about Rochester, MN, where iSeries Access for Web was deslgned and develnped You :an copy the
source of this page and use it as a starting point for your own home page.

*fou can also customize iSeries Access for Web through templates, style sheets, and user profile settings. For
example, you can custemize what columns are displayed in lists, what actions can be taken, what functions appear in
the navigation bar, and other =settings.

See iSeries Access for Web for additienal information about customization. This document can be found in the 1EM
eServer iSeries Information Center under Connecting to iSeries.

Learn More

You can find more information and examples at the iSeries Access for Web homepage.

@ %  Internet




iIWAHome — Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2




Step 5 — Update cascading style sheet

iSeries Access for Web uses cascading style sheets (CSS) to control certain
aspects of the appearance of web page content.

For CSS information:
www.w3.0rg/Style/CSS/
www.w3.org/Style/LieBos2e/enter/

The default style sheet controls the look of the page header, footer, navigation bar,

and page content.

Style sheets can be used to customize the home page and page template.

Step 1 copied the shipped style sheet to
/common_homepage/common_styles.css

Step 4 updated the .html files to use our copy
/common_homepage/common_styles.css

Steps to update the .css:
1. Open the following file with Wordpad
« /common_homepage/common_styles.css
2. Update various styles.
3. Save the changes.
4. Refresh the browser. Verify various areas of the screen were updated.



Step 5 — Update cascading style sheet

common_homepage. html - WordPad

File Edit View Insert Format Help

<ldoctype html public "-//w3c//dtd html 4.0 transitional//en"»

<HTML>
<HERD>

«1—— TRAWNSLATION NO-META-CHARSET -->

<META http-eguiv="Content-5tvle-Tvpe" content="text/csz">
<TITLE>%3TITLE%%</TITLE>

$$S5TYLESHEET%%
<LINE rel="stylesheet" type="text/css" href="common styles.css">

<LINE rel="Shortcut icon" href="33%CONTEXT%%iWAImages/images/iwa favIcon.ico" type="image/x—icon"»
< /HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">

«<1-— BEGIN HEADER -—->
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">

<TE class="iwa-bbg">
<!-— <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD> -
<TD class="iwa-masthead" width="100%"><IMGE SIc="imﬂgesfc0mmﬂn_banner.gif" alt="COoOMMON Spring 2006 Confere:
<TDy»<A href="#main"><IMG src="%3CONTEXT3%%iWAImages/en/images/iwa c.gif" alt="5kip to main content” border=

<TD class="iwa-masthead-userinfo™»
<TABLE classz="iwa-userinfo™ border="0" cellpadding="0" cellspacing="0"»

<TR class="iwa-userinfo-area">
<TD class="iwa-userinfo-corner" rowspan="2" width="17"><A href="#main"><IMG src="%3CONTEXT%%iWAImags

(2]

<ID>
Iil ]

DEeE £ # =B B

(]

||Fnr Help, press F1




Step 5 — Update cascading style sheet

Original navigation bar settings Changed navigation bar settings

i 1
common_styles.css - WordPad == m common_styles.css - WordPad = |IE H
File Edit Yiew Insert Format Help File Edit Yiew Insert Format Help
DEeE S M L =@ B Ded S& 4 2@ B
] )
TD.iwa-nav-folder, TD.iwa—-nav-folder,
TD.iwa-nawv, TD.iwa—-nawv,
TD.iwa—-nav—-open, TD.iwa-nav-open,
TR.iwa-nav-child TD, TR.iwa-nav-child TD,
TR.iwa—-nav-last TR.iwa-nav-last
{ {
background-color: #c8d7e3; background-color: #FFE:LEIE|; <:|
vertical-align: top: wvertical-align: top;
H H
= =
TH.iwa-nav-overview TH.iwa-nav-overview
{ {
background-color: #98blc4; background-color: #9D1813; <:|
H H

< j (2] < m (2]

||Fcr Help, press F1 ||Fcr Help, press F1




Step 5 — Update cascading style sheet

|@ Homepage

BE)

Ele Edt View Favorites Tools Help [7

@Back @ \_) B @ J_h /_jsaan:h ‘?:1:( Favorites eMed\a @ [‘:j{‘ :_\; D _J g

Address |

BEE

5

1 My Folder
Print
Messages

Jobs

Database
Files
‘Command
Download
Customize

Other

Related Links:

iSeri for Web

iSeries
iSeries Navigator
iSaries Infarmation
Center

iSaries Resource
Library

http://myiSeries.myCompany . com/webaccess i AHome|

Spring 2006
Conference & 'Expo

elcome to iSeries Access for Web

|@ Homepage

File Edit Wiew Favorites | Tools Help
< Q- O W B G P o @ @ 2- 2310 B

: Address ‘ http: ffmyiSeries.myCompany.comfwebaccess/fivyAHome

ulil}:ij

MG:}

Getting Started

My Information My View
I My Folder

| Printer output

I Display messages

| Start a 5250 session

 Database reguests to create your own [
- Browse files ! My Folder

- Preferences

Spring 2006
Conference & Expo

+ See Customizing i

My Home Page

elcome to iSeries Access for Web

Print
G+ City information

Messages
B+ Movi

. Jobs . =
& new generation of software that enables you to access you G+ Mayo Clinic =
browser! 5250
Browser Access to iSeries Server Information Database _ Rochester weather
The Internet mowvement has taken over, and businesses are .
business. Since most desktop operating systems come with w Files Getting Started :
business-critical 15/05 information and resources through the| command
be Internet-friendly. Users also are looking for hassle-free a B T My Information My View Related Products
of platfoerms, and want no special client code that has to be jf) Yownioa . My Folder . See Customizing iSeries Access for Nebs ” = Ser C* SkyCam

Easy Administration Customize
i5/0S administrators are locking for ways to streamline mand qipar
through centrally controlled administration built around i5/05
customize a user's view of the iSeries server, so those not fa
productively work with its database and other resources.

- Printer output Web to find out how to customize
- Display messages the behavior and look of iSeries * We
- Start & 5250 session Access for Web. Also, find out how Client for iSeri

- Datsbase reqguests to create your own home page! NebSphere Development Studio
- Browse files for iSeries GFKTTC
- Preferences

Rochester news

CE* Post-Bulletin online —

Key Capabilities Related Links =
iSeries or Web Telephone directory
e C*Find & person
iSeries Navigator A new generation of software that enables you to access your iSeries server information and resources through a web |5 Find = business
iSeries Information browser!
Center

Browser Access to iSeries Server Information

The Internet mowvement has taken over, and businesses are quickly moving to embrace new technelegies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/0S administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

Key Capabilities [_]

iSeries Resource
Library

@ Done ‘% # Internet




Step 5 — Update cascading style sheet

/€] Homepage
File Edit Wiew Faworites Tools Help

@Back - \_J @ @ :h pSearch {?Fauorit&s eMedia @ Ezrzv .,; J ﬁ

: Address | http: /fmyiSeries. myCompany. com/webaccess/ i AHorne] M €2

User: commonuser
Spring 2006
Conference & 'Expo
My H P; 1 1
Sl 2 Welcome to iSeries Access for Web
1 My Folder
Getting Started
Messages My Information My View Related Products B City information
L. . . . . G+ Movies
Jobs * My Folder + See Customizing iSeries Access for + WebSphere Application Server for - o .
- Printer output web to find out how to customize iSeries Mayo Clinic
. - Display messages the behavior and look of iSeries - WebSphere Development Studio =
Database = Start a 5250 session Access for Web. Also, find out how Client for iSeries Rochester weather
- Database reguests to create your own home page! - WebSphere Development Studio
Files - Browse files for iSeries _—
Command + Preferences —
Download
What is iSeries Access for Web B+ SkyCam
Customize X . . . .
A new generation of software that enables you to access your iSeries server information and resources through a web
Other browser! Rochester news
Browser Access to iSeries Server Information B+ Post-Bulletin online
The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through e- B KTTC
i business. Since most desktop operating systems come with web browsers, users want an easy way to work with their |
Rflat?d Links: business-critical i5/05 information and resources through the simple browser user interface that has been designed to e —
- iSeries Access for Web be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety ]
- iSaries Access of platforms, and want no special client code that has to be installed and maintained on their desktop. B*Find = persen
- iSeries Mavigator Easy Administration G+ Find a business
. ige"ites Infarmaticn i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
—en e_r - through centrally controlled administration built arcund i5/05 user profiles. Additionally, administrators want to
) :_S.E”Ef LE===TTas customize a user's view of the iSeries server, so those not familiar with i15/05 operating envircnment can easily and
farary productively work with its database and other resources.
Key Capabilities
iSeries Access for Web, a new member of the 1Series Access family of products, provides software that runs in a
browser and provides a user-centric, web-based wiew of iSeries server information and rescurces. It provides key
capabilities, such as:
e Browser access to existing 5250 applications without requiring code changes
& Easy access to DB2(R) Universal Database(TM) (UDEB) for iSeries information through stored SQL requests
& A zimple interface to work with information in the Integrated File System, including file download and view
capabilities [ﬂ

@ % ) Internet




System i & WebSphere Resources & Deliverables

iSeries Information Center
http://lwww.ibm.com/iseries/infocenter

iSeries site
www.iseries.ibm.com/

iSeries WebSphere Application Server
http://www-1.ibm.com/servers/eserverl/iseries/software/websphere/wsappserver/

PartnerWorld for Developers, iSeries & WebSphere
http://lwww.iseries.ibm.com/developer/websphere/

IBM eServer Solutions
http://www-1.ibm.com/servers/eserverliseries/solutions/

iSeries e-business Solutions
http://www-1.ibm.com/servers/eserver/iseries/ebusiness/

iSeries B2B Solutions
http://www-1.ibm.com/servers/eserver/iseries/btob/

Connect for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/btob/connect/v11high.html|

WebSphere Commerce Suite for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/ebusiness/wcs51.html

iSeries and e-commerce
http://lwww-1.ibm.com/servers/eserverl/iseries/ebusiness/ecommerce.htm

iSeries HTTP Server
http://lwww-1.ibm.com/servers/eserverliseries/software/http/index.html

WebSphere Development Studio for iSeries
http://www-3.ibm.com/software/ad/wds400/

iSeries and WebSphere References
http://www.as400.ibm.com/developer/java/solutions/jjem.html
http://www2.software.ibm.com/casestudies/swcsweb.nsf/platform

iSeries Solution Finder
http://www.iseries.ibm.com/btobpartner/

iSeries & Domino
http://www-1.ibm.com/servers/eserver/iseries/domino/

Dedicated Server for Domino
http://www-1.ibm.com/servers/eserver/iseries/domino/dsd.htm

Workload Estimator for iSeries, WAS, WCS & Domino, HTTP Server, Java, etc.
http://as400service.ibm.com/estimator/

iSeries Custom Technology Center
http://www-1.ibm.com/servers/eserver/iseries/servicel/ctc/

iSeries Technical Support
http://as400service.ibm.com/

iSeries Technical Studio
http://www.as400.ibm.com/tstudio/

1st Install for iSeries & WebSphere Application Server
http://www.iseries.ibm.com/developer/websphere/assistance.html

iSeries ToolsNet (Tools & Middleware)
http://www.iseries.ibm.com/developer/tools/

iSeries & Services Network
http://as400service.ibm.com/supporthome.nsf/document/19251245

iSeries e-business Handbook (SG24-5694-01)
http://www.redbooks.ibm.com/abstracts/sg245694.html




System i & WebSphere Resources & Deliverables

WebSphere Commerce Suite With Back-End Order Mgmt.
http://ibm.com/redbooks

iSeries Technology Center
http://lwww.iseries.ibm.com/servicelitc/ebiz.htm

iSeries University
http://lwww-3.ibm.com/services/learning/community/as400/

WebSphere Application Server Overview
http://www-4.ibm.com/software/webservers/appserv/

iSeries & WebSphere Documentation

Redbooks & Red Pieces
Form Numbers/Web Sites

Building iSeries Applications for WebSphere Advanced Edition
Building Java Applications for the iSeries with VisualAge for Java
Integrating WCS with Domino Back-End Applications
http:/libm.com/redbooks (search for REDP0141)

Java & WebSphere Performance on iSeries

S$G24-5691
S$G24-6245

http://publib-b.boulder.ibm.com/Redbooks.nsf/RedpieceAbstracts/sg246256.htmI?Open

iSeries Application Development Directions white paper is now available
http://www.iseries.ibm.com/developer/tools/documents/addir/index.html
Connect for iSeries with WebSphere Commerce Suite Red Paper
http://lwww.redbooks.ibm.com/redpapers/pdfs/redp0127.pdf

Tools for Application Reface and Redesign
http://www.as400.ibm.com/developer/comm/pidtechpapers.htmi?Tools
Introduction to Enterprise JavaBeans for AS/400
Web enabling AS/400 Applications with WebSphere Studio
Building AS/400 Applications with WebSphere Standard Edition 2.0
Building AS/400 C/S Apps with Java
Building AS/400 Internet-based applications with Java

$G24-2152-02
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