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Try out System | Access for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/IWAHome (case sensitive)

This shows the basic look of Access for Web as
User ID = WUSER we ship it. You can try various functions --
including working with printer output, creating
database requests, etc. Click on the 5250 tab,
sign onto the i5/0S, then start an RPG application
called BOATS and run it.

Password = DEMO2PWD

This is an example of how a customer might

User ID = BOATADMIN design a web page for their use. You will see that
an end user could start the same BOATS
application by clicking on the 5250 session -- or
they could have used WebFacing to run the
application. You will also see other links that
would let a user work with spoolfile information,
work with IFS, run database requests, etc..
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— Whatis it

Security considerations in the web environment relative to System i Access for Web
» System i Access for Web overview

— The environment it runs in
* Environment security
— SSL and VPN

« Authentication security options

— How does the user authenticate to System i Access for Web?
— How does System i Access for Web authenticate with i5/0S?

— System i Access for Web in a WebSphere Single Signon (SSO) environment
— Special considerations for 5250 and database

System i Access for Web and Portal

— How are things different?

System i Access for Web runtime (usage) security
— Use of policies

— Custom homepage/template
Additional information

— Websites

— Application Server Authentication: WebSphere Global Security
— Application Server Authentication: EIM domain configuration

— Application Server Authentication: EIM Identity Token Connector
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What is System | Access for Web?

End users can leverage business information, applications, and
resources across an enterprise by extending 5/0OS resources to
the client desktop through a web browser

V5R3/V5R4 i5/0S

* Provides a web-based view of N
1I5/0S applications and resources ,"_._:_ -Windows
through a browser L= a .
B *Linux
 Runs on i5/0S Mozilla ~ +Macintosh

* Requires no software be installed "UNIX.... o
on the client other than a browser iy
* Provides two offerings: —
~ Firefox

» Web application

b | icat Netscape - =~
@T‘%‘: ;:_..Lu__iﬁ) ,..—E;Hl»-:,
R — EEEsTu
Opera
Internet
Note: Web application and portal application have different levels of functionality. Explorer
i Want an © 2006 IBM Corporation
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System | Access for Web Environment

N .
“iee HTTP Access TN5250,
*;-‘:jHTTPS for Web sockets

Web Browser

HTTP Web Application

I5/0S host servers
web server Server

5250 applications
Database

| want an .
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Environment security

« SSL and VPN
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sockets
I5/0S host server ports
telnet port

'y

System i Access for Web

* Between users and HTTP Server
— Secure Socket Layer (SSL)
— Virtual Private Networking (VPN)
— Firewalls
* Between System i Access for Web and i5/0S
— VPN
— Firewalls
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Secure Sockets Layer
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» Used for data confidentiality between Web browser and HTTP server
— Digital certificates used to determine trust relationships

— Point to Point encryption for all data (PC App to Server App)
— Part of the standard HTTPS protocol

— See the “Configure WebSphere Security” topic

» See Info Center for specific details on Configuration and Setup.
* Levels of SSL

— TLSv1, SSLv3 recommended, use 128-bit or higher
SE25734)

— SSLv2 should not be used anymore. Disable in clients and server (APAR
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Virtual Private Networking
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» Used for data confidentiality between Web browser and HTTP server

— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

— See the “Virtual Private Networking” topic
* Redbooks

» See Info Center for specific details on Configuration and Setup.

— IBM System i Security Guide for IBM i5/0S Version 5 Release 4 (SG24-6668-01)
— 0OS/400 V5R2 Virtual Private Networks (REDP-0153-01)
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Authentication security options

* How does the user authenticate to System i Access for Web?
* How does System i Access for Web authenticate with i5/0S?

« System | Access for Web in a WebSphere Single Signon (SSO)
environment

« Special considerations for 5250 and database

i want an . © 2006 IBM Corporation
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Authentication
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* Authentication is verifying the identity of the user
» System | Access for Web supports two types of authentication

— Application

« System i Access for Web handles the authentication
— Application Server
* WebSphere Application Server handles the authentication

» Specified by the AUTHTYPE parameter on the CFGACCWEB2 command

— Application: AUTHTYPE(*APP)

— Application Server: AUTHTYPE(*APPSVR)
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Authorization

» Authorization is « System i Access for Web uses the i5/0S user
verifying that profile and object level security to authorize
authenticated users access to i5/0S resources
have permission to
access requested
resources

« System i Access for Web provides application
level control of access to functions through
policies

— Policies can be administered at the i5/0S user and

: Policies _

= o group profile levels

Print Frofile: JHANSEN

Messages

Jobs Action Category Description Access @

5250 5250 5250 user interface custom settings. Allowed

Database Command Run batch command custom settings. Allowed

Files Customize Preferences and policy administration custom settings. Allowed

Command Database Database tables, requests, and run SQL custom settings. Allowed

Download Database connections  Create and edit database connection definitions. Allowed

B Download Download packages custom settings. Allowed

o [FT=zr=nE == Files Integrated file system and file share custom settings. Allowed

’ leiE_iEE General Page layout, language and character set custom settings. Allowed

i:::::r configuration Jobs Work with jobs custom settings. Allowed

T Mail Send mail custom settings. Allowed
[#1 Messaoes Disolav messaoces. send messaoes. and messaoe gueue custom settinos.  Allowed

i want an . © 2006 IBM Corporation
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Application Authentication

» System i Access for Web handles

authentication
* 15/0OS user profile and password
— Hostname specified by the TGTSVR 'ﬁaﬁ
parameter on the CFGACCWEB2
command
mySystem.myDomain.com
 Method: HTTP basic authentication s |ﬁ| M
Password:

— RFC2617

— User profile and password are encoded
(not encrypted) in the HTTP headers
and should be protected

[ |Remember my password

[ oK H Cancel ]
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Application Server Authentication

* WebSphere handles authentication

* WebSphere credentials

— Typically a user ID and password

— Authenticated with the active WebSphere user registry

« System i1 Access for Web uses Enterprise Identity Mapping (EIM) to map
the authenticated WebSphere user identity to an i15/0S user profile

— System i Access for Web identifies the user by the mapped i5/0S user profile
level security

— 15/0S user profile is used to authorize access to i5/0OS resources using object

i want an . © 2006 IBM Corporation
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Application Server Authentication (ontinued)

» System i Access for Web supports T
two methods of gathering credentials =
— HTTP basic authentication E”t \
* User ID and password are encoded ?-"I v
(not encrypted) in the HTTP headers
and should be protected Default Realm
— Form-based authentication Ty I v]
* User ID and password are clear text .
and should be protected - s .
#]iSeries Access for Web - Micr [JRemember my password
v e © File Edit i Favorites  Ti
- Specified by the AUTHMETHOD E———
parameter on the CFGACCWEB2 ISeries Access for Web [ ok [ cone
command
— HTTP baSiC authentication: Flease enter yvour WebSphere user information.
AUTHMETHOD((*BASIC)
— Form-based authentication: User ID: | |
AUTHMETHOD(*FORM) Password: | |

IBM iSeries Sarvice 5.4.0.05-191.5123024

@ Dane P Internet
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Application Server Authentication
Required Configuration

* WebSphere with global security enabled and an active user registry to
authenticate users

* An EIM domain configuration for i5/0OS to enable mapping of WebSphere
user identities to i5/0S user profiles
* The EIM ldentity Token Connector (resource adapter) installed and
configured in WebSphere

— Used to request identity tokens (encrypted data strings that represent the
authenticated WebSphere user identity) which are input to EIM lookup
operations.

* Note: See Additional Information charts at the end of this presentation for
more information on the above required configuration.
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Application Server Authentication
Configure System | Access for Web

» Configure System i Access for Web
— CFGACCWEB2

-

@ iSeries Access for Web - Microsoft Internet Ex;
. File Edit View Favorites Tools Help
AUTHTYPE(*APPSVR)
AUTHMETHOD(*FORM) ... ISeries Access for Web
Flease enter your WebSphere user information.
User ID: |sjones |
Password: |ssssses| |
€] iSeries Access for Web - Microsoft Internet Explorer
. Flle Edit View Favorites Tools Help
Ioeries Access for Web

User: STEVE] !

System: mySystem.myDomain.com

_| My Folder

Welcome to 1Series Access for Web
Print

Maccanac A n C* City
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Application Server Authentication
WebSphere Single Signon (SSO)

* Allows users to authenticate one time when

— Accessing WebSphere resources and Lotus Domino resources

— Accessing resources in multiple WebSphere Application Server domains

* Requirements for WebSphere SSO
— Use the same user registry

— Set the domain name service (DNS) domain
— Share the LTPA keys (export/import)

* Refer to the WebSphere Information Center for details
— Search for “single signon”

« System i Access for Web Information Center contains a example of
setting up the WebSphere SSO environment.
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Application Server Authentication
WEbSphere SSO (continued)

» Enable SSO

Global security = LTPA

» Specify DNS domain

| Generate Keys Kr Import keys | | Export Keys ‘D

® Share LT PA keys el L ] Additional Properties
+ passvord

Trukst asscciaticon

* Confirm password

Authentication
Bl Authenticatign Global security > Single signon (S50)
mechanisms General Properties

¥ Enabled
Resources Authentitatin:-n r Requires 55L
g ; protocol ocmain name
untf myDomain.com

bl JAAS
Glebal security : ;
Configuration ] Interoperability Mode
S5L
MV web inbound sacurity attribute propagation
Environment
Fl Sustam administration [ Apply | | Reaet| | Cancel |
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5250 SeSSIOHS Start Session

Server ” | e

_ Pyt .

* 5250 sessions Cote pages |27 [+]
can be started to Workstation ID G

O Use user ID
any SyStem ® Specify workstation ID |:|

O aveid duplicates for this user

ru n nlng I5/OS [¥] &void duplicates with other users

General (7]
Initial macro: M

bt MUSt prOVIde |:|Ewpass signon
user proﬁle and [ oisplay HTML data in fislds
password on [ start Session | System ...
Subsystem . ... QINTER

|5/OS S|gn On Display . . .. .: QFADEV0O006
Screen Password . .....ovuuan

e S ]

RELEASE: VO5R03MO0D
DRIVER: 2500722

USE OF THIS SYSTEM IS FOR IBM MAMAGEMENT APPROVED PURPOSES ONLY.
USE I35 SUBIECT TO AUDIT AT ANY TIME BY IBM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980, 2003.
37 6,53
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5250 Session Start Session
Bypass Sighon

Server 9
Server: |my5v5tern.rnanmain.:Dm |
* QRMTSIGN system value must be Port: |
*VERIFY Caode page:
» Select bypass signon when starting or "“{;"‘ﬂa““" 1D e
. . . Use user IO
configuring a session

® Specify workstation ID |:|
[ Aveid duplicates for this user
[¥] Avoid duplicates with other users

Configure New Session

General [
Initial macro: | M
7 .
General 9 vaass signon
Session: |mv5&55iu:un * required

Default view:

Initial macro: |

[1] I Start Session
Bypass =ignon

] Display HTML data in fields

L Display HTML data in fields

» System i Access for Web must be
[“] Enable advanced JavaScript functions configured for application authentication
Server o or bypass signon is not available
Server: |rny5v5tern.my[!u:urnain.u:u:um[ |
P ETEE

— CFGACCWEB2 AUTHTYPE(*APP) ...
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5250 Session
Signon Macro

* Record a macro to sign acr: Sgaoa

[cursor E,ES][eraseﬂ@cumur 7,53][eraszefld][ password]Denter][wait][enter]
On [WEIit]

» Edit the macro

- Replace user prOfIIe F.'I'E':rr::rr: |mv5y5tem.myDumain.cum | 9
with [USGI’] Bart:

— Replace password with Code page:
[password] Workstation ID (7]

{:}' Use user ID
L. @Specifv workstation 1D |:|
° SeIeCt as Inltlal macro [ Avaid duplicates for this user
When Startlng SeSS|On [¥] Avoid duplicates with other users

General (7]
Initial macro: |iS)

] Bypass signon
¥ Dizplay HTML data in fields

I Start Session
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5250 Session

S| g Non |\/|aCFO (continued)

» Select as initial macro when
configuring a session

[[rm]|

« System i Access for Web must be
configured for application

Configure New Session
authentication or [password]

General

substitution in macros will not work

Session:

|mv5&55i|:|n

— CFGACCWEB2 AUTHTYPE(*APP)

(7]

| * required

Default view:
Initial macro: | i

] Bypass signon

v

H Display HTML data in fields
Enable advanced JavaScript functions

Server
Server:

|mv5v5tem.mv[!nmain.n:nm

o
e

i want an . © 2006 IBM Corporation
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Database Connections

« A Database connection

defines characteristics of Dy g M=%
the J D BC Con neCtlon to . Fle Edit View Favorites Tools Help - _ - #
the database |SE‘I"IES AI:IZESS ler ".'"'.Feb HoeNs e s e e H ::E:‘Z
— Target database By o o ' Run SQL
_| My Folder =
— JDBC driver Print SQL Statement @
— Other attributes ;"?:ag""' SELECT = FROM JRHDB.QCUSTCOT o
S—
« Tables

« System i Access for Web

- My raquests
uses the IBM Toolbox for :

. data to table SQL Output e
Java JDBC Driver PTG Type: |Micr-:|50f't Excel XML (.xml) Ml Settings |
: IE::::: SEEW Destination: | Browser M
Files
- Command Format 0
» Additional database — Date: | 2/20/08 Bl
1 Customize ime:
connections are created oo g
using Customize function Connection | @
Connection: [IBM Toolbex for Java - musystem,mybDomain.com |+ |

Related Links:
+ iSeries Access for Web ||

Run SQL Save Request...

. iSariaz Mauimskar

& B Internet
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Adding Database Connections

* Two types of

] iSeries Access for Web - Microsoft Internet Explorer

database connection
definitions are
supported

— Driver manager

— Data source
T~

e Data sources are\

managed by
WebSphere and can
be used by other
applications

. Fle Edit View Favorites Tools Help

User: jhansen  System: mySystem.myDomain.com

iSeries Access for Web

Add Database Connection

_| My Folder
Print Profile: JHANSEN
Messages
Jobs Connection =
a3 Connection: | | 0
Database [ set as default connection
iles
rce
Com .
@ Driver manager
Download
B Driver class: | | 0 L
Customize
+ Preferances IDBC URL: | | 0
- Policies ) Data source
- Settings
? Data source: | |°
« Transfer configuration
e | Add Connection | U
v
@ Done & Internet
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Database Connection Considerations

* Application Authentication

— Driver manager connections

« System i Access for Web always specifies the authenticated user profile and
password when getting a connection from the driver manager

* Credentials can be specified as properties on the JDBC URL for the IBM Toolbox for
Java JDBC Driver

— Override values specified when getting a connection from the driver manager

— Data source connections

« System i Access for Web always specifies the authenticated user profile and
password when getting a connection from a data source.
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Database Connection Considerations continuea

* Application Server Authentication

— Driver manager connections

* Credentials can be specified as properties on the JDBC URL for the IBM Toolbox for
Java JDBC Driver

— If credentials are not specified, System i Access for Web will use identity tokens and EIM
* Credentials must be specified as properties on the JDBC URL for other drivers

— Data source connections
* A component-managed authentication alias must be configured
* Credentials from the authentication alias are always used

i want an . © 2006 IBM Corporation
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System | Access for Web and Portal

e How are things different?
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Portal

 Portal provides a
single point of
personalized
interaction with
applications,
content, processes
and people

* Integrate data and
applications from
various sources
into one user
experience

| want an . © 2006 IBM Corporation

i Fle

Edit View Favorites Tools Help

WebSphera Jili*]

My Page

~ g

Welcome to WebSphere Portal version 5.0

To rearrange portlets on this page, click the
Show tools icon. This action produces tools that
allow you to arrange and remove portlets. Click
Edit page to add new portlets or change page
layout.

To create a page, click New page.

Bookmarks @Jm@
WebSphere Portal home

WebSphere Portal Zons

WebSphare Portal catalog
WebSphere Portal product documentation

WebSphere Portal support
WebSphere Portal offerings

My Vertical Nevs

Rain s down
Philippines mudslide
search

US Marine Brigadier

{C] speaks to his men
after returning from the
landslide site at the
command ...

World News (includes photo)

} Rain bogs down Philippines mudslide search

b £1 million funneled to Chechen rebels

} Y5 archbishop cited in Yatican bank scandal
dies at 84

p Little hope lft for 65 coal miners trapped in
Mexico

US News (includes photo)

} US Supreme Court rejoins abortion debate

b Legal issues challenge chemical executions

p U5 charges three vith plotting to sttack US
forces in Irag

General Mastin Robeson

VRN . v | s onces | s hmeroom | e e
@@@ My Stocks

Tuesday, Febry

w1BM
w $COMPQ
w $DI1

w 558X

Data delayed &

Intraday da
Inter

My Weather

Tuesday, Febn

Raleii
Partly

lﬂ . I
&

) Internet
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Portal Application

« System i Access for
Web portlets
integrate access to
I5/0OS resources in
a portal
environment

* Function is similar
to the web
application

| want an . © 2006 IBM Corporation

: File Edit Mew Favorites Tools Help :#'

7 e @
TS o T T e e —————
liew Psge Edit Page

[»
4 5250 IFrame Portlets Files  Print Command

EREE

My Work My Newsroom

My Fawvorites

Database

iSeries Database Table

Use edit mode to configure this function.
If edit mode is not available, centact your system administrataor.

EEEE

iSeries SQL Query

Use edit mode to configure this function.
If edit mode is not available, contact your system administrator.

EREE

iSeries Dynamic SQL

S0L statement:

Run SQL

iSeries SQL Requests

2rl-g

|'*; Create Reque&tl |l':.J Refresh

Showing 0 -0 of O Page 1 of 1
Request Actions
Showing 0 - 0of O Page 1 of 1

iSeries SQL Results - Viewsr

2-0

Use the iSeries SQL Requests portlet to select 2 request to run.

€

® Internet
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Portal Authentication

Portal handles authentication

€11BM WebSphere Portal - Microsoft Internet Explorer M=%
File Edit View Favorites Tools Help ;&

Portal credentials m”m = e,
- AUthentlcated Wlth the aCtlve Welcome, please enter your information.

user registry
User 1D '
. . _[ !
Form-based authentication _ )

WebSphere [3i]i-l}

[
Pazsword:
— User ID and password are ]
clear text and should be
protected
Please note: After some time of inactivity, the system vill log you out automatically and ask you to log in
again
» Use Portal interfaces to [egm ][ conce
control access to pages and
pOftlEtS @ Daone ﬂ Internet

© 2006 IBM Corporation

| want an




IBM System i

[
[R[K

System | Access for Web Portlet Authentication

» Setting to specify the hostname of
system for accessing i5/0S resources

iSeries File List
— Default is the hostname of the system
where Portal is running

Edit Portlet Settings

E| Sarver
» Setting to specify the credential to use

Seryer: |rn1_.r51,rstern.rn1_.rD|:|rnain.c|:|m
: i [=| Authentication
When acceSSIng IS/OS resources 'O'Use credential specific to this portlet window
— Used to authenticate to i5/0S e
— 15/0S user profile and object level |
security are used to authorize access
to i5/0S resources

Confirm password:

| |
Passward: |
|

|
» Settings can be controlled by the
Portal administrator

'O'LIEE credential set with iSeries Credentials portlet

Credential: | myCredentials

]

OUEE system shared credential set by administrator

Credential: ||:|ep|c'1,rment.l-ce1,r5t|:|re EI

@UEE authenticated WebSphere credential

i want an . © 2006 IBM Corporation
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Authentication Options
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« Use credentials specific to this portlet

— Specify the i5/0S user profile name
and password

— Specific to this portlet window for this
user

'@' Use credential specific to this portlet window
User:

|5tevej |
Password: |II||||| |
Confirm password! |lu"u |
* Use credential set with System i
Access for Web Credentials portlet
- SeIeCt the name Of a Credential @'UEE credentizl set with iSeries Credentials portlet
maintained with the iSeries Credentials
Credential: | myCredentials
portlet e
— Credential contains an i5/0S user 0 use system
profile name and password

]
mySystem.myDomain.com [System]

i want an . © 2006 IBM Corporation
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Authentication Options (ontinued)

* Credentials portlet lets users

iSeries Cradentials
create and manage their own list
of credentials

1?7 - 0
Credentials Add, Edit and Delete credentials
H’q Mew credential | |l":) Refresh
— User created credentials are not

Showing1-20of2 Pagelofl  Jumpto page:|t | 1
available to other users Actions Name Description User Type
- Administrator can create system myCredentials My credentials stevej User
credentials using the mySystem.myDamain.com mySystem.myDomain.com sjones System
WebSphere Portal Credentials Showing 1-20f2 Pageiofil  Jumpto page:l |
Vault administration function “
— System credentials are available =~ £1212=15/05 sassuerd
to all users

— Each user sets their own i5/0S
user profile name and password

* Manage credential values in one
place

@' Use credential set with iSeries Credentials portlet

Credential: | myCredentials

0
..................... entizls
'O' Use system =

mySystem.myDomain.com [System]
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Authentication Options (ontinued)

] My Portal Edit my profile ¥ Log out

* WebSphere Portal Credentials
Vault administration function Credential Vault

@ Portal User Interface
IE' Add a vault segment create a

% Portlets IE' Manage vault segments  wviewc

IE' Add a vault slot

IE' Manage system vault slots  vie

reate a slot ir

Credential Vault

and Groups
Select Vault
Resource Permissions

Vault:

Create a vault slot

User and Group Permissions

Credential Vault

|NE'”"E’ | Vault resource associated with vault slot:
mySystem.myDomain.com
Vault segment: existing: | deployment.keystore ‘Vl
||::*'=—"|=E|'Jltl"“:'""'if'|5"=—‘5||'|'“=—‘f'It 1""l new: |my5}rstem.myDumain.cum |
Vault slot is shared:

Shared userid: Shared password: Confirm password:

Description:

|my5}rstem.myDumain.cum |

Set locale-specific descriptions

| oK | | Cancel |
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Authentication Options (ontinued)

'@} Use system shared credential set by adm

Cradantial: [ deployment keystore [v] » Use system shared credential set by
deployment.keystore _
deployment.truststore a_d m | n IStratO r

deployment.user

e — Created and managed by administrator using
the WebSphere Portal Credentials Vault

Credential Vault administration function
Select Vault — Common to all portal users

Vault:

Create a vault slot

D Use authentidg

|NEI|T|E: | Vault resocurce associated with vault slot:
myDomain.com E

e pomn : bl
Vault segrent; . axisting: | deployment.keystore [_I
| DefaultAdminSegment [il P |n'|1_.rD|:rn'|E|ir1.c-:H'l'l |

Vault slot is shared:

Shared userid: Shared password: Confirm password:

||:|5n=_-|:ufr | |uvuu | |--uu-

Description:
|n'|1_.rDurr|E|ir1.1:um |

Set locale-specific descriptions

| OK | | Cancel |
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Authentication Options (ontinued)

[[rm]|
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» Use authenticated WebSphere credential

— Uses identity tokens and EIM to map the authenticated WebSphere user
identity to an i5/0S user profile

I@J‘Use authenticated WebSphere credential

* Requires:

— EIM domain configuration on each i5/0S where resources will be accessed
All in the same EIM domain

— EIM ldentity Token Connector installed

eis/ldentityToken

J2C connection factories configured with INDI names eis/iwa_IdentityToken and

— EIM identifier target associations for each i5/0OS that will be accessed
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5250 Sessions

* Bypass signon

— QRMTSIGN system value
must be *VERIFY

— Settings to enable bypass
signon and specify the
credential to use

« No macro support

iSeries 5250 Session
Start Session

Server

|x1515lp4.rch|and.ibm.cum

Port:
Code page:

|:| Display HTML data in fields

Server:

Workstation ID
{:} Use user ID

'@} Specify workstation ID I:l

[]avoid duplicates for this user
[#] Avoid duplicates with other users

| Start Session

Bypass signon
D Enable bypass signon

@ Use credential specific to this portlet window

Password: | |

{:}' Use credential set with iSeries Credentials portlet

Usear:

Confirm password:

[se]

Credential: | myCredentials

O Use systemn shared credential set by administrator

[l

Credential: | myDomain.com
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Agenda

System | Access for Web runtime (usage) security

» Use of policies
« Custom homepage/template
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Controlling access for System | Access for Web

3 methods using System i Access for Web to control access

e Administration policies

Administrators can use the Customize function to set policies for users and groups of
users.

e User Preferences

— Users can set their own Preferences for things like
 What tabs are available in the navigation bar

 How to view output (default rows/columns per page)
How to filter output

 Customize the Home page and template

Administrators can use the Customize function to replace the default System i Access
for Web home page with their own home page.

Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of System i Access for Web pages

Style sheets - The look of the System i Access for Web page content is now controlled
by external style sheets.
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Controlling access for System | Access for Web
Home page

& Homepage

B[E)] %]

File Edit View Go Bookmarks Tools Help

hittp: {fmyiSeries.myCompany. comwebaccess/iw AHome]

- 50D

Welcome to iSeries Access for Web

1 My Folder

Print

Messages

Jobs

53250

Database

s Getting Started

Cao d

man My Information My View Related Products

TiTi = My Folder + See Customizing iSeries « WebSphere Application

Customize - Brinter cutput Access for Web to find out how Server for iSeries

oth - Display messages to customize the behavior and - WebSphere Development
=r - Start 3 5250 session look of iSeries Access for Web. Studic Client for iSeries

» WebSphere Development
Studic fer iSeries

Alzo, find out how to create
your own heme page!

- Database reguests
» Browse files
- Preferences

Related Links:

& new generation of software that enables you to access your iSeries server information and resources

. iSeries Information through a web browser!

Fe“_te’ Browser Access to iSeries Server Information
- iSeries Resource The Internet movement has taken over, and businesses are quickly moving to embrace new
Library technologies through e-business. Since most desktop operating systems come with web browsers,

users want an easy way to worlke with their business-critical i5/05 information and resources through
the simple browser user interface that has been designed to be Internet-friendly. Users also are looking
for hassle-free access through firewalls. They want access from a variety of platforms, and want no
=zpecial client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in
the enterprise through centrally controlled administration built around i5/05 user profiles. Additionally,
administrators want to customize a user's view of the iSeries server, so those not familiar with i5/05
operating environment can easily and productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that
runs in a browser and provides a user-centric, web-based view of iSeries server information and
resources. It provides key capabilities, such as:

#* Proweer arcece tn eyvicting 5250 annlicatinns withoot renniring codse channes

G+ City information
G+ Movies
3 Mayo Clinic

Rochester weather

G+ SkyCam

Rochester news
G+ Post-Bulletin online
G KTTC

Telephone directory
[+ Find a persaon
G+ Find 2 business
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Controlling access for System | Access for Web
Product functionality

& iSeries Access for Web Database )=1"<

File Edit Wiew Go Bookmarks Tools Help

-
Qil - I—_V\-" - @ O @ http: f{myiSeries.myCompany.comfwebaccess iV AMain? tab=database M @ Go

; for Web

Database

—1 My Fold o e
L =r Access database tables on your iSeries server with iSeries fccess for Web.

Print
Tables

Messages . . . .

+ View a list of database tables on your iSeries server.
Jobs + Perform actions on these tables without having knowledge of SQL and its syntax.
5250 * igw the contents of a table in a paged list, using the Quick view action.

+ Add and update records in a table using the Insert and Update actions.
Database * Create your own customized SQL request for a table using the Run SQL action.
. Tables + Create your own customized copy data request for a table using the Copy data to table action.
« My requests My regquests
« Run 5QL + Yiew a list of previously saved requests.

+ Run or Edit requests from this list.

@ EEEy i T s * Manage lists using the Copy, Delete, and Rename actions

- Import request * Create and manage shortcuts to requests 3
@ LMUEER TOET Run SQL |
» Extract server data * Run SQL statements dynamically.
Files * View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how
you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)
Command * Customize how data is returned by =setting options specific to the output type.
Download + Build SELECT statements using an SQL Wizard.
* Save requests for repeated use.
Customize
Copy data to table
Other

+ Copy existing data files from your PC to a database table on your iSeries server.

* These data files can be in many popular file formats, including Microsoft Excel and Lotus 1-2-3.
* Replace the contents of a table or add data to an existing table.

. + Create a new database table based on the contents of a workstation file.

Related Links: * Save requests for repeated use.
Import request

f==r : i * Import Client Access Data Transfer upload and download reguests into iSeries Access for Web copy data and SQL requests.
+iSeries Information + Imported requests are automatically converted to iSeries Access for Web format.

Center + Fun and edit converted requests on your iSeries server just like other copy data and SQL requests.
» iSeries Rescurce . |
Library Import query

+ Import gueries generated by Query for iSeries and DB2 UDB for iSeries Query Manager.
* Imported gueries can be saved into iSeries Access for Web database requests.
* Run and edit converted queries on your iSeries server just like iSeries Access for Web SQL requests.

Extract server data M
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Controlling access for System | Access for Web

Sample for a user that can only run preconfigured database queries

-

& iSeries Access for Web Database [LP016AB.RCHLAND.IBM.COM] - Microsoft Internet Explorer ==
. ;’l

. Fle Edit View Favorites Tools He

Q- O B G Pt oo Qe @3- 231 0 B

: Address | http: [ fmyiSeries. myCompany. comwebaccess i AMain?tab=database [V] ]

N User: dough Sy -
ISernes Access for Web

Database

Database

il e Access database tables on your iSeries server with iSeries Access for Web.

My requests
* View a list of previously saved reguests,
* Run or Edit requests from this list.

* Manage listz using the Copy, Delete, and Rename actions
# (Create and manage shortcuts to requests

IEM iSeries Service

3.4.0.05-191.5122130

@ Done

ﬂ Internet
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Controlling Access - How & Who?

» The Customize function allows administrators to set policies for users and groups
of users.

» These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

 When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

* Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to
administrate System i Access for Web functions.
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Controlling Access - Strategies

» System i Access for Web ships with a set of default policy settings.
» These default policy settings allow most functions to be available for all users.
* As an administrator, you may not want users to access all functions.

» A quick strategy to restrict a function from all users
— First, grant an administrator to have access to all functions
— Use the Customize Group Profiles function and customize the *PUBLIC group profile.

— Every user is a member of this group.
— You could "Deny" a function for all users to restrict access.
— You could then "Allow" specific users access to some functions that were restricted.

» Only users that have been allowed access will be able to use that function.

i want an . © 2006 IBM Corporation



IBM System i

Notes: Controlling Access - Strategies

» System i Access for Web ships with a set of default policy settings. The default policy settings allow most
of the System i Access for Web functions to be available for all users. Without any customization, users
accessing System i Access for Web could begin using most of the available functions.

» As an administrator of this product, you may not want your users to be able to access all of these
functions. It is the responsibility of an administrator to restrict functions they do not want their users to be
able to access.

* One of the quickest strategies that can be deployed to restrict a function from all users is to use the
Customize Group Profiles function and customize the *PUBLIC group profile.

 This group profile is defined such that every user is a member of this group. So, for example, if you were
to customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to "Deny", you
would restrict file system access from this product for all users.

+ If some of your users required access to this function, you could specifically customize their user profiles
and set this function back to "Allow". In this way, only users that have been specifically allowed access
will be able to use that function, all others would not have access.

* |t should be noted that the *PUBLIC group profile includes the administrator user ID that is used to
customize other group and user profiles. If you were to deny functions for *PUBLIC, this would affect the
administrator user profile. As you customize System i Access for Web for *PUBLIC, you may want to
consider specifically allowing your administrator user profile to have access so that it is not locked out of
System i Access for Web functions.
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Controlling Access - Setting policies

Administrator actions on user & group profiles

Edit This action is always available. Use this option to create or modify policy settings for the specified user or group profile.
View all policies Select this action to view all of the policy settings currently being used for the profile.
View group membership Select this action to display the Group Membership page that lists the group and supplemental group profiles (by nhame)
the user profile has been assigned membership.
View group members Select this action to display the Group Membership page that lists the user profiles (by name) that are currently members
of the group profile.
Copy This action is only available when the user or group profile currently has specific policy settings. It allows you to copy all
of the policy settings from this profile to one or more other profiles.
Reset This action is only available when the user or group profile currently has policy settings. It allows you to remove all of the
policy settings specific to this profile.
(@ policies Lo
Fle Edit View Go Bookmarks Tools Help Le
QE! - E{} - @ [x] @] | http:/jmyiseries. myCompany.com/nebaccessiWACustomizelisacton=sslect] E[ @ Go

/eb

| Policies

Specify the profile you want to edit.

profile: [ |[ Browse... |

Edit Policies

User pr

ofil
Work with

les
the user profiles, horized to customize.

Group profiles
Work with the gi ofiles you are authorized to customize.

Import policies
Import policies from a file into iSeries Access for Web.

Export policies
- Sattings Export policies from iSeries Access for Web to a file.

Paolicies help
Other View help for working with policies.

5.4.0.05-191.5122130

iSeries Service
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Controlling Access - Setting policies (ontinues

=
& Policies |

File Edit Vew Go Bookmarks Tools Help

<:§I - I:b - %1 |._| @ [ http: //myiSeries. myCompany. com/webaccess/iWACustomizelist?action=select]
User: dib

55 for Web

Policies

Specify the profile you want to edit.

Profile: | || Browse...

Edit Policies

User profiles

Work with the user prob ou are authorized to customize.
Command o s
Group profiles

Download Work with the group profiles you are authorized to customize.

ELSALEER Import policies

+ Preferences Import policies from a file into iSeries Access for Web.
|:> =Rolides Export policies

+ Sattings Export policies from iSeries Access for Web to a file.

= Transfer canfiguration . ;
Paolicies help
Other View help for working with policies.

Related Links:

- iSeries Access for Web

= iSaries

- iSaries Navigator

- iSeries Information
Center

* iSeries Resource
Library

iSeries Service

5.4.0.05-191.5122130
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Controlling Access - Setting policies (ontinues

=
& Policies -
File Edit Wew Go Bookmarks Tools Help
P T
<;Z| - Ll/ - @ @ http: //myiSeries. myCompany . comfwebaccess i ACustomizelist?action =users]|

s for Web

5250

Database

Files

Command

Download

Customize

» Prefersnces

+ Policies

= Settings

+ Transfer configuration

Other

Related Links:

« iSeries Access for Web

» iSeries Access

- iSeries Navigator

« iSeries Information
Center

- iSeries Resource
Library

Policies - User Profiles

Profile filter:

Filter by:

Profile
ACBARRON

ACH
ADSIERRA
AGUEDA
AHANSON
AHOMIKE
ALE]
ALICIAM
ALITEST
ANDREWS
ANTARES
ARABIC
ATCLARK
ATOMEO
BAZEY
BEACH
BECKYD

I |@ [ Filter List

2345678510 F H Q

Description
Alma Carolina Barron Perez - GDL T/L 877-5656
Ali Nelson 3-6874
Alma Delia Sierra/Mexico/Contr/IBMEIBMMX

Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX

Andrew Hanson 3-5571

Mike Aho/Rochester/IBM@IBMUS

Alejandro Bascuas/Rochester/IEME@IBMUS
Alicia Martinez Cruz/Mexico/Contr/IBMEIBMMX

Greg Andrews/Rochester/IBM@IBMUS

'Elias Ricardo Castellanos/Mexico/Contr/IBM@IBMMX
Gilberto Martinez Cortes/Mexico/Contr/IBM@IBMMX
Adam Clark, 3-3941

Ana Tomke Sanchez/Mexico/Contr/IEM@IEMMX
John Bazey (3-7108)

Mark Beach/Rochester/IEM@IBMUS

Rebecca K Dimock/Boulder/IBM@IBMUS

Actiuno
[#] (3] [®]
][] [B]

] (3] [ ] [=]
] [ (@]
IZIIEI

ID[I
IEIEI
][] (8]
7] [®]
L] (3] [B]
I_—Ill
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Controlling Access - Setting policies (ontinues

Administrator Action on each policy setting

Use current setting This is the default action that is pre-selected. If the setting is not modified, no action is performed. If the setting
is modified, it will be added to the user or group profile record in the System i Access for Web policies file.

Apply setting to profile Select this action to add the current setting to the user or group profile record in the System i Access for Web
policies file. The setting will be written to the user or group profile record, even if it was not modified. You
would use this action to ensure the user or group profile gets this setting. This is because a different policy
setting may be used based on the user profile being a member of one or more i5/0S group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in the System i Access for Web
policies file. This option is only available if the user or group profile record currently contains a specific setting
for this policy.

| want an . © 2006 IBM Corporation



IBM System i

Controlling Access - Setting policies (ontinues

The "Derived From" column (displayed when editing policy and preference settings) indicates
where the policy setting that will be used for this user profile was found.

Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previously been applied to
this profile.
Group — (groupName) Indicates the setting is not specific to the profile being customized, but is being derived from the specified i5/0S

group profile and the user is a member of this group.

*PUBLIC setting Indicates the setting is not specific to the profile being customized. No setting was found in any i5/OS group profile
memberships. The setting is being derived from the *PUBLIC group settings. This is a special group profile
available to System i Access for Web administrators. All user profiles are automatically members of this special
group profile. Administrators can modify this group profile to easily apply settings to all System i Access for Web
users.

Shipped default Indicates the setting is not specific to the profile being customized, no setting was found in any i5/0S group profile
memberships, or the special *PUBLIC group profile. The setting is being derived from a shipped default value.

Parent policy Indicates the function is a sub-function of a higher level category, and its policy setting is being controlled by a top
level policy setting. For example, Tables is a sub-function of Database. If Database is restricted, Tables will be
restricted as well and would show its being controlled by a parent policy.
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Controlling Access - Setting policies (ontinues

-
& Edit Policies - Database
File Edit WYew Go Bookmarks Tools Help
I
Q—EI - Ll> - g O @ http: /fmyiSeries. myCompany. com fwebaccess,iWACustomizeDatabase ?profile =DLE]
iSeries Access for Web
Edit Policies - Database
— My Fold )
v Folder brofile: DLB <:|
Print =
Messages Policy Derived From 9 Action Setting
Jobs Database access  Shipped default Use current setting [i] Allow [il (7]
3250 Database tab Shipped default Use current setting [s] |Show [»] (7]
Databa =
= =€ Tables Shipped default Use current setting [v] | Allow [w] o [
Files
Maximum Shipped default Use current setting | | 500 et 7]
Command table rows [_] [_]
Download Table filter  Shipped default Use current setting |+ [“USRLIBL 7]
EEImT=E Table filter is  Shipped default Use current setting [ | Allow [v] (7]
- Preferences user
- Policies EEEe Hed dafaul o
. Insert Shipped default Use current setting w | | Allow |w
" ETATLE records into [_] [_l
- Transfer configuration table
Other Insert record Shipped default Use current setting (2] (7]
columns
Update Shipped default Use current setting [se] | Allow [s] 7]
records in
Related Links: table
- iSeries Access for Web Update Shipped default Use current setting [i] 0
record
- iSeries Navigator columns
*iSeries Information Quick view  Shipped default Use current setting [s] | 2llow [s] (7]
Center table records
= iSeries Resource . .
Library Maximum Shipped default Use current setting [s] | 1000 [»] 7]
quick view
rows
Order Shipped default llge rurrant settinn [ | B el ﬂ [il
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Example: 5250 Access

[[rm]|

I
11T

(I

group of users to use a single pre-configured 5250 session.
group.

» The following screen shots step through setting up the items necessary to allow a

* In this example, ONEMANAGER is one of the user profiles in the MANAGERS
» This example shows

— Creating a 5250 session configuration to be used by the management team
— Making a shortcut of the 5250 session available to the MANAGERS group profile.
— Restricting access to other functions in System i Access for Web.

* When the policy is set, it takes effect immediately.
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Example: 5250 Access - Before

» Access the 5250 tab System i Access for Web Main page as user
ONEMANAGER.

€] iSeries Access for Web 5250 |=]><

© File Edit View Favorites Tools Help

@Back - -\_) @ @ \J_;j /OSEarch ‘Efn‘\'s-‘Favorites eMedia @ Dgz- "‘_\ﬁ - \_J .‘ﬁ

: Address | http: {fmyiSeries. myCompany. comwebaccess i/ AMain?tab=5250|

User: onemanager

5250

_l My Folder
Print Access 5250 user interface on your iSeries server with iSeries Access for Web.
Messages
Jobs Active _sessit.:ns . .
& List active 5250 user interface sessions.
5250
QAN S Configured sessions
» Configured sessions & List configured 5250 user interface sessions.

» Start session
Start session
& Start a 5250 user interface session.

Database
Files

Command
Download
Customize

Other

Related Links:

+ iSeries Access for Web

- iSeries Access

= iSeries Navigator

- iSeries Information
Center

» iSeries Resource
Library

™

@ Done 4 Internet
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Example: 5250 Access - Policies

» Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

@ policies

-,

=1 %]

File Edit View Go

Bookmarks Toolz Help

5250

Database

Files

Command

Download

Customize

- Preferances

- Policies

= Settings

= Transfer canfiguration

Other

Related Links:

- iSeries Access for Web

- iSeries Access

= iSeries Mavigator

* iSeries Information
Center

- iSeries Resource
Library

P o [
<:§| - I—_V* - @ |._.| @ http: ffmyiSeries. myCompany. com/webaccess,/iWACustomizelist

User: dib

. Policies

Specify the profile you want to edit.

Profile: [MANAGERS || Browse... |<:|

Edit Policies

User profiles

Work with the user profiles you are authorized to customize.

Group profiles
Work with the group profiles you are authorized to customize.

Import policies
Import policies from a file into iSeries Access for Web.

Export policies
Export policies from iSeries Access for Web to a file.

Policies help
View help for working with policies.

iSaries Sarvice

i want an . © 2006 IBM Corporation
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Example: 5250 Access - Categories

» Determine which categories need to be restricted/modified.

& Policies

File Edit Wwew Go Bookmarks Tools Help

@- -0 Q|

es Access for Web

http: /fmyiSeries, myCompany. com/webaccessiWACustomize ?profie =MANAGERS|

| _ . Policies
L] My Folder

Center

Library

: iSeries Access

- iSeries Navigator
- iSeries Information

View all policies

View current policy settings for all categories.

- iSeries Resource

View group members

View current members of this group profile.

Policies help

Profile: MAMAGN
Print
Messages Action Category Description Access 1)
Jobs E 5250 5250 user interface custom settings. Allowed
5250 Command Run batch command custom settings. Allowed
Database El Customize Preferences and policy administration custom settings. Allowed
Files E‘ Database Database tables, requests, and run SQL custom settings. Allowed
Command |Z| Database connections  Create and edit database connection definitions. Allowed
Download [#] Download Download packages custom settings. Allowed
Customize |Z| Files Integrated file system and file share custom settings. Allowed
SRRl [#] General Page layout, language and character set custom settings. Allowed
: po“?ies |Z| Jobs Waork with jobs custom settings. Allowed
:i:::::_ aation Mail Send mail custom settings. Allowed
e @ Meszages Dizplay meszages, send messages, and message queuse custom settings.  Allowed

E My Folder My Folder custom settings. Allowed

|z| Print Printer output, printers, printer shares and ocutput queue custom settings.  Allowed
Related Links: |Z| Sametime Lotus Sametime custom settings. Allowed
- iSeries Access for Web E Other Change password and other miscellaneous custom settings. Allowed

(el
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Example: 5250 Access — Other

o Turn off the other non-5250 functions. Set top level to Deny.
» Repeat for each category that should be restricted for the MANAGERS group.

& Edit Policies - Command Q@

File Edit Wew Go Bookmarks Tools Help
s
Qil - Lv\) - g O @ hth::ﬁm\;iSeries.m\;CDmpany.cDmfwebaccessﬂWACusmeizeCnmmand?reﬂ.lRL:htIq:n“)’ﬁa"}’qu“}‘nZﬂpDlsab.rd'lland.ibm.cnm%3a20lﬁ%zf'n'etm @ Go
e Usar: dib
iSeries Access for Web
Edit Policies - Command
_ My Folder )
Profile: MANAGERS
Print
Messages Policy Derived From 9 Action 9 Settin
Jobs Command access Profile setting Use current setting [w] [Alow iv] < :|
5250 Command tab Shipped default Use current setting [+] ’ELI:W (7]
n
Databa -
stabase My commands Shipped default Use current setting [s] |Allow [+] Q
Files
Prompt commands Shipped default i \
fe— P Pp Use current setting [s] | Allow [»] (7]
Download Retrieve commands Shipped default Use current setting [w] | Allow [+] (7] 3
Customize Delete commands Shipped default Use current setting [%] | Allow [+] (7]
: Preferences Maximum commands user can save Shipped default Use current setting [l] Mo maximum [1] (7]
. Polici : .
Sotl:les My commands list columns Shipped default Use current setting [»] Q
- Settings
= e T T My commands sort column Shipped default Use current setting [+] | Mame [+] (7]
Other My commands sort order Shipped default Use current setting [+] | Ascending [] (7]
Maximum characters to display in Shipped default Use current setting [+] | Mo maximum || (7]
Command column
Related Links: Run commands Shipped default Use current setting [s] | Allow [»] (7]
: iSeries Access for Web . . "
e Mumber of previous commands Shipped default Use current setting [»] (7]
B remembered
* laariaes Navigator .
. iSeries Information Search for commands Shipped default Use current setting [l] Allow [l] 9 -
Center : = 5
e Default search library Shipped default Use current setting [s] [#L1BL | @
Library Search for commands by Shipped default Use current setting [+] | command name [v] (7]
caun [ comcai 1 aoni | )
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Example: 5250 Access — Functional Setup

» The administrator goes to the Configured Sessions link on the 5250 tab. Select
the “Configure new session” link.

=%

& Configured Sessions
File Edit Bookmarks  Tools

@- - 50D

View Go Help

http: {fmyiSeries, myCompany. com/webaccess i AConfiguredSessions|

eries Access for Web

1 My Folder

= Active sessions
» Configured sessions

= Start session

iSeries ss for Web
iSerie

= iSeries vigator

- iSeries Information
Center

- iSeries Resource
Library

iSeries

Service

Configured Sessions

Action 9 Shortcut

Print Session Server Created By Access
Messages
Jobs Cc:Pfiqu’r: new sr:ssim_‘
Configure a new session.
3250

Shortcuts to sessions vou configured
Dizplay a list of shortcuts to sessions you configured. Shortcuts can be deleted from this list.

Active sessions
Work with your active sessions.

Database .

Start session
Files Start a new session.
Command

My macros
Download Work with your macros.
e My kevpads
Other Work with your keypads.

5250 user interface help
View help for working with configured sessions.

5.4.0.05-191.5122130
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Example: 5250 Access — Functional Setup

» The administrator configures the 5250 session settings to be used by the managers.
» Settings include the server to connect to, color schemes, and many other options.

& Configure New Session

A=

File Edit Wew Go Bookmarks Tools Help

fy
<:§| - I—_L:J - g O @ http: /jmyiSeries.myCompany. com/fwebaccess ity AConfigSession|

i i User: dib
eries Access for Web .

Configure New Session
_1 My Folder

- General
Print K -
Session: |Mar|ager5e55|0n |
Messages

Default view: | wWeb b

Jobs [_l

5250 Initial macro: (2]
= Active sessions I:‘ Bypass signon

= Configured sessions

O Display HTML data in fields
= Start session

Enable advanced JavaScript functions
Database

Files

Server
Command Server: |mviSEries.mvCompanv.com
Download Port:

Customi
ustamize Code page: | 37 |»]

Other

Workstation ID (7]
Related Links: O St

- iSeries Access for Web @ Specify workstation ID I:l

- iSeries Access

. iSeries Navigator DAvold duplicates for this user
- iSeries Information Avnid duplicates with other users
Center
- iSeries Resource
Library View e
Web Traditional
Show navigation bar Show navigation bar
¥l ok e action linle Wl ok e action linle M
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Example: 5250 Access — Functional Setup

* The saved session is only available to the administrator that is currently signed on.
* The session must be shared to the managers. Use the “Create Shortcut” action.

& Configured Sessions Q@

File Edit Yew Go Bookmarks Tools Help

: =
QEI - Ll;) - @ |_| @ http: /fmyiSeries. myCompany. comfwebaccess i AConfiguredSessions M @ Go

User: dib

eries Access for Web

7

Configured Sessions

_1 My Folder

Print Session Server Action e Shortcut Created By Access
~ ges ManagerSession myiSeries.myCompany.com @' Mo dik dib
Jabs

5350 Configure new session

. ) Configure a new session.
= Active sessions

Shortcuts to sessions vou configured

- Configuraed sessions - = : . -
= Display a list of shortcuts to sessions you configured. Shartcut be deleted from this list.

= Start session
Active sessions

CoiEtees Work with your active sessions.
Files

Start session
Command Start a new session.
Download

My macros
Customize Work with your macros.
TiEE My kevpads

Work with your keypads.

5250 user interface help
Related Links: View help for working with configured sessions.
- iSeries s for Web

= iSeries =

= iSeries Navigator

- iSeries Information
Centar

- iSeries Resource
Library

iSarias Sarvice 5.4.0.05-191.5122130
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Example: 5250 Access — Functional Setup

* Name the shortcut whatever you wish.
« Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

@ Create Shortcut

BEX

File Edit View Go

Bookmarks Tools Help

1 My Folder
Print

Messages

Jobs

3250

= Active sessions
» Configured sessions
= Start session
Database

Files

Command
Download
Customize

Other

Related Links:

- iSeries Access for Web

- iSeries Access

= iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

@- - 50D

http: ffmyiSeries.myCompany . com/webaccess /i AConfiguredSessions?action =crtShor trut&sessname =Managersession|

1Series Access for Web

Create Shortcut

Create shortcut to "ManagerSession”

Shortcut name: |Manager55250
[MANAGERS

Access:

Create Shortcut |

Access Details

* The access value identifies who is able to access the shortcut.
* The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC.
+ To specify multiple profiles, separate entries with commas.

Configured sessions
Work with your configured sessions.

Active sessions
Work with your active sessions.

Start session
Start a new session.

My macros
Work with your macros.

My keyvpads
Work with your keypads.

5250 user interface help
View help for working with configured sessions.

[v]
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Example: 5250 Access — Back to Customize

» Go back to 5250 in Customize — Policies for the MANAGERS group profile.
« Select the shortcut to use as the default session settings for the MANAGERS.
» Select settings to lock MANAGERS out of starting/configuring new sessions.

‘& Edit Policies - 5250

=)}

File Edit Wiew Go

Bookmarks  Tools

Help

i1ISeries Access for Web

1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

- Preferences
- Policies

- Settings

- Transfer configuration

Other

Related Links:

= iSeries Navigator

- iSeries Information
Cantar

- iSeries Resource
Library

@ H GO

Edit Policies - 5250

e <:|

Policy

5250 access

5250 tab
Start non-configured sessions

Prompt when starting
non-configured sessions

Show server name in title

Show configured session name in title
Maximum active sessions

Inactive session timeout

Active sessions list columns
Configured session to use for defaults
Save settings as user defaults

Load settings from user defaults

Load settings from shipped defaults
Switch between Web/Traditional views
Edit active session settings

Bypass signon

Display HTML data in fields

Derived From 9
Shipped default

Shipped default
Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

http: ffmyiSeries.myCompany.com fwebaccess i ACustomize 5250 ?profile =MAMAGERS

User: dib

Action @
Use current setting
Use current setting
Use current setting

Use current setting

Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting

Use current setting

B[R] ElR]E R ERE R E R E EEEE

M@Go

Setting
Allow [i]
Show [l]
Ceny [1]

L

Yes [1] (7]
Yes [i] 0
Mo [1] 9
No maximum [l] (7]
24 hours [i] 0
o

i User defaults

User defaults
Managers5250 for MANAGERS

Allow [i]
Allow [1]
Allow [1]
Allow [i]
Allow [i]
Allow [+ ]

M

QOO0 O0O0DO

/H\

| want an

© 2006 IBM Corporation




IBM System i

Example: 5250 Access — More 5250 Settings

» Set all 5250 policies to Deny, except Configured Sessions and Start Configured

Sessions.

* You may also want to allow them to access My Keypads and My Macros.

'@ Edit Policies - 5250

-I:Im

File Edit Wew Go Bookmarks Tools Help

€ - > S0 Q|

http://myiSeries. myCompany. com/webaccess /i ACustomize 5250 ?retURL =http%%3a%:2f%2flp0 16ab.rchland. ibm.com%:3a20 16 % 2fwebacce M @ Go

Configured sessions

Create configured session

Start configured session

Copy configured session

Delete configured session

Rename configured session

Edit configured session

List configured session shortcuts

Create configured session shortcut

Copy configured session shortcut

Delete configured session shortcut

Rename configured session shortcut

Configured sessions list columns

My keypads
> e

Record macro
Flay macro
Flay initial macro
Copy macro
Delete macro
Rename macro
Edit macro

List macro shortcuts

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

| Use current setting

w] [Allow (]

| Use current setting

] [Deny [v]

| Use current setting

v] [ Allow [v]

| Use current setting

] [Deny [v]

| Use current setting

] [Deny n]

| Use current setting

] [Deny [n]

| Use current setting

(] [Deny (]

| Use current setting

[l“ | Deny [i“

| Use current setting

[l" | Deny [l"

| Use current setting

[l" | Deny [l"

| Use current setting

(] [Deny [n]

| Use current setting

] [Deny [v]

| Use current setting

[l" | Columns... |

| Use current setting

[v] [Allow [v]

| Use current setting

] [ Allow [v]

| Use current setting

(] [Allow [v]

| Use current setting

(] [Allow [v]

| Use current setting

[l“ |Allow [i“

| Use current setting

[l" |Allow [l"

| Use current setting

[w] [Allow [v]

| Use current setting

w] [Allow (]

| Use current setting

v] [Allow [v]

| Use current setting

[v] | Allow [v]

j

Q0000 VOOOOOOOOOODODODOOO

(]

[v]
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Example: 5250 Access — After

 Now managers can only start a pre-configured 5250 session, or reconnect to an

active session

AEx)

#]iSeries Access for Web 5250

: Fle Edit View Favorites Tools Help

Q- O 1@ 6] P#

http://myiSeries.myCompany.com/webaccess i AMain

: Address |

~ My Folder
Print Access 5250 user interface on
Messages
Jobs Active sessions

# List active 5250 user intg
5250

o LR ST ETT Configured sessions

+ Configured sessions # List configured 5250 use
- Start session
Start session

* Start a 5250 user interfa

Database
Files
Command
Download
Customize

Other

Related Links:

- iSeries Information

@ Configured Sessions

: Fle Edit View Favorites Tools Help -*'
: \ A ™) ) ) ' 3y W

OQm O MR G P o @ @22 5-1J0 3

: Address | http: {fmyiSeries, myCompany.com/webaccess i/ AConfiguredSessions|

User: onemanager

1Series Access for Web

Configured Sessions

3250
= Active sessions
§ . Session Server Action 9 Shortcut Created By Access
= Configured sessions
Managers5250 myiSeries.myCompany.com @ Yes dlb MANAGERS

Command

Active sessions

Work with vour active sessions.

My macros
Work with your macros.

My kevpads
Work with your keypads.

5250 user interface help
View help for working with configured sessions.

iSeries

5.4.0.05-191.5122130

ﬂ Internet

Center
- iSeries Resource
Library B
[v]
&] Done # Internet
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Controlling access to integrated e-mail

» System i Access for Web allows you to e-mail...
— Database query results, printer output PDFs, command completion notifications, etc.

— E-mail notifications can also be sent when items are placed into personal folders.

» Using the Mail function...

— Users must first have an email address configured for their user profile. The
administrator may configure this or allow users to configure their own email address in
the Mail policy settings.

— The administrator must also specify the name of the SMTP mail server to be used by
the user profile or group in the Mail policy settings.

— If the user has an SMTP user ID and SMTP domain defined in an i5/0S directory entry,
those values will be used, unless other values are entered into the System i Access for
Web policy settings.

— Individual users may be restricted from using the Mail function within policy settings.

i want an . © 2006 IBM Corporation
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New for V5R4

» Style sheet support

[[rm]|

— Allows look-and-feel customization of System i Access for Web content
— Move and copy operations supported for:

» Transfer configuration data from one user to another

5250 sessions and macros
Saved commands
Database requests

My Folder items
Policies

 New home page support
— Usable navigation content

— Update information and product links

* New product look

— Using cascading style sheet shipped with product
— Action links are now images

i want an . © 2006 IBM Corporation



IBM System i

Transfer Configuration Data

& Transfer Configuration Data Q@

File Edit View Go Bookmarks Tools Help

; =—
Qil - Ll> - %l |_| @ http: ffmyiSeries.myCompany. com/webaccess iy ATransferCfg M @ Go

iSeries Access for Web

Transfer Configuration Data
_1 My Folder

Profil
— rofiles . (7]
From profile: | || Browse... |
Messages
e To profile: | || Browse... |
3250
Action to Perform (7]
Database
@ Copy
Files '::}
Command bl
ProTTER Data to Transfer (7]
Cust i .
> ustamizs DSESD SESSI0NS N
- Praferences =
. ] 5250 macros
- Policies

S tEing = Ol commands
A - Transfer configuration D Database requests
Other C Folder items

DPolicies

| Transfer Data

Transfer configuration data help
“iew help for transferring configuration data.

- iSeries Information
Center

= iSeries Resource
Library

Service 53.4.0.05-191.5122130
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Home Page Customization

» A default home page is displayed when the IWAHome servlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access System i
Access for Web functionality.

» The Customize function allows you to replace the default home page.

» Default home page replacement can be done for all users (*PUBLIC), or can
be changed for only certain users and/or groups of users.

» Additional Information

— "Build a quick and easy Web site with System i Access for Web" - Janet Weber

» http://www.ibm.com/servers/eserver/iseries/access/pdf/build website article.pdf
» iSeries 400 Experts Journal

— 1Series News article

i want an . © 2006 IBM Corporation
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IBM System i

Template file customization

[[rm]|

I
i

(I

» System i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify

— Header/footer areas of functional pages.

— Where System i Access for Web content is placed in the page.
» The Customize function allows you to replace the default template file.

» Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.
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HomePage before — IWAHome servlet
@ Homepage =J=)&d

File Edit Wiew Go Bookmarks Tools Help

QEI - [_DD - l%] o @ http: ffmyiSeries. myCompany.comfwebaccess i AHome| Iﬂ O e

eries Access for Web

Welcome to 1Series Access for Web

_| My Folder

Print
C* City information
Messages
C* Mowies
1T B+ Mayo Clinic
5250
Database Rochester weather
= m— R
Co d
man My Information My View Related Products
Download . S . - I . . - _ -
- My Folder - See Customizing iSeries Access for » WebSphere Application Server for G+ SkyCam
Customize + Printer output Web to find out how to customize iSeries
+ Dieplay messages the behavior and look of iSeries » WebSphere Development Studio Rochest
EEr= - Start a 5250 session Access for Web. Also, find out how Client for iSeries D:: = "_ .
to create your own home page! ere Development Studio E* Post-Bulletin online
= G+ KTTC

Related Links: Telephone directory
G+ Find 2 persan
Navigator A new generation of software that enables you to access yvour iSeries server information and rescurces through a web | B* Find = business
- iSeries Information browser!

Center

Browser Access to iSeries Server Information

- iSeries Resource The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through
Library e-business. Since most desktop operating systems come with web browsers, users want an easy way to work with

their business-critical i5/05 information and rescurces through the simple browser user interface that has been

designed to be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access

from a variety of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i15/05 administrators are looking for ways to streamline management of user access to information in the enterprise

through centrally controlled administration built arcund i15/0S user profiles. Additicnally, administrators want to

customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a

browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

#* Browser access to existing 5250 applications without requiring code changes
# Easy access to DB2(R) Universal Database(TM) (UDE) for iSeries information through stored SQL requests M

& A cieonlo intodfaon fo scocle saeibh inforonatian o tha Tobtaaeatad Cila Coectamn inaludina fila dowen lond sed arioaue
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HomePage after — IWAHoOmMe servlet

@ Homepage = |

File Edit WView Favorites Tools Help ?
@ Back - \_‘:J @ @ \J_;j p Search ‘*-E/'nl? Favorites * Media @ Eg% - "“—\ﬁ E \_J ﬁ
: Address | http:/fmyiSeries.myCompany. comfwebaccess /iy AHome Il] B

Spring 2006
Conference & 'Expo

j
My Home Page 1 1
2 = Welcome to iSeries Access for Web
—| My Folder
Getting Started
Messages My Information My View Related Products B+ City information
izing Sern S— G+ Movies
Jobs » My Folder » See Customizing iSeries Access for » WebSphere Application Server for - auis o
« Brinter output web to find out how to customize iSeries Maye Clinic
Sl + Display messages the behavior and look of iSeries » WebSphere Development Studio =
Database » Start a 5250 session Access for Web. Also, find aut how Client for iSeries Rochester weather
) » Database requests to create your own home page! » WebSphere Development Studio
Files + Browse files for iSeries .
Command + Preferences oY
Download
What is iSeries Access for Web E* SkyCam

Customize A . . . .

A new generation of software that enables you to access your iSeries server information and resources through a web
Other browser! Rochester news

Browser Access to iSeries Server Information B* Post-Bulletin online

The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through e- B KTTC

business. Since most desktop operating systems come with web browsers, users want an easy way to work with their

Related Links: business-critical i5/05 information and rescurces through the simple browser user interface that has been designed to
- iSeries Access for Web be Internet-friendly. Users alzo are looking for hassle-free access through firewalls. They want access from a variety
* iSeries Access of platforms, and want no special client code that has to be installed and maintained on their desktop.

- iSeries Navigator

+ iSeries Information

Telephone directory
C* Find a person

Easy Administration C+ Find a business

i15/05 administrators are looking for ways to streamline management of user access to information in the enterprize

,Cen,te_r I through centrally contrelled administration built around i5/05 user profiles. Additionally, administrators want to
' EE:;—: T customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
g

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

e Browser access to existing 3250 applications without requiring code changes
® Easy access to DE2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
e A simple interface to work with information in the Integrated File System, including file download and view
capabilities lﬂ

&] Done ) 8 Internet
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http://[<system>/webaccess/IWAHome

ME[X]
M @ Go

|@ Homepage
Fle Edit

View Go Bookmarks Tools Help

@ »- 0D

http: //myiSeries.myCompany. com/webaccess Vi AHome|

Welcome to iSeries Access for Web
£ My Folder
Print
G+ City infermation
Messages
e es
Jobs G+ Mayo Clinic
5250
D Rochester weather
o e i~ Y
Con d
mman My Information My View Related Products
Sacd - See Customizing iSeries Access for WebSphere Application Server for G SkyCam
Customize 0 Wweb to find out how to customize
- Display messages the behavior and look of iSeries WebSphere Development Studio Rochest
e - Starta 0 se. Access for Web. Also, find out how for iSeries Df r
+ Databsse regues| to create your own home page! here Development Studio ¥ Post-Bulle
- Browse files eries B KTTC
for Web &7 Homepag: _ e m
- iSeries Navigator A new generation of software that enables you to access your iSeri: File Edit View Favorites Tools Help ':f
-iSeries Information browser! = o
Center iSeri i H N ) )
Browser Access to iSeries Server Information H e Back - B Ij ) Search <5 ¢ Favorites e‘ Media L
- iSeries Resource The Internet movement has taken over, and businesses are guickly : </ =, ._Jj & Lo @
Library e-business. Since most desktop operating systems come with web I - g
their business-critical i5/0% information and resources through the : Address | http://myiSeries.myCompany. com/webaccess,iWAHome: M Go

designed to be Internet-friendly. Users also are looking for hassle-
from a variety of platforms, and want no special client code that hal
Easy Administration

i5/05 administrators are looking for ways to streamline manageme
through centrally controlled administration built around i5/05 user |
customize a user's view of the iSeries server, o those not Familiar
productively work with its database and other resources.

Spring 2006 |
Conference & 'Expo

My Home Page

Welcome to iSeries Access for \Web

Key Capabilities 1 My Folder
iSeries Access for Web, a new member of the iSeries Access famil -
browser and provides a user-centric, web-based view of iSeries ser| Print Getting Started
capabilities, such as: Messages My Information My View Related Products
* BErowser access to existing 5250 applications without requirir| Jobs . r * See Customizing iSeries ss for
® Easy access to DB2(R) Universal Database(TM) (UDB) for iS| - Printer output Web to find out how to customize
& _A siemalaistorfocs bomacleith ioformotion o tha Totaoeotod I the behavior and look of iSeries
Database Access for Web. Also, find out how o .
_ to create your own home page! here Development Studio
Files for iSeries
Command
Download - -
What is iSeries Access for Web
Customize
& new generation of software that enables you to access your iSeries server information and resources through a web
Other browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to embrace new techneologies through e-
business. Since most deskiop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Related Links:
or Wab

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i15/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and
productively work with its database and other resources.

nfarmation

- iSeries Resource
Library

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

* Browser access to existing 5250 applications without requiring code changes

#» Easy access to DB2(R) Universal Database(TM) (UDEB) for iSeries information through stored SQL reguests

o & simple interface to worle with infermation in the Integrated File System, including file download and view
capabilities

User: commonuser

B+ City
B* Movies

B* Mayo Clinic

Rochester weather

G# SkyCam
Rochester news

E» paost-Bulletin anline
BrKTTC

Telephone directory
E*Find a
E*Find a

parson

business

| want an

&

. Internet



IBM System i

HomePage after — IWAHome (another example)

<} Access for Water - Microsoft Internet Explorer o iy ]

J Fil= Edit ‘“ew Favorites Tools Help |

J Address I http: i} <system=jwebaccessfiviaHome ﬂ e

Access for Water il

Services This Week's Special Site Support
B e T el T s

o e e S i R Y e i S i
Wiew awvalable boats

Tour commments are important to us. Flease let us
kenow if wou have any questions or f we can help
wou it any way. Address vour tnessage to user
BOATHELP. Sendus amessace

See boat details
Order a boat

Weather Conditions

Is it a great day for boating? Check out today's
forecast.

Beautifully maintained 28 foot 1978 Carver Santa Cruz
for only $23,900. Head and galley refirbished in 2001
Cnly 31 hours on completely rebuilt motor. Click here to
see thiz boat crusing the seas.

Conditlens as of:
LU

Great Deals

For those bargain conscious atnong wvou, we have a large
selection of new and slightly used boats for under
£75,000 Whether vou are planning on sailing in your
backvard pond or navigating the mighty IMissizsippl we
cat meet your wants, needs, or desires.

Wiew our selection of modestly priced boats.
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Home Page/Template Customization Example (continued)

e Custom template

[@ Quick View of BOATS.BOATS | M
i File Edit View Favorites Tools Help ;ﬁ"
@Bar_k @ f\) @ @ é pSearch "f-,/_'n'\?Favorihes G‘Media @ Bv & D _‘3

o]

Current Orders

2 p oK

C Poole Boat Co g0
Aluminum

P Carver Santa 28
Cruz

P Mako 19
Sportfisher

P Monk 36
Bridgedeck
Cruiser

P Monlk 34
Flvbridge/Sedan

P Monterey g0
Marine Custom

5 Bill Garden 36
Schooner

BTYPE BENAME BFEET BYEAR BCOST

1979

1978

1989

1956

1985

1996

1953

Supplying quality
bevars since 2002

Access for Water

Home

BNTO1
1000000 -Located in S. Diego, CA

23900 -Constructed of fiberglass.
13000 -Located in Anacortes, WA

19900 -Built of mahogany, oak, and cedar.

55000 -Double planked cedar on oak frames.
2975000 -Located in Stuart, FL

27300 -The hull is 1/8' caravel cedar planked atop 1
1/4" x 1 1/2" pak frames

BNTO02
-Twin Detroit diesels.

-Single Chevy 350 gas engine, 250 hp. Fres
water cooled,
-Great fishing boat

-The 130 hp power plant is a single, Chrysl
cvl diesel

-The 165 hp power plant is a 1985 V6 Det
diesel.

-Monthly payment.

and the deck is cedar planked with tar sean
[2]

[ae]

8 Internet
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Additional Information

* Product web site

[[rm]|

I
|17

(I

— URL: http://lwww.ibm.com/eserver/iseries/access/web/
— Latest information, articles, FAQs, fix information

* Information Center, Version 5 Release 4

— URL: http://lwww.ibm.com/eserver/iseries/infocenter/

— Connecting to iSeries, iSeries Access, iSeries Access for Web

* WebSphere Application Server for i5/0S information

— URL: http://www.ibm.com/eserver/iseries/software/websphere/wsappserver
* Product help

— Available on System i Access for Web pages
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Additional Information
Application Server Authentication: WebSphere Global Security

* The following charts provide additional information on configuring WebSphere
Application Server global security
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Application Server Authentication
WebSphere with Global Security Enabled

» Refer to the WebSphere Information Center for details
— Search for “configuring global security”

Global security

Welcame
Global security =
Servers
Applications Global security
Specifies the global security configuration for 8 managed domain. The following steps are required to turn on
Resources security: 1. Configure the desired user registry listed under User registries and set its properties. 2. Select the Enable
B security global security option on this panel. 3. Select the configured user registry type from the Active user registry option on

this panel.

Global security ) )
Configuration
55L
Environment
System administration General Properties User registries
Monitering and Tuning [] Enable global security Custom
Troubleshooti LDAP
Bl emeein D Enforce Java 2 security
Service integration Local OS5
D Enforce fine-grained JCA security
uoDI Authentication
D Use domain-qualified user IDs B aAuthentication
#* Cache timeout el S
(600 | seconds LTPA
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[[rm]|
IR

Application Server Authentication
WebSphere with Global Security Enabled ontinued)

« Configure the active user registry

» Configure the authentication mechanism

— Lightweight Third Party Authentication (LTPA)
— Enable Single Signon (SSO)

User rEEiStriES-

Custom
Additional properties of LTPA configuration

Local OS5
Authentication
Global security > LDAP User Registry
Configuration

B authentication
mechanjisms

Authentication

protocol

JAnS
Global security = LTPA Configuration

Confi ti
General Properties e
* Server user ID
| | | Generate Keys
#* Server user password
Type

| | Import keys | | Export Keys

| IEM Tivoli Directory Server [il

General Properties

#* Password

Additional Properties

#* Confirm password

Single signon (S50

Trust asscciation
|
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[[rm]|
IR

Application Server Authentication

WebSphere with Global Security Enabled ontinued)
« Configure global

security settings Global security
— Enable global security ' Configuration |
eneral Properties
— Active authentication T | GencralPropen
mechanism

e Enable global security

— Active user registry

I:l Enforce Java 2 security

|:| Enforce fine-grained JCA security

D Use domain-qualified user IDs

* Cache timeout
(00

|5EEDI‘I|:|5
. Issue permission warning

Active rDtDEDl
\ CEI E||'||:| EAE

Active authentication mechanism

| Lightweight Third Party Authentication [LTPA)
\ Active user registry

[v]

| Lightweight Directory Access Protocol (LDAP) user registry

D Use the Federal Information Processing Standard (FIPS)
| want an .
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Additional Information

Application Server Authentication: EIM domain configuration

* The following charts provide additional information on Enterprise Identity Mapping
(EIM) domain configuration.
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Application Server Authentication

EIM Domain Configuration

* An EIM domain is a directory within a
Lightweight Directory Access Protocol

(LDAP) server

— A collection of identifiers, associations
and registries

— Used to map identities from one
registry to another registry

» System specified by TGTSVR
parameter on the CFGACCWEB2

command must be part of an EIM
domain

— Configured using System i Navigator

+]- {7 Integrated Server 4
+]-Jafl Security

+-fi® Users and Groups :
.3..,:,% File Systems Reconfigure...
]@ Application Develop

L Netwark

[#- L TCP/IP Configuration

[+ Femote Access Services

ﬁ Servers
- ¥) 1P Policies

g Domain Mar  Explore
Sl Internet Open
Create Shortcut

Customize this View »

Properties

nterprise Identity Mapping tasks

i1 Confiqure system for ETM
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Application Server Authentication
EIM Domain Configuration continued)

« Create and join a new domain, or join an existing domain

;i Enterprise Identity Mapping Configuration Wizard - Welcome - |EI|5|

Welcome to the Enterprise [dentity Mapping (EIM) Configuration Wizard. This wizard will
help you to configure your system to paricipate in an EIM domain. You can configure your
8 system to join an existing domain or you can create and configure a nesy EIM domain.

How do wou want to configure EIM on your system™?

™ Jain an existing domain

Click Cancel at any time to cancel the wizard.

Help |‘?| = Back Mext = Eirish | Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

* Choose the Directory (LDAP) server to contain the EIM domain.

;i Enterprise Identity Mapping Configuration Wizard - Specify EIM Domain Locati - |EI|5|

This wizard will create and configure an EIM domain on a Directary semver in the network.
This Directory server will hecome the domain controller for your new EIM domain. You can
8 configure the Directory server on the local system, or specify a remote Directory server to
he the damain controller for the domain.

‘Where doyou want to configure your EIM domain?

" On aremote Directory server

Help |‘?| = Back Mext = Eirish | Cancel |

i want an . © 2006 IBM Corporation




IBM System i

Application Server Authentication
EIM Domain Configuration continued)

* Network Authentication Service (Kerberos) is not needed

‘%% EIM Configuration Wizard - Configure Network Authentication Service

-0 x|
Metwark Authentication Service (Kerberog) is either currently not configured an the system
or needs additional configuration to set up a single signon environment.

Would yvou like to configure Metwork Authentication Service at this time?
i~ Yes

Help |‘?|

= Back

Mext =

Einish | Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

« Specify administrator credentials for the Directory (LDAP) server

;i EIM Configuration Wizard - Specify User For Connection

-0 x|
In order for the wizard to complete EIM configuration, the wizard must connect to the
8 WWizard to use?

domain caontroller with an authorized user. What user do yvou want the EIM Configuration

~ Liser

Distinguished name: [cn=administrator
Passwiard:

I******

Confirm passwiard: |***ﬂr*

Yerify Connection
Help |‘?|

= Back

Mext =

Firieh |

Cancel |
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Application Server Authentication
EIM Domain Configuration (ontinued)
» Specify a name for the EIM domain

;i EIM Configuration Wizard - Specify Domain

-0 x|
The EIM domain consists of a domain contraller and padicipating user registries in the
network.

What is the name ofthe domain you want to create?
Domain:

|EIMDomain

Description: {My EIM domain controller

Help |‘?|

= Back

Mext =

Einish | Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

» Specify the location within the directory for the EIM domain

;i EIM Configuration Wizard - Specify Parent DN for Domain

— ol x|
The parent distingquished name (DK for the EIM domain further defines the location ofthe
EIn data in the directory.

Would yvou like to specify a parent DR for the EIM domain®?

" ies
Faremnt L
foic= de= de= dis =l Browse.. |

i+ po
Help |7| = Back Mext = Firieh |

Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

* Create an EIM registry to represent the i5/0S user registry

‘%% EIM Configuration Wizard - Registry Information -0 x|

lzer registries are a collection of user definitions for a padicular operating systern or
application. Only those user registries that have been added to the EIM domain can

Y paricipate in EIM. The following reqistries may be used by the system when performing
Eli functions an behalf of aperating system functions.

Which user registries will be used by the [ocal systerm? Any registries that do not exist will
he added to the domain.

|myBewer.myDnmain.cnm

[~ Kerheros

|myDnmain.cnm

[T Kerberos user identities are case sensitive

Help |‘?| = Back Mext = Eirish | Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

» Specify credentials for i5/0S to use when accessing EIM on the Directory server

‘%% EIM Configuration Wizard - Specify EIM System User - 10l x|

“arious operating system functions use EIM. The operating system connects to the
domain controller as this userwhen perdforming these various functions. What user do
8 vouwant the operating systerm to use for performing EIM functions? Mote: This user alzo

~ User

Distinguished name: [cn=administratar

Fassword: |******

Canfirm passward: |**Hn

Yerify Connection

Help |‘?| = Back Mext = Eirish | Cancel |
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Application Server Authentication
EIM Domain Configuration (ontinued)

* Confirm the information and select Finish to create the EIM domain

‘%% EIM Configuration Wizard - Summary

=10l x|

ou have completed the steps necessan to create and configure a new EIM domain.
Click Finish to configure EIM and to join the EIM domain.

Setting Yalue

Wiizard user for configuration: cn=administrator
Domain: EIMDomain

Dammain description: Wy EIM dommain cantraller
Local iaf0s registry: myServer.myDomain.com
a5 EIM systermn user: cn=administrator

Help |‘?| = Back | et = Finish Cancel |
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Application Server Authentication
EIM Domain Configuration continued)

* Create an EIM registry to

represent the aCtlve $4t Add System Registry - EmDomain —1O] x|
WebSphere user registry Damain: EimDomain
— Specifv redistrv name Reugistry: [itebSphereUserReistry
P fy J y ; [LDAP - short name |

: |Regi5trg.r used to contain source associations forWehsphere users
— Specify registry type Gistry URL: |
* LDAP — ShOI't name — Address aliases

* For System i Navigator. Alias: |

prior to V5R4, specify Type: [DNS hostname ~]
1.3.18.0.2.33.14-caselgnore

Add

Alias Type |

Fermme

Eﬁ) Enterprise Identity Mapping
@ Configuration

-l EIm
ﬁ& |ser Reaqistries

=8 Domain Management nterprise Tdentitv Manoing tasks

A Add a new application registry (0] Cancel | Help | ?
% Add a new group registry
& Create a new identifier

i want an . © 2006 IBM Corporation
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Application Server Authentication
EIM Domain Configuration (ontinued)

« Create an EIM identifier to represent each WebSphere user

Ky Basic Operations

B8 Work Management

g Configuration and Service
Network

(- 122 TCP/IP Configuration

[#-*m Remote Access Services
ﬂ SEFVErs

-] 1P Policies

Elﬁ; Enterprise Identity Mapping
@) Configuration

EI@ Domain Management

=8 1

3l User Registries

----- &jj Identifiers
----- Internet
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% Add & new system registry

®

r
@3 Create a new identifier

nterprise Identity Mapping tasks

Add a new application registry
Add 3 pew group registry

134 New EIM Identifier - EimDomain

=10 x]
Domain:  EimDomain
Idertifier.  [Steve Jones
™ Generate unigue identifier
Cescription: |SteveJ|:|nes Dept. 818 Phone 555-1217]
- Aliases
Alias: | A
Alias
REfOYE
0] cancel | Help |?
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Application Server Authentication
EIM Domain Configuration (ontinued)

» Create EIM associations for each identifier

. Identifier

| Description

Sisteve Jones

Steve Jones Properties - Lpl1l6ab

General Assnciatiuns'
Associations for EIM identifier; Steve Jones

Steve Jones Dept, 819

-85 Basic Operations
@. Work Management
g Configuration and Service

=L _g Metwork
- L TCP/IP Configuration
Remote Access Services

Iﬁ Servers

=7 1P Polices

Elﬁ) Enterprise Identity Mapping
@ Configuration

El@ Domain Management

5 =-All EM

ﬁ& IJser Registries

----- &) Identifiers

A

L Internet

Registry | Registry Type Llger Aszsociation Type
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Application Server Authentication
EIM Domain Configuration (ontinued)

« Source association describes relationship to WebSphere user ID

[[rm]|
[HlHl
il
ll

» Browse and select registry representing the WebSphere user registry

» Specify WebSphere user ID
— LDAP short name

— May need to be qualified with security domain realm

* |dap.myDomain.com:389/sjones

» Select ‘Source’ as association type

i want an . © 2006 IBM Corporation

3 Add Association - Steve Jones

ElM identifier:

Redistry:

l=er:

Association type: |Source

Xl
ISteve._lnnes
|Weh5phereUserRegi5trg.r Browse... |
[sJoMES Browse... |
Advanced... |
Cancel | Help |‘?|

...-|||

I
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Application Server Authentication
EIM Domain Configuration (ontinued)

» Target association describes relationship to i5/0S user profile
* Browse and select registry representing the i5/0S user registry
» Specify i5/0S user profile

» Select ‘Target’ as association type

3 Add Association - Steve Jones x|

EIM identifier:  |Steve Jones

Registry; |my5ystem_myDumain_cnm Browse...
User; |5TEVEJ Browse...

Association type: |Target =l

Advanced...

Cancel | Help |‘?|
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Application Server Authentication
EIM Domain Configuration (ontinued)

General | Assoriafions,

Associations for EIM identifier. Steve Jones

Redistry | Reaistry Tvpe
_&k mySysterm.myDomain.com
&&WehﬁphereUaerRegiStw

[[rm]|

I
lu

(I

| Lser
18705 (or 05400

x|
| Association Type |
STEWVE Target Add
LDAP - short name SJOMES Source
Femove
Details...
* These associations allow the WebSphere user identity SJONES
to be mapped to the mySystem.myDomain.com i5/0OS user
profile STEVEJ

* As users are added to the WebSphere user registry, identifiers
with associations must be added to the EIM domain
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Additional Information

Application Server Authentication: EIM Identity Token Connector

* The following charts provide additional information on Enterprise Identity Mapping
(EIM) Identiry Token Connector configuration
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Application Server Authentication
EIM Identity Token Connector

* The EIM Identity Token Connector is a resource adapter that conforms to the
J2EE Connector Architecture (JCA) specification

« Connector must be installed in WebSphere
* Create a J2C authentication entry
» Configure Java 2 Connector (J2C) connection factories

« Connection factories are used to request identity tokens

— Identity tokens are encrypted data strings representing the authenticated WebSphere
user identity

* Identity tokens are passed to the i5/0S host servers and input to EIM lookup
operations which map the WebSphere user identity to an i5/0S user profile
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Application Server Authentication
EIM Identity Token Connector (ontinued)

* Install the connector in WebSphere
— /QIBM/ProdData/OS400/security/eim/idTokenRA.rar

Fesource adapters
Install RAR File

RAR files can be installed using two methods. You can choc

Applications

B Rescurces Resource adapters an existing RAR file on a server.
IMS Providers Preferences
JDBEC Providers SN ol
Install RAR ) |New| | Delete s
Resource Adapters Local path:
Asynchronocus beans .- .. ""r’ |*§"|
Schedulers — | |[ Browse...
Fa
Cache instances Select| Name 3 % corver path:
i 5IE JM5S R Adapt
Object pool managers Fi SSource Adapter Specify path
Mail Providers : RS
. WebSphere Relational Resource Adapter |.-"QIEI-M.-"Prm:|Data.-"DE4IIIIII.-"sEi:urlt:.f.-"mm.-"ldtnl-cean
URL Providers
Rescurce Environment Providers Total 2
Scope
Node
Security I— _I
Envircnment
Ne:nctl Cancel |
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Application Server Authentication
EIM Identity Token Connector (ontinued)

* Create J2C

authentlcatlon entry Global security > J2EE Connector Architecture (J2C) auvthentication data entries
_ LDAP admInIStl'atOT Specifies a list of user IDs and passwords for Java 2 connector security to use.

Preferancas

. =

credentials

Select &l\s 3 | ll=ar TME ™ |r1¢=u=rri
— Global security > J2EE Connector Architecture {12C) authentication data entries > New

Authentication

Authentication | N ] ]
. Specifies a list of user IDs and passwords for Java 2 connector security to use.
mechanisms
— \ Configuration |
Sarvers Authentication Total 1 g
protocol
Applications
EB B 1AAS Configufation
Resources General Properties
El security #* Alias
|i|:|Tu|-cer1A|iE|5 |
Global security \
SS5L * User ID
Authentication ||:n=a|:|n'|ir1i5tratur |
Environment data
#* Password
System administration |,""," |
B Monitering and Tuning Description
Troubleshooting |authenticatinn information Fc\l
Service integration
UDDI Apply | Reset | | Cancel |
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Application Server Authentication
EIM Identity Token Connector (ontinued)

* Create connection factories

| Inst

all RAR | |New| | Delete

General Properties

Gl

Selact

ey
Name

r SIBE IMS Fescurce Adapter
WebSphere Relaticnal Resource Adapter
Total 2

¥ Scope

|I:E||5:- _iwakl:nodes

_iwael

# Name

|I|:|er|ti1:5r Token Connector

Description

Additional Properties

| want an .
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connection
factories

Custom
properties
Wiew

Deployment
Diescriptor
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Application Server Authentication
EIM Identity Token Connector (ontinued)

» Use the following JNDI names
— eis/iwa_ldentityToken

— eis/ldentityToken
» Select the J2C

authentication entry
created earlier

Resource adapters|> Identity Token Connector > J2C connection factories > New

General Properiies

# Scope Component-managed authentication alias
|:E”5; _iva60:nodes: _iwa60 | Cnmpnnent-managed authentication ali
* Name I _ivaD.-"idTnI-cenAlias;I
|cF1 |
JNDI name V¥ iner- icati - .
: . J Container-managed awthentication Additional Properties
|E'5"'II‘:|E”t't5"T°kE"' | Container-managed authentication alia:
use rescurce reference authentication se C i |
Drescription I " wab0/idTokenAlias ;I cnnecticn poo

properties

Authentication preference (deprecated i Advanced connection

reference authentication settings instead
| BAaSIC_PASSWORD =

Custom properties

Mapping-configuration alias [(deprecatec

* . .
SOUSS SNl SC SpIENEY Ses reference authentication settings inste

Ijavax.resnur{:e.ﬂ:i.Cc\nnectinnFactDrg,r - I

I DefaultPrincipalMapping | =

Category

|P~.|:r|:r|1_.r | Re»setl | Cancel |

© 2006 IBM Corporation
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Application Server Authentication
EIM Identity Token Connector (ontinued)

» Set custom properties on
faCtOrIES Resource adapters » Identity Token Connector » 12C connection factories > CF1 > Custom properties
— LdapHostName
— LdapHostPort
— EimDomainName —
Walue 2 Description
- SOUFCGRGgIStryName LdapHostName ldap.myDomain.com Reguired. The fully gualified

TCR/IP host name of the
. : LOAP server hosting the EIM
® Optlonal propertles domain controller. For

example: myLDAPServer.com

¥

Eat

Name 3

- ParentDomaln LdapHostPort 25 Optional. The port number of

the LDAP server.

- KeyTImeOUtsecondS EimDomainMame EIMDomain Reguired. The simple

{undistinguished] name of

_ 1 the EIM domain this rescurce
KeySIZe adapter is using. For

example: Auth Tokens

—_ .. Domain

ParentDomain Optional. The LDAP DN value
for the parent domain of the
EIM domain this resource
adapter is using. For
example: de=myServer,
de=myCompany, dc=com

SourceR.egistryMame WebSpherelUserRegistry Reguired. The name of the
EIM reqistry in which the
suthenticated username has
8 Source mapping.

KeuTimenitSarnnds 1200 rintinnal. The number f
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Application Server Authentication
EIM Identity Token Connector (ontinued)

» System i Access for Web
will use the connection
factories in the following
order
— eis/iwa_ldentityToken e e ———————————————————————————————
— eis/IdentityToken

» Can create just one of the
factories

— If eis/iwa_ldentityToken
connection factory is not
created, WebSphere logs
will have lots of JNDI
lookup errors

i want an . © 2006 IBM Corporation



IBM System i

Trademarks and Disclaimers

© IBM Corporation 1994-2007. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
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