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Get to the Web Fast with System i Access for Web

LAB: System i Access for Web: Configuration

System i Access for Web — Setup and Configuration

Run 5250 Through a Browser Using System i
Access for Web

Database Access with System i Access for Web

LAB: Administrators Get Started with System i Access for Web

What an Administrator Needs to Know: Restricting Access
and Other Security Considerations

LAB: Test Drive System i Access for Web



Agenda

 Qverview

« System i Access for Web Runtime Considerations
— Use of policies
— Customizing the home page/template files

« System i Access for Web Environment Security Considerations
— SSL and VPN
— Authentication security options
— 5250 bypass signon notes
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What is System i Access for Web?

* Provides access to IBM i through a browser

— 5250 access

— Access to database, integrated file system, printers,

output queues, jobs

— Can run batch commands and send/receive

messages

* It has the following advantages:

— Is server based

— Requires only a browser on the client, no
configuration required at desktop, no applets

installed on desktop

— Uses industry standard protocols - HTTP, HTTPS

and HTML

© 2009 IBM Corporation
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Try out System i Access for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/iWAHome (case sensitive)

User ID = WACUST

Password = demo2pwd

This shows the basic look of System i Access for Web
as we ship it. You can try various functions --
including working with printer output, creating
database requests, etc. Click on the 5250 tab, sign
onto the IBM i, then start an RPG application called
BOATS and run it.

User ID = BOATADMIN

Password = demo2pwd

This is an example of how a customer might design a
web page for their use. You will see that an end user
could start the same BOATS application by clicking on
the 5250 session, or they could have used HATS to run
the application. You will also see other links that
would let a user work with spoolfile information, work
with IFS, run database requests, etc..

Send email to: LLHIRSCH@us.ibm.com to reset the user profiles on
iseriesd.dfw.ibm.com if either one gets disabled.
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Runtime Considerations



Controlling Access

3 methods to control access using System i Access for Web

e Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

 User Preferences
— Users can set their own Preferences for things like
What tabs are available in the navigation bar

How to view output (default rows/columns per page)
How to filter output

 Customize the Home page and template files

— Administrators can use the Customize function to replace the default System i Access
for Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of System i Access for Web pages

— Style sheets - The look of the System i Access for Web page content is now controlled
by external style sheets.

8
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Controlling access
Home Page = http.//<myiseries>:<port>/webaccess/IWAHome

@ Homepage

=%

File  Edit

=X

View Go

_1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

- iSeries Infarmation
Center

» iSeries Resource
Library

Bookmarks Tools

Help

@D

hittp: /fmyiSeries.myCompany. com/webaccess /i AHome|

Welcome to iSeries Access for Web

Getting Started

My Information Related Products

to customize the behavior and
lock of iSeries Access for Web.
Alzo, find out how to create
vour own home page!

& new generation of software that enables you to access your iSeries server information and resources
through a web browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and busineszes are quickly moving to embrace new
technologies through e-business. Since most desktop operating systems come with web browsers,
users want an easy way to work with their business-critical i5/05 information and resources through
the simple browser user interface that has been designed to be Internet-friendly. Users also are looking
for hassle-free access through firewalls. They want access from a variety of platforms, and want nao
special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in
the enterprise through centrally controlled administration built around 15/05 user profiles. Additionally,
administrators want to customize a user's view of the iSeries server, so those not familiar with i5/05
operating environment can easily and productively work with its database and other resocurces.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that
runs in a browser and provides a user-centric, web-based view of iSeries server information and
resources. It provides key capabilities, such as:

# Erowser accecs to ewicting S250 annlications without reauiring code channes

¥ 0

=* City informatien
=+ Movies
= Maya Clinic

Rochester weather

3+ SkyCam

Rochester news
= Post-Bulletin enline

3 KTTC

Telephone directory

=* Find a person

* Find a business
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Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/IWAMain

& iSeries Access for Web E]@

File Edit Wew Go Bookmarks Tools Help

<]4:| i M @ @ http: /fmyiSeries myCompany.com/webaccess iV AMain| v @ co

User: dib

iSeries Access for Web

1 My Folder . . . . . .
¥ Welcome to iSeries Access for Web, the lightweight, browser-based access to your iSeries server.
Print
Massages Pure Java serviet based access
Jabs iSeries Access for Web is a =et of servlets that run on iSeries servers as extensions to the HTTF server. The servlets provide
5250 access to databases, files, print gueues, printer cutput, and messages contained on the iSeries server.
IaEtaes Industry standard protocol
Files
Command iSeries Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols.
Firewall issues are much more manageable as a result.
Download
e Lightweight access
Other

iSeries Access for Web provides lightweight, and convenient access to iSeries servers from any web browser. Most of the iSeries
Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

Server based
Related Links:

iSeries Access for Web is entirely server based. There is no client code to install and manage. Simply install and configure on the
server, and access from any web browser.

Series Information Object level security
Centar
- 'EI_E:':I_: Resource Access to the iSeries data is based on iSeries object level security. Users and groups can only access the data to which they are

authorized.
Fully customizable

Access to iSeries Access for Web functionality can be restricted for users and groups of users. iSeries fAccess for Web is fully
customizable =0 a user will only see and access what the administrator has configured for them to use and see.

Web components

iSeries Access for Web is also a set of web components for web applications. Web applications can link to the iSeries Access for
Web servlet URLs and take advantage of the functions that iSeries Access for Web provides.

10
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Controlling access
Product functionality

& iSeries Access for Web Database E]@

Eile Edit View Go Bookmarks Tools Help

<]:| N T @I @ http://myiSeries.myCompany.comfwebaccess, iy AMain?tab=database v @ co
User: dib

iSeries Access for Web

Database

| My Fold . . L .
v relder Access database tables on your iSeries server with iSeries Access for Web.

Print
Tables

Messages . ) . .

* View a list of database tables on your iSeries server.
Jobs + Perform actions on these tables without having knowledge of SQL and its syntax.
5350 * View the contents of a table in a paged list, using the Quick view action.

+ Add and update records in a table using the Insert and Update actions.
Database * Create your own customized SQL request for a table using the Run SQL action.
. Tables * Create your own customized copy data request for a table using the Copy data to table action.
« My requests My requests
- Run SQL + Yiew a list of previously saved requests.

+ Run or Edit requests from this list.

@ Eam 2eE R EllE + Manage lists using the Copy, Delete, and Rename actions

- Import reguest * Create and manage shortcuts to requests
= Import query Run SOL
» Extract server data * Run SQL statements dynamically.

* View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how
vyou have your browser configured and whether the browser can locate a plug-in for the output type you choose.)

Command * Customize how data is returned by setting options specific to the ocutput type.

#+ Build SELECT statements using an SCL Wizard.

Files

D load
S ——— + Save requests for repeated use.
Customize
Co data to table
Other

Copy existing data files from your PC to a database table on your i15eries server.

These data files can be in many popular file formats, including Microsoft Excel and Lotus 1-2-3.
Replace the contents of a table or add data to an existing table.

Create a new database table based on the contents of a workstation file.

Save requests for repeated use.

LI O I

Related Links:

iSerie

+ iSerie Import request
. fEE"f 5 r + Import Client Access Data Transfer upload and download requests into iSeries Access for Web copy data and SQL requests.
. "_—:EF'EE Information + Imported requests are automatically converted to iSeries Access for Web format.
Center + Run and edit converted requests on your iSeries server just like other copy data and SQL requests.
» iSeries Rescurce
Library Import query

+ Import queries generated by Query for iSeries and DBZ UDE for iSeries Query Manager.
* Imported gueries can be saved into iSeries Access for Web database requests.
+ Run and edit converted queries on your iSeries server just like iSeries Access for Web SQL requests.

Extract server data hd

1"
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Controlling access

Sample for a user that only performs preset database queries

-

@ iSeries Access for Web Database

Address http: ffmyiSeries.myCompany . comfwebaccess i AMain?tab=database

Database
= My reguests

IBM iSeries Service

&‘__é"[ Done

File Edit Wiew Favorites Tools Help

OBack - 4 IiLI IELI | /.__\J Search V\ Favorites @Media £

Database

My requests

Wiew a list of previously saved reguests.

Run or Edit requests from this list.

Manage listz using the Copy, Delete, and Rename actions
Create and manage shortcuts to requests

il
—_

Access database tables on your iSeries server with 1Series Access for Web.

5.4.0.05-191.5122130

ﬂ Internet

© 2009 IBM Corporation
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Controlling Access:
Setting policies for users and groups of users

© 2009 IBM Corporation
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Controlling User Access

~+1 My Folder
Print
Messages
Jobs
2250
Database
Files
Command
Download
Customize
Other

© 2009 IBM Corporation

*Customize policies for users and groups to
— Allow/Deny functions users can access
— Limit the information users can see
*Use group profiles to simplify policy management
— Manage policies for group profiles
— Add/remove users from groups

‘When a function is restricted, access to the servlet
Is restricted

*You need *SECADM authority to customize profiles

14



Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

* These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

* When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

» Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
System i Access for Web functions.

15
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Controlling User Access

» System i Access for Web ships
with default policy settings

«Default allows most functions to
be available to all users

‘Use *PUBLIC to set policies for
all users

-Strategy:

— Grant an administrator profile
access to all functions

— Deny access to all functions to
*PUBLIC

— Then allow specific
users/groups access to specific
functions

© 2009 IBM Corporation

iSeries Access for Web

# My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize
+Preferences
+Policies
 Seftings

“Transfer
tonfiguration

QOther

Related Links:

*Series Access for
Web

*[Series Access

*{Series Navigator

+iSeries Information
Center

+15eries Resource
Library

Policies

Profile: *PUBLIC

Action Category

[# 50

17 Command

7] Customize

7 Database

17l Database
connections

7] Download

7] Files

7] General

[7] 0bs

A Ml

,ﬂ Messages

7 My Folder

7] Print

7] Sametime

7] Other

User: cminer  System:

Description
5250 user interface custom settings.
Run batch command custom settings.
Preferences and policy administration custom settings.
Database tables, requests, and run SQL custom settings.
Create and edit database connection definitions.

Download packages custom settings.

Integrated file system and fle share custom settings.
Page layout, language and character set custom settings.
Work with jobs custom settings.

Send mail custom settings.

Display messages, send messages, and message queue custom
settings.

My Folder custom settings.

Printer output, printers, printer shares and output queue custom
settings.

Lotus Sametime custom settings.

[ |
Change password and other miscellaneous custom settings.

Access
]
Allowed
Allowed
Alowed
Allowed
Allowed

Allowed
Allowed
Allowed
Allowed
Allowed
Alowed

Allowed
Allowed

Allowed
Allowed

16




Notes: Controlling Access - Strategies

» System i Access for Web ships with a set of default policy settings. The default policy settings allow most
of the System i Access for Web functions to be available for all users. Without any customization, users
accessing System i Access for Web could begin using most of the available functions.

» As an administrator of this product, you may not want your users to be able to access all of these
functions. It is the responsibility of an administrator to restrict functions they do not want their users to be
able to access.

* One of the quickest strategies that can be deployed to restrict a function from all users is to use the
Customize Group Profiles function and customize the *PUBLIC group profile.

» This group profile is defined such that every user is a member of this group. So, for example, if you were
to customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to "Deny", you
would restrict file system access from this product for all users.

 If some of your users required access to this function, you could specifically customize their user profiles
and set this function back to "Allow". In this way, only users that have been specifically allowed access will
be able to use that function, all others would not have access.

* |t should be noted that the *PUBLIC group profile includes the administrator user ID that is used to
customize other group and user profiles. If you were to deny functions for *PUBLIC, this would affect the
administrator user profile. As you customize System i Access for Web for *PUBLIC, you may want to
consider specifically allowing your administrator user profile to have access so that it is not locked out of
System i Access for Web functions.

17
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Controlling Access - Setting policies (continueq)
,.@f Policies | Jo/Ed

File Edit Wew Go Bookmarks Tools Help

= r-.
<}:| - ED) - @,j T:h http://myiSeries.myCompany. com/webaccess iWACustomizelist?action =select| M @ Go

Policies
B s Specify the profile you want to edit.
Print
Messages Profile:
Jobs

Database

Files Work with the user prgb you are authorized to customize.
Command T -

Download 'c’\-'o-ri-c"'f\-_itﬁ th-; group profiles you are authorized to customize.

Customize ST e k.
» Preferences Import policies from a file into iSeries Access for Web.
B> || - Policies -

= Settings

= Transfer canfiguration

Other

IBM iSeries Service 5.4.0.05-191.5122130

18
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Controlling Access - Setting policies (continueq)

-

& Policies -

File Edit Wew Go

& - &

__| My Folder

Bookmarks Tools Help
Pt
'If:jﬂ http: {fmyiSeries. myCompany.comfwebaccessiWACustomizelist ?action=u5ers|

Policies - User Profiles

User: dib

© 2009 IBM Corporation

Print Profile filter: 7]
Messages Filter by: @ profile O Description
Jobs
= 112245678910 F » M A ]
s Profile Description Action © ACtlonS:
E::ma“d ACBARRON Alf'na Carolina Barron Perez - GDL T/L 877-5656 |ﬂ .gl .M Edlt pOIICIGS
ACN Ali Nelson 3-6874 (][0 [B] ) .
Sibepieidicns ADSIERRA  Alma Delia Sierra/Mexico/Contr/IBM@IBMMX 7 0 8l [D [=] View all pOIICIeS
Customize £ : T R .
S AGUEDA Agueda Martinez lerTandez Magro/Mexico/IBM@IBMMX ﬂ J ﬂ VleW group members
g AHANSON  Andrew Hanson 3-3571 ﬁ]é]@l C lici
e AHOMIKE  Mike Aho/Rochester/IBMEIBMUS [#] 1318 opy policies
Tt RS n ALE] Alejandro Bascuas/Rochester/IBM@IBMUS ﬁ d I@ Reset pollCleS
i ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX [#] 3] @] & [=]
ALITEST (]3] [
ANDREWS  Greg Andrews/Rochester/I[BM@IBMUS [#] [ 8]
Related Links: ANTARES 'Elias Ricardo Castellanos/Mexico/Contr/IEM@IEMMX ,ﬂ- lg ,_'[Iﬂ
ARABIC Gilberto Martinez Cortes/Mexico/ Contr/IBM@IBMMX [#] 0] B
ATCLARK  Adam Clark, 3-3941 ][O B
ATOMKO  Ana Tomko Sanchez/Mexico/Contr/IBMEIBMMX [#] 1318
BAZEY John Bazey (3-7108) ] [0 [
BEACH Mark Beach/Rochester/IBM@IBMUS (]3] 8]
BECKYD Rebecca K Dimock/Beulder/IBM@IBMUS (] [0 [ -
19



Controlling Access - Setting policies

Administrator actions on user & group profiles

Action Description
Edit This action is always available. Use this option to create or modify policy settings for the specified user or group profile.
View all policies Select this action to view all of the policy settings currently being used for the profile.
View group membership Select this action to display the Group Membership page that lists the group and supplemental group profiles (by name) the user profile

has been assigned membership.

View group members Select this action to display the Group Membership page that lists the user profiles (by name) that are currently members of the group
profile.
Copy This action is only available when the user or group profile currently has specific policy settings. It allows you to copy all of the policy

settings from this profile to one or more other profiles.

Reset This action is only available when the user or group profile currently has policy settings. It allows you to remove all of the policy settings
specific to this profile.
& Policies = [5<]

Fle Edt Vew Go Bookmarks Tools Help
Ve S = T
- - @ T:-h http://myiSeries.myCompany.com/webaccess/WACustomizelist?action=select] ¥| O co

User: dib

iSeries Access for Web

Policies
R Specify the profile you want to edit.
Print
e Profile:
Jobs
5250
Files ic with the user profiles, horized ta customize.
Command N
Download e ofiles you are authorized to customize.
Customize o i
o clernens Import policies from a file into iSeries Access for Web.
+ Policias o s
- Sattings Export policies from iSeries Access for Web to 3 file.
- Transfar configuration o
Other View help for working with pelicies.

1BM iSeries Service 5.4.0.05-191.5122120

20
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Controlling Access - Setting policies (continueq)

& Edit Policies - Database |

© 2009 IBM Corporation

File Edit Wew Go Bookmarks Tools Help
<,:| - - %‘ é’h‘ hittp: {fmyiSeries, myCompany. comwebaccess iWACustomizeDatabase ?profile=DLE| A @ Go
User: dib
Edit Policies - Database
1 My Fold .
v Folder brofile: DLB <:|
Print
Messages Policy Derived From 7] Action Setting
Jobs Database access Shipped default Use current setting w| | Allow [+ (7]
3250 Database tab Shipped default Use current setting wl|| | Show [ (7]
Database Tables Shipped default Use current setting w| | Allow |» (7]
Files . .
Maximum Shipped default Use current setting w| | 500 7]
Command table rows
Download Table filter Shipped default Use current setting w| [*USRLIBL (7]
ErEmTTER Table filter is  Shipped default Use current setting w| | Allow [ (7]
- Preferences user
« Policies Lo . 4 defaul o
] Insert Shipped default Use current setting w | | Allow |»
¢ EEETEE records into
- Transfer configuration table
Other Inzert record Shipped default Use current setting - 9
columns
Update Shipped default Use current setting w | | Allow |» 7]
records in
Related Links: table
__ rab Update Shipped default Use current setting v (7]
record
columns
. Quick wview Shipped default Use current setting v | Allow |» (7]
“enter table records
Maximum Shipped default Use current setting | | 1000 (7]
quick view
rows
Order Shipped default llee rurrent catting sl | po e [ 7 Hlllad
21



Controlling Access - Setting policies (ontinueq)

Administrator Action on each policy setting

Use current setting This is the default action that is pre-selected. If the setting is not modified, no action is performed. If the setting is modified,
it will be added to the user or group profile record in the System i Access for Web policies file.

Apply setting to profile Select this action to add the current setting to the user or group profile record in the System i Access for Web policies file.
The setting will be written to the user or group profile record, even if it was not modified. You would use this action to
ensure the user or group profile gets this setting. This is because a different policy setting may be used based on the user
profile being a member of one or more IBM i group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in the System i Access for Web policies file.
This option is only available if the user or group profile record currently contains a specific setting for this policy.

22
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Controlling Access - Setting policies (continueq)

The "Derived From" column (displayed when editing policy and preference settings) indicates
where the policy setting that will be used for this user profile was found.

Action Description
Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previously been applied to this profile.
Group — (groupName) Indicates the setting is not specific to the profile being customized, but is being derived from the specified IBM i group profile

and the user is a member of this group.

*PUBLIC setting Indicates the setting is not specific to the profile being customized. No setting was found in any IBM i group profile
memberships. The setting is being derived from the *PUBLIC group settings. This is a special group profile available to
System i Access for Web administrators. All user profiles are automatically members of this special group profile.
Administrators can modify this group profile to easily apply settings to all System i Access for Web users.

Shipped default Indicates the setting is not specific to the profile being customized, no setting was found in any IBM i group profile
memberships, or the special *PUBLIC group profile. The setting is being derived from a shipped default value.

Parent policy Indicates the function is a sub-function of a higher level category, and its policy setting is being controlled by a top level policy
setting. For example, Tables is a sub-function of Database. If Database is restricted, Tables will be restricted as well and
would show its being controlled by a parent policy.

23
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Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only
has the ability to run preconfigured database queries to generate reports.

» This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
System i Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.

24
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Example: Simple Database User - Before

Accessing the Database tab of System i Access for Web as user
REPORT_MAN

@ iSeries Access for Web Database [Z]@
T
L)

File Edit View Favorites Tools Help

OBack - g ﬂ ;ELI I.,“ /-'Search > Favorites %I‘Media {F‘  E - ‘:-‘?.

Address http: {fmyiSeries. myCompany. comfwebaccess i AMain?tab =database| ¥ | |gd Go

User: report_man

iSeries Access for Web

Database

—| My Folder

Print Acceze databasze tables on your iSeries server with iSeries Access for Web.
Messages
Jobs Tables . . . .
» View a list of database tables on your iSeries server.
5250 » Perform actions on these tables without having knowledge of SQL and its syntax.
Database # View the contents of a table in a paged list, using the Quick view action.
# Add and update records in a table using the Insert and Update actions.
- Tables & Create your own customized SQL request for a table using the Run SQL action.
« My requests # Create your own customized copy data request for a table using the Copy data to table action.
* Run S5QL

My requests
» View a list of previously saved requests.
* Import request & Run or Edit requests from this list.
- Import query & Manage lists using the Copy, Delete, and Rename actions
& Create and manage shortcuts to reguests

- Copy data to table

« Extract server dats

Files Run SQL
Command ® Run 5QL statements dynamically.

& View output as a paged list ar in a papular file format, like Microsoft Excel or Lotus 1-2-3. (Qutput format depends an how
yvou have your browser configured and whether the browser can locate a plug-in for the autput type vou choose.)

Customize ® Customize how data is returned by =etting options specific to the output type.

& Build SELECT statements using an SQL Wizard.

® Save requests for repeated use.

Download

Other

Copy data to t.al..'ule . =

&1 Done # Internet

25
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

& Policies

l=Joks

Eile Edit View Go Bookmarks Tools Help

= R
<::| Y T %‘1 T‘h http: //myiSeries.myCompany, com fwebaccess il ACustomizeList]

Policies

_| My Fold . ; :
LA B o Specify the profile vou want to edit.

Print
e e Profile: REPORT_MAN

Jobs

Database e e

Files Work with the user profiles you are authorized to customize.
Command AN

Download Wark with the group profiles you are authorized to customize.
Customize e e

» Preferences WEEEE from a file into iSeries Access for Web.

» Policies Eaid

+ Settings E;;o_r‘t_;_la_és from iSeries Access for Web to a file.

+ Transfer configuration

Other View -h-elp-FEur working with policies.

Related Links:

© 2009 IBM Corporation

V.Go

3.4.0.05-101.5122130 |§55
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Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.

& Policies =<
File Edit View Go Bookmarks Tools Help
<::| ] - ﬁ’,j T?ﬁ hitp: /fmyiSeries. myCompany. com/webaccess iWACustomize?profile =REPORT_MAN| b Go
Usar: dib
Policies
Sl Profile: REPOR
Print
Messages Action Category Description Access @
Jobs ﬂ 5250 5250 user interface custom settings. Allowed
5250 ﬁ Command Run batch command custom settings. Allowed
Database il Customize Preferences and policy administration custom settings. Allowed
Files ﬂ Database Database tables, requests, and run SQL custom settings. Allowed
Command ﬂ Database connections  Create and edit database connecticn definitions. Allowed
Download [#] Download Download packages custom settings. Allowed
Customize [#] Files Integrated file system and file share custom settings. Allowed
Sl [#] General Page layout, language and character set custom settings. Allowed
’ pC“fiEE ﬂ Jobs Work with jobs custom settings. Allowed
:_T_re:::?:r i Toan ﬁ Mail Send mail custom settings. Allowed
o [#] Meszages Display messages, send messages, and message gqueue custom settings.  Allowed
[#] My Folder My Folder custom =ettings. Allowed
ﬂ Print Printer output, printers, printer shares and ocutput queue custom settings.  Allowed
Related Links: ﬂ Sametime Lotus Sametime custom settings. Allowed
et .ﬂ QOther Change password and other miscellanecus custom settings. Allowed
\;'i;'..\-a current ;.j-rnu_p_ niueEnbership far this user profile.
Babiaaihe |

© 2009 IBM Corporation
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Example: Simple Database User — Other

» Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

& Edit Policies - 5250

=Jojed

File Edit View

@D

1 My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customiza

- Preferences
* Policies

= Settings

Other

Related Links:

Go

- Transfer configuration

Bookmarks Tools Help

@

Edit Policies - 5250

Profile: REPORT_MAN

Policy

5250 access

5250 tab

Start non-configured seszions
Prompt when starting
non-configured sessions

Show server name in title

Show configured session
name in title

Maximum active sessions
Inactive session timeout
Active sessions list columns
Configured session to use for

defaults

Save settings as user defaults
Load settings from user
defaults

Load settings from shipped
defaults

Switch between
Web/Traditional views

Edit active session settings

Bypass signon

Derived From 1]

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Action &

current setting
current setting
current setting

current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

http: /fmyiSeries. myCompany. com fwebaccess W ACustomize 52507profile =REPORT_MAN

<

<

Allow |»
Yes |w

Yes W

MNao

Mo maximum |

24 hours w

Columns...

User defaults

Allow

Allow
Allow |[w
Allow [w

Allow |»

Allow |[w

Allow
Den

+| @ Go

QO O 0O 0O OO OO DOOO
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Example: Simple Database User

» Allow access to Database function.
» Set Tables policy to Deny.

‘& Edit Policies - Database |

(=1}

File Edit wview Go

Bookmarks Tools Help

éfh http: /fmyiSeries.myCompany.comfwebaccessiWACustomizeDatabase?retURL ="MNOMNE&profile =REPORT_MAN

User: dib

V@GD

Edit Policies - Database

_| My Folder .
Profile: REPORT_MAN
Print
Messages Policy Derived From '9 Action '9 Setting
Jobs Database access Shipped default Use current setting | | Allow [+ <:| 7]
TETl Database tab Shipped default Use current setting »| | Show [» (7]
Database Tables Profile setting Use current setting v ow v <:| (7]
Filas "
Maximum Shipped default ; Allow
Command table rows Use current setting ¥ iEen W 9
Download Table filter  Shipped default Use current setting =USRLIEL e
IS Table filter i Shipped default Use current setting w| | allow [+ (2]
- Preferences LUser
- Policies preference g et 9
; Insert Shipped default Use current setting | | Allow |
o ESEITEE records into
- Transfer configuration table
Other Insert record Shipped default Use current setting o (7]
columns
Update Shipped default Use current setting w| | Allow [ (7]
records in
Related Links: table
veb Update Shipped default Use current setting P (7]
iSe record
- iSeries columns
iSeries Quick view Shipped default Use current setting | | Allow [ 7]
Center table records
iSeries Resource . .
Library " Maximum Shipped default Use current setting ~| | 1000 w (7]
quick view
rows
Order Shipped default llse current satting sl e (s [ 7 Bl

© 2009 IBM Corporation
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Example: Simple Database User

» Only allow the user the ability to run a saved DB request (Run request)

& Edit Policies - Database

l=Jojes

File Edit View Go Bookmarks Tools Help

@ »-FO0D

Requests
Run request
Copy request

Delete

reguest
Rename
request

Edit request
Save request

List request
shortcuts
Create
request
shortcut

Copy reguest
shortcut
Delete
reguest
shortcut
Rename
reguest
shortcut

Request list
columns
Run SQL
requests
Run statements
other than
query
Copy data to
table

Create new
tables

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Use
Use
Use

Use

Use

Use
Use

Use

Use

Use

Use

Use

Use

Use

Use

Use

Use

current setting
current setting
current setting

current setting
current setting

current setting
current setting

current setting

current setting

current setting

current setting

current setting

current setting
current setting

current setting

current setting

current setting

B [=) =] &

<]

&]

http://myiSeries. myCompany. com/webaccess/iW ACustomizeDatabase ?profile =REPORT_MAN|

Allow ]

Deny |+

Deny |+
Deny V

Creny | ¥
Creny | ¥

Deny | W

Dremy v

Deny v

Deny v

Deny |+

Columns...

Deny V

Creny V

Dremy v

Allow [

v @ co

@90 09090 © O O OO0 O OOOO

-~
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Example: Simple Database User

« Turn off the ability to perform the remaining database functions
« Save the changes

(=1}

© 2009 IBM Corporation

& Edit Policies - Database |
File Edit View Go Bookmarks Tools Help
<:| hd E:) h @I @ http:/fmyiSeries. myCompany. comwebaccess i ACustomizeDatabase?profile =REPORT_MAN
Request list  Shipped default Use current setting o
columns
Run 30QL Shipped default Use current setting w| | Deny [
requests
Run statements Shipped default Use current setting | | Deny &
other than .
query
Copy data to Shipped default Use current setting w| | Deny [
table .
Create new  Shipped default Use current setting w| | Allow [
tables
Append data  Shipped default Use current setting w| | Allow [
to tables
Replace data Shipped default Use current setting s | Allow [w
in tables
Import request  Shipped default Use current setting w| | Deny [w
Impert query  Shipped default Use current setting Deny [v
Extract server  Shipped default Use current setting Deny |w
object data :
Default Shipped default Use current setting w| | IBM Toolbox for Java -
connection
Default_ ) Shipped default Use current setting P Deny [
connection is
user preference
Add IBM Shipped default Use current setting w| | Deny [w»
Toolbox for
Java to
connection list
Save || Cancel || Apply
Wiew L_Elp_ﬁr editing policies.
IBEM iSeries Service

W

@ O 0 000 OO0 O O® © O 9 g

(7]
[=]

»

5.4.0.05-191.5122130 |E¥3
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Example: Simple Database User - Completion

* The user can now only run the DB queries they have been given.

@ My Requests

Eile Edit View

O Back -

Database
|::> = My reguests

Favorites Tools Help

Iﬂ |EL| _.‘ 7 | Search V\ Favorites @Media {F-‘

Address http: fjmyiSeries.myCompany.com/webaccess/ivWADbRequests?page=1

My Requests

0 1

© 2009 IBM Corporation

Request Description Action a Shortcut Created By Access

Accounts receivable  Who owes us money .i-l Yes dib report_man

Find employee record .i-l Yes dib *PUBLIC

Low inventory Items below inventory threshold .i-l Yes dib report_man

Weekly production Production numbers for the week .il Yes dib report_man

[1] n
o
&] Done 0 Internet
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Example: 5250 Access

» The following screen shots step through setting up the items necessary to allow a
group of users to use a single pre-configured 5250 session.

* |In this example, ONEMANAGER is one of the user profiles in the MANAGERS
group.

» This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the management
team

— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in System i Access for Web.

* When the policy is set, it takes effect immediately.

33
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Example: 5250 Access - Before

» Access the 5250 tab System i Access for Web Main page as user
ONEMANAGER.

| €] iSeries Access for Web 5250

Ele Edit Vew Faworites Tools Help

OBack - J Iﬂ ﬂ ;‘ /.__\1 Search -._:"Favoribes Ef‘r\‘ledia 6-_‘ T il ff)

Address http:/jmyiSeries, myCompany. com/webaccess i AMain?tab=5250|

[

User: onemanager

BEX

5250

1 My Folder

e Access 5250 user interface on your iSeries server with iSeries Access for Web.
Messages
Jobs Active sessions

# List active 5250 user interface sessions.
5250
* Active sessions Configured sessions
- Configured sessions ® List configured 5250 user interface sessions.
- Start session
Database Start session
Files e Start a 5250 user interface session.
Command
Download

Customize

Other

Related Links:
- iSeries A

g“| Done e Internet

© 2009 IBM Corporation
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Example: 5250 Access - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

& Policies

==

File Edit MVew Go Bookmarks Tools Help

= o
<::| & - ﬁ_j’j T»h hittp: {fmyiSeries. myCompany. comwebaccessiWACustomizelist

Policies

_| My Folder 2 » :
¥ Specify the profile you want to edit.

Print

Jobs

Database car nrofilas

Files ‘_V_;tmﬁe user profiles vou are authorized to customize.
Command B e .

Download k’_va‘m_the_ group profiles you are authorized to customize.
Customize Rk TSy e ol

» Preferances WEEEE from a file into iSeries Access for Web.

= Policies B e

« Settings E;ED_H:_;_IE;;E from iSeries Access for Web to a file.

= Transfar canfiguration -

Other \._Fi-eu;s |_1-E||:!_FEII’ working with policies.

Related Links:

v @ Go

3.4.0.05-191.5122130 |4

© 2009 IBM Corporation
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Example: 5250 Access - Categories

» Determine which categories need to be restricted/modified.

& Policies
File Edit Wew Go Bookmarks Tools Help

£ e
<::| | - ﬁj’j T‘ﬁ http: /fmyiSeries.myCompany. com/webaccess/iWACUstomize ?profile =MANAGERS| b Go

Policies

| My Fold .
At Profile: MANAG)

Print
Messages Action Category Description Access 9
Jobs .ﬂ 5250 5250 user interface custom settings. Allowed
5250 j Command Run batch command custom settings. Allowed
Database ._I Customize Preferences and policy administration custom settings. Allowed
Files .ﬁ] Database Database tables, requests, and run SQL custom settings. Allowed
Command ﬂ Database connections  Create and edit databaze connection definitions. Allowed
Download ﬂ Download Download packages custom settings. Allowed
Customize Iﬂ Files Integrated file system and file share custom settings. Allowed
pErsieienct [#] General Page layout, language and character set custom settings. Allowed
Pobides: 0 == e ;
e ﬂ Jobs Waorl: with jobs custom settings. Allowed
- Sattings ; : B -
ﬂ Mail Send mail custom settings. Allowed
 Transfer configuration LT
o i‘ Messages Display messages, send messages, and message queue custom settings.  Allowed
er
.ﬁl My Folder My Folder custom settings. Allowed
.ﬂ Print Printer output, printers, printer shares and cutput queue custom settings.  Allowed
Related Links: ﬂ Sametime Lotus Sametime custom settings. Allowed
iﬂ Other Change password and other miscellaneocus custom settings. Allowed

View current policy settings for all categories.

3

\;-’ie'.\-a Eut-’t:e-nt I'I:IEH_'IEE-I'E of this group profile.

36
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Example: 5250 Access — Other

» Turn off the other non-5250 functions. Set top level to Deny.

» Repeat for each category that should be restricted for the MANAGERS group.

& Edit Policies - Command

M=%

File Edit Wew Go

—| My Folder

Download

Customize

- Preferances

* Policies

= Settings

- Transfer configuration

Other

Related Links:

-8 0D

Bookmarks Tools Help

Edit Policies - Command

Profile: MANAGERS
Print
Messages Policy
Jobs Command access
5250 Command tab
EeEiees My commands
Files

Prompt commands

Command

Retrieve commands

Delete commands

Maximum commands user can save

My commands list columns

My commands sort column

My commands sort order

Maximum characters to display in
Command column

Run commands

Number of previous commands

remembered

Search for commands

Default search library

Search for commands by

Sava 1| rancal || Aoobe |

Derived From 7]

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default
Shipped default

Action &

current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting

current setting

current setting

current setting

current setting
current setting

current setting

L0 S

<

<

Allow
Den
e

Allow

Allow |w»
Allow |»
Allow |

No maximum
MName
Ascending |»

No maximum
Allow |

20

Allow |

*LIBL

Command name |

http: //myiSeries.myCompany.com/webaccess /iy ACustomizeCommand?retlURL =http ¥ 3a % 2f%%2fip0 16ab. rchland.ibm. com %3820 16 % 2fwek | v @ Go

Q00 OO OO0 OOOOOO

© 2009 IBM Corporation
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Example: 5250 Access — Functional Setup

* The administrator goes to the Configured Sessions link on the 5250 tab. Select
the “Configure new session” link.
\& Configured Sessions E]@

File Edit Wew Go Bookmarks Toolz Help

<::| - - @ gjﬂ http: /fmyiSeries.myCompany. com/webaccess iV AConfiguredSessions| ¥ @ Go

User: dib

Configured Sessions
_| My Folder

Print Session Server Action @ Shortcut Created By Access

Messages
Jobs Configure new session
Configure a new session.

3250

Dizplay a list of shartcuts to sessions you configured. Shortcuts can be deleted from this list.

= Active sessions

= Configured sessions

- Start sessi LCLVE SessIons . .
=rt session Work with your active sessions.

Database

Files Start 2 new zession.
Command e

Download '.-‘-'nrk-w-itl-ﬂ-'_.four macros.
Customize v kevoads

Other '.-‘-'nrk-',vit-h-'_:four keypads.

View help fu:-r;_'f\-o-ricing_',\;ith configured sessions.

Related Links:

IBM [ Service 5.4.0.05-191.5122130

38
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Example: 5250 Access — Functional Setup

» The administrator configures the 5250 session settings to be used by the managers.
 Settings include the server to connect to, color schemes, and many other options.

& Configure Mew Session

=/ o/ed

File Edit Yew Go Bookmarks Tools Help

@« > 0D

Configure New Session

—| My Folder

. General
Print K -
Session: ManagerSessicn
Messages .
Default view: | Web w
Jobs
5250 Initial macro:

- Active sessions I:‘ Bypass signon
 Configured sessions U pisplay HTML data in fields

- Start session

Database

Files Server

Command Server: myiSeries.myCompany.com
Download Port: o3

Cust i
ustamizs Code page: | 37 -
Other

Workstation ID

http:/jmyiSeries.myCompany. com/fwebaccess iV AConfigSession|

<=

Enable advanced JavaScript functions

Related Links: C Use L.IEEI' o .
== for Web @'Spemf',f workstation ID
DA'.'c-id duplicates for this user
[¥] avoid duplicates with other users
View 9
Web Traditional
Show navigation bar Show navigation bar
V] obcus action linle W] obcus action linle v

V@Gn

© 2009 IBM Corporation
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Example: 5250 Access — Functional Setup

* The saved session is only available to the administrator that is currently signed on.

» The session must be shared to the managers. Use the “Create Shortcut” action.

& Configured Sessions

=J2)es

File Edit Wew Go

- &

—| My Folder

- Active sessions
- Configured sessions

= Start session

Download
Customize

Other

IEM iSeries

Bookmarks Tools Help

@

Configured Sessions

Caonfigure a new sessian.

E)is]:l-a_'_.; -a- I.i;t_o_f-;h_or‘_tcui:s- t_o_ses-s-io_n-s you configured. Shortcutk

Database ACUVE SESSIOns . .
Worle with yvour active sessions.

Files

Command Start a new session.

Worlke with vour macros.

'.-‘-'nrk_ wit-h- '_._four keypads.

View help for working with configured sessions.

http: /fmyiSeries.myCompany.com/webaccess ivWAConfiguredSessions

be deleted from this list.

Print Session Server Al:tiuna Shortcut Created By Access
Messages ManagerSession myiSeries.myCompany.com .E].i].@].gl.ﬂ].ﬂ Mo dib dib
Jobs

5250 Configure new session

3.4.0.05-191.5122130

© 2009 IBM Corporation
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Example: 5250 Access — Functional Setup

 Name the shortcut whatever you wish.

« Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

@ Create Shortcut

(=%

File Edit Wew Go

| My Folder
Print

Messages

Jobs

5250

- Active sessions
- Configured sessions
= Start session
Database

Files

Command
Download
Customize

Other

Related Links:

Bookmarks Tools Help

éjﬂ http: /fmyiSeries. myCompany. com/jwebaccess iV AConfiguredSessions?action =crtShor toutfsessname =ManagerSession|

Create Shortcut
Create shortcut to "ManagerSession”

Shortcut name: Managers5250

Access: MANAGERS

Add... | <

Create Shortcut

Access Details

* The access value identifies who is able to access the shortcut.
* The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC.
#* To specify multiple profiles, separate entries with commas.

Work with your macros.

'."-'nrk_'.wit-h-'_:four keypads.

View help for working with configured sessions.

v| @ Go

© 2009 IBM Corporation
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Example: 5250 Access — Back to Customize

* Go back to 5250 in Customize — Policies for the MANAGERS group profile.
» Select the shortcut to use as the default session settings for the MANAGERS.
» Select settings to lock MANAGERS out of starting/configuring new sessions.

@& Edit Policies - 5250

l=Jo)ed

Eile

& -

Edit View Go

- &

| My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

- Preferances
- Policies

- Settings

Other

Related Links:

w

o

 Transfer configuration

Bookmarks  Tools

@

Help

i1Series Access for Web

Edit Policies - 5250

Profie: MANAGERS <:|

Policy
5250 access

5250 tab
Start non-configured sessions

Prompt when starting
non-configured sessions

Show server name in title

Show configured session name in title
Maximum active sessions

Inactive session timeout

Active sessions list columns
Configured session to use for defaults
Save =settings as user defaults

Load settings from user defaults

Load settings from shipped defaults
Switch between Web/Traditional views
Edit active session =ettings

Bypass signon

Display HTML data in fields

o A a Y e

Derived From 7]

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

T I N T

http://myiSeries. myCompany. com/webaccess iVl ACustomize 52507 profile =MAMAGERS

Action @
current setting
current setting
current setting

current setting

current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting

current setting

LN ES(NE IS

Qﬁﬂ ©

0 T S

Setting
Allow [
Show [»
Deny | v

Yes [

Yes
Mo
Mo maximum [

24 hours w

Columns...

i User defaults

[€]
]/\[@@@@@

User defaults
Managers5250 for MANAGERS

w| @ 6o

Allow [
Allow [w

Allow

hd
Allow [
Allow [w»

w

Allow

OO0 O0OOO

<

© 2009 IBM Corporation
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Example: 5250 Access — More 5250 Settings

 Set all 5250 policies to Deny, except Configured Sessions and Start Configured

Sessions.

* You may also want to allow them to access My Keypads and My Macros.

& Edit Policies - 5250

=%

¢ »>»-S00

>

File Edit View Go Bookmarks Tools Help

http: ffmyiSeries. myCompany. com fwebaccess it ACustomize 5250?retURL =http3e3a % 2f%:2fp0 16ab. rchland. ibm. com%:3a20 16 % 2fwebacce | % @ Go

Configured sessions

Create configured session

Start configured session

Copy configured session

Delete configured session

Rename configured session

Edit configured session

List configured session shortcuts
Create configured session shortcut
Copy configured session shortcut
Delete configured session shortcut
Rename configured session shortcut

Configured sessions list columns

My keypads

My macros

Record macro
Flay macro

Flay initial macro
Copy macro
Delete macro
Rename macro
Edit macro

List macro shortcuts

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Use

current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting

current setting

IR

£

IES N ESIESN I A S

I S

IS S

Allow |w|
Deny
Allow
Ceny
Ceny
Ceny

Deny

IESIN S

Deny

Deny

IR

Deny

£

Deny |W
Deny | |
Allow |»|
Allow | »|
Allow |w|
Allow |»|
Allow |w|
Allow |w|
Allow
Allow

Allow

IS S

Allow

IT

Q00000 DOOOOOODOOOOOO®O

o
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Example: 5250 Access — After

 The managers can now only start a pre-configured 5250 session, or reconnect to an
active session.

) Configured Sessions [Z]@

File Edit View Favorites Tools Help l].:'
- . ", \ A ; . = a " . .
O Back : ﬂ g g/ Search y Faworites @ Media {r ] = .;';
Address http: ffmyiSeries,myCompany. com/webaccess/iWAConfiguredSessions| v ﬂ Go

User: onemanager

1Series Access for Web

Configured Sessions

5250
Session Server Action @ Shortcut cCreated By Access

- Configured sessions
Managers3250 myiSeries.myCompany.com .@] Yes dlb MANAGERS

Waork with vour active ses=sions.

Work with your macros.

View help for working with configured sessions.

IBM iSeries Service 5.4.0.05-191.5122130

ﬁi"[ 0 Internet
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User Preferences:
Users can set their own Preferences
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User Preferences

* The Preferences function allows users to customize System i Access for Web
settings to meet their needs.

» By default, all users are allowed to modify their preferences.
» Preferences are a subset of the complete list of available policy settings.

« Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— Database table filters and default database connection.
— Number of commands to save in the run command history.

© 2009 IBM Corporation
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User Preferences (continued)

» Restricting access to Preferences
— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any preference
settings.

47
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC _USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC _USER modifies the preferences.

« When the policy is set, it takes effect immediately.

48
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Example: User Preferences, Printer output (oninueq)

» The printer output display defaults with many columns of information.
@ Printer Output E]@

Eile Edit Wew Fawvorites Tools Help I}

OBack - 4 Iﬂ ﬂ ' /. ! Search ‘;_’-_-'\,:'Favorites @Media {F‘ = - g :‘f.

http: /fmyiSeries.myCompany. com fwebaccess iWASpool?page=1 | Brd Go

User: basic_user

Printer Output for basic_user

—1 My Folder

Print [1] [p]

- Printer output

p— p— File User Creation Pages Job File <

’ ame ata Date/Time Per Copy Copies Status ion ser o ame umber Number
[Eue=r = N Data Date/T Per C C Stat Action @ u Job N Number Numb C

= QPDSPAIB 1/30/08 8 1 Ready [..|[3[F)[@] 2ASIC_USER QPADEVODOG 562152 10

» PDF printers 2:38 PM

. Internat printers QPDSPSTS 1/30/06 1 1 Ready [.|[0|[B|[@| BASIC_USER QPADEV00OG 562152 2 Q

2:38 PM

« Internat printer shares

« Printer shares [1] n

» Output gqueues

Messages

Jobs

Tl Action Details

Database

Files The Printer Qutput function supports the following actions:

Command

» Work With
Download Use the Work With action to hold, release or print the specified spooled file next. There are alzo links available that will allow

Customize the spooled file:

Other o Mowve printer output to another printer
o Mowve printer output to another output queue
o Send printer output to another server (SNDTCPSPLF)
. o Change printer output attributes (CHGSPLFA)
Related Links: ) o Copy printer output to database file (CPYSPLF) w
< >
E_T’-'] Done £ Internet
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Example: User Preferences, Printer output coninueq)

» Click on the Customize tab to work with Preferences.
@ Preferences E]@

Eile Edit Wiew Faworites Tools Help

OBack - ﬂ ;ELI A 7 ! Search Favorites dr'Media &) =

http: /fmyiSeries.myCompany.com/webaccess iy ACustomize b a Go

Preferences

1 My Folder

T Action Category Description

Messages |£-| 5250 5250 user interface custom settings.

Jobs |£| Command  Run batch command custom settings.

— lﬁ—l Customize Preferences and policy administration custom settings.

TalEinee |£-| Database Database tables, reguests, and run SQL custom settings.

o= Iﬁ-l Download Download packages custom settings.

Command |ﬁ—| Files Integrated file system and file share custom settings.

Duwnlm_"i |£-| General Page layout, language and character set custom settings.

|::> ‘?“:::::::ﬁ |£—| Jobs Work with jobs custom settings.

e |ﬁ—| Mail Send mail custom settings.
lﬂ Messages Display messages, send messages, and message queus custom settings.
|£| My Folder My Folder custom settings.
|£| Print Printer output, printers, printer shares and output queue custom settings.
ﬂ Sametime  Lotus Sametime custom settings.
|£| Other Change password and other miscellaneous custom =settings.

View current preference settings for all categories.

é‘l Daone B Internet
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Example: User Preferences, Printer output coninueq)

* Click on the Print category.
 Click on the Columns button for the "Printer output list columns" Preference.
@ Edit Preferences - Print Q@

Ay

File Edit Wiew Favorites Tools Help o
, = \ » . i i <) = - -
O Back » ﬂ IELI 'yl | - Search 5 E Favorites er‘ Media 6 = E .:‘).

http:/fmyiSeries. myCompany, com/webaccess iy ACustomizePrint v | &d Go

Usar: basic_user

Edit Preferences - Print

—| My Folder
Print _ 9 _ 9 _
Preference Derived From Action Setting
Messages . .
Print tab Shipped default Use current setting w| | Show [
Jobs
Printer cutput
5250 : :
Preferred format to preview AFP Shipped default Use current setting w| |PNG |w (7]
Database output = =
Files Preferred format to preview SCS  Shipped default Use current setting w| | PNG s (7]
output
Command = : :
Ee——— Printer output list columns Shipped default Use current setting - Columns... | <
Customize Use Infoprint Server if installed Shipped default Use current setting w| | Yas |w (7]
* Preferences PDF output settings prompt mode  Shipped default Use current setting w| | Bazic w (7]
L Diefault PDF output settings Shipped default Use current setting “w 9
FDF printer output
PDF printer output list columns Shipped default Use current setting - (7]
for Web Printers
- Printers filter Shipped default Use current setting w | [=a (7]
. '_—‘E'it‘ﬂ Infarmation Printers list view Shipped default Use current setting w| [Basic - (7]
—anter
es Resource Printers list columns - Basic Shipped default Use current setting - (7]
Printers list columns - Advanced Shipped default Use current setting “ 9
PDF printers
PDF printers list columns Shipped default Use current setting “ Columns... 9 |«
Bj & Internet
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Example: User Preferences, Printer output coninueq)

» The Columns displayed can be toggled off/on by checking the box.

» Click OK and Save buttons to immediately save the changes.

&1 Columns - Printer Qutput

File Edit Wew Favorites Tools Help

OBack - y ﬂ ;ELI . /. ! Search d\ Favarites @Media 6:‘ = - :"?.

Address http: /fmyiSeries.myCompany.comjwebaccess /i ACustomizePrint

User: basic_user

Columns - Printer Output

| My Folde
Print Select which columns to display.
Messages
Jobs Column Order
5350 File Name ,ﬂ
Database User Data .i-l .ﬂ
Fil ) '

fes Creation Date/Time ,ﬂ,ﬂ
Command

Pages Per Copy ,ﬂ,ﬂ

Download

Customize Copies 'ﬂ'ﬂ
- Praferences Status .i-l .ﬂ
Tt Action (a][¥]

User [a][¥]
Related Links: Job Name ,ﬂ.ﬂ

Job Number [a][x]
. tion File Number Al[x]
+ iSeries Resource Output Queue (a][¥]
e Priority [&][¥]
Form Type (a][¥]
Printer (4]
&] Done ® Internet

© 2009 IBM Corporation
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Example: User Preferences, Printer output coninueq)

» The printer output display now only has a few columns.
| &1 Printer Output E]@

File Edit Wiew Favorites Tools Help

OBack - ﬂ IELI L 7 | Search Favorites @Media £} -

http:/fmyiSeries. myCompany . com/webaccess iWASpool ¥ | fd Go

User: basic_user

Printer Output for basic_user

—! My Folder

Print []_] n

= Printer cutput

« PDF printer output File Name Pages Per Copy Status Action 9

- Printers QPDSPAIB 8 Ready Jdlﬂ

- PDF printers QPDSPSTS 1 Ready [.][0][E] @&

- Internet printers

- Internet printer shares 1] n

= Printer shares

= Qutput gqueues

Messages

Jobs Action Details

5250 . . . .
The Printer Qutput function supports the following actions:

Database

Files « Work With

Command Use the Work With action to hold, release or print the specified spocled file next. There are also links available that will

allow you to perform the following actions on the spooled file:
Download

Customize 2 Mowve printer output to another printer
2 Move printer output to another output queue
Other 2 Send printer output to another server (SNDTCPSPLF)
2 Change printer output attributes (CHGSPLFA)
o Copy printer output to database file (CPYSPLF)
Rn.al_ated Links: . . View
) i=s Use the View action to view the printer output. w

£ Internet
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Example: User Preferences, Printer output coninueq)

Tips

» This example showed that a user can modify their printer output view. An
administrator can:

— Restrict the user's access to the Preferences interface.
— Perform the same changes by setting policies for the user, or a group of users.

* The Preferences interface that the user has access to is only a subset of all the
policy settings an administrator can access for the same function.

54
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Policies and Tools

 Import/Export policy settings - export policies to a different system
— Pick a user or group for export

 Transfer configuration data from one user to another on the same system

— Move and copy operations supported for:
» 5250 sessions and macros
« Saved commands
» Database requests
* My Folder items
» Policies

© 2009 IBM Corporation
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Transfer Configuration Data

& Transfer Configuration Data

B[[=1%

Ele Edit View Go Bookmarks Tools Help

<'1:| hd - @ éﬁ http: ffmyiSeries.myCompany.comfwebaccess/iWATransferCig

1Series Access for Web

Transfer Configuration Data
] My Folder

Profiles
Print . a
Messages
5250

Action to Perform (7]
Database

@'Cop',-'

Files o
Command = Mowve
Erorrsd Data to Transfer (7]

Cust i .
|::> ustanEs L 5250 sessions
- Preferences

- DSZSD Macros
- Policies

o ST IE L] commands
|::> = Transfer configuration I:l Database requests
Other [ Folder items

L kolicies

Related Links: | Transfer Data

iew help for transferring configuration data.

IBM iSeries Service

User: dib

w| @ co

53.4.0.05-191.5122130 L

© 2009 IBM Corporation
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Home Page Customization

A default home page is displayed when the iIWAHome servlet is invoked.
— http://[<mySystem.myCompany.com>/webaccess/iIWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access System i
Access for Web functionality.

« The Customize function allows you to replace the default home page.

 Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

» Great article - example
— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build website article.pdf
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’

© 2009 IBM Corporation
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Home Page default — iWAHome servlet
http://<system>/webaccess/iIWAHome
» Change colors and banner on home page

‘@ Homepage [LP016AB.RCHLAND.IBM.COM] - Mozilla Firefox

Eile Edit

&8

View Go

Bookmarks  Tools

Help
@ http: {imyiSeries. myCompany. com fwebaccess i AHome|

Us

Series Access for Web

er: dib

System: LPO16AB.RCHLAND.IEM.COM

1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

rweb

- iSeries Navigator
« iSeries Information
Center

« iSeries Resource
Library

Welcome to iSeries Access for Web

Getting Started

My Information

Related Products

# City information

Rochester weather

omizing iSeries Acc

the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

A new generation of software that enables you to access your iSeries server inj

browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to
e-business. Since most deskiop cperating systems come with web browsers, ug
their business-critical i5/05 information and resources through the simple brow
designed to be Internet-friendly. Users alsc are looking for hassle-free access {
from a variety of platforms, and want no special client code that has to be instg

Easy Administration

i5/05 administrators are looking for ways to streamline management of user a
through centrally controlled administration built around i5/05 user profiles. Add
customize a user's view of the iSeries server, so those not familiar with i15/0S d
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products
browser and provides a user-centric, web-based view of iSeries server informa
capabilities, such as:

* Browser access to existing 5250 applications without requiring code char
* Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries inform

&t cimenle intofmne e sl it imfaemnotinm in the Tatemeetad Cile Coomsed

C for
Web to find out how to customize I—'“’

File Edit WView

OEaEk =

My Home Page
21 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

© 2009 IBM Corporation

Favorites

ENERAIPS

Toaols Help

[ Favorites @Mad\a 6_“? T g = g ‘:-“

Spring 2006 \

Conference & 'Expo CGFﬁMDN'

v e

Welcome to iSeries Access for Web

Getting Started

Related Products
bSpher.

My Information

My View

+ See Customizing iSeries Acce
Wweb to find out how to customize
the behavior and look of iSeries
Access for Web. Also, find out how

to create your own home page!

elopment Studio

What is iSeries Access for Web

A new generation of software that enables you to access your iSeries server information and resources through a web
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are guickly mowving to embrace new technologies through e-
business. Since most deskiop operating systems come with web browsers, users want an easy way to worle with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

#» Browser ccess to existing 5250 applications without requiring code changes

& Easy access to DB2Z(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests

s A simple interface to work with information in the Integrated File System, including file download and view
capabilities

User: commonuser

Rochester
5> City inforrr

=

Rochester weather

Rochester news

Bulletin onlina

Telephone directory

= Find

0

@;‘] Done

&
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Home Page customization — iIWAHome (another example)
« Custom home page - http://iseriesd.dfw.ibm.com/webaccess/iIWAHome

) Access for Water - Microsoft Internet Explorer : ; 1Ol x|

J File Edit ‘iew Fawvarites Tools Help |

J Address I http: sy skern = fwebaccess/ it AHorme j o

Access for Water it

Services This Week's Special Site Support
[ e N i T
[ e N G T e i el AT M
View available boats

See boat details
Order a boat

Your comments are impottant to us, Please let us
kenow if vou have any questions or f we can help
wou in any way. Address your message to user
BOATHELP. Zendus a message

Weather Conditions

Is it & great day for boating? Checl out today's

EBeautifiully mantamed 28 foot 1978 Carver Santa Cruz ferecast.

for only £23,9200. Head and galley refirbished in 20071
Only 21 hours on completely rebuilt motor. Click here to 3 '».—~-=, Conditlons 2z of:
see this boat cruising the seas. T e s

_t {/‘_"ﬁ;;x) T

Great Deals

For those bargain conscious among you, we have a large
selection of new and slightly used boats for under
£75,000 Whether vou are planning on saling in your
backyard pond or navigating the mighty Mississippd we
can meet your wants, needs, or desires. -
Wiew our selection of modestly priced boats.
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Template file customization

» System i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify
— Header/footer areas of functional pages.
— Where System i Access for Web content is placed in the page.

« The Customize function allows you to replace the default template file.

 Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.

62
© 2009 IBM Corporation



Template Customization Example

« Custom template — change banner

&1 Quick View of BOATS.BOATS \

© Fle Edit

eBack < \_/J \ﬂ @ _h /:\J Search “S:‘:(’ Favorites wMedia €‘3 [_'\'- .:3_

View Favorites Tools Help

S0 3

- = Access for Water it

Home

Current Orders

[z ko K @
BTYPE EBNAME BFEET BYEAR BCOST BNTO1 BNTO02 —
C Poole Boat Co 80 1979 1000000 -Located in S. Diego, CA -Twin Detroit diesels.
Alumimumm
P Carver Santa 28 1978 23900 -Constructed of fiberglass. -Single Chevy 350 gas engine, 250 hp_ Fres
Cruz water cooled,
P Mako 19 1989 13000 -Located in Anacortes, WA -Great fishing boat
Sportfisher
P Monk 36 1956 19900 -Built of mahoganv, oak, and cedar. -The 130 hp power plant is a single, Chrysh
Bridgedeck cyl diesel
Cruiser
P Monlk 34 1985 55000 -Double planked cedar on oak frames. -The 165 hp power plant is a 1985 V6 Det
Flyvbridge/Sedan diesel.
P Monterey g0 1996 2973000 -Located in Stuart, FL -Monthly payvment.
Marine Custom
5 Bill Garden 36 1953 27300 -The hull is 1/8' caravel cedar planked atop 1  and the deck is cedar planked with tar sean
Schooner 1/4" % 1 1/2" nak frames el
<] I | (2]
&] Done 4 Internet

© 2009 IBM Corporation
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Edit Policies: specify home page and template files

‘& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox

=0/

File Edit View Go Bookmarks Tools Help
- - http: /fiseriesd. dfw.ibm. comwebaccess fivd ACustomizeGeneral ?profile =LLHIR SCH b @ Go C]
L

[ BluePages A 0s5C Level 1 page J:.sfr Teamsite m iSeries Access Home | | Index of fip:/ffip.so... || Page Mot Found rE'ﬂ Rochester SiteMews | | Think Federal Credit ... »
: . User: llhirsch System: iSeriesD.DFW.IEM.COM
1ISeries Access for Web

Edit Policies - General
—| My Folder .

Profile: LLHIRSCH
Print
Messages Policy Derived From 9 Action 9 Setting
Jobs :'T’:?ffl':iage Shipped default Use current setting » | |fQIBM/ProdData/Access/ Web2/html/homepage.h

ile

3250 .

TE"”F”E_'tE Shipped default Use current setting » | [fQIBM/ProdData/Access/ Web2/html/webaccess.h
Database HTML file
Files Main page Shipped default Use current setting » | QIBM/ProdData/Acceszs/Web2/html/overview. htr

HTML file
Command )

Home page  Shipped default Use current setting | Allow [
Download
Customize Template Shipped default Use current setting W | Allow [
- Preferences Mawigation Shipped default Use current setting wl| | Allow [
- Policies Related Shipped default Use current setting | Allow [
« Settings links

= - vt — 1 1 s 1] v

% >
Dane
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Special tags

» Within the home page and template .html files, special tags are used.

— When these tags are encountered by the System i Access for Web code, they are replaced with the
appropriate content.

» Special tags... Replaced with...
— %%CONTENT%% functional content for the page, separates the

header/footer

— %%include section=file%% HTML section/fragment to include

- %%MENU%% navigation bar

- %%STYLESHEET%% default style sheet

- %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

— %%TITLE% % title of the page

- %%SYSTEM%% name of IBM i being accessed

- %%USER%% IBM i user profile used to access the server

- %%VERSION%% version of System i Access for Web

 For detailed information on these special tags

— V5R4 System i Access for Web Info Center

» Connecting to IBM i->System i Access->System i Access for Web->System i Access for Web in a web
application sever environment->Customize System i Access for Web->Default page content->Home

page
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IWAHome - structure

http://<system>/webaccess/IWAHome

€] Homepage [

Fle Edit View Favorites Tools Help

-0 RA G O

Favarites @Mama & ol

http: /myiSeries.myCompany.com/webaccess iy AHome > Bl s
User: commonuser
Spring 2006 LT
Conference & 'Expo Cﬁlﬂmo
—
My H P i 1
Welcome to iSeries Access for Web
1 My Folder
Print Getting Started
Messages My Information My View Related Products
Jobs - See Customizing iSeries Acc or Ap
Web to find out how to customize
=R the behavior and look of iSeries
Database Access for Web. Also, find out how
to create your own home page!
Files
Command
Download

What is iSeries Access for Web
Customize

A new generation of software that enables you to access your iSeries server information and resources through a web

Other browser!

Browser Access to iSeries Server Information

The Internet movement has taken owver, and businesses are quickly moving to embrace new technclegies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users alsa are looking for hassle-free access through firewalls. They want access from a varisty
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration = Find
i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise

through centrally controlled administration built around i5/0S user prefiles. Additionally, administrators want to

customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a

browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key

capabilities, such as:

Related Link:

Telephone
=

ion

+ Browser access to existing 5250 applications without requiring code changes
Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
& A simple interface to work with information in the Integrated File System, including file download and view

g
Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

o J
4

Imagqge files

images/s06common.gif
images/iwa_navCorner.qgif )

f Cascading Style Sheet file )

common_styles.css

Defines the colors, fonts, font sizes for

capabilities il

&] Done B ® Intemet
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\_ the various elements in the .html files. )
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IWA serviet Template - structure

http://<system>/webaccess/iIWASpool

|@ Printer Qutput [
: Fle Edit View Favorites

=d

Tools Help
OEa:k - lﬂ lELI D P Favarites g Media  {F7)

ddress http:/fmyiSeries.myCompany.comwebaccessWASpaol?page=1]

Search 57 - & i 2

v| B o
\ User: commonuser

g:::l‘;geznoczs& Expo cc!-ﬂmoﬁ

My Hy P: H
Printer Output for commonuser
21 mMy Folder
Print 1] n
- Printer output
. BDF printer cutout File User Creation Pages Job File
= E Name Data Date/Time Per Cupy Copies Status Action @ User Job Name Number Number Dutp t Queue
@ lmi== QFDSPAIE 2/13/06 1 Ready JJJ!‘ COMMOMUSER QPADEV000G 576522 1 QUSR
+ PDF printers 12:42 PM
QPDSPSTS 2/13/08 1 i Ready [..|[0][E)][@] COMMONUSER QPADEVDDOG 575522 2 QUS 0
12:42 PM
shar:
[1] a
2230 Action Details
Database
Files The Printer Qutput function supports the following actions:
Comman d i
s Work With
Download Use the Work with action to hold, release or print the specified spooled file next. There are also links available that will allow you to perform
Customize spooled file:
TEHT o Move printer output to another printer
oM output to another output queue
o Sel output to another server (SNDTCPSPLF)
o Change printer output attributes (CHGSPLFA)
o Copy prlnter output to database file (CPYSPLF)
Usa the View action to view the printer output. =
3

# Internet
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/
Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

\_ /

Template file

common_template.html

Defines the header, content, footer
on all other servlet pages.

- )

Imagqge files

images/s06common.gif
images/iwa_navCorner.qgif )

\_

f Cascading Style Sheet file )

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files.

J
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Appendix:

email Linda at LLHIRSCH@us.ibm.com for a step-by-step
example of how to

customize the Home page and Template files:

-Customizing policies to use different home page and template files

- Adding a different image as header, changing the footer

- Updating the cascading style sheet

68
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Refer to the Appendix for a step-by-step example of modifying the
home page and template files

— Customizing policies to use different home page and template files
— Adding a different image as header, changing the footer

— Updating the cascading style sheet

© 2009 IBM Corporation
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System i Access for Web
Environment Security Considerations
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System i Access for Web Environment

Web Browser

System |

HTTP
Server

© 2009 IBM Corporation

e —
Access TN5250,
for Web sockets
Application IBM i host servers
Server 5250 applications

Database
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System i Access for Web Environment (continuedq)

sockets
IBM i host server ports
telnet port

System i Access for Web

- Between users and HTTP Server
— Secure Socket Layer (SSL)
— Virtual Private Networking (VPN)
— Firewalls
» Between System i Access for Web and IBM i
— VPN
— Firewalls

© 2009 IBM Corporation
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Secure Sockets Layer

» Used for data confidentiality between Web browser and HTTP server
— Digital certificates used to determine trust relationships
— Point to Point encryption for all data (PC App to Server App)
— Part of the standard HTTPS protocol

» See Info Center for specific details on Configuration and Setup.
— See the “Configure WebSphere Security” topic

* Levels of SSL
— TLSv1, SSLv3 recommended, use 128-bit or higher

— SSLv2 should not be used anymore. Disable in clients and server (APAR
SE25734)

© 2009 IBM Corporation
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Virtual Private Networking

» Used for data confidentiality between Web browser and HTTP server
— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

» See Info Center for specific details on Configuration and Setup.
— See the “Virtual Private Networking” topic

 Redbooks

— IBM System i Security Guide for IBM i5/0S® Version 5 Release 4 (SG24-6668-01)
— 0S/400 V5R2 Virtual Private Networks (REDP-0153-01)

74
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Security Options: Authorization and Authentication

* How does the user authenticate to System i Access for Web?

* How does System i Access for Web authenticate with IBM i?

« System i Access for Web in a WebSphere Single Signon (SSO) environment
« Special considerations for 5250

75
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Authorization

« System i Access for Web uses the IBM i user
profile and object level security to authorize
access to IBM i resources

* Authorization is
verifying that
authenticated users
have permission to
access requested

« System i Access for Web provides application
resources

level control of access to functions through
policies

Policies — Policies can be administered at the IBM i user and

_1 My Folder H

: | group profile levels
Print Profile: JHANSEN
Messages
Jobs Action Category Description Access 9
5250 .ﬁ] 5250 5250 user interface custom settings. Allowed
Database i—l Command Run batch command custom settings. Allowed
Files .ﬁ] Customize Freferences and policy administration custom settings. Allowed
Command i—l Database Database tables, requests, and run SQL custom settings. Allowed
Download .ﬁ] Databasze connections  Create and edit database connection definitions. Allowed
LlsineE i—l Download Cownload packages custom settings. Allowed
@ [:7= === .ﬁ] Files Integrated file system and file share custom settings. Allowed
- Policies X

e i—l General Page layout, language and character set custom settings. Allowed
= Settings
S — .ﬁ] lobs Work with jobs custom =ettings. Allowed
T i—l Mail Send mail custom settings. Allowed

21 Messages Displav messaoes. send messaaes. and messaae gusue custom settinas.  Allowed

© 2009 IBM Corporation
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Authentication

 Authentication is verifying the identity of the user

« System i Access for Web supports two types of authentication
— Application
« System i Access for Web handles the authentication
— Application Server
* WebSphere Application Server handles the authentication

» Specified by the AUTHTYPE parameter on the CFGACCWEB2 command
— Application: AUTHTYPE(*APP)
— Application Server: AUTHTYPE(*APPSVR)

© 2009 IBM Corporation
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Application Authentication

» System i Access for Web handles

authentication
r{lunnect to \
* IBM i user profile and password = - 2
— Hostname specified by the TGTSVR i\ -
parameter on the CFGACCWEB?2 £
command
mysystem.myDomain, com
* Method: HTTP basic authentication e i M
_ RFC2617 Password:
— User profile and password are encoded [ | Remesoc v pasncr
(not encrypted) in the HTTP headers
and should be protected [ s
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Application Server Authentication
* WebSphere handles authentication

* WebSphere credentials
— Typically a user ID and password

— Can be Windows domain login information (new in V6R1)
» Kerberos-based
« Requires WebSphere Application Server V6.1 or later

— Authenticated with the active WebSphere user registry

» Specified by the AUTHTYPE parameter on the CFGACCWEB2 command
— Application Server Authentication: AUTHTYPE(*APPSVR)

* WebSphere provides different methods of gathering credentials
— Applications can choose which methods to support

© 2009 IBM Corporation
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Application Server Authentication (continuea)

» System i Access for Web supports two - _
methods of gathering credentials Connect to 2
— HTTP basic authentication =

» User ID and password are encoded o

(not encrypted) in the HTTP
headers and should be protected Default Realm

— Form-based authentication

« User ID and password are clear text
and should be protected . Password:

i

User name! 5, |

— Kerberos-based authentication (V6R1) ER— []Remember my passivord
: File Edit WView Favorites
Windows domain login information sent :
via Simple and Protected GSS-API CQ i -
Negotiation Mechanism (SPNEGO) iSeries Access for Web | ok || cancel
No additional prompt for user credentials
Flease enter yvour WebSphere user information.
- Specified by the AUTHMETHOD parameter
on the CFGACCWEB2 command User ID:
— HTTP basic authentication: Password:
AUTHMETHOD(*BASIC) -
— Form-based authentication:
AUTHMETHOD(*FORM) IBEM iSeries Service 5.4.0.05-191.5123024
— Kerberos-based authentication:
AUTHMETHOD(*KERBEROS) & Done ® Internet
80
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Application Server Authentication
Authorization

« HTTP basic authentication and form-based authentication
— System i Access for Web uses Enterprise ldentity Mapping (EIM) to map the
authenticated WebSphere user identity to an IBM i user profile
« System i Access for Web identifies the user by the mapped IBM i user profile

« IBM i user profile is used to authorize access to IBM i resources using object level
security

» Kerberos-based authentiation
— System i Access for Web uses Kerberos-based credentials to authenticate with
IBM i

* IBM i uses Network Authentication Service (NAS) and EIM to map the Kerberos-
based identity to an IBM i user profile

« System i Access for Web identifies the user by the mapped IBM i user profile

« IBM i user profile is used to authorize access to IBM i resources using object level
security
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Application Server Authentication
Configure System i Access for Web

: Conflg ure SyStem I ACCQSS for Web A System i Access for Web - Microsoft Internet

— CFGACCWEB2 AUTHTYPE(*APPSVR) He Gt Yon Faies oo b
AUTHMETHOD(*FORM) ... Q- O N @G P

System i Access for Web

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS) e Fleaze enter yvour WebSphere user information.

User ID:  |jaszonh

Paszsword: |(ssssssss

2} Homepage - Microsoft Internet Explorer

. FEle Edit View Favorites Tools Help

. A= . ,. ®:
GBack - ﬂ IELI .'“J P ) Search ‘#\r Favorites 6-‘ T g E - ‘!'_:-"
Sy‘stem | ACCESS ft]['\,l"l,lreb User: JHANSEN  System: mySystem.myDomain.com
Welcome to System i Access for Web
_1 My Folder
Print
Messages A :: :,
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5250 Sessions

» 5250 sessions
can be started to
any system
running IBM i

* Must provide
user profile and
password on
IBM i Sign On
screen

© 2009 IBM Corporation

Start Session

Server

Serwver: |'

23

Code page: | 37 hl

Workstation ID
C‘ Use user ID
® Specify warkstation ID

[ aveid duplicates for this user
[¥] Avaid duplicates with other users

General
Initial macro:

[[1eypass signon

O Dizplay HTML data in fields

Start Session

Sign On
System .....:
Subsystem . ...
Display . . ...

User ... ..cnnnn> >

= o

Current library ... ......

RELEASE: VO5RO3M00
DRIVER: 2600722

USE OF THIS SYSTEM IS FOR IBM MANAGEMENT APPROVED PURPOSES ONLY.
USE IS SUBJECT TO AUDIT AT ANY TIME BY IBM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980

QINTER

QPADEVOOO0G

, 2003.

37

5,53
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5250 Session

Bypass Signon Configure New Session
General (=)
« QRMTSIGN system value must be e
*VERIFY i oy |9
 Select bypass signon when starting or STyt oo i s
Conﬁguring a SeSSion [¥] Enable advanced JavaScript functions
Start Session sor = |
T °
- B - System i Access for Web must be
cote paest ¥ configured for application authentication
Worltation I0 ° or application server authentication with
@ Specify workstation 10 Kerberos for bypass signon to be
CIIA available
Ganeral ° — CFGACCWEB2 AUTHTYPE(*APP) ...
e . — CFGACCWEB2 AUTHTYPE(*APPSVR)
T Sremiey T oeta n s AUTHMETHOD(*KERBEROS) ... (V6R1
e Access for Web and WAS 6.1 or later)
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5250 Session
Signon Macro

« Select as initial macro when
configuring a session

« System i Access for Web must be
configured for application
authentication or application server
authentication with Kerberos for
bypass signon to be available

— CFGACCWEB2 AUTHTYPE(*APP) ...

— CFGACCWEB?2
AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS) ...

» Signon macro advantageous for VSR3
Access for Web, since Bypass signon
was provided in V5R4

© 2009 IBM Corporation

Configure New Session

General

Session: mySession * required
Default view: | Web W

Initial macro: ({Signon W

H Bypass signon
H Display HTML data in fields

Enable advanced JavaScript functions

Server

Server: mySystem.myDomain.com

L R Ll ]
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5250 Sessions in Portlets

* Bypass signon

— QRMTSIGN system value
must be *VERIFY

— Settings to enable bypass
signon and specify the
credential to use

iSeries 5230 Session o+
Start Session

Server
Sarver: x1519ps.rchland.ibm.com
Port: 23

Code page: |37 | ™|

[ ]oisplay HTML data in fields

Waorkstation ID
ll:} Use user ID
G}Specif',- workstation ID

[] Avoid duplicates for this user

& 7

- 0

-ﬁ.'.-cid duplicates with other users

| Start Session

Bypass signon

* No macro support

DEnabIe bypass signon
'G} Use credential specific to this portlet window

User:
Password:

Confirm password:

OUEE credential set with iSeries Credentials portlet

Credential: | myCradentials Bl

D Use systerm shared credential set by administrator

Credential: | myDomain.com [l
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Special notices

This document was developed for IBM offerings in the United States as of the date of publication. IBM may not make these offerings
available in other countries, and the information is subject to change without notice. Consult your local IBM business contact for
information on the IBM offerings available in your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources.
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not
give you any license to these patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle
Drive, Armonk, NY 10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and
objectives only.

The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or
guarantees either expressed or implied.

All examples cited or described in this document are presented as illustrations of the manner in which some IBM products can be used
and the results that may be achieved. Actual environmental costs and performance characteristics will vary depending on individual
client configurations and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and
divisions worldwide to qualified commercial and government clients. Rates are based on a client's credit rating, financing terms,
offering type, equipment type and options, and may vary by country. Other restrictions may apply. Rates and offerings are subject to
change, extension or withdrawal without notice.

IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.

All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and
are dependent on many factors including system hardware configuration and software design and configuration. Some measurements
quoted in this document may have been made on development-level systems. There is no guarantee these measurements will be the
same on generally-available systems. Some measurements quoted in this document may have been estimated through extrapolation.
Users of this document should verify the applicable data for their specific environment.
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Special notices, cont.

IBM, the IBM logo, ibm.com AIX, AlX (logo), AIX 6 (logo), AS/400, BladeCenter, Blue Gene, ClusterProven, DB2, ESCON, i5/0S, i5/0S (logo), IBM
Business Partner (logo), IntelliStation, LoadLeveler, Lotus, Lotus Notes, Notes, Operating System/400, OS/400, PartnerLink, PartnerWorld,
PowerPC, pSeries, Rational, RISC System/6000, RS/6000, THINK, Tivoli, Tivoli (logo), Tivoli Management Environment, WebSphere, xSeries, z/OS,
zSeries, AIX 5L, Chiphopper, Chipkill, Cloudscape, DB2 Universal Database, DS4000, DS6000, DS8000, EnergyScale, Enterprise Workload
Manager, General Purpose File System, , GPFS, HACMP, HACMP/6000, HASM, IBM Systems Director Active Energy Manager, iSeries, Micro-
Partitioning, POWER, PowerExecutive, PowerVM, PowerVM (logo), PowerHA, Power Architecture, Power Everywhere, Power Family, POWER
Hypervisor, Power Systems, Power Systems (logo), Power Systems Software, Power Systems Software (logo), POWER2, POWER3, POWER4,
POWER4+, POWER5, POWERS5+, POWERG, System i, System p, System p5, System Storage, System z, Tivoli Enterprise, TME 10, Workload
Partitions Manager and X-Architecture are trademarks or registered trademarks of International Business Machines Corporation in the United States,
other countries, or both. If these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol
(® or ™), these symbols indicate U.S. registered or common law trademarks owned by IBM at the time this information was published. Such
trademarks may also be registered or common law trademarks in other countries. A current list of IBM trademarks is available on the Web at
"Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml

Theb Pgwer Architecture and Power.org wordmarks and the Power and Power.org logos and related marks are trademarks and service marks licensed
y Power.org.

UNIX is a registered trademark of The Open Group in the United States, other countries or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries or both.
Microsoft, Windows and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries or both.

Intel, ltanium, Pentium are registered trademarks and Xeon is a trademark of Intel Corporation or its subsidiaries in the United States, other countries or
both.

AMD Opteron is a trademark of Advanced Micro Devices, Inc.
Java and all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. in the United States, other countries or both.
TPC-C and TPC-H are trademarks of the Transaction Performance Processing Council (TPPC).

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and
SPECsfs are trademarks of the Standard Performance Evaluation Corp (SPEC).

NetBench is a registered trademark of Ziff Davis Media in the United States, other countries or both.

AltiVec is a trademark of Freescale Semiconductor, Inc.

Cell Broadband Engine is a trademark of Sony Computer Entertainment Inc.

InfiniBand, InfiniBand Trade Association and the InfiniBand design marks are trademarks and/or service marks of the InfiniBand Trade Association.
Other company, product and service names may be trademarks or service marks of others.
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Trademarks and Disclaimers

© IBM Corporation 1994-2009. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Trademarks of International Business Machines Corporation in the United States, other countries, or both can be found on the World Wide Web at
http://www.ibm.com/legal/copytrade.shtml.

Adobe, Acrobat, PostScript and all Adobe-based trademarks are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, other
countries, or both.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.
ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Cell Broadband Engine and Cell/B.E. are trademarks of Sony Computer Entertainment, Inc., in the United States, other countries, or both and are used under license
therefrom.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does
not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including
vendor announcements and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other
claims related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance,
function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to
communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user
will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration,
and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios
stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your
geography.
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