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iSeries Access for Web:
What an Administrator Needs to Know
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Agenda

 Qverview

* iSeries Access for Web Runtime Considerations
— Use of policies
— Customizing the home page/template files

* iSeries Access for Web Environment Security Considerations
— SSL and VPN
— Authentication security options
— Servlets and Portlets — how are they different?
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Overview
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What is iSeries Access for Web?

End users can leverage business information, applications,
and resources across an enterprise by extending the i5/0S
resources to the client desktop through a web browser

» Provides access to i5/0S through a browser Ry

— 5250 access
— Access to database, integrated file system, printers,

output queues, jobs —
. Mozilla %

— Can run batch commands and send/receive
messages

* It has the following advantages:

— Is server based

— Requires only a browser on the client, no
configuration required at desktop, no applets
installed on desktop

— Uses industry standard protocols - HTTP, HTTPS
and HTML

*Windows

a-Linux

*Macintosh
*UNIX....

0S/400 & i5/0S
V5R2
V5R3
VSR4

Internet
Explorer
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Try out iSeries Access for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/iWAHome (case sensitive)

This shows the basic look of iSeries Access for Web
User ID = WACUST as we ship it. You can try various functions --
including working with printer output, creating
database requests, etc. Click on the 5250 tab, sign
onto the iSeries, then start an RPG application called
BOATS and run it.

Password = demo2pwd

This is an example of how a customer might design a
User ID = BOATADMIN web page for their use. You will see that an end user
could start the same BOATS application by clicking on
the 5250 session, or they could have used HATS to run
the application. You will also see other links that
would let a user work with spoolfile information, work
with IFS, run database requests, etc..

Password = demo2pwd

Send email to: LLHIRSCH@us.ibm.com to reset the user profiles on
iseriesd.dfw.ibm.com if either one gets disabled.

© 2007 IBM Corporation
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iSeries Access for Web
Runtime Considerations
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Controlling Access

3 methods to control access using iSeries Access for Web

« Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

« User Preferences

— Users can set their own Preferences for things like
« What tabs are available in the navigation bar
* How to view output (default rows/columns per page)
* How to filter output

 Customize the Home page and template files

— Administrators can use the Customize function to replace the default iSeries Access for
Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of iSeries Access for Web pages

— Style sheets - The look of the iSeries Access for Web page content is now controlled by
external style sheets.
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Controlling access
Home Page = http.//<myiseries>:<port>/webaccess/IWAHome

@ Homepage AEX)

File Edit WVew Go Bookmarks Tools Help

<::| - E:> - g O @ hittp: /fmyiSeries.myCompany. com/webaccess /i AHome| M @ Go

_1 My Folder
Print
* City information
Messages
G+ Movies
Jobs B Mayo Clinic
5250
Database Rochester weather
— Getting Started .
Command . i r ¥
My Information My View Related Products
o=t = My Folder - See Customizing iSeries + WebSphere Application G+ SkyCam
Customize - Printer cutput Access for Web to find out how Server for iSeries
- Display messages to customize the behavior and - WebSphere Development Rochest
TRz - Start 3 5250 session look of iSeries Access for Web. Studio Client for iSeries - r "_ .
» Database reguests Alzo, find out how to create + WebSphere Development B* Post-Bulletin enline
» Browse files your own home page! Studio for iSeries G+ KTTC
- Preferences
R?Iat.e:l Links: Telephone di v
- iSeries Access for Web .
- iSeries Access C* Find a persan L
- iSeries Navigator A new generation of software that enables you to access your iSeries server information and resources | B* Find 2 business
. iSeries Information through a web browser!
_Cen_te" Browser Access to iSeries Server Information
+ iSeries Resource The Internet movement has taken over, and busineszes are quickly moving to embrace new
Library technologies through e-business. Since most desktop operating systems come with web browsers,

users want an easy way to work with their business-critical i5/05 information and resources through
the simple browser user interface that has been designed to be Internet-friendly. Users also are looking
for hassle-free access through firewalls. They want access from a variety of platforms, and want nao
special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in
the enterprise through centrally controlled administration built around i15/05 user profiles. Additionally,
administrators want to customize a user's view of the iSeries server, so those not familiar with i5/05
operating environment can easily and productively work with its database and other rescurces.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that
runs in a browser and provides a user-centric, web-based view of iSeries server information and
resources. It provides key capabilities, such as:

# Browser access tn evicting 5250 annlicatinns withaut reauiring cade changes "
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Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/IWAMain

& iSeries Access for Web =Jo/kd

File Edit Wew Go Bookmarks Tools Help

Qil - |:> A l@ O @ http: /fmyiSeries myCompany.com/webaccess iV AMain| M @ Go

iSeries Access for Web

1 My Fold o ) ) o
¥ er Welcome to iSeries Access for Web, the lightweight, browser-based access to your iSeries server.
Print
Massages Pure Java serviet based access
Jabs iSeries Access for Web is a =et of servlets that run on iSeries servers as extensions to the HTTF server. The servlets provide
5250 access to databases, files, print gueues, printer cutput, and messages contained on the iSeries server.
IaEtaes Industry standard protocol
Files
Command iSeries Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols.
Firewall issues are much more manageable as a result.
Download
e Lightweight access
Other iSeries Access for Web provides lightweight, and convenient access to iSeries servers from any web browser. Most of the iSeries

Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

Server based

Related Links:
- iSeries Access for Web iSeries Access for Web is entirely server based. There is no client code to install and manage. Simply install and configure on the
- iSeries Access server, and access from any web browser.
= iSeries Navigator
- iSeries Infarmation Object level security

Center
. :_El'be:'a"-rs Ll L Access to the iSeries data is based on iSeries object level security. Users and groups can only access the data to which they are

¥

authorized.
Fully customizable

Access to iSeries Access for Web functionality can be restricted for users and groups of users. iSeries fccess for Web is fully
customizable =0 a user will only see and access what the administrator has configured for them to use and see.

Web components

iSeries Access for Web is also a set of web components for web applications. Web applications can link to the iSeries Access for
Web servlet URLs and take advantage of the functions that iSeries Access for Web provides.

_M
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Controlling access
Product functionality

& iSeries Access for Web Database =Jo&d

Eile Edit View Go Bookmarks Tools Help

QZI - ED> - @ O @ hittpe{fmyiSeries. myCompany . com fwebaccess iV AMain? tab=database M @ co

Database

—1 My Fold . o
¥ =r Access database tables on your iSeries server with iSeries Access for Web.

Print
Tables

Messages . ) . .

* View a list of database tables on your iSeries server.
Jobs + Perform actions on these tables without having knowledge of SQL and its syntax.
5350 * View the contents of a table in a paged list, using the Quick view action.

+ Add and update records in a table using the Insert and Update actions.
Database + Create your own customized SQL request for a table using the Run SQL action.
. Tables * Create your own customized copy data request for a table using the Copy data to table action.
« My requests My requests
- Run SQL + Yiew a list of previously saved requests.

+ Run or Edit requests from this list.

@ EaEy 2EtE T =l + Manage lists using the Copy, Delete, and Rename actions

- Import reguest * Create and manage shortcuts to requests )
- Import query Run SQL 1
» Extract server data * Run SQL statements dynamically.
Files * View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how

you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)
Command * Customize how data is returned by setting options specific to the output type.

Download #+ Build SELECT statements using an SQL Wizard.

+ Save regquests for repeated use.
Customize
Copy data to table
Other

Copy existing data files from your PC to a database table on your i5eries server.

These data files can be in many popular file formats, including Microsoft Excel and Lotus 1-2-3.
Replace the contents of a table or add data to an existing table.

Create a new database table based on the contents of a workstation file.

Save requests for repeated use.

LI O I

Related Links:

+ iSeries Access for Web

 iSeries Access Import request

- iSeries Navigator + Import Client Access Data Transfer upload and download requests into iSeries Access for Web copy data and SQL requests.

- iSeries Information + Imported requests are automatically converted to iSeries fccess for Web format.
Center + Run and edit converted requests on your iSeries server just like other copy data and SQL requests.

» iSeries Rescurce B
Library Import query

+ Import queries generated by Query for iSeries and DBZ UDE for iSeries Query Manager.
* Imported gueries can be saved into iSeries Access for Web database requests.
+ Run and edit converted queries on your iSeries server just like iSeries Access for Web SQL requests.

Extract server data M
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Controlling access

Sample for a user that only performs preset database queries

-

& iSeries Access for Web Database

. File Edit Wew Favorites Tools Help

eBack - \_,) |ﬂ @ _h pSEarch ‘-Ej:r’ Favorites @Media €‘3 [j\:' ; o _J :’3

: Address |

http: ffmyiSeries, myCompany.com/webaccess /iy AMain?tab =database

iSeries Access for Web

Database
Database
P LLy IEELESE Access database tables on your iSeries server with 1Series Access for Web.

My requests

* fiew a list of previously saved requests.

Run or Edit requests from this list.

Manage listz using the Copy, Delete, and Rename actions

L ]
L ]
» Create and manage shortcuts to requests

IBM iSeries Service

@ Done

5.4.0.05-191.5122130

‘ Internet
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Controlling Access:
Setting policies for users and groups of users
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Controlling User Access

- *Customize policies for users and groups to

My Folder

Print — Allow/Deny functions users can access

Messages — Limit the information users can see

Jobs *Use group profiles to simplify policy management

2250 — Manage policies for group profiles

e — Add/remove users from groups

Files

Command ‘When a function is restricted, access to the servlet

Download is restricted

Customize

Other * : : :
*You need *SECADM authority to customize profiles

13 © 2007 IBM Corporation
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Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

» These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

» When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

« Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
iSeries Access for Web functions.
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Controlling User Access

. User: ¢
iSeries Access for Web —
* iSeries Access for Web ships Policies
. . . 1 My Folder
with default policy settings it —
Messages
° I Jobs Access
Default allows most functions to o o st >
. 7 : ey
be avai I a b I e to a I I users o [# 50 5250 user interface custom sett|rlwgs Allowed
e 17 Command Run batch command custom settings. Allowed
7] Customize Preferences and policy administration custom settings. Alowed
* 11 =
° U Se P U B L I C tO Set pOI ICI eS fO r ks Database Database tables, requests, and run SQL custom settings. Alowed 7
ol Database Create and edit database connection definitions. Alowed
a I I users Customize connections
* Preferences Download Download packages custom settings. Alowed
. * Policies Files Intagrated fle system and file share custom settings. Allowed
°
Strateg y ) + Settings General Page layout, language and character set custom settings. Alowed
.. . “Transfer [A Jobs Work with jobs custom settings. Allowed
- G ra nt an ad min |Strat0 r p I’Ofl |e :nﬁguranon 1 Mail Send mail custom settings. Allowed
Other :
. 17l Messages Display messages, send messages, and message queue custom  Allowed
access to all functions et
. My Folder My Folder custom settings. Allowed
— Deny access to al I fu N CtIOn S to ng':::aeds I;‘,I:cti;s for Print z;i?ttisrg;utput, printers, printer shares and output queue custom Alowed
Web '
* P U B L I C -\‘lSeries Access Sametime Lotus Sametime custom settings. . Allowed
*iGeries Navigator Other Change password and other miscellaneous custom settings. Alowed
. * Series Information
— Then allow specific Carter
- ISeries Resouree —— M
L Librany View af policies =
users/groups access to specific '
functions
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Notes: Controlling Access - Strategies

iSeries Access for Web ships with a set of default policy settings. The default policy settings allow most of
the iSeries Access for Web functions to be available for all users. Without any customization, users
accessing iSeries Access for Web could begin using most of the available functions.

As an administrator of this product, you may not want your users to be able to access all of these
fubrlmctions. It is the responsibility of an administrator to restrict functions they do not want their users to be
able to access.

One of the quickest strategies that can be deployed to restrict a function from all users is to use the
Customize Group Profiles function and customize the *PUBLIC group profile.

This group profile is defined such that every user is a member of this group. So, for example, if you were
to customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to "Deny", you
would restrict file system access from this product for all users.

If some of your users required access to this function, you could specifically customize their user profiles
and set this function back to "Allow". In this way, only users that have been specifically allowed access will
be able to use that function, all others would not have access.

It should be noted that the *PUBLIC group profile includes the administrator user ID that is used to
customize other group and user profiles. If you were to deny functions for *PUBLIC, this would affect the
administrator user profile. As you customize iSeries Access for Web for *PUBLIC, you may want to
consider specifically allowing your administrator user profile to have access so that it is not locked out of
iSeries Access for Web functions.
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Controlling Access - Setting policies (ontinueq)

=
& Policies |

File Edit Wew Go Bookmarks Tools Help

<§| - E} - %1 (3 | @ | http://myiSeries.myCompany. com/webaccess iWACustomizelist?action =select|

My Home P Policies

ik Specify the profile yau want to edit.

Print

Messages Profile: | | | Browse...
Jobs

=

Database

Files Work with the user prgb ou are authorized to customize.
Command i fr
Group profiles

User profiles

Download Work with the group profiles you are authorized to customize.

EISIEEE Import policies

» Preferences Import policies from a file into iSeries Access for Web.
|:> Ealicins Export policies

+ Sattings Export policies from iSeries Access for Web to a file.

= Transfer canfiguration i .
Policies help
Other View help for working with policies.

Related Links:

- iSeries Access for Web

- iSeries Access

- iSeries MNavigator

- iSeries Information
Center

- iSeries Resource
Library

5.4.0.05-191.5122130

iSeries Service
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Controlling Access - Setting policies (ontinueq)

L
& Ppolicies -

File Edit Wew Go

Bookmarks Tools Help

Policies - User Profiles

http: /fmyiSeries. myCompany , com/webaccessiWACustomizelist?action=users|

Print Profile filter: | [ 9 | Filter List
Messages Filter by: & profile ) Description
Jobs
e [112345673310 o
U =
EEaEEs Profile Description Action e ACtlonS ] E
Files ACBARRON Alma Carclina Barron Perez - GDL T/L 877-5656 28 . apo
— ! £l Edit policies
e ACN Ali Nelson 3-6874 [#] 3] [ ) .
Faente ADSIERRA  Alma Delia Sierra/Mexico/Contr/IEM@IBMMX 7 [0 [B [@ View all pOIlCleS
Customize 2 4 i -
AGUEDA Agueda Mart H dez M M IEM@IBMMX -
o ereremiae gueda Martinez Hernandez Magro/Mexico/IBM@ E @ @ VleW group members
; AHANSCOM  Andrew Hanson 3-5571 (]3] B L.
= Policies = . 35
i AHOMIKE  Mike Aho/Rochester/IBM@IBMUS 21 [0 [§] Copy pOllCIGS
= Settings =2 : . .
P e e e ALE] Alejandro Bascuas/Rochester/IBM@IBMUS |z| Reset pOlICIGS 8
e ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBMEIBMMX
ALITEST @ @ @
ANDREWS  Greg Andrews/Rochester/IBM@IEMUS [#]
Related Links: y ANTARES 'Elias Ricardo Castellanos/Mexico/Contr/IBM@IBMMX [#] 3] [
= iSeries Access for We i 7 ; I -
ey ARABIC Gilberto Martinez Cortes/Mexico/ Contr/IBM@IBMMX [#] 0] B
z Eer?ef :Ja:igato; ATCLARK Adam Clark, 3-3941 E @
e ATOMKO  Ana Tomko Sanchez/Mexico/Contr/IEM@IBMMX (7] 0] [B]
. :_S.Srr;: Resource BAZEY John Bazey (3-7108) [#]
F
BEACH Mark Beach/Rochester/[BMEIBMUS
BECKYD Rebecca K Dimock/Boulder/[BM@IEMUS (] [0 [ |ﬂ
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Controlling Access - Setting policies

Administrator actions on user & group profiles

Edit This action is always available. Use this option to create or modify policy settings for the specified user or group profile.
View all policies Select this action to view all of the policy settings currently being used for the profile.
View group membership Select this action to display the Group Membership page that lists the group and supplemental group profiles (by name) the user profile

has been assigned membership.

View group members Select this action to display the Group Membership page that lists the user profiles (by name) that are currently members of the group
profile.
Copy This action is only available when the user or group profile currently has specific policy settings. It allows you to copy all of the policy

settings from this profile to one or more other profiles.

Reset This action is only available when the user or group profile currently has policy settings. It allows you to remove all of the policy settings
specific to this profile.
T ion e — BE]

Fle Edt Vew Go Bookmarks Tools Help

B@Gu

My Home Page | Policies
- Fold

My Feiden Specify the profile you want to edit.
Print
Messages Profile: | |[ Browse... |
Jobs
s250 Edit Policies
Database =

User profiles

Files Work with the user profiles. horized to customize.

Command i
Group profiles

Download Work with the g ofiles you are authorized to customize.

it Import policies

+ Preferences Import policies from a file into iSeries Access for Web.

- Poli
olicies Export policies

- Sattings Export policies from iSeries Access for Web to a file.
- T :f i i "

ransfer configuration | .
Other View help for werking with pelicies.

- iSaries Navigator

- iSaries Information
Cantar

- iSaries Resource
Library

iSeries Service 5.4.0.05-191.5122120
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Controlling Access - Setting policies (ontinueq)

& Edit Policies - Database |
File Edit Wew Go Bookmarks Tools Help

I
Qil - Lb> - @ O @ hittp: {fmyiSeries, myCompany. comwebaccess iWACustomizeDatabase ?profile=DLE|

eries Access for Web

Edit Policies - Database

_1 My Folder .
Profile: DLB
Print

Messages Policy Derived From 7] Action Setting

Jobs Database access Shipped default Use current setting [w] | Allow [s] (7]
3250 Database tab Shipped default Use current setting [i] Show [i] (7]
Databa .
= == Tables Shipped default Use current setting [w] | Allow [s] @ L
Files
Maximum Shipped default Use current setting w| | 500 » (7]
Command table rows (] (]
Download Table filter Shipped default Use current setting [+] [*usrLIBL (7]
EISEETUER Table filter is  Shipped default Use current setting | v | Allow [+ Q
= Preferences user
- preference
= Policies hi d default [_] [_] g
= Inzert Shipped defau Use current settin v | Allow |
" ESENES records into g
- Transfer configuration table
Other Insert record Shipped default Use current setting [1] (7]
columns
Update Shipped default Use current setting [%] | Allow [+] (7]
records in
Related Links: table
- iSeria for Web Update Shipped default Use current setting [+] (7]
- iSeries record
- iSeries Navigator columns
. geritEE Infarmation Quick wview  Shipped default Use current setting [v] | Allow [w] (7]
=snter table records
= iSeries Rescurce . .
Library Maximum Shipped default Use current setting [s]| | 1000 [»] (7]
quick view
rows
QOrder Shipped default Llce rurrant cetting [sell | mn sl [7] M
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Controlling Access - Setting policies (ontinueq)

Administrator Action on each policy setting

Use current setting This is the default action that is pre-selected. If the setting is not modified, no action is performed. If the setting is modified,
it will be added to the user or group profile record in the iSeries Access for Web policies file.

Apply setting to profile Select this action to add the current setting to the user or group profile record in the iSeries Access for Web policies file.
The setting will be written to the user or group profile record, even if it was not modified. You would use this action to
ensure the user or group profile gets this setting. This is because a different policy setting may be used based on the user
profile being a member of one or more i5/OS group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in the iSeries Access for Web policies file.
This option is only available if the user or group profile record currently contains a specific setting for this policy.
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Controlling Access - Setting policies (ontinueq)

The "Derived From" column (displayed when editing policy and preference settings) indicates
where the policy setting that will be used for this user profile was found.

Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previously been applied to this profile.

Group — (groupName) Indicates the setting is not specific to the profile being customized, but is being derived from the specified i5/0S group profile
and the user is a member of this group.

*PUBLIC setting Indicates the setting is not specific to the profile being customized. No setting was found in any i5/0S group profile
memberships. The setting is being derived from the *PUBLIC group settings. This is a special group profile available to iSeries
Access for Web administrators. All user profiles are automatically members of this special group profile. Administrators can
modify this group profile to easily apply settings to all iSeries Access for Web users.

Shipped default Indicates the setting is not specific to the profile being customized, no setting was found in any i5/0S group profile
memberships, or the special *PUBLIC group profile. The setting is being derived from a shipped default value.

Parent policy Indicates the function is a sub-function of a higher level category, and its policy setting is being controlled by a top level policy
setting. For example, Tables is a sub-function of Database. If Database is restricted, Tables will be restricted as well and
would show its being controlled by a parent policy.
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Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only
has the ability to run preconfigured database queries to generate reports.

» This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
iSeries Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.
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Example: Simple Database User - Before

Accessing the Database tab of iSeries Access for Web as user
REPORT_MAN

& iSeries Access for Web Database

File Edit View

eBack - \_J \ﬂ @ ;j /':\1 Search “E?:(’Favorites eMedia @ [‘2{- ; - _J ‘3

Favaorites Tools Help

http: /fmyiSeries.myCompany.com/webaccess i AMain?tab =database|

: Address |

_1 My Folder

Print

Messages

Jobs

5250

Database

« Tables

= My requests

* Run S5QL

- Copy data to table
= Import request

» Import query

« Extract server dats
Files

Command
Download
Customize

Other

 for Web

User: report_man

Database

Acceze databasze tables on your iSeries server with iSeries Access for Web.

Tables

» View a list of database tables on your iSeries server.

Perform actions on these tables without having knowledge of SQL and its syntax.

View the contents of a table in a paged list, using the Quick view action.

Add and update records in a table using the Insert and Update actions.

Create your own customized SQL request for a table using the Run SQL action.

Create your own customized copy data request for a table using the Copy data to table action.

My reguests
» View a list of previously saved requests.
& Run or Edit requests from this list.
# Manage lists using the Copy, Delete, and Rename actions
& Create and manage shortcuts to reguests

Run SOL

® Run 5QL statements dynamically.

* View output as a paged list ar in a papular file format, like Microsoft Excel or Lotus 1-2-3. (Qutput format depends an how
yvou have your browser configured and whether the browser can locate a plug-in for the autput type vou choose.)

® Customize how data is returned by setting options specific to the output type.

# Build SELECT statements using an SQL Wizard.

® Save requests for repeated use.

Copy data to table M

@ Done

' Internet
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

@ policies '[Z]@ﬂ

Ele Edit View Go Bookmarks Tools Help

[ = r =
ﬂ;l - l—_V* ~ @ |__.| @ http:/fmyiSeries, myCompany, com webaccess iWACustomizeList] |_\:| @ Go

e - User: dib A
iSeries Access for Web i _ )

. Policies

_| My Fold : : :
¥ e Specify the profile yvou want to edit.

Print
e Profile: REPORT_MAN || Browse... |

Jobs

e Edit Policies
Database =
User profiles
Files Work: with the user profiles you are authorized to customize.
Command i s
Group profiles
Download Work: with the group profiles you are authorized to customize.
LA Import policies E
» Preferences Import policies from a file into iSeries Access for Web. =
- Balices Export policies
+ Settings Export policies from iSeries Access for Web to a file.
+ Transfer configuration .
d Policies help

Other View help for working with policies.
Related Links:

+ iSeries Access for Web

s iSeries &

- iSeries Navigator

« iSeries Information

Center

» iSaries Resource

Library

IEM iSeries Service 53.4.0.05-191.5122130 e
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Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.

- — =
& Policies m|=1%
File Edit Wiew Go Bookmarks Tools Help
I, = T —
Qil = Lv - %1 |,_.| @ http: /fmyiSeries. myCompany . com/webaccess W ACustomize ?profile =REPORT_MAN| |_t} @ Go
User: dib
Policies
Profile: REPOR
Action Category Description Access 9
[#] 5250 5250 user interface custom settings. Allowed
5250 Command Run batch command custom settings. Allowed
Database @ Customize Preferences and policy administration custom settings. Allowed
Files |z| Database Database tables, requests, and run SQL custom settings. Allowed
Command |Z| Database connections  Create and edit database connection definitions. Allowed
Download [#] Download Download packages custom settings. Allowed
Customize [#] Files Integrated file system and file share custom settings. Allowed 3
DinRi i [#] General Page layout, language and character set custom settings. Allowed
- Policies T T e "
il |Z| Jobs Work with jobs custom settings. Allowed
= Saettings
rd Mail Send mail custom settings. Allowed
» Transfer configuration : o -
e @ Messages Display messages, send messages, and message gueue custom settings.  Allowed
aer
|Z| My Folder My Folder custom settings. Allowed
|Z| Print Printer output, printers, printer shares and output queue custom settings.  Allowed
Related Links: |Z| Sametime Lotus Sametime custom settings. Allowed
% i;erirﬁ Access for Web |Z| Other Change password and other miscellaneous custom settings. Allowed
= iSeries Access
- iSarie=s Navigator
« iSeries Information view all policies
Canter View current policy settings for all categories.
- iSeries Resource =T
Library View group membership
View current group membership for this user profile.
Policies help [V|
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Example: Simple Database User — Other

» Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

& Edit Policies - 5250
File Edit View Go

BEx
oY

Bookmarks Tools Help

http: /fmyiSeries. myCompany. com fwebaccess i ACustomize 52507profile =REPORT_MAN

@ - FOD

s for Web

Edit Policies - 5250

_1 My Folder

Profile: REPORT_MAN

Print
Messages Policy Derived From 9 Action 9 Setting
Jobs 5250 access Shipped default Use current setting §
T=sl 5250 tab Shipped default Use current setting ’ELIEDW <:| b |
n
CoiEtees Start non-configured sessions  Shipped default Use current setting Allow [+
Files
Prompt when starting Shipped default Use current setting ez [i]
Command non-configured sessions
Download Show server name in title Shipped default Use current setting Yes |
Ersmrss Show configured session Shipped default Use current setting Mo [w]
- Preferences name in title
« Policies Maximum active sessions Shipped default Use current setting Mo maximum [+
- Settings Inactive session timeout Shipped default Use current setting 24 hours  []

- Transfer configuration

Other

Related Links:

- iSeries Acc for Web

A

- iSeries A s

= iSeries Navigator

- iSeries Infarmation
Center

- i3eries Resource
Library

Active sessions list columns
Configured session to use for
defaults

Save settings as user defaults
Load settings from user
defaults

Load settings from shipped
defaults

Switch between
Web/Traditional views

Edit active zession settings

Bypass signon

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

User: dib

current setting

current setting

current setting

current setting
current setting
current setting

current setting

current setting

EIR] B B EE EEEE EE EERE

Columns...

User defaults

Allow [
Allow [

Allow [
Allow [

Allow [+
Allow [i]

Ju]
.

O O 0O QOO OO ODOOO

0
<]
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Example: Simple Database User

» Allow access to Database function.
» Set Tables policy to Deny.

& Edit Policies - Database |

File Edit wview Go

Bookmarks Tools Help

@ D507

es Access for Web

- Transfer configuration

Other

Related Links:

- iSeries

- iSeries

- iSeries Navigator

- iSeries Information
Center

= iSeries Resource
Library

for Web

http: /fmyiSeries.myCompany.comfwebaccessiWACustomizeDatabase?retURL ="MNOMNE&profile =REPORT_MAN

table

Insert record
columns
Update
records in
table

Update
record
columns
Quick view
table records
Maximum
quick view
rows

Order

Edit Policies - Database

Derived From 9
Shipped default

Shipped default
Profile setting

Shipped default

Shipped default
Shipped default

Shipped default

_| My Folder :
Profile: REPORT_MAN
Print
Messages Policy
Jobs Database access
5250 Database tab
Database Tables
Filas =
Maximum
Command table rows
Download Table filter
Customize Table filter is
- Preferences user
- olicies preference
- Insert
= Sattings records into

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

|lea

Action @

current setting
current setting
current setting

current setting

current setting

current setting
current setting

current setting

current setting
current setting

current setting

current setting

current eetting

Setting
] [ (o]
(%] | show [s]
Alloy
[ie] DeDnN hd

[s] [®usrLIBL

(2] | Allow [+]
[s] | Allow [s]

&
(] | Allow [»]

vl [Cotumnenr |

[a] | Allow [+]
[s] | 1000 [+

o
7]
7
7
@
o
o
e
o
7
@
o
(7]
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Example: Simple Database User

* Only allow the user the ability to run a saved DB request (Run request)

A

@ Edit Policies - Database

:

File Edit Wew Go Bookmarks Tools Help

@I - $ - % @[ | http: /myiSeries. myCompany. com/webaccess i ACustomizeDatabase ?profile =REPORT_MAN|

]
©

Requests
Run reguest
Copy request

Delete
reguest
Rename
request

Edit request
Save request

List request
shortcuts
Create
request
shortcut
Copy reguest
shortcut
Delete
reguest
shortcut
Rename
reguest
shortcut
Request list
columns
Run SQL
requests
Run statements
other than
query
Copy data to
table

Create new
tables

Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

| Use current setting

[1” Allow ]

| Use current setting [1” | Allow [i]l
| Use current setting [1” | Dreny [i]l
| Use current setting [1” | Dreny [i]l
| Use current setting [1” | Dreny [l]l
| Use current setting [1" | Creny [l]l
| Use current setting [1" | Creny [l]l
| Use current setting [1" | Deny [l]l
| Use current setting [1" | Creny [i]l
| Use current setting [i" | Creny [i]l
| Use current setting [i” | Creny [i]l
| Use current setting [i” | Creny [i]l

| Use current setting

[1” | Columns... |

| Use current setting [1” | Dreny [l]l
| Use current setting [1" | Creny [l]l
| Use current setting [1" | Creny [i]l
| Use current setting [i" | Allow [i]l

29
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Example: Simple Database User

« Turn off the ability to perform the remaining database functions
» Save the changes

30

Service

& Edit Policies - Database | =)<
File Edit View Go Bookmarks Tools Help
q&l hd E} h gl @ | http:/fmyiSeries. myCompany.comwebaccess i ACustomizeDatabase?profile =REPORT_MAN M @ Go
Reguest list  Shipped default | Use current setting [i]l | Columns... | (7] ’i“
columns
Run 3QL Shipped default | Use current setting [i]l | Deny [l" (2]
requests
Run statements  Shipped default | Use current setting [l“ | Deny [l" (7]
other than
query
E:'iﬁ'\" data to Shipped default | Use current setting [v] | Deny [v] (7]
able
:::rbelate new  Shipped default | Use current setting [a] | Allow [+ 7]
ables
Append data  Shipped default | Use current setting [s] | Allow [+ 7]
to tables
Replace data Shipped default | Use current setting [i]l |Allow [i“ (7]
in tables
Import request  Shipped default | Use current setting [i]l | Deny [l" (7]
Impert query  Shipped default | Use current setting ] | Deny [+ 7]
Extract server  Shipped default | Use current setting [1“ | Deny [l" (7]
object data
Default Shipped default | Use current setting [+ | IBM Toolbox for Java - v] @
connection
Default Shipped default | lse current setting [i" | Deny [i“ (7]
connection is
user preference
Add IBM Shipped default | Use current setting [i]l | Deny [i“ (7]
Toolbox for
Java to
connection list
)
Policies help
Wiew help for editing policies.

5.4.0.05-191.5122130
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Example: Simple Database User - Completion

* The user can now only run the DB queries they have been given.

File Edit Wiew Favorites Tools Help

Sty Rt | g@_

eBack < \‘_) @ @ _h ;j Search ‘-ET'\?Favnrites eMedia @ [:;{-r :_:-»" = _J ﬁ

: Address | http: ffmyiSeries.myCompany.com/webaccess/ivADbReguests?page=1 M =]

User: report_man

iSeries Access for Web

My Requests

= My reguests [1] n
Request Description Action 7] Shortcut Created By Access
Accounts receivable Who owes us money Yes dib report_man
Find employee record Yes dib *PUBLIC
Low inventory Items below inventory threshold Yes dib report_man
Weekly production Production numbers for the week Yes dib report_man
[1] n
[ae]
&] Done 0 Internet

31 © 2007 IBM Corporation




IBM System i

Example: 5250 Access

» The following screen shots step through setting up the items necessary to allow a
group of users to use a single pre-configured 5250 session.

* In this example, ONEMANAGER is one of the user profiles in the MANAGERS
group.

* This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the management
team

— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in iSeries Access for Web.

* When the policy is set, it takes effect immediately.
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Example: 5250 Access - Before

» Access the 5250 tab iSeries Access for Web Main page as user
ONEMANAGER.

| €] iSeries Access for Web 5250 (=)<

Ele Edit Vew Faworites Tools Help

@Back < -\_;l @ @ :h pSEBrch ‘-f;f'_n'\?Favoribes er\‘ledia @ E{irzv "“_\1.’.-»" < l_J .‘3

http: /fmyiSeries.myCompany, com/webaccess iVWAMain ?tab=5250|

: Address |

User: onemanager

iSeries Access for Web

5250

_1 My Folder

Print Access 5250 user interface on your i1Series server with iSeries Access for Web.
Messages

Jobs Active sessions

s350 ® List active 5250 user interface sessions.

PRI SEEEENE Configured sessions

- Configured sessions e List configured 5250 user interface sessions.

- Start session

Database Start session

—— e Start a 5250 user interface session. =
Command

Download

Customize

Other

Related Links:

ss for Web

= iSeries Access

= iSeries Navigator

- iSeries Information
Centar

- iSeries Resource
Library R |

™

- iSeries Acce

@ Done G Internet
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Example: 5250 Access - Policies

* Policies - the starting point for customization of a specific user or group.
* This is a new browser session, where we signed on as an administrator.

& policies

=~}

LJos

File Edit MVew Go Bookmarks Tools Help

I, = T
QEI # I—_VJ - @ |__.| @ hittp: {fmyiSeries. myCompany. comwebaccessiWACustomizelist

1Series Access for Web 5

. Policies

| My Folder : . ;
i Specify the profile you want to edit.

Print
Messages Profile: MANAGERS |[ Browse... |<:|

Jobs
— Edit Policies
Database :
User profiles
Files wWork with the user profiles vou are authorized to customize.
Command a o
Group profiles
Download Waork with the group profiles you are authorized to customize.
(Bskunes Import policies
» Preferances Import policies fram a file into iSeries Access for Web.
Raicies Export policies
« Settings Export policies from iSeries Access for Web to a file.

= Transfar configuration » £
Policies help
Other Wiew help for working with policies.

Related Links:

- iSeries Access for Web

= iSeries Access

- iSeries Mavigator

- iSeries Information
Center

- iSeries Resource
Library

iSeries Service

¥] © e

3.4.0.05-191.5122130
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Example: 5250 Access - Categories

» Determine which categories need to be restricted/modified.

@ Policies

File Edit WView Go Bookmarks To

ols  Help

@9 600

. Policies

Command

Download

Customize

* Preferences

- Policies

- Sattings

 Transfer configuration

Other

Related Links:

- iSeries Access for Web

[N S S ] S S ] ] B ] S S N2
2

- iSeries Access

- iSaries Navigator

- iSeries Information
Centar

- iSaries Resource
Library

http://myiSeries. myCompany . com/webaccess iWACustomize ?profile =MANAGERS|

Profile: MANA

Category
5250

Command
Customize
Database
Database connections
Download
Files
General
Jobs

Mail
Messages
My Folder
Print
Sametime

Other

Wiew all policies
iew current policy settings for all categories.

View group members

Policies help

Description
5250 user interface custom settings.

Run batch command custom settings.

Preferences and policy administration custom settings.

Database tables, requests, and run SQL custom settings.

Create and edit database connection definitions.

Download packages custom settings.

Integrated file system and file share custom settings.

Page layout, language and character set custom settings.

Waorl: with jobs custom settings.

Send mail custom settings.

Display messages, send messages, and message queue custom settings.
My Folder custom settings.

Printer output, printers, printer shares and ocutput queue custom settings.
Lotus Sametime custom settings.

Change password and other miscellaneocus custom settings.

iew current members of this group profile.

Access 9
Allowed

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
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Example: 5250 Access — Other

» Turn off the other non-5250 functions. Set top level to Deny.
» Repeat for each category that should be restricted for the MANAGERS group.

2 a . ]
@ Edit Policies - Command g@
File Edit Wew Go Bookmarks Tools Help
I}
Qil - Ll>> = %1 o @ htn::ﬂmyiSeries.myCompany.cDmfwebaccessﬁ\’u’.ﬁCusb:mizeCnmmand?reU_IRL=htIq3‘}‘u3a‘}‘u2f‘}‘u2ﬂpDlﬁab.rd'lland.ibm.cnm'}'nhlﬂ16‘}‘u2fwetlﬂ @ Go
User: dib
> for Web
Edit Policies - Command
_| My Folder )
Profile: MAMAGERS
Print
Messages Policy Derived From @ Action @ Settin
Jobs Command access Profile setting Use current setting [»] < :l
5250 Command tab Shipped default Use current setting (] BLLDW (7]
ny
Databa .
= == My commands Shipped default Use current setting (x| | Allow [+] 7]
Files
Prompt commands Shipped default i P w |
P— Use current setting (sl | Allow [s] (7]
o —— Retrieve commands Shipped default Use current setting [l] Allow [i] (7] L
Customize Delete commands Shipped default Use current setting [we] | Allow [+] (7]
» Prefarences Maximum commands user can save Shipped default Use current setting [*]| | Mo maximum [+ (7]
* Polici . .
SD:IEE My commands list columns Shipped default Use current setting [l] (7]
= Settings
e T My commands sort column Shipped default Use current setting [»]| | Name [+] (7]
Other My commands sort order Shipped default Use current setting [s]| | Ascending [s] (7]
Maximum characters to display in Shipped default Use current setting [*]| | Mo maximum [+ (7]
Command column
Related Links: Run commands Shipped default Use current setting (3] | Allow [s] (7]
. iSeries £ = .
ieerios : Mumber of previous commands Shipped default Use current setting [»] (7]
i Moo remembered
= la>eries Navigator .
. iSeries Information Search for commands Shipped default Use current setting [l] Allow [i] o9 -
Center . = =
e Default search library Shipped default Use current setting [+] [*LIBL | @
Library Search for commands by Shipped default Use current setting [s] | command name [+] (7]
coa [ comcat 1 aooi | [ae]
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Example: 5250 Access — Functional Setup

* The administrator goes to the Configured Sessions link on the 5250 tab. Select

the “Configure new session” link.

@ Configured Sessions

File Edit Wew Go Bookmarks Toolz Help

@& »-F0D

http: /fmyiSeries.myCompany. com/webaccess iV AConfiguredSessions|

User: dib

iSeries Access for Web

Configured Sessions

_1 My Folder
Action (7] Shortcut

Print Session Server Created By Access
Messages
Jobs Configure new session
Configure a new session.
5250

Shortcuts to sessions vou configured
Display a list of shartcuts to sessions you configured. Shortcuts can be deleted from this list.

= Active sessions

= Configured sessions
Active sessions

» Start session Waork with your active sessions.

Database .

Start session
Files Start a new session.
Command

My macros
Download Work with your macros.
Ll My kevpads
Other Work with your keypads.

5250 user interface help
View help for working with configured sessions.

Related Links:

» iSeries Access for Web

= iSeries Access

- iSaries Navigator

- iSeries Information
Canter

- iSeries Resource
Library

Service

iSeries

5.4.0.05-191.5122130
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Example: 5250 Access — Functional Setup

» The administrator configures the 5250 session settings to be used by the managers.
 Settings include the server to connect to, color schemes, and many other options.

& Configure New Session

=/ o/ed

Fle Edit Yew Go

Bookmarks Tools Help

_1 My Folder
Print

Messages

Jobs

5250

- Active sessions
- Configured sessions
- Start session
Database

Files

Command
Download
Customize

Other

@- D> FO0D

1Series Access for Web

Configure New Session

http:/jmyiSeries.myCompany. com/fwebaccess iV AConfigSession|

General
Session: |Mar|ager5e55i0n
Default view: | Web [2e]

Initial macro:

DBypass signon
] Display HTML data in fields
Enable advanced JavaScript functions

Server

|

Server: |rnyi5erie5.myCDm|:ranv.c:om

Port:

Code page: | 37 |»]

Workstation ID (2]
Related Links: Ouse gser L .
- iSeries Access for Web ®SDEC|FV workstation ID I:l
- iSeries Access . . .
. iSeries Navigator DAvmd duplicates for this user
« iSeries Informaticn [¥] avoid duplicates with other users
Center
= iSeries Resource
Library View 9
Web Traditional
Show navigation bar Show navigation bar
[Vl obo action linle W] obo action linle M

K1
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Example: 5250 Access — Functional Setup

* The saved session is only available to the administrator that is currently signed on.
» The session must be shared to the managers. Use the “Create Shortcut” action.

@ Configured Sessions g@

File Edit WView Go Bookmarks Tools Help

; —
Qﬂ - Ll;J - @ |_| @ http: ffmyiSeries.myCompany. comwebaccess iV AConfigured3essions Iﬂ @ Go

eries Access for Web

Configured Sessions
_| My Folder

Print Session Server Actione Shortcut Created By Access
- ges ManagerSession myiSeries.myCompany.com @ Mo db dib
Jobs

5250 Configure new session

. . Configure a new session.
- Active sessions

Shortcuts to sessions vou configured
Display a list of shortcuts to se=sions you configured. Shortcut be deleted from this list.

- Configured sessions

= Start session
Active sessions

i Work with yvour active zessions.
Files

Start session
Command Start a new session.
Download

My macros
Customize Work with yvour macros.
e My kevpads

Work with your keypads.

5250 user interface help
Related Links: View help for working with configured sessions.
- iSeries A ss for Web

- iSeries

- iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

iSeries Service 3.4.0.05-191.5122130
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Example: 5250 Access — Functional Setup
* Name the shortcut whatever you wish.
« Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.
Tok oo M=

File Edit Wew Go Bookmarks Toolz Help

I
QE - I__L> - gl o @ http: /fmyiSeries. myCompany. com/jwebaccess iV AConfiguredSessionsaction =crtShor toutfsessname =ManagerSession| M @ Go

User: dib

7

eries Access for Web

Create Shortcut

r My Folder = P
Create shortcut to "ManagerSession
Print

Messages Shortcut name: |Manager55250 |
Jobs Access: [ManaGERS || Add... |<

3250

Create Shortcut |

- Active sessions

- Configured sessions

= Start session
Access Details

Database
Files * The access value identifies who is able to access the shortcut. |
* The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC. E
Command * To specify multiple profiles, separate entries with commas.
Download
Customize
Other Configured sessions
Work with your configured sessions.
Active sescions
Related Links: Work with your active sessions.
- iSeries Access for Web Start session
- iSeries A Start @ new session.
- iSeries Navigator
- iSeries Information My macros
Center Work with your macros.
- iSeries Resource
Library My kevpads

Work with your keypads. o |

5250 user interface help
View help for working with configured sessions. [ﬂ
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Example: 5250 Access — Back to Customize

* Go back to 5250 in Customize — Policies for the MANAGERS group profile.
» Select the shortcut to use as the default session settings for the MANAGERS.
» Select settings to lock MANAGERS out of starting/configuring new sessions.

s P o]
@ Edit Policies - 5250 =)<
File Edit View Go Bookmarks Tools Help
P, =
<:§| - Ll/? - gl 3¢ | @ http:jmyiSeries. myCompany. com/webaccess iy ACustomize 52507 profile =MAMAGERS M @ Go
- User: dib -
iSeries Access for Web
Edit Policies - 5250
1 My Folder .
Profile: MAMAGERS =
Print
Messages Policy Derived From (7] Action (7] Setting
Jobs 5250 access Shipped default Use current setting [se] | Allow [] (7]
5250 5250 tab Shipped default Use current setting (] | Show [»] e L
Database Start non-configured sessions Shipped default Use current setting [s] | Deny [w] <:b
Files
Prompt when starting Shipped default Use current setting | | Yes [a Q
Command non-configured sessions [_] [_]
Download Show server name in title Shipped default Use current setting [l] Yes [l] (=]
EUSELppes Show configured session name in title  Shipped default Use current setting (] [mo [s] (7]
- Preferances
Maximum active sessions Shipped default i i
- Policies Pp Use current setting [l] Mo maximum [1] (7]
. Settings Inactive session timeout Shipped default Use current setting [»] | 24 hours  [w] (7]

- Transfer configuration Active sessions list columns Shipped default Use current setting (2] (7]
TEi= Configured session to use for defaults  Shipped default Use current setting [l] {User defaults <::
Save settings as user defaults Shipped default i User defaults

a PR Use current setting [i] Managers5250 for MANAGERS (2]
Related Links: Load settings from user defaults Shipped default Use current setting [se]l | Allow [se] (7]
iSaria . f . B
— Load settings from shipped defaults Shipped default Use current setting [l] Allow [1] (=]
+iSeri Switch between Web/Traditional views Shipped default Use current setting [i] Allow [il (7]
+ iSeries Information
Center Edit active session settings Shipped default Use current setting [l] Allow [il (7]
» iSeries Rescurce X X
Library Bypass signon Shipped default Use current setting (sl | Allow [w] Q
Display HTML data in fields Shipped default Use current setting [i] Allow [il (7]
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Example: 5250 Access — More 5250 Settings

« Set all 5250 policies to Deny, except Configured Sessions and Start Configured

Sessions.

* You may also want to allow them to access My Keypads and My Macros.

'@ Edit Policies - 5250

LB

File Edit View Go Bookmarks Tools Help

€ > S0D|

http: ffmyiSeries. myCompany. com fwebaccess iV ACustomize 52507retURL =http3:3a % 2f % 2fp0 16ab.rchland . ibm. com %%:3a20 16 % 2fwebacce M @ Go

Configured sessions
Create configured session
Start configured session
Copy configured session
Delete configured session
Rename configured session
Edit configured session
List configured session shortcuts
Create configured session shortcut
Copy configured session shortcut
Delete configured session shortcut
Rename configured session shortcut
Configured sessions list columns
My macros
Record macro
Flay macro
Flay initial macro
Copy macro
Delete macro
Rename macro

Edit macro

List macro shortcuts

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

| Use current setting

[i” |Allow [i”

| Use current setting

[i” | Deny [i”

| Use current setting

] | Allow [w]

| Use current setting

[se] [Deny [v]

| Use current setting

(] [Deny [v]

| Use current setting

(] [Deny [v]

| Use current setting

] [eny [w]

| Use current setting

[w] [Deny ]

| Use current setting

] [Deny ]

| Use current setting

[i” | Deny [i”

| Use current setting

[i” | Deny [i”

| Use current setting

] [Deny [v]

ﬂ

| Use current setting

[i” | Columns...

| Use current setting

[v] [Allow [v]

| Use current setting

v] [ Allow [v]

| Use current setting

] [Allow [v]

| Use current setting

] [ Allow [v]

| Use current setting

(] [Allow (]

| Use current setting

[i” |Allow [i”

| Use current setting

[i” |Allow [i”

| Use current setting

[i” |Allow [i”

| Use current setting

] | Allow [w]

| Use current setting

[v] | Allow [v]

Q00000 DOOOOOOOOOOOOOO

(&)

[l

42
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Example: 5250 Access — After

« The managers can now only start a pre-configured 5250 session, or reconnect to an
active session.

el Configured Sessions g@1

© File Edit WView Favorites Tools Help

@Back - \‘_/J @ @ _;j /"__j Search {?Favoritﬁs eMedia @ r:rjg" .:\P,, - _J ﬁ

i Address | http: ffmyiSeries,myCompany. com/webaccess/iWAConfiguredSessions|

User: onemanager

1Series Access for Web

Configured Sessions

5250
Session Server Action 9 Shortcut Created By Access

- Configured sessions
Managers3250 myiSeries.myCompany.com IE‘ Yes dib MANAGERS

Command

Active sessions
Waork with vour active sessions.

My macros
Work with your macros.

My keypads
Work with yvour keypads.

5250 user interface help
View help for working with configured sessions.

IBM iSeries Service 5.4.0.05-191.5122130

@ 0 Internet
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User Preferences:
Users can set their own Preferences
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User Preferences

45

* The Preferences function allows users to customize iSeries Access for Web
settings to meet their needs.

» By default, all users are allowed to modify their preferences.

» Preferences are a subset of the complete list of available policy settings.

» Users can set the following types of preferences

Column inclusion and ordering for functions that display output in columns.
Number of rows per page to display on output.

Show or hide navigation bar tabs.

Preferred language and character set.

Database table filters and default database connection.

Number of commands to save in the run command history.
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User Preferences (continueq)

» Restricting access to Preferences
— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any preference
settings.
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC _USER modifies the preferences.

* When the policy is set, it takes effect immediately.
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Example: User Preferences, Printer output (oninueq)

» The printer output display defaults with many columns of information.

@ Printer Output

Eile Edit Wew Fawvorites Tools Help

eBack < \_) @ @ _:j ;j Search {‘:{Favorites eMedia @ [‘EE{- :F - _J g ﬁ

l=Jo/&d

: Address | http: /fmyiSeries.myCompany. com fwebaccess iWASpool?page=1

Vg

_l My Folder

Print

- Printer output

= PDF printer cutput
- Printers

« PDF printers

- Internet printers

« Internet printer shares
« Printer shares

= Output gqueues
Messages

Jobs

5250

Database

Filas

Command
Download
Customize

Other

Related Links:

<

iSeries Access for Web

User: basic_user

Printer Output for basic_user

[1]
File
Name

QFDSPAIBE

QPDSPSTS

[1]

n
User Creation Pages Job File </
Data Date/Time Per Copy Copies Status Actione User Job Name Number Number €
1/30/08 8 1 Ready [.]|[3E] BASIC_USER QPADEVOO0G 562152 10
2:38 PM
1/30/06 1 BASIC_USER QPADEVOODG 562152 2 0 E
2:38 PM
n

Action Details

The Printer Qutput function supports the following actions:

* Work

Use the Work With action to hold, release or print the specified spooled file next. There are alzo links available that will allow

With

the spooled file:

[sslsNale]

Move printer output to another printer

Mowve printer output to another output queue

Send printer output to another server (SNDTCPSPLF)
Change printer output attributes (CHGSPLFA)

Copy printer output to database file (CPYSPLF)

@ Done

‘ Internet
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Example: User Preferences, Printer output coninues

* Click on the Customize tab to work with Preferences.
@Preferences "_HE]?

Eile Edit Wiew Faworites Tools Help

@Back - \_’) E @ \,_;\J pSeardﬂ ‘;{'\?Favorites e'l\"ledia @ Eiri{v :F - J .ﬁ

: Address | http: {fmyiSeries.myCompany.com/webaccess il ACustomize M Go

User: basic_user

iSeries Access for Web

: Preferences

1 My Folder

Print Action Category Description

Messages 5250 5250 user interface custom settings.

Jobs Command  Run batch command custom settings.

5250 Customize Preferences and policy administration custom settings.

e Database Database tables, reguests, and run SQL custom settings.

= Download Download packages custom settings.

Co d . . . .

mman Files Integrated file system and file share custom settings.

Download . =

General Page layout, language and character set custom settings. =

Customize . - .
F Jobs Work with jobs custom settings.
- Preferences
Mail Send mail custom settings.
Other
Messages Display messages, send messages, and message queus custom settings.

My Folder My Folder custom settings.

Related Lin
= iSeries A

Print Printer output, printers, printer shares and output queue custom settings.
Sametime  Lotus Sametime custom settings.

Other Change password and other miscellaneous custom =settings.

- iSeries Navigator
- iSeries Information
Ceanter
= iSeries Resource
Library View all preferences
View current preference settings for all categories.

Preferences help
View help for working with preferences. M

@ Daone # Internet
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Example: User Preferences, Printer output coninues

* Click on the Print category.
 Click on the Columns button for the "Printer output list columns" Preference.
-

@ Edit Preferences - Print
File Edit View

@Back - \_J @ @ \_;j pSear::h “E'::“\'S-‘Favorites eMedia @ [;Zr_q:{- “‘_‘\_i"' - J .ﬁ

Favorites Tools Help

Other

= iSeries
- iSeries
- iSeries Navigator

- iSeries Information

s for Web

Printers

Printers filter

Printers list view

Shipped default
Shipped default

Default PDF output settings Shipped default | Use current setting [il | Settings... |
FDF printer output
Related Links: PDF printer output list columns Shipped default | Use current setting [il | columns... |

| Use current setting

] [ALL |

| Use current setting

[il |Basic: [1]

: Address | http:/fmyiSeries. myCompany, com/webaccess i ACustomizePrint Iil T
I User: basic_user
iSeries Access for Web
: Edit Preferences - Print
—| My Folder
Print _ 9 _ 9 _
Preference Derived From Action Setting
" as= Print tab Shipped default | T t setti [il Show |+
se current settin ow I
Jobs =
—— Printer cutput i
Preferred format to preview AFP Shipped default Use current settin w| | PNG | (7] 1
Database output | g [—I |_[_l
Files Preferred format to preview SCS  Shipped default | Use current setting [il PNG vl (7]
output
Command ) ) .
p— Printer cutput list columns Shipped default |Use current setting [v| | Columns... | <
Customize Use Infoprint Server if installed Shipped default | Use current setting [il vas vl
* Preferences PDF output settings prompt mode  Shipped default | Use current setting [ll | Basic [i]

@ 0000 © 000

Center
0 iSEFieE Resource Printers list columns - Basic Shipped default | Use current setting [il | columns... |
Library
Printers list columns - Advanced  Shipped default | Use current setting [il | Columns... |
PDF printers
PDF printers list columns Shipped default | Use current setting [vl | columns. .. | M

& Internet
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Example: User Preferences, Printer output coninues

51

» The Columns displayed can be toggled off/on by checking the box.
 Click OK and Save buttons to immediately save the changes.

@ Columns - Printer Qutput I'_HEIW
. File Edit Wiew Favorites Tools Help ﬁ'
: h A ( o ) ; ; A
Q- O BB P Yoo @uede @ (-2 F-LJQ B
: Address | http: /fmyiSeries.myCompany.com/webaccess i ACustomizePrint vl Go
I ) User: basic_user [
iSeries Access for Web fEE.
, Columns - Printer Output
| My Folder
Print Select which columns to display.
Messages
Jabs Column Order
5250 File Name IE‘
Database User Data IE‘ IE‘
Files Creation Date/Time lz”z‘ =
Command
— Pages Per Copy El El
Customize Copies IE‘ E
- Praferences Status IZ‘ IE‘
Oth
= Action [a][¥]
User [a][¥]
Related Links: Job Name lz‘ IE‘
ss5 f rab
Job Number IE‘ |E| M |
a
- iSeries Information File Number E”El
Center
« iSeries Rescource Output Queue lz‘ IE‘
Library
e Priority (a][¥]
Form Type (a][¥]
Printer [4] [i]
Done Internet
&) ]
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Example: User Preferences, Printer output coninues

» The printer output display now only has a few columns.
(& printer Output ME]

File Edit Wiew Favorites Tools Help

@Back - \J @ @ k;j pSeardﬂ k-E:\I'\'Sf‘Fa\a'c:rites e'l'“'ledia @ Di,;:v .:\p,. - J .ﬁ

: Address |

http: f{myiSeries.myCompany . com/webaccess /iy ASpool

User: basic_user

Printer Output for basic_user

Print []_] n
= Printer cutput
« PDF printer output File Name Pages Per Copy Status Action 9
- Printers QFDSPAIE 8 Ready [.]
- PDF printers QPDSPSTS 1 Ready |Z|
- Internet printars
= Internet printer shares 1] n 3
= Printer shares
= Qutput queues
Messages
Jobs Action Details
5250 . . . .
The Printer Qutput function supports the following actions:
Database
Files « Work With
= 4 Use the Worlke With action to hold, release or print the specified spoocled file next. There are also links available that will
mman allow you to perform the following actions on the spooled file:
Download A
Customize 2 Mowve printer output to another printer
2 Move printer output to another output queue
Other 2 Send printer output to another server (SNDTCPSPLF)
2 Change printer output attributes (CHGSPLFA)
o Copy printer output to database file (CPYSPLF)
Related Links: -
i o A For Web * View . . . .
Eerfef feeess e rluis Use the View action to view the printer output. M
&] Done 8 internet
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Example: User Preferences, Printer output coninues

Tips

» This example showed that a user can modify their printer output view. An
administrator can:

— Restrict the user's access to the Preferences interface.
— Perform the same changes by setting policies for the user, or a group of users.

» The Preferences interface that the user has access to is only a subset of all the
policy settings an administrator can access for the same function.
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Policy Tools for Administrators
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Policies and Tools
V5R3

 Import/Export policy settings

— Pick a user or group for export

V5R4

 Transfer configuration data from one user to another
— Move and copy operations supported for:
» 5250 sessions and macros
« Saved commands
« Database requests
* My Folder items
» Policies
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Transfer Configuration Data

& Transfer Configuration Data

B[[=1%

Ele Edit View Go Bookmarks Tools Help

I
<:§| hd LL> - %l Q @ http: ffmyiSeries.myCompany.comfwebaccess/iWATransferCfg

1Series Access for Web

Transfer Configuration Data

_1 My Folder

Profiles
Print .

From profile: | | | Browse... |
Messages
Jobs To profile: [ || Browse... |
3230

Action to Perform (7]
Database

@ Copy
Files O
Command LA
Erorrsd Data to Transfer (7]

|:> Customize 5250 se=sions
- Preferences
- DSZSD macros

- Policies

e U commands
|::> = Transfer configuration I:l Database requests

Other [ Folder items

L relicies

Related Links:

- iSeries Access for Web

- iSeries

= iSeries Navigator

- iSeries Information
Center

= iSeries Resource
Library

| Transfer Data

Tran=fer configuration data help
iew help for transferring configuration data.

iSeries

v] @«

o]
P

53.4.0.05-191.5122130
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Page customization
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Home Page Customization

A default home page is displayed when the iWAHome servlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iIWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access iSeries
Access for Web functionality.

« The Customize function allows you to replace the default home page.

 Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

« Great article - example
— "Build a quick and easy Web site with iSeries Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website _article.pdf
— iSeries 400 Experts Journal
— Updated Oct 2006 in System i News - ‘Tailor iSeries Access for Web’
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Template file customization

* iSeries Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify
— Header/footer areas of functional pages.
— Where iSeries Access for Web content is placed in the page.

» The Customize function allows you to replace the default template file.

» Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.
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Edit Policies: specify home page and template files

- oy
—
& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox =)<
File Edit View Go Bookmarks Tools Help
. -
QEl - LL> - %l | » | @ m http: /fiseriesd. dfw.ibm. comwebaccess fivd ACustomizeGeneral ?profile =LLHIRSCH M @ Go GL
m BluePages 'ﬁ' Q55C Level 1 page Jﬁ Teamsite m iSeries Access Home | | Index of fip:/ffip.so... || Page Mot Found E’m Rochester SiteMews | | Think Federal Credit ... »
R User: llhirsch System: iSeriesD.DFW.IBM.COM
ISeries Access for Web
Edit Policies - General
_| My Folder . =
Profile: LLHIRSCH 3
Print
Messages Policy Derived From 9 Action 9 Setting
Jobs :_T_;Tffl;lfﬂglf Shipped default Use current setting [+| [QiBM/ProdData/Access/Web2/html/homepage. hi | Browse... |
ile =
5250
Template Shipped default Use current setting o QIBM/ProdData/Access/ Web2/html/webaccess.h| | Browse...
Database HTML file [_] |f | | |
Files Main F;:?iQE Shipped default Use current setting [»] VQiEM/ProdData/Access/Web2/html/overview.htr | Browse... |
Command HTML tile .
Download Home page  Shipped default Use current setting [w] | allow [+]
Customize Template Shipped default Use current setting [i] Allow [i]
- Preferences Mawigation Shipped default Use current setting [w] | allow [+]
- Policies Related Shipped default Use current setting [w] | allow [+]
. Settings links M
a | @
Dane
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Special tags

» Within the home page and template .html files, special tags are used.
— When these tags are encountered by the iSeries Access for Web code, they are replaced with the

appropriate content.

» Special tags...
— %%CONTENT%%

— %%include section=file%%

- %%MENU%%

— %%STYLESHEET%%

— %%STYLESHEET CLASSIC _COLORS%%
— %%TITLE%%

— %%SYSTEM%%

- %%USER%%

- %%VERSION%%

Replaced with...

functional content for the page, separates the
header/footer

HTML section/fragment to include
navigation bar

default style sheet

default style sheet prior to V5R4

title of the page

name of iSeries being accessed

i5/0S user profile used to access the server
version of iSeries Access for Web

 For detailed information on these special tags

— V5R4 iSeries Access for Web Info Center

» Connecting to iSeries->iSeries Access->iSeries Access for Web->iSeries Access for Web in a web
application sever environment->Customize iSeries Access for Web->Default page content->Home page

61
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\!} Homepage [LP016AB.RCHLAND.IBM.COM] - Mozilla Firefox

Home Page default — iWAHome servlet

http://<system>/webaccess/IWAHome

Eile Edit

View Go Bookmarks Tools

Help

'Y I

&

http: {imyiSeries. myCompany. com fwebaccess iV AHome|

eries Access for Web

1 My Folder
Print

Messages

- iSeries Navigator
« iSeries Information
Center

Welcome to iSeries Access for Web

Getting Started
My Information My View

- See Customizing iSeries Access for

* My Folder

1: LPO16AB.RCHLAND.IBM.COM

Related Products

B City information
£

G+ Mayo Clinic

Rochester weather

- Printer output
- Displav messages

Web to find out how to customize
the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

A new generation of software that enables you to access your iSeries server in
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to
e-business. Since most deskiop operating systems come with web browsers, u:
their business-critical i5/05 information and resources through the simple brow
designed to be Internet-friendly. Users alsc are looking for hassle-free access
from a variety of platforms, and want no special client code that has to be instg
Easy Administration

i5/05 administrators are looking for ways to streamline management of user a
through centrally controlled administration built around i5/0S user profiles. Ad
customize a user's view of the iSeries server, so those not familiar with i5/0S

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of product:
browser and provides a user-centric, web-based view of iSeries server informa
capabilities, such as:

* Browser access to existing 5250 applications without requiring code cha
* Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries inform

PP S

el scith

o tha Tasameotad Ciln

e ofmemmoting Carmtne

File Edit WView

Favorites

eﬁad‘ - O B @ .jj f_‘l Search \j:(Favnrihes @ veda )

Toaols Help

: Address ‘

http://myiSeries.myCompany. com/webaccess iviAHome

My Home Page
21 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

for Web

Library

Spring 2006 |
Conference & 'Expo

Welcome to iSeries Access for Web

Getting Started

My Information

Erinter output
- Display messages
- Starta i

What is iSeries Access for Web

+ See Customizing iSeries Acce

My View

for
to find out how to customize
the behavior and look of iSeries
Access for Web. Also, find out how
to create your own home page!

Related Products

g bSphere Development Studio
Client for iSeries

- WebSphere Development Studio

for iseries

A new generation of software that enables you to access your iSeries server information and resources through a web

browser!

Browser Access to iSeries Server Information
The Internet movement has taken over, and businesses are guickly mowving to embrace new technologies through e-

business. Since most deskiop operating systems come with web browsers, users want an easy way to worle with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety

of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user profiles. Additionally, administrators want to

customize a user's view of the iSeries server, so those not familiar with i5/0S operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key

capabilities, such as:

#» Browser ccess to existing 5250 applications without requiring code changes
& Easy access to DB2Z(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
s A simple interface to work with information in the Integrated File System, including file download and view

capabilities

User: commonuser

Rochester
E* City information
E* Mo

E* Mayo Clinic

Rochester weather

G+ SkyCam

Rochester news
E* Post-Bulletin online
G+ KTTC

Telephone directory
E* Find a person

E* Find a busine:

&

. Internet
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Home Page customization — iIWAHome (another example)
« Custom home page - http://iseriesd.dfw.ibm.com/webaccess/iIWAHome
— Refer to chart 6 for info on how to access this sample

-} Access for Water - Microsoft Internet Explorer G ) ] 1

J File Edit ‘iew Fawvarites Tools Help |

J Address I http: sy skern = fwebaccess/ it AHorme j o

. Access for Water it

Services This Week's Special Site Support
BT e el gy e T

o e e o e e e A
View avalable boats

See boat details
Order a boat

Tour comments are wmpottant to us, Please let us
kenow if vou have any questions or f we can help
wou in any way. Address your message to user
BOATHELP. Zendus a message

Weather Conditions

Is it & great day for boating? Checl: out today's
forecast.

Beautifully maintained 28 foot 1978 Carver Santa Cruz
for only £23,200 Head and galley refirbished in 20071
Only 21 hours on completely rebuilt motor. Click here to
see this boat cruising the seas.

conditlons as of:
I L

Great Deals

For those bargain conscious among you, we have a large
selection of new and slightly used boats for under
£75,000 Whether vou are planning on saling in your
backyard pond or navigating the mighty Mississippd we
can meet your wants, needs, or desires.

Wiew our selection of modestly priced boats.

Serviee | _____________________________________________________________}§
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Home Page/Template Customization Example (continued)

» Custom template

[@ Quick View of BOATS.BOATS | =Jog3
File Edit Wiew Favorites Tools Help #
@Back - -'\) @ @ :_/;j pSEarch ‘?;L\{Favorihes eMedia @ Bv & |_J g ..3

]

[mz2 gk

Current Orders

a

Supplying quality
boars since 2002

Access for Water

Home

BTYPE EBNAME BFEET BYEAR BCOST BNTO1 BNTO02 -

= Poole Boat Co 80 1979 1000000 -Located in 5. Diego, CA -Twin Detroit diesels.
Almimim

p Carver Santa 28 1978 23900 -Constructed of fiberglass. -Single Chevy 350 gas engine, 250 hp_ Fres
Cruz water cooled,

P Mako 19 1989 13000 -Located in Anacortes, WA -Great fishing boat
Sportfisher

P Monk 36 1956 19900 -Built of mahoganyv, oak, and cedar. -The 130 hp power plant is a single, Chrysh
Bridgedeck cyl diesel
Cruiser

P Monlk 34 1985 55000 -Double planked cedar on oak frames. -The 165 hp power plant is a 1985 V6 Det
Flvbridge/Sedan diesel.

P Monterey g0 1996 2973000 -Located in Stuart, FL -Monthly payvment.
Marine Custom

5 Bill Garden 36 1953 27300 -The hull is 1/8' caravel cedar planked atop 1  and the deck is cedar planked with tar sean
Schooner 1/4" 2 1 1/2" nak frames M
{111} m

8 Internet
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IWAHome - structure

http://<system>/webaccess/IWAHome

€] Homepage [

Fle Edit View

Favorites  Tools  Help

eﬁa:k -9 B @ ;;j psaar:h ‘;?Favuntes @) veda .E} D?{v :;,. = J

] My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Link:

- iSerias Information
Center

- iSeries Resource
Library

Spring 2006 l‘u
Conference & 'Expo

Welcome to iSeries Access for Web

Getting Started Rochest:
My Information My View Related Products

+ My Folder - See Customizing iSeries Access for + WebSphere Application Server for

+ Brinter output Web to find out how to customize iSeries

- Displav messages the behavior and look of iSeries + WebSphere Development Studio

- Start a 5250 session Access for Web. Also, find out how Clignt for iSeries

- Database requests
+ Browse files
- Preferences

to create your own home page! - WebSphere Development Studic

What is iSeries Access for Web

A new generation of software that enables you to access your iSeries server information and resources through a web
browser!

Browser Access to iSeries Server Information

The Internet mowvement has taken owver, and businesses are quickly moving to embrace new technclegies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users alsa are looking for hassle-free access through firewalls. They want access from a varisty
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built around i5/0S user prefiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a
browser and provides a user-centric, web-based view of iSeries server information and resources. It provides key
capabilities, such as:

+ Browser access to existing 5250 applications without requiring code changes
Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests
& A simple interface to work with information in the Integrated File System, including file download and view
capabilities

User: commonuser

for
G+ City information

G+ Mov
G+ Mayo Clinic

Rochester weather

C> SkyCam

Rochester news

Bulletin enline

&] Done

i)

 Internet

e
Homepage file

common_homepage.html

invoked in the browser.

\_

Defines content, layout, images, links to be
displayed when the iWAHome servlet is

)

A

Image files

images/s06common.gif

images/iwa_navCorner.gif |

f Cascading Style Sheet file h

common_styles.css

Defines the colors, fonts, font sizes for

_ the various elements in the .html files.

J
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IWA serviet Template - structure

http://<system>/webaccess/IWWASpool

|@ Printer Qutput [ I-_“i]a'ﬂ

: Fle Edit View Favorites Tools Help

Qe - © - [¥] B @ ) search 57 Favorites @ vedia ) - ; - J B

: Address | http:/fmyiSeries.myCompany.com/webaccessWASpaol?page=1]
5

Spring 2006 |
Conference & 'Expo

: Printer Output for commonuser
21 mMy Folder
Print 11 n
- Printer output
. SDF printer eutout File User Creation Pages Job File
& A Name Data Date/Time Per Copy Copies Status Action @ User Job Name Number Number Output Queue
= lEmi== QPDSPAIB 2/13/08 7 1 Ready [0 COMMOMUSER QPADEV000G 576522 1 QUSRSYS/PRTO
12:42 PM
QPDEPSTS 2/13/06 1 1 Ready [.][[3][F)[E] COMMONUSER QPADEVD00G 576522 2 QUSASYS/PRTO
12:42 PM
[1] n
2230 Action Details
Database
Files The Printer Qutput function supports the following actions:
C d
mmmmm s Work With
Download Use the Work With action to hold, release or print the specified spooled file next. There are also links available that will allow you to perform
Customize spooled file:
TEHT o Move printer output to another printer

o Move output to another output queue

output to another server (SNDTCPSPLF)
o Change printer output attributes (CHGSPLFA)

o Copy printer output to database file (CPYSPLF)

View
Use the View action to view the printer output.

I | (2]

# Internet

66

a _ I
Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

\ J
f Template file h

common_template.html

Defines the header, content, footer
\_ on all other servlet pages. Y,

Image files

images/s06common.gif
images/iwa_navCorner.gif |

f Cascading Style Sheet file h

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )
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Refer to the Appendix for a step-by-step example of modifying the
home page and template files

— Customizing policies to use different home page and template files

— Adding a different image as header, changing the footer

— Updating the cascading style sheet

67 © 2007 IBM Corporation




IBM System i

iISeries Access for Web
Environment Security Considerations
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iISeries Access for Web Environment

i} iy 1}
I Q — S SyStem | — i —
; ARl Access TN5250,
for Web sockets
Web Browser
HTTP Application i5/0S host servers
Server Server 5250 applications

Database
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iISeries Access for Web Environment (continueq)

sockets
i5/0S host server ports
telnet port

iSeries Access for Web

* Between users and HTTP Server
— Secure Socket Layer (SSL)
— Virtual Private Networking (VPN)
— Firewalls
* Between iSeries Access for Web and i5/0S
— VPN
— Firewalls

i5/0S

70 © 2007 IBM Corporation




IBM System i

Secure Sockets Layer

« Used for data confidentiality between Web browser and HTTP server
— Digital certificates used to determine trust relationships
— Point to Point encryption for all data (PC App to Server App)
— Part of the standard HTTPS protocol

« See Info Center for specific details on Configuration and Setup.
— See the “Configure WebSphere Security” topic

* Levels of SSL
— TLSv1, SSLv3 recommended, use 128-bit or higher

— SSLv2 should not be used anymore. Disable in clients and server (APAR
SE25734)
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Virtual Private Networking

« Used for data confidentiality between Web browser and HTTP server
— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

« See Info Center for specific details on Configuration and Setup.
— See the “Virtual Private Networking” topic

* Redbooks

— IBM System i Security Guide for IBM i5/0S Version 5 Release 4 (SG24-6668-01)
— 0S/400 V5R2 Virtual Private Networks (REDP-0153-01)
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Authentication security options

* How does the user authenticate to iSeries Access for Web?

* How does iSeries Access for Web authenticate with i5/0S?

* iSeries Access for Web in a WebSphere Single Signon (SSO) environment
» Special considerations for 5250
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Authentication

* Authentication is verifying the identity of the user

* iSeries Access for Web supports two types of authentication
— Application
+ iSeries Access for Web handles the authentication
— Application Server
* WebSphere Application Server handles the authentication

» Specified by the AUTHTYPE parameter on the CFGACCWEB2 command
— Application: AUTHTYPE(*APP)
— Application Server: AUTHTYPE(*APPSVR)
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Authorization

 Authorization is * iSeries Access for Web uses the i5/0S user profile
verifying that and object level security to authorize access to
authenticated users i5/0OS resources

have permission to

access requested - iSeries Access for Web provides application level

resources control of access to functions through policies
— Policies can be administered at the i5/0S user and
_ Policies group profile levels
| My Folder
Print Profile: JHANSEN
Messages
Jobs Action Category Description Access @
5250 5250 5250 user interface custom settings. Allowed
Database Command Run batch command custom settings. Allowed
Files Customize Freferences and policy administration custom settings. Allowed
Command Database Database tables, requests, and run SQL custom settings. Allowed
Download Database connections Create and edit database connection definitions. Allowed
Ll Download Cownload packages custom settings. Allowed
@[T EE Files Integrated file system and file share custom settings. Allowed
: Z::;E:S General Page layout, language and character set custom settings. Allowed
S — lobs Work with jobs custom =ettings. Allowed
Other Mail Send mail custom settings. Allowed
[#] Messaoes Cisolay messaoes, send messaoes. and messaoe gueus customn settinas.  Allowed
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Application Authentication

 iSeries Access for Web handles

authentication
. | Comnectte B[]
* i5/0S user profile and password
— Hostname specified by the TGTSVR IFTN%
parameter on the CFGACCWEB2
command
mysystem.myDomain, com
- Method: HTTP basic authentication = e |ﬁ| 5
Password:

— RFC2617

[ | Remember my password

— User profile and password are encoded
(not encrypted) in the HTTP headers
and should be protected

[ Ok H Cancel ]
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Application Server Authentication

* WebSphere handles authentication

* WebSphere credentials
— Typically a user ID and password
— Authenticated with the active WebSphere user registry

* iSeries Access for Web uses Enterprise Identity Mapping (EIM) to map the
authenticated WebSphere user identity to an i5/0OS user profile

— System i Access for Web identifies the user by the mapped i5/0S user profile

— i5/0OS user profile is used to authorize access to i5/0S resources using object
level security
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Application Server Authentication (continuea)

* iSeries Access for Web supports two
methods of gathering credentials
— HTTP basic authentication

» User ID and password are encoded
(not encrypted) in the HTTP headers
and should be protected

— Form-based authentication

» User ID and password are clear text
and should be protected

 Specified by the AUTHMETHOD
parameter on the CFGACCWEB2
command

— HTTP basic authentication:
AUTHMETHOD(*BASIC)

— Form-based authentication:
AUTHMETHOD(*FORM)

78

Connect to
=~ i,
ik
Default Realm
User name: | ] t]
- Password: | |
@ iSeries Access for Web - Mic []Remember my password
: File Edit View Favorites To
ISeries Access for Web [ | [
(04 Cancel

Flease enter yvour WebSphere user information.

User ID: | |

Password: | |

IBM

Service 5.4.0.05-191.51230243

iSeries

@ Dane

‘ Internet
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Application Server Authentication
Required Configuration

« WebSphere with global security enabled and an active user registry to
authenticate users

* An EIM domain configuration for i5/0OS to enable mapping of WebSphere
user identities to i5/0S user profiles

» The EIM ldentity Token Connector (resource adapter) installed and
configured in WebSphere

— Used to request identity tokens (encrypted data strings that represent the
authenticated WebSphere user identity) which are input to EIM lookup
operations.
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5250 Sessions Start Session

Server (7]

Server: ||' |
Pory: PR
Code page:

i

« 5250 sessions

can be started to orkstation 1D °
any system ® Specify workstation 1 | |
running i5/0S Tnves ot e e
General ()
* Must provide I:Ilmss *
user profile and b AL R
password on [ Start Session Samon System .. ...:

Subsystem ... .: QINTER

i5/OS Sign On Display . . ...: QPADEVOODG
Screen Password ............ |:|

MU e ]

RELEASE: VO5RO3M00
DRIVER: 2600722

USE OF THIS SYSTEM IS FOR IBM MANAGEMENT APPROVED PURPOSES ONLY.
USE IS SUBJECT TO AUDIT AT ANY TIME BY IBM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980, 2003.
37 8,53
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5250 Session

Bypass Signhon
 QRMTSIGN system value must be

*VERIFY

- Select bypass signon when starting or Workstation ID

configuring a session

Configure New Session

General

Session: ImySession

Cefault view:

Initial macro: |

vaass signon
] Display HTML data in fields

Enable advanced JavaScript functions

Server
Server: |mv5y5tern.myDu:urnain.u:Dm[
Mt I"]".\

Start Session

Server

Server: |mv5v5tem.mv[]nmain.n:u:urn |
Port:
Code page:

D Use user ID

® Specify workstation ID |:|

[ Avoid duplicates for this user
[v] Avoid duplicates with other users

General

Imitial macro: | M
Bypass =ignon

] Cisplay HTML data in fields

I Start Session I

- iSeries Access for Web must be
configured for Application
Authentication in order for Bypass
Signon to be available

— CFGACCWEB2 AUTHTYPE(*APP) ...
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5250 Session
Signon Macro

» Useful for V5R3 iSeries
Access for Web

(In V5R4, use Bypass
sign-on instead)

* Record a macro to sign
on

« Edit the macro

— Replace user profile
with [user]

— Replace password with
[password]

« Select as initial macro
when starting session

82

Macro: Signon

[cursor 6,53][erasefld][user])cursor ?,53][&raseﬂ@nter][wait][enter]
[wait] U

Server (7]
Server: |mv5y5tem.mv[!nmain.cnrn |
Port:

Code page:

Workstation ID (7]

{::' Usze uszer ID

® Specify workstation ID |:|

[ Avaid duplicates for this user
[#] Avoid duplicates with other users

General (7]
Initial macro: |iSi

] Bypass =ignon
L Display HTML data in figlds

I Start Session I
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5250 Session
Signon Macro (continued)

» Select as initial macro when
configuring a session

 iSeries Access for Web must be
configured for Application
Authentication in order for

[password] substitution in macros to
work

— CFGACCWEB2 AUTHTYPE(*APP) ...

83

Configure New Session

General

Session: ImySession | * required

Default view:

Initial macro: |5|qnun M

H Bypass signon
H Display HTML data in fields

Enable advanced JavaScript functions

Server

Server: |my5v5tem.my[!nmain.|:nm

L R Ll
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iSeries Access for Web Portlets

* How are things different?
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Portal

- Portal provides a B=l%]

. . ! Fle Edit View Favortes Took Help ﬂ'
single point

gle point of — S === wn
personalized

interaction with FEE :

My Page
appllcatlons, My Vertical Neve FREEE  ystoks
Rain s down Tuesday, Fabr =
content, processes Bainboosdown
search wiBM
and people WS Marine Brigadier TM
General Mastin Robeson v‘.:'DJI
_ (C] speaks to his T
Welcome to WebSphere Portal version 5.0 Iallgter r:?urnitna Flrurl;'lnetl:le v $5PX
landslide site at th
To rearrange portlets on this page, click the .;E.I:.T-n:a:d IE G Data delayed 2|
® I nteg rate data and Show tools jcon. This action produces tools that .
allow you to arrange and remove portlets. Click World News (includes photo) |—| E
1 1 Edit page to add new portlets or change page i bags-d hiliogi defida s h
appllcatlons from ey b Rain bogs down Philippines mudslide seart ]

b 51 million funneled to Chechen rebels Intraday da

Various Sources into To create a page, dick New page. e

p Y5 archbishop cited in Yatican bank scandal

one user Bookmarks EEEE B é = R

p Little hope |=ft for 65 coal miners trapped in

experience WE:ED:erE Porta: home M ——
WebSphere Portal Zone (I s G i)
WebSph Portal catal "
e e p US Supreme Court rejoins abortion debate Ralei
WebSphere Portal product documentation Partly
WehSohere Portal suppart b Legal issues challenge chemical executions
WebSphere Portal offerings p U5 charges three vith plotting to sttack US Stutt
forces in Irag F’E"H‘.-M

< ' ] | m
& D Internet
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Portal Application

- iSeries Access for €7 1BM WebSphere Porta - icrosoft Internet Explrer =Joled

i Fle Edit View Favorites Tools Help r%.

Web portlets WebSphare LT m My Portal  Edit my profile 7 Log out

1 t t t New Page Edit Page
integraie access 1o M weicome |y work

: H d 5250  IFrame Portlets | Files Print Database Command
i5/0OS resources in e —_

a Ortal Use edit mode to configure this function.
If edit made is not available, contact your system administrator.

environment iSaries SQL Quary EREE

Use edit mode to configure this function.
If edit mode is not available, contact your system administrator.

] ) ] ] iSeries Dynamic SQL Q’{@]ﬁk@
* Function is similar 5L ststement E—

to the servlet
application —— ZHEE

|'*'. Create F{equegtl |":J Refresh

Showing 0 - 0 of O Page 1 of 1

Reguest Actions

Showng 0 - 0 of O Page 1 of 1

iSeries 5QL Results - Viewer D@[ﬁ:’@

Use the iSeries SQL Requests portlet to select 2 request to run.

&] D internet
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Portal Authentication

* Portal handles authentication

€] 1BM WebSphere Portal - Microsoft Internet Explorer M=%}
File Edit View Favorites Tools Help ,@

— m = |

Welcome, please enter your informatian.

* Portal credentials

— Authenticated with the active
user registry

User 1D

I
p
ll'f

» Form-based authentication
— User ID and password are ]

clear text and should be
protected

Please note: After some time of inactivity, the system will leg you out automatically and ask you to log in
again.

* Use Portal interfaces to
control access to pages and
porﬂetS &] Done ) Internet

| Log in | ‘ Cancel
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iISeries Access for Web Portlet Authentication

» Setting to specify the hostname of
system for accessing i5/0S resources

— Default is the hostname of the system
where Portal is running

« Setting to specify the credential to use
when accessing i5/0S resources

— Used to authenticate to i5/0S

— i15/0S user profile and object level

security are used to authorize access to
i5/0OS resources

« Settings can be controlled by the
Portal administrator

88

iSeries File List
Edit Portlet Settings

E| Server

Server: |rn1,r51,r5tern.m1,rD|:|main.c|:|m |

[] Authentication

'D Use credential specific to this portlet window

Password: | |

O Use credential set with iSeries Credentials portlet

U=er:

Confirm password:

Credential: | myCredentials EI

O Use system shared credential set by administrator

Credential: ||:|E|:||n:n,rn'|ent.l-ce1,r5tn:|re EI

@' Use authenticated WebSphere credential
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Authentication Options

« Use credentials specific to this portlet

— Specify the i5/0S user profile name
and password

— Specific to this portlet window for this
user

» Use credential set with iSeries Access
for Web Credentials portlet
— Select the name of a credential

maintained with the iSeries Credentials
portlet

— Credential contains an i5/0S user
profile name and password

89

@' Use credential specific to this portlet window

User: |5tevej |

Password: |-uuu |

Confirm password: |uuu-l |

{E}UEE credential set with iSeries Credentials portlet

Credential: | myCredentials L‘:’J
ntials

O Use system slMySystem.myDomain.com [System]
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Authentication Options (continueq)

 Credentials portlet lets users
create and manage their own list
of credentials
—User created credentials are not
available to other users
« Administrator can create system
credentials using the WebSphere
Portal Credentials Vault
administration function
— System credentials are available
to all users
—Each user sets their own i5/0S
user profile name and password
* Manage credential values in one
place

90

iSeries Credentials

Credentials &dd, Edit and Delete credentials

H’c New credential | |"':.J

R.efresh

£ 7 = 0

Showing 1 - 2 of 2 Page 1 of 1 Jump to page: ]

Actions Name

Description

User Type

myCredentials

My credentials

stevej User

mySystem.myDomain.com  mySystem.myDomain.com  sjones  System

Showing 1 - 2 of 2 Page 1 of 1 Jump to page:

Change i5/0S5 password

@UEE credential set with iSeries Credentials portlet

Credential:

'C} Use system =

myCredentials

2

entials

mySystem.myDomain.com [Systemn]
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Authentication Options (continueq)

] My Portal Edit my profile T Log out

* WebSphere Portal Credentials
Vault administration function Credential Vault

w Portal User Interface
|E| Add a vault segment create =

% Portlets |E| Manage vault segments  view c

|E| Add a vault slot

|E| Manage system vault slots  vie

create a slot ir

Credential Vault

and Groups

Select Vault

Resource Permissions
Vault:

Create a vault slot

User and Group Permissions

Credential Vault

MName: Vault resource associated with vault slot:

|m}r51,r5tem.m1_.rDumair1.mm | o
Vault segment: existing: | deployment.keystore Vl

|DE‘FEU|1‘.|“\|:|I‘I‘IiHSEQI‘I‘IEHt vl new: |m}r5}r5tem.myDumain.cum |

Vault slot is shared:

Shared userid: Shared password: Confirm password:

Description:

|my51_.rstem.m'_.rDum ain.com |

Sat locale-specific descriptions

| OK | | Cancel |
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Authentication Options (continueq)

{‘:’} Use system shared credential set by adm

Credential: [ deployment keystors [v] » Use system shared credential set by
deployment.keystore . w
administrator

() Use authentiddeployment.truststore

deployment.user
MO — Created and managed by administrator using
the WebSphere Portal Credentials Vault
Credential Vault administration function
Select Vault
— Common to all portal users

Vault: )
Default _
Create a vault slot

Name: Vault resource associated with vault slot:

(o] ir.
L:nailtuﬁr:::':::: | existing: | deployment. keystore [il
| DefaultddminSegment [il e |n-|1,rDumE|ir1.|:urn |

Vault slot is shared:

Shared userid:
||:|5n=_-+:ufr |

Shared password: Confirm password:

Description:
|rr|1_.rDun'|E|ir1.1:n:rm |

Set locale-specific descriptions

| oK | | Cancel |
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Authentication Options (continueq)

« Use authenticated WebSphere credential

— Uses identity tokens and EIM to map the authenticated WebSphere user
identity to an i5/0S user profile

@' Use authenticated WebSphere cradential

* Requires:
— EIM domain configuration on each i5/0S where resources will be accessed
* All in the same EIM domain

— EIM Identity Token Connector installed

« J2C connection factories configured with JNDI names eis/iwa_ldentityToken and
eis/ldentityToken

— EIM identifier target associations for each i5/0S that will be accessed

93
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5250 Sessions in Portlets

* Bypass signon

— QRMTSIGN system value
must be *VERIFY

— Settings to enable bypass
signon and specify the
credential to use

* No macro support

94

Bypass signon

D Enable bypass signon

'@} Use credential specific to this portlet window

Server

Server:

Port:

iSeries 5230 Session

Start Session

|x15 19p4.rchland.ibm.com

Code page:

|:| Display HTML data in fields

Woaorkstation ID
{::l Use user ID

{3_} Specify workstation ID |:|

[] Avoid duplicates for this user

Avciid duplicates with other users

| Start Session

User:

|
Password: |
|

Confirm password:

{:} Use credential set with iSeries Credentials portlet

Credential: | myCradentials

[l

O Use systerm shared credential set by administrator

Credential: | myDomain.com

[l

© 2007 IBM Corporation




IBM System i

Appendix
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Let’s demonstrate how to
customize the Home page and Template
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iIWAHome - Steps to customize

» To customize the pages:
1. Copy iSeries Access for Web .html/.css files.
Copy image files.
Customize policies to use .html files.
Update .html files.
Update cascading style sheet.
Verify with a browser.

2L S
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Step 1 - Copy iSeries Access for Web .html/.css files

» iSeries Access for Web provides the source for the default pages

Home page for iWAHome servlet
Template for all other servlets
Cascading Style Sheet to control the styling of HTML elements

» These source files can be used as a starting point for customization.

» Copy the default file(s) supplied to a new location in the integrated file
system so they can be modified.

» Steps to copy the files:

1.
2.

3.

98

MKDIR DIR('/common_homepage')

CPY OBJ('/gibm/proddata/access/web2/html/en/homepage.html')
TOOBJ('/common_homepage/common_homepage.html')

CPY OBJ('/gibm/proddata/access/web2/html/en/webaccess.html')
TOOBJ('/common_homepage/common_template.html')

CPY OBJ('/gibm/proddata/access/web2/html/en/iwa_styles.css')
TOOBJ('/common_homepage/common_styles.css')

WRKLNK OBJ(‘'/common_homepage')
Option #9 to work with authorities

« Grant *PUBLIC *RWX

* Repeat for all subdirectories and files
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iIWAHome - Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2

99
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Step 2 - Locate and copy image files

Within the HTML source, images can be specified.
Locate an image (i.e. your company logo/banner) you can use.

The image file will need to reside in the same directory, or a directory
below, as the .html files that refer to them.

100

Locating the image files in some other location will require HTTP server
configuration updates.

Copy the file(s) to an images subdirectory in the integrated file system,
below the location of the .html source.

Steps to copy the files:

1.
2.

w

MKDIR DIR('/common_homepage/images')
Copy your image files to the /common_homepage/images directory.
« We are using common_banner.gif, iwa_navCorner.gif
WRKLNK OBJ('/common_homepage/images')
Option #9 to work with authorities
« Grant *PUBLIC *RWX
» Repeat for all subdirectories and files
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iIWAHome - Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2

101
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Step 3 - Customize policies to use .html files

iSeries Access for Web policies need to be changed to use the .html files.

This will allow you to verify the incremental changes to the .html source in the
following steps.

Customize policies for a test user profile to use the modified .html files.

Steps to set policies:

1. Identify a test i5/0S user profile you can use, or
CRTUSRPRF USRPRF(COMMONUSER) PASSWORD() USRCLS(*USER)

Open a browser to http://<system>/webaccess/iIWAMain

Signon using an administrator level user profile.

Click the Customize tab.

Click the Policies link.

Specify your test user profile, we are using COMMONUSER.

Click Edit Policies.

Click the Action icon for the General category.

9. Type in the Home page HTML file: /common_homepage/common_homepage.html
10.Type in the Template HTML file: /common_homepage/common_template.html
11.Scroll down click Save.

©ONOORWN
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Step 3 - Customize policies to use .html files

& Ppolicies | “

File Edit Wiew Go Bookmarks Tools Help

B, = T =
<§| - LV - %1 (3 | @ http: fimyiSeries.myCompany. com/webaccessiWACustomizelist?action=select :V] @ Go

Policies

Specify the profile you want to edit.

Print

Messages :6::> Profile: [COMMONUSER || Browse...

Jobs

o Edit Policies | ?

Database

Files Worke with the user profiles you are authorized to customize.

Command i fd

Group profiles

Download Work with the group profiles you are authorized to customize.
Ij:> B Import policies

» Preferences Import policies from a file into iSeries Access for Web.
Ii> =Aolides Export policies

+ Sattings Export policies from iSeries Access for Web to a file.

= Transfer configuration = .
Palicies help
Other iew help for working with policies.

Related Links:

- iSeries Access for Web

= iSeries Acc

- iSeries Navigator

- iSeries Information
Centar

- iSeries Resource
Library

iSeries Service 5.4.0.05-191.5122130
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Step 3 - Customize policies to use .html files

& policies

-

=%

File Edit View

Go Bookmarks Tools Help

@5 600

http: /myiSeries. myCompany. com/webaccess i ACustomize ?profile =COMMOMUSER|

Description
5250 user interface custom settings.
Run batch command custom =settings.
Preferences and policy administration custom settings.
Database tables, requests, and run S0L custom =settings.
Create and edit database connection definitions.
Download packages custom =ettings.
Integrated file system and file share custom =settings.
Page layout, language and character set custom settings.
Worls with jobs custom settings.
Send mail custom =settings.
Display meszages, send messages, and message queue custom settings.
My Folder custom =ettings.
Printer cutput, printers, printer shares and output queue custom settings.
Lotus Sametime custom settings.

Change password and other miscellaneous custom settings.

; for Web
My Policies
] My Folder -
d Profile: COMMONUSER

Print
Messages Action Category
Jobs [#] 5250
5350 Command
Database E‘ Customize
Files @ Database
Command |z| Database connections
Download @ Download
Customize |z| Files
: Preferences I:&>|z| Eanaes
- Policies Izl b
= Settings Mail
« Transfer configuration z
e @ Messages

@ My Folder

E Print
Related Links: @ Sametime
: iSaries Access for Web

#F Other
= iSaries |:|
- iSeries Navigator
» iSeries Information View all policies

Center Wiew current policy settings for all categories.
- iSaries Resource
Library View group membership

iew current group membership for this user profile.

Copy policies

Access '9

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed

= |
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Step 3 - Customize policies to use .html files

-

| My Folder
Print
Messages
Jobs

3250
Database
Files
Command
Download
Customize

« Prefereances
= Policies

= Settings

« Transfer configuration

Other

Related Links:

iSeries Access for Web
iSeries Access

iSeries Navigator
iSeries Information
Cantar

iSeries Resource
Library

iSeries Access for Web

Edit Policies - General

Profile: COMMONUSER

Policy
Home page HTML
file
Template HTML
file
Main page HTML
file
Home page
Template
MNawvigation

Related links

Mavigation bar
Display action
links as images

Default rows per
page

Default pages
per set
Freferred
language
Preferred
character set

FDF font
directories

Additional PDF
font

Derived From 9
Profile setting

Profile setting
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Shipped default

| uge

LiSE

Usze

_Use

Use

Uze

Use

Uze
Use

| uze

| Use

Action ﬂ

current setting
current setting
current setting

current setting
current setting
current setting
current setting
current setting

current setting

current setting

current setting

current setting

current setting

current setting

& Edit Policies i _
File Edit View Go Bookmarks Tools Help

P =~ r
QEI A Lb - %] |_| @ hittp: //myiseries.myCompany .com/webaccess,iWACustomizeGeneral?profile =COMMONUSER| :x] @ Go

e

_ feommon_hemepage/common_homepage.html || Bru@

[ae]

Setting

1 |,J'cu:nmmu:nn_h|:|mepage,-'c:ommon_ternplate.htrnl || Brux:i@ﬁ

. L’QIBM.-"Pru:rdData.J'Au:u:ess.a‘WEbE,"htmI,"Dverview.htr!| Browse... |

Q90O 9O 000000000 O

[ || Browse... |

= |
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iIWAHome - Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2

106
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Step 4 — Update .html files — add .css reference

To override the default cascading style sheet, the .html files must be
updated to link to our copy (see Step 1).

The cascading style sheet will be modified in a later step.
Add the reference to the cascading style sheet file to both .html files

107

Steps to add the reference:

1.
2.
3.

Open a browser to http://<system>/webaccess/iIWAHome
Signon using your test user profile, we are using COMMONUSER.
Open the following files with Wordpad

« /common_homepage/common_homepage.html

« /common_homepage/common_template.html
At the top of the file, add the following below %%STYLESHEET%%

* <LINK rel="stylesheet" type="text/css" href="common_styles.css">
Save the changes to the .html files.
Refresh the browser session. No visual changes should occur.
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2] common_homepage. html - WordPad M=) =<

Eile Edit Wiew Insert Format Help

DSE SR 4 4 @ e B

<ldoctype html public "—//w3c//dtd html 4.0 transitional//en"> H
<HTHMI.>
<HERD:>
<1—— TRAWNSLATICHN NO-META-CHARSET ——>
<META http—equiv="Content—5tyle-Type"™ content="text/css">
<TITLE>33TITLEZ3</TITLE>
EFFSTYLESHEETS::
<LINK rel="=stylesheet" type="text/ozs" href="common styles.css">
<LINE rel="Shortcut icon™ href="%%CONTEXT%%iHAImagesfimagesfiwa_favlcon.ico" type="image/x—icon™>
</HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidch="0" marginheight="0">
<1l—— BEGIN HEARDER ——>
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
<TR class="iwa—-bbg">

<TD class="iwa-masthead"™ width="100%">iSeries Access for Web</TD>

<TD class="iwa-masthead—-userinfo™>

<TABLE class="iwa-userinfo™ border="0" cellpadding="0" cellspacing="0">
<IR class="iwa—userinfo—arca™>

Z] common_template.html - WordPad =J0E3

File Edit View Insert Format Help

[Fortelbpesstll N o S (2 #4 & =B - @B

<ldoctype html public "-//w3c//dtd html 4.0 transitional//en">
<HTMIL.>
<HEAD>
<1—— TRANSLATICHN NO-META-CHARSET ——>>
«META http—equiv="Content—S5tyle-Tvpe™ contentc="text/css">
<TITLE>SXTITLEZ:</TITLE>
EEF5TYLESHEETSS
«<LINK rel="stylesheet" type="text/ocss" href="common =styles.css">
<LINKE rel="Shortcut icon™ href="%%CONTEXT%%iWAImageSfimagesfiwa_favlcon.ico" type="image/x—icon™>
< /HELD>
<BODY bgocolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">
<1l—— BEGIN HELDER ——>
<TABLE wWidtch="100%" border="0" cellpadding="0" cellspacing="0">
<TR class="iwa-bbg">
«<TD class="iwa-masthead"™ widch="100%">iSeries RAcce=ss for Web</TID>
«TD class="iwa-—-masthead—userinfo™>
<TABLE class—="iwa—userinfo™ border="0" cellpadding="0" cellspacing="0">
«TR class="iwa—userinfo-—area™>
<TD class="iwa-—userinfo-corner™ rowspan="2" width="17"><A href="fmain"><IMG sxc="%%CDNIEXI%%iWAImag1£J

e

For Help, press Fi =
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Step 4 — Update .html files — add header image
To display your company’s logo/image, the .html files must be updated to link in a
different image file.

» The default masthead (header) reference needs to be removed.
* The new logo/image reference needs to be added.

« Steps to add the reference:
1. Open the following files with Wordpad
« /common_homepage/common_homepage.html
« /common_homepage/common_template.html
2. Near the top of the file, locate the following lines:
+ <!-- BEGIN HEADER -->
+ <TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
+ <TR class="iwa-bbg">
+ <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD>
3. Remove this line
+ <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD>
4. Add these or similar lines to replace the masthead (header)

* <TD class="iwa-masthead" width="100%"><IMG src="images/common_banner.gif" alt="COMMON
Spring 2006 Conference &amp; Expo, March 26-30, 2006, Minneapolis, Minnesota" border="0"
width="468" height="60"></TD>

+  <TD><A href="#main"><IMG src="%%CONTEXT%%iWAImages/en/images/iwa_c.gif" alt="Skip to
main content" border="0" width="17" height="1"></A></TD>

5. Save the changes

© 2007 IBM Corporation




IBM System i

Step 4 — Update .html files — add header image

'Z] common_template. htm! - WordPad (=)<

File Edit View Insert Format Help

DS SR # B0 B

<ldoctype html public "-//w3c//dtd html 4.0 transitional//en">
<HTML
<HEAD>
<!1—— TRANSLATION NCO-META-CHARSET —-»
<META http-equiv="Content-S5tyle-Tyvpe" content="text/css">
<TITLE>33TITLEZ%</TITLE>
%E5TYLESHEET:%
<LINK rel="stylesheet" type="text/css" href="common style=s.css">

T <LINE rel="Shortcut icon"™ href="%%CDNTEXT%%iWAImagesfimﬂges!iwa_favlcmn.icn" type="image,/x-icon">
=" common_ «</HELD>
File Edit View <BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">
= «1—— BEGIN HEADER ——X»
D = E <TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
<TR class="iwa-bbg">
e e D slges=iusmasthag dn ideh="1003"-y Sarias NoocERaaR 8 =k [y -
z:;ggi «ID class="iwa-masthead" width="100%"><IMG src="images/common banner.gif"™ alt="COMMCHN Spring 200& Conferer
<l__ TRAN <ID><A href="#main"><IMG src="%3CONTEXT%%iWAImages/en/images/iwa c.gif" alt="S5kip to main content" border=
<METL & <TID class="iwa—mésthead—?sexinfn"> ) )
CTITLE> <T%EEE_?T??ET:iTa:??ffizfuT_??i?e1="0" cellpadding="0" cellspacing="0"> bd
$LSTYLES(< — ' . - | (3]
<LINE “1 For Help, press F1
{LINK Fei— ool LUl Lholdls SILT LT R eWUMLLAL D TANASALILUGYT S Aluauyso ) J.WEL_J.E.\'J.L‘LIJJ.-J.L.LI LY RETET LlucgT) AT Ll S
< /HEAD>
<BODY bgcolor="#ffffff" color="#000000" topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">
<1—— BEGIN HEADER -—-

<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">
<TR class="iwa-bbg">

P L mlgoo=n masthogAan = = AR e Dt o T K- = =l [ e

<TD class="iwa-masthead"” widch="1003%"><IMG sxc="images,-"comrmn_ba.nner.gif" alc="CCMMON Spring 200& Conferer
<ID><A href="#main"><IMG src="%3CONIEXT%%iWAImages/en/images/iwa c.gif" alt="5kip to main content” borders
<TD class="iwa-masthead-userinfo™>
<TABLE class="iwa-userinfo”™ border="0" cellpadding="0" cellspacing="0">
) <TR rlases="ima—nzerinfr—areas i M
£ i (2]

For Help, press F1
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Step 4 — Update .html files — add header image

‘@ Homepage g|

File Edit Wew Favorites Tools

Q- © - [W A ¢

() search ‘f’n‘\? Favorites el\‘ledia @ frq{v ..:;,. B _J ﬁ

: Address | N /IZaccessﬁ'LﬂMHomel Ill £
Sp -Ilg 2006 .i| ﬂ Usar: commonusar
Conference & 'Expo -
: to iSeries Access for Web
—1 My Folder
Print
M — C# City information
bs C* Movies
it E+ Maya Clinic B
3250
Database Rochester weather
Files
! Getting Started k\l
Command i . ST
My Information My View Related Products
Download . . . R i R L
- My Folder - See Customizing iSeries Access for - WebSphere Application Server for E* SkyCam
Customize » Erinter output Web to find out how to customize iSeries )
Oth » Display messages the behavior and look n_f iSeries . ';'-.'n_al:SDher_e Dn_a'-;elcpment Studio Rochest
=r » Start a 5250 session Access for Web. Also, find out how Client for iSeries ae =rn - : Ll
» Database requests to create your own home page! » WebSphere Development Studio E* Post-Bullatin online
- Browse files for iSeries G KTTC

+ Preferences
Related Links:

iSarias Acc Talephone directory

for Web

iSeries A G+ Find & parson
iSeries Navigator A new generation of software that enables you to access your iSeries server information and rescurces through a web | B Find 2 business
iSeries Informaticn browser!

Centar

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

15/0% administrators are looking for ways to streamline management of user access to information in the enterprize
through centrally controlled administration built around i15/05 user profiles. Additicnally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

Key Capabilities [1]

&l =, # Internet

iSeries Resource
Library
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Step 4 — Update .html files — remove footer

» A footer exists at the bottom of the web page.
» We are going to remove that footer to simplify the look of the page.

* Locate the comments BEGIN FOOTER — END FOOTER and remove the lines
between them.

« Steps to remove the footer:
1. Open the following files with Wordpad
« /common_homepage/common_homepage.html
« /common_homepage/common_template.html

2. At the bottom of the file, locate the following lines:
<l- BEGIN FOOTER -->
<l- END FOOTER -->

Remove all lines between the BEGIN-END comments.

Save the changes.

Close the Wordpad windows.

Refresh the browser. Scroll down, the footer not be displayed.

2L
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Step 4 — Update .html files — remove footer

Z] common_template.htm! - WordPad M=
File Edit View Insert Format Help
DEH SR #A @0 B

<!-— BEGIN FOOTER —-> |
<l

File Edit View Ir ert

hEd & &

<1-— BEGIN WOO
<l

<1—— END. FOCTER ——>

{_] i | m

\.
iH

\.
iH
=

jiFar Help, press F1

e TR e e e e e At e ot e e S M AR M AARr P g At

f
i

|

.f’.l"'F'?n ST R

—<Th

=" 5 "

i ([
<1-— END FOOTER —-> [
(_] il | [ﬂ

For Help, press F1
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Step 4 — Update .html files — remove footer
After

l@ Homepage =
Fle Edit Wew Favorites Tools Help ?

@Ead‘ ) B @ /h () search NFavnrltes @ veda &) LE g = |_J 3

Address | http://myiSeries.myCompany . com/webaccess i AHome|

of platferms, and want no special client code that has te be installed and maintained on their desktop. [1]
Easy Administration

i5/05 administrators are looking for ways to streamline management of user accese to information in the enterprise

through centrally controlled administration built around i5/05 user profiles. Additionally, administrators want to

customize a user's view of the iSeries server, so those not familiar with i5/0S ocperating environment can easily and

productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access family of products, provides software that runs in a

browser and provides a user-centric, web-bazed view of iSeries zerver information and resources. It provides key

capabilities, such as:

Before

|#] Homepage
Ele Edit Wew Favorites Tools Help

@Back © J @ @ \{;j pSearﬁ *Favcrib&s *Med\a @ E{

Address | http:/fmyiSeries.myCompany. com/webaccess /i AHome

#» Browser access to existing 5250 applications without reguiring code changes

Easy access to DB2(R) Universal Databaze(TM) (UDB) for iSeries information through stored SQL requests
A simple interface to work with information in the Integrated File System, including file download and view
capabilities

The ability to display and manage iSeries server printers and printer output

Configuration options to provide a fully customizable view, for individual users or groups of users, when
connecting to the iSeries server

& The ability to bookmark commonly used tasks and to place links to iSeries Access for Web URLs on user-
created pages

No client code to install and manage

i5/0S resource access validated using object level security

Use of industry standard protocols such as HTTF and HTTPS

Easy management of firewall considerations since there is no reliance on proprietary TCP/IP ports and
protocols

Easy Administration

i5/05 administrators are looking for ways to streamline manag
through centrally controlled administration built around i5/05 u
customize a user's view of the iSeries zerver, =o those not fam
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the iSeries Access fa
browser and provides a user-centric, web-bazed view of iSerie
capabilities, such as:

Browser access to existing 5250 applications without req
Easy access to DB2(R) Universal Databaze(TM) (UDB) f
A simple interface to work with information in the Integr|
capabilities

The ability to display and manage iSeries server printer

Learn More
You can learn more at the |Series Access for Web homepage.

Learn More
You can learn more at the [Series Access for Web homepage.

Configuration options to provide a fully customizable vig]
connecting to the iSeries server

The ability to bookmark commonly used tasks and to pl
created pages

Mo client code to install and manage

i5/0S resource access validated using object level secu
Use of industry standard protocols such as HTTF and HT]
Easy management of firewall considerations since there
protocols

Customize iSeries Access for Web

This web page is an example of how to integrate parts of iSeries Access for Web into your own homepage. In this
example, the left navigation bar has iSeries Access for Web links. The right navigation bar, of course, has links to
information about Rochester, MN, where iSeries Access for Web was designed and developed. You can copy the
=source of this page and use it as a starting point for yvour own home page.

You can also customize iSeries Access for Web through templates, style sheets, and user profile settings. For
example, you can customize what columns are displayed in lists, what actions can be taken, what functions appear in
the navigation bar, and other =settings.

See iSeries Access for Web for additional information about customization. This document can be found in the 1EM
eServer iSeries Information Center under Connecting to iSeries.

Learn More
You can find more information and examples at the iSeries Access for Web homepage.

K]

This web page is an example of how to integrate parts of \Serie@ Dane

example, the left navigation bar has iSeries Access for Web link

%

' Internet

information about Rochester, MN, where iSeries Access for Web was deslgned and develnped You :an copy the
source of this page and use it as a starting point for your own home page.

*fou can also customize iSeries Access for Web through templates, style sheets, and user profile settings. For
example, you can custemize what columns are displayed in lists, what actions can be taken, what functions appear in
the navigation bar, and other =settings.

See iSeries Access for Web for additicnal information about customization. This document can be found in the 18M
eServer iSeries [nformation Center under Connecting to iSeries.

Learn More
You can find more information and examples at the iSeries Access for Web homepage.

€ )

° Internet
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iIWAHome - Steps to customize

* To customize the pages:

Copy iSeries Access for Web .html/.css files.
Locate and copy image files.

Customize policies to use .html files.

Update .html files.

Update cascading style sheet.

Verify with a browser.

2

115
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Step 5 — Update cascading style sheet

116

iSeries Access for Web uses cascading style sheets (CSS) to control certain
aspects of the appearance of web page content.
For CSS information:

www.w3.0rg/Style/CSS/
www.w3.org/Style/LieBos2e/enter/

The default style sheet controls the look of the page header, footer, navigation bar,

and page content.

Style sheets can be used to customize the home page and page template.

Step 1 copied the shipped style sheet to
/common_homepage/common_styles.css

Step 4 updated the .html files to use our copy
/common_homepage/common_styles.css

Steps to update the .css:
1. Open the following file with Wordpad
« /common_homepage/common_styles.css
2. Update various styles.
Save the changes.
4. Refresh the browser. Verify various areas of the screen were updated.

w
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Step 5 — Update cascading style sheet

'E] common_homepage.htm! - WordPad

File Edit View Insert Format Help

DeEd && # » =@« B
<ldoctype html public "-//w3c//dtd html 4.0 transitional//en™> Eﬂ

<HTML>

<HEAD>
<1—— TRANSLATION NO-META-CHARSET -->

<META http-equiv="Content-5tvle-Tyvpe"™ content="text/css">
<TITLE>33TITLEX:</TITLE>

$LISTYLESHEET::

<LINE rel="stylesheet" type="text/c=s" href="common styles.css">
<LINE rel="Shortcut icon™ href="3%CONTEXT%%iWAImages/images/iwa favIcon.ico"™ type="image/x—icon"»

</HEAD>
<BODY bgcolor="#ffffff" color="#000000™ topmargin="0" leftmargin="0" marginwidth="0" marginheight="0">

<1—-— BEGIN HEADER —->
<TABLE width="100%" border="0" cellpadding="0" cellspacing="0">

<TR class="iwa-bbg">
€1-— <TD class="iwa-masthead" width="100%">iSeries Access for Web</TD> -
<TD class="iwa-masthead" width="100%"><IMG SIc="image5fc0mmﬂn_banner.gif" alc="COMMON Spring 200& Confere:
<TDy><A href="#main"><TMG src="%%CONTEXT3%%iWAImages/en/images/iwa c.gif" alt="5kip to main content” border=

<TD class="iwa-masthead-userinfo™»
<TABLE class="iwa-userinfo™ border="0" cellpadding="0" cellspacing="0">

<TR class="iwa-userinfo-area™>
<TID class="iwa-userinfo-corner”™ rowspan="2" width="17"><A href="#main"><IMG src="%ICONTEXT%%iWAImags
<TD> v
(2]

i] IIII.

For Help, press F1
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Step 5 — Update cascading style sheet

Original navigation bar settings Changed navigation bar settings

1 1
common_styles.css - WordPad =Jo/Ed common_styles.css - WordPad N [=1"<)
File Edit Yiew Insert Format Help File Edit Wiew Insert Format Help
DEeE S& M F =@ B Ded S& 4 2@ B
] )
TD.iwa-nav-folder, TD.iwa—-nav—-folder,
TD.iwa-nawv, TD.iwa—-nawv,
TD.iwa—-nav—-open, TD.iwa-nav-open,
TR.iwa-nav-child TD, TR.iwa-nav-child TD,
TR.iwa—-nav-last TR.iwa-nav-last
{ {
background-color: #c8d7e3; background-color: #FFE:LBE|; <:|
vertical-align: top: vertical-align: top;
H H
= =
TH.iwa-nav-overview TH.iwa-nav-overview
{ {
background-color: #98blc4; background-color: #9%D1813; <:|
H H

< uj (2] < m (2]

||Fcr Help, press F1 ||Fcr Help, press F1
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Step 5 — Update cascading style sheet

|@ Homepage

Ele Edit \View

Favorites

@Back @ J B @ _;j ;j Search ‘;T:'\? Favorites eMed\a @ [‘:kv :‘\_ﬁ‘ D _J g

Tools  Help

BEX]

Address |

http://myiSeries.myCompany . com/webaccess i AHome|

BEE

Spring 2006 l‘u

Conference & 'Expo

Related Links:
iSeri

for Web

iSeries
iSeries Navigator
iSaries Infarmation
Center

iSaries Resource
Library

Nelcome to iSeries Access for

Web

|@ Homepage

Getting Started

My Information

- My Folder

- Printer output

- Display messages

- Start a 5250 session
- Database requests

- Browse files

- Preferences

My View

+ See Customizing i

to create your own

& new generation of software that enables you to access you
browser!

Browser Access to iSeries Server Information

The Internet mowvement has taken over, and businesses are
business. Since most desktop operating systems come with v
businese-critical i5/05 information and resources through the
be Internet-friendly. Users also are looking for hassle-free a
of platferms, and want no special client code that has te be in

Easy Administration

i5/05 administrators are looking for ways to streamline man
through centrally controlled administration built around i5/05
customize a user's view of the iSeries server, so those not fa
productively work with its database and other resources.

Key Capabilities

File Edit Wiew Favorites | Tools Help
QO HBG P

MEX]

\::\?Favormes eMedla @ r:_,:{- :_\; D _J 9 3

: Address ‘

MG:}

My Home Page
1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:
iSarias

or Weab

iSeries A
iSeries Navigator
iSaries Information
Center

iSeries Resource
Library

http: ffmyiSeries.myCompany.comfwebaccess/ivyAHome

Spring 2006 |

Conference & Expo ceﬁi- 10N

S e

Nelcome to iSeries Access for Web

G+ City information
B+ Movi

G+ Mayo Clinic

Rochester weather
W Getting Started
My Information My View Related Products
- My Folder - See Customizing iSeries Access for G* SkyCam

Web to find out how to customize
the behavior and lock of iSeries
Access for Web. Also, find out how
to create your own home page!

- Printer output

- Display messages

- Start a 5250 session
- Database reguests

- Browse files

- Preferences

Rochester news

Client for iSeri
+ WebSphere Development Studio
for iSeries

E* Post-Bulletin online —
B KTTC

Telephone directory
G+ Find a parson

A new generation of software that enables you to access your iSeries server information and resources through a web |5 Find = business

browser!

Browser Access to iSeries Server Information

The Internet mowvement has taken over, and businesses are quickly moving to embrace new techneolegies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/0S administrators are looking for ways to streamline management of user access to information in the enterprise
through centrally controlled administration built arcund i5/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i5/05 operating environment can easily and
productively work with its database and other resources.

Key Capabilities

a Done

®

0 Internet
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Step 5 — Update cascading style sheet

[@ Homepage

File Edit Wiew

Fawvorites

Tools  Help

O O DR G Pma Jrroom @ @2 %=1 0 B

: Address |

My Home Page
_1 My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

Other

Related Links:

- iSeries Access for Web

- iSeries Access

= iSeries Navigator

- iSeries Information
Center

- iSeries Resource
Library

hittp:/jmyiSeries. myCompany. com/webaccess/iv AHome|

Spring 2006

Conference & [Expo

Welcome to 1Series Access for Web

Getting Started

Related Products

» See Customizing iSeries Access for + WebSphere Application Server for
Web to find out how to customize iSeries
the behavior and look of iSeries - WebSphere Development Studio
Access for Web. Also, find out how Client for iSeries

to create your own home page! - WebSphere Development Studio
for iSeries

My Information

* My Folder

- Printer output

- Display messages

» Start a 5250 session
» Database reguests

» Browse files

» Preferences

My View

what is iSeries Access for Web

A new generation of software that enables you to access your iSeries server information and resources through a web
browser!

Browser Access to iSeries Server Information

The Internet movement has taken over, and businesses are quickly moving to embrace new technologies through e-
business. Since most desktop operating systems come with web browsers, users want an easy way to work with their
business-critical i5/05 information and resources through the simple browser user interface that has been designed to
be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access from a variety
of platforms, and want no special client code that has to be installed and maintained on their desktop.

Easy Administration

i5/05 administrators are looking for ways to streamline management of user access to information in the enterprize
through centrally controlled administration built arcund i5/05 user profiles. Additionally, administrators want to
customize a user's view of the iSeries server, so those not familiar with i15/05 operating envircnment can easily and
productively work with its database and other resources.

Key Capabilities

iSeries Access for Web, a new member of the 1Series Access family of products, provides software that runs in a
browser and provides a user-centric, web-based wiew of iSeries server information and rescurces. It provides key
capabilities, such as:

e Browser access to existing 5250 applications without requiring code changes

Easy access to DB2(R) Universal Database(TM) (UDB) for iSeries information through stored SQL requests

& A zimple interface to work with information in the Integrated File System, including file download and view
capabilities

User: commonuser

Rochester info tion
C+ City information

Cr Movies

C+ Mayo Clinic

Rochester weather

G+ SkyCam

Rochester news
G+ post-Bulletin online
G KTTC

Telephone directory
G+ Find a person
G+ Find a business

€l b

ﬂ Internet
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System i & WebSphere Resources & Deliverables

iSeries Information Center
http://lwww.ibm.com/iseries/infocenter

iSeries site
www.iseries.ibm.com/

iSeries WebSphere Application Server
http://www-1.ibm.com/servers/eserverl/iseries/software/websphere/wsappserver/

PartnerWorld for Developers, iSeries & WebSphere
http://lwww.iseries.ibm.com/developer/websphere/

IBM eServer Solutions
http://www-1.ibm.com/servers/eserverliseries/solutions/

iSeries e-business Solutions
http://www-1.ibm.com/servers/eserver/iseries/ebusiness/

iSeries B2B Solutions
http://www-1.ibm.com/servers/eserver/iseries/btob/

Connect for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/btob/connect/v11high.html|

WebSphere Commerce Suite for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/ebusiness/wcs51.html

iSeries and e-commerce
http://lwww-1.ibm.com/servers/eserverl/iseries/ebusiness/ecommerce.htm

iSeries HTTP Server
http://lwww-1.ibm.com/servers/eserverliseries/software/http/index.html

WebSphere Development Studio for iSeries
http://www-3.ibm.com/software/ad/wds400/

iSeries and WebSphere References
http://www.as400.ibm.com/developer/java/solutions/jjem.html
http://www2.software.ibm.com/casestudies/swcsweb.nsf/platform

iSeries Solution Finder
http://www.iseries.ibm.com/btobpartner/

iSeries & Domino
http://www-1.ibm.com/servers/eserver/iseries/domino/

Dedicated Server for Domino
http://www-1.ibm.com/servers/eserver/iseries/domino/dsd.htm

Workload Estimator for iSeries, WAS, WCS & Domino, HTTP Server, Java, etc.
http://as400service.ibm.com/estimator/

iSeries Custom Technology Center
http://www-1.ibm.com/servers/eserver/iseries/servicel/ctc/

iSeries Technical Support
http://as400service.ibm.com/

iSeries Technical Studio
http://www.as400.ibm.com/tstudio/

1st Install for iSeries & WebSphere Application Server
http://www.iseries.ibm.com/developer/websphere/assistance.html

iSeries ToolsNet (Tools & Middleware)
http://www.iseries.ibm.com/developer/tools/

iSeries & Services Network
http://as400service.ibm.com/supporthome.nsf/document/19251245

iSeries e-business Handbook (SG24-5694-01)
http://www.redbooks.ibm.com/abstracts/sg245694.html
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WebSphere Commerce Suite With Back-End Order Mgmt.
http://ibm.com/redbooks

iSeries Technology Center
http://lwww.iseries.ibm.com/servicelitc/ebiz.htm

iSeries University
http://lwww-3.ibm.com/services/learning/community/as400/

WebSphere Application Server Overview
http://www-4.ibm.com/software/webservers/appserv/

iSeries & WebSphere Documentation

Redbooks & Red Pieces
Form Numbers/Web Sites

Building iSeries Applications for WebSphere Advanced Edition
Building Java Applications for the iSeries with VisualAge for Java
Integrating WCS with Domino Back-End Applications
http:/libm.com/redbooks (search for REDP0141)

Java & WebSphere Performance on iSeries

S$G24-5691
S$G24-6245

http://publib-b.boulder.ibm.com/Redbooks.nsf/RedpieceAbstracts/sg246256.htmI?Open

iSeries Application Development Directions white paper is now available
http://www.iseries.ibm.com/developer/tools/documents/addir/index.html
Connect for iSeries with WebSphere Commerce Suite Red Paper
http://lwww.redbooks.ibm.com/redpapers/pdfs/redp0127.pdf

Tools for Application Reface and Redesign
http://www.as400.ibm.com/developer/comm/pidtechpapers.htmi?Tools
Introduction to Enterprise JavaBeans for AS/400
Web enabling AS/400 Applications with WebSphere Studio
Building AS/400 Applications with WebSphere Standard Edition 2.0
Building AS/400 C/S Apps with Java $G24-2152-02
Building AS/400 Internet-based applications with Java

$G24-5192-00
$G24-5634-00
$G24-5635-00

$G24-5337-00

WebSphere Commerce Suite
www-4.ibm.com/software/webservers/commerce/

WebSphere Payment Manager
www-4.ibm.com/software/webservers/paymgr/

MQSeries
www.ibm.com/software/ts/mgseries
IBM Redbooks
http://lwww.redbooks.ibm.com/

iSeries Nation
http://www-1.ibm.com/servers/eserverl/iseries/announce/form.html
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© IBM Corporation 1994-2006. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are trademarks of International Business Machines Corporation in the United States, other countries, or both:

AS/400 e-business on demand i5/08
AS/400e IBM 0S8/400
eServer IBM (logo) System i5
@SCI’VCI‘ System i

Rational is a trademark of International Business Machine#S@oi@®ration and Rational Software Corporation in the United States, other countries, or both.

Intel, Intel Logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and performance characteristics may
vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not constitute an endorsement of such products
by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and vendor worldwide homepages. IBM has not tested these products
and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM authorized reseller for the full text
of the specific Statement of Direction.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance, function or delivery schedules with respect to any
future products. Such commitments are only made in IBM product announcements. The information is presented here to communicate IBM's current investment and development activities as a good faith effort to help
with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will experience will vary depending upon
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.
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