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= Prior to the ensemble management functions in z196, HMC availability was not a

«® Redhooks
How is the Role of the HMC Changing?

critical concern

—HMC was not the authoritative holder of any configuration or state information other than
configuration info for the HMC itself
—HMC was not involved in any flows supporting ongoing operation other than call-home,

for which redundancy was provided
—You could turn the HMC off and there would be no effect on operations of the managed

systems
= Addition of ensemble-related function in z196 changes this:
— The HMC will now be authoritative holder of some ensemble-scoped configuration not
held by any of the Nodes in the ensemble
— Some configuration actions will be available ONLY from the HMC managing the
ensemble, not the SE
— HMC will have a role in monitoring of Workload performance
= This changein role drives a need to provide some additional redundancy in the HMC

configuration to improve availability

© 2010 IBM Corporation
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What is new

» Backups to a USB key
= Updates to the Classic Console actions view
= Updates to the Tree view

= User Templates and Patterns that a allow a generic pattern to automatically
generate a User Profile

Updated SAD displays

= Environmental Efficiency statistics tasks
» Updates to the Change LPAR controls.

= The HMC can become part of an Ensemble (a pair of HMCs is required for this)

© 2010 IBM Corporation
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What's New Wizard?

= A simple wizard which describes new features available on the HMC for each
release

https://9.60. 14, 37/hmc/connectsfmainuiFrameset.jsp

rdware Management Console ) ) >

operator | Help | Logoff

* i &

HIC Management ( HIC Versin ) View =

=1 Welcome
@ Hargwrare - Display hardware messages from selected objects.

[ systems Management ardware lessaoes Play . =

# network Diagnostic Information - Display network diagnostic information for the console

B vuc management @ snutdown or Restart - Restart the application or shutdownirestart the console.

&E service Management B8 Remote Hardware Management Console  * Start a session to a remote Hardware Management Console

Tasks Index = Format wesia - Format a diskette, USE flash memory drive, or DWD-RAM
@ \iew Console nformation * Display consele's internal code change information

E Bl view Licenses - Read the licenses for the product
@ 1 ortme Day - Display fips for using the console
ES vnats new - Introduces the latest features of the cansole:
NEW TASK 2 1yanage Print Screen Files - Create, view, copy, or delete print screen files
21 censole essenger - Start an instant messaging dialog with another console
security
(W Users snd Tasks + View the logged on users and the tasks they are running
E™ Change Password - Change your login password
Status: Exceptions and Messages [ hiel
¥ User settings - Customize the appearance of the workplace
@ @ Customize Console Date/Time - Custemize the date and time
[ Transferring data from o.60.14.37. [ &

© 2010 IBM Corporation
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z196 and HMC'’s

New HMC

« New HMC feature Code 0091, New Switch feature code 0070

« Additional HMC'’s required for Unified Resource Manager and z196 zBX (if installed)

« Alternate HMC used for Unified Resource Manager is allocated for backup purposes only, cannot be used for daily
HMC activities. Consider the need for additional HMC’s (command center, computer room, etc).

No ensemble management Unified Resource Manager
FC 0091, FC 0090, FC 0084 FC 0091 or FC 0090 (with ECA) FC 0091 or FC 0090 (with ECA)
Primary Alternate

0084
ﬂ — E

z196 2196
“A” Side —— (SR | | - (] “B” Sl_de
Ethernet Switch (BPH) S S e w2y Ethernet Switch (BPH)

New Switch FC 0070, multiple switches required for redundancy

IBM Hardware Management Console Feature Codes 0084, 0090, and 0091 can all be used on the z196
See next slide for requirements

© 2010 IBM Corporation
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z196 HMC Considerations

= Ensemble creation
— Requires two installed z196 HMCs for Unified Resource Manager
* One must be designated for the Primary Unified Resource Manager
» The other must be designated as Alternate for the Unified Resource Manager
— Adding 2196 Nodes to the Ensemble does NOT increase this requirement
— The HMC retains all base HMC capabilities
= New Build HMC - FC #0091
— FC #0091 is capable of running the Unified Resource Manager as shipped
= Carry Forward HMC — FC #0090 An ECA (Engineering Change Authorization) is
available to upgrade the HMC application and HMC memory to 5 GB
» ECA ships automatically if FC #0090 is carried forward from z9 or z10
» ECAis orderable by IBM Service to upgrade FC #0090 still “owned” by a z10
— Upgraded FC #0090 is capable of running the Unified Resource Manager
= Carry Forward HMC — FC #0084
— An ECAis available to upgrade the HMC application and HMC memory to 5 GB
« ECA ships automatically if FC #0084 is carried forward from z9 or z10
« ECAis orderable by IBM Service to upgrade FC #0084 still “owned” by a z10
— Upgraded FC #0084 is NOT capable of running the Unified Resource Manager

© 2010 IBM Corporation
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Support Element

= Support Element T510 ThinkPad
—Pentium i5-540M (2.53GHz) Quad Core
—15.6" 1366x768 LCD Backlit Display
—160GB SATA DASD 7200RPM FUJITSU Extended Duty
—4GB Total Memory (2x 2GB DIMM)
—10/100/1000 Ethernet LOB
— CD-RW/DVD-RAM Ultrabay Drive

© 2010 IBM Corporation

@ Redhooks
SE and HMC Network Connections

IBM zEnterprise 196 (z196)

= 2196 SE is always connected to the Bulk Power Hub
= Switches are connected to JO1 and JO2 on the Bulk Power Hubs (two switches recommended)
= Other Server’s SEs (not the z196) may be connected to switches

© 2010 IBM Corporation
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Driver Levels
Machine Family RIS T2 Firmware Driver 12 VS
Number Number
z11 EC 2817 86 2.11.0
z10 EC 2098 79 2.10.2
z10 EC 2097 79 2.10.2
z10 EC 2098 76 2.10.1
z10 EC 2097 76 2.10.1
z9 BC 2096 67 29.2
z9 EC 2094 67 2.9.2
2890 2086 55 1.8.2
2990 2084 55 1.8.2
2800 2066 3G 1.7.3
2900 2064 3G 1.7.3
9672 G6 9672/9674 26 1.6.2
9672 G5 9672/9674 26 1.6.2
11
& Redhooks e 1

New SMC Switch

= |n the past 10/100 Mbps autosensing switch
» HMC and BPH customer network ports (JO1 and J02) now

support 1000Mbps

© 2010 IBM Corporation

=New 16 port 1000 Mbps autosensing switch (SMC SG16)

12

shipped when ordered

SMC

SMCGS16

LED Indicators on the switch

® EZ Switch 10/

Uink/Act

1000/100M

LinkiAct

10001100 O
Power

0.0
12
00
0.0
9 1
00

© 2010 IBM Corporation
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Port Status

Port status LEDs
The Port has established a
ON i ;
valid network connection
Link/Act OFF The Pprt has not establls_hed a
valid network connection
Flashing Traffic is passing through the
port.
On Green operating at 1000 Mbps
100/1000M On Yellow operating at 100 Mbps
Off operating at 10 Mbps

= Ports on the SMC switch are Autonegotiate

= BPH and the HMC ports are also set to autonegotiate
—Link will come up at 1000gbp Full duplex

13 © 2010 IBM Corporation
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Classic View Update

‘V User Settings
N
= Action area updated nfiemations | CH1oTs and Controls | g,

* New tab allows change from — Console Actions Layout Style

classic to traditional @ Classic
= Traditional displayed when ggfgups
— Console Action Layout Style ks R A e e
is Classic Gonsole Actions Sort Order
; ; ® Default
B ggpaslﬂe Action Sort Order is  OByName-Ascending
X o - SHOW OF Hide Areas  ———————
= Can be changed by right click in [0 Hide the Tasks Area
Console Work Area [T Hide the Views Area

[ Hide the Work Area and Tasks Area

Apply | | Reset | Derauits |
\OK] | cancel | |Hep

16 © 2010 IBM Corporation
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List View

i 0 i N ©

Console Actions

Work Area

Daily

Hardware
Messages

Operating
Systern
Messages

El Activate

The tasks are listed in the same order

150le Events| Class
View Consale Service History

Customize Console Date/Time

as they would appear within the

ic view

E‘ Reset Normal

El Deactivate

Console Actions Layout Style

Change Caonsole Internal Code

Analyze Console Internal Code

Single Step Console Internal Code

Backup Critical Console Data

Perform a Console Repair Act

Classic

Groups

Console Actions Sort Order

Groups >

Default
By Name - Ascending

A Exceptions
~1 Active Tasks

Show or Hide Areas

= console Actions »
L) Task List
Wl Books

ion

Hide the Tasks Area
Hide the Views Area
Hide the Work and Tasks Area

17
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=T

orporation

Group View

oo
s}
85

= Creates a collection of
tasks and group them

= Right click to list tasks in

the group

= Console Action selected
— Lists the groups

— Lists the tasks

18

|

Console
Internal Code

|

&

Users and Tasks

roups
4 Exceptions
1 Active Tasks

tic
11 Task List

B Books

~ Style Settings

Security  Service Mananennant
Configur: ~ console Internal Code

i|m]

Console Actions Work Area
@
o=t -

Logoffor  Logs
Disconnect

(J]

Shi tAmamn Ar Recrart

=4 Logoff or Disconnect

~ Logs

" Management

~ security

" Service Management Configuration
& shutdown or Restart

¥ Users and Tasks

Object Definition

Hardware
Messages

Operating
System
Messages

Change
Object
Definition

[ Add
ﬁ Object

Definition

Management

Reboot
Support
Elernent

| ¥ user settings

'Y Customize Console Date/Time

4% Customize Console Services

¥ customize Customer Information
+ Customize Network Settings

i Customize Schedulad Operations
I object Locking Settings

=5 Logoff or Disconnact

S| &

© 2010 IBM Corporation
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New Task Group

= New Task Group
— A new task group (“Monitor”) was created to hold “monitoring” related tasks. Some existing tasks (like

Activity) have been moved to this group plus new tasks are being added. Added to both HMC and SE.

@] https://9.60.15.40 - HMCLINUX: Hardware Management Console Workplace (Version 2.11.0) - Microsoft Inter... |- | (019

Monitor NEW TASK
GROUP
Customize
Hardware '
Messages Activit
Profiles
Operating Forkl
Groups Work Area Svstem M Workload
. Report
: Messages
) N
7] Monitors e
CPC Images  Defined CPCs  HMCLINUX  Undefined CPCs Dashiboard O ‘Rwﬂfﬂ e
e it
1 A Service
Activity [ Class Repont
Undefined Directors Timers  Undefined Fiber Savers
Enmironmental Virmal
Efficiency Server
Statistics Report
[
&] applet com.bm.humea. fu.serviet. oller.applet. Task! started S ® interet
19 © 2010 IBM Corporation
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Hiding Views

P [

‘ 'f User Settings ‘

Confirmations | Colors and Patterns | Controls | Ul Style

— Consale Actions Layout Style
= Three options to hide

— Task Area 5
—View Area
—Work and Task Area ~ Console Actions Sort Order

® Default

OBy Name - Ascending
SHIOW OF TI0E Areas
FHide the Tasks Area

CHide the Views Area
OHide the Worlk Area and Taslks Area

Apply Reset Defaults

OK Cancel Help

20 © 2010 IBM Corporation
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HMC with the Tasks area hidden.

Defined CPCs Work Area

R56 E ~ CPC Detalls

Toggle lock
2 pally »
= Recovery 3
¥ Service ’

O Hardware Messages

% Remate Customization »

& operating System M
= Operational Customization  » [ _ CPeratng SystemMessages
£ single Step Internal Code Changes

»r Configuration
Je Retrieve Internal Code

E Monitor

E Change Internal Code

Alternate Support Element

E concurrent Upgrade Engineering Changes
(ECs)

21

View View Customize Change Single Step Baclup
Console Console Console Console Console Critical
Events Service History Date/Time Internal Code Internal Code Console Data
B = R
i) gk £ g8
WView User Customize Transmit Authorize Internal Report Networl
Console Salgell  Scheduled COr Console Actions Layout style | @ Problem  Diagnostic
Information Operations Servic —— ° 7 Information
Classic
é |— I lg List
Groups
Archiye View Format ) Offlc snsole Actions Sort order Manage Manage
Security  Security  M'-t- S Remote Remote
Logs Logs Groups b Default Support  Connections
A Exceptions Requests
N By Name - Ascending
. | Active Tasks o=
En = console Actions » Show or Hide Areas EE
L) Task List
Certificate Char - ask ' e T S r Enable FTP
Management Eiele G Access to
Mass Storage Media
<] N
@ =0 E 28
Fibre Hardware Logoff or Manage Monitor System Events Remote Hardware
Channel Management Disconnect Print Screen Management
22
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Work and Task Area Hidden

HMCI: Hardware Management Console Workplace (Version 2.11.0)
£u Transmit Vital Product Data

EE Groups
4 Manage Remote Support Reguests

4. Exceptions
= iz P 4 Manage Remete Connections
ctive Tasks

L] ole
COH.SO\E Il Task List
Actions

% Certificate Management
™ change Password
= Configure 3270 Emulators

¥l Books
T 2 console Messenger

yle Settings
# Enable FTP Access to Mass Storage

Media

& Fibre Channel Analyzer

Possible to launch task form context menu

23 © 2010 IBM Corporation
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View Only USERIDs

= New option of creating a "view only" user ID

= Accomplished when creating a new role
—Tasks assigned
* Prompted for view mode

= Eligible tasks
—Hardware Messages
—Operating System Messages
—Customize/Delete Activation Profiles
—OSA Advanced Facilities
—Configure Channel Path On/Off

24 © 2010 IBM Corporation
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25

Creating a view only task role based on Sysprog

‘ Add Role

New role task name needs to be assigned.

Role name:
Based on:

Available Tasks

|View only Sysprog

|Sy5tem Programmer Taslks

Add

Cperational Customizat

[ Hardware Messages

= Remove

Current Tasks

Monitor

Console Actions

I~ Customize/Delete Act
I Customize Scheduled
I~ Autcsnatic Activation
I Customize Support B
I~ Change LPAR Contro)
Configure Channel Pa
| Reassign Channel Pa
I OSA Advanced Facilit
.~ Enable 1/O Priority OU
I~ Change LPAR /O Pri
I~ Change L PAR Group

— Lodical Processor Adl=|
]

Operating System Me | New...

«® Redhooks
Messages after Adding Tasks

26

© 2010 IBM Corporation

HMC86E: Customize User Controls ]

@ View Only Version Available o
Would you fke to add the view only version of the Hardware
Messages task?

ADMO02

ol

|@ View Only Version Available n

Would you fike to add the view only version of the Operating
System
Messages task?

ADMOOS

HMCB6E: Customize User Controls

10 View Only Version Available i ]

Would you lie to add the view only version of the
Customize/Delete

Activation

Profies task?

ADM009

[es]] 1o |

HMCBGE: Customize User Controls

@ View Only Version Available L

Would you lice to add the view only version of the Configure
Channel Path
OrVOff task?

ADMO09
Nes| o

HMCE6E: Customize User Controls

/@ View Only Version Available |

Would you ke to add the view only version of the OSA
Advanced
Facilties task?

ADMO0S

Yes||  No

= Operational Customization task list added
— Prompts for each task that is eligible for
view mode.

© 2010 IBM Corporation
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Assigning View Only Roles

HMCRB6E: Customize User Controls

| Add Role

Role name:
Based on:

= View only task are Available Tasks

[View only Sysprog|

|System Programmer Tasks

Remote Customizati

prefixed with a "view" Chande Managemen=!

= New user added pointing
to this new role

Operational Customi
I~ Hardware Messag
| Operating System
I~ Customize/Delete
I~ Customize Sched
I Automnatic Activat
I Customize Suppo
I~ Change LPAR Cor]
I~ Conflgure Channe
I~ Reassign Channel
I OSA Advanced Fa
i~ Enable /O Priorit

 Channe | PAR 10y (=
| 0]

il

Add Current Tasks
mm—— w —
Monitor
New. ., E- Operatjonal Customi
/
Indicating — Automatic Activati

view only tasks| L Cletarmize Suboal

[~ Change LPAR Con

CViewdConfigure Cf

| Reassign Channel
‘F'SA Advanc—
[~ Enable /O Priorit

[ Change LPAR /O

[«

K| | i

0K Cancel Help

27
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© 2010 IBM Corporation

Example of a view only Hardware message

HMCBBE: Hardware Messages

‘ Problem Analysis - R09

Systern name:
Date:
Time:

RO9
Jun 23, 2010
3:20:30 PM

r Problem Description

1A power failure has been detected. The system is still operating.

r Corrective Actions

Prablem Analysis is now complete, Service is reqguired.

- Impact of Repair

The repalr of this problem can most likely be performed concurrent with CPC operations.

These buttons are disabled due to "View Only" being
permited for this users Hardware messages task.

l Request Service... | o Senvice ‘} Display Sense Data I Delete técance\‘| Help ‘
J

© 2010 IBM Corporation

9/27/2010
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Control over Toggle Lock and Details Tasks

HMCBGE: Customize User Controls

‘ Modify Role

Role name: |te5t sysprog
Based on: [System Programmer Tasks
Awvailable Tasks Add Current Tasks
% Lonsole Actions =
#- Energy Management M Toggle Locl
- Monitor New... Export Data
Hardware Messag Ensemble Details
Cperating System CPC Details

Monitors Dashbos Image Details
Environmental Eff]

Customize Activit
I~ Toggle Lock
I~ Export Data
. Ensemble Details

I Elle Dialog These are no longer included
I CPC Detalls by default. They need to be
[ Activity manually added to each user

: - that is suppose to have
— Image Details = access to these tasks

41 | 0|

OK Cancel Help

29 © 2010 IBM Corporation
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HMC User ID Templates

—Customers have requested the ability to manage adding/removing HMC users
utilizing their own corporate security environment. They prefer an approach
where an LDAP server is the central authority for saying which users have
access to an HMC.

—1In z196 this ability was added using the LDAP User Authentication support and
HMC User ID templates.

« Each HMC User ID template defines the specific levels of authorization levels for the
tasks/objects for the user mapped to that template.
* The HMC User is mapped to a specific User ID template by
— User ID pattern matching and/or
- Obtaining the name of the User ID template from content in the LDAP Server schema data

—Enhancements to the HMC and SE included:

» Add support for defining “userid patterns”. A userid pattern encapsulates all the
information needed to deduce, when an “unknown” userid tries to log on that a
temporary user definition should be created, and the information needed to create
the temporary user definition.

» Add support for defining user template definitions. A template definition is used to
prime a temporary user definition when a userid that is logging on matches a userid
pattern.

» Enhance logon processing to use the userid pattern and template definitions

© 2010 IBM Corporation
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User Patterns

Need for increased security

User's must be identified

Difficult to manage from HMC

Exploit User authentication

Implemented using two task in HMC
—User Template
* Similar to User profiles
» Used to define characteristics
« If ID matches pattern template is used
—User Pattern
—User ID dynamically generated in HMC

= To define a customized user template

—Create profiles using Customize User Controls

« Limited access Managed Resource Role
* Limited Task Role

31

«® Redbooks
Steps to define

© 2010 IBM Corporation

Security

Audit and Log Management
:,’— View or off-load audit reports for configuration and log
=1 information

Archive Security Logs
Archive the consele's security logs

Create a Customized
User controls profile
— Not a new task

Confi dth Users and Tasks
— Loniigured the View the lagged on users and the tasks they are running
same way as
User profile Password Profiles

9§5| Create. customize, or wverify the password rules assigned to
the system users

Define access to at
least 1 LDAP server

Generate the User
Template(s)

Management Console

User Patterns

Configure the User Create, edit and remove user pattern definitions |

User Profiles ;
[;[;! Manage your system users that log onto the Hardware H

View Security Logs
View security logs

View Audit Logs
View audit logs

= Change Password
Change your login password 1

Customize User Controls
999 Define, customize and remove managed resource roles and
task roles

User Templates
[399] Create, edit and remove user template definitions |

Manage Users Wizard
Create, modify, or remove users.

Pattern
Zauatge E:tterp;lse Dlrecturyt' Sewerfefmtmuns b g Customize Automatic Logon
rears, Sdit and remove enterprise firectaly servar = Customize the automatic logon settings for the console

definitions ;

. Certificate Management Domain Security

Y Create, modify, delete, and import certificates used on the ~ G—m 8

L " Change console's domain name or password.
HMC, and view certificate signing information

32 © 2010 IBM Corporation
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Defining LDAP server

HMCB6E: Manage Enterprise Directory Server Definitions
| Edit Enterprise Directory (LDAP) Server
MNarme for Enterprise Directory (LDAP) server:
[bluepages |
r Primary and Backup Host Connection Information
Primary host ”amE:\bluepages‘ibmcom\ ‘Connecnon port:‘
Baclcup host name: ‘9‘17.155.253 ‘

[OUse a secure connection via SSL
[ITolerate self-signed or otherwise untrusted server certificates
r Bind Information

Specify the bind information for the initial connection, if needed.
Distinguished mame:| |

Confim pasoword: [ |

- Locating a User's Directory Entry
OLocate by using the following distinguished name pattern:
®Locate by searching the following distinguished name tree:
Distinguished MName (DN) of the subtree to search :
[ou=bluepages,0=ibm.com |
Specify the search scope to use,
®Search the entire subtree
(O Search one level only

Enter the search filter that selects the user's entry in the directory,
Search fi\ter’:‘mau:{g} ‘

33 oK. Cancel Help

© 2010 IBM Corporation
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Manage LDAP Definition

HMCB6E: Manage Enterprise Directory Server Definitions

Manage Enterprise Directory Server Definitions

This window allows the editing and removal of existing directory server
definitions as well as the creation of new server definitions.

Edit or Remove an Existing Server
Existing directory servers : Vi
Select |Server Name 'Host Name |Port Number | |

® bluepages bluepages.ibm.com
O vmware ldap server 9.57.144.134

| Close | | Help

34 © 2010 IBM Corporation
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Generating the User templates

35

«® Redbooks

|7

‘ Add Template |
r User Information

Template ”ame:|viewom\y

Description:  |View only tasks based on Sy
- Authentication - Details

TR a2l | Enterprise Directory Servers (LDAP):

bluepages j Define Server.,

Select |Managed Resource Roles |
O Al Directors/Timers Managed Objects
O Al Fiber Saver Managed Objects
All Managed Objects
O
O

Defined Directors/Timers Managed Objects
Defined Fiber Saver Managed Objects
Select | Task Roles |
System Programmer Tasks
Universal Director/Timer Tasks
Universal Fiber Saver Taslks
View only Sysprog Custom role that was created
z/\VM Virtual Machine Tasks -
M User Properties... | Cancel | Help |

| I T I Y

OEOO00

© 2010 IBM Corporation

User Templates

36

User Templates

Select an item to manage, then click "Edit" from the menu bar.
Select | Template Name |Description |

C wviewonly View only tasks based on Sysprog
C  operator template based on operator
®  Acsadmin Template for acsdmin

At least one template is required

© 2010 IBM Corporation
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Generate a User Pattern

HMCB6E: User Patterns 2

‘ Modify Pattern ‘

 Pattern information

Search criteria

String pattern: lob-like

* calbm.com |ORegu\ar Expression
Pattern description: |Canadian 1BM email access
User template name: Wj Define Template...
LDAP server definition: |vmware Idap server j Define Server...
User settings retention time: |2 Day(s)

LDAP attribute for template name (optional):|degmpti0n

LDAP attribute for domain names (optional):|tit\e %

QI Cancel Help

37 © 2010 IBM Corporation
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String Pattern

= Two formats can be used

—Glob-like
 Refer to an instance of pattern matching behavior
+ Used in file name matching
» Simpler to use

—Regular Expression
« Concise means for matching strings of text
* Widely used in programming
+ Allows for complex patter matching

—Main difference is ‘Any Single Character’
* ? Glob-like
* . Regular Expression

38 © 2010 IBM Corporation
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User Patterns

39

@ Redhooks

HMCBAE: User Patterns

User Patterns

Help»

Select a Pattern below and click "Edit" to manage the pattern.
Select | String pattern Description Move up

@ *caibm.com Canadian IBM email access | Move down
< *us.ibm.com IBM US email access

< *jbm.com World wide email access

= At logon ID checked against defined User Profiles

= |f no match User Pattern checked in order
— Order is important
— First match used

User Logon Flowchart Logic

User enters the following ID
smith@ca.ibm.com

LDAP definition in

User Pattem
Issue message
Is the name Traverse that no
G defined in User Profiles? ‘Ihe User Palterns top down ‘matching user
Is a mateh found? profiles were

Check the
pasword with
the user pwf:fle L m:zﬂ';‘"g"?ﬂ“"
and logon
correct

40

LDAP definition in

User Profile
User is not
authorized to access Does the HMC
this HMC. ‘domain security match the
retumed value?
Post a message

Check the
pasword via Is a valid
the LDAP server|
defined in the
User Profile
LDAP server

Is a valid
value returned for the

value returned for the
defined attribute? defined attribute?

Use the atributes in this
template and apply them
to this users session.

LDAP definition in
User Template

Authenticate the password
with the LDAP server defined

Use the template name
from the User Patterns Profile S s

and apply them to this users
session.

Authenticate the password
with the LDAP server defined
in this template

© 2010 IBM Corporation
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New Ensemble Role and Task

‘ Add Role

Role name: |
Based on: |Ensemb\e Managed Objects
Available Objects Add Current Objects
ManagedObjectGroup
Hypervisors Remove
Members

Virtual Networl<s
Virtual Servers
Workloads

zBX BladeCenters
zBX Blades

ManagedObject
L RTS Education

If this ensemble
had members they
would appear here

OK Cancel | Help |

41
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«® Redhooks - .

HMC/SE Security Improvements

= HMC/SE Security Improvements
— Customers are increasingly required to be able to demonstrate the security and
auditability of IBM products. IBM products already provide all of the necessary security
controls and audit trails, but there is no easy way for our users to be able to quickly view
and/or offload all of this information.
—In 2196 the customer will see the following enhancements:
* A new Audit & Log Management task was added to the access administrator to allow for audit
reports to be generated, viewed, saved, and offloaded.
The Customize Scheduled Operations task was enhanced to allow for scheduling of audit report
generation, saving, and offloading.
The Monitor System Events task was enhanced to allow for Security Logs to result in email
notifications using the same type of filters and rules that are used for both hardware and
operating system messages.
The Password Profiles task was altered to allow for the removal of pre-defined password rules by
the access administrator.
The SNMP and CIM APIs was enhanced to allow user ID audit reports to be generated and
retrieved.

© 2010 IBM Corporation

9/27/2010
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History Logs for Customer Audits

= Offload Support for Customer Audit
—In 2196 the ability to offload the following HMC and SE log files was added:
» Console Event Log
» Console Service History
+ Tasks Performed Log
+ Security Logs
* System Log
— Full log offload as well as delta log offload (since last offload request) is provided.
— Offloading to removable media as well as to remote locations via FTP is available.
— The offloading can be manually initiated via the new Audit & Log Management task or
scheduled via the Scheduled Operations task.
— The offloaded data is available in two forms:
* human (HTML) readable
* machine (XML) readable

— The existing Format Security Logs to DVD-RAM task is redundant with these
enhancements and was removed from the HMC.

© 2010 IBM Corporation
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Password Profiles

‘ Password Profiles |
Password Rules ~ Rule Data

Basic | Expiration day(s): [180
Standard

Strict Minimum length: |6

Maximum length: |8
Consecutive characters:|2

Similarity count: |0
Delete Rule .
History count: |0

[ICase sensitive

r Password Rule Parts

Defined Properties;- Propery Data
Rule Part 0 [
Rule Part 1
Rule Part 2

Minimum characters: ‘4

Maximum characters:‘g

Alphabetic: [can -
Nurmeric: Iﬁj
New Property ;
Special: |mot 'J:
| Delete Property | z
Specific property: | [not |
Specific property: | ot i

0K Cancel Help

44
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Audit and Log Management

45

||:| Audit and Log Management |

Select the type of report and the information to be included in the report.

Report type
[:@:HTML O XML

— Range for event based audit data types

OLimit event based audit data to a specific range of dates and times

Starting date Starting time Ending date Ending time
[5/14/10 | [7:22 PM | 8| [514/10 | [7:22PM I=]
~ Audit data types

Select |Audit data types |Clear

AR A

All data types

Configuration
AP| settings
Certificate management
Console services
Data Replication =

Total: 25 Selected: 25

OK Cancel Help

010 IBM Corporation

«® Redbooks

Audit and Log Report

46

B
||:| Audit and Log Report ‘
S\?Q:tzle Date Console Event =
May 14, 2010 |User acsadmin of session 9 is using user interface "Tree Style". J
9:20:10 PM EDT
May 14, 2010 |User acsadmin has logged on from the console to session id 9.
9:20:10 PM EDT|The user's maximum role is "Access Administrator Tasks".
May 14, 2010 |User sysprog has logged off from session id 8 for the reason:
9:19:47 PM EDT|The user logged off.
May 14, 2010 |The following operation completed: Audit and Log Management.
9:12:16 PM EDT | It was scheduled by HMC{SYSPROG) from HMC1 on Fri May 14
21:11:59 EDT 2010.

May 14, 2010 |162 logs were removed
9:12:15 PM EDT

Security Log k

Eg;l;mty Date Security Event
Fri May 14 User acsadmin has logged on from the console to session id
21:20:10 EDT 9. The user's maximum role is "Access Administrator Tasks".
2010 Ad]

(‘S‘a?ﬂ Cancel | Help ‘

© 2010 IBM Corporation
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View Security Logs

HMCI1: View Security Logs

View Security Logs

Eile= Search« Options + Help~+

Create hardware message when approaching maximum size 3

Select |Date <'FLT =

P ———— FrSEetRE i Heleekedartreor—asrTRET from
® 5/12/10 00:08:53.520 g =7 144 334 for port 22 using protocol TCP.
*The console internal firewall blocked an incoming packet from
9.57.144.239 for port 22 using protocol TCP.
*The console internal firewall blocked an incoming packet from
9.57.144.239 for port 23 using protocol TCP.
*The console internal firewall blocked an incoming packet from
9.57.144.239 for port 23 using protocol TCP.
*The console internal firewall blocked an incoming packet from
9.57.144.239 for port 23 using protocol TCP.
*The user root logged out of the underlying conscle operating
system platform.
*The user root logged into the underlying console aperating
system platform.
User acsadmin has logged on from the console to session id 4.
The user's maximum role is "Access Administrator Taslks".
User acsadmin has attempted to log on from location
localhost.localdomain[ 127.0.0.1] with a user identification or
password that was not valid, The user's maximum role is Access
Administrator Tasks.

O]

5/12/10/00:09:50.770

5/12/10 00:05:19.560

5/12/10/00:05:13.870

5/12/10 00:05:11.210

5/11/10 23:40:58.860

5/11/10 23:40:42.540

| |O0O(C|O|C |O

5/3/10 06:55:14.190

© | 5/3/10 06:55:02.560

47

© 2010 IBM Corporation

@ Redhooks

2196 Environmental Efficiency Statistic Task

= Environmental Efficiency Statistic Task

—Part of a new “Monitor” task group

—Today the Active Energy Manager (AEM) plugin for the IBM Director includes
the ability to show historical power consumption and thermal information.
Customers have requested similar capability on the HMC. This task will
provide similar data along with a historical summary of processor and channel
utilization.

—The data will be presented in table form, graphical (“histogram”) form and it
can also be exported to a Comma Separated Value (CSV) file so that it can be
imported into customer tools like Microsoft® Excel or Lotus 1-2-3.

—The New Task is only usable with z196 GA1 and higher CPCs

—Data is kept on the SE and should be large enough to store at least one-two
years worth of data.

—The maximum time period that can be shown at one time is one week;
however the user can go forward and backward

© 2010 IBM Corporation
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z196 SAD Enhancements

= SAD Re-Engineering
—In z196 a new “Monitors Dashboard” task was added to the Monitor task

group.
« It provides a tree-based view of resources in the IBM System z
« Allows a user to view aggregated activity when looking at large
configurations
« Also allows for more detail for objects with smaller scope
» Supports new graphical ways of displaying data such as history charts
* Incorporates data from other sources such as eWLM

© 2010 IBM Corporation

«® Redhooks TS

Monitor Task List
|

Monitor

. Hardware

=l Messages

= Customize Activity Profile moved

from Operational Customization Operating
task to Monitor List task System
Messages

= Activity task removed from Daily

task

. .
Monitor Dashboard used to launch K20 M2 MIS

£~ | Monitors Dashboard

@i Environmental Efficiency

classic SAD or new dashboard o
Statistics
Customize
K PATCHI30O Activity
! Profiles
R16 R43

| o

© 2010 IBM Corporation
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Monitor Dashboard

Opens classical SAD display Opens "Customize Activity Profiles” task

@ﬂverview Aggregate sum of the detailed dashboard

Pause Display  Open Activity  Open Activity pmm; Other reporting options can appear here For example "Workload Activity Report”.

4] (o) | —otearain— o | e )
Processor Usage Channs! Usage JPoﬂqusllmm J\mnAiTuvpuaule
Seeot
‘JE’"‘” “Jm “Jm e " " eoen o
[T |R#4 0 0 (21288 72637670 198 6764
T R4 ] b | 1 7557 25785554 203 6854
Page Tof 1 | Mx Page S=r[100 | |Tma|'2 Fiterad: 2 Displayed: 2 Selected: 0

() Details
Qru

@ R4 ® Expand to display the detailed dashboard for the specifc CPU

51

@ Redhooks e

Export Data

© 2010 IBM Corporation

Monitorz Dazhboard

Pause Display  Open Activity  Open Activity Profiles  Open Workloads Report
@Overv'\ew
‘ - | Filter
N b Usags | Power Gonsumption | Input Air Temperaty
seest |yt ) @ty c6) (7
W R44 1] 23.057 78673749 (206 69.08
V¥ |R7e 0 7525 25676366 208 69.44
Page 10f 1 | /ﬁanSm‘Tm:z Fitered: 2 Dispisyed: 2 Selected: 2
(D Details
= | Either of these tasks can be used to
@ R44 export the contents of the Overview table.
@R

52
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Classic SAD Display — Service Logon

Font Size: =8 | Toogle Power Display | _Stop || Help

[CPC power consumption: 11.717 kW (kVA) (39979 Btohr); CPC maximem power conmamption: 11.83 kW (
CPC details:

¥VA) (40365 Brah) 10tal power (CPC plus all blade centers)
Does not include Top of rack switches

Power consumption: 7.439 kW (kVA) (25382 Bruhe)

CPC power only

EEe——

Power Cord Details
BiadeCanter Datails (B108):
ZBX Blade B.1.01 Datailsc

Ambient temperstors: 213 °C (703 °F)
Power Cord Details  (Z29B-BPEA-J02):
{(Z29B-BPEB-J02):

7.552 KW (KVA) (25768 Brahe)

(CRumiginy 36 % A Peaume 014 65
Power conmumption: 3681 KW (EVA)
Pewer conmemption: 3.738 KW (VA)

Power conmmption: 2528 KW (FVA) (8626 Brahe)
Power conmumption: 0,38 KW (£VA) (1331 Stwhe)

De= Poamnt: 9"’((486’FE|

‘Average Line To Lina Voltage: 490 V

Line Currents (per phase): 4e3.5 A BaT.5 A: Ce3 5 &
Line Carrents (per phase) A=3.8 A;B=7.6 4; €=3.7 A

58X Blads B.1.02 Datailic Power consumption: 0.133 kW (kVA) (328 Brohr)
255 Blads B.1.03 Datails: Pomsr conmmprion: 0,155 KW (£VA) (328 Swhe) Breakout of power used by Inlet alr temperature for
8% Bladz B. Power conmmption: 0.15 kW ()VA) (512 Brekr) each BladeCenter and each each zBX Blade center
#BX Blads B. Power consumption: 0.15 KW (kVA) (512 Bk} gpecific blade
BN Blsde B ] Powar consumption: 0.151 kW (EVA) (515 Bruhe)
SBX Blade B Power conmmption: 0.174 KW (kVA) (334 Bruhr)
BladaCenter n.m; BOIBy  Power conpmption: 1.73 LW (KVA) (3971 Bru'he) Ambient Temparators: 27 °C (30.6 °F)
BX Blade B 2.01 Dutails: Powsr ion: 0.266 W (EVA) (308 Bruhe)
28X Blade B.2.02 Datailic Powar consumption: 0.263 kW (kVA) (397 Brohe)
Lisc HIGH USE [N 1. S 1 RO | NS RS- RS - N—— | N 80......
0.00 CFO3 s (0%)
0.01 CFO3 5 (o%)
0.03 CFO3 s (0%)
0.0B CFO3 8 (08} —
0.06 CFO3 g {o%) Data displayed here is based on the SAD profile.
CHPID 0.07 CFO3 s (0%) — This will only contain "traditional™ data.
CHPID 0.F0 CFO3 s (%) Ensemble based data will not appear in this
CHEID 0.F1 CEOZ 5 (0%) display
CHPID 0.F¢ CFO3 s (0%)
CHPID 0.F7 CF03 8 (0%)
CHPID 0.0C CFO3 E (o) —
CHPID 0.0D CFO3 8 (0%)
CHPID 0.11 P22 s (%)
CHEID 0.12 P22 H (8%) (o%) NN
CHPID 0.04 CFO3 ] (0%) 110%
53
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Details Display Dashboard

© 2010 IBM Corporation

| . MSTRSTeS S EEC SRen o CEU S
e the Tromt of sach Installed Blade Center = oo -
Name L Powar Consumesin 000, crumes | Aversas vensae. | \ —— L e e Tampecasin €£3,05. |
R72 11.627 239,672.970 [~ R72 212 7024
zcpe 7.381  25,082.653 (] Blade Center 8108 27.6  81.5
Power cord Z20B-BPEA-J02 | 3.604  12,267.355 490 These 2 lines and Average Voltage Blade Center 8018 27.0_ 60.6
Power cord Z20B-BPEB-J02 | 3.733 12,737.525 491 only agpear when displayed in Service =
Blade Center 8108 =)
T e CPU, please each biade canter plus each bisde |
Agaregated Proceasora Proceasora
Type | Al Processor Usage () | Sharea Procasser Usage (%) i Name | Processor Usage (%)
EC | 2 o ceroz | 1
ce 11 2 o ceos 1 2
i 2 Gros N 12
apos I 1
aros [
[ [ Toums 18
System Assist Processors Logical Partitions
Name | Processor Ussge () l Name | Processor Unage (%) i
sapoo (| 1 cro= M P
sarot | 1 Po1 o
sapoz || ' o3 o
I Touwr: 3 Pos o
Pos. [
I [ Toumi s
Channels
CHPID [ LPARS | Totsl Ghannel Ussge C5) T |
000  Shared o [~
001 Shared o i
003 Shared o
008 Shared EEE 10
006 Shared o i)
[ | 7ot 24 Total number of CHPIDS on this CPU. |
Blades Only appears If a zBX is attached
Neme [ Type | Frocessor Usage (%) L Mamory Ussge (%) [ Netwonk U0 Usage 04) | Storage (xBytesssscons) |
8105 1sa0 | 1 38 ° o
8106 1540 | v — 38 o o
8.1.07 1sa0 | 1 28 o o
5201 PASB o o ° o
8202 PASE o o o [
[ Totat 3
Virtual Servera Only appears if the CPU is part of an ensemble and PPM is enabled
| Nama | Hypervisor | Processor Usage (%) | Memory Usage (%) 1
None
[ 1 Towi o
54
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Setting Dashboard Thresholds

9/27/2010

Set Thresholds

=

Set activity thresholds for:
R44

Mote: a threshold value of zero means no threshold is set.

— Processor Usage - Channel Usage e
P
Percentage (0 to WDO%) Percentage (0 to 100%):[p
@ Above @ Above
O Below O Below

r Power Consumption

Value (0 to 100 I(W)iD

@ Above
O Below

Value (0 to 40 degree C)|g

@ Above
O Below

- Input Arr Temperature ————————

| Reset | | cancel | | Help |

55
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Updated Views

© 2010 IBM Corporation

[Fo=rmew

(=i ===z

£l 2

— Select Adtion — [ (= Fitear
- | Precesser Usage .. | Power Consumetion [ Input Air Temperature
== J Svete Jm) J(kW) (Btwh) JVC)FF}
[ Ras I cc 0 23021 78550912 [201 6818
[ | 1 7484 25536468 |208 69.44
Page 1of 1
| Details
@

Power Consumption

Input Air Temperature|

Name | Power v (Brume | Aversge voitage | Name | Input Air Tempe)
R4 23021 78.550.912 |1E R4s 201 €818
zcPe 23021 78,550.912 <. Threashold I_l -
Power cord Z29B-BPEA-101 | 4517 15412644 484 markers =
Power cord Z298-BPES-J01 4678 15961998 az3
Power cord Z29B-BPEA-102 | 6971 23,786.039 482 [~]

Totat: & - |

Aggregated Processors

Type | All Processor Ussge (%)
cr I
cP

100
100

vv

Processors

System Assist Processors

Logical Partitions

Nsme | Processor Ussgs (%) Mame
sapoo I ; 29 -~ CcFo1
sapr | T 100 Ell croz
sapoz NN HELH" TC14501
saro: | NN " TC14802
SAPO4 100 [:l TC14S03
Totat: 12 | 2
Channels

o
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Histogram Display

FQ Dashboard Histogram Display - R44
Histogram display for system
Display Type: Frequency and Duration:
|Processor Usage j |15 secondsfor 1 hour 7
Processor Usage (%)
100
iR bbbl iebedy
75
Cemmunications lost between HMC and SE
B —&Upper Th
Percent (%)
- CPU
=
[]
11:20:00 11:30:00 11:40:00 11:50:00 12:00:00
Only avalialble when running the Histogram via a remote browser session
Jul 1,2010
Clear| Pause Close| Help

57

@ Redhooks

Histogram Display Options

Z Dashboard Histogram Display - R44

© 2010 IBM Corporation

Histogram display for system

Display Type:

Frequency and Duration:

|Processor Usage|

[1 2

Channel Usage

Power Consumption (kW)
Power Consumption (Btu/hr)
Input Air Temperature (°C)
Input Air Temperature (°F)

nds for 1 hour
1 minute for 4 hours

The dalapoint is the average over the first period of time
and the 2nd period of time sets the scale for the graph

i

5 minutes for 12 hours
10 minutes for 1 day
15 minutes for 2 days

Processor Usage (%)

1 hour for 10 days

Selectable display
for this graph.

Percent (%)

—&=Upper Th
-&-CPU

0
11:10:00 11:20:00 11:30:00 11:40:00 11:50:00 12:00:00
Jul 1,2010
Clear| |Pause| [Export] | Close| [Help
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Miscellaneous Updates to HMC/SE
» Update to Change LPAR Control

60

«® Redbooks

ICFs | zAAPs | IFLs | zIIPs | Proccssor Running Time |
(-~ Logieal Partitio! 00es50rS
Number of | Number of
Lok e S0 QTSR Mo Mec | Guret e Mo e
P g g PRINg | “aPPING | procassors Processors
LPO1 No 0 K 0 20 10 35 Mo ] 0 1 B
LP02 No 0 r o 10 Mo C 0 1
LP02  |No 0 = 0 50 No |0 1
LP04 No 0 (W] 30 No 10 1
LP0OS | No ] F |0 10 No 0 1
LP0& |No 0 F o 10 Nao Rl =
LPO7 | No 0 rlo 10 Na r 0 1
LPO8 No 0 r o 10 Mo J 0 1
LP02  No 0 r o 10 Mo C 0 1
P10 |No [0 o 10 New Export option when displaying
LP11 No 0 Olo 10 the LPAR controls via web browser
LP12  |No 0 o 10 No .o 1
LP13 No 0 0oo[o 10 No [0 1
LP14 |No 0 r o 10 No L0 1 I
LP15 |No 0 r:jo 10 No 10 1 =1
iSave to Profies; Change Running System Save and Change Export Reset Cancel Help

© 2010 IBM Corporation

Miscellaneous Updates to HMC/SE ....

= Initial Capping Schedule (SE only)

61

:';; Set up a Scheduled Operation - POLXSM13 ||

-
Dats and Tine ] Repaat W

To create a Change LPAR Wilsights operation, sslact each partition and processor type to be included and input the desired waight
ABILITY TO MODIFY
CAPPING

and capping values.

1oF aae | P
Sat the weinhts for CPs
Curent Scheduled| Curent | Scheduled Curent  Zcheduled Curent Scheduled
Select Partiion Name Iniial — Initial Minimum | Minimum — WEdmum bMedmom | intial | nitial
Weight ‘Waight Weight |Weight — Wieight ‘Weight  Capping Capping
v |- . R | |phabe [rebie A
m] 40 Disable
£ 10 Cisahle
] 10 Cisable
£ 10 Cisahle
r 10 Cisable
] 10 Disable
(@] 1w Cisable
] 10 Disable
= 1 Cicmbl 4
—

© 2010 IBM Corporation

9/27/2010

29



«® Redbooks

Miscellaneous Updates to HMC/SE ....

= Improvements to the Tree Style Display

Systems Management = Systems

Systems [ Images Hypervisors

Virtual Servers ] Tabs to allow quick access to specific groups of managed objects

This task allows for any table displayed to be exported when displayed via a browser. Table | Topalogy
= w2 | g 2| | (v Fier 0| [ Tasks v || ViewsFardware view v D
Maching
Select ~ Il‘lame A | Type- -~ |SE IP Address | Serial Number A IDascnpmn ~ |
Model __Customizable views in the columns, as defined in the customizable views.
Q Des 2094 -518 9.56.194.11 000000057418 Central Processing Complex (CPC)
O K20 2086 - 507 9.56.194.21 000020057465 Central Processing Complex (CPC)
C = E R74 2817 - M15 fed::21f 16f.fe38.c8%eth0 000020086545 Central Processing Complex (CPC)
C & cra The number of lines that will be exported in the csv file Coupling Faciity Image |
© & LP23 LPAR Image [

Max Page Size:| 500 Total: 26 ) Fitered: 26 Selected: 0
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@ Redhooks
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Miscellaneous Updates to HMC/SE ....

= ETR Function Removal and Pulse per Second Diagnhostic Support
—2196 relies solely on STP for time synchronization. It contains a Starlight card
which does not have a fiber optic connector to attach to a Sysplex Timer, but
continues to provide support of a Pulse per Second (PPS) port.
—The System (Sysplex) Time task was updated to:
* Remove the ETR Status and ETR Configuration tabs when the target is a z196.
» Allow an ETR ID to be entered on the STP Configuration tab when system is a 2196
to support participation in a Mixed CTN.
» Support display of PPS port state.
» Provide support to reset an individual fenced PPS port.
* Invoke a PPS test mode function via a new Test pushbutton (PE/CE mode only)

© 2010 IBM Corporation
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9/27/2010

Miscellaneous Updates to HMC/SE ....

= ETR Function Removal, Pulse Per Second Diagnostic Support, Thresholds
ETR TABS REMOVED

NEW PPS CONTROL TAB
for SERVICE and PE

S system (Syspl_gw- POLXSM13

Internal Test
Apply

Internal Test

|
.Prllenl.lirnﬂgrk ggml%rlrratibn_, 'gz:figura tion g.tr:l:us Elsnrlguratlnn
Port 0 Port 1
PPS pulses:MNot detected | PPS pulses:Not detected
®PPS input
OTest
OFenced OFenced

- ONLY ENABLE

NORMAL SETHNG FOR
PPS PORT

OR PE

ENABLED AFTER APPLYING TEST
Refresh | Cancel |  Help |
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Consistent Sorting for Operating System Messages

= Consistent Sorting for Operating System Messages

— In the OS/2® based HMC/SE the Operating System Messages Task arranged the CPC:LPAR name tabs

in ascending alphabetical order

— In the MCP based HMC/SE this fixed sort order was lost and the tabs were arranged in a random order.
— In z196 the ascending alphabetical order sort order in the Operating System Messages Task was

restored

4 HMCLINUX: Operating System Messages

=[Ol x|

[p0093s6 18:18:44 CFODOSI Licensed Internal Code - Property of IBN
Coupling facility control code
iC) Copyright TBN Corp 1993,1994,1985,1996, 1997
ALL rights reserved.
US Government Users Restricted Rights -
Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IEN Corp.
2009356 18:18:44 CFO280I CFCC Release 15.00, Service Level 02.10
Built on 07/22/2009 at 12:09:00
Code Load Features:
Facility Operational Level: 15
2009356 18:18:44 CFODLOI Coupling Facility is active with:
1ce
2 CF Receiver Chamnels
0 CF Sender Channels
167 B of allocatable storage

POLLUR: KET1

POLLUX : KEXTA

<

CONSISTENT
SORTING

POLLUX : KPRF1

™ Erioity e st thiswhen respanding o oty red) mesages)

Sen

o [ e [ s |

[Java Applet Window

© 2010 IBM Corporation

31



«® Redbooks
Controlling Group Capacity

= Controlling Group Capacity with HMC SNMP API
—The Change LPAR Group Controls task provides the ability to modify the group
members and group capacity setting. These updates can be applied
dynamically to the running system or saved to the Group and corresponding
Image profiles.

—In z10 the SNMP API provides support for updating the Group Profile capacity
value but does not allow the group capacity setting to be applied dynamically
to the running system.

—In 2196 the SNMP and CIM API are enhanced to allow dynamic changes to
both the group members and group capacity setting.

© 2010 IBM Corporation

«® Redhooks T

Replacement of HMC DVD-RAM

= New Removable Writeable Media to Replace HMC DVD-RAM

— A new removable writeable media is being introduced in z196 as an alternate to the
HMC DVD-RAM.

— The new media selected is the USB Flash Memory Drive (UFD).

— Initially the 2196 HMC will ship with both a DVD-RAM drive as well as a UFD, but over
time the DVD-RAM drive will be phased out.

— All tasks on a z196 HMC as well as any SEs that can be managed by a z196 HMC and
that currently support only the DVD-RAM must now add support for the UFD. MCFs will
be necessary for pre-zEnterprise SEs in order to allow tasks to interact with UFD.

—The UFD is the first media device for which there can be more than one present in the
console. This is due to the fact that the Backup task requires a UFD in the console.
Other non-Backup tasks that access a UFD must now be aware that more than one UFD
can be present in the console and ensure the correct one is accessed.

— Due to the size and portability of the UFD the same drive can be used across multiple
tasks and across multiple consoles. Tasks must uniquely name files they write/read so
the user does not have to manually rename files and so that a file saved from one
console is not replaced by the same task from a different console.
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Static Power Save Mode

= The power saving function is built upon an existing mechanism for cycle
and voltage steering. This mode reduces processor cycle time for all
System z processors in the system. Memory and 10 cycle times are not
affected

— Static power save mode is designed to reduce power consumption on z196 when full
performance is not required. It can be switched on and off during runtime with no
disruption to currently running workloads, aside from the change in performance

—On air-cooled models, Static power save mode can be entered once in a calendar day.

— Using the Hardware Management Console (HMC), as well as the Active Energy
Manager (AEM), you can use static power save mode for:

» Periods of lower utilization - weekends, third shift
+ Capacity backup systems - systems used for emergency backup; keep them "running” but reduce
energy consumption. Systems can quickly be brought back to full performance.

— This could result in a 20% - 30% reduction in power consumption (depending on system
configuration). If you have also implemented dynamic control of cooling (for example,
through the integration of Active Energy Manager with facility management applications)
the air conditioning for the cooling zone can be turned down and additional energy can
be saved.

— Static power save mode is supported by z/OS and z/VM
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Power Save Mode

linux:0

EE B9 eefon At By BEH Y

Set Power Saving

} (1] set Power Saving - POOMNXK4

Review and/or change the power saving mode for each object shown below.
Power Saving Mode Settings
#l e § @ g - Select Action - |

Name ~|Type ~ Power Mode ~ |

POOMNXK4 CPC [High Performance 7
—————— zCore [High Performance |

Tortrallz 2 Filtered: 2

OK | | Apply | Cancel | | Help |
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Power Save Mode

Power-on Reset : Options - CECSIM24

& CECSIM24 [~ Enable global input/output {I/Q) priority queing
I~ General - Automatic input/output (IO} interface reset

|~ Storage Power Savings Mode

L %@L’L‘Q & Custom Energy Management POWER SAVING
[~ Options i

(¥ericar ¢ Emergency High Performance MODE OPTIONS

Cancel | |_Perform Power On Reset | | Help
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Energy Monitoring and Controls

= Power and thermal monitoring functions
— Avg. and max power consumption for Ensemble, System, CPC, BladeCenters and individual blades
— Query max potential power for CPC
— Input and exhaust air temperature for CPC and BladeCenters
— For systems using Water Conditioning Unit (WCU) and Exhaust Air Heat Exchanger information
on the amount of heat load covered by water cooling will be reported. Also report chilled water supply
and return temperatures.
— Humidity
— Air Pressure
= Energy Controls
— Power Save Mode
* Blade
 BladeCenter
« CPC
* System
— Power Capping
* Blade
 BladeCenter
* System
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Query maximum potential power

= Main use cases

— Allows reducing power allocation for system since you know the maximum power system can draw
even with faults and hot room

— Allows facility and system people without knowledge of System z configuration and use details to
query max possible power of system

— Looks like power management to higher level management tools
= Base mechanism

— Calculation component on SE to calculate max potential power based on
« System configuration
« Altitude (absolute pressure sensors in bulk power subsystem)
« Hot room environment
« Highest single fault service scenario power condition for this configuration
« Reasonable tolerances

= Customer Controls
— Controls to be implemented in HMC, SE and Active Energy Manager.
= Capping enforcement:
— No capping enforcement through dynamic performance reduction is required
= Power management should be used in conjunction with the System z Power
Estimation Tool which allows pre-planning for power and cooling needs
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Broadband RSF/Media Only Firmware Component Updates

= Firmware Updates on System z can be obtained via
— RSF (Remote Support Facility) IBM Support Center using a
« Broadband connection or a
« Modem connection
— Media

= Firmware for zBX components have a tendency to be much larger than current
System z firmware

= 2196 will limit some firmware components such they can only be updated via
Broadband RSF or Media, not Modem RSF
— Even in some of those cases, if the size of the FW update is too large, it may be decided to not even put
fixes into RSF (RETAIN) and would only be available via media.

= Service team has been working with customers to migrate to Broadband RSF
— Security concerns of using Broadband versus modem have been addressed.
— Broadband RSF Tech Note is available in IBM Resource Link to aid customers in understanding the security
infrastructure of Broadband RSF.

= The zEnterprise is planned to be the last high-end server to support dial-up modems
for use with the Remote Support Facility (RSF), and the External Time Source (ETS)
option of Server Time Protocol (STP). The currently available Network Time Protocol
(NTP) server option for ETS as well as Internet time services available using
broadband connections can be used to provide the same degree of accuracy as dial-
up time services. Enterprises should begin migrating from dial-up modems to
Broadband for RSF connections
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Dank u
Dutch Merci Cnacubo Gracias
French Russian Spanish
T L 2EAFSHLICH Tacksséd_rr':ycket
Arabic Korean wedis
qJc-?lfﬂ'ca' N2 NTIN
indi Hebrew N N
Obrigado T,;fl'
F’Brtaz%ian Chini‘j‘
ortuguese Dank
Cepernts Thank You
HYMNESSETNET Trugarez Ta-k
Japanese Breton Danke Danish
German
Grazie 7
Italian Em@
Tami 3 .
dékuji vaufu

go raibh maith agat Czech ha

Gaelic

78 © 2010 IBM Corporation

9/27/2010

36



