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X-Force research

One of the most renowned commercial security research & development
groups in the world

A —— .~ | X-Force Research

The mission of the 14B analyzed Web pages & images
IBM X-Force® research and 40M spam & phishing attacks
development team is to: 54K documented vulnerabilities

13B security events daily

Research and evaluate threat and protection

issues
Deliver security protection for today’s security Provides Specific Analysis of:
roblems
E - Vulnerabilities & exploits
chaﬁcl-:-%% new technology for tomorrow’s security = Malicious/Unwanted websites
= Spam and phishing

Educate the media and user communities =  Malware
e — = Other emerging trends
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2011: Year of the security breach

2011 Sampling of Security Incidents by Attack Type, Time and Impact
conjectura of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
Attack Type
SOL Injection
URL Tampering
Spear Phishing
srysove —
. ooes
SecurelD
- Trojan Software
- unknown
P ary SOI'I}I'
RSA
Size of drcle estimates relative Impadt of
breach in terms of cost to business
c00000
Jan Feb March April

Source: IBM X-Force® Research and Development
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Who is attacking our networks?

Attacker Types and Techniques 2011

Source: IBM X-Force® Research and Development
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Key Messages from the 2011 Trend Report

= New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

= Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

= The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

5 © 2012 IBM Corporation
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SQL injection attacks against web servers

Top MSS High Volume Signatures and Trend Line - SQL_Injection
2011
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Source: IBM X-Force® Research and Development
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Shell Command Injection attacks
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Source: IBM X-Force® Research and Development
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SSH brute force activity

Top MSS High Volume Signatures and Trend Line - SSH_Brute_Force

201
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Source: IBM X-Force® Research and Development
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Explosion of phishing based malware distribution and click fraud

Scam/Phishing Volume Over Time
2008 Q2 to 2011 Q4
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Source: IBM X-Force® Research and Development
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Anonymous proxies on the rise

= Approximately 4 times more anonymous
proxies than seen 3 years ago

= Some used to hide attacks, others to
evade censorship

= Signature detects situations where clients
are attempting to access websites through
a chain of HTTP proxies

= Could represent
— legitimate (paranoid) web surfing

— attackers obfuscating the source
address of launched attacks against
web servers

10

4505
400%
A50%
200%;
250%
20055
150%
100%;
50%
0%

1,200,000

1,000,000

800,000

600,000

400,000

200,000

Q

Volume of Newly Registered Anonymous Proxy Websites

2008 to 2011
/‘\.H'a
-
/ T
=
.-"'"'-F--
.-'-""-*
N e
e

= \x\ .--'/-"I
- \R\./
H1 H2 H1 H2 H1 H2 H1 H2

2008 2009 2010 201

Source: IBM X-Force® Research and Development
Top MSS High Voelume Signatures and Trend Line -
Proxy Bounce_Deep
2011

I | ‘

rr il Y | i il
T 1 - _"'.___ ¥ 1

—I“I— Ly r -” I.|h 'Y I' Il:. ‘ |
.I.._l.—-"f—'-""'f__":"/"'_ﬂl-"-"‘_'"m I ]_.I I | Ihll |. .r I [ 1|III.' I.“.'.-JI '."I _I | || I 11 I

.....

Jan Fab Mar Apr May Jun Jul Aug Sep Ot Mow Dec
Proxy Bounce_Deep

Souwrce: IBM X-Force® Research and Development



vy

[N -

IBM Security Systems

= Attackers able to generate unauthorized

certificates for later interception using CLIENT SERVER
man-in-the-middle types of attacks
— Used to attempt to listen in on |
encrypted connections Client Hello
— Breaks a basic trust for users—that srveriiilis
visiting encrypted SSL pages mean Certificate
communicating securely Server Hello Done

Client Key Exchange

. THC SSL-DOS Simon e

— Proof-of-concept tool used to C“E”QS%EE Spec
perform denial-of-service (DoS)
attack against servers
communicating via SSL/TLS

— Potential for everyday laptop on
average connection to take down an
enterprise web server

Further communication encrypted

GET/HTTPAA

11 © 2012 IBM Corporation
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MAC malware

B iecinler  Fik Edg Wiedos  Help

L B o Wed L5SFW O

= 2011 has seen the most activity in the Mac
malware world.

— Not only in volume compared to previous
years, but also in functionality.

» In 2011, we started seeing Mac malware with
functionalities that we’ve only seen before in
Windows® malware.

ITARER

B Finger Fle ES Wies Lo ‘Windsw  Help @ 4 Tue5S1PM <

Source: 1BM X-Foree® Hesearch and Devslopmeant

Seaerved M Firman apsaal:

I+
Sranreed direx oo b Lk Zean Dule: 102
Statistics Virnes Setected: 13 Timing Lt Vinoe Detecsas: 11

Source: |BM X-Force® Research and Devalopment
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13

= New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

= Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

= The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

© 2012 IBM Corporation
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Vulnerability disclosures down in 2011

Vulnerability Disclosures Growth by Year

1996-2011
= Total number of 10,000
vulnerabilities decline  9.000
— but it’s cyclical 8,000
— We have 7,000
witnessed a two 6,000
year, high-low 5000
cycle in - 4.000
vulnerability 2 000
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since 2006 2,000
1,000 I I
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Source: |IBM X-Force® Research and Development
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Challenging exploits: more vulnerabilities in widespread category

Exploit Effort vs. Potential Reward

High , 2011
» 34 X-Force alerts and - ] L
. . . Sophisticated Attack Widespread Exploitation
advisories in 2011 High value vulnerabilities Inexpensive to exploit
« easy to exploit, sweet
spot for malicious
aCtivity E - Email attatchments
) % | - X-Force Discoveries - Drive by download
* most Currently belng @ | - OS updates help mitigate exploitation . Client-side remote code execution
eXpIOIted In the Wlld :;“ - Do$ attacks (increasing in frequency)
— 12 harder to exploit but 2
high value =
» This number higher
than previous years
P y Not Targeted Widely Occasional Exploitation
Hard to exploit Inexpensive to exploit
Low reward Low potential reward
Low
Difficult Exploit Effort to Achieve Easy

Source: IBM X-Force® Research and Development
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Public exploit disclosures

Public Exploit Disclosures
2006-2011

1,400
= Total number of exploit

1,200
releases down to a number

. 1,000
not seen since 2006
800
— Also down as a
percentage of 60
vulnerabilities 400
200
0
2006 2007 2008 2009 2010 201
Public Exploits 504 1078 1025 1059 1280 778
Percentage of Total 7.3% 16.5% 13.3% 15.6% 14.7% 11.0%

Source: IBM X-Force® Research and Development
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Public exploits

Public Exploit Disclosures for Browser Public Expleit Disclosures for Document Format Vulnerabilities
2005-2011 2005-3011
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Source: IBM X-Force® Research and Devalopment
Source: |8M X-Foroefr Research and Developmand

Public Exploit Disclosureas for Multimedia Yulnerabilities
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Source: 186 X-Force®l Research and Devaloprment
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Better patching

Vendor Patch Timeline
201

Unpateched
36 percent

Unpatched 9%

6 percent

58 percent

£1.9%

45.1% 43.3% 36.0%

Source: IBM X-Force® Research and Development

Patched Same Day

znt
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Decline in web application vulnerabilities

* In 2011, 41% of security vulnerabilities affected
web applications SR Web Application Vulnerabilities

as a Percentage of All Disclosures in 2011

— Down from 49% in 2010 B

— Lowest percentage seen since 2005

Web Application Vulnerabilities by Attack Technigue
2004-2011

50%
45%
40%

35%
0%
25% -
20%

Saurce: [BM X-Forcef Research and Dovelapmeni

15%
10%
5%
0%
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B Cross-Site Scripting B 3QL Injection B Other [ File Include

Source: |IBEM X-Force® Research and Developmant
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Attack activity in web-based content management systems (CMS)

2011 CMS Vulnerabilities

Lt Pt st
Etlp-'l:nrl BO percent

= Web CMS vulnerabilities are
favorite targets of attackers
because they are publicly
disclosed and impact a large
number of websites on the
Internet.

— Zero day vulnerabilities in
these systems have factored S—
into a number of breaches
this year

2011 CMS Plug-in Vulnerabilities

Ungalchad: Patched:
48 percent 82 percent

20
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Cross Site Scripting (XSS) vulnerabilities

= In 2011 XSS vulnerabilities half as
likely to exist in customer's as
compared to 4 years ago
= However, XSS vulnerabilities still
appear in about 40% of the applications
IBM scans
— High for something well understood
and easily addressed

21
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Annual Trends for Web Application Vulnerability Types
IBM* Rational® AppScan® OnDemand Premium Service

2007-2011
—
——
S
_—
>
-H-""-u.
e _____+—_ e

e ——— §———— i
2007 2008 2009 2010 2011

—+— Injection —=— Crass-Site Seripting
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Evolution of spam — trends from 2005 - 2011

Evolution of Spam
Trends from 2005-2011
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Key Messages from the 2011 Trend Report

= New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

= Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

= The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

23
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Mobile OS vulnerabilities & exploits

Total Mobile Operating System Vulnerabilities

2006-2011

180
= Continued interest in Mobile 160
vulnerabilities as enterprise users "
request a “bring your own device” -
(BYOD) strategy for the workplace o
&0
40
20
a

2006

B fobile OS5 Vulnerabilities
Maobile Operating System Expleoits
2006-2011
= Attackers finding these devices .
represent lucrative new attack
opportunities B
0
g
1
2
0
2008 2007 2038 2008 g il 201

B Mobile OS Exploits
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Challenges of cloud security

= We saw a number of high profile
cloud breaches in 2011 affecting
well-known organizations and
large populations of their
customers

= Customers looking at cloud
environments should consider:

— Cloud-appropriate workloads

— Appropriate service level
agreements (SLASs)

— Lifecycle approaches to
deployment that include exit
strategies should things not
work out

25

\ —_

Securing access to cloud-based applications and services

Enterprise
IT organization

il
A

| T
Trusted partner/

hybrid cloud

|

On-premise
private cloud
* Federated identity

* Security events
¢ Data entitlerments

-—

Dynamic

"/>

/:.

infrastructure

public cloud
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Social Networking — no longer a fringe pastime

= Attackers finding social networks ripe with valuable information they can mine to build
intelligence about organizations and its staff:

— Scan corporate websites, Google, Google News
« Who works there? What are their titles?
» Create index cards with names and titles
— Search Linkedin, Facebook, Twitter profiles
» Who are their colleagues?
« Start to build an org chart
— Who works with the information the attacker would lik
« What is their reporting structure?
« Who are their friends?
« What are they interested in?
« What are their work/personal email addresses?

26 © 2012 IBM Corporation
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SQL injection attacks against
web servers

Shell Command Injection attacks

SSH brute force activity

Phishing-based malware
distribution & click fraud

Anonymous Proxies

Mobile Malware

27

Scan, identify and remediate vulnerabilities in
web applications and software code; block
attacks before updates are available

Scan, identify and remediate vulnerabilities in
web applications and software code; block
attacks before updates are available

Search for and prevent the use of weak
passwords; prevent the deployment of systems
with default password onto the network

Defend your network against spam and web
based drive by download attacks

Consider blocking proxied connections inbound
to your web server depending on your security
policies (this solution isn't for everyone)

Look to deploy mobile endpoint management
solutions

AppScan

Network Intrusion Protection
InfoSphere Guardium Database
Activity Monitor

AppScan
Network Intrusion Protection

Endpoint Manager

zSecure Audit

Network Intrusion Prevention
InfoSphere Guardium Database
Vulnerability Assessment
Identity and Access Assurance

Endpoint Manager
Network Intrusion Protection

Access Manager for e-Business
InfoSphere Guardium Database
Activity Monitor

Endpoint Manager for Mobile
Devices

Mobile Device Security in the Cloud

(SaaS)

© 2012 IBM Corporation
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Now a business problem...

28

» Organizations are making security a
strategic priority
—Enabler of innovation and value, not
just a cost of doing business

» Requiring fundamental changes in
processes and attitudes

= Strategic shift needs a new breed of
security leader

—Clear voice in the C-suite and the
power to drive meaningful change

© 2012 IBM Corporation
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IBM’s own strategy: Ten essential practices for security leaders

Kristin Lovejoy
IBM Vice President, IT Risk

W 5. Take a Hygienic Approach to i i | ”l | | i ‘
"

7. Address New Complexity of
Maturity Based Approach

E | é&l@ 8. Assure Supply Chain Security @
.? ———————————

| yad
A e | e pranciive 9. Protect Structured &

L) 3 L]

PROCECARES
_ 1. Build a Risk Aware Culture & . .

3. Secure the Workplace of

© 2012 IBM Corporation
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Intelligence: Leading products and services in every segment

Enterprise Governance, Risk and Compliance Management
GRC Platform (OpenPages)

‘\ .

Risk Analytics (Algorithmics) Investigation Management (i2)
3 i
IBM Security Portfolio
Security Intelligence, Analytics and GRC
— QRadar QRadar QRadar IBM Privacy, Audit and
p SIEM Log Manager Risk Manager Compliance AssessmentServices
IT Infrastructure — Operational Security Domains Security
- Consulting
People Data Applications
p :
| Identity & Access Guardium AppScan Enterprise, Network Endpoint )
Management Suite Database Security Standard & Source Intrusion Prevention Manager (BigFix)
Managed
Federated InfoSphere Optim DataPower SiteProtector Virtualization & Services
Identity Manager Data Masking Security Gateway Management System Server Security
p :
<1 Enterprise Key Lifecycle Security QRadar Mainframe Security [———
Single Sign-On Manager Policy Manager Anomaly Detection (zSecure, RACF)
X-Force
Data Security Application Penetration and IBM
Identity Assessment, AssessmentService ~ AssessmentService = Managed Firewall, Testing Services Research
Deployment and UTM, and Intrusion /
Hosting Services Encryption and AppScan Prevention Services Mobile Device
DLP Deployment OnDemand - Saa$S Management ¥12:03
J
Products Services

© 2012 IBM Corporation
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Connect with IBM X-Force research & development

W

19 Ak

L _J
Follow us at @ibmsecurity Download X-Force  Sybscribe to X-Force alerts at
and @ibmxforce security trend & risk http:/iss.net/rss.php or
reports Frequency X at

http://www.ibm.com/security/xforce http://blogs.iss.net/rss.php

i

Attend in-person Join the Institute for Subscribe to the security
events Advanced Security channel for latest security
http://www.ibm.com/events/cale www.instituteforadvancedsecurity.com videos

ndar/ www.youtube.com/ibmsecuritysolutions
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