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drwxr-xr-x 36 db2instl db2grpl 4096 Jun 15 11:13 db2instl

T EEEIEENE S, HE I H {1 NODE00Ox &1 H S B # B~ HV/F L
drwxrwxr-x 11 db2instl db2grpl 4096 Jun 14 15:53 NODE0000O/

Fan, anEBAEEN T /db2/data/db2instl/db2inst1/NODEEOOO H e, AB4 /db2, /
db2/data. /db2/data/db2instl, /db2/data/db2instl/db2instl FI /db2/data/db2instl/
db2inst1/NODEQOOO X 48 H SEARTTE drwxrwxr-x AL,

40, 7 NODEQOOx HiEH, sqldbdir HEFHE drwxrwxr-x AL
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drwx------ 5 db2instl db2grpl 256 Jun 14 14:17 SAMPLE/

drwxr-x--- 7 db2instl db2grpl 4096 Jun 14 13:26 SQLO0001/
drwxrwxr-x 2 db2instl dbh2grpl 256 Jun 14 13:02 sqldbdir/
R

ATHEIPIHPREY, BEARER DBVAME B3R (a0 SAMPLE ) 1 SQLoox B RAJ
WA EM AT Z DB2 ¥IEEEIERGEXLH RIATEERNITFRIMN.

MEFRER

AR5 AR BIAMETT %

6 uRmEwetEE

I I S 451 R0 v S SR A R, A S Y A i SR A X AT SR Y 7
KA.

RSB A7 AR 55 4% L RO BC B SCHF . B RAERIE SCBIN ST R A, B
WIHRAT — A TAUE SR, G2 2 s 0ot Kbl 12 M 55 A2 R 95 2 1 T 1) BT A 200 /2 14
Pl
UNSRAT 5K 45 Kb P 5 ) Bl U8, 200 2% B8 Al U DA GIE A B AT & DA IR 2R 1
X

£ ATRLUFIMIDLR Web 3 S DIZKEUCA 6 DB2 $dE 1% M R 4 FH Xt FH P AR IR AN A 1Y
(ffi J SERVER_ENCRYPT AR} ) s & M P Asit. B3 A0 0 - 4ol (6
DATA_ENCRYPT AUERF ) A7 %85 A I AR RO IAIES . http://www.ibm.com/security/
standards/st_evaluations.shtml,

AR EER LURAA

XF CLI/ODBC #1 XA CLIVODBC [ HIfefF, TEALHFT Z ALY s sK s i
AN UEAIL 5 B b e S AT 2 42 AR B It PR ILRAR R, PRI, o e mT i e g
A D48 FH P 37 SR B i A AT A SRR U, AR S S 1% W] A 4 BRI O A 9 A Ao JHC Al P oy 22
JEPE (B, sk, s SR A 2 bR ) AR, E BRI E N, Java RV
FHRE P SLVERT U4 P R BB 7 7%

PRI gl LU SCRT i bR SO G DUBEAE o 5 3 3% _EOT# 7 A/ 200E,  Brlloh 7 5es)
AR FE R LR U A P hhe, FP 90 09 % a4 fF e he s

o BROUR R ERE

o XZ AR B AL DB2 R AURIA

MR CLIENT ZMUAGAEA L, B4R il 37 5 ol £ i .
RAAIAMESRE

AT T IIAUESAY:

SERVER
FEEAE R 55 f E OB T i bC B A A e E LR CBtn, 3 ad 22 4 4 R
Pe) PEATINIE. R L ENLE R ARAE S R IRE E T T iR A
i, ALK EN KL Z M5 a8 FHAEM 52 X e 56 R0 P iRl s 4
FrEBe, L E R SR VFIZ R U [ SE .
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B RS B ARADAG I — A E B AN M E B R R E R, X TARHSE R, A
WEZEAJE SERVER B, AFE AR EFIE DL ] G &),
SERVER_ENCRYPT

REM S22 %K) SERVER TAE %, WHRAEERF FHUNE, # HTER

T PRI R UIER P AL, 24 P R iR A i 1o R 25 & P AL k% 2 R

F i, EAIALTFE mERE.

LR WS R S5 2% 2 R PR F= AR A UGIE /3 7 SERVER_ENCRYPT Hf, wJ DLk

Pl ] AES (B2 e snit ) 256 {4 ket A bR FI S il v 47 s

R, R PR BRI B 2 4L alternate_auth_enc, UL E S HEAL

=T

+ NOT_SPECIFIED (Bt45{H ) FmM55aniez®& PULE i mEsE, Kb
% AES 256 &y,

« AES_CMP ZWRFEUNRIEZR P LI ] DES {E3XFF AES %, ABamss
IEERT AES TN E BT,

« AES ONLY EWRENR % peil4%2 AES fN#%. WRE P HIALE AES i,

IB AT WAR A,
(S E LS 55 4% Z [BI FR Y IAIE 7% 5 SERVER_ENCRYPT [, A fiEfil
AES fil%#,

CLIENT
8 il ERAE R & MAE TR Y IR 1y B e B 85008 1 X BT INIE. B
FIMLTT S b, KA e ) B o i 4 ) 48 2 1 P b iR R S 5 A 0
PR RIS R AL G He i, DU E 2 v s P AR IR T R % SE ], RAE A s
AR 55 B BT HAB A UE, XA AR R BRSO
R P PAT ARG S8 & P UUESE, I REZAME P UL TAER IR 511%
.
AR AR L H HA CLIENT Ak, ABA 5 M4 S 800 e i 2 1IN IE e
trust_allclnts i trust_clIntauth,
RAFAEEFHLE CLIENT &2
EMEFVUEEATER, A Z2ERENE L
Y VEFEIAIEZERY CLIENT I, A]eds — B it ke fH 1E AR 2R
BREA A ZEERNE PR R,
BRI R Z2ME PR RS, EHE A trust_allcints S40%
BN NO RIEFEAIER FAUAE", XEWE A E 5] IR
MR &#8 AE . RAE % P UURTEMR 45 4% EEATIAIE, IF BNk
BF AR A T P RR IR A RS, ] trust_allcints fil B 2 HORE R G
EREBE L, SRR E S YES,

S WTLUEWT A % ML (trust_allcints Sy YES) , {HH g5t
LT LA T OE AL 25 22 2 R 4.

BEBEX T alE R 0L, Al n] e A AR IR 55 A% L 58 OAIE,
trust_clntauth fCESHORIERX A (E & P ULET RIE AL E, S5
(k4 {E L CLIENT,
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E OO T RERE L, IRTEIRE CONNECT & ATTACH I¥#A
B AR PRI BUEE, A PR RIETER AL AT,
trust_cIntauth 25 F#iExT USER 5 USING 14 BIRGERI(E
BT RAER A E.,

N T B IEFTA R AL (A 2/08® Fl System i® L) JCC 4 2%
ML, (HAEHE 208, 0S/390°, VM, VSE #il System i FHIZAHL
DB2 & L) #HAT ARV, &6 trust_allcints SHKE R
DRDAONLY, HAAXEE FHLA[{EH, A BEATE FPamiliE. frd HoAh
P AL P AR IR D, DLt R 554 DGE,

trust_cintauth 80T & AESEATR B E U AL E:
trust_clintauth j& CLIENT, ISATER P AL E#EATIAGE. Gk
trust_cIntauth /2 SERVER, A2 ARSEM P FRiR M a2 AL b
PATIGE, R 46T P AR R RO IR R 45 8% B FATIAIE.

# 1. il TRUST_ALLCLNTS F TRUST_CLNTAUTH Z#{4H & 01kl 77 =,

ENCIREE]S
DRDA® & |ARAfE3E A5k CIREEL
FHLIAE DRDA %/ |DRDA %/ |DRDA %/ |DRDA %/ |DRDA %/
CGEERRP [HUAE (B [HUANE (% (HUAE (F |[FUAE G2 [HUAE (B
RIRFNE | BPRNRE | BRAPRIR | APRRIRA | BAARIR | BARRIRAD
trust_ allcints |trust_ clntauth |3) =H) FNEFHG ) =) FOEZAL ) =)
YES CLIENT CLIENT CLIENT CLIENT CLIENT CLIENT CLIENT
YES SERVER CLIENT SERVER CLIENT SERVER CLIENT SERVER
NO CLIENT SERVER SERVER CLIENT CLIENT CLIENT CLIENT
NO SERVER SERVER SERVER CLIENT SERVER CLIENT SERVER
DRDAONLY CLIENT SERVER SERVER SERVER SERVER CLIENT CLIENT
DRDAONLY SERVER SERVER SERVER SERVER SERVER CLIENT SERVER
DATA_ENCRYPT
Mk 55 #8821 SERVER AiEF ZM AP EEmE. ZiEs

SERVER_ENCRYPT FiRt) TAET sUARIR. 4 F AR ORI it o) 4 %5
PUAIE ZR ISR, BT E MR,

i LA UESAY N, e LT A K

8  udmriz R

SQL Fll XQuery 4],
. SQL P RACHE.
MALEE SQL B XQuery 5 /A) FIEL 55 E A 1 e 545 H e i 00 5icds

AT RAR 1 Lk sl T A 2 SR R
KXf% (LOB) Hudliifi 2.

SQLDA i 1.

DATA_ENCRYPT_CMP
Mz 55-#5H2 32 % 1) SERVER AIEJ7 A1 P 8l i i, S dh, MOAIESRA A
5 REF; DATA_ENCRYPT AUEZREI T E/=maFss, X85 air i
SERVER_ENCRYPT TAUEZRBRIATESE, I H AN -8R -7 s, Sk
SBAIE 27 1) 7 200 HIRZ A IE A, DR AR S Al 55 19 Bl 2 4 2
PBCE S A%, TAE CATALOG DATABASE 4 I {81 il 1% IAIF SR TE k.



KERBEROS

4 DB2 % FUALRIR S #5359 000 T X K¢ Kerberos Z& UMY AI#AE RS A, fi 1
BRI, A SR AR R I E P, Kerberos 22 & PEHMIAE NS =05
WAUERR S5 AT INUE. B BTN AP B SEE, A8 T A 37 2R A b i[9 265 i 55 14 7
arp, R E R R S, BT R TR T A AN A DB SO Oy
Al d 2% 8K — T 2, ] Kerberos 2 f¥, REWXTIZEE DB2
B ZE IR 45 2500 FH B 5 8 SR TR, KERBEROS DI HIYE & Ve R4 b % 3
Fr, WESAMREERD LT HEZER.

Kerberos TAIE TAE RGN F i 7

Lo P xS BiY Kerberos #4143 &ty (KDC) i F sl oA UE 5 5%
B B RO TRERRER (TGT) KIERE L.

2. TR —Br B, WMsak Bin ERBFREERE P, EERBTRE
DB2 Hude Pl 55 e 55 O MR 55 P 44, Jd i AR 55 B B AR AR 4 PR A4
FTHWWEUE, &P T EIERNMRS (TGS) iFRkMk5 8, 1Z%EiE
WARE RS . WERE LR T R A R B 5% 1Y B bR AR 44 R
AR, W2 TGS 1% F ALK R 558, A8 A H kb iy F 1464
PR REWE 48 %€ 4 namel/instance @REALM, ([T DOMAIN\userID #
userlD @xxx.xxx.xxx.com = DI4N, Windows B3 fribAg . )

3. FPAUE A fFIE (P, EVTRER TCP/AP) K Buik 55 55 8 ks B M55
o

4. g5 AL PRI 55 L. SR POLAIR 5 R A AL, B ATNIESE
J.

AR SN P E SR E ST B, R AR S5 0 H bR AR 2R WU EE
Kerberos TAIEZEAY . fiff L 7k, A ZWE B8 — B BL

RS E T PR RS, IS A% 7 HURs 3 K% P ik ™ A4 7 FE LAY S
FHs TN,

KRB_SERVER_ENCRYPT
F5 2 M55 #8452 KERBEROS AUES AN SERVER \IEJ . WIERE AL
JAIEZERI R KERBEROS, H4ffi il Kerberos %4t RS INIER AL, WRE
FALIEZERLE SERVER_ENCRYPT, JBAM MM A AniR FUn s & i k% -
Pl GRARAE 2R S ALGIEERL, A aE, & ALK Kerberos, 5 0E
PO RS, X T HARZE PAUAEERL, KR E - IR, RRER R
FHLEIAEZE R 48 £ & KRB_SERVER_ENCRYPT,

iE: Kerberos TAIEREITER E#AE RS L% PRI 5548 B2 30 5E, i
SRR T E 2R, X T Windows #4ERSE, & P UG &%
AR T Al — 1 Windows I JE T rl{Fhl. FEMR 5545 X FF Kerberos H K4t
({HIEAERHEB) B ML HF Kerberos WAIERYIEIL T, W # L IAGEZRAY,

GSSPLUGIN
T8 M55 #R F GSS-APL iR PUTINIE, WHERAKFGE & FHLAE, R
5528 X RF IR AR 512, AR AR B R A AR B B 2 8L srveon_gssplugin_list
HBIRIGAEAT Kerberos iR EIEE FHL, & P HLAGIZE P EEAER P AL 1
HoRH B EE — NG, WERE P UUR R HI R P AT G4, B
Kerberos TAUE A% (UNARIE ) NIER P AL (R % FALLIEE GSSPLUGIN
WIERZ, ABAM HF 3+ 5 — A SR G AR DGIER P AL,
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GSS_SERVER_ENCRYPT
e M 55 A B 32 A PE DR SSOMN 4 O 55 4 AR T7 58, A SRt s 4 PR R AT & 7 AL
WIE, AR A R 5548 S35 A 14 5102 P 23 — A& P LSS O AR SR AR 7
#L.

AR ARTE & P YUAE LAESITRSERE (BRI, AEREER, %P IUA R
FIRRIRER ), IS ARk 5545 [k 55 45 S FER A 1F5113%. Kerberos AIIE 7 %
(T FE P R F MG 5T Kerberos (1) FINB IR 5528 GF %, 1
2 PSR H P R B B 5 — A SRR R VGRS FAL. IR P AL S
HIFeH AT 1E, 8408 F Kerberos TAIE T ZWIER ML, WERE PHLIASL
F§ Kerberos AIET7 %8, Ml AN AR 55 5 DGIE 7 2R IAIER AL, HEHK A
HERFEMTRM, W DB2 #2444 Kerberos 1fi {43 M T #:/E RSt 8 WAk
PP TS B 2% srveon_gssplugin list 5 3ET Kerberos MHFLE, TS
LB FIULAE Kerberos TAIET %,

MRS EZ UL HAESAT B (H, RINHEHE A P bR s ) |
HBLINETI %41 F SERVER_ENCRYPT, FEILFENL T, B4l FMRAf e 5
2RI T AR 25 A o T ARcd e 2R B IL ' 241 alternate_auth_enc (1)
WHE.

iE:

Lo B 0 e B SCAFAS B 1 5 0] 52 21 B SR b R B A OR 4, BT DIE BEBOMGIE /R B,
AETEEHH B O BUE RSO Z Ab, T F1RCE 2 B A i BSOS B i SE Y
Piln):

e authentication *
e sysadm_group *

e trust_allclnts
e trust_cIntauth
* sysctrl_group

e sysmaint_group
* RN B B S 4L

1] DR IC— SE45 i R i O X PRI A & kA R B /MK OB FE DB2 Bl 2 &
S22 AN, TG AR T — AN EOE AR R BRI, B A AR R AR
RHPRVE RGP, HiRIEN A DB2 B 22 A A o 0 AR RS e
BC B SCPE, I P 2 4 BAG S BN P A A B SO IR AR IR I R R RR AL,
R, X FhGE 2 A A A B Mo PR T S A AR I B SO T AR R, R
RE DL AE Jr A BOHAE AT oA DB2 H5cdia 2w &6 PSR pr P, HRRBR T P A R
A

« UNIX V{5 LB &

* Windows “F4: JBTZAH#M 1 Administratorsd A0 A G

o HAbFG: T EHM & ERA A e, FILITA T eI an e 2
A e PR

ZiEE PHRNAETE SN

10 o2 e

EPog €k T IERDN L SR ppu Ea vl LR MR E € T L E B SEL iR ANTE Sith



AR ENIERR, MERIEE, BB UM IAEER 8N
SERVER_ENCRYPT, {Hj%, IR %545 AR ZF: SERVER_ENCRYPT, A% FHLH¥2
IRE R 55 o SCRF R E E I, WER R 554 S 2 IR, IR A% P2 A iE
ks, TR EAEGR, & BHET R DU O IR A AR R L, FEEAL T, &1
L 1 A2 S RE R AR R R X Bt e g H . SR ds 2 TIAIEZERY, Ads e i 5k
45 ERYEARUCES, AUESSCRIIRGG. AR A B R IL RS, 84 DB2 #1422k
8. IE R BCE Z R 2 BB R (2R DB2 BdEERREIRE ) . TE
ACEHES T, MRS & b A E 2R ).

JNIE26% DATA_ENCRYPT_CMP 515 i 3E46% P HLf# il SERVER_ENCRYPT A
A ] DATA_ENCRYPT k4 R MR 545, XL ALk B AR SR B0 s i i
RATM. XA UETE T FIE LT A TAE:

o RPN V1.2,

o MR V8 FPT BUH & A,

« k5544 V8 FP7 B M & AR,

FEXBEOL T, FOCRER S Mo de. BAAFIEATERE, BIEE P UTHRE V8
OOH A, BCE R RGN V8 FP6 S ARRRA.

i o 9 S I 2 A AR S A Sy R 5 Ak B Bt 12 o 2 ORI E T B IO T B A UE 2
AU WEJ7EAT DB2 Connect™ J5 SR XK RN (9% FOULRIAR 95 2 (&
PLIXE T DB2NODE (Efff AL ) RULAE AT 4THY. HexT H 320 X B 47 4
H, DUE“BRER” 28 L0 X. AR S, e A HAER G A9 H AR, X
TR RAER LS R 55 A 2 Ta] LA T BR

MR T A M AR RNAEER A& L, B4 0T RE 75 Bl F A [ 1 DA IE 2 30 7E R 56
SR ZABE R AT an H . T T BAER b g H IR RS, 0] DA AR 2R
R S5TE% PR 55 e b i e DG RUAHTA], 303, wTRAfE ] NOTSPEC 1AiEEHRY,
{HEEE T ## NOTSPEC #:45% SERVER,

S EEREEMEEEE
FE— AP IR RS, 5 R P 543 B 5 SR — 4L PRI, SR s X
AR 8 0 b VR DA TR 03 B O R T .

BV I X — 2L

Kerberos AL

Kerberos &5 = ML IMIEVMY, B HLEHHRS, EALENMEIREEH 2
IIESH . DB2 e R g% AIX®, HP-UX. Solaris, Linux IA32 fll AMD64 J
Windows #/E &% F Y Kerberos P GE RN 57 85,

B

Kerberos INMEH W& ZEMRGEH, FEIZRGET, MWAHREFMG4&SF ) UL R
9 e i e 5 FE B (A W SO P A IR A A X ) . X B8 i 55 S5 80 S FE L,
HIFR A Kerberos # #1531l (KDC) Yl 55 ar 2 ft, SEUERYAETFIAIR, FFHR
A H LRI 55 A A RE RN SEIE. X L8 Iy fig nl 20 2 4 XU, B8 6 B R 4 b 4
R, A (£ Kerberos RiEHFRN F/A) $IF5 KDC L= (% N
YL BRIk, [ KDC FEMAY F A A RAILR 42,
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Kerberos [1] — /> XA FRAE 2 T 3 (I B0 SO SR ARG TP HR Ik — Uk S0 RIAT 3 [1]

Kerberos $8H (7. IR S SRIRE R E P T iE 2 DB2 B 2 e 55 4% 1 A 42

R PPRREER, B SR EE TP ARIRRE R, ok Kerberos fifi A SLA7-fifs

FERAEAE TR, )5, Kerberos ZRPAHTUGE, M EIMIEREFE AL IER 55 2% 1) bR

A,

wE

WSETE R A VT BN 28 Il B Kerberos |2, A fE¥ Kerberos 5 DB2 3R FE RS

BoA i, X HAIE S, ARG DL R eR:

o AEE Y K,

o B PRI S8 B B R R TR — M Rel 2] E4k, 7€ Windows RiEH,
" {E3k (Trusted realm) #R A A[{5HK (trusted domain),

o T A Al S5 e o B R S,

o [EFTA AV LRI BRI 2P, Kerberos il H SIF 5 0 BRI A] 225 A0 R 1] f 22
Hid 5 reh, B2 ARBUEIE I 2 A A S AT DGR A %,

73 DB2 fR%531% E Kerberos

DASEAE A VBN 223 Il S Kerberos |2, A fE¥ Kerberos tAiF5 DB2 %idi g
RERCAE A, X FMAIEE,  DAGEAE I T A 4E s S B

FHiaZ Al

S IEAEff ] Linux, Sun Solaris Bf HP-UX #:AE RS0, ifife 25 L RLEE krbs JE
PISME Kerberos £, 750, Kerberos IAIES KM, - HA&TE db2diag H &S ICE
—ZH A,

W IELEM A Linux 3¢ Sun Solaris ¥/E RS, iiHI# IBM® Network Authentication
Service (NAS) Toolkit [J{EMISEH], FM PATH RGEAS R AN NAS ZdE i &
AR5,

XFHES

DB2 Hdi FE & A58 . Kerberos AR T2 75 (8 3% 422 1 FRE PP ir S 3L 119 S5 0 1 2 1)
T EeEIE, mH, HERH, Kerberos A H.INIEMSZ SCHr, B2 PR 55 &5
WA ] IR B S A e ] Kerberos, AT, HAth Kerberos Thfig ( UN7H 845 £
%) R,

ARIERGE FALMELE Kerberos 7 I HAMIFANE L, #HZH http://www.ibm.com/
developerworks/data/library/techarticle/dm-0603see/index.html 2i[f Kerberos =it A C
=N

DB2 #4 ) R 4iH Kerberos A7 Eifiid IBMkrbS GSS-API 4 4fi 1Y, ILififF

T M55 2 UERI 2 PALAGIE, 4R R AE DL T 8 %4 DB2 HilH] 2246,

« {f UNIX F Linux 32 {i#fE&% [: sqllib/security32/plugin/IBM/client A
sqllib/security32/plugin/IBM/server H %

e 7£ UNIX HI Linux 64 N #AEZRS : sqllib/security64/plugin/IBM/client i
sqllib/security64/plugin/IBM/server H %
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e 1 Windows #/EZR% : sqllib\security\pTlugin\IBM\client F1 sqllib\security\
plugin\IBM\server H3#

sqllib/samples/security/plugins HEd 424t T UNIX FI Linux #H/4 IBMkrb5.C [

JEACES, XFTF 64 { Windows #2VEZRSE, HH1FEEFR A 1BMkrb564.d11,

Kerberos #0128

Kerberos WA AMMEE. Fit, DB2 ¥ S B A< Hi 5 7 RS AR IREL kerberos T
WA SR, XT UNIX Fl Linux #4E RSG5, WEET G0 FEREM Rk .
fitm, X F FK name@REALM, DB2 35 e 7= il i A i A M 0 R0 LIARUGERAE &R
GHF name FrJEM 2R LZRIEAGE. WREAERGEMF name RETE, B4
AUTHID fUJg&F PUBLIC 4.

£ Windows #:AE RS b, HK 5 Kerberos F 14 HICHE, TofHUT HAb S Bk A1
AR RGP,

Kerberos Z$A% 301

Bz A E R OCHK, UNIX 8 Linux #4248 ERYE Kerberos fliz 45 262706 H AT
WEH B AE B AR, LR IE T DB2 Bl 12 S2 4 FAAE IR 5% 1 AR A IR 4L F2 44
REANAE TR B HR P RIS A%, A 5 % H R SR s HI R (G
B, S0 Kerberos 7 fhfi ki SR,

Windows $##1FREE EBA FHRCAMME; RE 2 H SR A L.

Al A KRBS_KTNAME BRBGAR BORSE E BAg S IR SO 4. (HE,  TROM IR o5 A i R 7E
DB2 Bl G| e NiarT, FrAssiAs e Al Ui, O 7l ik Fig o, 5l
i db2set 74K KRB5_KTNAME FREiZE ¥R IIE DB2ENVLIST iF:fiff 45 &

db2set DB2ENVLIST=KRB5_KTNAME

K} Kerberos AX] Windows i FI%8H3& 30/, BrRLSLEDI{U X Linux 3% UNIX fi45
enl H.

iig

Bl DB2 R45#%1XE Kerberos, iHHATLL T #AE:
1 AT T — P Bk 2% Kerberos:
o X AIX EAERSG, il7E AIX I DB2 %35 NAS (Network Authentication Ser-
vices) Toolkit V1.4 =T S kA., W M https://www.ibm.com/services/forms/
preLogin.do?source=dm-nas F#{ NAS #2511,

* XIT Linux 1 HP-UX ({X 64 i) #AERS, ELEHEERGLHEN T EEFET
Kerberos #2511 krb5,

o X}F Sun Solaris #:/E &%, Kerberos R 55t & 7E Solaris R10 H1, R EHA;
GH
o XF Windows ##:4/F &%, EEMIEHIEE FRH Active Directory,
2. ¥ DB2 =il E N Kerberos i, iS5 194 T r #8% Kerberos 1
%,
3. HERzh DB2 5.
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Kerberos B4y % FnRg 8¢
ASE R P ALAIIR G540 1 AR 48 T R — Ml s 2 A58, A e Kerberos
5 DB2 Bl RGN G .

EPHLEMR

AT AT DL Kerberos 88 HEATIAUE A E —ARiH#0AR y F /K. Kerberos 14 & iy id
A ER 2 8 AN SR AL AE 2 (name @REALM 5% namelinstance @ REALM ) 7€ X,
L ATER BRI (AUTHID) BRESHREE T name #5453, FrLA name WA70384F DB2 %
o e m A FN], Sk SEALIULKE A FRRR I 128 A FAF IR il = A5 b 4.

iE: Windows #1E R4 HHF Kerberos F & BS54 H A SCHEE, X Mg/~ Kerberos 1A
WEART] TR SEAE G Windows #:/ERZ. 1M H, Windows #:4E RGNS Fefii H]
A E8 2 2 B A% ok 8 L FE Gy, Bll, name@domain,

FEAUERIR AR S

SAFAETEHEE H R T G AL EAE RS AR IRARTR,  Kerberos M aT RIFERR EAT]
B OS2 AN R ARG IAIE, i il P 4% 0 58 4 PR G - 1A 44 Pk DL it O AR Y
TR AFRGXFEMBELER A, 7E Kerberos 1, #RifE Tk 4 Fx R AL s

namelinstance @ REALM

Hr instance W PIEMIERFL (/) W24 L0 48K, B0, namelinstancell
instance2@REALM, %, WEW instance FE.

A AE I 2 Y SCH BT B P Z5iE — . AR IS B8R (BRI, ARifE £ name
TB) ZIAFGE X — B, 7 B L R P O AR IR DB2 Kl B A
PEBRAE B, IF B ROZ R R B IR A, TER DT W S B 78 A ]
o APRAERMER B S R 3 AR et AR A B AR, BN, DUR A AR AR
LI 2 AUFRIR gregorlx:
— gregorlx@QEXAMPLE.COM
— gregorlx@WWW.COM
o AFRAE RMEAEA R S0 E Y 3 Ak w2 AHE R AR IR, fn,  RUR A~ Tk 44
PREBIL G 2 FAUARIN gregorlx:
— gregorlx/bigmachine@EXAMPLE.COM
— gregorlx/littlemachine@EXAMPLE.COM

PRI, R DL T HE
 XFFsTH DB2 K B e 55 4 0BT A R AR SR 9 PR, R A RS 1] R —
o TS, R FTA RA MR name 7B TR TR — H.

e SN

fE UNIX Al Linux #{E&R4EE, ix DB2 Hdfs Ll o5 & £ AN instance
namelfully qualified hostname@REALM, I, FIRWIRENS % Kerberos %4 F N, I
HAEE R 3 DB2 Bl e SE ) 2 B AFAE, PR R S TE 0] d A IR iR 55 4 24 PRl
45 DB2 % i 52441,



f£ Windows #ERG b, MR45 E 408 % o T 553 DB2 $di 2 Ak 55 1 ik ARii,
AR B — A M SE B LocalSystem Wik R shisf, FEILIENL T, MRE48 IR k4R
& host/hostname, V4% FPHLFIIR 525 88)@ T Windows B, MARIRA B %L,

Windows #/ERGEAN LRl BT MAF 2 HRB AFR. Bl component/
component@REALM, Windows % P24 2 UNIX 5450, X o3 80n) i,
M, WARFFEYE UNIX Kerberos #EATHEE, AFAWMTE Kerberos Fi£5 Windows
B Windows M P2 [AJ A GE, FHEREE, 1S RE2E Windows SU,

it K DB2_KRB5_PRINCIPAL IANEAN &% B MARIMEMR 55 4% F A 248K, W EH DB2 5
#27E UNIX FI Linux #4/E &40 EA# Y Kerberos I 55#% TR 2R, {24k db2start
A DLE B AL G, DB2 $dEE R A IR AR il 55 4% R AR,

BB Kerberos JAIE
WAFE S Kerberos TAIIE, A REXS Kerberos 5 DB2 ¥u#ii/E RGEHC &4 Hl.

% Yl B A Kerberos FAIF

BAEE WL LIS A Kerberos TAE, ¥ cInt_krb_plugin % 4 Bl gL & 2804 B
R BT Y Kerberos i {417 275,

XF AR, W authentication FLEZMH X E N KERBEROS i
KRB_SERVER_ENCRYPT, HRA% F ALK ] Kerberos, M|, A4RAL% F1ifi Kerberos 37
¥,

Y B 0P ERT, XS DB2 MRSSA 0 v iE R A H Kerberos TAIE, M2l kK Kerberos
$8E IMEERL, L R R BT R

CATALOG DATABASE testdb AT NODE testnode
AUTHENTICATION KERBEROS TARGET PRINCIPAL
service/host@REALM

B2, WRAEMNERGEE, IBaMRSSHSmE PSR S & F R 258,
EREE L EA Kerberos AIE

e 5545 LR H Kerberos AIIE, IETELXTIR 5% L1 srvcon_gssplugin_list $iffE
VA8 AR I B S A A R L dE RE e Kerberos ffifF £ %K. #41% Kerberos ffiff
ZARCAEAE ISR P R VFE PR 55 88 AR AT R 1B 4% Kerberos TATIETT ¥k,

WER AL & S 808 20 B&5F authentication [ & 24X & KERBEROS
KRB_SERVER_ENCRYPT, HFA RG4S Kerberos ffiff IBMkrb5, HEEFEE — 4
Kerberos ffiff,

B, B AREREIEM H Kerberos, ¥ svrcon_auth S8 E N T4k
TG o rp — A

e KERBEROS PIfuf#i i Kerberos tAilF; B,

* KRB_SERVER_ENCRYPT DIf# F| Kerberos F1 SERVER_ENCRYPT 7TAiIE.

ISR BN A JRiE A BB ] Kerberos, 15K svrcon_auth Jit'E S5 A7 I
authentication [l &S5 M(E ¥ B W E P —14 Kerberos PEIN,
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f3# Kerberos ik

FAE DB2 $EFE R4 FEH] Kerberos IEAAT R, W HFEEHCCTK Kerberos tAIIFif
%,

A Kerberos 10 ELIT LA
* ¥ Kerberos iff4i5~ GSS-APIL fiff, HIEWIMH K%, X1 [E 2 DB2 i
JE SR R AR T AR, ¥ plugintype A 1% B 4 DB2SEC_PLUGIN_TYPE_KERBEROS,

o TERSCTEALT, Mor et ie 55 8% TR PR 45 % P AL, Kerberos i 4 062 A
GSS_C_NT_USER_NAME # X (BRI, server/host@REALM ) #§ & F &,
GSS_C_NT_HOSTBASED_SERVICE #&=X (HlI, service@host) N33 Ft.

Kerberos #Z&4
DB2 Kerberos jAilF5 IBM System z®, IBM i fl Windows Z4iF%.

IBM System z #0 IBM i &M

RS IBM System z of IBM i 2% FAO%E A, 267f# ] CATALOG DATABASE iy
4f) AUTHENTICATION 7 KERBEROS TARGET PRINCIPAL Z:%ik 4 H %di .

IBM System z 1 IBM i #:{E RG#BA L Kerberos [ HINIE 24 I RE.
Windows [oJf

1t Windows #:/E R4t L il Kerberos If, T & LLF [ i
« Ay Windows #:1E RSk MIAHR & LR 1T X, AL MRS S8 E L%
AR IR,
— g EH
- IR
— HEH
— BRI T
L. ek &30

BeAh, fERTATEOLT, DB2 EHH K db2diag H &AL & B R A MEE FH
BT E.

o ARG P R AEA L E SCHY, IR R 2UHE S A M A A R R I, O HL
WHFNGER: TTES AL EHMEKR, 2T Windows #:1F RG A KRA
WHPERE, MRkTREAEEZETFFRDXNH A ETE2RE, F,
name@DOMAIN. IBM.COM,

* Windows K i 4 FRH ANRERSE at F4F (@), [Hy DB2 Kerberos B 1%F4F
WA R,

o WERE UL G AR R AE Windows #ERZE L, IBARMEH LocalSystem k) jH
3 DB2 fleg5. fHJE, WERE P VMRS aeE AR A SErh, IR AEETRER, Jf B
I E AR AR ZFRICROX — 4R, e tbssiR, Vit CATALOG DATABASE fir % ( ffi
FIbRHENR 55 a8 EUL A FARHES 4 ) 7EF P UL E R g H B s F 4k, 6 ARUT#
hostlserver hostname@server domain name, U, host248/
server34.toronto.ibm.com@TORONTO.IBM.COM, 1{#i | LocalSystem M /7 i L )5 ik
el A 0K P



TRk 55 =8 4P
(P RE AT BT R . RN 55 0 O W A SR ARG 1T, O LR 2
TRk B TSR AEAR A PR S5 R8FR 0, BT SR 45 T & O IE. DB2
P FRGEAR I T — RS EERR 548 L L A BRI U O T 3.

Yk R T IR & B R ER, WRIARTs R CRIREE ) 09 & AT hEs 8 % 1
AIX F1 Windows #:1EZ % 1) DB2 Universal Database’ V8, Linux #:4EZR % F 1 DB2
V9.1 FP3 S &4, DB2 z/OS Ft V7 Fl DB2 i Jii V6RI,

i, AR IR H R T S SQLI404N 4% i4id 1”5 SQL30082N“ % 4 Ab AR, i [H
1 CERS ) 7, IR CONNECT i A RA% U0 T 7 3 B0 4
CONNECT TO database USER userid USING password NEW new_password CONFIRM new_password

PR AT R ET B
(U B RURRIARIA ) AT T H 2 B BRI, 1A R AR ST A
TOE, LA QIR BUCER, LARAULIER 5%,

s 2 B A RN A T R AL, DU AT R A 5 P i A A J Bl 1 e
B AT AR B A AR A 07 AR sl X P AR R TR, s B A
AR A 20 U Y R B B A

FFEZFMIE AR BHR, F:ON LBAC fEiF, MAh, X mprA R &G et
PTG R A AR BE AR, — 7 hitig 1 IR AR,

EIEALR
P SRR FAy A B4 ) B e L )4 95 5 0 ST 1) 22 e PR AT 52 B 1.
BB R AR

Z G LHA PR AL T R R R JEE 1 X S 49) 25 53] o 5 1) 4 S AL
* SYSADM ( RHEEH ) R

SYSADM ( RGE M 51 ) PR &AL 1% Acdie 12 4 P s Jor B 2 A 47 ) 4 0
FHRAERIR, RGE W OIA T A1 2R SYSCTRL, SYSMAINT A
SYSMON #FR. EA SYSADM AUFR 9 ™ 6 54 il Ko g A B 5 B £
i 2 e AN 5E B

* SYSCTRL R

SYSCTRL ALHR 48 fit 1 X 52 i 2 48 ¢ I 9 B AF o el AL, pildn, BA
SYSCTRL AUFRAY A rI AGTEE, B8, fash, (FiLsiiBrEdizE. sirmie
ATLUR s s S pl, [ERREVT MR AR, HA SYSCTRL AR it H
A SYSMON #ZR.

* SYSMAINT #{[R

SYSMAINT AR §& (A8 T A -5 52 01 5 IR B9 K 2 b hAT 2 3P 45 P 7 O A
PR, HA SYSMAINT FUBRAY Ml DIE B il R &, w5 O Xt o sk =5
], 52 A Bl PE ot A B 2. 2600 T SYSCTRL, SYSMAINT Al
XERBAER T, BA SYSMAINT R HHEA SYSMON AR,

* SYSMON ( &4 Wil ) AR
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SYSMON ( FRZE MM ) ALFR & (ki i Kice 12 2R 48 M i T ot O AR

R ER AR
O T 2 S A PIR A8 T SR T P A AL
« DBADM ( $#E 4 B 61)

DBADM A FR 4% J] f A4t X B~ B 20 1 A BEASCRY .  r Sicdl  A B B 4 1
X G A A B I i 4 T s B R AL

DBADM #UfR R figd1 B4 SECADM R M #%F. At DBADM #U
fR#2 ¥ PUBLIC,

e SECADM ( Z&MEH )

SECADM AR BRI #1022 Pk f A3t 0f B Rl e 1 A BERCRR . 22 4 P/ B
IR AE W B P 22 VX 5 (e e, HIPORIG, "I B30 %
AR T AMM L 2in T ) USSR T R BT A 8Os R O, B
SECADM  AUFR i FL n] AR RS AN TAATT R X S i Br A A5 At ATl LA
AUDIT 8 /R KE BV S-S5 1 55 A P A R s 20 2 Rl 12 X 5 S K.

SECADM #LBR 3% A 15 W] 77 4 75 2 (9 Bl o [ A e A, & Hfig BAy
SECADM UR{ 2 F. KK SECADM (R T PUBLIC,

* SQLADM (SQL ¥ 51)

SQLADM A FRZR 342 (7 B~ B5cH e 9 M IR R 8, SQL i /) 1) 8 A B,
‘ERHHA ACCESSCTRL &, SECADM (/R HF#%F.

« WLMADM ( T iz & e # 51)

WLMADM AR 42 L4 3 TAE ik B Fx % (IR 4525, TAEFRESE. T/F
REY R TENRZR) MEHEME, ErimHEA ACCESSCTRL i SECADM
KPR P 82T,

« EXPLAIN ( B4R )

EXPLAIN A PR 2% 5148 BEAE BEAG 2R AT V5 ] AR 18 0 300 BH 2 1A 52 1945 22
WIR., & Hfedl E4A ACCESSCTRL # SECADM W RM T,

« ACCESSCTRL ( jj[n]#5 HIA R )

ACCESSCTRL AR Rt % H LI GRANT (41 REVOKE ) i A f 4 2
FURR.

— GRANT ( %t¥s FERUR )

ACCESSCTRL WEASHEWNAEERB R T
ACCESSCTRL., DATAACCESS, DBADM & SECADM #{fR. HAHA

SECADM A BR i I 2 A RE4Z T iX LEALRR.,
— GRANT (2578 fFEA)
— GRANT (ZE5[H:)
— GRANT ( BEHUEEAL )
— GRANT (& /FE4H)
— GRANT ( FIFRHEAL )



L

— GRANT (R ERAL)

— GRANT ( JF5H:40)

— GRANT (IR 45 #8545 42)

— GRANT (%, WEISBEFREEA)
— GRANT ( £Z5[HFFHL )

— GRANT ( TAETEFFAL)

— GRANT (XSR *}4H540)

ACCESSCTRL MM HfEH HA SECADM MIRH MM #T. AhEH
ACCESSCTRL #{F###F PUBLIC,

+ DATAACCESS ( B3R AR )

DATAACCESS R 5F2 4 T SR AAIALRR.,
- LOAD #Uf

- X, EL WEFRAI R R fb A1 SELECT, INSERT, UPDATE #I
DELETE 44

— XAEFfH EXECUTE $##L
— XEEHL EXECUTE R
— XHFIFERY EXECUTE $#AY

% F 58T FE G 2 AUDIT_ARCHIVE., AUDIT_LIST_LOGS #l
AUDIT_DELIM_EXTRACT,

- XPrAERAER READ F¢ BUN bR H 15228 5 A BT A 4 Je A2 B 1Y
WRITE 541

— XErA XSR X4 USAGE $FAL
— XA FHR) USAGE $54L

ERAEH A SECADM BRI AT, AhEHs DATAACCESS R T
PUBLIC,

o BdEEAR (AREED)

HPATHMEI R R SO, o808 AT B ARG, B M
JERCER, Biltn, {1 Toad 52 P e A SR T2 LOAD HdfiFE AL
PR CH P2 A XA INSERT 4§40) |

RERCR AT B AL 55 B VR A AL, B AT LRI R A BT A AT T A B X 5
FFATRLEE AT GRANT i mRg XA AT C A X 5 B R UL i 20 HoAth L

AR EAS P A8 PUBLIC #2 7474, PUBLIC J&—HAra P (38R
P RRE RV, AR SRR, Jm T AR DAY R AR BT 4L AR AL

CONTROL $5#4: JIA XML CONTROL FAUFLiF M i [l iz Bdle e Xt 42, I8 7
AHARUE A PP X 3200 5 B R AL,

iT: CONTROL AU AT, HHEL ek, RIIMERFH.
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20  dEE R A v

SR A PR EXT1Z XS B CONTROL 454X, A4 HA SECADM 1 ACCESSCTRL
AR P AT 4% T XHZ A 42 ) CONTROL HAX, )&, Foikiaivt 4 1A &) CON-
TROL $##¢, A[PIf# il TRANSFER OWNERSHIP & 4] 3% 5 ol 6 42 T A 3%

PIFFAC: 0] DR TS SRR AL SR VR PN R N R AT R E AR 5. B BAUR
ACCESSCTRL &{ SECADM m{# HA CONTROL FeAUAY Ml RIXS I 452 T FaH
R

A BRESURITECHE 2 AL PR AU VF S E DI RE, B R 35 8% T HoAth I P A ] R AR 11 4
M. #BrHAmM AR, K. B BRPa, GRS ARR T Dl GRANT i
#] Ff) WITH GRANT OPTION ¥ g 2 HALH] /. {H/Z&, WITH GRANT OPTION A
VR T IZR R ATERBUG HUEHZ R, W THA SECADM AR, ACCESSCTRL 4
FRof, CONTROL H:AUA REMUAH 1AL

X 7 0 B IR TR X0 R G FEAG: 4 TP B AT AR 7 0 R ) R AN, AT TS a5
A 12 A SR O AN R R R AL, SRR s IR S #R S SQL B
XQuery ifH], IE2VEFETFAITA FH R AN T X 2B A, R RF s Gl & ahs
SQL 1 XQuery 1EH], A2 M TR A B AR IR T & sl A s ) AR iy 6
(") DYNAMICRULES BIND ETfii% &, DLJ & HiXsuif aihe i E7E AR 1) B o il %
BRFEA (£ T E A Efl4h: AUDIT_ARCHIVE, AUDIT_LIST_LOGS A
AUDIT_DELIM_EXTRACT) .

AT LUK A SR A S R AT 4L 5 852 7 — S s, SR AU S X SRR, X Gl
MCAFAE, B, BRARSERTC QI — 3%, BNARER T M 4HZE ) SELECT 454X,

E AT AR T S AR AR AL LA i AR 4% B Y i1 e
A, G, T, AT FZAR 44 806 — P s, IF B AZ M S E Bh
BT VAR 22 S B BT AR AR AL

REVOKE Jf/0) I T e A T AR, B ACBR 27 AR AL 2 OH B A AR 44 82 7 O
L,

B A IR 2% R B R7 AN 2 SOEH A An) FC At AR RRE 4 R (9 R R R A, I R A P AR PR 44 PR 4%
F. i, f#E CLAIRE ¥ SELECT WITH GRANT OPTION #%F RICK, #AJ5 RICK
¥ SELECT 4% BOBBY Fl CHRIS, U1 CLAIRE #i4# RICK fj SELECT %4,
# 4 BOBBY F1 CHRIS {/3{## SELECT 434X,

LBAC Zif

HTARSHITI R (LBAC) fili 2 VA B 51 RERS RN 0 & X T B AT & 5 H A G 1)
B P AL BA ST AU . 2 B DU I A 1 22 2 SRR G B LBAC &2,
2 SR 1 3 AR PSR 0 S AR 48 Y 8 U5 [l BOR S8 M 0 Ak, X HAEAT— 4%, R
AEE I — 22 &SR R AR e, ERIR] 20T LA i A (] A 22 4 SR LR AP,

QI e 2 ), A thiE I OO B R O L A hn S R AR BR A B R R 4, Xt
X ROE e W R ARER Sy, KR Tk — AT e A, BRI — L,
B, AEIIA BRI ) 52 22 2 ms 00 9 e e, R R B i 1% ) H 2
EX

—HEIRZ 2R, #ar DL -5 A DRI R AT S DL 37 77 e IR e 0 B v Y
Bl ZEebR SR EBER 2 R e, e v DU s 2 A 5 R T



FURSVFZ Ui Z AP R, 2P sl ] s R R ey, % R AR S
5 TR Z B 09 % b S AT OB, T AT BR3P B9 AR5 K5 BEL 26 — 35003 % & hm

T

POEJE L

QI — RGN, TRRZX R 0T A RO L g — DR AR IR, BT A BUR R A ARUE
FEAIE A SQL 20 XQuery 1/A)H 5 LR 5.

FERL N B X R, ETE A (9 B2 AR IR 6 20 H A A i o el S s A P B R 42
P BReA, BRI, AR Z AR UE B BT & s A CREATEIN 4§41,

E BIEEERASE], Zrhib s o XL, BESRORIE . X R I AR A
olfes

QIEXT R, AR R PUR IO R0 E 8, VBT, RIS A,
R AR R T .

FE GIAMEME: N CREATE SCHEMA iE4)#5% AUTHORIZATION iEIR, HF
M CREATE SCHEMA 853K 71 gt i HABAE AT % 4 i AUTHORIZATION £
16 E HIRABRRTA, {12, ¥t CREATE SCHEMA #:4F 5 7ERE 2 b A i B AR A X 4
H1 5% % CREATE 154 KRB E AR IR,

40, iE4) CREATE SCHEMA SCOTTSTUFF AUTHORIZATION SCOTT CREATE TABLE T1 (C1
INT) fgiz, SCOTTSTUFF 1% SCOTTSTUFF.T1, XFE @ SCOTT frfy. ik A
F* BOBBY X SCOTTSTUFF #iX#17F CREATEIN %:fl, F# SCOTTSTUFF.T1 & L4
#wR5, WARSHEER 2O, Fit BOBBY fE SCOTTSTUFF.T1 LA RS,

AR A5 B A X G A ) X R B A 2 B R AL

o ABROIEIGR, 5 IR T CONTROL FHRL. BLAF LA VFA 4 OIE T
VIRTECR AR %, T R SCA T P X S ARG, RS T R
%t4:#) CONTROL 4§41, #Z4H4 ACCESSCTRL 5t SECADM AU i/ 45147
FAHZN S CONTROL 4FAL %4 % A CONTROL 4L,

o WUERXS ST FEXLE E I AT A £, MEFIEFREA CONTROL ¢, AF4
XF A A0 I B X8 7 CONTROL 74X,

o HAbxt% (infilkgs, BIFE. JFA. RERFZE M) BA5H KB CONTROL 4f
BB, SRIAEE SIS E 52 LB & TR, JF X S AU A
WITH GRANT OPTION (#3257 F5) . HUk, XA & LLES# H GRANT
VB ) SR 1) LAt P R X SRR, BN, anst USERI @I 7 %25, J84 USERI
2 [ gt FEasA BG4 WITH GRANT OPTION [ USEAUTH 4540, fH AT LI
USEAUTH Fifldz 7 HAB . teoh, X & o] DI sl B Xt 52, st
IIERE, X SRR X T % 52 i A 2 2 B XY LS R .

JIr A 3 W] DU T 0 X G BELB R AL (i, ek ) . JFHAA ACCESSCTRL
SECADM A FR 9 Fi1 ™ ] DU T AT 38 X0 R LERFAR, B A 3 S RERE T XX G i st
REAC Cfiltm, FERER) , IF HORRERH I A 3 X0 G X e AL, 1 TRANSFER
OWNERSHIP J5A)Kf X SRR R 2 75 — S . GUEERT GRS, 38 R) B SURR R X
RWESE; SUEEOLT, LR RZ A, EHEER IR R E.
B2, L BIND fir &R QIEMFHUIFHEE OWNER authorization id TEIFIY, MFEFF
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AR ERA SQL EA)BIE X SR T A F3 authorization id WA, B4, HNHRAE CRE-
ATE SCHEMA iE4]$44 % T AUTHORIZATION T4), 547 AUTHORIZATION

B TS E BRI T

VR B B a0t G A T DA ] TRANSFER OWNERSHIP i 41 f S BUCRH 78 0o 5
RIETAAL, Bk, A RAGRIRBIEE — X%, Jr e B R AR IR FAERR 5 1]
SBIEEX 4, SRJ5 6 TRANSFER OWNERSHIP 38 /A1K A B 61 X% X4 10 BT A AU
HRARIR,

AR At

22 R A S

B B FR 3 2 Ay B BE R AU A

A S 91 G 31 RS B 2% ) b A AE A% R BEARR, X
TS,

PR, DU ZRRE 05K T AT 142 T 7 B 1 3 i A 1
SEA51 2% A AR

S 2% HIAS PR A5 S5 RE 05 FRA T SEBITE A R B, i, B AN OB . B R S (]
DU R W AR sz 5] b fr) 1% shAT PR RE, A ] S5 2 i) AR IR 40 AS 1 AL %o B0 1 2 v i 17 5 )
K TR T 8 S22 ) PR PR 45 A2 A 2 B

* SYSADM - {it F ;R SR A B ok 45 B

« SYSCTRL - fit F F48 BHECHE 74 45 P 2% S 491

* SYSMAINT - ] 778 52451 P 2 3 8odis 122

* SYSMON - It J 7 W00 S5 K =5 14

HA B BRI 0 S REW AT BRSO PR AR L i g, #iln, HA SYSCTRL
FCRR A P B w] DISAAT BAT SYSMAINT 1 SYSMON AR ¢ FiI P Y ok 4L



SYSADM

- %fﬁ*ﬂﬁﬁﬁﬁﬁiﬁﬁ%mﬁ%ﬁ (DBM CFG) , fuffitge Hf7 SYSADM. SYSCTRL. SYSMAINT #I SYSMON
2

- BT R e 2 IR A

- TR S HR

SYSCTRL

- SOFBAR . s A UE RS (DCS) H 3k

- 52 )52 I AT B

- SR SR R S

- QIR A (TR H B3R DBADM AR
- GV B sl 4 )

- 52 )5 I AT R e

- A AT A 25 )

SYSMAINT

- A A B PR B )

- SRR IUAT B

- JA B LS

- SR S A AR 2 [ O A R A

- IBAT BRI

- B R S LA PR

- FOFT AL

- {1} RUNSTATS Fii s H & s s ik g3

SYSMON

- GET DATABASE MANAGER MONITOR SWITCHES

- GET MONITOR SWITCHES

- GET SNAPSHOT

- LIST fir%4: ACTIVE DATABASES. APPLICATIONS.

DATABASE PARTITION GROUPS. DCS APPLICATIONS. PACKAGES.
TABLES. TABLESPACE CONTAINERS. TABLESPACES #iI UTILITIES—
- RESET MONITOR

- UPDATE MONITOR SWITCHES

- API: db2GetSnapshot il db2GetSnapshotSize. db2MonitorSwitches.
db2mtrk Ll K db2ResetMonitor

- TR AL, L2147 SNAP_WRITE_FILE

- AR

1. SRR
Bl ER AR

Al 17 20 S AR PR o F45 R 6 A 2 M0 PR I PR R B, T T R R AR, JAL 1
Peo MR AN EET A DL R B AR gk, T AR TR B 2 2 i AR R A3 £
AE. A RO AR 5

SECADM - At F P e 5000 2 9 45 B 22 4 1k
DBADM - it P4 FBOE &

ACCESSCTRL - & ZE 7 MR AR XEER P E R (B
SECADM. DBADM. ACCESSCTRL Fil DATAACCESS #[R 2 #p, % SECADM

R A BB T AR X LEALRR )
DATAACCESS - 7% 235 [ B ) FH P 4
SQLADM - fitIEHEFNE%E SQL A ifify il P 4
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« WLMADM - {45 3 T /E iz iy F - i

* EXPLAIN - {7 E 3207 A9 7 66 (EXPLAIN AURRAS B R 23 A Jedii i
YA )

AR 7R T3 5 IR A A iy 2 AR A AR 2 AR B kg T RE L Bl am, B
DBADM Rl RIT A SQLADM I EXPLAIN AR i1 () R 2L S B
A WLMADM FCRR Y F P B B A BR B (42 7% TAE 102k USAGE F#ALBRSL ) .

SECADM

- Create, alter, drop and comment on security objects

- Grant and revoke all privileges and authorities

- TRANSFER OWNERSHIP statement

- EXECUTE privilege on audit system-defined routines

- Grant EXECUTE privilege on audit system-defined routines

- AUDIT statement
- SELECT privilege on system catalog tables and views
- CONNECT authority
ACCESSCTRL DATAACCESS
- SELECT privilege on system catalog tables and views - LOAD authority
- Grant and revoke SQLADM, WLMADM, EXPLAIN, BINDADD, - SELECT, INSERT, UPDATE, AND DELETE

CONNECT, CREATETAB, CREATE_EXTERNAL_ROUTINE,
CREATE_NOT_FENCED_ROUTINE, IMPLICIT_SCHEMA,
LOAD, QUIESCE_CONNECT

- Grant and revoke all privileges on global variables, indexes,
nicknames, packages, routines (except system-defined audit
routines), schemas, sequences, servers, tables, table spaces,
views, XSR objects

privileges on all tables, views, MQTs, and nicknames

- SELECT privilege on system catalog tables and views
- EXECUTE privilege on all routines

(except system-defined audit routines)

- EXECUTE privilege on all packages

DBADM )
- Create, alter, drop non-security-related objects - BINDADD authority
- Read log files - CONNECT authority
- Create, activate, drop event monitors - CREATETAB authority
- Query the state of a table space - CREATE_EXTERNAL_ROUTINE authority
- Update log history files - CREATE_NOT_FENCED_ROUTINE authority
- Quiesce a table space - IMPLICIT_SCHEMA authority
- Reorganize indexes/tables - LOAD authority
- Use RUNSTATS - QUIESCE_CONNECT authority
SQLADM WLMADM
- CREATE EVENT MONITOR - Create, alter, comment on
- DROP EVENT MONITOR and drop workload manager
- FLUSH EVENT MONITOR objects
- SET EVENT MONITOR STATE - Grant and revoke workload
- FLUSH OPT. PROFILE CACHE privileges »
- FLUSH PACKAGE CACHE - EXECUTE privilege on the
- PREPARE system-defined workload
- REORG INDEXES/TABLES management routines
- RUNSTATS

- EXECUTE privilege on all system-defined routines
(except audit routines)

- SELECT priv on sys catalog tables and views

- EXPLAIN

- Certain clauses of ALTER SERVICE CLASS,
ALTER THRESHOLD, ALTER WORK ACTION

SET, ALTER WORKLOAD

EXPLAIN

- EXPLAIN statement

- PREPARE statement

- EXECUTE privilege on the
system-defined explain routines

Grant USAGE privilege on
workloads

&1 2. Kdf o2 LR
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KA A PR

ZEEENR (SYSADM)

SYSADM A FR 4% 5l J S92 53 b die e 2 ) BARBR. LA SYSADM ALRR A F 7 /]
PAFE S NI AT — L5 AR e DA B 5 H — S8 0dla P2 MR 122 A B8 i i 22

X sysadm_group L& ZHIHERIAIIEE SYSADM R, i F-& LA Zett T
FLoR M KSCHIE P28 78 T2 S Pl il 1 2 A 18 5% S

HAERA SYSADM AR = A4 W DT T 31 fg:

o TG

o SR

o HCEGRE PR SR IL E SU (HPudETe e A SYSADM, SYSCTRL, SYSMAINT
o, SYSMON #{FR 4 )

HA SYSADM ALBR A F 7 o] LA 7 MU 262 [RIREAR, - 38 mT DAGE FAE Ay e 2 1],

T A4 SYSADM KRR Al Bl Y, 2 H S T % T IR
ACCESSCTRL, DATAACCESS, DBADM FI SECADM AR, R 1k 1% H 7 DL sk
38 PR B B g s VR B3 B OV D B i, AR e 0 ek SRR 1 TP B IX 28 5
Yo PERURR.

FE V9.7 ZHIHKATHF, SYSADM #URR i 1k DBADM AUFRIF HibdR Mt T 7
AR T AR AR AL S RE. 7E V9.7, DB2 FACERIC B A i X 7 R0
BBy, Acde A BE M2 e VR I BT DT, O E R — %R, i SYSADM AR
SR AR C b,

£ V9.7 1, {L SECADM A FR 4§ {47 T HIEUHH BT A AR AIRFA A S fE.

JTiEA SYSADM AR B A A 3REL V9.5 HREIIhEE (R T4 T SECADM AR T
fE), ZeWEHALME AT FIZMHS DBADM MR H# 7 MM H M
DATAACCESS 1 ACCESSCTRL #([E. #LL#EiI#¥ GRANT DBADM ON DATA-
BASE i) 51%1E A 19§45 1615 WITH DATAACCESS il WITH ACCESSCTRL fii &
il FRAZ T X SO B ALBR . DATAACCESS AUBR A 2170 % 4 s B0 122 v 1) B0 0 4 17 1] 11
PR, T ACCESSCTRL AWBR A& Fu i FH P TR 4 o FcHe e v 452 7 U e AL A B R4 BHARL
FEL A AR

B X Windows LocalSystem it FRYFEEIN

£ Windows R& I, XARFEE LI FEE LR & 2% sysadm_group I, LocalSystem
BN AR REE L (P SYSADM R ) . £ V9.7 #1, SYSADM HRAEH
BB M LocalSystem 1247 AR DB2 [ HIREFF, k485 FHAR i o & DL
Windows R 5 IEX w5 1Y, I H 6 HE RIS G % P 1) LocalSystem I F*okizfy, 40
RFEEXN ARFHATATET SYSADM 1 N A 5cle FE e tE, I8 ARk b9
B PERR AL S PR 2 7 LocalSystem M f, 40, anf iy AR iy 5 EL80 e 2 01 )y
fE, 1M GRANT (FdEEAIE ) 154K DBADM #UBR#Z T LocalSystem M/, i
&, LocalSystem M7 AE AR INZ SYSTEM,
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REIEHIRPR (SYSCTRL)

SYSCTRL A5 R4 B9 4 I R A AR, A PR B0 B P B 28 5001 B S
P BT RS TR BRI SR, S HBE T DU R S, BB R AL
B P F B ) ELHE ],

FGEE AR & 7R AL R P SRR A Rk A L S

XI sysctrl_group WL E 2448 € MASEE SYSCTRL MR, WRHgE T 44, WA
A V- 7 AP 22 Pk T MR 2R A B i S 12 AL ) B B B

HAT R4 SYSCTRL AR SUHE = AR 19 FH 7 A RE AT T 1A
o HUREEIE, TR s SGE R 5 (DCS) H %

o WS ARG

o O U R — Rl

o MBR, BUEESE R

o il AT A s 1)

o RRE B S0 Bl .

A4h, HA SYSCTRL AR H Al DIAT B R HUR (SYSMAINT ) FIRS W
AR (SYSMON ) (7 F P i R 5.

HA SYSCTRL HFRAY ™ A5 — A Kodla o 4 1 B sURR AR,

i 4 EA SYSCTRL AUFRAY I B g i PR, & B Zhi 7 A4 T Eodi e 1 S X
ACCESSCTRL. DATAACCESS. DBADM #iI SECADM #{[E. M SYSCTRL 4
rhR A T BE AR, T LA B 1k DL B Y B Vs B e, B4 b i 5K
TG e TP 2 1 Y 20048 B PR

ZG4EIPRIE ( SYSMAINT)

SYSMAINT B J 55 — 25 50 ZRGe AR, b B SR 1 X 0 P 5 B0 ) o FL S
PEARAT 4 3R S AR PR3 AE IO T RE. X SEBR PR VT LU RG T, HE TR RV
SRS e T R 1 B B ]

FG AR S FE R PRI, K i P A A SR 1 R P B 8 5
b (A

Xf sysmaint_group Fii & ZHEERAAEE SYSMAINT PR, As4sE T —14, I
LI b A 22 A T EL RSN 2 B A b ol 1 4L A 1SR A

HAHRA SYSMAINT (5 5 R 7 A 0] AT T S 44
o B P e A ]

© SRCHIUA RO

© PUTHNRE

© RSN EE RSB

« GRFESH

o i1 db2trc 4 KIBATIRER



HA SYSMAINT #UFR A F - 0] RLAAT T 514
o AR ERPPRES

o HHTH AR SR s

o {5 R A5 [H]

o HHFE

* {fi/] RUNSTATS =ZHIFEIFIsE H %4t 5 R,

HA SYSMAINT R #) P A 55 EE R, B AT B Rl
AR (SYSMON ) 4 FH /= B B 5.

ZG SRR (SYSMON )
SYSMON A7 4518t A i 55 e A 80 S5 01 o L B 10 s P 2R 0 M L bl R P T

SYSMON WRE/MHCs: sysmon_group it MR E MU, WIRSEE T — 14, A
-5 Y 2 4 T E KR P TR S 1% A R B A

SYSMON AR Fl 7 AT LAIz AT T 31l i 4
GET DATABASE MANAGER MONITOR SWITCHES
* GET MONITOR SWITCHES
* GET SNAPSHOT
o LIST (—¥414) :
— LIST ACTIVE DATABASES
— LIST APPLICATIONS
— LIST DATABASE PARTITION GROUPS
— LIST DCS APPLICATIONS
— LIST PACKAGES
— LIST TABLES
— LIST TABLESPACE CONTAINERS
— LIST TABLESPACES
— LIST UTILITIES
* RESET MONITOR
e UPDATE MONITOR SWITCHES

SYSMON AR A FH P o] DA R %1 APL

 db2GetSnapshot - FKHCHIE

* db2GetSnapshotSize - it db2GetSnapshot() i 2% M X fT 75 () K/
e db2MonitorSwitches - 3k B/ 5 357 W40 FF 56

« db2mtrk - HWAFEREFEIT

o db2ResetMonitor - & W1

SYSMON AR F T DA FH T 31] SQL & pRi %
o LEWISEIETT SYSPROC.SNAP_WRITE_FILE [ 4 Pk B 32 iR 5k

SYSPROC SNAP_ WRITE FILE i)ﬂz J%HEJ-’H%,E\W»&%T %chﬁﬁtlﬂ ﬁn% SURALITIN
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A BH A R AR AT VE 1A 1A PR B 4R ACRR TR B8 A R 2 DA R Ao e i 28 TR Y
T, BlREARUR SR BURTE, 5 & SRR E B E X 5 (IR eiR 51) PUTH: &
#RAE.

KRR AR,
ACCESSCTRL
FEVFIIA & 3T MR BT A X G R AR e P AR O o 7 1R P AR ASLBR 4 )
DA% ACCESSCTRL, DATAACCESS, DBADM #l SECADM #U[R.
BINDADD
SV B AR B0 PR T .

CONNECT
SV & SR E.

CREATETAB
SV B R ROE E BT B R

CREATE_EXTERNAL_ROUTINE
SV A e LR 178 ) R e AL A 6 .

CREATE_NOT_FENCED_ROUTINE
R AEEQERZE NP E XK (UDF) s f2. #i
CREATE_EXTERNAL_ROUTINE Hoh& 7iEME &7
CREATE_NOT_FENCED_ROUTINE (SR {19 f1 7.

TR BRI A SR Z B4 UDF sl R 17 1w € 077 e sl 1l
Pe, PIBE, FOA AR A e A At A AR TR UDF, DU 2 e 5™
W, RGP M R 2B 79 UDF,

DATAACCESS
FEVFIIA U WA R R 2 R i e

DBADM
RTFHAE YR EEEHRA. FHE, ERTHAER
ACCESSCTRL., DATAACCESS HI SECADM 2 47 AF A oAt Zc b FEAR .
EXPLAIN
VA & A &, AR BRI A Vr )X Lo A 0 7 Z T 5| &
B R,
IMPLICIT_SCHEMA
AR R P e A X (i | CREATE A A1N %, 488 M ANELE
PEA 2 ) . SYSIBM BUNRRABI#EME N TEE, HH H#% T PUBLIC 7El
P 2 P A 7 X 4 YRR AL
LOAD s iFHilA &k B e AR £,
QUIESCE_CONNECT
FUVFIA B 7 B0 AL T R 2505 1 1r) 12 5008 2
SECADM
VP & 7 S B e e et B



SQLADM
VA E AR SQL /).

WLMADM
VA E Y TAE A B 1, R 5002, WLMADM AR A9 314A %l LA
O B A A3 B AR X 42 B2 T AR A D B e R A A B AT oA 1
BUE B UL,

HAHA SECADM IR A ARIN A fERE T+ ACCESSCTRL, DATAACCESS. DBADM
1 SECADM #UFR, P A HAARRER ] LI B A ACCESSCTRL & SECADM AR
FRBRIRE T,

ZN PUBLIC B AL EE AR, A ACCESSCTRL = SECADM AR f £ AUbR
P U AR

ZEHEENR (SECADM)

SECADM A B A4 5 B P 2 e MEAS BRI, AR A0/ S B A B 5 22 A
6 FO B0 e X G LI I 2 RN BT A 00 AR R AL, I, %2 4 M B B T L)
TR RS I DL R B AR FH P o] LU B R S

SECADM #UFRAENS I H S A H AR A AT 0E %, (B Teik s inl 77 e P 2R mh 2
¥

SECADM #UfR HAEf %3 5 (#§4 SECADM HUR) #F, JHa#& T M,
M ff, PUBLIC Joik H Heal ] #3K SECADM AU/,

SECADM AR I 7 REGS P AT T B #RAE:
o QU HUEL TEREFIMER:
- HIFREE
- RS HMT
- GG
- A EFX
o QIE. TERMIMER:
- i
- BT
o T IR O R R BOAT B
o PUT T I IR DL AT TR E #4553
— SYSPROC.AUDIT_ARCHIVE {7 fiff i #2 F1 3 e& B0 A it H 2R HEAT IS,
—  SYSPROC.AUDIT_LIST_LOGS ¥ i ifF G fk e H &,
— SYSPROC.AUDIT_DELIM_EXTRACT ¢ i f b B yi il B 3] 8 Foc b, DI ik
143 #r.
AR ] DL T s X S IR ) EXECUTE $#AL, M 7E 75 B 22 4 Pk
B AR ZIRX L5y, HAL2WEH O REE T XX e fFE ) EXECUTE ¢
A, WX i, ANREE T EXECUTE 45#0 WITH GRANT OPTION ( SQLSTATE
42501) .

T AUDIT i A)fs o v SR 55 i 55 i o 10 05 R e 12 ot 2 3 4 Sk Bk
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* ffiJl TRANSFER OWNERSHIP /) A% i ifi m) i S AU IROR A HO X &
BOA HARALRR AR X LE Iy fie.

A %4 T A fE¥ ACCESSCTRL, DATAACCESS. DBADM #1 SECADM #Y{
FR¥Z T AT, A,

FE V9.7 Hh, DB2 FEUEIRE G H AR HX > R0 B 61, RO A P e e A
RGNS, AR e R — 04y, B SECADM BURIBMMIIGECY R, 1€ V9.7 2
B ZATRHH, SECADM AU PR AR 42 52 7 A4 i A AR AAR B Th g, IF AL,
SECADM MR HAe#z 7 M, WMARE TAGEA, b, XTiHitm &l BaRs
%, SECADM MURAIRALK EXECUTE FeAUEZ T HAlH - 1 i fE.

HiEEEEMNR (DBADM)

DBADM AR BRI X i X8 e 4 AR . ol P B B3 A e 0o R A e s i e i
RPTHEREAL. BLsh, HAT DBADM AURAYHI B ARG H R R MIA R A SELECT
KR, WTAT T A E DB2 fifE (B BIRERR SN ) .

DBADM MR H B 280 ($1H SECADM KR ) #27aidiiss, JF A5 M
;L deifAt, PUBLIC Joik HiZE(HZRI DBADM IR,

XTECHE I DBADM  ALFR vk P OA 1% ichi R R AT T S # A
o Q. HURRIER -5 % a AR OG Y R X 5

* BEICH RS

o QI BRI R S LA

o AR IR

o HUBTH B IER S

o (]

< HAR

* fii il RUNSTATS =R Pl H s 4e it 5 B

SQLADM #{fRF1 WLMADM (R &7 DBADM RREH, WLMADM #[RiAaEME 17
TXF LAETZR) USAGE H§AYL.

#|F DBADM #3fR>k$#%T DATAACCESS #(fR

LA PR B R DA o A PR AR B DR R RE S U I Ak e b R %k, DATAACCESS X
FEL 2 A0 VR R R o BH 2 R Bt AT O R A AR, R AT DI ] GRANT
DBADM ON DATABASE &%)} WITH DATAACCESS 110 3 A ¥t 122 4 FH 57 42 41t
HIhfE, ME M A E WITH DATAACCCESS It F48 % WITHOUT
DATAACCCESS 3, ABABA G0 &4 T DATAACCESS (R,

ZL T A DATAACCESS AR A 248 3 BIAUR, 35 7E SQL ¥ A i/l GRANT
DBADM WITHOUT DATAACCESS,

7|/ DBADM #fR5k#%F ACCESSCTRL #IfR

224 R B ] DL AE o B HE S L R A RE U8 7E IR E R T AT RUAE R AL
ACCESSCTRL PR 2 fu i/ FH P AE 4 e $5d e o 452 7 A R AL B R4S BURLRR (AR
GRS R B n] LIF Jf GRANT DBADM ON DATABASE iE/4][) WITH ACCESSCTRL



TEITOR A B e B A 4R ALt D RE. W RBEAR TS 8 WITH ACCCESSCTRL MEI0 th A 4
£ WITHOUT ACCCESSCTRL #£3i, ABABRE TGN T2 T ACCESSCTRL (R,

Z T A ACCESSCTRL AR B A 4df 28 B BIAFR, i 7E SQL i 4uh i il GRANT
DBADM WITHOUT ACCESSCTRL.,

#isH DBADM #fR

IR e B C 42 T3 DATAACCESS i ACCESSCTRL #([fEf) DBADM #Y
M, 2B XERE, et ERALTE M4 DATAACCESS i
ACCESSCTRL #(BR. filtn, 24Z2d4 854 DBADM FUR#Z 7 I i

GRANT DBADM ON DATABASE TO userl

RAENT, 54% DATAACCESS #l ACCESSCTRL #{fR# T userl,

)G, ZetEHE N userl #(5 DBADM #UFR:
REVOKE DBADM ON DATABASE FROM userl

BUFE, userl ARFiHiif5 DBADM #UBR, {HZ/5%4414 DATAACCESS # ACCESSCTRL
PR,

SRR LA AOALRR, 22 A8 B O R B U X B A THEAT -
REVOKE ACCESSCTRL, DATAACCESS ON DATABASE FROM userl

DBADM PR 7ESLBI ZIThHRAEIZE 7

7 V9.7, DB2 FAUKUME B H MR S RACH T, B 5% 2 b
FLGUIFE, F W ICRERE 6%, 1 DBADM RURSRHLITIREC Wik, #£ Vo7 2
G BT, DBADM AU E ) 634% T 1 0 Bl B T R A BCIR P05 L0 30
e fE V.7 i, XUET)REN AU DATAACCESS fll ACCESSCTRL #ff, MR
R B T .

AL, 7E V9.7 ZEIMRATIT, #T DBADM RISt H 3T TSI
+ BINDADD

* CONNECT

+ CREATETAB

*+ CREATE_EXTERNAL_ROUTINE

* CREATE_NOT_FENCED_ROUTINE

* IMPLICIT_SCHEMA

* QUIESCE_CONNECT

+ LOAD

FE V9.7 ZHi, Zfi5 DBADM FURRIY, FFAZHUBHIX AR,

FE V9.7, XUSAURBEAE (L 572 DBADM KRR, 7€ V9.7 s DBADM #UFR
I, SXEEARAEK,

B2, WRYTHEE V.7 ZHTH B4 DBADM AR, HBA%(4 DBADM AR
Ja, XERRASER, A EdHAE V.7 Fr T DBADM FUFRIRIT
ARG, 7E V9.7 Hiilf§ DBADM AUFRA &3 HUH " BRI LEAR,
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HaiEHIEIERR (ACCESSCTRL)

ACCESSCTRL. AU 57 T HHHGH A543 500 P o v G OB BT A SR, Bk L e
WRIEIZ b, ACCESSCTRL AU 7 Vil 7 5 26 M 0 B 4 AL

ACCESSCTRL AU/t FUAE I %4 HEAF BE 61 (# SECADM KU 427, o7 DIgg i% At
BT, MEfE. PUBLIC Jik B8040 ACCESSCTRL AR,
ACCESSCTRL AW Fil /2 REAS 4T F F1 0

o R T HIRGE T 54 B R
— EXPLAIN
— SQLADM
— WLMADM
o BT AR T SEE 2R AR
— BINDADD
CONNECT
CREATETAB
CREATE_EXTERNAL_ROUTINE
CREATE_NOT_FENCED_ROUTINE
— IMPLICIT_SCHEMA
- LOAD
— QUIESCE_CONNECT
o BT RSN T AR Z R IE R A (LIS FA iR 7 )
- 2R
- &yl
WEFR
TP
B CHIHHIRRRR Sh)
- B
- J¥A
- M55
- %
- KA
- A
XSR *f%
© XTRGHFERMME R SELECT FEAL

BEAPR A0 S5 7E % 2 VA B 61 (SECADM) AURR .

#HRH D) EENR (DATAACCESS)
DATAACCESS & # 17 0 H s B 722 v 14 B HE 7577 ol 9 AR

DATAACCESS AUHE HAE %24 M 51 (447 SECADM AU ) 42 7. W LI AR
BT R, s, PUBLIC TGk Bk 438 DATAACCESS AU,



XA, WA, BARCEIRRERR, BT IR AL

X HdE ) LOAD AR

SELECT HfA0 (HrAp 6% K48 H R A F) SELECT $54%0)
INSERT 44X

UPDATE }$#4(

DELETE #§#(

U4k, DATAACCESS AUFRIEFE M T AIRFAL:

XA P AL EXECUTE 74U

XA IR CHEVEBIRRER SN ) 1) EXECUTE ¢4

XF PTG BiEkE) EXECUTE $#4X

PP 4 RZS S ) READ FEAURIN B K48 & A i A 42 J A2 & ) WRITE F# AL
XA XSR X4 USAGE $#fL

XTGP A1) USAGE $#4L

SQL EIEMR (SQLADM)
SQLADM AR /& ¥R AN 7H% SQL i ) i (AR,

SQLADM PR A] i 2224 B 51 (34 SECADM Y[R ) & H4 ACCESSCTRL #(fE
P, aTRK SQLADM AUREZTFH . 41, ffifasl PUBLIC, SQLADM #{[R
i P RERS FAT T A1 R AL

PATTH SQL IEA:

— CREATE EVENT MONITOR

— DROP EVENT MONITOR

— EXPLAIN

— FLUSH EVENT MONITOR

— FLUSH OPTIMIZATION PROFILE CACHE
— FLUSH PACKAGE CACHE

— PREPARE

— REORG INDEXES/TABLE

— RUNSTATS

— SET EVENT MONITOR STATE

7E: WS DB2AUTH VEMFEAS B % & & SQLADM_NO_RUNSTATS_REORG, A4 HA
SQLADM PRI I P8 To ik AT AL 51 runstats #E4F.
PATFHI TAE TR B2 SQL i /) fif K48 1)
— ALTER SERVICE CLASS &) T 514
- COLLECT AGGREGATE ACTIVITY DATA
- COLLECT AGGREGATE REQUEST DATA
- COLLECT REQUEST METRICS
— ALTER THRESHOLD g4 LL T F4)
- WHEN EXCEEDED COLLECT ACTIVITY DATA
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- ALTER WORK ACTION SET ifi /] i) FuifF #5028 TAE #AE 19 T 5154
- ALTER WORK ACTION ... COLLECT ACTIVITY DATA
- ALTER WORK ACTION ... COLLECT AGGREGATE ACTIVITY DATA
- ALTER WORK ACTION ... WHEN EXCEEDED COLLECT ACTIVITY DATA
— ALTER WORKLOAD ﬂE’JTﬁH’—’i
- COLLECT ACTIVITY METRICS
- COLLECT AGGREGATE ACTIVITY DATA
- COLLECT LOCK TIMEOUT DATA
- COLLECT LOCK WAIT DATA
COLLECT UNIT OF WORK DATA
o X RGHEEFMUER) SELECT FFAL
« XFTAENE DB2 fifef) EXECUTE FAl (HiHGIRRRSL )

SQLADM #YFR {3 & 7 £ e 45 L 51 (DBADM) LR H,
EXPLAIN (R L &7 SQLADM #UFRH,

TERBEEMNRE (WLMADM)

WLMADM A RO AR G e 126 (9 AR T agonr R P e AR, AR Fe v (R Bl 2k
AR, MR AR AR 03 B AR X R DA B33 T AARCE N L U7 TR AR

WLMADM M RAI 244 H A (¥4 SECADM MR ) miHA ACCESSCTRL #{
R T, wJI¥ WLMADM RR#Z 7R . 4. Mt PUBLIC, WLMADM #{
PR FH P RS ST T B 4524

o AR, B, EERHUMER N A T AE 7 B g 4
- HITEIHER
- Mgk
- BA
- TAEHAES
- TAE%E%
- TAEf#
o BT R TAE R AL
o PETINE TAE A AR

WLMADM AR A & £ % de 2 3 61 AR DBADM A,

1A EIEAPR (EXPLAIN)

EXPLAIN R AERA AR E Bl K508 1 D ) 9 i 0 358 I 23405 S8 T e O AL RR,
WO FR 2 P 0 P B AR RR v, B0 (A fif P 2 b O 800l 9 6 A R A

EXPLAIN R ] f %2 61 (#14 SECADM ) sHA ACCESSCTRL R
AT, ALK EXPLAIN RURET R, 41, sl PUBLIC, IZAUFR{H kE
WAT T4 SQL iEA):

* EXPLAIN



« PREPARE
« DESCRIBE (% SELECT i&%)a% XQuery %44t )

EXPLAIN AP S (3 B B iR EXECUTE $#AL,
EXPLAIN #URHEFE SQLADM AU,

LOAD #fR

TERAR YN B A LOAD AR LUK XA INSERT FEALH I w] LI LOAD iy %
B e A B

iT: HA DATAACCESS RUREH X LOAD fir % A 58 & Vi ML

UARSE i (195 AR R AT AR I8 AE, AR 2aqe 2t 2 I H A LOAD AR
H X #EA INSERT $#4U/) 1/ ] LI$h4T LOAD RESTART = LOAD TERMINATE #:1E,

TERE R H A LOAD AR [AIG 2 47 INSERT Ml DELETE 5 AU H Al DL
il LOAD REPLACE %,

WERSEHT AR ABAE RS, IS ZIELHN% ) 42T DELETE 5§, %M A
fESFT LOAD RESTART & LOAD TERMINATE #:1E,

UK S o R VR AR ) — 5050, A0 S R AL EAT INSERT F#AL,

HA MABR P H o] DI 4T QUIESCE TABLESPACES FOR TABLE, RUNSTATS A LIST
TABLESPACES i 4,

faX1EX4FE (IMPLICIT_SCHEMA ) ;¥==E10

AN FIEEFERT, FRIdETE CREATE DATABASE #ir4-rh#872 T RESTRICTIVE PEIf, 745
PUBLIC 2#:#7F IMPLICIT_SCHEMA %3 AR .

fi il IMPLICIT_SCHEMA LR, JH/= n] LI @ % G 48 E i AR A7 A2 ALK 40k
A, SYSIBM MBS A (BRI &, JF HA2 T PUBLIC fEtH e
XS,

mBEFEETFEER TR EBE LA 2MA, B2am 4N PUBLIC 4

IMPLICIT_SCHEMA (AR, — BAEE TIZAUR, 5 RA = Fh a0 40

"

o fTfa] B S EB W] DIFE — 4 CREATE SCHEMA &%) FAf FIALATE C 1424 a8 — 4
B,

« (L[ 24 DBADM AR M H PR AT RIS S o B @Al iy RAFAE AR, I Honl DLk
PG4 E S —MNHE IR I E &,

« {Efif A4 DBADM MR H P #H4A IMPLICIT_SCHEMA $ud BB, DI AA]
A A A 0t e s o] DA B b B B R AT SR8, SYSIBM g kX Al
AT A %, MH PUBLIC EA7E AR @ H X 4 1 RF AL
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BRARiIR4EH: SETSESSIONUSER

B AUbR IR R B HE X 2 RCPR AT B AE. B R, RO — X R RR AL
SETSESSIONUSER ##%.

ALK SETSESSIONUSER RfAUA%Z T P sl 21 0 SR VFIA 8 B i U M AR 82T 1T 1%
RN, S U)ol it (i SQL /) SET SESSION AUTHORIZATION 5%

FifY. SETSESSIONUSER 4##Y

Hi {47 SECADM R #2 7.

AR V8 RBCEE TR E] V.1 B R AR, XHZHCE A 250 DBADM Y
PR A B AR IR 9 E 3h#% T %) PUBLIC ) SETSESSIONUSER H#AX, XK Pis 14T H
£ DBADM R A AUbR IR B AR PP TC i 2 3 AP IR BN AT AR IR, 24
FEASRIREA SYSADM FURRAE R 9 2 31 #% T DBADM AUFRIN, A& kA Flif

.
LR

P A AU T X SRR AR S,
X R AU NTER 3 Fh,

¥
I
ALTER
|

USAGE

CONTROL
R

ALTER
DELETE
INDEX
INSERT
REFERENCES
SELECT
UPDATE

CONTROL
CRFF)

BIND
EXECUTE

e
BB J7D

EXECUTE

[ 3. XRAFI

CONTROL
(&5

CONTROL
(€9}
I

ALTER
DELETE
INDEX
INSERT
REFERENCES
SELECT
UPDATE

(GRAH])

|
USE

CONTROL
KD

DELETE
INSERT
SELECT
UPDATE

BT

|
ALTERIN

CREATEIN
DROPIN

UIR%52%)

PASSTHRU

BRI B B — A~ Fcdle 12 v m 2 2B S AT 1Y R

4. fafaul PUBLIC:

* CREATEIN i I A AER A H A X 4.
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* ALTERIN 7 P e HP el AR X 42
* DROPIN A H P AERE = R X 4.

BB H B A X SR AL, F AR X SR A T HAt R P i g, e R
FRANXT R X, RE, Kol BRA. BdEd, W% ik, SR
2.

R 5 [E)HFIY
FAE (VR B Bl b 2 1 B A, DR R 25 WA USE Rl 7 7, X fe
VFH P FELZ R 2SR P AR

RSN, HFAEWE P ZESER USE f# 80 (4 WITH GRANT
OPTION ) . It4h, #4 SECADM i ACCESSCTRL #UFR [ F P REGS 32 T 4 2 25 [a] 1Y
USE AL,

1A SYSADM = SYSCTRL AUFR A I A i FAT A =< [a].

TERE O, QIEEdREEN, ¥4 USERSPACEL ) USE %% T PUB-
LIC ( SR AT DU EARAL ) .

USE FFHURBERC T SYSCATSPACE s AE ] 2R 4t I i 5% 2 [A] 4 A,

R E AL
SRR R K 10— 00 e o B 2 s BT AT 6 B

F P 2500 B 5 B4 CONNECT AURR, 7 Al fii Ji T BT A — N4

« CONTROL % ] P4 X R s B M A R A, 48 MR & DL A2 T R 25 1~ 2= 4
R ThRE. B4 ACCESSCTRL & SECADM #UFR, A #E# T CONTROL, —
NI E H ohIE M CONTROL FFA. (4 HLE i Al 2 3 X IR 2 L 5]
A%, WEFEFREEA CONTROL FEihf, %AldE A4 B3l CON-
TROL ##L.

« ALTER #RVFM gk, Hihn, HREMASME 2950, HF ALTER FeRUH ik
APL COMMENT ON —A%, BERK . AXRAREXRBATHESFEER, i
%1% ALTER TABLE fil COMMENT i&4],

« DELETE AiF I RS & H M4 7.

« INDEX i Fx #4018 —1%5]. RolQ@EE 3B AET1 CONTROL FFAL.

* INSERT AVF P BATH A RS E DL K247 IMPORT 52 HIFEF.

* REFERENCES fuif JH P A FImER — 1~ oheE, JFE iR A X RPIALER, A
RE O R E 19 81 AR AL,

« SELECT AfH R BSME 1917, X RAIEME DL 21T EXPORT SE ST,

« UPDATE AP ERRSIMEFRIEE, SERIHEH 0 — s8R e 1 5%
H. P H R 1 5130 A R,

R X SO AU T HAl P O RF AU T . GRANT /) L il WITH GRANT OPTION

E ART M SR A LR CONTROL H§AUN, K f#i i WITH GRANT
OPTION H Zh#% T3 1%L FT A HARAL, QR4 ISP 7 X% 31 CON-
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38 dE kA

TROL F¢#l, 1ZH ¥R 8 B 042 7 19 AR, B4 ) CONTROL $5 AUz
TRITAE R, AR A R, 35 E REVOKE 1E4] FH5E ALL KA,
i an:

REVOKE ALL
ON EMPLOYEE FROM USER HERON

LSRRI, FRIAL] 9 e BUA R 31 9 5

E AHE-DRIZREGMIE - Z RN TR FIE, X TR 2 RS T’JEPEI’J
— MR, BT XE R AR T R B ] TR, B, AR —
THREFAT RO, AR R E X T R R AR,

TE—RIZIREMTH, RZIE MR/ FRIKRERE SELECT, UPDATE # DELETE
DORE AR R R E I B AR R TN T F& (558 ) AT, XFAT RN i &
ek, min, B EIE T — 43N Employee_t ) Employee %, T HAGIHKM N
Manager_t []-F3& Manager, ZHUE —FRFERAVIR DL, X &5 ZEA! Employee_t 5
Manager_t Z [A] SR/ FRRISC R, FIX M TER Employee 5 Manager X [A]f) /T
RRZKAER, HTERER, SQL #ifi:

SELECT * FROM Employee

FeaR AR G2 X £ AR IR AT Employee_t J@E. JSRIHL, BB HAE:
UPDATE Employee SET Salary = Salary + 1000

i ey 22 BRI IE A 5 — e,

X Employee E 45 SELECT HEALH) H P o] IPHATIX 4~ SELECT #2:4E, BIf#iffifi 1% Man-
ager WA .3 SELECT #F#l. {HZ, ¥AARFXEM - HIEX Manager TR AT
SELECT #:/E, HH, XM KAEETM Manager AT AE4kA S,

LI, X Employee B4 UPDATE AU M F K REAS X Manager 447 UPDATE #
B, I S2ME B ER 5 AZe 2, REGE 3% P % Manager AN HA 53X UPDATE f§f
BB, BARVFXIE T BN Manager TR 3T UPDATE #:4E, [T, X2EH
JUKRBE B B Manager 3 H(T AT IR4kK 41,

12 Fr 8L 4L

FEF e — AR e X &, B & Rl R B DI 5 R 5 B AR PP 1 B A R80T 5
ViER IR B fF B, R B AU I R B AN R R P 4.

F P a5 2 5 CONNECT PR, A w] i HI T~ SIAE A FFAL:
CONTROL % P #R-UEE B0, MRS TR wishte, DL IRS Rz 7 H
ﬁEFHF'E’JIjJ E. WP EelEE | R, BE CONTROL FERLT) P8 4%
F BIND F1 EXECUTE #54%, &0 UM | GRANT 15 4] 453X SU 57 A 4% T HoAh .
(% l WITH GRANT OPTION #2 T454¢, HB4#:Uk BIND #f EXECUTE 4§
B P o] DU UK BeRs A 7 A . ) 2827 CONTROL $#il, I ZiH
# ACCESSCTRL 1] SECADM #{[R.

o XAEF A BIND RV P B8 90 S8 e 1 AR 7 60 DL S s i HA AH R AR 7 6 44
A R T AR,

* EXECUTE RV P #AT80a1 TR F 8.

T AR RRAGE T AR R P A A M A E T VERSION.,



Bk Lo 7 fURFAL S, BINDADD Kdfi A R AE SLivr i e e P 6 ol o i 20 e Al
JE R P A R L

LR CINTPOE SR DORINCREPOE FNEVE /iR TRINIIR v OSSN =S S I DRV
X B P B4 SR TR X G AT T R A A R 2 51

WETEFR R P A REF EHAEACE R, oS DB2 RIERIEET, DB2 #fe
PEARE B, AEROR I TR P G R AU L A 1 O RLRR, A Al e 1 A
I IT IR P .,

RS54

KGR G ML AR E B ShEIZ R 518 CONTROL #5#1, &K5[) CONTROL 54
S brE BRI RS Dy fE. B TXREGIM CONTROL Fiil, H /R4
ACCESSCTRL #{ SECADM #Zf{.

FY5) INDEX RV PR IR BRI
WEFRZL INDEX HEALSLVF P XZIE AR A 2R 5 HE.

Fr o451

P A B E s 751 USAGE #l ALTER FR#L, Zfl /T35 NEXT
VALUE fiI PREVIOUS VALUE FEi&R, 3 HFA USAGE HHL,

B3 A0 V8 HoAth FH P g FE NEXT VALUE il PREVIOUS VALUE 353, 200K FE 14T
T PUBLIC, X#t i AP i B A 48 E e iy Rk =K.

FPAI E# ALTER REECSRVF P ST 7 A0 58T F5 30 P 41 sSOE ek >k e S 9 2 28 01T
5. FPAIRIEIEE A DU T AR T ALTER 454, I HAPRGE A WITH GRANT
OPTION, B3 28 Ji J ] DL UCKE iX SEREALR T Hotth 1.

f5IFZ4FIL

EXECUTE HAUH Boxt i R e (angedis Zerp i ek, I RE R ) BUTROERAE.

—HHA EXECUTE %8¢, H P utnl IVEAGRE, SIEETIZERT (OO T R %0)
W R L B AEE {7 DDL &%) (f1 CREATE VIEW I CREATE TRIGGER) 12|
2,

TE SCANEBAEAE I AR, BRI T VR P #2Ile EXECUTE WITH GRANT AL, 05
iZ WITH GRANT OPTION ¥ EXECUTE $#U 7 71— 1M, IB21Z% P el PRIk
¥ EXECUTE $i$z 7 HARH 7.

X T{Ef# R USAGE 451%

BREAS 6 - — TYEfZk, #4 ACCESSCTRL. SECADM 1 WLMADM #FE [ fl
A[LU# i GRANT USAGE ON WORKLOAD iEh)3k Jy JH P, ez ¥ 0% TAE
) USAGE FHAL,

24 DB2 $# B R R BUMHICEC R TAE ki, Bt SiA S M e m iz TAE M
HA USAGE $##l. WREIEH P 1% TAEMEE A USAGE 474, Hl4 DB2 ik
ERGHERIFHIRTEERT ML E R TAEfRE. s, 23E P HRE
#% USAGE FFAUH) TAE BB U EARTETE — R X Tr,
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USAGE ¥AUE BAEttfe Btrp, wJ L@t SYSCAT.WORKLOADAUTH i [E k4 & It
FriUE B,

Al DI i REVOKE USAGE ON WORKLOAD &4 %444 USAGE %A%,

HA7 ACCESSCTRL, DATAACCESS, DBADM, SECADM 5 WLMADM A i f /*
b At B A BT TAE T2 USAGE $$4L.

SYSDEFAULTUSERWORKLOAD T{Efi##0 USAGE 45

TSR AE AR ] RESTRICT eI A 1% & A a8 i 2, I8 4B s Ko big 22 i) 5 2 6 X 1
SYSDEFAULTUSERWORKLOAD [f] USAGE #i#{#%F PUBLIC, &W|, Wi EA
ACCESSCTRL, WLMADM & SECADM R P B 4% F USAGE £,

TSR 1E B PO TAE 2R (335 SYSDEFAULTUSERWORKLOAD ) #5374 USAGE
B, 825t 2R Bl SQL iR,

SYSDEFAULTADMWORKLOAD T {Efa##1 USAGE 45#Y

REE¥ ¥ SYSDEFAULTADMWORKLOAD [ USAGE ¥ B R TAEMA . 2
M T SET WORKLOAD TO SYSDEFAULTADMWORKLOAD fiv4 3 H H &G i ARIN B

ACCESSCTRL, DATAACCESS, DBADM, WLMADM & SECADM AR (1) F 5
T AR,

GRANT USAGE ON WORKLOAD #I REVOKE USAGE ON WORKLOAD i)}
SYSDEFAULTADMWORKLOAD 1% 4 T fa] g1,

AE_E T ARRRRARIR

40 R S

f AEASIRA P H R AR ARG &, BN, 2 i 8 AR I T 0 a3 ALK
e

TERFSE LT S B ACAR PR, B B 0 AR IR 5 LR DUbR i B 3G, R —
TR,

IRFRIZA E TG A
EX

RERARID
T PATAEATHI b5 42 UG & (2 BUbRiR, B, 725840 B R Az & CON-
NECT $§#, FEifE R0 A ES R, KA/ & DB2 & BRI AL
PRI, AR DB2 BlRIE RGN AN RN, RERAURRE R
EEBMP, (1 SYSTEM_USER % A fEai ki B RGAZ PR R Y 24 Fi .
RRE T U HE I R G B AR IR,

SIERAGRID
FFATAT 2 5 UG S (B AR IR, 2 1 32 UG A e 1 22 40 B 30 B 4001 T S8 M0 i
MERMIT., S2EENRINNBREHEHEREBE N IRME, A
SESSION_USER % FH2F /74 K & B S E AR IR 4 i {. USER & HIFF (7%
J& SESSION_USER % HIZF 74 iy [F A, mILAfE ] SET SESSION AUTHO-
RIZATION 4] B & iE AR IR,



12 FF B ERARR
TR P 0 E 2R PE R BAPR IR, AL BIND i) OWNER authorization id
eI (LA AR BB AR IR, A2 Fp S B AR VU I PO R P (L 20 7 A e e
WA #.
BIRZFTA EERURIR
FIRTER G H FERE TN SQL B R A & MR AR N,
BIF2IE AR PR AURIR
JH SQL iR Y35 &) 138 A AR IR,
B AEARIR
SHE SQL iE A SCIRINEANRIN, 138 A H AR PR ZER IFAEE 24 T
SEXT AR, EMRE SQL 3 )2 MR R Y P42 ASURR TR AP 3R IOH (i
* WA SQL

i R 7P AR,
* ha SQL (FEARHIRE EF3CH)

R TERE BT A AR

ATAHIZFEH DYNAMICRULES JATIAI(E {3 RHRAURIR
RUN HERARIA
BIND 7 AR RN
DEFINERUN I INVOKERUN SRR
DEFINEBIND £ INVOKEBIND FEFF LA IR

« A SQL (FERIFE L F3cH)
TR T RSO T 6 AR AR

AT 4 HIZFER DYNAMICRULES EINAIE {F ARgERERR
DEFINERUN £ DEFINEBIND BIFE T A E AR IR
INVOKERUN FI1 INVOKEBIND IR I TR B AR iR

ffiJl CURRENT_USER % fI#5 {74 K EFH IH AR IRA SR {E. AREERE
AR AR, DB2 Bl 4 R GK B S LR IR LR RS SQL IR A)HY
PR,

1] 22 5 378 e B 42 T O R & R Y
QRSO RN, 2o LR P4 B T 50020 R 0 5 PR RG24 4 e 30 A

IR AR B Lo B B RS H R AL, B7R T 827 AR AR AL
1. SYSCAT.DBAUTH
o BURECIEE LT TR
~ ACCESSCTRL
~ DATAACCESS
~ DBADM
~ SECADM
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o TEARRREBAR T, F7R4l PUBLIC B4R T T HIALRR:
~ CREATETAB

BINDADD

~ CONNECT

IMPLICIT_SCHEMA

2. SYSCAT.TABAUTH

TEAERR B SR e, k4]l PUBLIC 4% F AL
o XHTAH SYSCAT Hl SYSIBM #f SELECT 4$:fl
o XFiA SYSSTAT %) SELECT Fl UPDATE 44l
o X#izl SYSIBMADM H FFI#LE ) SELECT Hril:

— ALL_*

— USER_*

— ROLE_*

— SESSION_*

— DICTIONARY

— TAB

3. SYSCAT.ROUTINEAUTH

AR E AR EP, $ipk4]l PUBLIC 4% 7 F AL
o X SQLI H A 2R EXECUTE with GRANT AL
o X SYSFUN H T3 sl BOR i 2 EXECUTE with GRANT 44
o X SYSPROC A kB A (HHIIRERRSL ) A EXECUTE with GRANT
Rt
o X SYSIBM H i £ kL) EXECUTE H§L
o W#EzL SYSIBM H i A=Al FE ) EXECUTE $7AL
o Wi, SYSIBMADM i Fl#iHef] EXECUTE #:4L:
— DBMS_JOB
- DBMS_LOB
— DBMS_OUTPUT
— DBMS_SQL
— DBMS_UTILITY
4. SYSCAT.PACKAGEAUTH
o HURPEQIEFE R T T IR
— X% NULLID #XH A i A 119 CONTROL FFAL
— X NULLID #=rh 8l A @1 BIND with GRANT F§AL
— %} NULLID #istH a4 1) EXECUTE with GRANT 454
o FEAERR EBIE A, FRPR4l PUBLIC #4% T FAI4RAL
— % NULLID #X @l prA i BIND FFAL
— X NULLID #2:rh el i A @1 EXECUTE $#4L
5. SYSCAT.SCHEMAAUTH
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TEAEBR B BAE ER, $ k4]l PUBLIC #i#2 T FAHIKFAL:
o XBEX SQLJ [y CREATEIN $:Y
o Xf#i NULLID fj CREATEIN %4

6. SYSCAT.TBSPACEAUTH

AR E B R EF, FRpk4] PUBLIC #8727 X % %5 USERSPACE!L 1) USE %A,
7. SYSCAT.WORKLOADAUTH

TEIERR B, Frikd]l PUBLIC #%4% X SYSDEFAULTUSERWORKLOAD )
USAGE HF#Y,

8. SYSCAT.VARIABLEAUTH

TEARBR E B E, XPH5k4l PUBLIC 427 74T SYSIBM #EA iy 42 /e
H (TFAIAEERSN) (9 READ FRAL:

* SYSIBM.CLIENT_ORIGUSERID

* SYSIBM.CLIENT_USRSECTOKEN

JERR % $da 7 2 I A% RESTRICTIVE 15 CREATE DATABASE fir 41 8 ) 5t
f .

2T AR SH I )

EF4ER

BT K ZEOE G P SR AL, I 15T 4 A ACCESSCTRL X[, SECADM
IR, CONTROL $:#; %%, WA WITH GRANT OPTION, It4h, HAf
SYSADM & SYSCTRL IR H Pl A% TR MR, RRESR T X B X 4 A RRAL.

RXFHES

20 CONTROL HERUEL T HAM ™, #4714 ACCESSCTRL 5 SECADM AR, %
#F ACCESSCTRL, DATAACCESS, DBADM f, SECADM [}, #%iH4 SECADM
BURR.

GRANT (54 EVFRAUH & TR T UE — S B Aol — MR R 7 — sl
455 8i#% T PUBLIC, SXMZRACAI BT P M. R EA A AT A5,
w24,

ARG MR A0 P AR EAE RS b, W S48 8 2R IR 7 P I8 2%
T4. GRANT Fl REVOKE &M #8778 USER, GROUP F1 ROLE, H#nsgAf#
X SenT e s, I EEHS S ARMERG et T H, e
EIRR PR H; BRI S AT R 4 B A a AR R, IR B R
HBLkmegN G5 AP, Agifa, BasREER, DTGk
EMPLOYEE #(/ SELECT 4##(#% ¥l /" HERON:

GRANT SELECT
ON EMPLOYEE TO USER HERON

LT 7R Bl EMPLOYEE % SELECT F#ii#% 741 HERON:

GRANT SELECT
ON EMPLOYEE TO GROUP HERON
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A4 R A S

T4
REVOKE i) Su VPR P R S i L B2 T B4 T (R AR
RTULAES

BB O B T S R AL, N1 5 B F ACCESSCTRL #(f, SECADM #{ i
5, CONTROL ###l, F=MEFFHOETLIHEA SYSADM F1 SYSCTRL ALRR (9 7 4l
B, {EE, FPAMH WITH GRANT OPTION # T IFRAUFASE IAUEE 12 R, 24
W5 — M CONTROL FfX, #4%IH4A ACCESSCTRL m SECADM #UfR, i
#4§ ACCESSCTRL, DATAACCESS, DBADM & SECADM #([f, #4iiH4 SECADM
R, R R BB 14 SYSADM 5k SYSCTRL AUBR MY P ildH.  HAERUES 2L
FEROE JEST I

i A~HA ACCESSCTRL #(fE, SECADM #UfRa CONTROL 4§ALHJ I F* A REHIH
flfi16E /1 WITH GRANT OPTION #% T 4FAL. 535k, BB R U A8 TR ALY
TR N A2 BARUBH R AL

WRHEEE A (A DBADM AUFR) #YE A TRIER (LB R, 82K A2
FEVZ AR 10 R AL G AL, O ROV R AR E . DBADM AR A1, JIF
AT 2 A 2 E A0 AR AR

R E R AR T A RAE A . A, A8 A2 A IR A 6 A FE
GROUP, USER #f, ROLE Xf#=, PIF/RHEIMH HERON #i{45% EMPLOYEE %
() SELECT 4$4%:

REVOKE SELECT
ON EMPLOYEE FROM USER HERON

DI TR M4 HERON #i445% EMPLOYEE #%[# SELECT $#4{:

REVOKE SELECT
ON EMPLOYEE FROM GROUP HERON

FET N — A P OB R DO A RE MAZ AL B BT A 805 P R B 2R A 2R E
HERT IR, B2 AR T, B2 E IR AU Ik,

RN — A P 7 AL, IR A AR X i 7 A T A O R AR, K BBk
TERBER RSN, FR, R RER A TROALRER. AR IZ A B — R
RN EER T, AR IR 2 P .

USRI — A T O 7 R, IR AR X% A 3 AT AT 0 O R AR, K BB
TR R, (B2, R AR TAIBLERAL A RIZ A ) — L
RN EER T, IRAREA IR 2 PR .

G RE BB XL, AR — AR T — L, AR SO — A
SRR VAR, U PR ST I R A T A 2 i 21 65 1R 7 . SQLOSS6N:

o BTN BRIz b, B8 A1 B A B BT AL, R R T L.

o ATLUAAFR BRI, RE GRS A (AR |

i YRS R — A FE B ) CONTROL FALE, I P AT AR fE i B A
B HAM . 4827 CONTROL Fefhf, FFtnf#z0(# i1 WITH GRANT OPTION
UL T A A, — B44S T CONTROL, J-4f#i il WITH GRANT OPTION #2
PR T A A A A, — B3 SR T L.



IUDR T AR B R AR BT A R P AR IE e R, (R AR — A EA A iE AR A9
HFAEEN], WA LIVEGAR, WG SO R A T R P98 E &, ]
IR, ST iR PR il — i B U EOr g€, AR N PUBLIC $U4H
THRL, IR ABTA th AR SE PUBLIC RAURE - G0 RSP LA JC R, IR M
JUHEH T DBADM UR, 81z IE T A e (A IeR,  BAE S e 2 S
REFF AR IRLEAR e, I i i 3 O To sk A P B K 5 2 k] T 200 7 e
Fal, AR I AR, IR Ak A4 (SQLCODE -727) . fEMLfsil T, &
25 AT B A PR B R St B O A

o HUBTORE BT AL AR
o AR P A HR A X G B0 il 2 AR

o7 4 FE SRR R AU FHT 0 X LA 4.

WA — A B2 MR AUE S A A% 80 SQL pR %L, FF HAR &K TR BRI Y — 45l 2
PR B AARERE FTZ M A 4R 50 SQL BR%L,

181 B 2 AN BR 3 5 SR ER AR SUALRR

SO P T SR R U R OISR X R (R SRR ) B MR
# DBADM AUBRAG I/ QIR AT, 2 PR 250, MM — -t gent, it
I 5 T AL

RFIAES

DAV SRR, K, ReldBEFant, HPSBIREIXTZEN4 ) CONTROL #f
B Mg RN, JEERH P ZRIEE P 5 a2, IEFEFREAE CON-
TROL Hp#lit, ABas#z2 7K CONTROL HFAl,

214 0 AR B N G — N ECE, B ] WITH GRANT OPTION #7 Pt i T %
ALTERIN, CREATEIN #] DROPIN 4540, BFa=Xfla i 442 F PUBLIC [
CREATEIN,

BIBEFEHAER

BIND 7l PRECOMPILE i ol Pl by R FP . FEH AP AR — v 2, A OWNER
WELTA i 44 T A2 AR e L ) T

RXFHES

i A4 H% P A 1Y B A A T LU
s AR A E OO AE, WRARIGE OWNER BEIR, TR 25X 26 H (A,
« A7 DBADM KRR P ARiR T ] OWNER 356 TR AT AT 52 BUbR IR i 44 SRy JiT 35

FAERT A A6 DB2 Kl = il 40 R T B R A RS S RF OWNER BEIIT,

2 8 P RIRR AL

R — AR P b R (6 1) T LA R PR PP OR, T ph 25 50 B T AR S 2 1 A
TR TSRO IV RLITAbIRE 2 €l e SIRPENGE FH XN Lk A
A TEAHL.
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46 udrE ke v

BTFHEBRFAMA A, PUBLIC FIffifn (XL EaCHE T4 AH PUBLIC) HRFAEUH
TAEGRERA SQL H XQuery 15FIAG AR, 0 2 4% T HYFRAL DL Je 452 T 4L i 1
AHTEHEHS SQL Ml XQuery if AN A AR,

FrARgR e P 182 T VALIDATE RUN, &0 HAGHZRERN, F6EfEF ) A
FH 250 A DL AT — A&
s DHETHITEFEHEHS SQL 3 XQuery 15A) FT A FRAL,
o Cal i T 81— TRk 22 T R R B SR UL R R AL
— PUBLIC
- T PUBLIC s
- ETHPHMAE

W PAT BIND 484 T VALIDATE RUN, JF4fdEtfEFadE s SQL %
XQuery &) FTA B MER 580 BIND k0, (HATEBT S EHKIFXLE SQL
5 XQuery 1E7). M TR A DI P BV AR (BIND & BINDADD ##47)
kg E T AN;, PUBLIC, 4. AR T2 .

BFFUT &S SQL M XQuery IHHILL KB SQL Ml XQuery ¥fif). ZAFA
MSEIRF G, P RATENZEFEAA EXECUTE F#l. AR, MTHizkFe
RS, SEH P AT DL RGP A0 & AR, B A SRR 7 BT it
HE BRI

IRBFF A shZ SQL 1 XQuery i54], ARATEMNIF I E e FEAT, Fragheil
Ity DYNAMICRULES fEEMH. AXEZFEE, HSRMAA LS
DYNAMICRULES 7k 511 & 5,

X6 2 BRARAYIE Fr & R B 4L
TR G A R DRRRAG S I, % P o e PR o P P (AL B e 2

YR ORI N0 E S IR AR R 7 AL, R G A S e A R PRAL R
W AR5 A 2 FIAL 1AL BT VR B DA IEAS & s AR A, (HOR, SRR PP i AT 3 A it
B IR A AEFIA PR AR A

fian, FUEREFUEIEEN SQC XM & ILA SQL B XQuery ifif]. — A
SIRTAME. 75— Fsh&EA5I 0 TR, HI0E R r wnt, AR rualEs
A B2 A BT TR B Ik 2o A 3t 2 AR AR AR, (EAS X W B PR A K8l PR S AT G 2

B 5P PAT IR R AL, B thxt AR P B EXECUTE $#L, IB21Z A
OB X 5 | L2 B 38 A BT ASCRAT T B A B R BRSBTS IR AR Y 5 A,

AT BCRE e 6 09 P 008 g 8l YR A DA BIEAS 2 R AR 2

% SQC XN AL hA SQL Al XQuery &)L KR SUEFRATIR A5 I, XA Hx}
SHWEFRE DB2 B AR A 2L, A8 7 60 11 A 25038 1o 78 15 /) P4 1 A A i) A
X% (FRFED) MU E, BB @R & AR A (F27 6 H P L2 o
TEAL B W R AR R A 0 42 10 B 08 VR AL 1 UGIEAS & A AU A ) . 7TEX RSO, T2
W P #R A EXECUTE $RAX,

R PP B AT 3 B BB PRI 9 T A e T AR AR B, ml o o ) P
SRR B



£ RRETERRA SQL Ml XQuery iBAJHRFEEWRFR, 5 A BN EF AR T i
DYNAMICRULES EI5 (3¢ H & BIND) .

WEFR IR PR REF EHA AR, oS DB2 RIERIEE, DB2 #f
PEGE FABIAS SQL. FEXUR IR AT HE P A AR R AL 20 A T B AR, A AT A 1% e I
BhAAT IR 7 .

1 4R B = S X # R ey ia)
MR AL T — b7 ofe e il % 2 (9 1 ) )™ JRE R 3R A AR AL

o7 PR L s T Aok 3 ) 5 ] E AT 47 42 )

o HIERAHEE .

X R R TR] — S B R E S P M AR e, AU AT LB — R ok
IR Al X 4B 51 0 7 B AT T AR L A A5 T],

o RUIMFENFATH—1T%.

RETE — AR L F i dgE WHERE 4], B80T P AT DU ld o — A~
Vil #47,

o R Rl PR SO AT A — AR IR E e AR U e g U, IR 4]
DAV S FHVERRIY A DB2 Hidle FEA AL, X L8R AT AT A — 4>l Xl 5 | AR,
E: O] DA — DR A 2 A B IR AR S L, DR R A —
s ] 22 A Bl I i R, X SRR IR AR O 2 o B PRIAL, 240K — oA USRI P 4%
BURE R I B A — R, 285 R A Xe DR B AR X 4 B R AR
I, X AR AT al LUA AT .

TR, R s IEE PSR EEAER, R SR FR#LEL A DATAACCESS

R s CONTROL =, SELECT #5AL. FI/ i/ e 676 AR 1Al 4 E RO B b A

X, B, AP AR UAEA DBADM RURE CREATEIN F#fl, mi#, Hit
B ARAFERS, P 0 8l B A IMPLICIT_SCHEMA AR,

N EAE S VAR IR, AT E XA ARG R BRI S CGRAMIE ) &
HABALRR; (2, SGALEAE P U7 e AR, A2 FE RO R X e A SELECT AL
R =0 35 A A B 202 5

USRI PAL X R R CGRALIED) oA GG rIARR, w7 T 814

Lo LUR P al [ 59 e I8 22 v g IR 26 5 D S iy, B — 2l JEAL

2. BT PR IALER SELECT il

3. A 5] A B e AR

R HP Al K SRR AR SELECT 3 /h) k5[] AR LE 471

PATR 75 S S it 7 e fekt PR P oA FR A 1] 5 JEL 9 — 1 BE VR AR A 7= 1.

PR, VP2 AaTRERT 2U5H] STAFF R #y(5 &, filn:
o NHHERTHERE AR B AR,

JH I T4 PERSONNL Xf STAFF [ SELECT Fl1 UPDATE ###l, ®[LIERA S
Hin 5 R
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48  udrE ke v

GRANT SELECT,UPDATE ON TABLE STAFF TO GROUP PERSONNL
o AT TR R A A TR DAY TR B

AT DL AR T B — PR R L IR, ilhn, AT RURETTS 8 51 #Y
AT A
CREATE VIEW EMPO51 AS
SELECT NAME,SALARY,JOB FROM STAFF

WHERE DEPT=51
GRANT SELECT ON TABLE EMP051 TO JANE

HERN% JANE [ 4 %1 STAFF % —##1 EMP0O51 M. X4
STAFF #[f) EMP051 fKN, HWAEHAEIWTEER

B I% ERfL
Fraye 45150.0 Mgr

Williams 37156.5 Sales
Smith 35654.5 Sales
Lundquist 26369.8 Clerk
Wheeler 22460.0 Clerk

o AR R PR B HABIR 51, nTRIRYE STAFF &i) NAME FI#l ORG %
LOCATION %@ g — /ML, JfilidmA~3=RAE F) DEPT il DEPTNUMB 313X
PSRz, Rl R I EDR:

CREATE VIEW EMPLOCS AS
SELECT NAME, LOCATION FROM STAFF, ORG

WHERE STAFF.DEPT=0RG.DEPTNUMB
GRANT SELECT ON TABLE EMPLOCS TO PUBLIC

VTl B O3 A7 B IAL B K R 2R A R

B FriEtt
Molinare New York
Lu New York
Daniels New York
Jones New York
Hanes Boston
Rothman Boston
Ngan Boston
Kermisch Boston
Sanders Washington
Pernal Washington
James Washington
Sneider Washington
Marenghi Atlanta
O’Brien Atlanta
Quigley Atlanta
Naughton Atlanta
Abrahams Atlanta




B FR7Eit
Koonitz Chicago

Plotz Chicago
Yamaguchi Chicago
Scoutten Chicago
Fraye Dallas
Williams Dallas

Smith Dallas
Lundquist Dallas
Wheeler Dallas

Lea San Francisco
Wilson San Francisco
Graham San Francisco
Gonzales San Francisco
Burke San Francisco
Quill Denver

Davis Denver
Edwards Denver
Gafney Denver

RHIMIEEEER (DBA) H{THIIE
AT R, ey 1 BCR EEE BL (1% DBADM KU FI ) SRR A0
i,
WX E R RT3 1)

ATLUE ) DB S-S0t o AN R 2 B G HEAT R TR, O, EREARE T SRR
1 BIEEHTESRmS, FRMEMENHIA DBADM AR Y 1 AR Y FF.
2. fHBLH IS5 DBADM AUFRARKEK,

AL PO R 6= ]|

ARG B S5 MDA R AR RO A B R BEAT IR, R, 3 A T A
IR

1. Al -4, JEXZMAER T DBADM AR,

2. EX—AAME LT3, FEIZ AR AT B SO B M,

A EXHMEAT EAGR U T M O B s, Xk, 1A Rl i)
i ERSCAR A, FH P RA AT E £ T SGEE N A fE3k1 DBADM Y
fiE.
3. AT oM o 5k SR 7 ) PP e ] £ R SC
a5 77 TS B 0 15 DA O AUl iU TG (o il "G 15 DA < VA TG (ol il 9 ) -1
FRUCBC Y FRLE I, TR R, IF LA M @R s AL,
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« B /] WITH USE FOR FA) @I —Aalfs £ 3L, DU ST Avsa] ik
A5 BRSO . B R AR R, XL AT DL B AR R A
R R, N AR L B, A AR, YRR
IR Z A AR, IFERIZH P X e A TR K.

LB 3t A IS 9K 5 7T I e = 2 i L B ) ] N i o i
PR EOCTER S F. B BE RV SRS 55l fi5 1R SURISREK,

B LE Xt 1 R 3 1)

C o e S 6 0 L2 R v NP BN S v

o BB IR R R 95, L DBADM 7. sl DATAACCESS,
i, WAEAE ] DATAACCESS BRI S0 T 0GR . A ddR T
DBADM

o B AEXT AR E R P ARV, E A T AR
- Wb TR EmzRT I ES.
- KBiZZeRSR TR,
- XMEAVIZERN SRR RO RS (S6) & 7m0,

BRAR AP R A AR A, BITEIE U BALR AN, R R RE S T R 1%k
iR €ia

BT (B #E 77 %Sk i 0 B iR

50  HufrE ket

SR B e, T BT AT DA e WA ] 4 Tk oA U T K

AR #2327 P iT LA SRR IBUA AT T i e A T 9 500 9 75 T A 11 1o 2 5

« BFAE: DB2 Hf /i RGEH A ETF RO 0 S p ot Mg i e R X H il
EI046 SELECT sl A i il DIFE — e B S B T g tib AT ek Ul i Bl T4
w et BOZHR R A R R P A Re V] H A

7 fE DB2 JE AR V8 B A, B ENL N 2% HEALEIR SELECT 1j
[M]#4% T PUBLIC, 7 DB2 V9.1 ol # & hiiAr 5l R, it fii /] CREATE
DATABASE i 4> [ 1%E 151 RESTRICTIVE, /7 n] DABEHEE 54 H L& W SELECT Vi
[n]##%F PUBLIC,

o WAAMRER: UIMITRAEZ SR SQL & XQuery EAJINIER E4i(F E. HEEMENZ
HHIR XS (BLOB) f£fififf EXPLAIN_STATEMENT £+, B IFIGIHER, 1M
Gt F B RESEZE LT REIBMFEE, ATHREZ 2, RNZE RN
(WA T A Y P
TR PR AR
(EXPLAIN_FROM_SECTION, EXPLAIN_FROM_CATALOG, EXPLAIN_FROM_ACTIVITY
H1 EXPLAIN_FROM_DATA ) W] {fi I T2 /5 60 = U2 A7 1 A Al 5 (19 4 Bk S 5 10
B3, WEBEETRE S MASIEENIE AR, ATREZENE, HViZET
19 B 2 R R BH 2R 09 1 (R RUCRZ T A BEAS Y

« BRERENESFEE: MR AERGEITERICH B R, JF B AEGE M H R0 B
=, MATELRE VS Rl o] BETC AT Rl A £5cdE. T 31 R B i H A



R E HATIZ R E T RIBLR
db2ReadLog SYSADM &, DBADM
db2ReadLogNoConn I,

- S S, REZRPEdE AE R EAR, N TR&HZeME, M
A AR F AL B 2 /05 A A [ A 22 4

© RER WCREHEBIREARBIGE T REER, AR R RN 82545
AT RE T AT M A5 B O THR R 2 th, RO ZRs S R 19 15 [ SR T AU
F, IR HL, B SRR ST BT B L BIKE LR

© BMRTEZBAERE: AHGSTT BACKUP DATABASE iy 4 () H /™ REAS B g Hicdin JoF ke =3
B 2 0 (RS AL sz DR 4P ) R e S e 20 Ak, & Oy w] REBL & P Jo ik
PAFHA J7 K5 ] 69 K.

¥ SYSADM. SYSCTRL & SYSMAINT #UFEHY f /o] LI /T BACKUP DATABASE
i,

« HESTENPR: 7E DB2 @ AR V8 B BpAt, HA5 DBADM AR
AT LIE ] SET SESSION AUTHORIZATION SQL &) 3% B AT 5 2 P i 2%
BRARIR, 78 DB2 V9.1 (i W &AM FER2%H, LT GRANT
SETSESSIONUSER & /a) i A Ho X A #24,  iXFEALATTA BB % B ST AR IR,

(B2, E%IA V8 BT E DB2 V9.1 ot i & MU B e RS0, E M
42 DBADM R (filfm, #£ SYSCAT.DBAUTH H4% T T AR ) 09 H A 156
5 W5 23 P2 AR IR B AT AT K08 22 F P AR IR, SRR IXREA B R B R AR
FPARRENS IE W 21T, W TREW I B S RAR N, HILEE R P Uiin i g %
ByEdE, A TREZ e, TRLEE AT REVOKE SETSESSIONUSER SQL 4]
e I E .

HMEKM: £ DB2 BIEEETHAGHM WGP, WEEET
HIST_AND_VALUES W25, e S5SH0rIC KM ES 2 0 H, Ek
A BB S AR T AR B Ay SR, &, BB Ui Il W A 1Y P st R
Vil A AT RT 68 TS AL [ 1 45 B,

o FEDNMEHN: FEf FE ShEE R SIS DB2 KR A RS 1 AE SR, IR e
T VALUE 14), ik 53 8rid 2B ES 2 WM S, wiRise T WITH
DETAILS 4], BB s (HPmaeE S ASIEME ) 52NN T, T2,
RENS Vi Il W A B i D P s Re o e AT T RE TE AU M (G B, R TR m % e, R
F71%¥ CREATE EVENT MONITOR 541 DA J2 AT Anr 44 W #0252 ) U7 AU 7 ¢
MR

- EFEEREFLEN: M HRFOSEEZAEG RSN DB2 BiFEEH RS
IR T S R A, RENETFUEEEAPHE T -0, MakiEe AR
(HApnfae S ASRE) SEMMHEL., I TREZ2ME, RIVi%E CREATE
EVENT MONITOR 3% %#) DA K AT An] 55 {4 W A0 25 ¢ (1) 05 () AUAZ 7 9 19

o BMEREH. UEMRE: U TNEMRER. WERR S S ER Y TiE
SR P 0 R B A R TR ) SUAR,

— SYSPROC.MON_GET_ACTIVITY_DETALS
— SYSPROC.MON_GET_PKG_CACHE_STMT
— SYSPROC.MON_GET_PKG_CACHE_STMT _DETALS

— SYSIBMADM.MON_PKG_CACHE_SUMMARY

5 1 % DB2 Z4atkgm 51



— SYSIBMADM.MON_CURRENT_SQL
— SYSIBMADM.MON_LOCKWAITS
— SYSIBMADM.MONREPORT.LOCKWAIT
— SYSIBMADM.MONREPORT.CURRENTSQL
— SYSIBMADM.MONREPORT.PKGCACHE
A CARTREA S A SR E, N TR, HR %K X 5 3% R B 1
EXECUTE $5#LLA F2 3k S6MLE () SELECT 5042 T4 YEA% (1 Fi 1

o IRER BERWRE SRR, TIE, BENS NN S ER BRI P RE U R A 47T 0T g
TERCT R B A5 B

o BAEXME b TE TR, DB2 BRI M AT REAAE sq11ib\db2dump H 5%
AR BN TR A SO, XU N AR A SO IR T RE AL S SR, TEILIE DL T, BEYS TN
XA S RE VT B AT AT RETC AL R AR R, A TR ek, PR I
sq11ib\db2dump H sEAYI[A].

* db2dart: db2dart T ARG EREIFATAARE ML, BT AW LI
[HRHE, H DB2 AXZVFM s f Szl T, AAGE1T db2dart TH
ARLTTH db2dart i i Y F ™ AL RE TS ) AT RT RE TS A D ] 4 75 .

* REOPT #FEELL: 157 7 REOPT JPE LIS, FEiafTiy, 44>nl FH i 16 i 1 e 46
SE SQL KA A Bt B BR B B ARAFAE BT 3R . Bt IR IO 2 Wi A KR (.

* db2cat: db2cat T HFDRFAHRNEAHAST, REHMEFUELITER, X
WRIHE SRS ERARRNANFEE. T2, 1817 db2cat THu(FH A
HH B PP RE U7 el A AT T B TE AR 1] 69 £ L.

YNz

92 iy R A v

DB2 %l 1 R G A T T 07 R R XS AF it v ) B AR 1 R 8% 1 A ) A DEA T

WEESR PR HITINE

AT DLIERE R 31 7 vk ok W A7 i v (4 BCHiE A7

o AT DI FH NS MR 2 P B RS0 ENCRYPT. DECRYPT _BIN, DECRYPT CHAR #l
GETHINT fe X $icdh 12 & v i s ik A 7

 WJDM# 1] IBM Database Encryption Expert X JitJ2 #AF 5 48 it #1813 SO EAT

o WRAE AIX #:{EFR % [izfT DB2 Enterprise Server Edition R&%t, It HAUEF L HF
Fomez, A nE NS S RSE (BFS) AT HAE R & 0 SRS T

xR B B R 1 T N

FOHER LS DB2 Ml A 2 AR R B AT %, W] LU ] DATA_ENCRYPT A
WERRY, H(FH M DB2 K RGN E e B TR (SSL) MK,



{£/F ENCRYPT, DECRYPT_BIN, DECRYPT_CHAR #0 GETHINT X
#

ENCRYPT [N ' R Bt FH 2 T (0 0 6 0 V6 0 B b AT s, 3k 46 o S0 AR/ (et 2
WS R, RSN IR AR AE . — EE, A o AT A e — Ty 3 aE
i i P IE B 1 5 R R A . 0 0T K 26 R AR O i I % T T Y R AT AN RiE Y
s el 4 FEUEAT VR,

ENCRYPT BR¥f45 5% VARCHAR FOR BIT DATA (KK R 32631 F15) .
HfEf# CHAR, VARCHAR FI FOR BIT DATA,
DECRYPT_BIN Fl DECRYPT_CHAR B 5Ufff JTI 55T 2 i) ) ffe 285 0ot i ik 47 i 5

DECRYPT_BIN #4%&[i] VARCHAR FOR BIT DATA, i DECRYPT_CHAR 4%4R
il VARCHAR, FH A% /N EHASETHEZ CHAR FOR BIT DATA i VARCHAR FOR
BIT DATA, RIS RSH — 1 EHZRARRMEN,

LRMKERRTE T A 8 FHARMT IR Ssk TTRUR SR, SRIK

AR B R K L 40 TS F 4 8 FUMRMF IR, SE, ik

HeE TR S, SRR TR RACR A A RAGK L 8 FELE T A 8 7

R T

GETHINT BRGE [ EP 0 SR, S R B B BT A 2 W 12 0 0

A, LKA HR R B T R,

LI B R 7 5k 22— s AL X s

o T LREMIE ENCRYPT SR B (5 057, O I th s
AR 78 R 8

o T N A48, SET ENCRYPTION PASSWORD if/aj % % i (H i 47 n%, JF
T 5 50 5 25 P B D7 DA 5 T2 A o SR Bl 1T B0 5 e )
i) ENCRYPT., DECRYPT_BIN #I DECRYPT_CHAR K#({#i i ENCRYPTION

PASSWOED % MIZi ff# P [{{fi. ENCRYPTION PASSWORD % 7777 & H L%
it A7 B

LT ARV A B E (R — 2 AT,

FRMA SIS ETE 6 F1 127 Z[8], f$E 6 A1 127, ERMAREEESE 0 Fl 32 2,
35 0 Fl 32,

fiE DB2 LHIFHRZEEREFE (SSL) Z#F
DB2 #¥s/E RSG5 FF SSL, XEMEM LHFF SSL 17 DB2 & F AL HFEF ] DI H
SSL Ef#Fi#%#E DB2 $¥iE%. CLI, CLP Fl .Net Data Provider & F LN FIFEFH
il IBM 3R 5547 JDBC Hl SQLJ HKsh#EF (4 2&EH:) 19w M7 X FF SSL.

TR Z Bl
{ERLE SSL SFF2 AT, T T 515 5

% 1 & DB2 Z4Mkim 53



* £ Windows “‘F-& I, #iff IBM Global Security Kit (GSKit) %12 HIAE PATH
WA R, fE Linux Fl UNIX P& E, #8142 H PI/E LIBPATH, SHLIB_PATH
5f, LD_LIBRARY_PATH MliArfmrh, 444% DB2 HiliE R4, & HIMEHE GSKit,

£ Windows 32 *F-& I, GSKit FE{iF C:\Program Files\IBM\GSK8\1ib H', ¥
WEHLT, Z% PATH 4404 C:\Program Files\IBM\GSK8\1ib, £ Windows 64
fit& F, 64 fi GSKit JEN T C:\Program Files\IBM\GSK8\1ib64 1, i 32 f{i
GSKit JE{iT C:\Program Files (x86)\IBM\GSK8\1ib H,

{E UNIX HI Linux F& F, GSKit FEN T sqllib/1ib/gskit .

fE9E Windows V-5 [, DB2 i R HIAs DA 7 X %3 GSKit, X 45 i SE 4,
GSKit FE¥{i T sqllib/1ib/gskit B sql1ib/1ib64/gskit 1, A LELESL R
B4 GSKit 15 —AEIASR G SLE], RAEAE GSKit 2 RaIAR, B4
Jal GSKit 5Jm#F GSKit 4bT [ — kAR,

o TAPRARMTE RS, R BT TIERE RS, HASTE DB2 S fE ] SSL
FE.

B RO T IR 88, 35 & 1! GET DATABASE MANAGER CONFIGURATION 4.
KL B 2280 max_connections [K{5 1% E kT max_coordagents [ft, 44
HOG TR,

RXTFUAES

SSL i R K462 FIPS J7 3.

DB2 Connect #J SSL % #F
AnRAE A R R 55 25 7B ML _E{# F§ DB2 Connect for System i, DB2 Connect for
System z 1§, DB2 Enterprise Server Edition ¥ DB2 & F'HliE# £ £l Sys-
tem i HE%E, A4 SSL SCHpAE T HIAEfrI e & wl Hl:
* {E% 115 DB2 Connect [IZ55 % Z [
* 7£ DB2 Connect g 55 5k 55#% 2 [H]

* [RBFER LS DB2 Connect R 55#% 2 [A]LL J2 DB2 Connect Iz 55 #% 5k 55
]|

i ONTHERETRIAG R LS SSL 2, ®E% P ALEUR S 2R L
SSL ARMFT A sk, fitn, W DB2 Connect yE#%E&EPHALTH FRIRE, T
2% DB2 Connect 45 I A IERORGEM A SSL. {HE, X H bRk 55450
uliiE R T DAf#E ] SSL.

B AERYERE (HADR) R4 SSL X#F
TE% P LS HADR F MR 554 2 (032 #F SSL, #4# %2 4i ] SSL ) HADR F /i
M EPALRE R 26 SSL Y HADR # HEURRE. (A2, 7
HADR Tf 554+ 5 HADR & Ml 55 &% Z M A5 F¢ SSL.

GSKit TE GSKCapiCmd H3Z#Y
A% GSKit TH GSKCapiCmd {5 &, HZMHLTMILIE ) GSKCapiCmd
User’s Guide: ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/
GSK_CapiCmd_UserGuide.pdf,

54 ufrE kA v


ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/GSK_CapiCmd_UserGuide.pdf
ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/GSK_CapiCmd_UserGuide.pdf

FE SSL %%
KTHEE SSL Sk, SR Jofld & 8 iR FA TR, X ER AN
HH AT SSL # R, HIR, DB2 LB A HLHN SSL il & DB2
S,

UK
1. Qe 2 AR O B R .
a. ffi[f] GSKCapiCmd T HRGIEBHALIE A, BLAMEREM RS (CMS) £
R B8R . GSKCapiCmd NIAEEET Java Mar ST TH, ARELERSG L
L4 Java BLAEM M T H.,

ffi gskcapicemd 74 3K1F ] GSKCapiCmd, Ul GSKCapiCmd User’s Guide
A, 7E Linux Ml UNIX & F, a2 MEER sqllib/gskit/bin, 7E 32
{7l 64 {ii Windows “F-4 ., M4 C:\Program Files\IBM\GSK8\bin, (f£ 64
-G F, BAFTE 32 F GSKit RIPATSCARANZE; TRHUREOLT, %2 mBsieh
C:\Program Files (x86)\IBM\GSK8\bin, ) i&ffif# PATH (¥£ Windows F& )
fFE IEME GSKit JE#4%; LIBPATH, SHLIB_PATH & LD_LIBRARY_PATH
(7£ UNIX 5 Linux & L) W3 IEFR GSKit FERAE, #l, sqllib/lib64/
gskit,

B, DLTFaAa@EAK A mydbserver.kdb % 81 5088 1% DL & AR h
mydbserver.sth F [ 4

gsk8capicmd_64 -keydb -create -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"
-stash

-stash PRI AE R EUAR R ITTERY B2 BRI BRRUCIF, HOUH R 28 . sth,
STBIE B, GSKit 2 F R ST AR AR U S R 142 1 1.

iE W AZX BRSSO R G R, BEEAL T, RASGIAEA R
AV SRR (BRI |

LRI PR, 2 HShE R A — %I Verisign Z 2KAGINIEHL (CA)
(258 F I X B AT A,

b. RSG5 AR LIS I R WA B . (£ SSL BTN, MR S5 4% 2ofs R Ak
B PR MM G AAIE,  ERBGES, AR GSKCapiCmd A #Hr
APE iR ERE CA DIEAE, BalliElg A% 4k,

BN, LEEIEAR% A myselfsigned B H A% AUEH, HHKLLUF R FTRE )7 L 4f
A GSKCapiCmd 4
gsk8capicmd_64 -cert -create -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"

-Tabel "myselfsigned" -dn "CN=myhost.mycompany.com,0=myOrganization,
OU=myOrganizationUnit,L=myLocation,ST=0N,C=CA"

. KERIA QI B BB, DUE R B A 4hia 7% L CR S DB2 i ds
L SSL R ) HYTTHRAIL

fitn, DIF GSKCapiCmd fir 4 # ik B 2754 mydbserver.arm [y 3L {4:

gsk8capicmd_64 -cert -extract -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"
-label "myselfsigned" -target "mydbserver.arm" -format ascii -fips

2. BEPX) SSL SRR E DB2 Mg5#w, DL DB2 SEBIFTA EH G085 E T AN E
S¥0F] DB2COMM T3 i 6745 &

5 1 % DB2 %4fEfinl 55



56 k% g

®

=

g.

BNl

Hi ss1_svr_keydb Mg & 28 B o8 % P18 PR SCAFROPRE R A2, Bl

db2 update dbm cfg using SSL_SVR_KEYDB
/home/test/sqllib/security/keystore/key.kdb

R ss1_svr_keydb Jy NULL (Kit'E) , ARSI SSL L H.
¥ ss1_svr_stash fii & S 80X & NEBOCA IR HERRAS, 4D

db2 update dbm cfg using SSL_SVR_STASH
/home/test/sql1ib/security/keystore/mydbserver.sth

W ss1_svr_stash iy NULL (Ri%#E ), BaA2EM SSL LHE.

¥ ss1_svr_label JiLE SR E MRS SHAFIERBIIRSE, L% 1 PEiR
Iz FIES,  WRKEE ss1_svr_label, A2 250 b 1 B e
B, WER A E P A EEE AR, AR SHAM SSL, filan: db2
update dbm cfg using SSL_SVR_LABEL myselfsigned, HM' myselfsigned JZ:F¢
N

¥ ss1_svcename MILEZE0E N DB2 #5dl A R G0N % HEAT 0T DLAREL SSL %
B0, WRFENE A T TCP/AP Al SSL (DB2COMM i:fift #7245 & 1% & “TCPIP,
SSL”) , HB4WLFK: ss1_svcename 54 svcename i3 B (143 1 A Al 6 3 11
svcename L& S E DB2 B E RGAEATHINT IARIC TCP/IP 420936 1.
nEHs ss1_svcename 5 svcename % 'E N[FE—uid, AL2¥A=EH TCPAP F
SSL ZH M AEAT —I0, Wik ss1_svcename 2 NULL (K% #E ), IAAREH
M SSL S #E.

i 76 HADR MsErh, A EN 56 A = 2450 hadr_local_sve %
ok} ss1_svcename W EME, 74, WEAELK hadr_local_sve X E 4 svcename
f{E e svcename MYEfN—.

7E: 4 DB2COMM Vit F4¢ &% B #TCPIP,SSL K, WA IEH S TCPIP %
(40, HT svcename FLEZSHLE N NULL) , APAZR[EI4EE SQLS043N
HFHARZRM SSL 3CH,

(AIE ) Gn SR 248 2 M 55 4 v] DAGE P Le i &4, B4 E ss1_cipherspecs
BLE 2% WHH ss1_cipherspecs 48 % NULL (ﬂiuﬁ) 623X VT
GSKit fifi FI[FII 52 % FOALAIIR 55 45 SR Y B ol RS, 1ES R 66 T
PR ERSEL ), DIRECE SCHP L B i 1 nl FI A5 ..

BiE SSL ¥RfNZE DB2COMM Efff 7.  fdn:

db2set -i db2instl DB2COMM=SSL

Hrh db2inst] & DB2 SEFIAFR, Bl FE o] DRI SR 2 A0, B,
FEEI S H TCP/IP 1 SSL 5@ P

db2set -i db2instl DB2COMM=SSL,TCPIP

HoHash DB2 SZfil. il

db2stop
db2start

PUTR 7- Bl 7 Al s iie 45, S A el DU iy QU Y B 28 2408



gsk8capicmd_64 -cert -create -db "mydbserver.kdb" -pw "mydbserverpw0"
-label "myselfsigned" -dn "CN=myhost.mycompany.com,0=myOrganization,

OU=myOrganizationUnit,L=myLocation,ST=0N,C=CA"

TR, AR 4

gsk8capicmd_64 -cert -details -db "mydbserver.kdb" -pw "mydbserverpwQ"
-Tabel "myselfsigned"

i th RN

label
key siz
version
serial

1024

: X509

: 96c2db8fa769a09d

V3

: myselfsigned
e :

issue:CN=myhost.mycompany.com,0=myOrganization,0U=myOrganizationUnit,
L=myLocation,ST=0N,C=CA
subject:CN=myhost.mycompany.com,0=myOrganization,0U=myOrganizationUnit,
L=myLocation,ST=0N,C=CA
February
February

not before :

not aft
public
30
05
79
DE
2F
CA
C4
Al
0A
3B
00
public
finger
2D
82
signatu
value

CB

er

Key

81

01

Tuesday,

: Thursday,

9F 30
03 81
62 C9
BC 2E
51 FF
6B 32
80 2A
48 33
AA 62
2B E2

oD
8D
A5
A4
40
66
DO
E9
3A
82

key type :
print :
93 F8 AC A0

C1
3C
re

Trusted :

NN &R CA BRI ((UEFAZEAIET) , W2 EMGEBE A ERKIFH

% CA (U VeriSign) 2429 HLIRBIE B4, 1

47 EC

SHA

06
00
c1
oD
A3
74
FF
64
DF
FA

24
25

09
30
5C
37
76
8F
27
B9
D3
24

RSA :

1:

algorithm :

enabl

79
ed

8F

2A
81
38
45
68
E2
72
98
78
FF

1.2.

E2

86
89
31

840.113549.1.1.

48
02

2009 17:11:50 PM
2010 17:11:50 PM

86
81
AB

F7
81

0D
00

C2 05 D8 23 D7

01
B6
63
FE
4A
62
D3
5E
0B
02

1

5D

SHA1WithRSASignature :

01
B8
co
67
D8
04
Al
(¢]3
91
03

87

01
DC

E6

PR
o

.840.113549.1.1.5

RECEANIERE, TERHH

Bl 2 o5 A8 AR R, DUT s Bl 7R T anfel 3 SR N4 i 5. 1Zom 6 4 1 Tk
Bk AR,
1. H4%E, A mydbserver.kdb AIEEFHZ 4GSR (CSR) . DL ad H a4 & % 815
A RSA AN/ FISYIXHT PKCS10 JEFiER, *F CMS 4% dE
JE, EPERAE BRI AR B4 A xdb” (Y SR, R -File SIS & MU AT

BRIEE CA LI,

gsk8capicmd_64 -certreq -create -db "mydbserver.kdb" -pw "mydbserverpwO"

-Tabel "mycert" -dn "CN=myhost.mycompany.com,

-file "mycertRequestNew"

PUT i K410 my db iz 55 a8 H9IE 1535 R A9 1R 4015 8.

0=myOrganization,0U=myOrganizationUnit,L=myLocation,ST=0N,C=CA",

% 1 & DB2 4R

57



58 Mk A

gsk8capicmd_64 -certreq -details -showOID -db "mydbserver.kdb"
-pw "mydbserverpwQ" -label "mycert"

i s s E

label : mycert
key size : 1024
subject : Common Name (CN):
Type : 2.5.4.3
Value: myhost.mycompany.com
Organization (0):
Type : 2.5.4.10
Value: myOrganization
Organizational Unit (OU):
Type : 2.5.4.11
Value: myOrganizationUnit
Locality (L):

Type : 2.5.6.3
Value: myLocation
State (ST):

Type : ?

Value: Ontario
Country or region (C):

Type : 2.5.4.6

Value: CA

public Key

30 81 9F 30 OD 06 09 2A 86 48 86 F7 0D 01 01 01
05 00 03 81 8D 00 30 81 89 02 81 81 00 9C B4 62
3C 89 02 4E B0 D8 EA 0B B8 CC 70 63 4A 59 1F OF
FD 98 9A 1A 39 94 E3 43 C1 63 7A CD 21 47 57 D9
86 6F 11 B8 91 08 AC E3 E2 21 32 FE 43 1F 07 C9
F5 40 6B 3E 4D 56 35 05 62 D6 78 OB E3 97 28 F7
27 31 A4 05 BE F2 3A 44 6B D8 D1 FF 1E DA 59 63
E6 49 52 39 45 9C 1E 8E CC DA Al D9 OF 3A 96 09
66 5C 89 23 2E EE 31 65 8D 87 8E B9 61 C6 69 BC
A5 DB EB 03 16 E6 33 85 14 68 BC DD F1 02 03 01

finger print :

e0dcdelOded3a46a53c0190e84cc994e

5d7edbad

attributes

signature algorithml.2.840.113549.1.1.5

value
4F 06 B4 E3 1F 00 B4 81 90 CC A2 99 4A 02 68 DO
84 B5 7F 33 0B FO 04 D5 7D 4C 5C CB 5C D3 37 77
E2 6D 10 17 50 19 DO 7F 61 C7 C8 54 7B DB CD 6F
47 9F 7E 7E 5A CC 64 20 85 95 A8 5E C7 7D FB F4
8A 7F 4B 74 6F OA C6 EF 09 E7 OA 15 17 CC 1D D2
5D ED 02 Al BE 1D FC F2 65 EB OD E2 93 BC 88 4C
4C 73 76 16 9F 1B 12 3B 7A 01 CF EO 63 97 E8 38
02 FB 47 EE F2 17 54 66 4D F7 7F 9E 13 DA 76 A2

BRI RS

$ cat mycertRequestNew

————— BEGIN NEW CERTIFICATE REQUEST-----

MIIBrjCCARcCAQAwbjELMAKGALUEBhMCQOEXEDAOBgNVBAGTBO9udGFyaW8xEDAO
BgNVBACTBO1hcmtoYWOXDDAKBgNVBAOTAOTCTTEMMAOGALUECXMDREIyMR8WHQYD
VQQDExZnaWx1cmEudG9yb2xhYi5pYmOuY29tMIGTfMAOGCSqGSIb3DQEBAQUAAAGN
ADCBiQKBgQCctGI8iQJOsNjqC7jMcGNKWRBP/ZiaGjmU40PBY3rNIUdX2YZVEbiR
CKzj4iEy/kMfB8n1QGs+TVY1BWLWeAvj1yj3JzGkBb7yOkRr2NH/HtpZY+ZJUJTF
nB60zNgh2Q861g1mXIkjLu4xZY2HjrThxmm8pdvrAxbmM4UUalLzd8QIDAQABOAAW
DQYJKoZIhvcNAQEFBQADgYEATwa04x8At1GQzKKZSgJo0IS1fzMLBATVfUxcylzT



N3fibRAXUBNQf2HHyFR7281vR59+f1rMZCCF1ahex33791p/S3RvCsbvCecKFRTM
HdJd7QKhvh388mXrDeKTvIhMTHN2Fp8bEjt6Ac/gY5fo0AL7R+7yF1RmTfd/nhPa
dql=

TSRS EMBRIE K, W08 LR 7= B i 42

gsk8capicmd_64 -certreq -delete -db "mydbserver.kdb" -pw "mydbserverpwO"
-Tabel "mycert"

SRJE, Viln] VeriSign Web 3 s gEATTEME, Uil sCR R SR BT U1 RS 1 5K SC A4 A
gk, TR, R B s O SRR R H PR, 1%H R
s AT THIAR CA IEH P CA WEBM R, A FAD vi
e P = UE B ER AR AR 2 30

* RootCert.arm

* IntermediateCert.arm

* MyCertificate.arm
X =AM R —ME AR BE.

AL a2 R CA IEBE % mydbserver.kdb:

gsk8capicmd_64 -cert -add -db "mydbserver.kdb" -pw "mydbserverpw0"
-Tabel "trialRootCACert" -file RootCert.arm -format ascii

FHPLUT 24 U] CA JEBEME mydbserver.kdb:

gsk8capicmd_64 -cert -add -db "mydbserver.kdb" -pw "mydbserverpw0"
-label "trialIntermediateCACert" -file IntermediateCert.arm -format ascii

il DL 4 24 E 420k 2 mydbserver.kdb:
§ cat SSLCertificate.cer2

MIIFVjCCBD6gAwIBAgIQdOydrySM+J4uUPNzbPHhVjANBgkghkiGOwOBAQUFADCB
yzELMAKGAIUEBhMCVVMxFzAVBgNVBAoTD1Z1cm] TaWduLCBJbmMuMTAwLgYDVQQL] QAW IKwYBBQUHMAKGNmhOAHA6LYITVTIJITZWN1cmUtYWThLnZ1cmlzaWduLmNv% 1 & DB2 Z4Mkim 59



60 g et

gsk8capicmd_64 -cert -receive -file MyCertificate.arm -db "mydbserver.kdb"
-pw "mydbserverp -format ascii

LT 4 51| mydbserver.kdb H {1 fT A Uk 3
gsk8capicmd_64 -cert -list all -db "mydbserver.kdb" -pw "mydbserverpw0"

certificates found

* default, - personal, ! trusted

-1 mycert

! triallntermediateCACert

! trialRootCACert

-1 myselfsigned

db2 update dbm cfg using SSL_SVR_LABEL mycert

7£3E Java DB2 ZFHHEELZEEEFTE (SSL) Z#F

T PLK % T CLI, CLP #1 .Net Data Provider & F'HL2 251 DB2 ¥R FER P VLA & X
YRR EREF)Z (SSL) DY DB2 kA #H T lE.

FraazHr

R V9.7 [ DB2 & P HLEL DB2 Connect 45885 2z/0S V1.8, V1.9 & V1.10
A4 I DB2 z/0S JlR 545 SSL &%, AB470H APAR PK72201 [J# PTF
W FF Communication Server for z/OS IP Services,

£ BT GSKit V8 5 GSKit 7.0.4.20 Z i) GSKit V7d A%, 5 IDS ¥udiiik 55
2 (ffi il GSKit 7.0.4.20 Z i GSKit V7d) i CLI ¥ JAFEF g dem, B Fi%
M), 5% IDS B 5588 Ef GSKit FEFFZ: 3 GSKit 7.0.4.20 =% W & kA

TERNE AL E SSL SZHFZ 80, iHHUT A5

o WRE UM S AR AT [ — P B RAL L, IR AT B4R GSKit, 2 GSKit &
H 3kl DB2 554k —BIEAT T 2%,

H V9.7 FP1 2, #8743 DB2 R454eiy 64 NipiART, 23l s 32 1
GSKit JE. Ff X2, 76 Linux I UNIX #4{EZR% b, WG C EmikE
LD_LIBRARY_PATH, LIBPATH =i SHLIB_PATH FfIE7rf, £ Windows #1E RS L, i
Wit CIER I 8 PATH PREEAS &, W R iR,

MAREF |BERS GSKit FERIE RETEEE
32 fi Linux fl|$INSTHOME/sq11ib/1ib32/ |#f LD_LIBRARY_PATH. LIBPATH
UNIX 64 {1 |gskit o} SHLIB_PATH ¥¥3i75 &b 4%
$INSTHOME/sq11ib/11b32/gskit,
64 i Linux  FI|$INSTHOME/sq11ib/1ib64/ | LD_LIBRARY_PATH. LIBPATH
UNIX 64 { |gskit o} SHLIB_PATH 55758 v fif%
$INSTHOME/sq11ib/1i1b64/gskit,
32 i Windows 64 |C:\Program Files (x86)\IBM\ |¥f PATH ¥ 82 & v (15
I GSK8\1ib C:\Program Files (x86)\IBM\GSK8\
1ib
64 i Windows 64 |C:\Program Files\IBM\GSK8\ |7£ PATH 33245 & fu4F
ir 11b64 C:\Program Files\IBM\GSK8\
1ib64




SSL sl fF¥ir 2 FIPS Jr 2k,

fE9E Windows -5 I, DB2 % 4 FL AR DA Iy X %24 GSKit, X 45 % SL 41,
GSKit i T sqllib/1ib/gskit E{ sql1ib/1ib64/gskit . A LEALEL L
B GSKit [ 5 — N EIA, WRAELE GSKit Y4 REIA, IBANH4 )R GSKit 5
JaIh GSKit AbF [F] — R As,

o R PRS- SR BN, mRETCME P ULUE R SSL k5545 E
5, BaXTFXE L, 2% GSKit, 1] LA “IBM DB2 Support Files for SSL
Functionality DVD”%¢%% GSKit &, =(#, wJLIEEdE M Passport Advantage® F#k
FY AR R AT 2238
— 7f Windows I, 7fiff IBM Global Security Kit (GSKit) (%12 HL7E PATH 3f

AR, fE Linux Al UNIX |, #fifti%i42tH 97 LIBPATH, SHLIB_PATH i}
LD_LIBRARY_PATH flgAsiiHr, i, 7 Windows b, # GSKit bin 1 1ib H
SEVRNZE PATH H38Ar &
set PATH="C:\Program Files\ibm\gsk8\bin";%PATH%
set PATH="C:\Program Files\ibm\gsk8\1ib";%PATH%

GSKit TE GSKCapiCmd HJ3Z1Y

A X GSKit TH GSKCapiCmd H{5 5., 12 M DL T ML HLH) GSKCapiCmd
User’s Guide: ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/
GSK_CapiCmd_UserGuide.pdf,

KTFULAES
SSL EfF#th& R FIPS J5 3,
UK

BAE DB2 FFMLHFACE SSL SZHE:
1. REE P AL BRSBTS EIES, RSt B IR ZEZIEBSH A

HEHL (CA) 252 00E .

o WRMRSLFIEREBAZZIES, IB2MM0K &S EHIE B E RS ST HEVL L
B, SRR E R EAaiTE Pl Cl 5iZIRSS A& SSL %58 ) 1iHE L.
WS 53 1 iCE DB2 LHlh i ZeERFE (SSL) 1, PIZRIE
ATk Z I A R SO

o WERMSGFHIEHBER CA 2%, WAKPUEHEIETROASEE Tk
SeEB CA IEH, WRKEOE, WaWMHFERIZ CA I, @ HE
1% CA [f] Web ¥l 553k 58 AT 55

2. 1€ DB2 &ML b, {fif] GSKCapiCmd T E.3RAIEER N CMS A& HBRE 4.

GSKCapiCmd T HNAEEET Java B 44T LH (ATHFELERS L% Java GLREHH

T HE) .

i gskcapiemd 174>k GSKCapiCmd, Ul GSKCapiCmd User’s Guide P
firiR. £ Linux Fl UNIX #4/ER% F, a2 EA sqllib/gskit/bin, 7E 32
Nl 64 { Windows #EfERSE L, Bk 24 C:\Program Files\IBM\GSK8\bin, (7&
64 fiEERG L, IBAFFE 32 i GSKit AT SCHRIE, MG T, Zadr
#5428 C:\Program Files (x86)\IBM\GSK8\bin, )

5 1 % DB2 Z4atkgm 61


ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/GSK_CapiCmd_UserGuide.pdf
ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/GSK_CapiCmd_UserGuide.pdf

i, AR a2 alERR oy mydbelient.kdb (%5 A% 22 DL KBk 8 mydbclient.sth
1) B 8 S A

gsk8capicmd_64 -keydb -create -db "mydbclient.kdb" -pw "myClientPasswOrdpw0"
-stash

-stash I AE T YRR T AE 1 A BRI BRROCIE, HOUHH 408 .sth. 1E
PEREIN, GSKit 2 (ff FHBER S Re 3R IO B e e Y A,
3. KB BB IS & L SR

#itn, PLF gsk8capicmd 4 Wi B A SCHE mydbserver.arm §AF|FR K
mydbclient.kdb fY %5 4% -

gsk8capicmd_64 -cert -add -db "mydbclient.kdb" -pw "myClientPasswOrdpwO"
-Tabel "dbselfsigned" -file "mydbserver.arm" -format ascii -fips

4. XTHESUY AR, EESIERTHRNEESHE, W% LS A6
7.

w51
CLP #m#x AN SQL ZE Pl

CLP & UM AKX SQL % M LAl DL % 2 A2 B0 LRy Bl e, TR A
CATALOG TCPIP NODE iy & iZ ik FHLR M E T M H %, &4 CATALOG TCPIP
NODE 74, SECURITY XEEFILE Ny SSL LINFZEHSRE SSL.

LU /R BIR T anfor e 5 57 s %, DAfE CLP & P pLal ARl SSL 4%
KHENTEERE,

B, gE G, LUER YUY R S e @A SSL R
catalog TCPIP NODE mynode REMOTE 127.0.6.1 SERVER 50001 SECURITY SSL

catalog DATABASE sample AS myssldb AT NODE mynode AUTHENTICATION SERVER

&, M ss1_cint_keydb # ss1_clInt_stash filESHCkIgEER P LS
s EFIBER SO, 0K ss1_cInt_keydb Jt'E 2505 E A% S50 2 S0 1
(.kdb) AUFRHERSFRIT K ss1_clint_stash fit B S50 B R SO0 A Fn E 5%
1.

db2 update dbm cfg using
SSL_CLNT_KEYDB /home/test1l/sqllib/security/keystore/clientkey.kdb

SSL_CLNT_STASH /home/testl/sql1ib/security/keystore/clientstore.sth

i ss1_cint_keydb = ss1_clnt_stash fii ES %8 NULL (GRiXE) , #
H RMOFR A% SQL10013N, #7iCh GSKit Error: GSKit_return_code,

RIE, W CLP % LS 2 Ik 55 4%
db2 connect to myssldb user userl using password
B3, AKX SQL I FEFFw] i HILLT 15 ) ok iE A7 i 4%

Strcpy(dbAlias, "myss1db");
EXEC SQL CONNECT TO :dbAlias USER :user USING :pswd;

CLI/ODBC % FHlNFTERF

RIEi21T CLI B AR P B 305, Rl 4 747 B 2800 (ssl_client_keystoredb
A1 ssl_client_keystash ) 3 DB2 L& Z%L (ss1_cInt_keydb FlI ss1_clnt_stash)
AR 8 B AL BRI P B A AT BB SO R A,

62 g e v



o WA IBM Hdiiiik 554 ODBC 1 CLI By, ARSI 71
28, WL 7Rl s

WL f3 5 SECURITY=SSL 4t ry %845 58 %8l SQLDriverConnect, 14
an:

"Database=sampledb; Protocol=tcpip; Hostname= myhost; Servicename=50001;
Security=ssl; Ss1_client_keystoredb=/home/testl/keystore/clientstore.kdb;
Ss1_client_keystash=/home/testl/keystore/clientstore.sth;"

TEICIESL R, FoATEE T Security=ssl, FrPI/MX B ssl_client_keystoredb
HI ssl_client_keystash EEZFAFESEL, BN, EHR R,

o WRAA IBM BRI S 8 & L IBM SRR 525211 & L, R4S
i T R 24080 DB2 il B S 80k B& F L8 SR 2 AR I it S
Hgte, WRZE T ssl_client_keystoredb f1 ss1_client_keystash %
BFAESH, BAe&E%ER ss1_cint_keydb 5 ss1_clnt_stash i

BESHO B AT,
R ] db2cTi.ini SCPFkik BIEEFA R SE
[sampledb]

Database=sampledb

Protocol=tcpip

Hostname=myhost

Servicename=50001

Security=ssl

SSL client_keystoredb=/home/testl/keystore/clientstore.kdb
SSL_client_keystash=/home/test1l/keystore/clientstore.sth

V7RIl i FileDSN CLI/ODBC S8y A bnil & i R i 15 B9 DSN
SO, S BCE R TFATER SR i, 1% DSN SR ESR ATRES T mf
A HRAL:

[0DBC]

DRIVER=IBM DB2 ODBC DRIVER — DB2COPY1

UID=userl

AUTHENTICATION=SERVER

PORT=50001

HOSTNAME=myhost

PROTOCOL=TCPIP

DATABASE=SAMPLEDB

SECURITY=SSL

SSL_client_keystoredb=/home/test1l/keystore/clientstore.kdb
SSL_client_keystash=/home/test1l/keystore/clientstore.sth

EXBEN T, WHEET Security=ssl, FiInREREXE
ss1_client_keystoredb Fl ss1_client_keystash &7/ 2500 H Bk
HiXE ss1_cint_keydb i ss1_clnt_stash i & S8, B AEHR I,

DB2 .Net Data Provider [ BiEF

fEBIDIF 7, DB2 Net Data Provider WV e T vl 5504 A8 . SSL & #22:
W E ERETFA S 80 SSLClientKeystoredb fll SSLClientKeystash 48 & %
PV O B AR BSOSO AR, IR AT b AL % Security=SSL,
fian:

String connectString = "Server=myhost:50001;Database=sampledb;Security=ssl;
SSLClientKeystoredb=/home/testl/keystore/clientstore.kdb;
SSLCT1ientKeystash=/home/testl/keystore/clientstore.sth";

% 1 & DB2 Z4&Mkim 63



64 g e v

XFE, WmAF C# KA B s, BES5HEERLERE, HHKI
connectString 1%i% % DB2Connection #43% pR &I /I DB2Connection %%
f] Open J7¥53k"Y5 connectString Hrhn R it Bt e g S 42

DB2Connection conn = new DB2Connection(connectString);
Conn.Open();
Return conn;

A SSLClientKeystoredb & SSLClientKeystash E#F4F 4 S48 NULL
(REE) , AR RMIFIR B4R SQLI00I3N (FRICA GSKit Error:
GSKit_return_code) .,

REEERTFE (SSL)

DB2 #fliE RA SRR L 2B 72 (SSL) RAFAWEEmZE L (TLS) , LI
P HILRE % DR MR 55 A% MIE e B IS R $2 2 P DL R 55 4 2 TA) 69 % I AR . TAE
S A AT R AT Y.

i YAFMRE) SSL I, BRARSA UM, w0, MFEMEEEMAT TLS,

TEBRA MER T, (5 QEERgny, BA VAL # 0 — A,
LU SSL RRIPTER ] TCP/IP (T4 SSL i H h4e4 TCPIP &) WA
IR 2% v A2 i B

K PHL SR em A TeSSL B F ok i@ ar 44 SSL i,
SSL iEFHhiA

£ SSL #EFHM], A MEmPAREE GEF R RSA) FIRFER F LS 55 i 2 0] %42 58

BAr B AR E . AR PR B R & P LS IR 55 4% 2 R ) 2 05 5L %

B, FERVZEREZ)E, SRS (FIn AES) fxi%E LS IR 554 2 A

A e A% S AT A,

fE SSL {2 T3], & HURIAR 55 dvdh AT T 5104 3%

L FJHLER SSL EHIFIIRE 2 IR ENEN.

2. MR55a% LT s A AT IR R,

3. AR ER B FIER AR 2 E L

4. FPHURUER A B Ea R, DUATAMER 89, & rEd 5% 155 Sk
AF A D EATAZ R sl A A B O Y% B R0 12 R 52 U 2 B,

5. F LS MR SS A e IR 2 A SGEUS (MAC) |

6. & LS MR S5 A 6 BT BIFT MAC SR sz #ifs B

i+ DB2 ¥UREERS AL SSL BT WEXTE P LT (Al ) TAIE.
% SSL =5 DB2 \FEi&EH
AT LK SSL % 514U KERBEROS = SERVER 2 5[4 #BA DB2 AUE K R/

M. fulidfE DBM L E 2 8P SO R RSB B S B R AR T 5 R R 52 i
BEAE S5,



HAEBFIAER L
BEFE B AT (RO ) &, DURE V0 DL 95 28 2 2619 S 1
B,

BOFIEA 6 HA P H B9 Bk BT & SOy AL B E i 2 9T . IR
Kbt AEIE H I, R H )R, EAEEIGETR.L (CA) fRILE,

N T RBECFIES, BORIERARZEIE CA, HIIN Verisign 5 RSA, iR A&
MEH B SEHANES, THEAF (DN) REHHREIE B &1 s8I
ME—FRiR, CA 2l 2 IS4G 2 0 25 44 0 X AR Y B 0 AT RE L8 20 3 Y Bk (5 il
CA WIARMAN) . FERIEZ )G, CA HEEAMTFIENEAE, ZHFIEHES
EBRLHLE. AR, % CA NEAARLIAZNIEF DML, e Z 2k
FAr A PR .

LR I B AR G BTN, BT 2 AT LU A SR Bk fR 04 B

L ARG UE R IR AR 2 I PR A A B 42 44,

2. WIERHIERH CA REGELAfE. ik, SlOrfEiZ CA A M. Hik
FAREC R % CA B RS 2 COE I AR AR E SRR b, (B2, iR
A, AT B 5 SN T UE R ARIUZ CA B HI BT, Gk 5l fE MU AK
Bt —4 CA BBCFIESS; wTREFER 20 CA ZHRIEBRYZRE M, F1HE
T T — AR, B, &E, RRTREMR CA KA MEY. R CA R
TIZZREHTEN CA, I THEER CA MEFIEBIA R, AMEHMNP %
A% 4 0 ABRWOZ RIS, Billn, lid MEIER 55 & T2 B A w7
TR TR NP ol i FH 22 22 58 A O BAE

B B Uk 5 Ak 2 BT W VF 2 AR P IE A CURE B CRYUE, 17 H A% Kbk
HERGHEER CA IEBILFTHI2HE CA Hrvik 4.

ERRFIE RS2 fF, BRTIEBR A& LA C ARy T ES, s, @
AR H I RALRYAE BE A s LA IZ O IE Bt AT s, AR L g1 E IR, 82
B 24 TR Al e I IR .

AR HESBFIEB AT E B, AZRARFIEHE S EN A 4K, 2 MHEY
Gk

N RERAEER

SSL fifl I 2 F i 41 38k R eSS i s 915 BB P IE B R B, A SN A
CHAR D AERS TR R A ) B IR A [ A e 2 99 s ol 9 2 F 4 9 LA S
T AT A SR R .

Rz, MIREHERAME - %Y, ZadfFhw i ETA & T It EIZE.
BEE IR A T XAE B AT, AT BT, 1 P e oy R P
AT I AT A, XARMEGR R, ol A HESIENA, AW RE, EREEMm
A TH S e OSSR & I R . & IR P20 2 e A i (o,
TEFPAR D) e THRALAY R SR SR B,

A~ HEHRE A SRS %4, ©FEXS S AW P AR RT3
WE. N T HRATICAE, SSL BT IESS. MR AR AR BRSO, e 2

5 1 % DB2 %4fEfin 65



66 g et

HAR A Y. GO B PR B AT R 24, IR (75 19 B gy T L
PR 2 PR R S S 4 4, KT UE A BB b i 2t DAE L (CA) it
I

FXFREEEY

1t SSL BFHiHE, & P LSR5 & Urid B 2 A0 B R p ok sc i, BB —
HRARALAGE, I R R o0 B M Y Bk

DB2 #dfi % R 4efli LA FIPS 77 is47/) GSKit Rt SSL X #F. GSKit 4§ T3
GATELS

e TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_128_CBC_SHA

e TLS_RSA_WITH_3DES_EDE_CBC_SHA

BAEMEFN AR EE AT IGE, e e B A R Rk, flun, #is
£{f TLS_RSA_WITH_AES_256_CBC_SHA ¥ RSA FITIlIE. # AES 256 {ifil CBC
FAVE I Sk DU B SHA-1 PV A 45 s o8 B A LD R 4

f& SSL #2F-M1w], DB2 Hufla 2 R4 B shie % Rl 52 % P HURIR 55 & SCRe 0 e G &

Pk, PR B S5 4R (%R — A M E BB, IEAR LK ss1_cipherspecs Fit B

SR E N T ST

* TLS_RSA_WITH_AES_256_CBC_SHA

* TLS_RSA_WITH_AES_128_CBC_SHA

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA

o DLE=AMERUEMA S, BREZAME, EHE S REME, (AR (E
(6] B 2 4

© Null, fEBCTEOLT, & H Shikmom i n] R %,

AREXT TR BT IR B, ARECE T ss1_cipherspecs iLEZ%L, T

% DB2 B HERGE S EFRBO ] HEMEM, WEEASRRTEERE
ss1_cipherspecs 45 & % & F 0T,

TREDEFN LI A )

24 DB2 for Linux, UNIX, and Windows 4§72 GSKit BYMLR m#Fn, siE 4%
3 GSKit BV A48 DB2 for Linux, UNIX, and Windows [}, W40 {4t o
Fw,

=S

24 DB2 for Linux, UNIX, and Windows 45 GSKit [N B HAERE, ALY 7
B4t 5 DB2 for Linux, UNIX, and Windows 4542 (1 FE, 3 % P 06 2 105 1 - Fh B
DU, SRR DR A R,

JEMEI: i F % 45

ZhAREAN GSKit JFERF, i H# LA R B UL GSKit EIEASF A, A
feib ik Ae.



filtm, dlopen("1ibgsk8ss1 64.s0o", RTLD_NOW | RTLD_GLOBAL) iFffi, ifii dlopen("/
usr/opt/ibm/gsk8 64/1ib/1ibgsk8ss1_64.s0", RTLD_NOW | RTLD GLOBAL) A IFf,

Ah3EF M

Mg GSKit [N R EE4E DB2 for Linux, UNIX, and Windows I, {5V 74k
45 IBM BRI SS A& P LR, A R G A, B R Ry b B
F),

REPEMEI: BB F YR H AT

PRV E B H P GSKit RIS RS, ERRLPIT I E, DI R
B PERT IR — 7 B A GSKit &,

16 AIX b, SRR DB AT 3T SO LIBPATH 8 RPATH %%l GSKit FERYEE1E.
TE setuid Fl setgid &40, #EAEW LI db2chglibpath ¥ GSKit (78 2 42 (145
TER[PAT SR RPATH H, HAEHUTHERIEZ 5, A REME AL T1%0 B 1Y GSKit JE,
fE Linux, Sun 1 HP-UX I, #FFEa]PI#¥ LD_LIBRARY_PATH i% & & GSKit FEH
4%, 1F setuid Fll setgid BT, BEFEATLIE A db2chglibpath ¥ GSKit [)48 % %
RAETE IBM BURIR 5 25% FULER RPATH v, HAGPATHIRIEZ G, A REM A
TUEALER GSKit P&, filn, 4R EAER 55 4% L il 4 /) GSKit, 50 F 5E
& POLEUIR 55 g8 Se e 4 e EH O 8RS8 GSKit I, B A DI# A db2chglibpath 3 B
RPATH,

TS T IR FARR I

WAAE UNIX FI Linux “F5 F42%% DB2 for Linux, UNIX, and Windows I}, 1#43%¢
% EE GSKit JE, XUEfA T <db2_install_path>/1ib64/gskit_db2 &
<db2_install_path>/1ib32/gskit_db2,

TE2245 IBM A HAD = Sha0I0e], T RS 2085 GSKit R 5 — NI, X 86 n] e 2 JR ik
GSKit £, Wa[fE 24/ GSKit FE, MArZRpr= meE. 24 DB2 for Linux, UNIX,
and Windows F IBM #24LA) %5 — M35 GSKit gAY i #2236 0 [F] — A MLk LI,
T RE 4 P A S T R PR R S, R GSKit X i AR faf s i AR vh A2 7E B GSKit I
W, BT DARTRE S Ak S R A (), X S R R AT R S S EOR AT F
AT A RS AT AR

B[R] — BHLaS EAFFE T 2225 24~ GSKit MY TEH N GSKit FER AN, wILL
i AT S 5 H 7 1. ER)fR 4% DB2 for Linux, UNIX, and Windows Hil], “Z3EAefF
BN N <db2_install_path>/1ib64/gskit & <db2 install_path>/1ib32/gskit %
<db2_install_path>/11b64/gskit_db2 = <db2_install_path>/1ib32/gskit_db2 FJFF
ShEE, MAERMNHPEA GSKit ERYERENE. HTHHZE DB2 for Linux, UNIX,
and Windows 52k M FTE& B Ak H 5% B GSKit 1 55 — A~ RIAS B P H st BT 56 12
PR 7 it AL B DB 226 ). GSKit AT [F] — SO BUE @ g il Toid Pt 4 Ja) I 2 Jmy &
J, HRAFAEMCBR . fEEHT DB2 for Linux, UNIX, and Windows &W(# % H 47 7+
], R B UUAT SRk, WA 2 W B A R 10 SR8 0L B AT S48, AR
55 1 H 2 2 RIASRE DG IR I A5 4. A SR8 22 268 1 Rl A B N4 ) A8 B A 5
HERE, B ARSI 2 @A vh 2 5 TR R RIS G IR A S i 4. i T4
SHEHE: <db2_install_path>/1ib64/gskit o <db2_install_path>/1ib32/gskit i T
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DB2 for Linux, UNIX, and Windows Z-3%EIAF) AT, [RIAE7E SR L0 JRRME, 3l tm,
TR MR DB2 BIARGIE TR ML B RS, AR ARF S S e i A S
1),

1t Solaris x64 [, DB2 for Linux, UNIX, and Windows [flF 51y GSKit i4s
8.0.14.14 1% 8.0.15.1,

BN

DB2 for Linux, UNIX, and Windows W48 LDAP % F"#l. DB2 for Linux, UNIX,
and Windows DEFEREIEALEEMIIN, ZEEALEM, 22 RPATH MR E
i GSKit AMEIA, LDAP % PR M —f &3 A GSKit ., & E
GSKIT_LOCAL_INSTALL_MODE [, LDAP & FHLE (CENTEMEZEMN ) ¥4 GSKit
PR BEA SO 245k 36 N GSKit JE,

LDAP R45#24 048 DB2 for Linux, UNIX, and Windows, LDAP #2440 3 0 )
IR IR E N GSKit 12 REIA, IBM Edi iR 55 88 % FALZE R R — 07 B 25 A
GSKit J&, IBM ¥R 455455 FAUUE CENTEMEEMN ) Kt GSKit JF 1A 4

HH A GSKit J.

GSKit 1R [E]%5
— U6 DB2 HfE A4 P AR TH L] fE & B8 IBM Global Security Kit (GSKit) [ [8]f4,

w4 GSKit iR [EFY

# 2. GSKit # MR [E] 15

IBERS (4758 [RER (+

&) i D) BE WERA

0x00000000 0 GSK_OK 550 . Ol & s

0x00000001 1 GSK_INVALID_HANDLE I SSL ARG IERL. ide 2 A
AIE M open pREUIH Y4

0x00000002 2 GSK_API_NOT_AVAILABLE SiAHER: R (DLL) C @k, R
H. (T Windows, )

0x00000003 3 GSK_INTERNAL_ERROR ARG R, R 5 R A IR

0x00000004 4 GSK_INSUFFICIENT_STORAGE W RN T PATHAE.

0x00000005 5 GSK_INVALID_STATE AR AR A R T HAE TG R, i,
XoF B AR BT IR AL BV EPTIR.

0x00000006 6 GSK_KEY_LABEL_NOT_FOUND TE 25 81 SR A O 2 48 22 1 % s
%,

0x00000007 7 GSK_CERTIFICATE_NOT_AVAILABLE B MK R HHIE 3.

0x00000008 8 GSK_ERROR_CERT_VALIDATION JE IR R,

0x00000009 9 GSK_ERROR_CRYPTO b IR R A 5.

0x0000000a 10 GSK_ERROR_ASN WIFIEFH A ASN T BN 4,

0x0000000b 11 GSK_ERROR_LDAP RS LDAP RS2 H 4.

0x0000000c 12 GSK_ERROR_UNKNOWN_ERROR ARG R, MR 54 A IR

0x00000065 101 GSK_OPEN_CIPHER_ERROR PEBEE R, R 95 AR A iR

0x00000066 102 GSK_KEYFILE_IO_ERROR FEHUB A SO A /O iR,
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# 2. GSKit MR A (4E)

REH (+RE
)

REA (+
it )

FE

AR

0x00000067

103

GSK_KEYFILE_INVALID_FORMAT

EYPCHF R LA A, R
RIS

0x00000068

104

GSK_KEYFILE _DUPLICATE_KEY

YR E R B AR —
ZH. i iKeyman SZHIFEFR
B 2 A .

0x00000069

105

GSK_KEYFILE_DUPLICATE_LABEL

B E A B AR — bR
ZH. WM iKeyman SZHFE Tk
i A R4,

0x0000006a

106

GSK_BAD_FORMAT_OR_
INVALID_PASSWORD

YR AT e R, W
BISCHF E AR s AR IR R IE B,

0x0000006b

107

GSK_KEYFILE_CERT_EXPIRED

SO R B A B
WEAS, 6 iKeyman SEAFRFF R
B2 C BIHIUES.

0x0000006¢

108

GSK_ERROR_LOAD_GSKLIB

AR~ GSKit ZhASHEREPER
KGR, R GSKit B IEM%
.

0x0000006d

109

GSK_PENDING_CLOSE_ERROR

$5 4% GSK_ENVIRONMENT_
CLOSE_OPTIONS wWE N
GSK_DELAYED_
ENVIRONMENT_CLOSE 3 H.7# J
gsk_environment_close() PRELZ J5TE
GSKit I rh i i 2,

0x000000c9

201

GSK_NO_KEYFILE_PASSWORD

By BE o 4 1 % L R 48 AE e 85
PRk, B LA fiE 9 46 b 2 813X
1,

0x000000ca

202

GSK_KEYRING_OPEN_ERROR

TCIEAT T £ 88 Microsoft Cer-
tificate Store, RIEMHEE MR, X
VIR BOR SRR T T 304 5 SR A 50
RIEH,

0x000000cb

203

GSK_RSA_TEMP_KEY_PAIR

To ¥k PR AU I I, ) AR 55 AR
BEEE R,

0x000000cc

204

GSK_ERROR_LDAP_NO_SUCH_OBJECT

B4R ERA BRI 27X 4L,

0x000000cd

205

GSK_ERROR_LDAP_INVALID_
CREDENTIALS

JHT LDAP £ i % i A IE,

0x000000ce

206

GSK_ERROR_BAD_INDEX

LDAP Iz 55 2% 0 8 s £ 51| e 1
FARBIRIEH,

0x000000cd

207

GSK_ERROR_FIPS_NOT_SUPPORTED

220K GSKit BT FIPS J7 U2y,

0x0000012d

301

GSK_CLOSE_FAILED

R IERAL . GSKit R85 5 b i
SR E B R Ry R B AR T RE 2
gsk_close_environment() 14 ]2 J5 21
gsk_secure_socket*() fir%.

0x00000191

401

GSK_ERROR_BAD_DATE

A4 HMC BLE N TORE.

0x00000192

402

GSK_ERROR_NO_CIPHERS

WESR S A SSLV2 R M SSLV3,

0x00000193

403

GSK_ERROR_NO_CERTIFICATE

BOA MK RS Br ik 5.
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BRERL (+X# | RESE (+
i) ) BE AR
0x00000194 404 GSK_ERROR_BAD_CERTIFICATE PR AR A A% 2OR IE B,
0x00000195 405 GSK_ERROR_UNSUPPORTED_ RS FFH B IR T3 1 2T,
CERTIFICATE_TYPE
0x00000196 406 GSK_ERROR_IO PATEIR R G HAEN Z4 10 5
PR,
0x00000197 407 GSK_ERROR_BAD_KEYFILE_LABEL R 85 5 S b 13 B AR
0x00000198 408 GSK_ERROR_BAD_KEYFILE_ Rk B R 7 N1 X R NV
PASSWORD it 9SO T RE
PR,
0x00000199 409 GSK_ERROR_BAD_KEY_LEN_ 1EZ R B AR RS, BHHRAK
FOR_EXPORT K, ToiESCHR
0x0000019a 410 GSK_ERROR_BAD_MESSAGE WA BRI B A% SORIER Y SSL
2.
0x0000019b 411 GSK_ERROR_BAD_MAC KB T % R T B A ARG
(MAC) .
0x0000019c¢ 412 GSK_ERROR_UNSUPPORTED AHHE SSL M aliE 5260,
0x0000019d 413 GSK_ERROR_BAD_CERT_SIG B B Bk B A& TN IE i 59 28
4.
0x0000019e 414 GSK_ERROR_BAD_CERT KA E2 0 2 1 AE A RS R IE
.
0x0000019f 415 GSK_ERROR_BAD_PEER MAKFEHCEI Y SSL BT
0x000001a0 416 GSK_ERROR_PERMISSION_DENIED 1) IR 55 F5 45 M PR R R
0x000001al 417 GSK_ERROR_SELF_SIGNED ERZATE WS
0x000001a2 418 GSK_ERROR_NO_READ_FUNCTION BRI, 1) iR 5 4R 45 L 9 BB A
.
0x000001a3 419 GSK_ERROR_NO_WRITE_FUNCTION EEAERM, 1R 55 2 e N AR
iR,
0x000001a4 420 GSK_ERROR_SOCKET_CLOSED TE P i 58 i 2 Rtk £ B 6 £ B
%.
0x000001a5 421 GSK_ERROR_BAD_V2_CIPHER YN V2 BERLIERL.
0x000001a6 422 GSK_ERROR_BAD_V3_CIPHER T8N V3 BT,
0x000001a7 423 GSK_ERROR_BAD_SEC_TYPE ] Al 5541 5 G P AR R
0x000001a8 424 GSK_ERROR_BAD_SEC_ 7] A 5541 15 O PN R 122
TYPE_COMBINATION
0x000001a9 425 GSK_ERROR_HANDLE_ RBEN AR, )l 55 i 4 0k P
CREATION_FAILED FIR,
0x000001aa 426 GSK_ERROR_INITIALIZATION_ WA R, 1) 1R 5548 5 00 P A
FAILED PR,
0x000001ab 427 GSK_ERROR_LDAP_NOT_AVAILABLE 20 EE AT, TG VAR E
LDAP H 3.
0x000001ac 428 GSK_ERROR_NO_PRIVATE_KEY Fr e 2 B T .
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# 2. GSKit MR A (4E)

REAY (458 | ROEE (+
) ) HE 15 BB
0x000001ad 429 GSK_ERROR_PKCS11_ AR E N PKCSI1 L= ER
LIBRARY_NOTLOADED .
0x000001ae 430 GSK_ERROR_PKCS11_TOKEN_ PKCS #11 IR ZhFeF 4 R 20 45
LABELMISMATCH E AR,
0x000001af 431 GSK_ERROR_PKCS11_TOKEN_ T ATEAE PKCS #11 H3ic.
NOTPRESENT
0x000001b0 432 GSK_ERROR_PKCS11_TOKEN_ JHT 5] PKCS #11 #R3c 1% i%/pin
BADPASSWORD JoRL.
0x000001b1 433 GSK_ERROR_INVALID_V2_HEADER FWCEI Y SSL Sk AR A% =0 IE A 1
SSLV2 3k,
0x000001b2 434 GSK_CSP_OPEN_ERROR TV [) 5 T B8 2 1) 2 00 A 55 B2 3t
H (CSP) . RHEHRREMSER
CSP #Fk, SUTH8E CSP #FrCiE
HHEIE R RE4T TF.
0x000001b3 435 GSK_CONFLICTING_ATTRIBUTE_ PKCS11, CMS ZEHHEFS
SETTING Microsoft Crypto API 2 [A[f7-{F )&t
WEMZ%E,
0x000001b4 436 GSK_UNSUPPORTED_PLATFORM s WRF 06 B AR
oK eREL, BN, TERR T Windows
2000 ZHMYF-H LR R Microsoft
Crypto API,
0x000001b5 437 GSK_ERROR_INCORRECT_ JAEE B S i S (]9 o BGR [1] TR
SESSION_TYPE NRTOEER
I AVF GSKit
GSK_SERVER_SESSION
GSK_SERVER_SESSION_
WITH_CL_AUTH,
0x000001f5 501 GSK_INVALID_BUFFER_SIZE ZE R /N K e
0x000001f6 502 GSK_WOULD_BLOCK H59E43H 1VO BEA A,
0x00000259 601 GSK_ERROR_NOT_SSLV3 SSLV3 XtT reset_cipher &5 (1,
{HIEHE R SSLv2,
0x0000025a 602 GSK_MISC_INVALID_ID A gsk_secure_soc_misc PR A FTE E
T IERARIN,
0x000002bd 701 GSK_ATTRIBUTE_INVALID_ID PR H B TAr iR, SRt
15 1 BRI ] e AE A 1% ] SSL
I I A ARES 4 R T IR A,
0x000002be 702 GSK_ATTRIBUTE_INVALID_LENGTH BRI B R AR, X TERL.
0x000002bf 703 GSK_ATTRIBUTE_INVALID 2R XT38 & M2 R TE 5%,
ENUMERATION
0x000002¢0 704 GSK_ATTRIBUTE_INVALID_ AT 2iEmRIN (SID) & 2%
SID_CACHE RS EB R T,
0x000002c¢1 705 GSK_ATTRIBUTE_INVALID L% BT m AR, FrdgEEx T

NUMERIC_VALUE

AR E R Tk,
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T2 R4 P T

IREAS (4758 [RER (+
&) ) BE WiRg
0x000002¢2 706 GSK_CONFLICTING_VALIDATION_ S H A IE B 563 1 S B AR
SETTING %,
0x000002c3 707 GSK_AES_UNSUPPORTED I8 EMFBEBAE TEIGTRSZE LR
ZHHEM ABS 5579,
0x000002c4 708 GSK_PEERID_LENGTH_ERROR XEEARRI IS EAR RS, B8N
FM%ETF 16 H~F.
0x000002¢5 709 GSK_CIPHER_INVALID_WHEN_ 24 FIPS J7 AT RHPRASH, KA
FIPS_MODE_OFF R SR A T
0x000002c6 710 GSK_CIPHER_INVALID_WHEN_ 16 FIPS Jy=\ N AREFAEAT FIPS
FIPS_MODE_ON 2 HE (Y 1,
0x00000641 1601 GSK_TRACE_STARTED PR O S Bh.
0x00000642 1602 GSK_TRACE_STOPPED PRER T A Ik
0x00000643 1603 GSK_TRACE_NOT_STARTED [y S Hi oK S S AT ] BR BRSO, BT
PLIGEE A HAE I,
0x00000644 1604 GSK_TRACE_ALREADY_STARTED SRR BRSO T A8, TRk R
HERED),
0x00000645 1605 GSK_TRACE_OPEN_FAILED ToFT R B S0, gsk_start_trace()
56 — A~ S B 75 R A 3 o8 B AR
S 44,
FEAEIRIREAD
L 3. BHE PR 1Y
BE (13
RERG (+]Etw) | &) BE
0x00000000 0 GSKKM_ERR_OK
0x00000000 0 GSKKM_ERR_SUCCESS
0x00000001 1 GSKKM_ERR_UNKNOWN
0x00000002 2 GSKKM_ERR_ASN
0x00000003 3 GSKKM_ERR_ASN_INITIALIZATION
0x00000004 4 GSKKM_ERR_ASN_PARAMETER
0x00000005 5 GSKKM_ERR_DATABASE
0x00000006 6 GSKKM_ERR_DATABASE_OPEN
0x00000007 7 GSKKM_ERR_DATABASE_RE_OPEN
0x00000008 8 GSKKM_ERR_DATABASE_CREATE
0x00000009 9 GSKKM_ERR_DATABASE_ALREADY_EXISTS
0x0000000a 10 GSKKM_ERR_DATABASE_DELETE
0x0000000b 11 GSKKM_ERR_DATABASE_NOT_OPENED
0x0000000c 12 GSKKM_ERR_DATABASE_READ
0x0000000d 13 GSKKM_ERR_DATABASE_WRITE
0x0000000e 14 GSKKM_ERR_DATABASE_VALIDATION




K3 EHIE R (25)

REIRG (+7<iEH)

EEA (8
)

BE

0x0000000f 15 GSKKM_ERR_DATABASE_INVALID_VERSION

0x00000010 16 GSKKM_ERR _DATABASE_INVALID_PASSWORD

0x00000011 17 GSKKM_ERR_DATABASE_INVALID_FILE_TYPE

0x00000012 18 GSKKM_ERR _DATABASE_CORRUPTION

0x00000013 19 GSKKM_ERR_DATABASE_PASSWORD_
CORRUPTION

0x00000014 20 GSKKM_ERR_DATABASE_KEY_INTEGRITY

0x00000015 21 GSKKM_ERR_DATABASE_DUPLICATE_KEY

0x00000016 22 GSKKM_ERR_DATABASE_DUPLICATE _
KEY_RECORD_ID

0x00000017 23 GSKKM_ERR_DATABASE_DUPLICATE_
KEY_LABEL

0x00000018 24 GSKKM_ERR_DATABASE_DUPLICATE _
KEY_SIGNATURE

0x00000019 25 GSKKM_ERR_DATABASE_DUPLICATE _
KEY_UNSIGNED_CERTIFICATE

0x0000001a 26 GSKKM_ERR_DATABASE_DUPLICATE_KEY _
ISSUER_AND_SERIAL_NUMBER

0x0000001b 27 GSKKM_ERR _DATABASE_DUPLICATE_KEY _
SUBJECT_PUBLIC_KEY_INFO

0x0000001c 28 GSKKM_ERR_DATABASE_DUPLICATE_KEY _
UNSIGNED_CRL

0x0000001d 29 GSKKM_ERR DATABASE_DUPLICATE _LABEL

0x0000001e 30 GSKKM_ERR_DATABASE_PASSWORD_
ENCRYPTION

0x0000001f 31 GSKKM_ERR_DATABASE_LDAP

0x00000020 32 GSKKM_ERR_CRYPTO

0x00000021 33 GSKKM_ERR_CRYPTO_ENGINE

0x00000022 34 GSKKM_ERR_CRYPTO_ALGORITHM

0x00000023 35 GSKKM_ERR_CRYPTO_SIGN

0x00000024 36 GSKKM_ERR_CRYPTO_VERIFY

0x00000025 37 GSKKM_ERR_CRYPTO_DIGEST

0x00000026 38 GSKKM_ERR_CRYPTO_PARAMETER

0x00000027 39 GSKKM_ERR_CRYPTO_UNSUPPORTED _
ALGORITHM

0x00000028 40 GSKKM_ERR_CRYPTO_INPUT_GREATER _
THAN_MODULUS

0x00000029 41 GSKKM_ERR_CRYPTO_UNSUPPORTED_
MODULUS_SIZE

0x0000002a 42 GSKKM_ERR_VALIDATION

0x0000002b 43 GSKKM_ERR_VALIDATION_KEY
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EEA (8

REEG (+7<E#tE) | &) BE

0x0000002¢ 44 GSKKM_ERR_VALIDATION_DUPLICATE_
EXTENSIONS

0x0000002d 45 GSKKM_ERR_VALIDATION_KEY_WRONG_
VERSION

0x0000002e 46 GSKKM_ERR_VALIDATION_KEY _
EXTENSIONS_REQUIRED

0x0000002f 47 GSKKM_ERR_VALIDATION_KEY_VALIDITY

0x00000030 48 GSKKM_ERR_VALIDATION_KEY_VALIDITY _
PERIOD

0x00000031 49 GSKKM_ERR_VALIDATION_KEY_VALIDITY _
PRIVATE_KEY_USAGE

0x00000032 50 GSKKM_ERR_VALIDATION_KEY_ISSUER _
NOT_FOUND

0x00000033 51 GSKKM_ERR_VALIDATION_KEY_MISSING_
REQUIRED_EXTENSIONS

0x00000034 52 GSKKM_ERR_VALIDATION_KEY_BASIC_
CONSTRAINTS

0x00000035 53 GSKKM_ERR_VALIDATION_KEY_SIGNATURE

0x00000036 54 GSKKM_ERR_VALIDATION_KEY_ROOT_KEY_
NOT_TRUSTED

0x00000037 55 GSKKM_ERR_VALIDATION_KEY_IS_REVOKED

0x00000038 56 GSKKM_ERR_VALIDATION_KEY_AUTHORITY _
KEY_IDENTIFIER

0x00000039 57 GSKKM_ERR_VALIDATION_KEY_PRIVATE_KEY_
USAGE_PERIOD

0x0000003a 58 GSKKM_ERR_VALIDATION_SUBJECT_
ALTERNATIVE_NAME

0x0000003b 59 GSKKM_ERR_VALIDATION_ISSUER _
ALTERNATIVE_NAME

0x0000003c 60 GSKKM_ERR_VALIDATION_KEY_USAGE

0x0000003d 61 GSKKM_ERR_VALIDATION_KEY
UNKNOWN_CRITICAL_EXTENSION

0x0000003e 62 GSKKM_ERR_VALIDATION_KEY_PAIR

0x0000003f 63 GSKKM_ERR_VALIDATION_CRL

0x00000040 64 GSKKM_ERR_MUTEX

0x0000004 1 65 GSKKM_ERR_PARAMETER

0x00000042 66 GSKKM_ERR_NULL_PARAMETER

0x00000043 67 GSKKM_ERR _NUMBER_SIZE

0x00000044 68 GSKKM_ERR_OLD_PASSWORD

0x00000045 69 GSKKM_ERR_NEW_PASSWORD

0x00000046 70 GSKKM_ERR_PASSWORD_EXPIRATION_TIME

0x00000047 71 GSKKM_ERR_THREAD




K3 EHIE R (25)

EEA (8
REE (+7<E#EE) | &) BE
0x00000048 72 GSKKM_ERR_THREAD_CREATE
0x00000049 73 GSKKM_ERR _THREAD_ WAIT_FOR_EXIT
0x0000004a 74 GSKKM_ERR_IO
0x0000004b 75 GSKKM_ERR_LOAD
0x0000004¢ 76 GSKKM_ERR_PKCS11
0x0000004d 77 GSKKM_ERR_NOT_INITIALIZED
0x0000004e 78 GSKKM_ERR_DB_TABLE_CORRUPTED
0x0000004f 79 GSKKM_ERR_MEMORY_ALLOCATE
0x00000050 80 GSKKM_ERR_UNSUPPORTED_OPTION
0x00000051 81 GSKKM_ERR_GET_TIME
0x00000052 82 GSKKM_ERR_CREATE_MUTEX
0x00000053 83 GSKKM_ERR_CMDCAT_OPEN
0x00000054 84 GSKKM_ERR_ERRCAT_OPEN
0x00000055 85 GSKKM_ERR_FILENAME _NULL
0x00000056 86 GSKKM_ERR_FILE OPEN
0x00000057 87 GSKKM_ERR_FILE _OPEN_TO_READ
0x00000058 88 GSKKM_ERR_FILE OPEN_TO_WRITE
0x00000059 89 GSKKM_ERR_FILE_OPEN_NOT_EXIST
0x0000005a 90 GSKKM_ERR_FILE OPEN_NOT_ALLOWED
0x0000005b 91 GSKKM_ERR_FILE_WRITE
0x0000005¢ 92 GSKKM_ERR_FILE REMOVE
0x0000005d 93 GSKKM_ERR_BASE64_INVALID_DATA
0x0000005¢ 94 GSKKM_ERR_BASE64_INVALID_MSGTYPE
0x0000005f 95 GSKKM_ERR_BASE64_ENCODING
0x00000060 96 GSKKM_ERR_BASE64_DECODING
0x00000061 97 GSKKM_ERR_DN_TAG_NULL
0x00000062 98 GSKKM_ERR DN_CN_NULL
0x00000063 99 GSKKM_ERR_DN_C_NULL
0x00000064 100 GSKKM_ERR_INVALID _DB_HANDLE
0x00000065 101 GSKKM_ERR_KEYDB_NOT_EXIST
0x00000066 102 GSKKM_ERR_KEYPAIRDB_NOT_EXIST
0x00000067 103 GSKKM_ERR_PWDFILE _NOT_EXIST
0x00000068 104 GSKKM_ERR_PASSWORD_CHANGE_MATCH
0x00000069 105 GSKKM_ERR_KEYDB_NULL
0x0000006a 106 GSKKM_ERR_REQKEYDB_NULL
0x0000006b 107 GSKKM_ERR_KEYDB_TRUSTCA_NULL
0x0000006¢ 108 GSKKM_ERR_REQKEY_FOR_CERT_NULL
0x0000006d 109 GSKKM_ERR_KEYDB_PRIVATE_KEY_NULL
0x0000006e 110 GSKKM_ERR_KEYDB_DEFAULT_KEY_NULL
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EEA (8
)

BE

0x0000006f 111 GSKKM_ERR_KEYREC_PRIVATE_KEY_NULL

0x00000070 112 GSKKM_ERR_KEYREC_CERTIFICATE_NULL

0x00000071 113 GSKKM_ERR_CRLS_NULL

0x00000072 114 GSKKM_ERR_INVALID_KEYDB_NAME

0x00000073 115 GSKKM_ERR_UNDEFINED_KEY_TYPE

0x00000074 116 GSKKM_ERR_INVALID_DN_INPUT

0x00000075 117 GSKKM_ERR_KEY_GET_BY_LABEL

0x00000076 118 GSKKM_ERR_LABEL_LIST CORRUPT

0x00000077 119 GSKKM_ERR_INVALID_PKCS12_DATA

0x00000078 120 GSKKM_ERR_PKCS12_PWD_CORRUPTION

0x00000079 121 GSKKM_ERR_EXPORT_TYPE

0x0000007a 122 GSKKM_ERR_PBE_ALG_UNSUPPORT

0x0000007b 123 GSKKM_ERR_KYR2KDB

0x0000007¢ 124 GSKKM_ERR_KDB2KYR

0x0000007d 125 GSKKM_ERR_ISSUING_CERTIFICATE

0x0000007e 126 GSKKM_ERR_FIND_ISSUER_CHAIN

0x0000007f 127 GSKKM_ERR_WEBDB_DATA_BAD_FORMAT

0x00000080 128 GSKKM_ERR_WEBDB_NOTHING_TO_WRITE

0x00000081 129 GSKKM_ERR_EXPIRE DAYS_TOO_LARGE

0x00000082 130 GSKKM_ERR_PWD_TOO_SHORT

0x00000083 131 GSKKM_ERR _PWD_NO_NUMBER

0x00000084 132 GSKKM_ERR_PWD_NO_CONTROL_KEY

0x00000085 133 GSKKM_ERR_SIGNATURE_ALGORITHM

0x00000086 134 GSKKM_ERR_INVALID_DATABASE_TYPE

0x00000087 135 GSKKM_ERR_SECONDARY_KEYDB_TO_OTHER

0x00000088 136 GSKKM_ERR_NO_SECONDARY_KEYDB

0x00000089 137 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
LABEL_NOT_EXIST

0x0000008a 138 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
PASSWORD_REQUIRED

0x0000008b 139 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
PASSWORD_NOT_REQUIRED

0x0000008¢ 140 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
LIBRARY_NOT_LOADED

0x0000008d 141 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
NOT_SUPPORT

0x0000008e 142 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
FUNCTION_FAILED

0x0000008f 143 GSKKM_ERR_LDAP_USER_NOT_FOUND

0x00000090 144 GSKKM_ERR_LDAP_INVALID_PASSWORD
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0x00000091 145 GSKKM_ERR_LDAP_QUERY_ENTRY_FAILED
0x00000092 146 GSKKM_ERR_INVALID_CERT_CHAIN
0x00000093 147 GSKKM_ERR_CERT_ROOT_NOT_TRUSTED
0x00000094 148 GSKKM_ERR_CERT_REVOKED
0x00000095 149 GSKKM_ERR_CRYPTOGRAPHIC_OBJECT_
FUNCTION_FAILED
0x00000096 150 GSKKM_ERR_NO_AVAILABLE CRL_
DATASOURCE
0x00000097 151 GSKKM_ERR_NO_TOKEN_PRESENT
0x00000098 152 GSKKM_ERR_FIPS_NOT_SUPPORTED
0x00000099 153 GSKKM_ERR_FIPS_CONFLICT_SETTING
0x0000009a 154 GSKKM_ERR_PASSWORD_STRENGTH_FAILED
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Database Encryption Expert J& — 4R 7 AR 55 2 00 60, il 6 AT Web (1]
JUS R A 4TS AR P ok 4 2, Database Encryption Expert 45 3 01 0 & T4 il 4o

SR 4 T R 85 1 22 4 SR W

MR & SOX B 224 HimE 1 77 2, Database Encryption Expert &ML F 44 DB2 &
i AT fN%, T Database Encryption Expert SR 40 EAR 7 WX DB2 ¥ S 4 iF
frimez.

Encryption Expert Security Server 23f7fiff &4 Mg, M8 B M H &S0, L4
W A e A N, T X L A R AR SR A U ), A% A A AR X
] SZ BR3P i . g, BIRIR T SR AT PRAl, anSX Se SR IE, HB4 Security
Server 4 A iFak i 4a 1M,

Kl 4 {%H T Database Encryption Expert HJ{A& ZR %514,

|

BT Web 119
Ft-ii

Encryption Expert
Security Server

Encryption Expert Encryption Expert
XA RGBS S ligawiivEdad

DB2 £ — DB2 k%5 #%

DB2 X ff: l

Ay S

W 4. Database Encryption Expert &R 451



NHRERERERF

Database Encryption Expert SCF REACHAE FF R IG AAE G GialT. IR T S0
Vil e QR AP 8 SO, H SR BT AT SO 229 17324, Database Encryption Expert
SO RGBT 2 VT ] 2485 & & Security Server, ARHEFTR WS, Security Server
23 PV AR 4 T 2 Y Vs ],

Database Encryption Expert {478 g S VF sl 4 0 SCAFUEAT V5 R], 5l al X SOk EAT
e, AL SN, SCHCEE R R ERE, TR, (O8 T A B SR 4
PR, IHEVBOC DL BSOS, R X H AT, X SR Bl A B AR R AT
PBRAL, WA RSCHFAA, BN, & 0 BLas o] DIFETC ik B R N A B I 00 T 04
LICRR i

TR E I Sl AR P50, IRAFEE DA, Security Server % {EF0 1% % £
BT, HNEZTME. (B2, BEEMREAE AN H A RS EIRE EERTT
T Mg

HNRERERF

A DB2 iy AP REHATI A £l B 5 1) pR £ %2 Database Encryption Expert
e %5 % 3 ke, Hrh WREAYEIEEELE. BRAA a2 iTHA RSN, DB2 #h#AE
B A4 #iH#| Database Encryption Expert T, Database Encryption Expert 4% 1} £l
52 R S AR DL S sh B BB

AN & Oy A G B 2 S, FERACECE P, Bl — g5 4 i 2 AU T
PEAT I MR 03 e ) ik R A D 3 3o X 5 T PR R A 1 07 PR 5545 I L 1 A
T F7 o 52 Y.

X O MR, Bk S 2k i B 2 SR, R ST R, T E R
MR LR 24 Security Server HEATHIR, TEZ UG AT RSP, wRAEA FBHE O
" R[E Encryption Expert Ml 45#% b &2 JRIT).

HitiEx

P AH IO TR, %% EMAHICE Database Encryption Expert f{HEFE 71
g, ARSI A AT H R, et RN e HEE, X Data-
base Encryption Expert REHF, FlN, #iHtk. XMAMEH G5, LLIAR Data-
base Encryption Expert ZH {4 [A] [ 2% 1) i 42 5 W7 3% 422,

Database Encryption Expert 344

5% Database Encryption Expert IWHEZEH, HHEZEMUT Web TiHE: http:/
publib.boulder.ibm.com/infocenter/mptoolic/v1r0/topic/com.ibm.db2tools.eet.doc.ug/
eetwelcome.htm,

B/ AIX METXHFRS (EFS) Skt {THRENE

XF AIX #:4EZR% Lizf70) DB2 Enterprise Server Edition, BJ Ui @ i H AIX
e RS (EFS) Sk EMEEdEZE, A% EFS MifdER, 1HSH AIX S0,

i A XA AR AR, WREAE ) EFS, A8 280 AR 1%L T S e e oy
X,
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W ICZM EFS 5 JFS2 U RGEE G0, o7 DI & Bl 7R 2 b B i B E R
G SCIFHEAT I

VB N 05 B AN BT R:

1. 7E&% a1 EFS,

N KIZHT DB2 Bl e SFARR R (1 i ke A A .
TERURE U RS LIS EFS,

1 7 BN I HRAE R SCA

. M ETE EFS (R4 B PR R I SO R T I,

HHRFELEA EFS

£ BFS ZHI, WiZ3E clic.rte X4, AI7EY BE CD L#kF| clic.rte %
B

LA root T B OrisfT T i 9 Ay 4 R AE R4 LSS ] EFS:

% efsenable -a

SIS

WFEE51T efsenable #ird—IK.
ENZRE
NI E ARG, HRiETT DB2 5 E~r i AR i P ik P ARk abst, 1P abst &4
MEARARE, I H abst Fr)@ A4t 20 B A %48 1%,
1. 7E)33h DB2 ¥4 REF ZHil, A SBHERLIS abst HEREAHCEK,
af DL ] efskeymgr -V i A SR IE B A TR G AR, WILL R 2840/ BT 7R:

# lsuser abst
abst id=203 pgrp=abstgp groups=abstgp,staff ...

# efskeymgr -V
List of keys loaded in the current process:

Key #0:
Kind coviiiiieinnnan.. User key
Id (uid / gid) ......... 203
TYPE teeteieiiiinennnannn Private
key
Algorithm ....ooviiiinnn, RSA_1024
Validity «oovvvinnanan... Key is
valid

Fingerprint ..............
24c88df2:d91chba2:c3ellbba:4c13f8b4:666fabd8

Key #1:
Kind coviieieiennnnnan.. Group
key
Id (uid / gid) ......... 1
TYPe tiii ittt Private
key
Algorithm ....ooviiiinn, RSA_1024
Validity «ovveenivnnnnnnnn. Key is
valid
Fingerprint ..............
03fead42:57e7646e:al1715626:cfab56c8e:8abedlcl
Key #2:
Kind coviieieeinnnnan.. Group



key

Id (uid / gid) ......... 212

TYPE tiiiiiiiiinnennannns Private
key

ATgorithm .....oovvvvnnnn. RSA_1024

Validity ..ovvvnvnennnnnn. Key is
valid

Fingerprint ..............

339dfb19:bc850f4c:5551¢c975:7fed961b:2dddf3bc

2. MRABAEMEAERRAE abst HEFRACEL, HBAZUE DT 74 kA %5
E: % efskeymgr —o ksh
e dr A 23 m R P RILR SR, BRI E SR,

3. B EHIETU T A kA P B HERC A % efskeymgr -V
W% HR P A B, WERADRE A I RH B HE, EREPITLIER 4.

4. WWIEAIEAN T XARRE, ABEAETTRAFIE. WE efskeymgr -V A SR
P A BHEE, 200840 2% 3 .

HPL root 7 EE RBAC ffh aix.efs_admin 56 HE 20 %547 )
% efskeymgr -C group_name

5. K AUE BV MIBGE E A B Fad )

% efskeymgr -k group /group_name -s user/user_name

WRBPE B, M7 A2 LR 2 % 4] 2 J A DA, A AT 1%
efskeymgr —o ksh it & R H Hie A L@ EH %, 3 dHE k.

FEHIEENHR% IS H EFS
EFS {U1E JFS2 XX &R% Lizfr, HH%ET )R H.

R BAR AL T IA X RS, iEiafT % chfs —a efs=yes filesystem #2332
EFS, fltn:

% chfs —a efs=yes /test0l

R RS, B2 LB smit 4 crfs 45 -a efs=yes it
TR A F oS5 A EFS, ol t:

% crfs -v jfs2 -a efs=yes -m mount_point -d devide -A yes

WAE, EFS 1ESCMF RS EC R AMERITIT. 3000 7 200 Kol (14 K5 2 Bl 2R 4T T
EFS. AXHZFEE, WESHXAT efsmgr fr A M4KN AIX EFS U4,

EZEMNE R T

R T B EFS N ke R4 1R Al PE SR S, 1B EMPLOYEE 3R
FAVE 7S5 1y 3 26 25 B
1.l FZL T DU R B A ifok £ 6% ) TBSPACEID:

SELECT TABNAME, TBSPACEID FROM syscat.tables WHERE tabname='EMPLOYEE'

fBE BE A A 25 - A0 H Fr s
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TABNAME TBSPACEID

EMPLOYEE 2

2.

i 2T N s 6 ) & Sk fE R 25 R & 481% TBSPACEID:
LIST TABLESPACE CONTAINERS FOR 2

B LAY 4 R AR B s

HaRtRiA AR RE
0 /test01/abst/ NODE000O/BAR/T0000002/C0000000.LRG pets

WAE, MBI ESAASENR SN /test0l/abst/NODEOOOO/BAR/T0000002/
C0000000.LRG [ #RVE RS S HR, 3 02 7 BN 1) S,

mE
G, T RO RO SRR R AT AT ] E R S R T R R AR R R
TR AU BRLL g S

1.

BIRSCHE,  Bihn:
# 1s -U /test01/abst/NODE00OO/BAR/T0000002/C0000000. LRG

—rW==—--—-- 1 abst abstgp 33554432 Jul 30 18:01
/test01/abst/NODEOOOO/BAR/T0000002/C0000000. LRG

i efsmgr i &R SCAFUEAT N, Bildn:
# efsmgr -e /test1/abst/NODEGOOO/BAR/T0000002/CO000000. LRG

MR FRIRIESCE, AV RCER R B e, B iz 02 me.
51
# 1s -U /test01/abst/NODEOOOO/BAR/TO000002/CO000000.LRG

-rW--—- - e 1 abst abstgp 33554432 Jul 30 18:03
/test01/abst/NODEQOOO/BAR/TO000002/C0000000. LRG

HAER T A s ] DB2 Bl HAy. EIRZUFRSEH, #N%E EMPLOYEE
FERN N 2225 (M T A B ¥R Hh EFS AT, R4 R BV AR, Kl
DB2 Hifii 4 A8 3% 1E 5 UM 0 o i e

Hit DB2 j&xf

DB2 HitiZiEE A
S B UK B VTR, nT AR A5 A A T AT 1] 7 R BIL i A X T 45 2 B R0 U 1)
FESL AL, E BB 1R SR AT 532 (19 47 D DA S SR BLX 2R AT O, ml e
DB2 i Bt A M A V7 ).

JIC) AW AN 8 S 0 U7 TR R G 203 A, A ok o e U7 1) g Pl e 28 Bl L 3o
3 9 2 5 A R AR ] 8 PR S ML TS R AR B ] A0 B2 PRI e Rt D
Vil (LG R G BURAE ) Al & A SR 7 ARG T s i s id sk,
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DB2 Bt — FR A FilE SORce e kA s T BRER, O SRVR R L AT . Kok
B A L VE SR PR AT AE T H RSSO, XX D s 19 4 A AT 4 7m 2530 J%%mmm
AR, — B, AT B R s D SR R IX R R SR .

VIR0t 452 AR 5240 2% )R B A Kl P 0 ) R AT VT RO DIRE, X AT Sh A AR TR
H &S ISk AT SEO AR R 215 3, RAE G (i SYSADM AR ) wlLl
i/ db2audit T HAESCHIZ 5 EC & /DR S X Rl 5 BB, R
O DARE A db2audit T H R A% SLUMIEE 22 8 1 H 5 L) R AT — B E I H
ke o (LI ERg i €

ZaWER R (FEHEENIAE SECADM R ) nlK #1135 SQL i&H) AUDIT

BeA i, DURC B 45 o ot g d b ok, 2o MR B BT DUGE TR 20 49

R PATHE 2 AT S5

* SYSPROC.AUDIT_ARCHIVE 77 A nf 8t H B uE A7 98,

¢ SYSPROC.AUDIT_LIST_LOGS FRik AiFEdik X HE.

¢ SYSPROC.AUDIT_DELIM_EXTRACT f7fifi i Bl i B 2] & o, DU AT
T,

B4 PR T A AT DB R X S AR Y EXECUTE #5052 T 5 — NP, BRIGTE S5 B fifi 2

S P DY RE S YR BT 55,

AE S DX 2 P BE  TARER, ﬁgTﬁﬁM$#ﬁf%mFLQMﬁﬁﬁﬁE(m
FREFPIYIX) BH X CEENTARAMR R E X)) AL, XERERITC
o A] 2 AR 2 O DX R A%ﬁﬂ%%*%ﬁ@a%?ﬁlwﬁﬁﬁﬁEﬁ%
Koy (PEAERTHER M2 X) KIfER.

TESI SR B, W7 db2audit start 1 db2audit stop i 3k 2 4% 1k F S B H
V. fEESh S BIgOE R, VR B A IR EFE R, BN E S
DB2 $i MR 454 J0 o6, B LIRS 1A% S, sk 3 itk sk 2 &mm Lk, Y4
PRSI, IR H AT AR ROk, A TERIE RS g Y, Bk
T ARG, RJE AR S B R (BRI, B PR AR
A B SCER E R ) HCEK,
BT RS
A AR 2R B B H sk, 8 P T i T a0 2K kg, SV RS
AN B8 T T — A B I O, B AR RIZ R AR 28R, nf T S
3PS
« #iF (AUDIT) . 487 g0oiihif & ol sl givh H 2 &2 sk,
o BUBRKE (CHECKING) . Xfijlnloi#4l DB2 % e %t 52 ol of 5 i il it 4 7 A R AS:
W] S A R,
o XTZR4E (OBIMAINT ) . 2461 g sl i B Bl X 4 DL Rz i 2 26 0f 4 I 2 AR e
K.
o ZedEl (SECMAINT) | 78 FHEHL T &4 lid 5%
— BT BN SR RS PE AR
- BT EHREE L 2T SRR AL
— ARAARR, MAEAR s R ] LBAC 224 SR 1Y J&@ 1
— T E%E SETSESSIONUSER $5:4Y1
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- BYRTIAE B E SR
SYSADM_GROUP, SYSCTRL_GROUP, SYSMAINT_GROUP &
SYSMON_GROUP,

o RLGET (SYSADMIN) | 44T % SYSADM, SYSMAINT 1 SYSCTRL #(fR
M ERVERT S A 0 5%,

« WPRIE (VALIDATE) , 4I0EfA P8R R4 % et E B &4 id 3¢,

o #AE LT (CONTEXT) |, UPATEIE EHRIERT, A B sk DU s %38 0E B0,
W ARV VT H RSO AT A R, M S H B S B S
AT, APRE— 2 F R R S BB PR R O, N, shAS AR A IE Al
AR T AR IR S rT AT I BV E A (6 /RFF (U0 CONNECT ) ¥ynl 4 {5 Hr
S SR TR 1 R 3L,

i ROGZEE LTS SQL 3 XQuery &AM RER K, FFRIHE CONTEXT ids
WELER, XA[fEf#i CONTEXT oA f3R k.
« H47 (EXECUTE) , 7E$047 SQL & /m)Hi[a] 4 sl 5k,

X T SERT AR BATAT S5, S RT DR T2 A S 1 A/ il 2 (4 1.
FE X 1P AR 55 e AT B AT AT R T RE AR OULME sk, B T H RS AR AR LAY SE b e S 2K

B0 ol 17 79 W N (=S D 8 Toe i D S 4 R =9 %0Y 1187 5 R xR a7 R/ BEE 2
B, ERRMIENE, S FHA, T IERE, XTSRS+ E

BT IR RS
22 4 3 T LG P SR R L A, DAL S 3 T T A O R 4 1 £
=l

5 BT L R T MR S B B I, R AR R AT

T B S

- AN
LA AL S, 00 P P 22 AT T S,

S
WA BRI E S (DML) DU () | MQT (R fLfsifige) sk
FRl9 XQUERY Vilil. EViIZent, FUE R R & SUR ) EXECUTE 2518
PRI, DA RO 7 VS B,

- W R
FRAR TV S0, 4 S R T £ SO ST £ A % A 0 A T
f#.

o BRI A B RURA

AR H VSRS, K R A E U R S BT T

AR F U SR, o A D A S 5 B T B R S B A R R S, RS
[ A €0 S8 BA B, i, o At A 5 i 4

M O — A4 E AR Il ARG SR AR B, AT DU A A B S
LS RA AR B I, B AZ T, 2 TAR A B AU B AR AR IR, i8]



REV S HCAb @ 1, X T RE S R TC AR TR B BRI, B TEB o T X L A
JEPERT, EIETTRES LG BN (ATRE AR ) TAETER. Witk Z 4R
TP, A,

* PR (SYSADM, SECADM, DBADM, SQLADM, WLMADM, ACCESSCTRL,
DATAACCESS, SYSCTRL, SYSMAINT #I SYSMON )

AR H VSR, U el A R AR AT R Sh e B A R R S, BRI AR
XS AR T R, 15 OLIRILL,

LA PR B BT DRI 2 TSR, A, IR 24 R T RERR - SRR BT
HUREE, IR B — ROk IHG DBADM KR A MG sh. IR L Aok
Wi X — AR AR, IR 20K BT R R SRS BRI BT A A (R —
UC) . N, TSR I R SR R TR E R YY) EXECUTE 4%, I H A
(TS BER VTR — AN MR EXECUTE 304, A04KE BT Dl i% i i B 2h
R,

XFRER G, HAEA — AW IR AR B, AR A 2 A/ R S5 R — A
BV SR AN AE 9 L Pl Y SRS, AR 2 Al R A SR, K B T ) LA SR IR O 5
% £ 22 AR L,

& T RA B A 2 B oE AT T IZR A MQT, IR AT Heng 5 — 1 2RHK,
B2 K5 4 (7] e 5 2 TR HEAT MQT KHK,

95 WA SAAT B B TR AR B 5 55 T AG I A R U S S KRR UEAT Y, i, AR e 4
PR B OO — BTSSRI BLAZ R T M T S5, IR AL U R R
SIEWAE VS F 55 W HATROAE T AR B A, BEAh, X o 1 SR P 4 Y S el BEAE T S Jm A
R IR aVEE B Gk ALTER AUDIT POLICY 4], HRA1%1E ) BAEH SR
AHERL.

AP M U F§ CREATE AUDIT POLICY iE/4]SRAIEES M, 0§ ALTER
AUDIT POLICY &R RGN, X L85 a)ml DIFE E:
o BEEIFHHEMARESME: T, BRI EMEEE,

A TS5 38 2 R A DT BE Y mT o g0,
o HHIIIE] & AR B VRN A AR 55 2 AT O
VB DV AUDIT 3588 s F R M5 224 1 5 128 224 i IR 454 P i) s 128 ) 4
KeBe, HREZXRAEM AT, SR SR X e e

FIMBR TSNS, R G T DU ] DROP 154), REEMIEE 58 4 ek iy st
Wi, ] AUDIT REMOVE i 4Bk &5 5% M A SCEC,  ERR U BRI i 2 5
o, AR B AT I ] COMMENT if4),

HRITEERZERNSEY

X AE AT HE BRI DI P R AR 0100 A B — S S0, O — ] RO TR (R B2 5
BRI ens, F R R T g
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K4 FEEFF

=4 Cha e b

CONNECT CONTEXT

CONNECT_RESET CONTEXT

AUTHENTICATION VALIDATE | 3X {45 75 7T 5 12 $2 P4 o2 #9 R0 U7 48 P S0 1] #Y) A
Ik,

CHECKING_FUNC CHECKING | 2%iR 97/ /& SWITCH_USER,

B PR -5 M 2 ST ) oV SR B X S, TSR S AR A X 5 (i,
A R A SR ) SRBRA B RIS e TR, XTI K A2 ) CONNECT A
AUTHENTICATION 4, fffi ScIg0n ®itic &, HEIBR s h ik, B
FES — KA 3k ) ACTIVATE DATABASE fir & I g5 .

YI¥% F R EI RS0

WARAE WS EZ NI, ARS8 T RGP G R. ELmoL T, A
P55 JRU0G TP SR IR B RV SRems,  JF ELRE B X ™ SR PFAG I B0 RS, AT
A5 AT £ 3 B S TR 1Y B U SRS 5 A 2K

i fii ] SET SESSION USER 4], Hi4 HUlkaim B abnil, JEaG 1P i AR iR
(REFAFFR) BF RIS REA R, JF Bl A P a8 kg, R e &0
WA H T £ SET SESSION USER i54), M2 RFZESEGEMN (REEAGRR)
MR (STERAERR) KRB R R .

BiRE B RE
THIEEE S E (DDL) i AIFk 8 AUDIT i 53 SQL i 4):
* AUDIT

« CREATE AUDIT POLICY, ALTER AUDIT POLICY #I DROP AUDIT POLICY

« DROP ROLE FI DROP TRUSTED CONTEXT ( H MMk vz E R30S
BT SR IR )

AUDIT i = SQL &4 7E s I B A — L6 R il:

o BMEHEHEMHIEA COMMIT 5 ROLLBACK,

o REETERJmE SN A BB, fii, XA $F5,

A X — R R i — AR I552H) AUDIT i 5= DDL 54, W0 RS2y

AUDIT ;X DDL &M ELEHAT, IBAJ5%: AUDIT #ifi X DDL Em)¥% %R, H

#2477 AUDIT /53 DDL i54) 7% sca [ o 1k,

T HECHEARS, (HEFEFIEA AR, BT & %5 A A R IR an i,
BT 4 E R B EAA B 7R 51

EH B~ AR, H EMPLOYEE RUFHHEMNEE, I HIZA A & EH
AR EARRAEMAIET A SQL Vi, "L A EXECUTE 2R HIRER BN 1Y I A Vi
) %A SQL iEA, Fu] ISR B AESRATIN D91 %35 f b A1t A i A Kcdia £



BRERZHR LR ShH BT IR, B, RAetEE R AIE — 8% EXECUTE £
ARSI, RG22 VA B DR 2 R 5 R SR I
CREATE AUDIT POLICY SENSITIVEDATAPOLICY

CATEGORIES EXECUTE STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT TABLE EMPLOYEE USING POLICY SENSITIVEDATAPOLICY
COMMIT

Bit SYSADM 3 DBADM #1THIfEMERIERITRHAI

N T MR GHIET, — KA R ARV RE G B RN A R
(SYSADM ) si%fffi /45 3 (DBADM) KRR AR EE A SAAT B9 AT AT R A 715 2.

BB BT A AE, I EXECUTE Al SYSADMIN K51, 224 R4 8 b
A — AV X AN A T N, PR B T DI ] AUDIT 358K L s R
W5 SYSADM #l DBADM MUFRCHK, )5, 4 SYSADM = DBADM #URR 4T
TP SAR AT B, DU /s B s Qo Qg X F i S 4 £ 5 SYSADM
1 DBADM #R 3 Ek:

CREATE AUDIT POLICY ADMINSPOLICY CATEGORIES EXECUTE STATUS BOTH,
SYSADMIN STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT SYSADM, DBADM USING POLICY ADMINSPOLICY

COMMIT

BT E A BHTREM TR AR A

— RN A FLVE R ARV B PR AT Web WY HIRE PG, G Web B IR ST AR LT
AARA. RAER e, e T8 R AR, 122 5 f B AR 12 A
A RAE ST AN ROERAE,  DUEAS A A A 192 50 25 Bl e 9 15 SROF B (At 1T 8. Web [
JHR PP 5 ) K gl

EXECUTE J&5| 1 & BRESX AP GO0 T 19 P i shpr s s g, 56— 2 R AiE 4
HH R HR e S Web I AR IT6E AU Mok (FEARBIH, f{ TELLER #
CLERK) :

CREATE AUDIT POLICY WEBAPPPOLICY CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT ROLE TELLER, ROLE CLERK USING POLICY WEBAPPPOLICY

COMMIT

FHMITEITEE

VIR HT VT H AR 2o 6 S H AR RS — AR E %, TR 95 8 9 0 5 AR 09 18 sl it
FIAR. RS, W7 LA UTRS H RE K SRR i S0P, SR ISk 43 P4 KRB A
%] DB2 Y, LUEIEATAHT.

i G B H AR ALE, W] DU R H AR AR — N BOR R R s R B, R AT DL
PNt 40 DX e P B o B A BB B R TR ORGSR P BB, TG Sh AT LT
H = B A AT DU B B I ME — Y H i, B i3 A E — H S B ek e SO
FH, FONEEA RS AR A

1F Windows #ERS L, "l HEMEE KIS instance\security\auditdata, T
1F Linux fll UNIX #4EZ&% bk instance/security/auditdata, N5 ASAR(f s
P, M ISR E R (MR ANEES AR, v IFE RS EAE 0w H &L
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e AAE) . B EWNS I H S EMC ARSI HE0 'R, 568
f datapath #l archivepath %) db2audit configure ¥4, UILLT /R P R:
db2audit configure datapath /auditlog archivepath /auditarchive

i/l db2audit B¢E AT H &AL E 18 T 5060 89 B e .

E RS A EA 2, IR AT SR LA AN [ B R A R A,

2 REEERERRESEHEITH TS (datapath)

FET X B e R bE R, RS X AR 95 S it H AR & (fi datapath 2
BurE) . Al PR T RSB H AY:

1. 485%E T datapath 28, A% IXFRAA, AR X LA XAV

XS WA T H S SRR AR, IR0 R A e 7 23 X R R i 4
th

2. FHTERTA B0 _EARTE A 3L = 0K S s

A RIEXS datapath 284 5 (14 e B AR o) i F G e o X SRk, n, e =
MG RS E CRP RS ER XS 10) , DUT i
db2audit configure datapath '/pathForNode $N'

el JHLLT g8 A2

e /pathForNodel0
* /pathForNode20
* /pathForNode30

i RREAE R A oy X R HORTR E I H SR %42 (archivepath 241 |
RAEEFEITEE

AGEH G LI db2audit T HRIIR LB AR B/ T H S MME— KRR E
JEAS R e il B T R

A VA Bk e Ve B 03 1 AR X e LT BIRR R EXECUTE AU P, wT DL
111217 SYSPROC.AUDIT_ARCHIVE fEf#id Bk IHR TG shdi vt H &, ZMH B
B IR AR R A B A S, A ATTRT LU ] SYSPROC.AUDIT_DELIM_EXTRACT
e,

DUR O AE T HBIRE R IR RISl B v H 250 25 5%

L. PR AR DUE A S 2 SYSPROC.AUDIT_ARCHIVE SEHATIE 81T H &1
HALER,

2. W B ACIE H &S0, i SYSPROC.AUDIT_LIST_LOGS 3% R ¥R 517w
P EIER T E .

3. Ko B IS L %Y SYSPROC.AUDIT_DELIM_EXTRACT f#fi#id #E LA H 7%
GEENIEVE TR R LA (R YNE g S L e e

4. KBRS DB2 Bl A E A AT 4.

AN EESL R O A H &SR A B R DL AT 04 T DU A E AT TLATE A R .

filtm, W RE R RF EAE AT A B I A R X S,



SR RS R B A CBan, SR AR AR R R RS 1), B O RS B R R A
16) , 2R R R MOT BAER T H AR b A oy B 4428 bk (i H
0, #ilhn, db2audit.instance.log.0.20070508172043640941.bk, 7F ik [n] i 5
CGEDFE AR R IR 0 Z G R =S |), sl G AR A2 ), 20K il
B H B 2 HREAR, SRIE, ATRUEOS R D 9AS 19 H & — X% H .

A XERERMERIIEEEITEE

P DA RSB, APRAE S B IEAE IS 4TI 2 A fir &, IR 2B 2t R H A ShE
BB Lia4T, B s i i B U H RSSO 44 AR AR R BB e g, i,
FEH =P AARRE L (AP EdRES XS 10) , DIT

db2audit archive to /auditarchive
e F B
* /auditarchive/db2audit.l0g.10.timestamp

» /auditarchive/db2audit.l0g.20.timestamp
» /auditarchive/db2audit.l0g.30.timestamp

UNSRAE SRS AT A VA% g 4, 8 20n] LAGE i R A1 e o — Fof 36 42 dhl 5 i 4 7E
MR i 03 _Eas AT
* ¥ node LIS db2audit fir 4L A LAOON 2 A AAT IS i 4
« A db2_all RSB W bE AT AR,
foiltn:
db2_all db2audit archive node to /auditarchive

RO E DB2NODE PRJEAZE i DLRR /- 7E H: B I il a4 B A A

o, AR AR R B R — A AR A 4. an:
© TERCG 10 L
db2audit archive node 10 to /auditarchive
o FERUDL 20 E:
db2audit archive node 20 to /auditarchive
o FERUDL 30 E:

db2audit archive node 30 to /auditarchive
i YMEBIRTEIBITH, B RR B EIER T H &S0 4 B R B AN,
i EUNENTA R RIS IR AR, (HIXR T,

i¥: AUDIT_DELIM_EXTRACT fFfi#idf2#l AUDIT_LIST_LOGS & p&%0 BT ] 24
HI CHMEAR T ) Bl MR E 58S H &5 S0,

U345 B A F R R BN E] R AP ARG
— KA T WA REB AR AT i LA H S AR R, & BN/ N B —

ASB T H BRI AR H R IRE] WORM WK g, 1548w ek e b B 0
R E R (2R E R C 1% A7 X AUDIT_ARCHIVE f7fi#id 21 EXECUTE
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i) 4 6 /Nt SYSPROC.AUDIT_ARCHIVE f#fiil#2 % T AR — k. B4R
H B B2 R B8 HR %42 /auditarchive, 3 H AR G 1T G B R _FiE4T:

CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

Ve N Z el R — &6y, A mARIRORE SCT — & B H B9 ] BEAT o0 B0A FL i A9 1 20,
S A T X AT O EE B, A BRI - A S AR H SR T
Bl, KX BRRICEAE SRR, AR SQL Bk ER XD, 1424 C
SE BTV IE I, I B A T A BT VSR 5 28l e R At e P X 5 O Tk,

B, A1 IvE F SYSPROC.AUDIT _DELIM_EXTRACT {74 i #5 3k MT A B 53 4
BURAZRFME TSI H &, X &R A & R AN E#ie 2006 4 4
A

CALL SYSPROC AUDIT DELIM EXTRACT(
"', '/auditarchive', ‘'db2audit.%.200604%', '’ )

TR — A, M1 LIyl SYSPROC.AUDIT _DELIM_EXTRACT {74 i F2 3k M
EXECUTE 25 5|/ i B s FAE ) E RS H 1 HE sk, M CHECKING 25 5] A 4 B 2 i 5+
PR E IFRS R e S, MR IR /ﬂE’JE]‘IEH%%LEE’JI#FEP?EEEREBH%JWE%

CALL SYSPROC.AUDIT DELIM EXTRACT( '', '', '/auditarchive',
'db2audit.%.20060419034937", 'category
execute status success, checking status failure );

HItHEXHE:

B H SO 2 PRl X o EAT DR S B 4 B A s H &S, R ARIREATIR A 2
DX HHE RS R BRI a0 X, A H AR SO 44 5 B A0 T a8 AT A fir 4 I
A&,

mEIT HEXHE

TEr XA PERR S v, TG sl v H R i B A2 m] DUR XA XME — 9 H 5%, DUERA
SFXBASBRSCE, A T HEMRRERFEH I IC S, KA RSB H &S A
.ol FEIX 20 B, SEEIIETEH S48 db2audit. instance.10g.20, Xt
FutsEfd 44k testdb %R %, Wit HE SN db2audit.db.testdb.log.20,

EAE D XA ESR S, XS EW N 0 (F) . FEENT, SEFF0E T H &S0
# 4 db2audit.instance.l0g.0, X}FISEFIFZ A testdb MEHEE, HitHE N
db2audit.db.testdb.l0g.0,

CIAEHEITEEX G2

WGSBS ST A 2 Ja, LSO fF 44 5 R I8 A LL R A 20 2 A e e
YYYYMMDDHHMMSS (i YYYY Z4E0y, MM J& Ay, DD J&H, HH /NS, MM
e, T SS BFY) .

VRSB i H RS B S 2% U T 8 7 H RS 4 al:

LHIZHNE FEHEITEE
Sl NS = £ & BN I £ S|
db2audit.instance.log.partition.YYYYMMDDHHMMSS,



BIRERANCIIEHEITAE
B ELNCHEEFEIFH EN SRR
db2audit.dbdatabase.log.partition.YYYYMMDDHHMMSS .

TEAR T X B PEIRSE R, partition HIE 0 (%) |
IS 1] B SR s AT R fir 4 B IF ), PR e O AR SR e b S H S P s — SR i s
e, E AR H SO AR — sk, BRI B e H &S0 Y
IS IR M J LR B, R PR A
o AERMIIRE G AW, W TR A BB AT TR A L g UG MR C A H &
S,
« EZHIGRIRETT, LRI BRG] A] RES A H A Ay 4 UL & L #9 R G 1)
ENGE:S
FE5r B e R b, SR E AT A fir 4 I e 55 4% IEAE 1847, AR AR BOCAE A 150
X — BOF SO T AESRAT A i 4 69 0 DX AP AR S I TR
B KEY DB2 Hit#iE:

o P Pl b TV B 2 3T, 7 S R A . 7% HE Sl 5o
g, DI F PR 5 AU A .

FaaZ Br

o HIRAEE X TR AEAY, 52 CREATE SCHEMA iE4],

o A FAIERITTARFHEAL, 2% CREATE TABLE iE4],

o HEMEADREGRN RN, (R FBORF R M AR m, )

i BRI AR A G VO 1 R A RAE A AT AT REARANIE] . WTREAS N T OB
b, s EMAE SN A /NI RER RS, BIA db2audit.ddl A& E RS R0 E R E S HIHE
K.

KFIES

ARG BA G ] A ROk g e A SC R e sk, IR EE,  n RLAE s stk
(RS-
SRR KR X 2 SO A BiE, R4 R DL Z0ms 35 g SOHR I A SO BE R R
BIEER L, NI ZWE R LR, AW OORE Fi 25 A0k B8 3% fir 1 1) i 4.
ok
1. & db2 44T J DB2 A& M.
2. W[k BIEE kAR, KT RRH], B4 AUDIT:

CREATE SCHEMA AUDIT

3.0 Wk WUREIET AUDIT KX, JRAFEBIEAL TR 2 Al 212480
SET CURRENT SCHEMA = 'AUDIT'

4. BfTiA db2audit.ddl DAGIERE (& H I I0F A5,

7 db2audit.dd1 i F sqllib/misc H% (¥£ Windows & sql1lib\misc) H,
VI AE e E e O AAE IR B 8K R[] H, HTETIZHARM a4 A db2
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+0 -tf sqllib/misc/db2audit.ddl. %A Q&M EE:
AUDIT, CHECKING, OBJMAINT, SECMAINT, SYSADMIN, VALIDATE, CON-
TEXT #l EXECUTE,

5. GlEEE, ZetEMH A PI#EH SYSPROC.AUDIT_DELIM_EXTRACT 7#fifid#2
WRGEEH A I db2audit extract 4K CLIHASH I H AR ST A IHIC %
FECE) A S, T DUk S R ) T R A 2 W B A e A R
H,

# DB2 EiTHERNRE:

FEC RS H RSSO IER B IRE E S SCrF,  IF BT T 8l 2ok IR R A
feJa, AT LI BSOS A B P 2 DL AT o A

RFULAES

A S IR A B AR, W3R B R A i S, R 2 3R
&SR — A E AT, IE2LUEE IR LOAD fir & RAS A AE MU A KdlE. LT,
AARAEAM A VBRI 5 % T BR A (AN 2 7 AF, IR 2385 S FA R LOAD iy
LHIRRA,

ﬁ%i
. R db2 4TI DB2 A,
2. BE A AUDIT %, RS TAl64:

LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.AUDIT

iT: F5E DELPRIORITYCHAR {E4fiAeF L fa 1E o fif A — it il Kol

iE: f5E LOAD 4 ) LOBSINFILE eI (i THA MMM, KXIR AR B
ABARLR T 32K) | FERLERILT, B RERT 24 /] LOBS FROM TEI,

i fE AR, EMIPRER AR 4. BN, AR DB2 U E R4 wATE
Windows #ERGZM C: # b, HAMNFEE C:\Program Files\IBM\SQLLIB\
instance\security\audit.del {E% audit.del CHFMIFRIERR 4.

3. B A CHECKING %, % T ol

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CHECKING

4. TH A OBIMAINT 2, iHEH Fol6s:

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.OBJMAINT

5. #AE A SECMAINT %, i§AH T4

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SECMAINT

6. T3 A SYSADMIN %, HEH TH42:

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SYSADMIN

7. #3E A VALIDATE %, & H T4

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.VALIDATE



8. EYA CONTEXT %, Wikt Folfrs:

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CONTEXT

9. ¥ A EXECUTE %, i§KkH Tol#4:

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.EXECUTE

10. BBdEEAFZIG, M sqllib H#M security/auditdata FH M .del 3¢
1%,

L R A R Z G, AT UM BB 3% rh e R LA AT 234
T—H T A

R IR IEFE AR 2 J5 EFF AT BLER A, U ) INSERT BEISURE 7 (1 2 i il 2 BAAY
FAdE, WRENEPERELIAT db2audit extract #:fERYICS, ABAfH ] REPLACE it
TR ARK.

Bt I3t s B TR T A2

ZetEH A IMH SYSPROC.AUDIT_ARCHIVE 17 fifid & & & o6 %L,
SYSPROC.AUDIT_DELIM_EXTRACT f#fiid#2#1 SYSPROC.AUDIT_LIST_LOGS %
BORIARS E VT H 255K B il s e A s,

AV B A AT DL 4 X S AR 1 EXECUTE FEAUEZ T 5 — AN P o Se AR 1
AMZESLE M. AR RGBT XX GIFE ) EXECUTE F#0, XX
SGIF, NEE# T EXECUTE $##0 WITH GRANT OPTION (SQLSTATE 42501) .

WOV FR BB, A RE A I LU A7 i ao A A 3% B IOR A 51 7R 1 B R Y T H

—+=
TN

N Ky O VRS B SO SR 2 55— Ml R AR e, I HL B AT ko R A ol R X B
MIHEAT VS TR, 7 DR e 2 AR PR TR, s T i 4 SCPF LB R0 AR TR B9 Rl 12 44 7

X BE A o R A R R ROR 2 A s R SE I B HAE . RS B B 5
db2audit iy % o A AT L B2 A B H A

AT DA I 2677 A i A A1 32 R BOR AT T 91 A
# 5. W RGAF L FERIR R

T IEFIR R B TR
AUDIT_ARCHIVE [SLEETICiRg o= b B A AR A R R R

IR B A, IR A BEAF fif 1 R R
AR TG B SO AP Y A A,

e AE &AL B Ia AT A A %,
FF L[] 245 1 I 1) 0 38 i 2 o

TH &4,
AUDIT_LIST_LOGS TEFR E H A2 AR [ 22 i 50
B E TR H 2551 3.
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RS HITRAEFIHE IR R (%)

T IRFIR R B1F TR

AUDIT_ N IR E JES H RS APl BOR | S S A A S DB2 Kl Ak

DELIM_EXTRACT P IR eI A B FOCF | A9 E A 20R A7 il R R I
. 3. iR TR B A ST

(SRR [ "G < P N
Y auditlobs, DL FER 5L
P E AR KN . XA
bR

* audit.del

» checking.del

* objmaint.del

* secmaint.del

+ sysadmin.del

» validate.del

» context.del

* execute.del

* auditlobs
X e B AR, B A
H 38 Bk e s R, S R
CONTEXT & EXECUTE Z&%,
B 245017 auditlobs CfF, Hfg
Flr 522 WM PR O A A R H
. I R A 03 AT AR
RSz,

HA el B A 3 m] DU BR 2 051
F A H .

AFHEit saL iEAR EXECUTE 23

EXECUTE 25| sa i Em b BREE P & g SQL 84) (FE V9.5 ZHi, 7l
CONTEXT ZE5IRAKILEE) |

VE 58 B 22 4 SR 1) — B 4%, 2% w) AT DLEESR A1 5 T 48 40 B v B S0 85 R Y
AR T SR B2 A DI RE. I, 1A R — TR, SR AR R AR R
AR B RS0, DUEAD AT AT DL R s 3T 28 AT o] BT e i) 20 A B3t . 10T A AR
SR 22 1 5C T O0 Bl e e th B B SR B AR PE (G R, DU SRV TR K SR AT ART IS [R]
H AT DL E OR300 £ A2 TR0 A 5 AR e e th AT AT B R . It R AT [R] 9B R A
7 SQL iEA).

It EXECUTE EHIH#i2K SQL 881 SCAR LR A o B 1% 0 4 i 7 A 4 16 PR AT AL,
i, FEHOE A DA G ER R SELECT JEMLRE 1T, BEPHETIER, §s
JVUHs Bt P R A IR E e B AT E A TR AR IR 2.

il EXECUTE EHMATHIIN, FEHEICHMASEIMCH AR, KIoRFEMhE
SQL YRR SCAS, Al fff i A B sl B P A (ELAC B 2 7HAY EXECUTE 25

i REI R,



Xt EXECUTE HAFHH IHEZF 5 N 4T (X SELECT 4], BRIz K ]
AT . 2R e U IRAS, B EXECUTE SR RAESE N 81, BTl
KBTI A R 2 SR BRAE v H A,

Er UG PR R RO PAT Y — BB, R 2 MR ARG £ R A T PRI ERAT (i,
SELECT H#A0) . X TR 14 13 I10] i T B AU 2% 1 2R KA 1 A0 AN 2 A2 i EXECUTE
G

“HAMER G, IR RMESREDR T A R B REXT 4R E PUTIC R A, X
AR A S, BARICRRIIR Z A, ST ER SR, B2, B
—ATH RISy STATEMENT Jf HEA(H. BSRTHYSRI DATA, H—
73RS SQL BRI SRIR A R RlR 6. AT LURE 3 PRAR 5C DR A0 0 PR e iR 7 Bt
STATEMENT Hl DATA fTHEHAE—&, “WASCAR”, “IHR B Esgo Mg 1F 3R 5 il ik
"HIAHBAE DATA F{FH,

B F VT B 5 R SCAS R R B (B A7 e R A B, e T2 e e B il 7R A B
CHTA B I 1 5 B A7 e ot A AR i ) L SR e A i A AR 005 20l A
IR, AR ZIREHGR; KEOCRR SR, HovE MR R aSa 8
CHHTHHE, FrRLEA A FACHS 0T Bl A 2 A e

ROLLBACK #I COMMIT 7EN HEEFHATENI S8 1, I BAEH — a4 o
BIND) il % i ROLLBACK I COMMIT Wb 2% e 147 it.

ERTIHMEHEITENHIT T EXECUTE $H4EG, 81T 0 TAE ST H P mp e
M3 A 1B, 3% 4EiE A& COMMIT, ROLLBACK, ROLLBACK TO SAVEPOINT
Fl SAVEPOINT ijE4],

FRERMAFER

AT DU AR A AR IR B SR IR BE 52 ROLLBACK TO SAVEPOINT {5 /a) g0 115 4],
L@ DML iE4) (41 SELECT, INSERT %8) 85 Y fi A7 ShRiR, (HiE, XT
ROLLBACK TO SAVEPOINT i54], K2 iR BR SR ORAF mbnil. I, (A7
SRR R T 3055 T AR R &5 A #0K R, LRl iR, R BoR TiFAH)
BT, RAESHIRRTHSET 2 WA FESE R, RAE 3 CkESE 1
INSERT if41]) Krffi AFIE T1 .

# 6. 5iW] ROLLBACK TO SAVEPOINT i ] 5% R i35 4l 7

A RIEEHRR
INSERT INTO T1 VALUES (3)
SAVEPOINT A

INSERT INTO T1 VALUES (5)
SAVEPOINT B

INSERT INTO T1 VALUES (6)
ROLLBACK TO SAVEPOINT A
COMMIT

N[ W W NN =
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WITH DATA i£In

8 WITH DATA i), HASHITFTAAE, LOB, LONG, XML &gk
2Kk 7R NULL,

H 9, I e AT e 80 7 Bad st 18O M,

WARAE— Mg 455 T WITH DATA, {HAES — KI5 E T WITHOUT DATA
F HAZRME SHATHY SQL B A BTl IR G0k, B4 WITH DATA ¥, I
HB w2 R R R R B, i, SRS T SR BT SR I 58 & WITHOUT
DATA, [H5FEFEEA KIS E WITH DATA, IBAfeiZ iz, HEitHT
VAR B AR

BT E A o SR B LR E R R BB TR AT, [UERIATRIIR)Z SELECT 35
A, TANICSR ) FETCH. fE& IR IR, ARG EXECUTE 1A AR & Wi be BT e
W47, UGS EBOEMRE, Rfg&H SELECT 15408 Tl fEZ R0 (117 (1 70 .

BRI ER0iE SERA)

FEMRBI, %8 — KA Rl 1 58 B LRI —0aY, A w BRI B 2 ]
B 7 LI R R R A AT TR E R RO RICR O D RE. A, AT T —
IR, SRR AR A O A S B H RS SCAE, DU AT Al DA E R 4 e A AT AT
Isf 220 9 BBl 12 At AT SR Bt 2R B VTR AR AR 8 2 0% T X BN A K Y RS SR B AR
K, DU VR F ORI A Xk 2 5 5 A A S Bt e A H OAT A oK. B BRI % i
BB SQL .

WORGIE R FE A SQL BRI A2 O A7 LR B 15k, AR T I a1 H A5 1EL
Ja A IBORI Mk 48 F 7S 00 48 BR.
L QU AT H T EXECUTE 5! i TSR mis -4 R s R T 1 H5cdi 12

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT DATABASE USING POLICY STATEMENTS
COMMIT

2. EMA R H AR DLAE A E AR,

AP B S T4 SYSPROC.AUDIT_ARCHIVE 7£4%i3 #2() EXECUTE 4§
B TP AR S 10 % M B0 e 1 (fldn, 8 — R K — k) B17RL FiE AL,
AT DU 3 75 Bk Se ) RS 1 SO R B AR = KA [R],  AUDIT_ARCHIVE i 2 & fiff
P A SR RS E SRRYEAZRT -2) SRR, DARS R AE T A R s A7 U R:
CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

3. AV R SR T4 SYSPROC.AUDIT_LIST_LOGS %) EXECUTE $#fY
P ] AUDIT_LIST_LOGS SRfi#rH 2006 4F 4 HLRUORM A R HE,
DUB e WP LE H 7507 BE 1 A7 1Y £hde:

SELECT FILE FROM TABLE(SYSPROC.AUDIT LIST LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.dbname.lo0g.0.200604%"

db2audit.dbname.l0g.0.20060418235612
db2audit.dbname.10g.0.20060419234937
db2audit.dbname.l0g.0.20060420235128



4. s, et R AL H AR %R — 4 S0
db2audit.dbname.10g.20060419234937 1, M [HELIC BRI SRR T UAH B A
7 HAR R PR ES SN A Y.

A VWE RS E T X SYSPROC.AUDIT_DELIM_EXTRACT f74# i #£1
EXECUTE 54 F P b S /4 4% FIfE AUDIT_DELIM_EXTRACT fifi A, DUKFE
THECRE R oo, a] RURE X S TR B A B DB2 Bl R,
SR G AEIX L Fe rp A b A5cdls DA AT JR B T E USRI R e 18 4, BT 5 R H4S SQL
BB, MATRERR B A LIRS T A 2 AN E A, DLB X S8 3E f) X i R Y 1
A AR AT,

5. RTHEBOER, ZAaEE R WHHIET T IR
o RYEH VIO E Ak R .
o MR IFIC R E K IEA I R
o HFPRIE T PR RO ZE BT B ERR I AT AL, BLAE{EfT LBAC i3,
o JEE A IHC SR AYRIFIRESIA SET COMPILATION ENVIRONMENT 4]

RyIE IR SIS

o OWECHE A R E K HE T AL 4 VE AR 7S
N T RGN AE PR RS, NAE 5 — AR RS AT T A S R e R E )
MHRE, 1R R B AT P B AT 0 22 4 PR 8 03 ] DU I8 ) 1 500HE oo = $240E
{14 A o i A AR o BB & AR I ) SCAR H R B 135 ).

BT £ RYiE ShEIE L

T O 58 B 2 4 SRS 1 — 35003, 2w AT LR [m] )5 AR 5 20 ok 5 2 Kcdle P 2 e Y
AT AR 2 1 5K B B F) D E

FriaZ B

DA IR TT — SRR, SR SRR A A O A OC IR Y H RS SCrE,  DUEEA AT L Kt
ST A LA Ao BT a5 I 2 1 A

RFULAES

L FVEAE RS R AT AR I 8] 38 T A SR AT 23 A o 8 52 Ji 0 A S 8 4t A A3 oR, - 4
OV AR 08 22 1) 9 T X el P At 1A 44 SR A Rl 2 A AR B SR [l I K
HASMIZNZAS SQL A4, HicskAY WITH DATA #& EHGE £ SQL i A B 4bi 1Y
fr SNF, EXECUTE J&5l s B Hs Al 142 b i e W52 22 4 HE T A I B8 BIn AR R 2SS,

R il

T BN BR AR AR A7 1Y
« SECADM AN PR 2 A0 7 o i SR s BT AL 75 11,
» EXECUTE HFRUE T A v H 1 FE Fl it #2 T 0 75 1.

UK

BfE R SECADM i FE i 2936 3, E AT DL 4
1. QM THIT EXECUTE 285BI/ 8 VT 5 W& FFKs b S w17 F 1 %5 1.
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CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT DATABASE USING POLICY STATEMENTS

COMMIT

2. EMIEME H B IIMEA,  EIAMEHE, EEMsT e S, fHE
VAR H SR AR -2 USRS REAE B A IR L 3a AT I :
CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

3. KMACEIENEIFAEE. AE, IR SRR — @R AR 2 )
L 55 SRR E ) . B AT H &S, WefT T A4
SELECT FILE FROM SESSION.AUDIT_ARCHIVE_RESULTS

#ZR

BAE, Sl 7RIS, XS A R MG B LIS VPR R BT IE 3¢ 9 R0 T
zh,

BT E R AR 3.

WP A LF G, HEMESHH, IBafaeEiod £ e FEilsh. s
% EAGER R EIE R T SECADM 23 W] = it 25 (1 400 7 1 2.

fhid

FERAIFZ], 23wl B Gal R AR B M s P A AR AE i K0T 3. SECADM. il DLt ]
Oy B RS (G & 00 H RS G ) AR T H R50k J8 4L A T e 2, R
BRI R AR BT AT B, BOE R E T R AEAE 2006 4F 4 19 HEYIE S ],
ARt 7s T SECADM  al LAl 45 By vt B2 $AT He o B B AR

w5l
1. SECADM ¥ % i AUDIT_LIST_LOGS DI#E46EH 2006 4 4 Fpra ] FHr e it
H &,

SELECT FILE FROM TABLE(SYSPROC.AUDIT_LIST_LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.db.sample.l0g.0.200604%"'
FILENAME

db2audit.db.sample.l10g.0.20060418235612
db2audit.db.sample.l10g.0.20060419234937
db2audit.db.sample.10g.0.20060420235128

2. JEi A, SECADM EIALZEMH ZMALT db2audit.db.sample.log.20060419234937
S, ZHEICET 2006 4 4 A 19 H TAEH 45 HAT.
3. X HIfE SYSPROC.AUDIT_DELIM_EXTRACT fEf#d FEfHT A, 1L 4% FE

HAARA:

« FRERSF (B4

o AR,

o CARPHTTH B SR,

o T A AR IR S 1 SO A 44 3 R,

o BERIWEANRBNRE, FELoREF, B —425] EXECUTE,



CALL SYSPROC.AUDIT DELIM EXTRACT( '', '', '/auditarchive',
"db2audit.db.sample.l0g9.0.20060419234937",
'category execute' )

. BTE, HITEIRC AN T e RS, SECADM CKHEH T4 . EXECUTE 283
% A\ AUDITDATA.EXECUTE #%. 1%l $hAT 41 i & 2E47 1
db2 CONNECT TO sample

db2 SET CURRENT SCHEMA AUDITDATA
db2 -tvf sqllib/misc/db2audit.ddl

T—#, BEIEI execute.del # A AUDITDATA.EXECUTE #. ZEHTILEAR,
WHIBAT T Al 4
db2 LOAD FROM FILE execute.del OF DEL MODIFIED BY LOBSINFILE

INSERT INTO AUDITDATA.EXECUTE

. BifE, SECADM ¥ A it B &R /e, T~ AUDITDATA #5 Nt
BRAE, 0] DAST AT SR AR DL A 1 A 1T D3RR 0 ) 4 RE 1 ).

i R HE 5 XA SQL IR, R REH E A A TAE T I 215
A, DAB X B8 AR MR A 1 ) A AT AT R

- BENGER], AT TSR

o WAZBURR R BRI SR R S A L ) HE B 5 A,

o AAZBUAR I E IO SRR E A B AT

o W B PR A R AT R HERRVE AT, AL LBAC R4,

o WZILE R S R IF RS A1 SET COMPILATION ENVIRON-
MENT & /5] B Bl 4 15 2045
o MR TR R TR AR K R s T Ak R E AR A

i A TR AR PR R, WA BRI R RS AT A A R I P R

HERAE.

. SECADM ¥ Z AR 2 1% 18 76 BT R AT B Ik E] . 35 ) 1Y A 1 FF 4R Bs) 1)
(local_start_time) &= EXECUTE #ilicsgi—#84. i T %] EXECUTE ®ilics%

1E Rl

timestamp=2006-04-10-13.20.51.029203;
category=EXECUTE;
audit event=STATEMENT;
event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;
session authid=SMITH;
application id=+LOCAL.prodrig.060410172044;
application name=myapp;
package schema=NULLID;
package name=SQLC2F0A;
package section=201;
uow id=2;
activity id=3;
statement invocation id=0;
statement nesting level=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;
statement isolation Tevel=CS;
compilation environment=
isolation level=CS
query optimization=5
min_dec_div_3=N0
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degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
value data=C01;
value index=1;
value type=VARCHAR;
value index=INFORMATION CENTER; Tocal_start_time=2006-04-10-13.20.51.021507;

HIRTE K5 T 81 A AR

ROLLFORWARD DATABASE sample TO 2006-04-10-13.20.51.021507 USING LOCAL TIME AND COMPLETE
9. BFEEFEMFNIE. MIFHELREHET SET COMPILATION ENVIRON-

MENT &M T1%E, 1E R MIERR M i247H) SECADM BUAE AT DL 35 A {H

HHE 70 2 P B AL A AT e Ay AR e RCTE R SR TR R B B ), LR C A

X SQL EEWEM —MEREF, T K% E COMPILATION ENVIRON-

MENT Jf#CH it A AHZL 471 SELECT 4]

EXEC SQL INCLUDE SQLCA;

EXEC SQL BEGIN DECLARE SECTION;

SQL TYPE IS BLOB(1M) hv_blob;
EXEC SQL END DECLARE SECTION;

EXEC SQL DECLARE c1 CURSOR FOR SELECT COMPENVDESC

FROM AUDITDATA.EXECUTE TIMESAMP= '2006-04-10-13.20.51.029203";
EXEC SQL DECLARE c2 CURSOR FOR SELECT =

FROM DEPARTMENT

WHERE DEPTNO = 'CO1'

AND DEPTNAME = 'INFORMATION CENTER';
EXEC SQL OPEN cl;

EXEC SQL FETCH cl INTO :hv_blob;
EXEC SQL SET COMPILATION ENVIRONMENT :hv_blob;

EXEC SQL OPEN c2;

EXEC SQL CLOSE cl;
EXEC SQL CLOSE c2;

HITIEE IR
BHITZ T A

AEERMT -LEEFEE, ENATETHEHITIC RS A H A8 0] 7200
Bl ETERE; W B SO P AR RS 58 DRI I S AE AR R A DL R R A AR
JIHY.

IR EHEIHE RS Nid 3 B SRR

BHEITIEFTEAESIHETSESSERNEICENEGRLERL T L KA.
audit_buf_sz H¥ia /248 BRI B 2 50 (B0 2 T i 5 AT HIE %,
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Wk audit_buf_sz MI(ENFE (0), IAFETAILR. AME ORI FFREEC
KEHAME I, SEMORMCH SRR T2 DB2 R E LR,

R audit_buf_sz MEKT 0, IBARLBEAKILE. audit_buf_sz IE KT 0 B,
VA 4 KB UM —MEEL TORGIENFRG 0hIX. 1% BB vh X HIRAEH: — A e
SEE AR Z AT AF R B H I IES,, M w0 2 A U TR M5 AR R &
FIKZIC R B AR, B TARSHERAE,

TER A RO, WL ERIE TR G mp X b Of B — B ia], Bl kX b i Ol rY+5
A INNIPUR S+ €1 T L SR Ay Ak S NG 7 i RE GG 10 e g DE 8 YO ED AR AT BUs
WAGERIEER X, BN, G XS AE IR E I B shi =,

IR EFREGARLRREGA, @REBRNELALEARR. ERE77 P, s
ARHEEFRER, WNFTHOR SRS AE 2 iR, fERL T d, ahE
A—MORER, HAHRAGEHIERZ - MFIHORG AL

EEHEITZmER

ERRORTYPE ®i ik 240 i i B A= U7 DB2 £5d e R G0 FIe 11500l 2 18] A8 B4
R, SIS RIES, - H ERRORTYPE il S5t 8 2 AUDIT B, ¥4
VR MEAE S DB2 Hidfa e A AT AT A R — AR e, X T S50 o ) ) 1 ) SCHK A —
AR, BB AFINOE (FERP AT, SEUE, ERL AT, 52%
VEMX) . BRI R R s 7y, REMEHBEIHR, #B— 71 SQLCODE & [F
2 A O SR 0918 R Y B AR R

ISR BRI E A NORMAL, JIB 2% 285k H db2audit (YAE(TEHF IR, FFi& BHZERER
SQLCODE,

FREER FERME TR

WA APT AR A AR BCE, AR E AR — A SR,  sURA R
Hitics. #l, BA—4 SELECT F#ififf) SQL UPDATE ifi/f)n] A M Hiic
x*, —MIEFEAERX — R UPDATE FefU MR RRIG A L5 R, 55— Mg &EN —4
F ) SELECT Rl YA FRIG A ST R,

XSS EARERAEE S (DML) 154, TEMERIZIE A IN20 B A AR A6 A 2R iU e
a. A FURH R — AP IREIE AR, FOGIRN A AT AR R A, (R, 0
REEHCUERHEENHFRZ —, IB2FE T —DTAERICH, FRUOR &R A7
f9zh% SQL = XQuery AL, FFAIHE — Do N HH AR,

XA E S DML BRI MR A, FIAE ATV SR A ME — R HT A SR AR A
&, EEFEMSEEEAPTIEEREF AR GO E R, AT
BEFFEFES SQL 8 XQuery A T 7 (Y A FRAS: 22 AT o] RE A B IC R Q. AT
EXECUTE &5 #TH1ERE P AN PATRYES SQL 8 XQuery /4], 4 AP AR
HERFUN, SRSRXFRIER TN, KOViZiFE SQL 8 XQuery i H T
YA BRAG: # AE U THE 5R

X FHE AT IR ) I AT AR ARG AT 35 ) (B, #di € XiES (DDL) . GRANT Al
REVOKE iE4] ) , ANE i X 2eiE47],  #0ks AR sUE vHe %,
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& 4T DDL I, g IZiBm M SEbr Sl feit 4, ERIHCRHNIaFEN (B
ERICHEAN) LTI SHH IE (0)

HiTiRiE Ty
FRT 8 S 0 B R S B L A R AV AR, 2 O T SR (0 T G R
AUDIT DL J T 17 i 0 S Al 4 75,

BEITETIEE

P P BV H SIS, R R H AR AR 2ok AR H AR R A E sk, T
Hie 5 a4 TR S ARG SR H &, CIERSRY A H S SO 48 5 AR L 2 — S TE]
BC, I B EARREOGER A H RSSO DUE R R AT 20

T RITEE, AT e T A E IR SR UEAT IR 4R,

X EORFEOOB R C IR H AR, 5SSl Bra #F H ER 1 2 50 Ml R X 2 SRR
.

iz b

QISR B %40 AR AUDIT, BRIEAEIEE M R — L, 1)
an, USRI BCE Y AUDIT Jf HAE TR (i, #aasmael) , IBakR
[, AU IE AR RS OL 2 5 A REAR SEAT AT A W] B TH O 0. (ELRE,  AR 4
REMBLE R NORMAL, B4 R, EARSR AR E R, FgoR kAR
— FEARSEIAT R AE.

TSR RS S R B A Can, SR VA AN AR R R R S 1), B RS B R R A
1E) , 2RI R WOT BAER T H B8R i b A sc - B 448 bk (iimAs H
30, #ilhn, db2audit.instance.log.0.20070508172043640941.bk, 1 ik [n] & f5
CGEITFEAR R IR 0 Z GRS |, s m QI AR AR ), D20
i H S RIS, SRE, T RUE TR s F RS A H S — R RRZ H A&,

DDL & AIFR )

HEHNT —ADTAERITTZH, F8dsE XiEF (DDL) A (5 AUDIT itk =
SQL M) AeAER. Wik, S@NAEATIX S E A 24 i RSB ) 2 J it S R T
COMMIT iE4],

AUDIT 755 SQL &%) fI45:

« AUDIT

« CREATE AUDIT POLICY., ALTER AUDIT POLICY # DROP AUDIT POLICY

« DROP ROLE Fll DROP TRUSTED CONTEXT ( {58 ZEM R i M o sk v 15 T 5
CRaw TR

AT ERE 3SR RIERA RSN

T MEE I ] DMEH SYSPROC.AUDIT_DEL_EXTRACT 7t #e ( R&E # i L

i ] db2audit extract fiv4 ) ¥ CIFRYH VT H & SO A HTHC M R 46 2 A

. TR S g OO R BT RO AR DB2 Bl R DUSEAT A, SR
KA VR ) R A% AR RAT IR P ] REHR AN



B A db2audit.ddl AU IR XA FORMEH IO, G0k RN G AT
#iafT db2audit.ddl, PRCARTREHSAN T 41, 3 BUA S K/l gk e,

{£f CHECKING =14

TERZEGO T, H6H CHECKING FHAFI, HHICs it R 28 5 B B 4 1Y
X4, PAT R B 0200 50 P AR ORI 0 75 B R A AR, i, i
PR R Ak AR — A3, B4 CHECKING SR 1SR 48 /R 21 1 1 ] 2
“ALTER”, HEMA (X5 ERZE“TABLE” ( A250, [k iR |

(B, 202000 A B0 TR R 75 A7 76 Bode P SRRk Se v P AR IR B L 2 sl B 0o 52
I, BEORZEO BRI AT A, HX A B 5 o B S0 SRR A XS
Z (MAREAREAL) |

FER LA — PRGN, TEQ@EREIIAVRAL, I, CHECKING F{FHHL B4
Vil SRR R G 7 AR B,

tIEATHAEREFENHEITICR

YIE - NOAAERRF UM, 201 FEE DROP f]E OBIMAINT H{FH il
%, RE MEREFFARTHIAR CREATE J# 5% —1> OBIMAINT HFAFHITILR,

BIR/GEA CONTEXT EHER

“Riie o LG (DDL) WJAE ISR AR R OBJMAINT & SECMAINT 44, {H/E,
il ZHEMNE, FELENHIRTTRSFEEHTENR., XS TREAEN S, 80F
GRANT & REVOKE #AEANGESERL. TEMAFA T, ffi ] CONTEXT HAFAR31R B2,
iXZE CONTEXT HAFHITICs, FERlEai duxHFmiEm, Faemsilny e m e stk
Jii.

ENERN

FIPUE A2 A DB2 Budls e R b i FUMS SNBSS, Wi TR R SO T B
PR E AT A NG OL. 31X A] AE A IBUE FESC PRI T 9135 ) o 58 i

db2audit extract delasc delimiter load delimiter
load_delimiterv] IJZBANFAF (401 ") R+ Bt RHER U735 F4F e (AN oxff”) |
AR R 2

db2audit extract delasc

db2audit extract delasc delimiter !
db2audit extract delasc delimiter Oxff

TSRO 0 FH B A A 4 2 A E AF, IR AE LOAD 4>+ {ifi fi] MODIFIED BY
RIS, T TR OxfE” AR E FAT Y LOAD iy 4 8 7 1] — 505
db2 Toad from context.del of del modified by chardelOxff replace into ...

A E R RA TR ERS " OWG15) .
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db2cluster 7%
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MR &R
db2cluster @14 A DB2 RS M LB, JFLUKEH %) 1BM DB2

pureScale Feature #&{ILfJ&ERE B =0 RFEERE, A 0] AT db2cluster fir
A PRI T H AR,

Wt db2cluster M4 R LEEANTE, —3F 3 MA/H (&P A EATHY
L5525 )
o fERS EHA R ARRMAET A

LA P RERS 1 FH db2cluster 4 R4+ 45 % DB2 pureScale Ll {5 &, 12
ANBEHEATAT A B PR,
« SYSADM. SYSCTL { SYSMAINT 41

BEAL A REE B ] db2cTuster fir &Rl S PR 357 S0 s T2 17 I AR S R B b
AT — R AL, AR E S, SRAL R PR S R, ST A
M ST & AR SR A 0. DB2 # U R S T 1 A 3 4
BEAK A9 AR PR IAT 3 H %1 30

* DB2 fffMiz 55 B 5

PEAR A A P AR T B o) B P B, 2 AT DL N R E i HE A
AN E DB2 1Y DB2 fEHER 55 H04)
— PR A SRS R P I S R

DB2 A HEM 558 B 01 A 2 nT U R HRAE RGERHT root JH P BT B9 P A TR I e 4
Fyofin, e R R E R L. DB2 SRR S ST A EREAEE, R
DB2 pureScale Feature i&EHA LM HA B KESRERSE, Fit, HdEE LAY
DBADM, SECADM, SQLADM, WLMADM, EXPLAIN, ACCESSCTRL /I
DATAACCESS Z KM AR I ERFE M S Y AR 5. DB2 R RS E R RS
HA SYSADM, SYSCTL #f SYSMAINT 0t ) I P AR A 50 AT AE 2R — A

i ARRECUNEY P B SYSADM H5 Rl k& L ' — & R #RAE R G Blkr
e

db2cluster FJEEIEIESS(EE

o FERG E AN PARRAAE A KRR -1ist 1 -verify MEIIORAR 2R A 4L BF IR
M4 RS E A,

* SYSADM, SYSMAINT & SYSCTL I rlffi ] -1ist I -set BLIik4rif
FH R o T R A, Sk, XS P Al -clear -alert ZEIIOKIE
2SR AT AT AL, O RS B R SR R A DM 1 #4iR (#% DB2INSTANCE i
FARRME L) . B P T A g R B A R TR O A T g e PR
Rl GRFUEIRAATE DB2 g A ST A AT 4 55

 DB2 AEFFMR S B O3 nTAEAE R SN 1 BT ML R T R T A SR RS ) & DB2
ERIR S TAES. WHP A -set BEWORIITE BAES (fln, % &Mk
M FENU AR ) i H, DB2 HERHR S E G A PAT SR RS, B
m, ffif] -enter IEIK EHLE T 0, SEMH -commit BRI Mok BB T4
SCEAEREE RIS, UUH P A SRR B AR X AR s AT R LA, flin, B
. MR, B shEUE DL R s bR 2 AL B, EEUEIHATE DB2 g A
I A AT X AT 55,



db2cluster FHEZE N HRFES

s TR FEA R P ARREATT AE Al -Tist Fl -verify iEIIAG R A I 4 B
B FRRS I E B, X P Aafd ] db2cluster 72 HEIT R AT & P14 RS
1B, (EAMATREWS AT I BAE 2 8 S RGP nT A R, HELE T a2 10 L
HEA M MR SEES AN, IB23Z M5l Gl 8 SO REFEs g &, 4l
B ERSMRG G, SSRGS R A R & A B e 1 P ARRL K DB2 £
PR S B 01, FrDl RA XS P A RERR . MIBR S B s 24, Al T
P tRiek DB2 AR 5548 2 A nl B e oAl P vy ml i H % (588 S0 RSB
%) .

« DB2 RIS B v FEAERF 0N B BT EHL_E P T RE 0 i A SR R SE ol B f& DB2
IR S A TS, T T -set PEIFRN AP AT ok I, T A,
DB2 MRS B 0l AT SO 4TSS, BN, {EH -enter BEIUK EMLE T
Ay, SEEMTH -commit PEIOKE R al E HE SL R SRS, WH TR
HE M RGEER EHAT R R ERE, i, B, Bk, JashsiEE ks Dl R
e AL B, smAUE HATE DB2 RS G BT A AT X ST 45,
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A (4R -5 2 A5 O B D) RE(EL A AR R O BR 1, T T R A A A 2

ﬁ@%4%*@&%@%&%*E*@E@ﬁﬁﬂ?ﬁ?ﬁ, AT LAl GRANT &A% i 415 &
AY TN PUBLIC iﬁﬁﬂﬁaﬁ A PUfi Jf CREATE TRUSTED CONTEXT &
ALTER TRUSTED CONTEXT M Efe sl {5 B3 RO TAE fdke L)
SESSION_USER ROLE %3 J@ I 48 & fA 4.

FESRALT — S, AR B R RS AR B AR A B

o TR TR BTAT DUSR S A DA 2 25 A T Ok A e R A VT (AT T
DATE il e vh B Bk R U ) TARERBER fA ()

o BTHSERBANATE TR STRY M 6 B R A A, A TA) TARB ST AR AL,
T DUAR 7 {0 M 452 T R A AT T A7 €2 Y % A

o L TR MR, BB O3 R] DUK — LR RUR T RO E TAFRRER — A, A
Ja B Z AT TAERAE R RO & 7, A FRE AR TR B — AR AR 77 1% TAR R
AE A B> LM

o WLAECH A ERRA, T TZMAARITA S RECE Y, FEAATE
A H R L B REAR,

o TEQUERMLIAL. iR, BAEAIER (MQD). #4S SQL M SQL BIFEM; te 2l I
T AR, (EA {422 ) 422432 T 4L 9 R CRIASLFR,

XE[A D DB2 Bl 2 2R 8 A AE i S 41 AP A 180 B3 GRS ISP SR, PR O AL el 3 = B
(fitm, #efER%S LDAP Hog) B3, T MERERds g B8, Frll DB2
B 7 Z G AT LU E AR AT I S RO AR Y AT AR, A B B T A MmA, K
JE 5 A% AL A S A ]

o SREL TR R AR 1% R R SLEE RIS S, TR A T SRR IR R T
PP A RACIACRR, A AE R S .

o T VR T OUR] LR A 0 BT A

DA A 6 3% T RE S AE BB IE N2 TRIFT A DB2 FRAUHIACRR, #itn, T DI P T

HIAE AT A RE AR AL

+ DBADM, SECADM, DATAACCESS, ACCESSCTRL, SQLADM, WLMADM,
LOAD F1 IMPLICIT_SCHEMA %4 P2 #L R

CONNECT, CREATETAB, CREATE_NOT_FENCED, BINDADD,
CREATE_EXTERNAL_ROUTINE #I QUIESCE_CONNECT %4} 2 A FR

o AEATEEE EX R AL (15 CONTROL)

R B BRI, K B BiE T R B BT R A, AR E M SET ROLE
ARG e, fin, ECIERE, BAfeEiik (MQT), flikdr, BFHAE SQL
PIRENS, i A AR R AUE . (R, BT 0T T B A B A 8 BRI R B
iR

MERANAE. Z2WEH A DI GRANT 41y WITH ADMIN OPTION F
R G BURATE 55— D, DUE A mT DU i) A 2 0 5% B
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R )

T A I A — 22 BRI
o FEORBESIA BUE EX 4.

o TEANE T IVEIE X GN, RER T R T A A AR A
- fUEHE SQL MEEFA
- A

Bk &£ (MQT)

— kA

SQL filfE

AR g, HZEEEaEE (g, @ maRRel) #reldxs
(% F Pk, PUBLIC [ ffi €5,

FEREPEIEE TN R RE

108  Hodin e e e tidg

ZeEE M A AR E, MR, B RMEMERMAG, B REH
GRANT (Role) 1% F o H 19 B 8 A% 4% 7 — DA IR 7 | REVOKE (Role)
VB ) U 2 BUPR IR AE A £ HR I R A

L H WITH ADMIN OPTION % T2 BUbRiRTE A 10 i 01 oA, &2 ks 1 L
A] DLKs A€ P R G TR A PR R B A 1 B AUPR L. GRANT (Role) i&4][) WITH
ADMIN OPTION /)i HoAth - a] DU

© BaTIHAAL
o AR f .

- FRMAE,
WITH ADMIN OPTION /) R4 fii HAh - HA T 5 hE
B 2

o W ARE AR WITH ADMIN OPTION,
* ¥ WITH ADMIN OPTION %7 Al A\ (4R %A SECADM AUfE) .

ELEWEERRAE T MEE, BIEEE R LUE H GRANT & APE AR IR RS &
gfa. I AR TR AESIEENE T A DB2 FrFIIR, ARER L5
FIARR (i, SYSADM FUBR ) $8 &4 M.

AV RS A A 6 Fl WITH ADMIN OPTION HEAZ T T o 1 i i
A A AT A0 FH AR T DA F GRANT (Role ) 15 /A)RF 1% 20 H 1 1 53 9EA% 432 HoAth i
4. PUBLIC iffift. m[REC (] WITH ADMIN OPTION JfH#a E 1t PUBLIC,
2 S A A2 T TP A AR A 0 A A

TRES P BT AL P L2 3 . A2 DB2 Bl 5 R ﬁﬂ[ﬁﬁlﬁ B
g 'ﬁﬂﬂﬁﬁl’é%ﬂfﬁ’lﬁﬁﬁ%ﬂﬂlﬂﬁﬁ B R RS T SET ROLE 154) R B
R M, DB2 ¥l F R4 FF SET ROLE J20 754 | SET ROLE 5] HAlh ™
AnAEAS, fE DB2 BliE R4, SET ROLE A 25 Ml A M Em iR,
RN, AR R R,



B P AE A R R R, et s B A s A X Z A e WITH ADMIN
OPTION #:#UAY I a]fdi i REVOKE (Role ) 5],

o]

WRFEA A OEA — AR, IEAE T 78U A AR5 BEA% 1 o 4R X LB
B AR FEALGE AR — A 7 BORF B T8 € 45 7 — 1 P I R0 38 B AR AL
{7 A A €20 N P — 35 B 09 R A AR — PR A A 19 D3 B I A Y i BT
T AN,

i, ¥U51 BOB Ml ALICE fE#BI] DEV  T.4E, ffiTAA X3k SERVER, CLIENT
fl TOOLS ) SELECT A, —K, FH A P ERMAITEE — 88T QA, HIiL
Bl 2 B LIRS AT IX % SERVER, CLIENT #1 TOOLS fJ SELECT #f#X, J5
&, #BI'T DEV R T — (iR 5 TOM, %di e 48 B 51 62006 66 SERVER, CLIENT
F1 TOOLS ) SELECT #5#l4%F TOM.,

il AR, BT T 5155

1. Z& M A8 f . DEVELOPER:
CREATE ROLE DEVELOPER

2. #i75 DBADM #UBR i 4Hs 4 4 #E b ¥ Xf % SERVER, CLIENT Hl TOOLS ff
SELECT #$##04Z ¥ ffifa, DEVELOPER:

GRANT SELECT ON TABLE SERVER TO ROLE DEVELOPER
GRANT  SELECT ON TABLE CLIENT TO ROLE DEVELOPER
GRANT SELECT ON TABLE TOOLS TO ROLE DEVELOPER

3. et MK A DEVELOPER # T#k[] DEV H#H ) BOB #1 ALICE:
GRANT ROLE DEVELOPER TO USER BOB, USER ALICE

4. X4 BOB #l ALICE ZJ#6I] DEV Jg, ZadEEH iM% - BOB Hl ALICE [
ffifs, DEVELOPER:

REVOKE ROLE DEVELOPER FROM USER BOB, USER ALICE
5. 4] DEV SR TOM I, 2248 P 518 i {4 DEVELOPER #% T HIf* TOM:
GRANT ROLE DEVELOPER TO USER TOM

NN

T
1

)
X —=MAOET 7= MO R AT, BT A0 Z RS,

B-1rHeRTR -4 MeE, FE- AR aEsi— 1 me, 5 Aekat R
—ANAEITARR, i, R DOCTOR 7 fifh SURGEON, HBA4INN
SURGEON fi# DOCTOR, fifs SURGEON ¥4k7& fits, DOCTOR T4 Hril.

RAVEREZRERH BIIES, MRER T R T M, DEE - meEsThn
— A, WOCKEERTIEBME, IR EEE, B, M DOCTOR #
T ffife SURGEON, #RJ5¥% fifs SURGEON #2 7 [1 ffife, DOCTOR, UNFAE 2R %;
MR T RLAERER, A8 2K R [ 45 i% (SQLSTATE 428GF)

HERBREREMRE]
7% 1 7 T 2 J2 0 2 A e R B i o 0 B T 40 .
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HX BTt DOCTOR, SPECIALIST il SURGEON, il — MMt 5—4
AEMEATE BRI A A a2 IR, KA DOCTOR #F ffift SPECIALIST, &
JE ¥ fata SPECIALIST 4% ffif5 SURGEON,

¥ fa{s SURGEON % Tt DOCTOR BRI, XA,

TEME M 1T T8I SQL i AR M (R RS
CREATE ROLE DOCTOR

CREATE ROLE SPECIALIST

CREATE ROLE SURGEON

GRANT ROLE DOCTOR TO ROLE SPECIALIST

GRANT ROLE SPECIALIST TO ROLE SURGEON

HsH R BRI = £ R R

110 Hod e e e tidsm

FEH R AU, A0 2= SEONBEIRE NS (Fim, WE, RFasiks) BRI
g AT A,

B 7 91 350 BT SRR AR TR SR A L R 1ok 0 s CH Al 7k S R U R
JERS G 7 HE )RR

1 F B AR LR 7R £
L ZefE G A At DEVELOPER JEXt /" BOB £ T I A (4 b Y Al b B

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB

2. JiF" ALICE f#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

3. Bl A UK A% WORKITEM () SELECT il INSERT #5$44%F PUBLIC f
[l 4% 7 ff1 2. DEVELOPER:

GRANT SELECT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT INSERT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT SELECT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER
GRANT INSERT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER

4. Fr BOB g — i 3 WORKITEM [{J#i[& PROJECT F1# T3 WORKITEM
HAEFf PKGI:

CREATE VIEW PROJECT AS SELECT = FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1

5. LSRR RS T R4S PUBLIC %% ALICE.WORKITEM [f] SELECT ¥4, HT
M % L& BOB il HAE it DEVELOPER H [l i3 SEAR AT A 7% BUARAL,  FT
PIYLE BOB.PROJECT f+50] H3F A7 PKG1 AH %L
REVOKE SELECT ON TABLE ALICE.WORKITEM FROM PUBLIC

6. (NSRBI A P B4 /i (& DEVELOPER Xf# ALICE.WORKITEM [fJ SELECT 4§
B, T OEART e XE BOB A M H A 7 kR TFRAL, B LA
BOB.PROJECT Z#f3A0] H13F HAEF 60 PKG1 AR5 I0Ak:

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM ROLE DEVELOPER



#isH DBADM #IFRAY7AI

TEA R, fifa DEVELOPER 445 DBADM AR H O ¥ 1% M (a4 7 11 P BOB,
1. Z&EE M A8 f . DEVELOPER:
CREATE ROLE DEVELOPER
2. LT DBADM KR#Z T ffifs. DEVELOPER:
GRANT DBADM ON DATABASE TO ROLE DEVELOPER
3. AR TGN A BOB 47T A £5 v 1 B 5L A%
GRANT ROLE DEVELOPER TO USER BOB
4. HIF* ALICE flJ#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

5. Jif" BOB fil#— i fl138 WORKITEM HJ#i[& PROJECT. T3 WORKITEM
FIFEFFf PKG1 DL & [RIFEE T3 WORKITEM fifili %k #5 TRGI:

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1
CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL
INSERT INTO ALICE.WORKITEM VALUES (1)

6. M AT BOB iy DEVELOPER:
REVOKE ROLE DEVELOPER FROM USER BOB

R4 fo{ DEVELOPER 2S5 Jf]/" BOB 42 DBADM IR, XM ks 740
AUEARRM A, YR, PRl 25 #0225, W R

+ #LE BOB, PROJECT 534,

o TRFf PKG1 A8 TLRk,

 fil%k %% BOB.TRGI 1yH %L,

i< BOB.PROJECT Filfii %% BOB.TRG1 u[fi, Mifd/F{d PKGI Ru[fHl. %K%k
DBADM AUFRES, 37 DBADM AUBR 82 AU A1 £ 00 P A fi & #5 X 5 R 2 5%
M.

EI{EA WITH ADMIN OPTION FaREHE A B4R

JEiH# ] GRANT (Role) SQL 4] WITH ADMIN OPTION F/h), 244 R
AT DU A 2 H B 53 RS A BRI T AN e P 40 oAt N

WITH ADMIN OPTION /{55 — A F A BCKE 1 (P i R 01 A% B2 7 LM L 7L Ji
B A A HL A R B A 12 A € P ) BB A DL B TR R B 1% A

WITH ADMIN OPTION /) R4l 55—~ P A AKX M) WITH ADMIN OPTION

BEFHA P, BAR 205 — A P SRR BRI A B0 WITH ADMIN
OPTION,

%88 WITH ADMIN OPTION FaJ#AixHIR el

1. 24P B A% i DEVELOPER J{# I WITH ADMIN OPTION 4% .57
a7 H P BOB:

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB WITH ADMIN OPTION

22 e 111



Ji7 BOB A] LK% A 0 (9 180 EA BEAf 42 7 Hot FH ™ (5N, ALICE ) s HAth 1]
JUFEVE A (0 Y B A

GRANT ROLE DEVELOPER TO USER ALICE
REVOKE ROLE DEVELOPER FROM USER ALICE

1 BOB REEMIER % A A8 WITH ADMIN OPTION # 7 5 — 1M (HF%
S G DIPATIXAEAME ) . BOB & Y3 26 i 45 2R U
DROP ROLE DEVELOPER - FAILURE!

- only a security administrator is allowed to drop the role

GRANT ROLE DEVELOPER TO USER ALICE WITH ADMIN OPTION - FAILURE!
- only a security administrator can grant WITH ADMIN OPTION

BT BOB WHZEMEEH G (SECADM) R, Fr DL/t A RE il M
DEVELOPER H Jfl ' () fa (0% B4R AL (i WITH ADMIN OPTION #%7F) . 4 BOB
K DU i A, 1% 4K R

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER SANJAY - FAILURE!

Fe A T B AT ISR P BOB X ffi 5 DEVELOPER [ ffi (8% B AL () WITH
ADMIN OPTION 7 ), 4%t/ BOB # 7 ffita DEVELOPER:

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER BOB

BeAh, SR 24 PR B G P BOB [ f4 DEVELOPER, JIf4 BOB 4%
FAE R 5. DEVELOPER [ 1 03 fif #0409 BT 5 R AL L ik WITH ADMIN
OPTION T/ #A (1 %] 1% 1 € i A B -

REVOKE ROLE DEVELOPER FROM USER BOB

ttAeSA

112 ol e e tdsm

R, Bk (MQT), SQL FIRE, M@ ME & SQL mife/F
B AN A T 2L R SRS, 3t 7 A €5 T A s 2 ] i S R .

P SRVE P O L AR R RO QR B R, XAl DB2 Hide
PERGEER]., AR E DB2 Ml RGeohm v, B, hRIERGE N LDAP 55

o

¥ ARA R R AR BRRE)
7 1587 A £ P 7 e L

%4 =/-41 DEVELOPER_G. TESTER_G # SALES_G, H)* BOB., ALICE Fl TOM
SRR S B R G, A0 R R

# 7. HHH R

i BT AR AR
DEVELOPER_G BOB

TESTER_G ALICE #l TOM
SALES_G ALICE Fl BOB

1

L VR B 5 2 AR U 4 1Y /i {3 DEVELOPER, TESTER #l SALES,

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES



2. FA VR T GUR X B AP Y SR AR BT T (BCE AL B R B R A
BB -

GRANT ROLE DEVELOPER TO USER BOB
GRANT ROLE TESTER TO USER ALICE, USER TOM
GRANT ROLE SALES TO USER BOB, USER ALICE

3. Bl R BE B3R UK AT IR (9 AR AR PR £ X L A 1, i n:
GRANT privilege ON object TO ROLE DEVELOPER

SRJE, Bl A B 50T DU AL DX SRR AL, R EOR R B BN R G R X L
4.

F @ R BEIKEAS I B & it & 2380761

HRB g R4 H P BOB ifiid /14 DEVELOPER 45 TR 4 ALY, 1% FH P ml LA EI A
#fim &4 TRGI,

1. B4, FF ALICE f|# 3% WORKITEM:

CREATE TABLE WORKITEM (x int)
2. BRI, BRI T GOK A ALICE (93955 T /i i DEVELOPER:
GRANT ALTER ON ALICE.WORKITEM TO ROLE DEVELOPER
3. fTJF BOB Z&ffifs DEVELOPER ffJ (i, Mr Ut/ i 2 g fil % #% TRGI.

CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL INSERT INTO ALICE.WORKITEM VALUES (1)

ZEM IBM Informix Dynamic Server T#/G{ERFAE

TSR E A IBM Informix® Dynamic Server iT# % DB2 #¥i)%E &4 H IF7Ed A fa o,
275 BT i — LL I,

Informix Dynamic Server (IDS) SQL %% GRANT ROLE #4it+4] WITH GRANT
OPTION, DB2 ###/%E & 4t) GRANT ROLE &)t LA R DI RERY T/ WITH
ADMIN OPTION (% ¥AIfF4& SQL #r#E) . FEM IDS iEF % DB2 #uf & &R 4t ],
1t dbschema T H/Ej CREATE ROLE #iI GRANT ROLE i&%)/5, dbschema T H.4:
¥ HBLE)AE{T WITH GRANT OPTION #4#% 4 WITH ADMIN OPTION,

1t IDS iR 4tH, SET ROLE B AJHIGHE & M@, DB2 B FE R4 HF SET
ROLE ifi®), {HEEN T 5MMIZ SQL i m iy H b= g%, SET ROLE i &
WP A AR R, RS, IRAERR [ R,

dbschema it 7 {5l

7 IDS %tdE 7t fa {5 DEVELOPER, TESTER Fl SALES., /" BOB. ALICE
1 TOM # 7 T AR M€ Kt DEVELOPER #27 BOB. 4 ffifs TESTER #Z 7
ALICE, ¥ ffifs TESTER #l SALES #7 TOM, ZiTHZF DB2 $fli/FE R4, b
i dbschema T H A%dE% 4 i CREATE ROLE fil GRANT ROLE iE41:

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES

GRANT DEVELOPER TO BOB

GRANT TESTER TO ALICE, TOM
GRANT  SALES TO TOM
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% 3 B ERAELTXHMAEER

FERESLY DB2 Bl R (e, o A6 I R P PR K R AT DU 7 8 T a4,
ZATEE W ST AC i CREATE TRUSTED CONTEXT iF ) D) e 55 B4 57 17 1%
A JEVEVL BE A AR L J@ ok s SCRIE B R 3C GRS Mm% 1) |

Faz Hl
FRST RN R R AT 5 APT IR T A B P 268 (B SR 2 h
%) .

LA FIE R G, YRR AT DO 68 0 122 B R P ) APT (F 2
FAEERE 3 PRI ) KSR AR RO 2 55— A P AR

YUK 3
1. ZatE M il il CREATE TRUSTED CONTEXT B4 7E Mk 45 % o T {5 b
T, i

CREATE TRUSTED CONTEXT MYTCX
BASED UPON CONNECTION USING SYSTEM AUTHID NEWTON
ATTRIBUTES (ADDRESS  '192.0.2.1")
WITH USE FOR PUBLIC WITHOUT AUTHENTICATION

ENABLE
2. BIEEN AEESE, WM AR TS 4> APL
pridl] ik
R FtERF API
CLI/ODBC SQLConnect #{I SQLSetConnectAttr
XA CLI/ODBC Xa_open
JAVA getDB2TrustedPooledConnection I
getDB2TrustedX AConnection

3. BYHRE S — A R SORESS DR ™, 6 R AR 7 A R A — A

APL:

EIR Hiik

MRRER API

CLI/ODBC SQLSetConnectAttr

XA CLI/ODBC SQLSetConnectAttr

JAVA getDB2Connection I reuseDB2Connection

.NET DB2Connection.ConnectionString < 7
TrustedContextSystemUserID Hi
TrustedContextSystemPassword

PEAT UIRINE 2 A5 3887 P A IR AT AR BCR 5 17 S s (R B SRR Y n] {5 £
SOMGEE . i, R g et B s AR T RUR Al s BRSO g
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CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1'")
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
ENABLE

PR e L T B AE %R, BT USER3 O & AT EX T IAE R a5
FRSC CTXT P, BT ARV AR AES B 00 K AT 5 1 8 B P s
Y E USER3 fihsk. (A2, MiT USER2 B & S R4t Ho\ k{5 B i a]
5 LR CTX1 WA, B AFERIRBEAES B o0 Rl 5 &2 L P ARl
Yl 2 USER2 FRIii5 3R 45 22 L.

B mMEEEHF ISR FRRG)

FELL T 7R, el 2R o5 4 fe BARR R 7 A — BB Rl oK, (B 63 ]
2 SR DUER 1% de 2 A 7 o ST B R 1.

] DAAE R 17 AR 55 i LB — AN RIS BRSO R, IZR G Fu v a2 i 55 A i LS5 R
e s e, ARSI W E BT, a2 R 55 T DU 120 5 A9 24 i T
PRI 2T AR, AN B A R 55 R AR R P AR, IR CLI
AR BLR B T e FIAE AT A9 22 9 1 AP e SCRY Al s B R 3C0 MYTCX R ar i R,
DALz e )48 22 £7 3% 1 R 2 AR .

int main(int argc, char xargv[])
{
SQLHANDLE henv; /* environment handle =*/
SQLHANDLE hdbcl; /* connection handle =/
char origUserid[10] = "newton";

char password[10] = "test";

char switchUserid[10] = "zurbie";
char dbName[10] = "testdb";

// Allocate the handles
SQLAT11ocHandle( SQL_HANDLE ENV, &henv );
SQLAT1ocHandle( SQL_HANDLE DBC, &hdbcl );

// Set the trusted connection attribute
SQLSetConnectAttr( hdbcl, SQL_ATTR_USE_TRUSTED_CONTEXT,
SQL_TRUE, SQL_IS INTEGER );

// Establish a trusted connection
SQLConnect( hdbcl, dbName, SQL_NTS, origUserid, SQL_NTS,
password, SQL_NTS );

//Perform some work under user ID "newton"

// Commit the work
SQLEndTran(SQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Switch the user ID on the trusted connection
SQLSetConnectAttr( hdbcl,
SQL_ATTR_TRUSTED_CONTEXT_USERID, switchUserid,
SQL_IS_POINTER

)s

//Perform new work using user ID "zurbie"

//Commit the work



SQLEndTranSQL_HANDLE DBC, hdbcl, SQL_COMMIT);

// Disconnect from database
SQLDisconnect( hdbcl );

return 0;

}/* end of main */

Tt a
IRt B EE T4 A FFRIR?
TER W T fE i B P a2 2 )5, PR SLE AT U148 1 P i
K, EERPKE T - MEARE B RS B 2 EA SPATIEE R, DL ARG X R
THOLEEAT TR, EESE M T —MERZ )G, 1ist applications fiv %42
W P ARIR,
1. {#i/l USERID! #378R n]{5iEHz.
2. X USERID2 k¥4 1/ 74, U getDB2Connection,
3. izf7 db2 Tlist applications, ‘B4 B /RE % USERIDI,
4. FEWFERE EAE —A1ER (#H1A0, executeQuery("values current
sqlid") ) DIFEMR 55 g h PAT VIR T P i oK.
5. Fkizfr db2 list applications, M7E, W& R R &R
USERID2,

Al E "X AR EiEE

G B SCOR AR EXT S, BB IE SRS (fln, R FRS ) 2

6] )3 42 AR AR L R,

FIERRET T — ARt

o REBRBRN: Fon AR R

o TP Mt (midsi4g) @ FoRAE Hrp g 7 B 1 B E 0L

o BRI N Fon T B R S5 2 5 B0 PR ML 2 TR] A R A i i R
(NSRRI & A )

JHEE SE R P HEINY,  DB2 KUl R R GURG R A2 R 1 e A A T TR SO
ZE9E UL, AARILES, AR AD N IZ R B ] (5 .

A B AR VR L AT 2 45 A ke T AR IBULE ] A 8 B A SO Ah T E S W] Y A D E
MR 5 E B B A R R, XIS P,

2 AT R A AR T AT LA

o CRERE R ARIREIR £ ) — D AR SOR 2 I AR IR

o I ATE B SCRY A @ AR DI RERIBUR R AL

b U E R AR SRR A 5 4, e on] £ 2 18 o IR 0 30m SR M A2 e =]
fRiE R, SRR ERAT B E Sy AR A, seoh, G ARk an]
i N 2 S W R [ A (3 R 2] i R I, R [ A A S 1 RO
) . BRI R e i AR J7 R Wl AR B R SCHY A 4k R D AR AR O B A At
IARELI P AR,
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fE RS LT OnfiigeR £

=2 R AR S AR P LY AR 5 B P I 55 2% Z TR A — A v E] 2R B
FRUEPZ S PALAIIR S5 Y, AZARIAE fal JUAF IR B AT, Rl R7ERT Web 9,
AF Java 2 Enterprise Edition (J2EE) “F-&HBE. 3R =2 M R 7B B 800 7 i
~A IBM WebSphere® Application Server (WAS) .

TE= 20 AR PR R, ] 2 0 5T e AT & 7 UL AR (9 F 7 O 4 805 e e
M5 Av B9 B, ARGE L, BT -5 2008 A 1k 55 A A 38 L2 ek H ] J2 ot S 1A B0 ) i
FUEATHY, IR Z AR S %% B AR P AR TR SR UE A 41 4 1) Bdle 12 AR 55 b IR e
HO. XEWE, Bl ss a6 -5 2 P s RO IR Y A 2 4 SOk AT e
FHAE A Kl e s ) (g v a2 A P SRAT B U ) ) I AR A6 BT AT 1Y BT A B2 ARG A
HIHE.

IR =R R P B VF A0 AL, AR IE BT A 5 8 I 5 AR i S 5L (tm,
TR ) HRAE R ]2 B R ACPR IR At B E AT 7 — e e, R A T X SR ]

i

KERERR

A i JRE R e e P A S TP AR IR, DU AT D [ 4 )
W TUE

A 3 H A O AT Rl 7 e VR B — A AR SN, AN RE AR AR MRS ]
JZE G H AT I 555 5 AR P AT B 355 XA Rk
o BT ERARRE 2R

o 2 A S0 ELAT BT I P 25 4 0 B A7 R T A O B AT A AR, 3507 4 — %2
AP, E R S L0 PP IR R L,
¢ BEIR A

i b — S AR R )RR LA, R T R A BSR4 T R (] )2 3 R A 4% AL
BRI P 3G K o] G U5 [n] 19 B A SR R AR AL, — Bz | 2 AR iR #, B4 87
A X LG IR & e HR.

o TE[R—EER AP Z 8
SEHIT P FIr VR B B 00T g 20 24 R

RAAE, FRATREE —ApLH],  # Z VL HIRE SEBR P A AR TR AN O 22 R AT T R ] )2

1% P BT B EE v ok, SEBLI B bR i i B B B R 2 P AR R

MR S, AW iZEEEm I iER, Wk BRARR, HEHAET

Bl g
ANid T RLerh a2, 2 a2 IR S5 a8 A AL B A AR 1Y P A IESEE.

o PRRE AN, FEBHE R R S5 b A R B W B 4 0T EE R JGIE P AR AR S e A R
FF4H.

o HEOFES. FERMT SR LR ESURME R ZMER T, BEWANHPE
=N EFEZES, —ANERSST) SR 4, XTHEEARANLE H
AR,

AME BN SC I RE R DU O B ), 22 4 MEAE B O n] DAAE BEE A — AR fE BT

Xge, ke EARE S0 Z 2 EMEERR, R, PHEZENRIES S5EEDR



AR, AT 2 B AR B i T ARR O e 2 5 — A2 Ak
SORZEIAIE R P ARIR Y DORE.  BR TS iR 7 SOy A AN, AT B R S0E
HA 7=, B, Pl Bl 2 i BT Re AU D fg. SR> g il 0y e m] g
R, fin, SRR AT SRWERARE ., 2tk oin]
A=A E —MEZ MR, JERiZmasseEn i Lot g. R 5]
i 2T 3 SCUE PG A St 2 s X mT A R0 e A e A 5 02 A 0 SR IR A R AL

REMERE
T AT B LA T AR, 6 FE 2 et o] Lt A
o I B X4 )R U R ST AT

o QRS B R SCE ORTREDAE I E B ARR, B A2 A S A R 7 AR 55
NI D DRk EE S UPIR:CH

RIB T LT XRIRGI

R v B LA T LUR RIS BRSO &

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USERZ2
ATTRIBUTES (ADDRESS  '192.0.2.1")
DEFAULT ROLE managerRole
ENABLE

WA userl M TP HihE 192.0.2.1 R u]fFik#E, 4 DB2 HdfifE R ¥R E —
At (SQLSTATE 01679 il SQLCODE +20360) ISRk REs Vol (Sd#, Z%MS
userl] {UREAN(EHERE, (&, WHRHP wser2 I IP Hilk 192.0.2.1 iR o] {5 # %,
BT AE B R3C CTX1 W m e, FrRUESedlizigsk, BRI user2 @S2 TH]
R, Ao/ BAEnT DRI S A5 B R UM 8 managerRole  SEIK Y BT A FRAURIAL
PR X SER ORI R ] BT o] {5 2 eV E M I wser2 K] .

BN E LT XS ARRBERREE
AT 3 0 24 A0 P P AT DL W] {5 R SOk B shdtaR A DURBUCL AR A, (BT 2
LA e 20 ) R 28 4 PR B 3R R AR Gl A R S U — R
BB IEILR, WEERNPTA P E AT D4R M, 264 T 0UE AT DLl A5 B
TR SORFE AR P AkR Y A £
R E ], SRR AR IR AT DIFA 1996 3 /f 15
o H TR AbR I E A AR A, DX
o W{F LA ARSI E LT ETRAONAS (WRELTERD)
iE
o UNERAEEE T — A E i A A R DU A R P I i e AR RE R AR IR
M TERAR R AR, Ff A6 %2 250 0ok BB FIE, 84 ARREE 1%
HEEMR TG ER SO, RV % R AT (S i AN it
o GE AR TE LT SRR SiES DML BAER R BT A& 088k
— DDL #4E
— dEshZ& SQL (¥ Je#i A SQL B A H4/E, 1N, BIND, REBIND, [ #igh
E. WEIES)
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REUAME L TR E T A PRI

LA A PR G AT DURE AT R] AR bR S0 SORME f a5 n] f5 1R SORER, DU
o BRAENEOLT AT SRR BT A PR AT DLAR R R E f
o ARIEHAYREE AT LAARR R E A

24 ] A #2 AP DT B — ST B B AR RO X AT R AR IR A A A BT SR
T A MAR, WRAFAE R LR SO A, I8 A% E T T A R B
R, AR EIRETR,

tlZiEERE ABINGET A ANABRAE LT RA

R % VA B B A T LR AT AR BRSO &

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1"')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
DEFAULT ROLE AUDITOR
ENABLE

24 USERI # 7 A[{5#E N, #Tf{ AUDITOR R4 ECR H L2 AUARIRAE R, [A]E,
LS IS BT AGRIN Y 2 USER3 (19 P ARIRET, XSGR % i USER3 4k
AR, (HRZEE ) P PRIRAE MR 2 USER2, JI84 USER2 448K n[ {5 I
TICEE M AUDITOR, ) 224 PR B 0] DIEESEiE USER3 47 BRv] {5 bR ey
FEAMNE T — AR, ATTR] DU o R A ds e A I PR SE B B Y, A T
JIN:

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION ROLE OTHER ROLE
DEFAULT ROLE AUDITOR
ENABLE

TS B F S ET R P FRIR I 2 USER3, M P AF4E A E E T e A,
F2, AR AR 2 MR L DL e 4 A/ it i 4 2 /8. OTHER_ROLE,

X FEEXAMEERE LA PARIRE N

120 Hod e e tidsm

RN EEZL, TR EENH P AR E S — A P ARIR, (B2 Y R g
F,

Lo RO R A MBI EER L R, I HIZ 00 k¥ &1k 2R 554 DLk
TTALHE, AR A% e 5 P 4R [B] — 24517 8. (SQLSTATE 08001 FlJFE AL A 41
) SQLCODE -30082) .

2. QRUIE R A RAE RS A R B I, F5 0 BRI Bz Ul Kok kit 20k %
A DLEAT AL B, AR 2K i e b T AR R S IR ] — 45451275 B, (SQLSTATE
58009 I SQLCODE -30020) .

3. WRAUIHE R EMNAEE AR R, Ak R A — 44 1R TH B (SQLCODE -30090
FREFE 29) , EfEaER REEEE, BRFERRSIHE AR S M ERELT
REFIRE., LI G S5EK,



10.

11.

pa o

ISR R SR AE S e (MR BB ) i, I AZERE LM IR
o] — 4451% 71 8. (SQLCODE -30005)

ISR R JE M S E R A R AR IR & B, B4R ] 4 iR
(SQLSTATE 42517 il SQLCODE -20361) Ff{fifE 4t T R EHAR S,

SR SRR S & L A S M IE AR IR &, (HRR A
ERIAGEA B, B0 (1] 451% ( SQLSTATE 42517 il SQLCODE -20361) F{#i
AL T RIEBIRE.

TR SR ER O AT BN SO R A, JF Bz FiE R kW T UIiE
K, B 2KR F A (SQLSTATE 42517 Fl1 SQLCODE -20361) Jf{fi i #:4b T+ ok
HERIRE.

TEMAEOL T, ME— 32 U4 P i R R 48 8 # 0 T7 ol 5 i P Rl s s
FOARIRBYTER,  WER YR 2 S T RE A AR IR, I AR TR AN
ARAEMAE BRSO (BHEE BT SCA AR E BT SCR T P A
),

AR T 5l FIEE R E LT XN AR AR IR, I B X
FHER LW TUE R, 2k REHR (SQLSTATE 42517 #1 SQLCODE
20361 ) AT RIEBIRE.

FEMEOLT, ME—E2 bk iR R 48 e &L T rlE M A P AR sz
FRRREER, WO R @S T A E RN AR, AR PR AR gk
AARMAE ER it (AR E B SCEvE e B ScR e TP A
).

WR MR T 55 B B nl {5 b Sext 4, I B 5 iE 4 kT U
sk, B4R Fl45i% (SQLSTATE 42517 I SQLCODE -20361) Ff{#iiE#:4b T 5
HEERE.

FERCTEOLT, ME— B2 Y18 P i RO AL T Rl (R A P AR R s
FUARIRAIE R, ISR 2@ 5L T A AE A AR, IR AR AR PR ANk
AR A SO (R Al LR SO M @R F TR SORE T T A
@) .

PUESPIE ST B St TIPS - b WAR: DI VR 73 AV aar): DANK (ERE 31 DRk ANV &SRO R €/
JEH) CONNECT HFAL, AF-2 %K 0 2 8 40 1 R % BOR A R R [ — S 48 2R TH &
( SQLSTATE 08004 #1 SQLCODE -1060) .

R AE B ORGSR BAE WITH USE FOR 1#)H, A4 DB2 Hffi 4
F YR DI 7 i K P ) RGBS IR A A UEBE B R DT[] R G AUR .
WA {5 B F X RGEBRABRAA H A WITH USE FOR FAJH, IRALRZ fuifd)
] RGERAR IR DIH K, B % RS AURROR 2 I AR ANt

(I BAL TR BRI, ME— 35529 A2 P EOR 1] 5 5 R IR 4

B EEARTEAE, ” (SQLCODE -900) 133K f.45:

o DR ER

+ COMMIT & ROLLBACK i%7%]

+ DISCONNECT, CONNECT RESET & CONNECT i#:k
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A AE B AR U 2R AR IR, H T AR R B R A B A R
UL L RE BN 1 P 17/ T 0 DR 70y A 0 e ke 0 B 2627 8 (VR (1B Sl ]
[H AT T TARAT G % 5 WITH HOLD ifts, H82 45 1%3% 8 LAY M- n iRl 28
APARIRRE, X LR ORI 25 k.

A{E LT HE

122 i e tidsm

3 AT A I AT A A R S SR R S, PR R SR B A R] 5
&, [HERAEHRIIHZER, AR RAE — BOERMN — 15 S (+20360) |

T E R IO LA R, H eV B T AR ARG R R
PR AR BT SCE X, FEAE, BEAEEEER P ik, R i s 4 B 2
AR SR R AR, db2pd SRR -application BEIURE IR [A] X L5 15 B
G| i IEERSE

ERFLRR: FRERRE T ZGIE. EEZAEEN, BibdEHE R Bl
pEEPIGY S W PR

o AfE BN SCARR: SRl E SRy Al LR SCHI AR,
© AUREIAE: Al E ERAOR A A,

DU 2 AR REARAT 22X AT 5 1 4 A e o DL S A

o EPHLN FAEFARM A TCPIP k15 DB2 WR4sabiEfs. &N AR5l sk
S ERR A AT E R DB2 k45 gl E T, ME— 2SRRI UMUE TCP/IP,

o B PEMR S A INIE SR B Ol CLIENT,

o BAEEEMRSHEA T B AE BTSSR, AE BRSO & 0 LB 48
ENABLE, DUfii% Al {5 BN SCHA 5 A 5% 422 1 Ja 1 A DT .

o Bl EAR 55 R LR ATE BRSO S S R AL R AT TR AR IL RS, N, RTREAEAE T A
oL —:

— M RERABRIR S AT ] _E R SO S0 RSB AR IR AR VTR,
— PR TP #hE S TR TR BT SO R RAEAT TP HihEERASIT L,
— BT BRI Tk ST RN T E A E LN O£ H ENCRYP-
TION J& 15 RICHL,

AL ] db2pd T H K T #E S B TP Hihl. 482 7 i FR A S0 o 90 4% 1) fin
LMDl EENRERANRIRL, T 5% SYSCAT.CONTEXTS I
SYSCAT.CONTEXTATTRIBUTES H W& DL T 45 € vl {5 L U4 e L, 4l
m, THHENRSERBGRR, LVF TP kA% B L% ENCRYPTION Jg&d:fd(E.,

AR 2 A U0 8 P 8 £ e o DL DA

B B0 P AR IR A S PERc S CONNECT A, TR M T, KR [
SQL1060N,

o FE5 R ANEEZ A SCBCRY Al {5 LR SCH 59 WITH USE FOR -y R i L) ik

21 FFRiIRE PUBLIC,

o VPR INIEZ JE VI, (E R P AR A SEIE sl 4R AL 1 B R A9 6T
o (EHESFNF ERE IR R,
o SAMEERAREKRE A E LT CE LA A, MEREE, I, R

e B ST A N P ARA



£ 4 B 17405ip0)#EH] (RCAC) #iik

DB2 VI10.1 5IATATAIZITi#Ed] (RCAC) 1%l 2 et HAZ, A5
il (RCAC) H AR R ANTURL B T [ il 50 FGAC, RCAC TEATHH/5 514k 5 4 il %f
Vi, wRIEE A RCAC Sktb st 5 BB,

T AR FEUME L, T DL S B AR AT ok u AR R B 2 B S AR, A
B9 N R IR VFUT TR A AT TR T ARAE 55 B e O Bl 4R, B, A0 ST A BURF 5 T
REALE, BRAANERHIATREENRL R, EARERHARFNRL R, MHFE
ML T RE ML E, BRAEEE FE, & WORARVF AR SR 32 A5 U5 e 8 5 1A B
(i, BHEPFEELIE D)

AT DU AT AN T R i A T R RE VS [0 TAERr R &dis. i, 1247 DB2
for Linux, UNIX, and Windows F1 RCAC &R 2248 n] DL % 8 3 5 S AEdE DI e
EREEA T FEE. TEEA O, HALRE AL, R, SEER SR
EE — ER Y B E R, MTTRE G A B i A AT SR 81, (B D S Al A ] 2
PR, AN AR BT, AN R NULL e HIME, 1A SEBR i .

FIAF i S RCAC HA THI A
o RGRBRAT A KdE 2 R AT A U v 2 AR B R

X LEHNA 2> R bt 2 HA S GO AR A9 ™ (fn, HA DATAACCESS AR
A . SRR LR E 5T (SECADM) AURAY A A e B4 2 P i AT R8s
[zl Pk, &l A RCAC R 1EHAT DATAACCESS AUFRAY M A M
dla i o 1 B A e

o AEWMEE SQL RijiER, REAREZ IR,

J AR e, Wi B A3t Y 2 LRI 5 A R T BB E RCAC BN, s AT K L
Bl b,
o AT AT R IR P S SRS o 0l R 22 A PR A X AR

IV, K LLBE A R R e AN I8 14 T 2 S MDE SCAT AN A0 453 35 Tl 42 - AR,
RCAC TEE BT A — N EERBUE, MVEGAFRIER T AN, WAE TR
RIXLEN A, MR A A 4 R SR AR U AT 2B fE 9 B ST ek, IF A&k
[l B R, AT AL T KA IR, X ERE R P U A BIAT DBA
WAAGE, BWFFARAT LI RR PR TR R, BRI T TR E VR A AT X R R
HRIE.

1A el (RCAC) AN
FERIBIAIEE R (RCAC) AE4ABIN B B (T LB, XHTRISIRIEEE SQL AL
A5 L R AT,

AR Tl i 22 2 VA8 B 01 1 A B RGURA R 22 PR SR A D [l P2 AR, RCAC A
VR PR — 3%, AR R A& ALK, AR, RCAC KR -5 R A BH) oK
W BT A A 1 454 PV Al A U ok PR X R 9 Vs ], AP AE AL, —4Lid T
1, m—#E T,
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* TR
- FTVFRIBORBAR ERT G, B RN E R BT I R,
- ATiBTEERIIE SQL A A F, Bk AP a] LIE I BT 4R,
. IR
- SRR AR X G, B RN R R A1 1 41 [ 4 R AL
- SIViERIANGE SQL CASE ks, "eHlid A AR K 5E DL L 20 2 1

Ea

ATF&IE RCAC #FMEY SAL iEF)

W AR SQL B4, WIRIANEE, SRR RCAC HL,

AFEIE RCAC IFRIRFMERIAI N & R E

{5 T 1 P A B B ROR R VR P BRI RS i S5 1R, i, WP g T — e
MESERT AR HA VTR ETT.

AE: ERITMGIRERE) ExampleHMO

W77 %4 ExampleHMO ( —HA KR IEAEIRYT 1B E K E KAL) FoR MATAB 5T
IR . ExampleHMO i AT RIZ TS 145 il A i DR H: Kb 142 SR S e 1 50 ik A%
T RRAAN % e VR A R DA R A B 55 H s,

Ab 3R A FER SR B A AR RIA L (1 ExampleHMO ) 2508 S B Y B3 FA A
Bl L (Fn, (R P TUEA R (HIPAA)) . XS ALFIEEE (R 7
AR B NG ST (T BUR A B E B T R B B A B B e B A R A
PATX L RAE ARSI PAT, XHZE RIS SO S EE RRYALTY, fAE RS
UK SIS

ExampleHMO WA 25T 1 (f H K08 2 2R 48 P AT fik ) Kodii e 22 4= 10 9 B R B AU A e ]
XKLL, T MR AR AL, LR R £ S R BRI R SUR P s TR A P

FE: ERTSRERR) ExampleHMO - %4 5REg

124 i e tidsm

ExampleHMO i I 4022 4 S SR SCHUNS DB2 Biodfa 42 i 47 K 1 ] S 6 1 22 4 3
W,

X2 22 4 S A B BUR R BORA A DR APk L. 26 — SUBEA 1 3 L8 S A0 41 23 i %
MRS, S5 —FIMEA T MR DB2 A7 AN51T5 4% il D R FR 1.

#8.
MR iR 22 S M B BT TR BI 5 [a) 42 I Th e SR 4
W 515 1) PR 5% e A5 P it Al DU A FE D e 1o A BB 5% Tane R

fitn, Jane ZAVEKEA RIS EPIA B, K

AL VFIL AT SR AR BT R B AR
(IEHE RS ) .

ATV TR ACRR TR AUT P24, XA Dr. | 7 RLSZIRAT 1 AT AL DL il W 22 1 P m] DL £ 7 4E
Lee HAMACHBENEHGE, HFARLIFMD | Ak ELT.

#F ExampleHMO REH I HTA B,




# 8. (4)

R iR 2o & M SR R 1T FNFI i o) $ b Th BE R0 14
TEG 7 B g S Sk L PR B, AT VR AT RUIN _L7E P 2% 530 PR 1 2 2 3 Bt A B
T il R I X RS

PR HABBOR BEXT %, W% RCAC (R 5R | A7 A1 5177 [ 45 il 4 A 2 B R gt B 247
[f] UDF, filt% 3 F04RIA., I ] a1 i e T 8 ARk A DL B o P B
Felk, R Z R UDF, fill % S g 2 2
Bl T G i T 2 4 R W

HE: ERTERESE ExampleHMO - HiEER ARG
R, PSRRI AQIEE, (RP R ExampleHMO Hfi, X% \HA R
P PRI P AR

ExampleHMO SEH TH: 22 42 5 UKs A e s 1) 2l 6 0 sRaEAT 402, X Bl Ay P
A1 0 5 T K A T 1] B 9 B BR 5T 43 8 LA Bk 48 G 8l 3 T R AR
ExampleHMO BI T T 511 %df F# f 0k 70 i i L 3¢
PCP
FaEiREA.
DRUG_RESEARCH
FRHTIL B,
ACCOUNTING
TRt
MEMBERSHIP
RN TINPEE S AR E A2 Y 35 B A,

PATIENT
FRBE.

THIN UK, AP AIE ] ExampleHMO %#i:
Alex
ExampleHMO FZ2WE M 51, filf SECADM (R,
Peter
ExampleHMO $4fs FE4 1 01, 415 DBADM #UFR.
Paul
ExampleHMO H# 4 FF . At 5 A B fik 6 45 R0 TP o SCHY R BRI 7 AL

Dr. Lee

ExampleHMO [E4:. fiiJE T PCP ffifa.

Jane
Innovative Pharmaceutical Company ( ExampleHMO FJ&1EMKFE) 1925 piss i, fil
J& T DRUG_RESEARCH fift,

John
ExampleHMO £:7f#B, ftiJ& T ACCOUNTING ffifA,

Tom
ExampleHMO J i %45 & # A 51, ftiJ& T MEMBERSHIP f{jfa,

8 4 & [FRER RCAC) 125



Bob
ExampleHMO % . fbJ&T PATIENT fifi,

IR B T SR P R B AT R ) SQL IR AR AT 4, T AR X 28 i P AR R XA
82T Fr AR BIALR

THRGI SQL B E RGP OISR F. X SQL 15 M A E A M IF 4 X
LCH] P 2T % ExampleHMO  dfs Fvh  4 Fh 46 ) SELECT B INSERT R R AX:

--Creating roles and granting authority
CREATE ROLE PCP;

CREATE ROLE DRUG_RESEARCH;

CREATE ROLE ACCOUNTING;

CREATE ROLE MEMBERSHIP;

CREATE ROLE PATIENT;

GRANT ROLE PCP TO USER LEE;

GRANT ROLE DRUG_RESEARCH TO USER JANE;
GRANT ROLE ACCOUNTING TO USER JOHN;

GRANT ROLE MEMBERSHIP TO USER TOM;
GRANT ROLE PATIENT TO USER BOB;

FE: ERITHFRERR ExampleHMO - #iiEER

126 sof e tidsm

I 2 S A ExampleHMO 58 FErf i %138 PATIENT Al PATIENTCHOICE
%,

PATIENT F£AFf A B E 5 B FERSE R, B 4% 18 PATIENT £H 1A
T£51:

SSN
BENRR S, BENRESHIANZEDAFER.
NAME
BENEA, BENEZAE A EDAGEE.
ADDRESS
BERHAE, BE IR D OES AEE.
USERID
A B AR
PHARMACY
BENEITEE.
ACCT_BALANCE
BEMKAGE,
PCP_ID

B I IR AR A,

PATIENTCHOICE EFMENBREMNRESMARERSINGEE, ZEEMERELT
R EXMAANASTFHEFRERESGFAEUHTHEFIIHTEN. T EEEE
PATIENTCHOICE DL % 41:



SSN
BB W RIS T A8 s SR L

CHOICE
SR T LI £ 1 B A BRI 44 7K.
VALUE

B A K %R P E

filtn, 47 123-45-6789, drug_research, opt-in 78 SSN & 123-45-6789 [ i ¥ [H]

TFHAR B LUH T AT AR

O

poN

TR SQL iE/4)f)|%E PATIENT, PATIENTCHOICE Fll ACCT_HISTORY %, ¥#%

TR AR I A4 A K.

--Patient table storing information regarding patient
CREATE TABLE PATIENT (

SSN CHAR(11),

USERID VARCHAR(18),

NAME VARCHAR(128),

ADDRESS VARCHAR(128),

PHARMACY VARCHAR(250),

ACCT_BALANCE DECIMAL(12,2) WITH DEFAULT,

PCP_ID VARCHAR(18)

)s

--Patientchoice table which stores what patient opts
--to expose regarding his health information

CREATE TABLE PATIENTCHOICE (
SSN CHAR(11),

CHOICE VARCHAR(128),

VALUE VARCHAR(128)

)s

--Log table to track account balance
CREATE TABLE ACCT_HISTORY(

SSN  CHAR(11),

BEFORE_BALANCE DECIMAL(12,2),
AFTER_BALANCE DECIMAL(12,2),

WHEN DATE,

BY_WHO VARCHAR(20)

)s

--Grant authority
GRANT SELECT, UPDATE ON TABLE PATIENT TO ROLE PCP;

GRANT SELECT ON TABLE PATIENT TO ROLE DRUG_RESEARCH;

GRANT SELECT, UPDATE ON TABLE PATIENT TO ROLE ACCOUNTING;
GRANT SELECT ON TABLE ACCT_HISTORY TO ROLE ACCOUNTING;

GRANT SELECT, UPDATE, INSERT ON TABLE PATIENT TO ROLE MEMBERSHIP;
GRANT INSERT ON TABLE PATIENTCHOICE TO ROLE MEMBERSHIP;

GRANT SELECT ON TABLE PATIENT TO ROLE PATIENT;
GRANT SELECT, ALTER ON TABLE PATIENT TO USER ALEX;

GRANT ALTER, SELECT ON TABLE PATIENT TO USER PAUL;
GRANT INSERT ON TABLE ACCT_HISTORY TO USER PAUL;

%4 B ATAATIHER] (RCAC)
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--Insert patient data

INSERT INTO PATIENT VALUES('123-55-1234', 'MAX', 'Max', 'First Strt', 'hypertension', 89.70,'LEE');
INSERT INTO PATIENTCHOICE VALUES('123-55-1234', 'drug-research', 'opt-out');

INSERT INTO PATIENT VALUES('123-58-9812', 'MIKE', 'Mike', 'Long Strt', null, 8.30,'JAMES');
INSERT INTO PATIENTCHOICE VALUES('123-58-9812', 'drug-research', 'opt-out');

INSERT INTO PATIENT VALUES('123-11-9856', 'SAM', 'Sam', 'Big Strt', null, 0.00,'LEE');
INSERT INTO PATIENTCHOICE VALUES('123-11-9856', 'drug-research', 'opt-in');

INSERT INTO PATIENT VALUES('123-19-1454', 'DUG', 'Dug', 'Good Strt', null, 0.00,'JAMES');
INSERT INTO PATIENTCHOICE VALUES('123-19-1454', 'drug-research', 'opt-in');

HE: ERATERESR ExampleHMO - £&EEE
LA EAIZ AL (SECADM) fi @764 ExampleHMO +f i) f% FI 2 il 8t
B AR E SO . 7E ExampleHMO v, 8 B T A 9 A A7 3R P B B
PRI A 4 B,

ExampleHMO 48 B A1 PA o 7 B A (oo A B0 AR 91751, IZHI AR D, A1
LT, B EA DATAACCESS RUREY M ICEE & H 2 AR 47 A9 HER A s A A%
1.

EHHIBAEESE Alex 1E2 ExampleHMO R — 22 PR B 6T MWBIAETT IR, Alex K%
Hil A BRI AR, (& BIBEACR,  Alex & SCZ2 NN, N, 479Fa4d, Sl
B eR BN il e A 1 e, XS AL U AR 2 e ) LA o 3t 5 T A A 2

15 Peter (Bl 61) B MFIFELLTHMEAZIE, Hoeisr, fhld il
Alex A %4 VR BE 5k or B Xcdla 1o A BRHR STM 22 e R4 B SE.

Peter %3 & BIEHE I X Alex 2 F SECADM #FE. K Peter 4G
DBADM, DATAACCESS #il SECADM #(JE, frlifibn]Dl4%F SECADM Y[R,

-- To seperate duties of security administrator from system administrator,
-- the SECADMN Peter grants SECADM authority to user Alex.

GRANT SECADM ON DATABASE TO USER ALEX;

Alex TE3£1% SECADM #UFR 2 J5 1% 4% 2 508 e 48 Peter MY MHAE #E GIURFAL. B
TEC P BX 25T, JFEH Alex BUAME—F A ExampleHMO N #AI SR H Al A\ 42
TEIEVIHA A, DI SQL 1EAIE/R T Alex UM% Peter ] SECADM A FR:
--revokes the SECADMIN authority for Peter

REVOKE SECADM ON DATABASE FROM USER PETER;

FE: ERTGRESIF ExampleHMO - 1TIFAIAL
G PER LG Alex SRR FIATVERTRL CFFRB Tl i — A BBEE ) Sk T R MRS
ExampleHMO  $ Fi 1 BCR TR 7V AL 7403 1 20 10 P2 RO ST .
RVFBHAR T IR, AVFELE SR I B S ORIR, (R VAR L
HEIRTTI B E S E, JE T MEMBERSHIP, ACCOUNTING &, DRUG_RESEARCH ff

BRIV T A B EF R, ERERMEEH R Alex LRI, DIEHH
B REAGE S At _E PR AWRLE I n] AR AT 45 E 17
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ATV RTRCRAR S £ B SR e 2 1 P R IR i 8 9847, 7 ExampleHMO 1, AT R[4
HEAEA S PATIENT (i b — A 1] B d B .

Alex FSLIFATVFRIAL,  DUEREA & B AEn RSy Ried E i Ta RN A S
25 R 4R
CREATE PERMISSION ROW_ACCESS ON PATIENT

-- Accounting information:

-- ROLE PATIENT is allowed to access his or her own row

-- ROLE PCP is allowed to access his or her patients' rows

-- ROLE MEMBERSHIP, ACCOUNTING, and DRUG_RESEARCH are

-- allowed to access all rows

FOR ROWS WHERE(VERIFY_ROLE_FOR USER(SESSION_USER,'PATIENT') = 1

AND

PATIENT.USERID = SESSION_USER) OR

(VERIFY_ROLE_FOR_USER(SESSION USER,'PCP') =1

AND

PATIENT.PCP_ID = SESSION_USER) OR
(VERIFY_ROLE_FOR_USER(SESSION_USER, 'MEMBERSHIP') = 1 OR
VERIFY_ROLE_FOR_USER(SESSION_USER,'ACCOUNTING') = 1 OR
VERIFY_ROLE_FOR USER(SESSION_USER, 'DRUG_RESEARCH') = 1)
ENFORCED FOR ALL ACCESS

ENABLE;

Alex WEE], HEAERIRITIFAIRZ )G, HAP TR T IR g i, BEIxE X
TATVFAI U B AT VR AT Z G, A S R ATVRATAL. - Alex WbZ00 L RIS 12377 n] A

--Activate row access control to implement row permissions

ALTER TABLE PATIENT ACTIVATE ROW ACCESS CONTROL;

FE: ERTFRESIF ExampleHMO - 5140
GARERE I B Alex SELLGEFIFIAERS (17 RISV 20 0 — A RBFF ) et — 25 B it
ExampleHMO MBI Ak ALV PP 6 R WA AL A0S, 75 DB e
e IR B R R

AT FEAN A B S RE 2 VTR TRY R L. T AR BUA BE AT o At Kodfe
HPED. Z5K Alex M IEMAJET ACCOUNTING & [ H P g7 51

Alex K SEBRL T B, DIERHA % B MEr A RSy R E TR A E 1
Gk
--Create a Column MASK ON ACCT_BALANCE column on the PATIENT table

CREATE MASK ACCT_BALANCE_MASK ON PATIENT FOR
-- Accounting information:
-- Role ACCOUNTING is allowed to access the full information
-- on column ACCT_BALANCE.
-- Other roles accessing this column will strictly view a
-- zero value.
COLUMN ACCT_BALANCE RETURN
CASE WHEN VERIFY_ROLE_FOR USER(SESSION_USER,'ACCOUNTING') =1
THEN ACCT_BALANCE
ELSE 0.00
END
ENABLE;
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GES

130 Hod e e tidgm

Alex WEE], RIEAEQIEIIRINZ G, HAUR SR IE R Z8dE. ERIxE LT 51
ARG SIS 2 )5, A=W HFER. Alex WAL RIEE 1269

--Activate column access control to implement column masks

ALTER TABLE PATIENT ACTIVATE COLUMN ACCESS CONTROL;

ZOR Alex M HHSRERUEEMRES. RAREE, KA 2tlAf MEMBER-
SHIP faf) AAREAF SSN 4.

AN, BRI EER PHARMACY #4015 8, PHARMACY 45 B0 HEH 24
MR RS EAEE. MYEBRERBEAFEGEER, 25MFR B feAF 5dE.

Alex FSLBILL TSRS, LAEREAT 5 B M @R AP BRSOy REEE A 0 TA R A S [
g5 A
CREATE MASK SSN_MASK ON PATIENT FOR

-- Personal contact information:
-- Roles PATIENT, PCP, MEMBERSHIP, and ACCOUNTING are allowed
-- to access the full information on columns SSN, USERID, NAME,
-- and ADDRESS. Other roles accessing these columns will
-- strictly view a masked value.
COLUMN SSN RETURN
CASE WHEN
VERIFY_ROLE FOR USER(SESSION USER,'PATIENT') = 1 OR
VERIFY_ROLE_FOR_USER(SESSION_USER,'PCP') = 1 OR
VERIFY_ROLE_FOR_USER(SESSION_USER, 'MEMBERSHIP')
VERIFY_ROLE_FOR_USER(SESSION_USER,'ACCOUNTING')
THEN SSN
ELSE CHAR('XXX-XX-' || SUBSTR(SSN,8,4)) END
ENABLE;

10R
1

CREATE MASK PHARMACY_MASK ON PATIENT FOR
-- Medical information:
-- Role PCP is allowed to access the full information on
-- column PHARMACY.
-- For the purposes of drug research, Role DRUG_RESEARCH can
-- conditionally see a patient's medical information
-- provided that the patient has opted-in.
-- In all other cases, null values are rendered as column
-- values.
COLUMN PHARMACY RETURN
CASE WHEN
VERIFY_ROLE_FOR_USER(SESSION_USER,'PCP') = 1 OR
(VERIFY_ROLE_FOR_USER(SESSION_USER,'DRUG_RESEARCH')=1
AND
EXISTS (SELECT 1 FROM PATIENTCHOICE C
WHERE PATIENT.SSN = C.SSN AND C.CHOICE = 'drug-research' AND C.VALUE = 'opt-in'))
THEN PHARMACY
ELSE NULL
END
ENABLE;

Alex WEH|, FEEIEXMAFIBILZ )G, (LHUIN M A GEE 21280k, PATIENT 3%
C IS 517 [ o

{E A1TFNG)iFEEFE) ExampleHMO - i \Z(#E
Feop B A EBEIEATIR I, AR B U Y IE SRR N3] ExampleHMO %03 %2



Bob & — i, AUKMAICREE NS ExampleHMO ¥l %, HAG Pk 2 AL
PR M2k Bob Al Hidk. H4A MEMBERSHIP fififfy Tom (kH
ExampleHMO i {3 ##5EB ] ) K Bob Bid B i fd. FEi%E#E ExampleHMO #ifi ¢
ZJG, Tom i£f7 R4 SQL iEH)KH Bob #NfN%| ExampleHMO %4 %:

INSERT INTO PATIENT VALUES('123-45-6789', 'BOB', 'Bob', '123 Some St.', 'hypertension', 9.00,'LEE'
INSERT INTO PATIENTCHOICE VALUES('123-45-6789', 'drug-research', 'opt-in');

Tom jHid . ExampleHMO ¥fla /) PATIENT FH A 2| (5 S A EK Bob
A5 R
Select * FROM PATIENT WHERE NAME = 'Bob';

SSN USERID NAME ADDRESS PHARMACY ACCT_BALANCE  PCP_ID

123-45-6789 BOB Bob 123 Some St. XXXXXXXXXXX 0.00 LEE

FE: (BRI ExampleHMO - B
fEBEHAMR], Bob MARIY RS AAET N, Wi, FEEFMAE ExampleHMO $idi/F
HIdsE.

Bob [JEEA: Dr. Lee BIH AT I R E Y Bob M254). LAHH Bob f£
ExampleHMO ZRZH YLk, ExampleHMO ¥ffa P UL B AT AT G &, AREEF
A7 Bl A A A RE SE B 2 AT A s, 104 Bob 9 PCPID f1%% Dr. Lee fi45
POFHRE TR, FTLL Dr. Lee WA Bob HYiCskIF Al L#E AILL 741 SQL
EAERZIER:

UPDATE PATIENT SET PHARMACY = 'codeine' WHERE NAME = 'Bob';

Dr. Lee fufti% & B
Select * FROM PATIENT WHERE NAME = 'Bob';

SSN USERID NAME ADDRESS PHARMACY ACCT_BALANCE  PCP_ID

123-45-6789 BOB Bob 123 Some St. codeine 0.00 LEE

Dug JEfE, MayFIREARE Dr. Lee B[RS Dr. James, Dr. Lee 2% Dug HYJiC
S HEATRE [R] Y B

UPDATE PATIENT SET PHARMACY = 'codeine' WHERE NAME = 'Dug';
SQLO10OW No row was found for FETCH, UPDATE or DELETE; or the result of a query is an empty table

7% Dug #J PCPID KA F Dr. Lee HIWRIRIF HULE TATVFAIAL, Frll Dr. Lee AfiE
BEEBEH Dug HILE.

HE: ERTGRESIR ExampleHMO - HiREif)
{86 BT RUBIT i, L 70 60 T B WA 0 6 0 P A0 A8 1 4 21
., filtn, HFH DATAACCESS FUR B e F & H 1 Peter JLiE#&EE PATIENT FH
H AT .

Peter, Bob, Dr. Lee, Tom, Jane F John #% H % #2827 F SQL #&
1
SELECT SSN, USERID, NAME, ADDRESS, PHARMACY, ACCT_BALANCE, PCP_ID FROM PATIENT;
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RA I TIZ AN A BT, B Alex G RIATFIZ7 T4 Hi 4 b

PITFJE Peter & Z|M45 4.
SSN USERID NAME ADDRESS PHARMACY ~ ACC_BALANCE PCP_ID

0 record(s) selected.
R iZ R A 5 dEIF B Peter 40P EE M 01, (HMHASEAEF AL HREE.

P2 Bob FEIAILR 4
SSN USERID NAME ADDRESS ~ PHARMACY  ACC_BALANCE PCP_ID

123-45-6789 BOB Bob 123 Some St.XXXXXXXXXXX 0.00 LEE

1 record(s) selected.

Bob fENHE HEEEZMBE C%HE. Bob JET PATIENT fifa, T Xl PHAR-
MACY I ACC_BALANCE #I%i#z.

PITFJ& Dr. Lee & 21455 4E:

SSN USERID NAME ADDRESS PHARMACY ACC_BALANCE PCP_ID
123-55-1234 MAX Max First Strt hypertension 0.00 LEE
123-11-9856 SAM Sam Big Strt High blood pressure 0.00 LEE
123-45-6789 BOB Bob 123 Some St.codeine 0.00 LEE

3 record(s) selected.

Dr. Lee HAEHFMb EIRMEF LS. Dr. Lee JET PCP ffifa, Xhpam 1
ACC_BALANCE %I/ %i#.

AN & Tom FEIAYLE R4

SSN USERID NAME ADDRESS PHARMACY ACC_BALANCE PCP_ID
123-55-1234 MAX Max First Strt XXXXXXXXXXX 0.00 LEE
123-58-9812 MIKE Mike Long Strt  XXXXXXXXXXX 0.00 JAMES
123-11-9856 SAM Sam Big Strt XXXXXXXXXXX 0.00 LEE
123-19-1454 DUG Dug Good Strt  XXXXXXXXXXX 0.00 JAMES
123-45-6789 BOB Bob 123 Some St.XXXXXXXXXXX 0.00 LEE

5 record(s) selected.

Tom ®w]PIEH| A M A, Tom &+ MEMBERSHIP fift, ftiRHAGEFE PHAR-
MACY #I ACC_BALANCE #I|H it 4T fa] B4 i 5 A%

A2 Jane FBIRYZR S

SSN USERID NAME ADDRESS PHARMACY ACC_BALANCE PCP_ID
XXX-XX-1234 MAX Max First Strt  XXXXXXXXXXX 0.00 LEE
XXX-XX-9812 MIKE Mike Long Strt  XXXXXXXXXXX 0.00 JAMES
XXX-XX-9856 SAM Sam Big Strt High blood pressure 0.00 LEE
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XXX-XX-1454 DUG Dug Good Strt  Influenza 0.00 JAMES
XXX-XX-6789 BOB Bob 123 Some St.codeine 0.00 LEE

5 record(s) selected.

Jane W DI F A M G, f)E T DRUG_RESEARCH ffifh. X[k T SSN Al
ACC_BALANCE #l%ffi. (U4 BH RS 25 MM dl A=A Ta e mh, A4 248t
PHARMACY #i#ii.

DA John 7 B A 45 54

SSN USERID NAME ADDRESS PHARMACY ACC_BALANCE PCP_ID
123-55-1234 MAX Max First Strt XXXXXXXXXXX 89.70 LEE
123-58-9812 MIKE Mike Long Strt  XXXXXXXXXXX 8.30 JAMES
123-11-9856 SAM Sam Big Strt XXXXXXXXXXX 0.00 LEE
123-19-1454 DUG Dug Good Strt  XXXXXXXXXXX 0.00 JAMES
123-45-6789 BOB Bob 123 Some St.XXXXXXXXXXX 9.00 LEE

5 record(s) selected.

John W LIFFIFTA M. fli/ET ACCOUNTING fith, XAlk T PHARMACY 3]

HE: ERTTAGRESIR ExampleHMO - @241 [E
A RIS T AT RIBIT R 4 L OIRERIE, SR % A HER BB, Alex {E PATIENT %
QIR BT 5T Bl BRI,

5 ExampleHMO EAGE5C R HIBEFT b1 0] IFE R FLir a8 D0 T Vs ] A R Y B,
R Alex M1 IT HIBAEIEARE, DIIREE N SHTFA KR ER R, ZRE 240
WEBERBS, B I 22 A0 8 10 5 1Y it i B 00T,

B AL IR R VA7 RS BRI IR S e B 0, UL PR Af £ 6 3 £ B 2 AR 3P 9T
(UE BB VFAT B O T 32 VA7 DL AR A HoAl H 19,

Alex FI IT HPCKESZELL T ALAE:

CREATE VIEW PATIENT_INFO_VIEW AS
SELECT P.SSN, P.NAME FROM PATIENT P, PATIENTCHOICE C
WHERE P.SSN = C.SSN AND

C.CHOICE = 'drug-research' AND

C.VALUE = 'opt-in';

FE Alex FMit A9 BAQ %A 2 ), 7 AT DIEZ AL, L R i B s 12 A P
FEREASR B SCRYAT A AT [ 2 il SO U SR £ 75 Kl

Alex FEXFIZMEI AT LI T &2 Jn 2 F 2L 4 4
SELECT SSN, NAME FROM PATIENT_INFO_VIEW;

0 record(s) selected.

Dr. Lee TEXTIZMEISATA P EINZ 5 26 8 DL T 4R
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SELECT SSN, NAME FROM PATIENT_INFO_VIEW;

123-11-9856 Sam
123-45-6789 Bob

2 record(s) selected.

Bob 7EXIZME AT T &Iz 5 2R/ 2 DL T 4 4
SELECT SSN, NAME FROM PATIENT_INFO_VIEW;

123-45-6789 Bob

1 record(s) selected.

FE: ERITSRERE) ExampleHMO - %R %

134 ol e tdsm

WA N SR BOR 22 1, SRS A REAEAT AN B [ 2 i 72 SC AP ] X e ek B, e
1 Alex 5 ExampleHMO (40 TFA & Paul TG AT A RE ot B I 55 B2 AR
Fr B % 2 R AL

£ ExampleHMO H i FARIZ 2R AE R Ja, ¥l Alex, 2iHABE PR T Hi6E
R 45 B FAAR . ExampleHMOAccountingUDF J& SQL i & [l ' & SUAY B 4
(UDF), Hi1t PATIENT.ACCT_BALANCE E£AHMI{TH4#ES ACCT_BALANCE_MASK
H.

e BB H %41 UDF, Alex 1 t5%5 UDF (1 Paul i1i UDF, DIfiff
UDF H i #AE R L4,

4 Alex NN L 2N, X Paul £2 7 RGHAL, LI Paul nJRIK UDF 2
A5 K44 UDF:
GRANT CREATE_SECURE_OBJECT ON DATABASE TO USER PAUL;

FEl# 44 UDF #i¥ UDF WA %4 UDF, L TRkERT
CREATE_SECURE_OBJECT #{JR.

Paul 8% DI %G

CREATE FUNCTION EXAMPLEHMOACCOUNTINGUDF(X DECIMAL(12,2))
RETURNS DECIMAL(12,2)
LANGUAGE SQL
CONTAINS SQL
DETERMINISTIC
NO EXTERNAL ACTION
RETURN X*(1.0 + RAND(X));

Paul 2748 1% R B LB R 22 4 R

ALTER FUNCTION EXAMPLEHMOACCOUNTINGUDF SECURED;

Alex BUTEMBR I 537 €2 #59 ACC_BALANCE_MASK, DI UDF:
--Drop the mask to recreate

DROP MASK ACCT_BALANCE_MASK;



CREATE MASK EXAMPLEHMO.ACCT_BALANCE_MASK ONPATIENT FOR

-- Accounting information:

-- Role ACCOUNTING is allowed to invoke the secured UDF

-- ExampTeHMOAccountingUDFL passing column ACCT_BALANCE as
-- the input argument

-- Other ROLEs accessing this column will strictly view a
-- zero value.

COLUMN ACCT_BALANCE RETURN
CASE WHEN VERIFY_ROLE_FOR_USER(SESSION_USER,'ACCOUNTING') =1
THEN EXAMPLEHMOACCOUNTINGUDF (ACCT_BALANCE)
ELSE 0.00
ENDENABLE;

HAT PCP 1k Dr. Lee 4570 FHIZ5 M 4MH7 I 2 XMIERHL. DrugUDF & [f S 1
258, fEi%, Dr. Lee %78/ DrugUDF ) SELECT i/ J5 2 7Rt
SR AR ARSI R R PATIENT %25, IR 140 05 50 K i A4
AR 1 25 S A,

Dr. Lee [] ExampleHMO IT A RAIZLEEEH R Alex EUA LILTERE T R [R] AL,
Alex %1 Dr. Lee, f13 UDF AR%4, MBATJCibfUeArifl, R & i i 2 4 AR [a]
A RER [ 45 R4,

Alex 5 Dr. Lee fllfiG# Paul ¥i#F UDF, LIHi{f UDF thi#fE 2240, 24 Paul
SR A Alex 2T ) CREATE_SECURE_OBJECT 454X}, Alex %3k Paul ¥ UDF
W% K4 UDF:
--Function for ExampleHMO Pharmacy department
CREATE FUNCTION DRUGUDF (PHARMACY VARCHAR(5000))
RETURNS VARCHAR (5000)
NO EXTERNAL ACTION
BEGIN ATOMIC
IF PHARMACY IS NULL THEN
RETURN NULL;
ELSE
RETURN 'Normal';

END IF;
END;

--Secure the UDF

ALTER FUNCTION DRUGUDF SECURED;

--Grant execute permissions to Dr.lLee

GRANT EXECUTE ON FUNCTION DRUGUDF TO USER LEE;
Dr. Lee W] DU i iy H AT DU A (0 16 1% A 4
--Querying after the function is secured

SELECT PHARMACY FROM PATIENT
WHERE DRUGUDF(PHARMACY) = 'Normal' AND SSN = '123-45-6789';

PHARMACY

codeine

1 record(s) selected.
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HE: ERTFRESIR ExampleHMO - REfR% 3%

136 Hofn i e tidgm

FEBIE T AT 57 e P A 3% B2 SO & f bR He e i), HetEE B Alex 5
ExampleHMO ({585 I % & Paul 1518 W0 A RE Ayt 1A 357 0 55 17 PR P 0 e 222 4 i
o

Alex 521 FER I T 8] PATIENT £75% AFTER UPDATE fili % g8, IHfil & 2544
WiH ACCT_BALANCE JIJf /i R ig 5%,

Alex X Paul i (Paul FAQE LA AR A DTRAL) , AHAEAT RIBTT ] 52 R4
(2 e SCIAR ATl & #ARI0 A 24, Paul I Alex A6 A5 fil & & M ERAE IF A A L fil
R,

ExampleHMO_ACCT_BALANCE_TRIGGER /it PATIENT #%{fj ACCT_BALANCE
B RO Z AR, 1% A f 8RR IR Rk T A B AR B A
ACCT_HISTORY #*,

Paul Q& 1% il A& %

CREATE TRIGGER HOSPITAL.NETHMO_ACCT_BALANCE_TRIGGER
AFTER UPDATE OF ACCT_BALANCE ON PATIENT
REFERENCING OLD AS O NEW AS N
FOR EACH ROW MODE DB2SQL SECURED
BEGIN ATOMIC
INSERT INTO ACCT_HISTORY
(SSN, BEFORE_BALANCE, AFTER_BALANCE, WHEN, BY_WHO)
VALUES(0.SSN, 0.ACCT_BALANCE, N.ACCT_BALANCE,
CURRENT TIMESTAMP, SESSION_USER);

END;

21 ERAY John AR B H: SSN & °123-45-6789° [JH#E Bob AYIK T A%,
John 7EPATH BT Z Hi&F Bob [1EU:
SELECT ACCT_BALANCE FROM PATIENT WHERE SSN = '123-45-6789';
ACCT_BALANCE
1 record(s) selected.
SELECT * FROM ACCT_HISTORY WHERE SSN = '123-45-6789';

SSN BEFORE_BALANCE AFTER_BALANCE WHEN BY_WHO

0 record(s) selected.

SRIG John FATH I
UPDATE PATIENT SET ACCT_BALANCE = ACCT_BALANCE * 0.9 WHERE SSN = '123-45-6789';

2% PATIENT b ST filseas, P DU B & fil kb a9 il i 5 LT
SECURED, ff LUSCE5E 8 T # 8. John fEHATH B 2 )5 &HF Bob KK
SELECT ACCT_BALANCE FROM PATIENT WHERE SSN = '123-45-6789';

ACCT_BALANCE



1 record(s) selected.
SELECT * FROM ACCT_HISTORY WHERE SSN = '123-45-6789';
SSN BEFORE_BALANCE AFTER_BALANCE WHEN BY_WHO

123-45-6789 9.00 8.10 2010-10-10 JOHN
1 record(s) selected.

FE: ERTHFIAEESA ExampleHMO - #is5HR
VERZEMEER R, Alex MFTHEHIFTDIAIEZ XN EM AN, SHFLEQE T ZENEZ
Ja,  Alex FHAUES AT TR EicdE e B9 A RR.

BT R Paul ESEMUT KIS, Alex SLRIEGH Paul f9QTEAR:
REVOKE CREATE_SECURE_OBJECT ON DATABASE FROM USER PAUL;

AR Paul FELUG TEIHE Z X R, I AMAFRRE Alex iFHRETRIEAR,

HE: ERTGRESIF ExampleBANK
BTy %A ExampleBANK (—HA7 Kt % 7 FIVE2 AT ROBUTHLID ) M0 A0 3)1
B0 R 3790 4. ExampleBANK G A7 A191 T 5 e (R JE 00 e e Ik 7
DT F BRI A P R DA S S 55 4

AEERE B, AF R A AAE B BI4Z (I ExampleBANK ) {XAE L5 HIGE (Y 2 Aif
EREHALPHNEE, WHEARPHEILE, EF MBS EURIE P &S
S NAG BB RRE F A R A AT X S SR AR B R G 4AAT

FE: (ERTASIAEE ExampleBANK - 450
ExampleBANK  #i¢ {540 22 4> S o S B0 DB2 i A o A7 K 1y o) BE A8 1Y 22 42 5
b

X B2 4 MR & ExampleBANK Y B ALFITECE SRAPOIEE, 28— FI R T 3K 26 5 A1l
ExampleBANK  FIT [t (s, 55 — 8k 1 fif eI A DB2 47 M85 ] (RCAC)

YIREHBIE,
#9.
MR R 2R A MR BT T AT i (a2 I Th e SR

B ATV [ BUR F AU B2 A0 P 48, HE gl 530 | nf DUSEELAT O/l A DL 4% IR 2t ) o] DA B AT
W AVER BT H AT R P BYE, Wk | R EA T,

EAAVEE R4+ ExampleBANK [T H %
J

& P RS RR A A K P SR AR PR | 3R & IR 5 AR

A fevim kS, o AF ACCOUNTS.ACCTUPDATE [ &1 4B 4E
ACCOUNTS.ACCTUPDATE AR ILA FARE | S8R, 84T DL 2 368 At ot s ik SR B
7. AT TR e R

AE: ERTHSAEESIR ExampleBANK - #izEA AR
T HES, L AR NS ExampleBANK #fl, X4 A BAANFE AT H AR,
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ExampleBANK SZB T H: % 4= 3em DUKE St 28 1 vl e 1) 07 U047 2026, X 8l iy iy
¥ TR] K 2 T U (] B dE B9 P A BT g B DL K 8 TR B8 T TR R A
ExampleBANK Al & T 3114408 22 A €0k 7 Bk LB 37
TELLER

FORIMATOLE 1 AN 1.
TELEMARKERT

FRRIEEHA R,
CSR

TR PR AR.

THIN B ExampleBANK £ ifs:

ZURBIE
ExampleBANK 9% 7t 57103%. /s T CSR fiifa.

NEWTON
ExampleBANK ZATHIH 2461, /g T TELLER fifa,

PLATO
ExampleBANK HLIGEHI A 61, f2J&T TELEMARKETER ffiff,

AR R A Ty R R AL R ] SQL BRI Rl 4, 1 B £ 48 i P AR RO X Al
(RESR R TIN:IE S

THIRE] SQL iEAMEE RGO AN /1, X4 SQL A AIE &AM I A X
S P42 T4 ExampleBANK cffs FEH B & Fh £ 89 SELECT 7 RJAL:

--Creating roles and granting authority
CREATE ROLE TELLER;

CREATE ROLE CSR;

CREATE ROLE TELEMARKERTER;

GRANT ROLE TELLER TO USER NEWTON;

GRANT ROLE CSR TO USER ZURBIE;
GRANT ROLE TELEMARKETER TO USER PLATO;

FE: ERTGRESIF ExampleBANK - i E%

138 Hufin e i e tidsm

IR EANYE ExampleBANK $#EH M A %: CUSTOMER #Hl
INTERNAL_INFO #.

INTERNAL_INFO FfEi#4 %4 ExampleBANK TAERVEL AR5 B, I R¥#%E
INTERNAL_INFO FEH L1 44
HOME_BRANCH
HR BT AE S AT AR,
EMP_ID
HRLBAbRIN,
CUSTOMER EFHAANF 115 B

ACCOUNT
NS



NAME
CIREL S

INCOME
A,

BRANCH
&P ZATIRA,

FHURH] SQL WAl CUSTOMER M INTERNAL_INFO 2. J4H2F %12 I i f
SR RPN EI T
--Client table storing information regarding client information
CREATE TABLE RCACTSPM.CUSTOMER (
ACCOUNT VARCHAR(19),
NAME VARCHAR(20),
INCOME INTEGER,
BRANCH CHAR(1)
)s

--Internal_info table which stores employee information

CREATE TABLE RCACTSPM.INTERNAL_INFO (
HOME_BRANCH CHAR(1),
EMP_ID VARCHAR(10));

--Grant authority
GRANT SELECT ON RCACTSPM.CUSTOMER TO USER NEWTON, USER ZURBIE, USER PLATO;
--Insert data

INSERT INTO RCACTSPM.CUSTOMER VALUES ('1111-2222-3333-4444', 'Alice', 22000, 'A');
INSERT INTO RCACTSPM.CUSTOMER VALUES ('2222-3333-4444-5555', 'Bob', 71000, 'A');

INSERT INTO RCACTSPM.CUSTOMER VALUES ('3333-4444-5555-6666', 'Carl', 123000, 'B');
INSERT INTO RCACTSPM.CUSTOMER VALUES ('4444-5555-6666-7777', 'David', 172000, 'C');

INSERT INTO RCACTSPM.INTERNAL_INFO VALUES ('A', 'NEWTON');
INSERT INTO RCACTSPM.INTERNAL_INFO VALUES ('B', 'ZURBIE');
INSERT INTO RCACTSPM.INTERNAL_INFO VALUES ('C', 'PLATO');

HE: ERATSRESR ExampleBANK - TR
ExampleBANK (%5 4P H GUM i 6 ATV RTRC (A7 RIS Bl — 480 ) e FF
W IRRVECHR L. 7V DRG0 1 80 P O BRI,

RAVFH A R AR KSR RE P8, SOVFRISHESE 51 CSR (M iR5 103 )
HERGETITA ExampleBANK % /7, {HALIEHER 01 AR S HIK S,

TTVF AT RO AR 3 B80S B 22 1 D P R BR il 8l 84T, 7E ExampleBANK H, 471X
¥1E CUSTOMER % @l g — AN ) £ FR 1l

L VB R SEBL R ST VR I, LGRS B 45 E A i T BR o R B R A A7)
AR R H 25 R 4
CREATE PERMISSION TELLER_ROW_ACCESS ON RCACTSPM.CUSTOMER

-- Teller information:

-- ROLE TELLER is allowed to access client data only

-- in their branch.

FOR ROWS WHERE VERIFY_ROLE_FOR USER(USER, 'TELLER') =1
AND
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BRANCH = (SELECT HOME_BRANCH FROM RCACTSPM.INTERNAL INFO WHERE EMP_ID = USER)
ENFORCED FOR ALL ACCESS
ENABLE;

CREATE PERMISSION CSR_ROW_ACCESS ON RCACTSPM.CUSTOMER

-- CSR and telemarketer information:
-- ROLE TELEMARKETER and CSR are allowed to access all client
-- data rows in ExampleBANK.

FOR ROWS WHERE VERIFY_ROLE_FOR_USER (USER, 'CSR') =1
OR

VERIFY_ROLE_FOR_USER (USER, 'TELEMARKETER') =1
ENFORCED FOR ALL ACCESS

ENABLE;

et AR, BMEERETIFIIR G, AR IR T A&, B2
XFRE ST ATV SRR AT VF AT AL Z Ja, A= Y ATV ATAL, 4 PR A8 B 63 b Z0 ST
RIS 1% 1F AT A

--Activate row access control to implement row permissions

ALTER TABLE RCACTSPM.CUSTOMER ACTIVATE ROW ACCESS CONTROL;

AE: ERITGRERR) ExampleBANK - 515

140 Hod e e e tidgm

ExampleBANK % 4 Ph 4 B 613 1 (i SRS (AT ANGIT5 42 00 0 — A peF ) ket — 28
BR il KBl s ). R Al Fo e A sl AR A 7 O ] 1 s, 7 DU 81 D K 4 47 A s e
A [m] 1) A s R B e

FPRSAGE A LA ExampleBANK REFHIFIAE S, (HEAIVFHF FIRGFAGEE
FoRBAKS, BRAMATELEE AR E 1 AT,

TR I R SEBLDL T AR, DUGERE & IR 55 AR IR 1 O R R & & A T 1A R A A
AR
CREATE MASK ACCOUNT_COL_MASK ON RCACTSPM.CUSTOMER FOR

-- Account number information:
-- Role customer service representative (CSR) is allowed to
-- access account number information only when they are using
-- the account update application. This application is
-- identified through stored procedure ACCOUNTS.ACCTUPDATE.
-- If a CSR queries this data outside of this application, the
-- account information is masked and the first 12 digits are
-- replaced with "x".
COLUMN ACCOUNT RETURN
CASE WHEN (VERIFY_ROLE_FOR_USER (USER, 'CSR') = 1 AND
ROUTINE_SPECIFIC_NAME = 'ACCTUPDATE' AND
ROUTINE_SCHEMA = 'ACCOUNTS' AND
ROUTINE_TYPE = 'P")
THEN ACCOUNT
ELSE "xxxx-xxxx-xxxx-' || SUBSTR(ACCOUNT,16,4)
END
ENABLE;

et e, QRSN G, AR AR DIAEEZSE. B
X E SCT FIHERS B R BAE SRS 2 J5, A SN S, 2R B 50 RIS
1z



--Activate column access control to implement column masks

ALTER TABLE RCACTSPM.CUSTOMER ACTIVATE COLUMN ACCESS CONTROL;

HE: ERATISRESE ExampleBANK - #iEES]
A BT RBP4 610 T B WA 0 6 0 P 440 78 10 4 1
S, M, Newton REHANB, it FAET BV I K ATINRIG B P04 ST HCHR.

Newton, Zurbie Fll Plato £ H i 3% £ 54 E 21721 SQL #ify:
SELECT * FROM RCACTSPM.CUSTOMER;

BE RGBS AT I AR U A TR, o 22 a8 2 B3 B2 A9 A A0 817 T 2 il

Wi X e A iy

PIF /& Newton & 2| {145 4

ACCOUNT NAME INCOME BRANCH
1111-2222-3333-4444 Alice 22000 A
2222-3333-4444-5555 Bob 71000 A

2 record(s) selected.
Newton YERFAT A W8 3 HAEHE 28 T1% 2 47H ExampleBANK % /7,
PITF /& Zurbie #2454

ACCOUNT NAME INCOME BRANCH
XXXX=XXXX-XXXX-4444 Alice 22000 A
XXXX=XXXX-XXXX-5555 Bob 71000 A
XXXX=XXXX=-XXXX-6666 Carl 123000 B
XXXX-XXXX-XXXX-7777 David 172000 C

4 record(s) selected.

Zurbie TENE FIRGSAEATIFEIRGEH A ExampleBANK % /', {HFE ANE|X LK
P e kS, BIEMM ] ACCOUNTS.ACCTUPDATE W HEF. FH N EE
ACCOUNTS.ACCTUPDATE (4l & H T I Arify, Bt DURE RO ST ik 5

I Plato 724 R 4

ACCOUNT NAME INCOME BRANCH
1111-2222-3333-4444 Alice 22000 A
2222-3333-4444-5555 Bob 71000 A
3333-4444-5555-6666 Carl 123000 B
4444-5555-6666-7777 David 172000 C

4 record(s) selected.

Plato {5 LIEHES 1] DI B RS RIPTA ExampleBANK % /7.
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% 5 8 ETRSHEEES (LBAC)

BT SRR R] (LBAC) ROCHE S T RXTHFLE Fl F AE 5 15 1) Bl i 2. LBAC i
TSRS HE B LA E X T A AT A S EA B YT MY P AL RA BT A

LBAC HjIhgE

LBAC JJRERIHC & fI 807 (8, wl DU X E ) % e 30 b AT hl. BrA LBAC Hit
B AR 22 VEE B b GXRYHET SECADM RUREY M) ST

GRWER TGN B LR S AR E LBAC RS, LRbr5H M — T Xt
%, FoR T H0E PO NAZ VT RO B S F. B, e pF el DO T RS AR
SEHBI TP BT AR e BRI H . 204 S WA R (92 A B S AR 2 P i 8 5 1]
MR R ) A, RRRMA S - Pl RSl ML -4k, HEedl
= A2 R R R AE, EARIR K93 0] LA H A [R] (9 22 4 S PR 47,

DI LR 25, ZeME M S RIER N L2 SN &, XX % 2 W
WA ES Sy, Zeir ST Ren Al ., Zetn s RRNA 22k iE, o
DAKE HE PG B 7 5t B (00 7 1 S W2 1 RE T (] 05 Sl ST P <0 9 0. ol
AR E B R A R R RIS RO R T H , DU 52 TR 1% 7 1 Bl
AR AT AR B 22 2ehn 5 LUE R MR S# AT LI & %5 B, LBAC MR, BMARY
VBRI AN, MRS RARRLE (BMIRSEFR R R F R
)

—HEIE 2 2R, ST DL S & RN R AT S LR 3747 e AR 2607 o 1Y
B, 22 ehn SRR BAR IR N 2 R R, eV B b R 2 e in e 5 T
FORSVFZ P Ui Z A PR, M P 2l ] sz R R iy, % R 2R S
K5 TRz EE B % e S U T He . T AT DRI OS5 K5 BEL 2 — R0 % 2 m

T

RF=THP AOSRARNAA 2 ZERRNZetn T, B, X LMEEr
ARG, — A, s R 2] DI — A S AR 5 R — A 5 5 [ AU

T

L VA B GGE AT DU Se R AU T FI . SR BR AL VR P U W) % AR5 T RE R SRV
[ 32 R AP, Zebn S MRS N LBAC il

IR ARV LBAC EUEA SR B9S2 PR 781, DTl R, I B & AR
5|

Jho

IR LBAC BIEA AR VF U 2 R 5717, 84 DB2 24 IRSEq T/l A AN FETE.
BT AR SQL #E4) ({445 SELECT, UPDATE 5§ DELETE) H#}AfiE sk Hf Ly
17, B R RERB & 20 LBAC EIEA RPN T, Flin, COUNT(*) pRECR
Hk [ 8 B B AT 4.

#LEFN LBAC

A PGS R 2 R 3 3 8 AR EI BB AE XS 2 (R 3 e 2 SCAORIEL, 24 5 [l ik BE AR s, K i
ST L FE R LBAC 18347, (i RS LBAC FEiFi RS AARIN AL LBAC 4%
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E. Vil — R A P e B SR MAT, XA LBAC EiiE.
5| ML RF0 LBAC

AT T AAAED | 58 2 A e 5 1 S LBAC LI

o HIM) 1 AXE P ERAE R R LBAC RV IRIEUN, XA Tk G BRI
974

o M 2: RXFNERA AR LBAC BRI,

o HM 3: X TEMAT CASCADE #AERF, Rl LBAC SHUN, filtm, s~ il
BTk, iR LBAC 5L JCIEMIBRAEAT 735, IRARLI1% 2 8] JR M R 45
TEIF R SR,

£ LBAC BEYTF6ERSTH

i LBAC FEATHUNRIRA — RIS, 307 i i A R AT % 2 5 81 B 7 9 A
A BURA RO T TR SR L e bn S A, G, R A B A A R e
R, I E R R Zatn s 16 Mty (RS 8 4
F) . WAT LR SIS IEAR T ZH) VARCHAR FIRALHE, AT DX R L T #Y
SRAKE AT E R 20 AT 8, BTRERAN W+ 4 ET, H N
TR T IR R 9 22 4 R 1 LR R

i/ LBAC FEANZ R — AR, S % ebn g onds (B, & 58kl —
EAFfEE SYSCOLUMNS Hor#er ) . stonHilamt i T IR IMZA1 ) 2 A5 5 1pn iR,
FERLAEOL T, TIPSR = AT AR A7 i A T 4.

LBAC B EZ A
LBAC ZKIEA SRVF I I8 B 315 [l 42 il 2% 1k 77 [n] 1 25

B ARETCAGEBCEA 2R, AR R EEIOZR RS - RIf5E LBAC
VEIEVI I AT RIS e,

* LBAC FEUESUR X 2 g Bdls v, e MR mR R 32 5 e 1 v ]

TR F B N, ANt d LBAC $RIE, RIME %R SO0 4 (0 & 52 B4 Bt 7
1.

o @i EdER, Aefif LBAC FEIE, ARG DI RS T& 0, BN AT
il LBAC fRepIhaE A2 LALAT 7 SRR B 45 AR AT s . JFH, & b
Bt A3z LBAC frip. HABEE AR A 2 R4,

AfEM ] LBAC SRR F ST 2R %

- Ba
B RN %
S

REEXTURFRY I LBAC {R4P3)fE
LBAC #7128

=

http://www.ibm.com/developerworks/data b 7ELERBEIHFE AE T T LBAC A
%, #HAEFR N DB2 Label-Based Access Control, a practical guide,


http://www.ibm.com/developerworks/data
http://www.ibm.com/developerworks/edu/dm-dw-dm-0605wong-i.html

LBAC ZR=RE
e VA B 0%l 1] %2 4 SR SR R SO R B 4547 5 AL BT S IR P A RA B
[AIACAY L
fry U INEg VR SR
o FESRME BT A 1 2 abn T R L e An S AL
o TE BB 22 RS AL P A AL
o FEV ] M BT O 7 (9 RO I A AT AT o
o RV [] % 42 SR BT OR3P R I 2% SR LB A 22 b S ISR BR AR filtn, 1
1o 22 4 SR P ) 5 P BN B T C AL Y 4 e 5 R T IO,
B Z ORI RALAA B RA — DS HRRE 2, 2% 0T b iz
AR T LA W E bR S RAP, JEH, S OR3P R Y B A e #R R 12 5R e A
W, FE BB AT LU 2 A 2 A R, (B R RE LRI 22 A 2 4 SR SR A P AT
HIERE.

IR REE

AR Z 2 E A A A EZ %KM, )] SQL #E4A CREATE SECURITY
POLICY EAld4245ms. 7E4ifT CREATE SECURITY POLICY iEMJHI, A/ifE: %
LR R 1 & AR A, A 2 4 TR W B 51 s 2 A 0 G A 48 s 4 A 2 T Y
ARATAE e 0 sl ot 06 R, (HAEQIEEAT A N E BRE (i SECLABEL) %2550,
SRV 2 P O 2 LY

ST AR 2 A e, T QR % A bR R P AL,

MERE R

LR B G AT LI il ALTER SECURITY POLICY if AR AB I % 4 .
MRk 22 4 R

SSB AR Be AVEAS T B RN 22 & e, BT SQL i) DROP M %2 4 e,
A2 4 oM SAERTARAOCIG, AR RAERTHR) | B AR REMIBR I 2 4 i

LBAC Z&irS A4
24t BALPERALOE TR S TR ] (UBAC) IEURFERS %, %4 br B 4L M2t
S %2 2
e G L T DA TR 0 4, T D 132 26 A i 54 JF P 2 35 AL W
AR, 2 PR ST 1 0 45
o P A (R
o P BT
o PR SR
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Al R ELE BT SR TX AT DL TR B LS g e A, IR n] DA 4
O dept HIALPE, KA & SOZA MR I LB TR E A A P& ET, Ra,
KA dept (45 1EZ 2 KM,

Lo S A TCF R Z AT VR — R R

il FREELEANN LS A T IATUAILE: Top Secret, Secret, Classified F
Unclassified,

IR eHRSAN

LR Z e E P R A Rl L e 5 a4, #H SQL &% CREATE SECURITY
LABEL COMPONENT kAt %4455 4 1.

A bR S A, A

o TR

o H{FRYZER (ARRAY, TREE & SET)

* I ARVFILR M E RS ER

o XFF2A ARRAY Fl TREE, WA RA LRI LM 10 &

A7 2 T4 E, RIS Mok G e 20k, B TR, A E R
bR SRR EE.

HERYSEE

B =AW 2 b S A

« TREE: HAT0RE R — 75

* ARRAY: BMILERFRLEHEZIE EH—A 5N

« SET: BN ILERRRESFH RN

I PR T R AN B 2 ] I AN TR A o O e AT s, dm, SR S A el ] 1 DA i
INEIHE AN EAERTT, BT I F] TREE KB E, 3552 F R EBA ol 25 4

ORI, AR EREIRA M IR R ARG, I LI ARRAY ERIA)
A, RN, MTAEAAMEELG, SA - TR T A1,

RN VR 5 B (R4 0 3R T 2 1 (56 R A9 TR 8 ) A 1145 1 M 0 e
Hi .
EREFSAN

FAVER T BT U ] ALTER SECURITY LABEL COMPONENT iE 41 % A& i 22 4 5
SAM,

Mk LR S AL
SR AR T 5L R 22 bR S 4L, T SQL V4] DROP Selbh % 4475
41,

RERSHEBZER: SET
SET f— MR AR SAERI, B LIS TR S WU H (LBAC) %4 Heuk e fi
Al



SET BRI T FRI e R 02, A DIXT b 2E20 001 J0 = AT RO ME — FL B AR 51 3
ERHERENITLR”,

LBAC Z&£#rS2H{FZEE: ARRAY
ARRAY J& —FhZtahn s g2,

TE ARRAY BRIP4, QURA SR ITR T & LT 28, 5 PIIRIIR
FifE e, Ba — MR IR EARE,
AR A S mycomp & X
CREATE SECURITY LABEL COMPONENT mycomp
ARRAY [ 'Top Secret', 'Secret', 'Employee', 'Public' ]

WA Ay JE R R # LA T S i 2 2

fen
Eid

h

;l

Top Secret

Employee

Public

_Vv
i

FE ARRAY ERIMA M, JTRAM I Z A LA A2 56 &

=T WRILE A £ ARRAY THHHEAEILR B ZAl, 20K A BTIR
B.

BF WRILE A 7E ARRAY FHFHBEILER B 2, BALR A RTILR
B.

LBAC Z£#rS4HMH2E: TREE
TREE f—F4 bR B4R AR, AT DMERE TR 2 0 Vil Bl (LBAC) %4 oot
i,

f£ TREE A, JTRYPM N LIM St T7 XHESI. fE95 % TREE KR4I &
MOCRI, AR ECAEMA IR T, ME—GISNRE — 1 IuR, DUk IR E
ARE) ROOT, XA, wLAEHS LIM St 7 sORAGUT R,

B tnRASF mycomp E LH:
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'"Corporate’ ROOT,
'"PubTishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate',
'Development’ UNDER 'Software',
'Sales' UNDER 'Software',

% 5 = EFHREMmVIER wBac 147



'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales’
'"Home Sales' UNDER 'Sales'

)

VRSB 3 2 S RS SR U

Corporate
| |
Publishing Software
| | |
Development Sales Support
|
| |
Business i Sal
Sales ome Sales

f£ TREE FMAYAPEH, JURAILZ A ] DI T A2 B A 6 &
R WRILR B LUK A TH, B2ILR A ZITR B ML

5 KRR Business Sales JLE 14
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Corporate

Publishing Software
| | |
Development Sales Support
Business I Sal
Sales ome Sales

FR MR ILE A EXR B N, IBATE A 216X B 71X,
. HE SRR Software LR FAL:

Corporate

Publishing Software

Development Sales Support

Business

Sales Home Sales

B WREATEER DA, BAEATE AR AL
f5l: BEE WK Development JGE Y[Rl L

% 5 = EFAREMmVIER wBac) 149



Corporate

Publishing Software
| |
Development Sales \ Support |
|
Business I Sal
Sales ome Sales

B WHRITR A BILER B B HEILR A B B BT (KL
flE), 2R A ZLR B AL MOTEEM I AR A HE T

5 K E 7~ Home Sales JGZ UM A:

Corporate ‘

Publishing Software ‘
|
| |
Development Sales ‘ Support
|
Business I Sal
Sales ome Sales

B WARITR A R B B, SFEMRILR A B B BTUTU (IKIEE
#), WAxLHE A Z2LEK B MR,
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5 K Es Software TG G

Corporate
Publ!shing SoftLare
|
Development Saies Support ‘
|
Busiless | ‘
Sales Home Sales

LBAC Z£iRS

FERTAR SR VI HER] (LBAC) ™, Zpn S T ilid — 410 ke 22 4 2 1 i e o X
R, Tt EO TR LR R, TR T T LS T U5 R 3 4R P
¥

4 2 U 2 AR P AR, AT 2 s 5 K S TR IR B Y 2 e hn S AT
Fei. MT AT R 2 2bn SR L2 — B Zetn S, W MY %2in 5 el
I, PRI R,

TG AR FHEN AR — A% W AU, T 1% % 4 s P A B A AL R R
W& —ME. Zebr Al TSP ERAZA I LR 0 AEE A ITTRISIE,
ARRAY RRAMFMEALAEE 0 A~ IuR, HARMAETNUA 0 S lZ4 0
K. RUTAEMICR ME R A 2.

5l iR TREE 28R40 478 =/-JC2% Human Resources, Sales #lI Shipping, ABA4 1%

AR — LA R R

* Human Resources (BT ALK )

* Human Resources, Shipping ( 83 IFLL LR AR AL G, FF &R 2R IER —
JLR)

. ZH

FiE Lo g B MZE S — M e, Elin S E N DL LR 22 g

82 LBAC MUNSEME R, EPHeIi b LBAC Z2bn 5 iy M 24t 744 5 an

AT LB PRI B
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B 2B VR T AR SUA AT R I, EATTHR O ARG 22 2R 5 (AR A T2 A 1Y
.

tRRERS

B e T A e Z24r 5. A SQL i) CREATE SECURITY LABEL
KL enT, BIRLEeiR TN, &R

© RS H AR

o EEIR T I L R

s BEEREH S-S HA N E

XFARMURIE E EAE, BECNEAZEHE, ZensUbiE20H — M EEE.

HERERS

REEREZ erS, BN Zen s —FkEMRe, REEHE B2, %4
P45 P G R] DIAE ] ALTER SECURITY LABEL COMPONENT iE ) k160 26 47 21
HA1E,

MR R EHRS

U 22 VR B A REMIBR % 2455, ] SQL 54 DROP RMifrZ2trs. T
T M B TE P SR O 7 el 128 P AT A 7 2 P 9 R0 Y %2 b 5 Bl S AT IE g — A el 2 4
BiDRETI KRR TR

BYRERS

AU 2V M A REf Eetin ST P, AgifmE. A SQL ) GRANT
SECURITY LABEL {2 V% &brT, & TR S, ol LR HAR A % 25,
G M ZER S E RGN ZRR 58T, TR -FmHEE, e, ddme
AREPIA ] — L 2K P 2D L 25,

HHRERS

AU R B A R . A BN Zeins, B L e T, W
fil SQL /%) REVOKE SECURITY LABEL,

SRERSREVHERE

TS B 2T R SYSPROC.DB2SECURITYLABEL, X H1E
SYSPROC.DB2SECURITYLABEL 5 VARCHAR(128) FOR BIT DATA 2 [A] 47 %k d
et

BERPRBNRERS
AT L FH LA R s P A 0 5 2 5

SELECT A.grantee, B.secpolicyname, c.seclabelname
FROM syscat.securitylabelaccess A, syscat.securitypolicies B, syscat.securitylabels C
WHERE A.seclabelid = C.seclabelid and B.secpolicyid = C.secpolicyid



ZERSEIEI
AR e I AT DL A AR R0, BT, AP B B0 SECLABEL B
BRI

LB G PREFR AT, X LE AR T

ﬁ#ﬁmMEﬁEﬂﬁm Ft B IR IT 5244 560 () CREATE SECURITY POLICY
B HR A 24 21 7R I AR [R]

© LR IZILRIARER

© RRAHKITRBES (1) 25

o MR E ARG T 2R, BAKIBEITREAERES (0) FHAES
(,) I
ZEE—-XMEES (0) For

A ERREKEE - DEERS, LR DT TR = A A A A
Level, Department fll Projects, %Z4tn5 @& T AE

£ 10. Z2pr 505 OIE

A L}

Level Secret

Department ]

Projects  Epsilon 37
* Megaphone
* Cloverleaf

XL R S E LR LU A

'Secret: ():(Epsilon 37,Megaphone,Cloverleaf)"’

Wnfatk%; LBAC z%éﬁ%

AT W) 22 T s 5 [V 42l (LBAC) {37 9 X, %mUMC FEUEK 5 —
AigAﬁéﬁvﬁﬁ%h,U@ SR ZE LI, LBAC SRl A RAL 222
PRSI0 A RAT AT SR BRAL,

AR AT AR L8, LBAC FEIIERT DL A5 0] 42 & hn 5 1T HL R, LBAC %
IEAR AT DL 5 A G Ia) 2 e bp S AT LU, S AN BR SR E WA WG B, 4
VERR BT Z R HLBehsT, AUk HE Bt & B R AT 17,

ERANRERS

B GANE 2 5ot S, BRH 22k E 25 T R 1% 25 ST .
bR B4 & F A6 1

o EATE T T I E  A uh

« EREM R (ERE) 2T,

R B i B S PR B RS, TR AR B B 22 2 5, BT A 40 o 2
fi.
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IMATEEATEL ]

LS M BN A AT, R Z 2 SR A A BA EH, e fuE A=
., XD HETRAR, KT LBAC HUNE D@ S Nk E: A MHE W
TER R ZWA AR5 P [F — 4L E A A UKL ZE. AR E B2, A9 LBAC
FEUERL 2RI % e hn 5 2R,

VEAT HUBRIH I LBAC AU SR AE 22 2 SR R Y. BT A0 A 7 LA R s A AL
ORI AT = B e R ey WU K SY: OF fipu

G BRAL X LA R B R

AR A T B E R A e BR A, IS AR U TIZ R, FF BLABE (P (A
AEBIERN % 2hr 5.

~f5l: LBAC #WI4EE DB2LBACRULES, 4 KusA MM, — A2
ARRAY, 75— A@Hr2AA TREE, C.87 M X #L DB2LBACREADTREE (14
BRA, 1ZALNZE 8 TREE 28RV B AR R, ani i P 2l iz (R 4
B, MBaTieiZ M TREE A AmE (R = E) , WASHER, X &R
ARME FZH, P RS AT DL AR 52 2 Bk T35 1 ARRAY AR,

LBAC # &4

LBAC

154 Wl e tidsm

LBAC ML 2 B2 4 b 5 IN L0 TR — L e SCHLON, FEXS A 22 b 5 B kA T
PR, K fe TR0 46 mp A — A~ e 22 A LU SR 1 5 — (R 7 BELIE 75 — ML

A~ LBAC MU SEHRHHME— B #FRbRiN, QI 22 AR, 0TS E 55 12 R s G
Ry LBAC MU, Xz oms By 60 8 19 % e hn 5 BT/ B9 4T ] L B KE 4 T 1% LBAC
A%,

P F B8 B HL U B P ME — B9 AR AR FEXTZ RN AT S bR B A, 2L
ULE

LU 5 e 4 RO 2 LA % fok P 1 R 9 BsF ] Bt O 0 5 4 A [l i A P A2 4

HAr, R -1z LBAC NS, 2N/ %75 h DB2LBACRULES.

#M£: DB2LBACRULES

DB2LBACRULES LBAC HLIU AR T — AR5 H0N, X Lo ] F X} 22 b5 2 A4
AT, XA SERES il L BT,

EEHTERENX

EERMTS{GEAT ARRAY AL, I HOGE AT SRR, ST RIPTE
M ERTENERN, Hakd LS, AT RPEEREDNTENER, SiakE
TE, REHLT, BARTF EEUARFTE, XEWE HAESE T R %
¥,

FEXT [A] — AR A EUEAT BB, (R L o T AL 268 (ARRAY, SET &
TREE) LIR il ivim 268 (s ) . TRIR T, 878 76 B B0 Y
ITA], A T i Mo s e 7 L 28 ] B iR 42,



# 11. DB2LBACRULES #LIl|4i E=

S #H AT
TEELER UL 2B 14 | bk 25 35 18] B
2 RERE A 1 5 B L SR TR ZE i )
DB2LBACREADARRAY ARRAY 5 JH P BE/ N T ME,
DB2LBACREADSET SET 5 FAE— A P A R,
DB2LBACREADTREE TREE 5 JHP T A 10 80 B AN 55 T AR 4] — AR B (8t R 2 AR A — A
AP A AELAT,
DB2LBACWRITEARRAY  |ARRAY = TP B TFAR I 8 NF AR, !
DB2LBACWRITESET SET 5 FAE— A2 P s A A,
DB2LBACWRITETREE TREE H F P T 10 830 R AS 5 AT ] — AR 3P (Bt AR SR AR AT — A
FRE B LA,

1. WL DB2LBACWRITEARRAY ML BRI AY 4L 6, Herp — Ay
EE@ T EREM RS (L5) , 55— SR T ER g 8dE (T
5) . AESEATBEALN A S BRABAUNE, AT UXE A S R 3 A M A — A e 4

b
MM abE=E

Jiv A LR AAR (] 9 07 sCAR B2, 28 (R e P28 Al A9 B, (B WA Ao AE 2 (ELBH
IE,

DB2LBACREADSET #1 DB2LBACWRITESET 7R

KR 2l R SR 2 AP BRI AR X R EIER EEE T8k SET 1)
ik, ZHME THIIEE: one two three four

# 12. DB2LBACREADSET 1 DB2LBACWRITESET #1761

APrE RiFE A PEZEE?

“one” “one” ANPHZE. {HAHMF.

“(one,two,three)” “one” ANBLZE. B9 E A5 TG E “one”,

“(one,two)” “(one,two,four)” FHZE, JUE“four W HFLEMIEP, (HAE
FLETE (A .

O “one” PHZE, =M BAEM AR (HBH ZE.

“one” (O AIHZE, ZSEASHZEATATE,

O O ANBHZE, ZAEAR B ZEARAT(E,

DB2LBACREADTREE #1 DB2LBACWRITETREE

X LER GRS RIS AT GV R B AR, X 7R e (s T 288 TREE HY4L1F,
AR LT Oy 50 SURY:
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'"Corporate’ ROOT,
'"Publishing' UNDER 'Corporate',
'Software' UNDER 'Corporate',
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Support

Home Sales

'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'
)
X R TC R SR I 7 ARSI Y
Corporate
Publishing Software
Development Sales
Business
Sales

156 Hof e e e thdgm

% 13. DB2LBACREADTREE fll DB2LBACWRITETREE {9 1 FH 77 1]

ARrE

RIFE

EEPEZEE?

’(Support,Sales)’

’Development’

FHZE, JTZE“Development” A& ]
P8, “Support”Fil“Sales” #f 1~
J&“Development” [{J {1,

’(Development,Software)’

’(Business Sales,Publishing)’

AN %, L&
“Software” & “Business Sales” [\t

(i

’(Publishing,Sales)’ ’(Publishing,Support)’ NRLZE, MAMEHAHE S IR
“Publishing”,

"Corporate’ ’Development’ NP ZE, MR i A H A A AH
.

{0} *Sales’ BH 2. 25 fH & B AT AF 2 {E BH

"Home Sales’ o) ANBHZE, S{EANZPHEATM(E,

O ko) ABHLZE, 2P EEAEAT (.




DB2LBACREADARRAY 7Rl

REERGIOGE TR, X H7R EE (s TR0 ARRAY f9ALPF, 1Z410F R & 1%
AR 77 AHES R R A0 R

¢ 14. DB2LBACREADARRAY LI (4 57 715 191

o
y

h

A 4

[

Top Secret

Secret

Employee

Public

APrE RirE = APAEEIAE)?

“Secret” “Employee” ARPHZE, JuE“Secret” 5 T JG & “Employee”,
“Secret” “Secret” ANPHZE. {EAHF.

“Secret” “Top Secret” FHZE. JLZE“Top Secret” =T JG 2 “Secret”,
{0} *Public’ PRZE. ZS(E AT AR 2 (B BE 28,

’Public’ 50 APHZE, ZE{HA LA,

O O ANPHZE, Z{E AR 2B AT AT (A,

DB2LBACWRITEARRAY 7Rl

RETREIIGE T EIIM. XEREIEREERTIREN ARRAY AN, A&
PATR 77 ALHEAI R R A0 ER:

h

A

Y
A

Top Secret

Secret

Employee

Public

% 15. DB2LBACWRITEARRAY FL0Wi9  FH 7715

AFPHE RiFE = BEESIE?

“Secret” “Employee” FH2E. JGE“Employee™ ik T JG &% “Secret”,
“Secret” “Secret” ANPHZE. {EAAR.

“Secret” “Top Secret” FH2E. JLZE“Top Secret” =T JG % “Secret”,
{0} *Public’ PRZE. ZS(E AT AR 2 (B BE 28,

%5 = ETASIVIFEES (LBAC)
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# 15. DB2LBACWRITEARRAY LI R0 (45)

APME RiPE EEEESE?
’Public’ N0} AR, ZEEA L.
O K ARHZE, EEAZHAELAE.

LBAC #1M6RRHY

158  Hofin e e tids

USRS 8 22 A Sk A 2 ML LBAC WUIRBRAL, B2 4 G seik v 32 1% 4 4
RS ORI BRI, AN 2 ) S %A

T HOBAT A 22 2 W (19 22 xR SN, IR 1% 22 2 W A4 T S BR AR BT B0 1Y 22 4
s, ZRBRBUNENE .

5l

AFAFE: TL M T2, T1 ZLE4K P11, T2 ELLKNE P2 . W%
LRMEE — . EAITAGEEAE ARRAY K81, T1 Al T2 AR & — 174k,
TELZERME PL P, YA RV 228 5 A RFETR T1 RfT, EL2ER P2
o IR ARV ) B bR S R AU T2 W AT P AT (],

MAE, £ Pl ¥, #&#:4Z T X% DB2LBACREADARRAY (IR, AB4, Akl Ik
BT 4T, EAREREEE T2 fT, XREN T2 250 — LR, Wi
g, %A% DB2LBACREADARRAY  H I 1 G B AL

TR LA 2 S bR AL, AR 0] 22 4 SR o A9 B 2 MU R I AT S BR AN, R A ek
1222 4 SR DR AP BT A 0 B A 52 DT AL,

%F LBAC #IM%BRH

B R A B A BT LBAC MUNIRERAL. 28T LBAC MUNGERAL, &6
A SQL 5%] GRANT EXEMPTION ON RULE,

7 LBAC HU BRI, MERMTIIEE:
o SuBRAUITER T HLI)

o TBRABUITER T 1 2 4 R

o R TREA . A

EESDL LBAC MUNGERAUR A TARR SR MITI AL, B, 57 Rt 526+
#IH,

54 LBAC MR

TR 2 e MR B A eI LBAC MU ARBRAL. BHSH LBAC MUNIRERAL, 156k
Al SQL iE4) REVOKE EXEMPTION ON RULE,

e A PRERIAN &R
AT 07 P T 28 SR PP 04 0 U S A



SELECT A.grantee, A.accessrulename, B.secpolicyname
FROM syscat.securitypolicyexemptions A, syscat.securitypolicies B
WHERE A.secpolicyid = B.secpolicyid

AFTEIE LBAC ZEHRSHIANERE
P T N E KM% SECLABEL, SECLABEL_BY _NAME #l SECLABEL_TO_CHAR 3k
FEHETH S U R (LBAC) %4 'S,

T X = AR EE TR B IR, TR IA WL SOL Reference,
SECLABEL

M 16 E 2 4 SRS MRS PR, B PN B R BRI e i, i [l i Y 4K
22 DB2SECURITYLABEL, Bt A& a6 E %2 P i etns, HHEAR
SERAME, BAREENZER S RBLEFTE.

ol & T1 AW, SRRy DB2SECURITYLABEL, 45 414 i dls 5 !
4 INTEGER. T1 Z%Z2%mg Pl fiF, HLZe2RwGg = MLa2insd0:
level, departments Fll groups, NI UNCLASSIFIED J&ZH {4 level 0K, ALPHA #l
SIGMA #JE1 departments FYICER, G2 24 groups RIJLER, MBAW DIEANT J5
AL 255
INSERT INTO T1 VALUES

( SECLABEL( 'P1', 'UNCLASSIFIED:(ALPHA,SIGMA):G2' ), 22 )

SECLABEL_BY_NAME

B B R B R B AR % e RS T S Z e s ak, RE, &
W48 B 1 % 2 bR E/E % DB2SECURITYLABEL R [E, 726 A 224 hr 240 A8 SR 2%
%% DB2SECURITYLABEL R, WAZ5ifdi i ek %k,

ol R T1 AW, SRR DB2SECURITYLABEL, 5 31 £ f 251!
i INTEGER, #°4 L1 &etns a2k PL iy—#45. IR SQL A A%
o ot

INSERT INTO T1 VALUES ( SECLABEL_BY NAME( 'P1', 'L1' ), 22 )

I SQL iEM) Tk IE K ia AT

INSERT INTO T1 VALUES ( P1.L1, 22 ) // Syntax Error!

SECLABEL_TO_CHAR
UL P B pR ROR 8] 22 55 B A0 8 (B 74 B .

E: FE T PR Cl aYEdE2E % DB2SECURITYLABEL, Tl 22424 5Em% P1 i
I, WL FEWE =Lt 5S4 1F: level, departments 1 groups, T1 & —17, Xf
FTEAHAM, 5 Cl FHEBEE FIITE:

B TE

level SECRET
departments DELTA #l1 SIGMA
groups G3
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WA RVFERGZITE LBAC FEIERY A SATRAIT SQL i 4):
SELECT SECLABEL_TO_CHAR( 'P1', C1 ) AS C1 FROM T1

R B R
c1

'SECRET: (DELTA,SIGMA) :G3'

£ LBAC Sk{RiF&iRE

160  Hod e e 4 tidg

ETHR5 MR (LBAC) ol LU T IR Es AT A/ sl 41, Ferh i %ol R e (37
RIS 2R SR, W] DR BT R S AT R R A (RAEER
gz g deng ), DU ta] DO s FoR AT I A,

] PIFER]— 4 CREATE TABLE 1 ALTER TABLE i) b X} 22 V% 22 4 5w DL R A%
iz BdE.

FERBGI, RAVFRISHT LBAC SEUEAR ALV KR (077 SR 2 8.
X RN R & KRG

e Lmr, wTRIfH CREATE TABLE &%)/ SECURITY POLICY /2% [m] i Ml
L., PRI ALTER TABLE iE4]f) ADD SECURITY POLICY f/a)k (a3
BHERMZAHN, BAEEEA SECADM MRS #HA LBAC FEiFiHta LI a5
AR,

ANEEX] LBAC JLiEfR P iR M2 2K, 25 LBAC A IR LBAC &
BRI R PR,

ARAEAS— AL % 2 SRR A T,
RIPIT

TEAN e R, o] DL i 45 S 257 % DB2SECURITYLABEL (313K 4 i 22 04T
Z{#4. CREATE TABLE ifAEMAN1ZRINNZ 2K, EATRERSA SECADM
PR S A (T LBAC FEIEREv] LA g X FEf 2%,

AT DL s I BdE 258 5 DB2SECURITYLABEL W43 14 A £ 4T 244, H
IIXAEI Y], ERAAC ZZ2 R, [N MIIE ALTER TABLE i 404
AR N 2K, TERmMAZ g, ¥Rt Biim i 2 etn 5 kR4 o
AOATEMAT. WRATRIPIZRNZ2EERUE RTFEIT SR Zeins, I
LA TCER IS YE 257 % DB2SECURITYLABEL f%1).

TEFR 7 DB2SECURITYLABEL KRS 2 J5, Mid7EZIIH 7 % 2hn 5 ki &
ASHEARTT, 158 LI ARE B2 LBAC B 5 38, 5k 7FH R EE T
FAWMIEMELE, BUHFESR LBAC EIFAGEKITH AR ML LMY
DB2SECURITYLABEL ({313,

NEEMIEE B3R5 % DB2SECURITYLABEL [A51), G 5L 0 ol A4 fn] oA 4 i 2k
iR



i iatll

FERI#ENE, W LIfE A CREATE TABLE ifi4)ff) SECURED WITH FIBESUOR L1,
A PLEEAE ALTER TABLE 4] ffi ffl SECURED WITH BEIVOR X BLA 1Y 517 i
.

R EA R E LRI TR, AR FLVFX% % 2055 B (37 B9 e T 5 1
fEf LBAC LIk, AT EEA SECADM UK.

SRR R R I IZ R I Z 2R BT & B Z 2 SR, TR R B e W&
f931,  SLVFAER] — N8R P R AP A 22 2 SR B R I — S sl 2 51,

LU PR B H 098, (R — SR REH — 22 in S iR,

IZEZ LBAC {RiFRIHIRE
YR BRI T bR S WU ES (LBAC) [RIPHIHURRT, H6ILIERIE LBAC (EIEY
BRI BRI % R SR, SRR bR SR LB SO ST, % ALV A
WSS

XFZRIBIRGL, RIS RAE R AR E . T RSP IE 1T, 145
MR bR SHECEAFE B, X T2 RIPTAR, R E e S MET R
DB2SECURITYLABEL ({41, & 6k — AT R 2 e pn 5 #Ea] LI,

FEA KU LBAC Zetn S EMAP R A TH K LBAC (BRI -5 % 245 54T
FUBH PR .

EEZ R IPRYG

E2R I BCZ AR 195, LBAC fEIEH S5 F T80 % 2br SRR, RIEHE
ZERRIE], Vi) e ZE S AR, ARV P 2, 4R [ ARR, FF HiBEAE K
W, A, 1ZTE ) E Ak ST

S LBAC SEIE AR FL VRSB 514 5 O A1 4 2R K

wl:

* T1 AHAZHRIIH, F Cl 2445 L1 P, 5] C2 %45 L2 {7,

B Jyoti P 4RME LBAC FEIF, ZEIE ARV Z4ehs S L1, {EAR RN
L2, iR Jyoti ZHPIT SQL ifA], ILifm)HRIK:
SELECT * FROM T1

H1F SELECT FH48& Tlfss (*) , HUIteRass C2 4, Brllstif kK.

WmE Jyoti KHPIF SQL g4, MLiEA)uk4s il
SELECT C1 FROM T1

16 SELECT P, ME—Z{#4Pmy5E C1, Jyoti By LBAC EiF it Bi% s,
EEUZRIPEILT
TR RVFZEUIE — 4T/ LBAC FBIE, IEAIZATx T Bkt A8 R AEAE —FE.
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BERCZ AR AT, K R [E LBAC SEIE ARVFdEAT LV [ i A0 LetT, BIflifE SELECT
T K45 255 % DB2SECURITYLABEL (%1, f5&L7R .

e LBAC ILHIARE, AR ER S ZRIPTHRP SR IR, 6
mn, R T AE AT, HEAMA S HA AR LBAC FEIE, AL
7 SELECT COUNT(*) FROM T1 if/aJHY P Al E 8RR AN A Y 45 58

LBAC fEiIEAR{GEN SELECT iE4], 32 Mii% il UPDATE #1 DELETE 2 JSf)HAth
SQL i&A), UnREEA RVFEEE —1T1 LBAC fEIE, #iJCiEmizeT.

RAl:

#* Tl @W&ETIITME, 5 ROWSECURITYLABEL ) %t#i kR N
DB2SECURITYLABEL,

#16. £ T1 PRIRGIE

LASTNAME DEPTNO ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

Bird 55 L2

fBE 1P Dan ) LBAC SRk SLiFM 2 Z2pns L1 AP HEERE, EA VbR
% L2 s L3 {4 A,

Dan ZHPIT SQL iEA):
SELECT * FROM T1

It SELECT i /m) s HaR o] Miller AB—A7, Noxi [ AR Ae] 5 12 1 B sl

Dan HEMIFE T1 ELFH:

#17. & T1 HREF IR0
LASTNAME DEPTNO ROWSECURITYLABEL
Miller 77 L1

XfF Rjaibi, Fielding I Bird X =17k, BT EMWZ2in5HE TN, LA
SR BIX =47, Dan JoRE MR BCHE B 2647, XA A S WS TEATTR R Ah. Xt
T Dan SEif, WEGRIRLAT AN —FF.

Dan ZHPIT SQL iEA):

SELECT COUNT(*) FROM T1

BT A Dan HEEEE Miller A8—17, FrLALLIEADRHR BI(E 1,

ZE 2 RIPIINZRIPIT

SERAESVIIAL, JERAETUT ML, AR EVTRRIE LBAC SEIER R fRAPH — A
WHH) % bn SHLZE, AR AR, BN, Rk gkZehdT, JF B RIR [
LBAC UL FLVFREAT i (W) 1) % e 5 BT AR 4P B AT



oLl

#£ T1 W% LASTNAME %Z%4f'5 L1 {#£3". 5 DEPTNO 2% &trs L2 f#7,
%] ROWSECURITYLABEL [ %3255 DB2SECURITYLABEL, T1 JZHGRENF fr

e
#18. K TI IR PIE

LASTNAME DEPTNO

2 L1 747 % L2 {9 ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

B H 7 Sakari (1) LBAC FEUERFEEIZ Zatn s L1 RIPIVEUIE, (HASLIFEEEZ
L2 2 L3 fR4AYESR.

Sakari ZHPIF SQL &4
SELECT * FROM T1

T SELECT f/a)ffi Hl TIlECAF (%) , XFEWHES] DEPTNO, M DIILiE AR,
%] DEPTNO #2%:44n5 L2 {47, Sakari f) LBAC FEiFA fRVF ML EZ 2 4ehn 5.

Sakari #2F & HLIT SQL i)
SELECT LASTNAME, ROWSECURITYLABEL FROM T1

SELECT FHRA4E Sakari JoikiMAAEMTS], BBLHIE AR AReeiigT, B2, HiR
[ —47, RFCAHA R TR L2l L2 8 L3 /i,

# 19. XI& T1 HRITEHAG 75 0146 i
LASTNAME ROWSECURITYLABEL
Miller L1

#ANZ LBAC {RIPHIEIRE

1 2ok B i A B Z AR 8 80K BT T I A B B 2R TIRE, LBAC fTiES
1 5 (N AL 3% INSERT i574].

ANEIZ RIS

LR BRI A B Z PSR, 2 T SERAER LBAC STIkS5 T3 1Z51/ %
EARSUATHR, MRS OB R AR, V7R HE i P 2E AR

FEA RAMTEE. LBAC 2 ahr 51 R R it T4 Sl LB A 22 25 5 1 VAR R
H

o

UNARVT R FLF, B2 AW AR S AT. ARV ZE, A &R,
HoA R B 56 %,
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WARIETESH A —17, [EREUZERIPTINE, IBaREAREE (R EREE) .

AU 450 LBAC fEIEAR A VFXFZS T SN, o kAEXFIEN., ETFIIENT, &

45 fH:

o FEHIIZHIT 45 E T WITH DEFAULT JEI5

« ZFRAE S

o VA ELAT IE I Ak A R B4

o ZHIREARZER N DB2SECURITYLABEL, FEBLIENL T, GI1A BN 2 4ehr 52
B4 fE

BNEIZRIPAIITH

AT 2 R AT R R AP IR A BT, A6 2h DB2SECURITYLABEL AU 51§ (i,
IR A NZIGEME, IR ZIH H SRR ERA NG N Z2in S, RERA
Ui Zetn g, MaREER, I HmABRERK,

W E RS (It SECLABEL) , ] DR = 48 fit 22 2 45 5 DL HoAd A 2
DB2SECURITYLABEL A5, (B2, X TEIEAE 200 AR 2 2bn 5 9 i 41
i, (CSTER LBAC SEIE R B IZEURRT, A& AL % 2irS,

WERERM T REBS AN Z2RS, IBag R T T RIPEN 22K, mE
15245 B RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL T,
A48 N BRAERE RT3 |45 %, W% % 2 K ig% A RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL I, mi# & HE% OVERRIDE NOT AUTHO-
RIZED WRITE SECURITY LABEL BE5i, AB2¥G ZB RN 2 2bis, MRERLE
ByiZetny, BaBEHEeins. NRERA SN Zetns, Mok b
IR,

15

F T1 %%HK Pl 24U, BIE% 204 I R3S & RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL ¥£Ii, # T1 &M%, (HAMGEMIT. XHI
4 LASTNAME #1 LABEL, %| LABEL [/%{}E25% DB2SECURITYLABEL,

P Joe WHBVIMZ2iS L2, BEZEWRS L2 RN 2% eimE L2 1
BHRPATEEAE, (HREAR ARV Z%2hRS L1 5 L3 {5 18R AT E#AE.
Joe RHPIF SQL i&A):

INSERT INTO T1 (LASTNAME, DEPTNO) VALUES ('Rjaibi', 11)

2% INSERT if AR W &AL % etns, BrllKfE LABEL 1794 A Joe 95 15[H %
E N
BAfE, & T1 WH AR

7% 20. B T1 15—~ INSERT 3 )J5 09 fH
LASTNAME LABEL
Rjaibi L2

Joe ZHILAR SQL 4], MAE1Z SQL i Ay rb st 2 1 1 B4 A #1]51] LABEL "
Lahyg:



INSERT INTO T1 VALUES ('Miller', SECLABEL BY NAME('P1', 'L1') )

HiEA]H ) SECLABEL_BY_NAME ¥R [ — M2 2hns, EEehrssanh L, ©
AR Pl A RESY. BT RN Joe X L1 HIPMEERPTE#ME, FHIHAR
VR L1 6 A% LABEL H,

FHTHE T1 B2 IgEfE A8 % RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL I T AR, FrLUdEA T Joe B SN Zetns, K
223R ATl 45 1R B B,

BAE, ZRWT PR

#21. gz T1 4 =4 INSERT &5 1M

LASTNAME LABEL
Rjaibi L2
Miller L2

W TR %R 1 % & e 2 AE 8 2 T RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL BESUIIFAL T QIEM, ILmABRIEIM 2R, I HRRR E R,

&, Joe YA TXIHA—A LBAC MIAIRERAL, BEHR LBAC UL ARVFR 52
Zaehns L1 A L2 PR BIRIAT SIRIE. T Joe MBI ZEIRTAE, ik
L2,

Joe ZHPIF SQL iEH):
INSERT INTO T1 VALUES ('Bird', SECLABEL_BY NAME('P1', 'L1') )

iy LBAC FEUL(E Joe RBHENS 2 Ztn's L1 RPHIEUHEIAT SHRAE, UL, ARVFE
A LI BUE, WZRUWT PR

# 22, sRWIF TI =" INSERT i5%])5 H{E

LASTNAME LABEL
Rjaibi L2
Miller L2
Bird L1

E#% LBAC RIPHIEIE
LBAC SEIEMAARVEM BURMERT S U7, BOREA RETRT ISR, 0558 50 0 22 R4
7. W2 LBAC SEMEEAAA VM 1T T,
EHZRIPRIG

SIE R Z R RN, LBAC (EIRK 5 TR IMZIIN L 2bn SR, 1t
FCBCR B X GUT R AT, IR SV B, s AR, JFHER R, A

ARLEDEAT R,
FEA RAMT B LBAC “Z2n 5 /) LR M 7T LBAC EIEIN 5% 245 5 217
FUBHY PRI 5 K.
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w5l

e~k T1, HPHF] DEPTNO 2% 44brs L2 {4, 5] PAYSCALE 2%
iS5 L3 4. T DLREREERLT Brs:

23 F TI
DEPTNO PAYSCALE
Ak /At
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
3 Bird 11 9

P Lhakpa %A LBAC ik, fli& AT SQL ifA):

UPDATE T1 SET EMPNO = 4

WHERE LASTNAME = "Bird"

H T B AR BT 52 (RITAD 81, BT LLE B PAT A2 4.

# 24 HHZIGHIR TI

BAE, T1 40T Prs:

DEPTNO PAYSCALE
R R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
4 Bird 11 9

Lhakpa ##F &I PIT SQL i 4):

UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"

HiF DEPTNO %f{i{, JFH. Lhakpa & LBAC FEik, B DASLIE R RITFR [ 2.

fEsE Lhakpa 4% 7 LBAC Eilk, JFHIFLE LBAC FEIESLVFIEAT T RMAEHDI. *f
TARBIRG, A RIBLEEUER A AL K2 2455 0 & B0 R Z RV B A

HE,

ATFRIFEIEN R RS ERAE? =BHE?
L2 i =

L3 5 1

Lhakpa fHR&HPIT SQL f4):

UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"




X, T Lhakpa fJ LBAC FEIkfLiFftixt i T IR4/* DEPTNO SIlf) % &bn 5 A {7
MR RAT B #AE, BT RUZIE A RER 52 AT EA 2 B, MR I UL S F A E
B.OWAE, T1 AR EEE XA

K25 FEREFZIFHE TI

DEPTNO PAYSCALE
RIE RIEH
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 55 7
4 Bird 11 9

%, Lhakpa &t DI SQL ifE4]:

UPDATE T1 SET DEPTNO = 55, PAYSCALE = 4
WHERE LASTNAME = "Bird"

PAYSCALE 4|2 %4f5%5 L3 &1, Lhakpa {J LBAC LUEASRIFME LS. HT
Lhakpa Joik51%581, BrlAHHTR 2RI, A2 ST 0 2ds.

B ARIFRIAT

2R LBAC SEIEAAVFEEEICE —17, IR AATH Bk B AF AT AE—HE,  ILTCEE
BB ZAT. XTREMEERIATRGL, BUEMARER B AT, XHA REERIZTT.

ST, B#HAF LBAC LK SR IMIZITIZetr SR, IR S5 M4
IE, MAEPM R, I HER B GR, WR GV MORGLZE, ARt T
.

K T AbFEEGE 25T S DB2SECURITYLABEL [ 41177 & AR IS, BUTHE B S
FHAZAEPATHE, WEEEMEEZINE, KeEasEEikE AZENE
BV %25 E, WRERE SN Zens, MER R, JFHIEER
I,

15 W AR S M U B BE 257 % DB2SECURITYLABEL ({31, HB24% Bk i
LBAC fEilk, ARSI HATH B EER A8 2457 LBAC TIEARTFE AT, 4
SRR I T TR R L 2K, R 1Z% 2% A RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL X0, B2 B ER R WO R 55, W14
45 WE %A RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL 10, %%
‘©H%# OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL I, HB4¥Z.
W AR 2 atn s, MRBEAEUNZ2nY, BAKEHEeins. R
WA EVIMZ2ing, Pk bR,

wl:

BER T1 24K Pl K RERIKIPIFEE#08 LABEL #51, AR EHREI
DB2SECURITYLABEL,

T1 DURCE B8R Brs:
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*26. #£ TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1
2 Miller 11 L2
3 Bird 11 L3

B H Jenni f LBAC SEUERFIMIRE Z L 255 Lo M L1 {RIVEEHE, HAR
VRIS AT A % 2hn SO P I 8, RVFIB T B SRR Z2pr 52 Lo, XFT
ATRBIRB, AR 5T & TR A R 2 hn S W & TR 2 KRS BIF A
B,

Jenni KH LI SQL i&4):
SELECT * FROM T1
Jenni HEFFHH—17:

%27, Jenni [y SELECT Zrifj45R
EMPNO LASTNAME
1 Rjaibi

DEPTNO LABEL
11 L1

H1F Jenni Y LBAC fEIEARVFIBEEIRZIRS L2 Ml L3 {4947, BrRUIRLefTR &
FAES LT, X Jenni R, WLIFGIEARLEAT RAEAE —HE,

Jenni & H F%] SQL i&4]:

UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11;
SELECT * FROM T1;

AR [E] {925 R s

#28. Jenni #y UPDATE Fll SELECT #rifj45 4

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0
R SERR B AR B

#29. % TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0

2 Miller 11 L2

3 Bird 11 L3

IR RAT A A, (ERRE —1T. T Jenni JoikiReH AT =17, I,
REENWE WHERE FHIF M, 2R A AR S® B e RIE T H .

EE, R UPDATE iEAIH AR EAMBE LABEL 41, (HAEH MG AT+, 12511
HEEW, IO E N Jenni IH N ERIEZ SIS,



AE, Jenni Yi#% T LBAC EiE, BCFEIE ARV EEICZAT ) % b5 S IR I BlE, i
H#F LBAC TULARE N, MR REE® S Lo Ml L1 /371 %k,

Jenni FRREHLITF SQL i&M):
UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11

XK, EHERAER TR ATMIEE ZATR I, Jenni RESBEIRLEAT, [RIMCIZIE A ELE TR
SEATLI AT, (R, M T Letns L2 A L3 [y, Brllid ek 50
AT, BRI IAT, IF HoRRR [ B R,

MAE, Jenni ZHPITF SQL i&H):

UPDATE T1
SET DEPTNO = 55, LABEL = SECLABEL_BY_NAME( 'P1', 'L2' )
WHERE LASTNAME = "Rjaibi"

%5 H R SECLABEL_BY_NAME pR#UR I T 48 L2 f%4brg. Jenni 22if X
Mok B TR — AT L hr . Jenni () LBAC FEIE AL VFI B IER — 17, PRIMKRE
FVATUR KT8, i) LBAC RIERFME 2L etrT L0 RIPI1T, Bt
VFISE BrizAT. B, MR LBAC TIEARFIMMEZZeins L2 RIPHITT, EILA
FEVFIHs LABEL SIS EOMIZIE. ZEARERIK, I HoRR EHRR. A ERZTH
LAr5il.

MAE, Jenni ZHPIF SQL i&H):
UPDATE T1 SET LABEL = SECLABEL BY NAME( 'P1', 'L1' ) WHERE LASTNAME = "Rjaibi"

M T iAW G2 Zebns L1 B4IAT, BrRIZIE AR .

e, T1 TR

X 30. #£ TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L1

2 Miller 11 L2

3 Bird 11 L3

EHESZRIPINZRIPIT

MRS Z R ITR RPN Z A5, &1 LBAC RSO RiFr BT A %1%
HORRAE R B Z AR 81, I SRR R, O B R SR, TR SR TR G RT
ZARIH G TR TR O, R AT SR A 2 SR R R 1 52 AR 3 8,
AR HAets 08 LBAC EUEBE R Fisth AP EWAT. TESCRTA B2 A 14T — 75
AR T XA, T O RAE R B Az R B, X B 2R R R
DB2SECURITYLABEL 141 4b 2 7 xCER 2 AH A 1.

R E R A DB2SECURITYLABEL fJ%1AR & &4 1741, 4 LBAC FEil47
AT EY, 50T 2k 3B R AT 1T,

kR LBAC {RIFHIEIIRE
FEAF MRS LBAC BP9 (9 MR RO T LBAC EIE.
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BR3P RIAT

W2k LBAC SEIEA LRGSR — 17, IRAATX R i AT e — 1, oM
BriZAT. EMBREREMIEINTT, &K LBAC SEIERUM R 5S4, MR
A 2R AP IIIAT, ERANA R EIZRTIITA Z 511 LBAC fEiL.

FEZIMIBRATI, SHAE LBAC SEIRK ST Z2in SRR, ARG % 245
SB1%E T LBAC TiEHE FM 5N, DELETE &Mt & kg, R E 4R, ¢ HAM
BRATATAT.

il
ZRIPE T1 A5 FH&4T:
LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2
Fielding 77 L3
e M Pat ) LBAC FEIE R i/F bttt 47 T 2 i IH 44 i 15 ]
RERS =R/ RIFERE? =B RFFIHD?
L1 P =
L2 = o
L3 o 5
XTARE], Wi LBAC FEUEDL K% e ir5 il dnfs B JF A B 2L,
Pat XHPIT SQL iEH):
SELECT = FROM T1 WHERE DEPTNO != 999
B PAT IR B DLR &5 R 4
LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2

BT Pat TAGEI T1 Mg —17, FrlZ TR EEELS Ry, W T Pat 3k
Wi, TG ATEE —FE.

Pat ZH LT SQL &4

DELETE FROM T1 WHERE DEPTNO != 999

Pat AU G5 —1THIE=47, XFITERZ L2 {#9, Hik, R DIisEGx s
17, {HltJG R MR X 2647, DELETE B4, oM mT.

Pat &AM LT SQL &4
DELETE FROM T1 WHERE DEPTNO = 77;



1+ Pat fE#E LASTNAME %€ Miller HIAF—17, FrlAMGiER ST, X
MAEIZIE AR FENE —~ —17. BT Pat B LBAC EIFA 4 ik L
LASTNAME %1% Fielding FUIE—47, FrRIAREEEIZTT, BT HRASMERZ
17, FDIARS KA,

AE, GREREE FISAT

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3

MER B 2 R AP FIRIAT

T BR 2 P AL A 2 R AT, B TIA VG IR P BT A 2 P 51
LBAC fEiE, R LBAC FEIEAAVF RS IZR T ML MAT, MBREREmaRN, A

KR [ 4R,

IR R B Z R I A S 2 R AT, IR A8 T M ER R ERIAT, AU i
EERPHEZ AP LRSS P EMBR I TH LBAC FEiE,

il
EZ AP HE T1 F, 5] DEPINO Z%4bis L2 #i. T1 @88 TA&1T:
DEPTNO
LASTNAME Z L2 {7 LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2
Fielding 77 L3
i€ F P Benny () LBAC FEilE A b 4T T 2 -P A8 (135 [0 :
RERT =B RIFEAE? =EHAWEIAR?
L1 & b
L2 & 75
L3 & i
XFARG], MR LBAC TEUEDL M b5 s Ul iEdi {5 B ) N2,
Benny ZHPIT SQL &E4]:
DELETE FROM T1 WHERE DEPTNO = 77
BT Benny JCAUE DEPTNO 51|, Jif LB A6 26 0K,
BAE, Benny [ LBAC GiET M, b o] DLUEAT T 22 WT A48 1) Vi [a]:
RERS BT RIFEAE? =EEAWEIAE?
L1 & b

%5 = ETASIVIFEES (LBAC)

171




ZEIRE =& RiFiEihe? =EEAFEIAE?
L2 s =
L3 & =

Benny FHRAZHLLIT SQL i H):
DELETE FROM T1 WHERE DEPTNO = 77

X —{k, Benny A5 DEPTNO %I, [ MER#EAIER4kZ41T. DELETE &
¥ Rk LASTNAME %i{§ 4 Miller (947, BT Benny fj LBAC fEiF R
AV LASTNAME %1% Fielding HAA—17, BTARERIZAT. BT
B AR EREMIBR %47, Bk, R4 Benny IEEZIT, HASHE.
IR — 4752 %4535 L1 {#%". Benny ) LBAC EiF aif i G2 L1 {3
PRAE, G BR L.

BAE, T1 RIPREH TS

DEPTNO
LASTNAME Z L2 R LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3
Bk 32 R AP RO B 1R

BrdE LBAC SRIE VS 2 Z &I S RIPAYS, S IToEMER %51,

TCvE I FE MR B i 2% % DB2SECURITYLABEL (9731, ERET, B U FiNES
MBS 22 4 kel MBR 222 RIS, ERAHZ LBAC 147, I H AR & H s
DB2SECURITYLABEL H % VARCHAR(128) FOR BIT DATA. #RJ5 0] IR %51,

LBAC FEUEFFAEE kMR 5 sz R4 Al 19 e sl 12, R EEHEIE 8 DL A AL
MR R B o, IR AT EALT LBAC SEIEAL AT ISTIZ484E, RIEIZERE R &%
PRI AR E.,

M#EHEE LBAC {RiF

172 i e 4 tedsm

A LA SECADM AR A RE M T BR e 22 0ems, BN FRPBR R a0, w i f
ALTER TABLE iE/4]fy DROP SECURITY POLICY T4, Xif4E shig % £

AR S PR3P,

BrREIFATHIGR TP

FEU T ZRPATR RS, 8- TH0NaihZetn 5, Hik, FTEN& TR
LBAC fR4F,

BrAR AR bR £ e dfens, S NIRRER AR otk £ 3881 )y DB2SECURITYLABEL HY41],



BrE3FFIHIGR P

nJPLiE A SQL iEHA] ALTER TABLE [ DROP COLUMN SECURITY /)RR
BN, BEBR EXT TR, B T o028 R 7 1 — MR BRI R A, S8 b3
A RS 1Z5#) LBAC Tk,
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% 6 F HRZAFATREMER

A SRR R B SIHE— O8N RS H A LGP gEd, RGHRAELE
R QIR . BERGH AR, F1. REI. B, REECRIE AT 5.

AR IE AN R AR 6 T P A R AL, 8 TR P AR RN G T A ALY s
H.

SYSCAT.COLAUTH

F 7R B R AL
SYSCAT.DBAUTH

B 7B PR R AL
SYSCAT.INDEXAUTH

HIREGIRAL
SYSCAT.MODULEAUTH

G 7R HURF AL
SYSCAT.PACKAGEAUTH

H 7R AR P AR AL
SYSCAT.PASSTHRUAUTH

7R IR 55 4 R AL
SYSCAT.ROLEAUTH

HI 7R i EREAL
SYSCAT.ROUTINEAUTH

GIRGIRE CoR%L, 7k R ) RRAL
SYSCAT.SCHEMAAUTH

G 7R AR AL
SYSCAT.SEQUENCEAUTH

HU 7R T HIREAL
SYSCAT.SURROGATEAUTHIDS

HU7R 55— AR AT 3824 H A B2 AR IR,
SYSCAT.TABAUTH

H 7R FFIARE R AL
SYSCAT.TBSPACEAUTH

1| 7 22 25 [ R AL
SYSCAT.VARIABLEAUTH

G| 7R AR B AL
SYSCAT.WORKLOADAUTH

7w TAE SRR
SYSCAT.XSROBJECTAUTH

Hll7m XSR X4 AL
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R T P RO E SYSIBM fE A#2803#. SYSADM, SYSMAINT SYSCTRL
SYSMON RFEZR % H AR,

CREATE Hl GRANT i&m{EZR 4G H EP % BH#. HA ACCESSCTRL il SECADM
AR B A P T DU T RO 0 R 48 H SRR SELECT AL,

) R TR ZAUR &

AU PRIVILEGES  HUHC Al HEAR P R A 3R 5 T 508l o b 2 42 T4 AR BR 44 19 1
H

o

RXTFIES

Fn, DA Eiff ) PRIVILEGES 4 HULE sk 2 A B R AUCRITZ 7 17 3% SR AL 52
BRI DL K HoAth A5 B

SELECT AUTHID, PRIVILEGE, OBJECTNAME, OBJECTSCHEMA, OBJECTTYPE
FROM SYSIBMADM.PRIVILEGES

LI F #5351 i AUTHORIZATIONIDS 4 FE LS| o 5 4 57 7 T4 T H b sl AU (0 A0
YU R AL
SELECT AUTHID, AUTHIDTYPE FROM SYSIBMADM.AUTHORIZATIONIDS

B DL SYSIBMADM.OBJECTOWNERS B E R
SYSPROC.AUTH_LIST GROUPS_FOR_AUTHID #@E¥ k5% eMMLnEa.

FERIAS 9.1 2 f, WA BRANRGH RS KT 2 E R, MTRA 9.1 Zhf
HfRAS, LUR iR R B AR B A AR 44
SELECT DISTINCT GRANTEE, GRANTEETYPE, 'DATABASE' FROM SYSCAT.DBAUTH

ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'TABLE ' FROM SYSCAT.TABAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'PACKAGE ' FROM SYSCAT.PACKAGEAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'INDEX ' FROM SYSCAT.INDEXAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'COLUMN ' FROM SYSCAT.COLAUTH
gEEEQT DISTINCT GRANTEE, GRANTEETYPE, 'SCHEMA ' FROM SYSCAT.SCHEMAAUTH
UNION

SELECT DISTINCT GRANTEE, GRANTEETYPE, 'SERVER ' FROM SYSCAT.PASSTHRUAUTH
ORDER BY GRANTEE, GRANTEETYPE, 3

7 58 PR MR AR R B 19 5138 5 RG22V TH A E S P S A 44 19 51 R HLR.
e, ATRARUR A R AR B A 45,

E RS R R A L, AT RE AR R R UE LT AL, A
TERI 1 55t L5 L.

7|/ DBADM #UFRkteRFTH &R
W8 K 4B E BT DBADM AUR F0 T4 4242 4:
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RXFUAES

SELECT DISTINCT GRANTEE, GRANTEETYPE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y'

WEHIERAZR

AT PRIVILEGES  IUHAR 8 AR PR R A 3% 5 T 508l o b B 52 TR AR A BR 44 19 1
5

o

RFUIES

DL B A 2 AT R B A TR E4F JAMES 1Y% EMPLOYEE HITARBE 4 ( &
H2EA) -

SELECT DISTINCT AUTHID, AUTHIDTYPE FROM SYSIBMADM.PRIVILEGES WHERE
OBJECTNAME = 'EMPLOYEE' AND OBJECTSCHEMA = 'JAMES'

X VOl ZHTHIRA, LU A R A R

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'

BT LSO A BR E4F JAME 3% EMPLOYEE, & i~ ifi):

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
(CONTROLAUTH = 'Y' OR

UPDATEAUTH IN ('G','Y")) UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y'

UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
PRIVTYPE = 'U'

DI EiERK R EE DBADM FUR AR BAL 4%, DL KBt Hi%4% T CONTROL if
UPDATE FRALUT AR LE 2475,

ICER LA AT DR, WA FEA .

WREZT AR T AL

ARG H A EUEAT AW, P R DU SR A AT TR A AR ALY SR A AT 142 7 1
il B REAL A B35

RFIAES

AT PRIVILEGES  HIHAl 8 AR P RS 2 5 T 808 b B 52 TR AR BURR 44 B9 1
B, i, LUN R R T 2 A2 iR AR U B A AL

SELECT * FROM SYSIBMADM.PRIVILEGES
WHERE AUTHID = SESSION_USER AND AUTHIDTYPE = 'U'

L AR S BT SESSION_USER Jit— A& HZFf7as, B5F T 2 U B9AURR 44 1.
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X VOl ZETHIRRAS, TFAURFHRMESELGE R, fln, DINEAKRRD EEE T
IR 4 JAMES [ 808 R A 41 26

SELECT = FROM SYSCAT.DBAUTH
WHERE GRANTEE = 'JAMES' AND GRANTEETYPE = 'U'

UG AR R B P JAMES B #8271 R 5113:

SELECT = FROM SYSCAT.TABAUTH
WHERE GRANTOR = 'JAMES'

AN B A JAMES  H 42 T B4 591 RR ALY 1) 3%

SELECT * FROM SYSCAT.COLAUTH
WHERE GRANTOR = 'JAMES'

RIFZRSHFUNE
P T 240 BRI B P P 8 R %, TR I R AT OB, TR A
ATV .
RFUAES
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THRLR X BT A H R # 2 A SELECT F§AL:
+ ACCESSCTRL

+ DATAACCESS

+ DBADM

+ SECADM

+ SQLADM

137 N 1| B 17 7 ' A = N

SYSCAT.BUFFERPOOLS. SYSCAT.DBPARTITIONGROUPS,
SYSCAT.DBPARTITIONGROUPDEF, SYSCAT.PACKAGES # SYSCAT.TABLES 1
AT

+ SYSADM

* SYSCTRL

*+ SYSMAINT

* SYSMON

AU il CREATE DATABASE ... RESTRICTIVE 74 kA8 AR 3 S #U4% T PUB-
LIC m98dEE. TEUbEol T, AL I N HIEAT IE F B8 S AR

+ CREATETAB

+ BINDADD

+ CONNECT

+ IMPLICIT_SCHEMA

o XPHER SQLY AT A A2 EXECUTE with GRANT 454U

o X, SYSPROC i fiTA ek Al #2 ) EXECUTE with GRANT 454U

* Xf NULLID @l A i) BIND il

* X NULLID i@ A i) EXECUTE F§AL



o X SQLJ fy CREATEIN 441

o XJ#Ez NULLID [ CREATEIN {4

* X[#%3[i USERSPACEIL f#] USE 41

« X SYSIBM H3&f SELECT a4

o X SYSCAT HE# &R SELECT iji[a]fl

« X SYSIBMADM % FAREf) SELECT ij[n]#{
« XI SYSSTAT HE#MEH) SELECT jj[al4X

* X%} SYSSTAT H:E#EIN UPDATE il

WRE ] RESTRICTIVE LI G Sl %, I HAREAG AR S| 787 PUBLIC K
VFATAL,  AR20] DU H DUF # iR B PUBLIC W] DA; [l P LE A5 X

SELECT DISTINCT OBJECTSCHEMA FROM SYSIBMADM.PRIVILEGES WHERE AUTHID='PUBLIC'

OBJECTSCHEMA

SYSFUNSYSIBMSYSPROC

AR PUBLIC {3%f SYSIBM HAWBFRIIA, mTLL% DL F ikt ek 7 7 4
SYSIBM (B Sefii. 45BN R T T X H 2L BAIRENY EXECUTE 4541,

SELECT * FROM SYSIBMADM.PRIVILEGES WHERE OBJECTSCHEMA = 'SYSIBM'

AUTHID
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC

AUTHIDTYPE PRIVILEGE  GRANTABLE OBJECTNAME OBJECTSCHEMA OBJECTTYPE
G EXECUTE N SQLO60207192129400 SYSPROC FUNCTION
G EXECUTE N SQL060207192129700 SYSPROC FUNCTION
G EXECUTE N SQLO60207192129701 SYSPROC

G EXECUTE Y TABLES SYSIBM PROCEDURE
G EXECUTE Y TABLEPRIVILEGES SYSIBM PROCEDURE
G EXECUTE Y STATISTICS SYSIBM PROCEDURE
G EXECUTE Y SPECIALCOLUMNS SYSIBM PROCEDURE
G EXECUTE Y PROCEDURES SYSIBM PROCEDURE
G EXECUTE Y PROCEDURECOLS SYSIBM PROCEDURE
G EXECUTE Y PRIMARYKEYS SYSIBM PROCEDURE
G EXECUTE Y FOREIGNKEYS SYSIBM PROCEDURE
G EXECUTE Y COLUMNS SYSIBM PROCEDURE
G EXECUTE Y COLPRIVILEGES SYSIBM PROCEDURE
G EXECUTE Y (DI SYSIBM PROCEDURE
G EXECUTE Y GETTYPEINFO SYSIBM PROCEDURE
G EXECUTE Y SQLCAMESSAGE SYSIBM PROCEDURE
G EXECUTE Y SQLCAMESSAGECCSID SYSIBM PROCEDURE

£ O\ DB2 Bl EA HEES VO.1 JT4h, SYSIBMADM.PRIVILEGES 45 FEAR [ 5t ] A,

I DB2 i AEEEAE VI.1 Z RIS, TEAIEEEMRE IR, S R H A
1) SELECT $¥AU4ZF PUBLIC, KZHUEN T, XHMASTIRAEMZ 2k E, H
JE, MTRONBURMEAE, XATREAE Y, X SR AR R XA,
FIRXFEN, Z%IEM PUBLIC #f SELECT #5740, SAJ5#7FFE0H SELECT F#Al
BrrEe P, S 29t H KR SELECT R r 7 =055 7 A A A
MR SELECT Ay 7 A, (H2 7 HA ACCESSCTRL # SECADM #{R,
7 HE 58 U B

A, MR AT s H At A P A B TR RS G, B 2 R BR X R 81 H %
R FEAL I 9 V5 Tl AL
* SYSCAT.COLAUTH
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* SYSCAT.DBAUTH

* SYSCAT.INDEXAUTH

* SYSCAT.PACKAGEAUTH

* SYSCAT.PASSTHRUAUTH

* SYSCAT.ROUTINEAUTH

* SYSCAT.SCHEMAAUTH

* SYSCAT.SECURITYLABELACCESS
* SYSCAT.SECURITYPOLICYEXEMPTIONS
* SYSCAT.SEQUENCEAUTH

* SYSCAT.SURROGATEAUTHIDS

* SYSCAT.TABAUTH

* SYSCAT.TBSPACEAUTH

* SYSCAT.XSROBJECTAUTH

* SYSIBMADM.AUTHORIZATIONIDS
* SYSIBMADM.OBJECTOWNERS

* SYSIBMADM.PRIVILEGES

A 77 LA 5 FH AR S i RS AT 5 ] 12 i e AT o A RT L

WA A W E G T B8, 10 7E RSt B St i e g vk B & T RE 2 I
B s BB, R e g 5 B A A U, TREAEE M PUBLIC fil4H
%I SYSCAT.COLUMNS HI SYSCAT.COLDIST H##E M SELECT H:fl.

IR A BRI R4 H R B T, AT LLE XA, SRibBA RIS R A R E
H ORI (E .

fltm, 4N HLE MYSELECTS tfh & MRFERY R T A B AP, CH1%£H SELECT
FREEE T T — R

CREATE VIEW MYSELECTS AS
SELECT TABSCHEMA, TABNAME FROM SYSCAT.TABAUTH
WHERE GRANTEETYPE = 'U'
AND GRANTEE = USER
AND SELECTAUTH = 'Y'

BEIEF) P SCBE S USER 45T 24 i 25 1A ABR 44 O 1.

AN e ol AL P T R A B A 44 £
GRANT SELECT ON TABLE MYSELECTS TO PUBLIC

feha, MCHEEGE I S T S A AR A XL RIS AR R /Y SELECT Al
REVOKE SELECT ON TABLE SYSCAT.TABAUTH FROM PUBLIC
REVOKE SELECT ON TABLE SYSIBM.SYSTABAUTH FROM PUBLIC
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FT7TEBX

R

By kG — AR R P, LT M2 R SR o5 A% B, TR B 1 Xt R e a9 56 it 47 R 4%
R

A DU AY 1 By I3k

Lo g2l ok A o5 e i £ i By i

2. YR AR R g QR Bl K e

3. R R ) e B AR K 3

4. FREMZZHAE (SMLD) B ki

FAAE B By K= dh, B I A ESR I H A — R B ks, AR 2GR0 EAI
71 I B 1A HEAL ) K 7

[ i % EH =3 B X3

Vi e 6 P i 915 2K S Ay ) 25 0% ) £ B A il e A g, e B K e ) A O S
MR P B R (5 BB, Bk Y b DU P ol RE G5 IR H At ik, B,
R A 1 2R S HA R 5 T U T k.

X F T B KBS R 7% (SOCKS BRAb) , (RFFEMfE DB2 Fd 22 68 F 1 T 43 3 11 4
ANJR R R BT, DB2 ¥uEE¥m D 523 AT DB2 HHRS4% (DAS) , It
DAS {1 DB2 %#i e T A A, @i fdi F services SUIFHFIR 45 fa HicHE 7R 45 3 % i B ¢
1 19 R 55 42 R ke B 28 JEL oy 115 SR 2 T A R 55 4 S 90 66 PR Ao 11

Rz AT Fr RIER KA

REL IR S5 2 — PR, B Web Z LS Web MRss#s 2 HIM A, (0
B kAT RSE, T ROk B & T ULEE K.

By KGR R LTSRN, el AR R 0 B MR 55 4 H At k. R R P A QAR
RHE UL, PATHIT RS, B (ARTE) FFEk 25548,

B Kk dblas ER) DB2 Connect =g n] LIFE 4 H AR o5 ax 9IVEL, 3 b, FEB) kb E5e
iR 2 H AR 55 25 0 Ak B 55 4 09 DB2 Kl 2R A 55 5 2 1 TR AR Y A £

FE % 2R 71l By K

FEL St 200 331 75 K St R g a2 T AL K .

175 B AR B B KB5S 2 18 2l A BRI FIAR TR BT 75 2 AN I sk sl 12, 7 B AR B BT ok 5% 11
—RPJE SOCKS,

DB2 $ifi/E R4 7 SOCKS V4,
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BRENZERE (SMLI) B XS

AIREHZZRAE (SMLD B ksl 58 A i 58 #E O A A TPl RS L
& (0SI) MR EprftE.

fr R — A B IS A B R B R C ARSI AT HUBE, TR % ph 4% Bl K i ARG A
FEESL, T SMLI Pi ke a i B4, mmidh.
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# 8 B REMmH

DB2 $di FE R G HAE R L2l PR 58 LY. L itEnl sS4 AWM, AR
PEINUE L 22 R 55,
A REN
o A E P B AL AR 02 BEAR 15 B
A PiRRZRINE 4
T HIAE 2SR R P AR DR A i DR A 1R S B
e CLIENT
* SERVER
e SERVER_ENCRYPT
* DATA_ENCRYPT
« DATA_ENCRYPT_CMP
X BB GE SR A 5 AT 24T DL S AR AT AL A7 P A IE. Bl FH A ARS8 R e DA
TR
o X FEEEAE, WMAEX srvcon_auth W ESHIEEME, IBAZEMLLT
authentication i & & %A H.
o FEMAHEMEN T, ¥4/H authentication ¢ & Z401(H.,
GSS-API JAIERE
GSS-API i IEX & A Generic Security Service Application Program Interface
V2 (IETF RFC2743) #l1 Generic Security Service API V2: C-Bindings (IETF
RFC2744), Kerberos WH¥ESZM GSS-API YIEMLHIA FETFB, FAIAIESE
AU FH GSS-APL AFE 52 B RY:
* KERBEROS
* GSSPLUGIN
e KRB_SERVER_ENCRYPT
* GSS_SERVER_ENCRYPT
KRB_SERVER_ENCRYPT FI GSS_SERVER _ENCRYPT #B37#F GSS-API tAUEANH g
PERGIAIE, {HiE, GSS-APL IAIERH WINIESRAY, % '3 Kerberos SCHF7E
Solaris, AIX, HP-UX ({X 64 {ii) , Windows Fll Linux #:{E &% LAl *f
T Windows ##1F RS, SR HH T 251 Kerberos SCHF,

DB2 ol 48 BRARAE % P LA 55 A b 305 X LE4h 1,

i IR E QAT AIE DL AT . B0 R E AR, 3530 authen-
tication %uife /e s MLAR AL & 24U (H.

AP SRR B O S A A PG G L BN, Al R R RE AR S5 e i DA
B3%32 % P ULAI4LAIERY DB2 BRE(H, 2, &nlae R 4l R el MR+,
11 BE A A 55 i i 4

AR EAE ] GSS-APL Wi, AB2% LA 55 4% EAR A SEad 1F.
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WAIE A BAE AT R B T S B R AR SR UL ™ b R R 4 P AT AR,

DB2 il 7 i 4% I T AR, AP AR RS IR GSS-APL R (F, nlilid
HER A C I 4 - 1) 55 =0 W SR A PR e — 2 5 ) DB2 %5 P AR 9 25 A TEAT 4.

7 DB2 E Pl LEER &N
DB2 & JUHLA] S — AU SR R — A P AR A R DA LR

¥, fiH GSS-API WIEHHE F LA DB2 Mg af T 3B GSS-API 4
PR3 2okt o B G AF. 5% P LRSI GSS-APL WAUES ¢4 4H T ALY 25 — Ak
R A AR R e . V8 srvcon_gssplugin_list % 424 B AR L & S MOk R
OIS %% GSS-APL flifFH5I%. TFEIHZ T DB2 & AL 244 1 Fhi
g VR

DB2 %/ 'Hl

R bR/
H B
YA

Kerberos GSS-API

% P T

GSS-API
P LT I

A ——

5. 75 DB2 % FHLLABE % A1t
7 DB2 fi5#H LAERERHEN

DB2 R4 nl X — AR REN. — PRI IER R Z 4 GSS-APIL i
4, TIX} srvcon_gssplugin_list $d /B % B4 AL B S 808 € YR E W] ] GSS-
APL ffif, (HJE, BFIFEFS R —4 GSS-API #fi{Fr[1EN Kerberos ffifF,

B T AR KR 2R Al o5 A R R 55 A% i 2 A F A, AT REE W A RO A R O A
B PHUNIESG F, s 7B #EAE (610, db2start F1 db2trc %) B, DB2 %%
3 P A B A R P DL DCIE A PR X e AR AT B e &, (RO, RIS
A 55 45 B B A UEAR PRAR X B9 2 P ILAIERG £F,  BEAR P 2 AR I 55 4% L #Y authentica-
tion Hdls e HLARAC B S HURE.

Al authentication FiI srvcon_auth Ji'E S E0 E A ARRME, H5 RS2 H— ML
TR DA IR £5 i e i H2 I 5 — LR A T A4S B2 AL

SR MR AR I B L i
« ¥ srvcon_auth il & S %K E N GSSPLUGIN; Ff
e ¥ authentication [il & &% & & SERVER,



srvcon_auth [t #2502 35 A R #2008 A DA E B 1 — Fh o vk, 3 28 % 2 i 1)
srvcon_auth it & S 5ds e IIE 7, (HAR MR b=, 2448 authentica-
tion ZHYMH.

U ARAE RS P2 1 55 A P LA UER P, AR A0 RdE (fitn, db2start fy
) KM,

THEMGAT DB2 ik 55 f b2 A DAL 14 O Bl 25 4

DB2 JR% %%

T F P AR A

RpERER | — — IR
=
Kerberos GSS AP| —————— 5 _— Kerberos GSS-API

% P LRI ——— EHRE T g
GSS-API - t_ GSS-API
& P R T —  JR&EEME

EIEGHES

Kl 6. # DB2 fR55#% L #fE L2

ERREEEN

A O A BRI B B RO 2 B T A UGEALE A I, R X s
SR

% 31, L UL PR R B AR L B 2 AL

iz SH AN

B AU P AR IR A A CLNT_PW_PLUGIN

& ML Kerberos #fif4 CLNT_KRB_PLUGIN
A GROUP_PLUGIN
AHFALE GSS 4 LOCAL_GSSPLUGIN

IR 558 4 1 07 =X SRV_PLUGIN_MODE

GSS HfifF e 5 & 51 2% SRVCON_GSSPLUGIN_LIST
IR 55448 FH P B PR i 4 1 SRVCON_PW_PLUGIN

I 55 % Bk SRVCON_AUTH

HOUR P8 AR UIE AUTHENTICATION

MR AR EIX S E, A4 DB2 i g il T A&, 1P ey
BEHFN Kerberos tAilE (IR authentication Z47EiR 5545 X B & KERBEROS) . {H
&, REEMLELE GSS-APL i, FHik, WX authentication Z%UfE & NIESA!
GSSPLUGIN, FFAIEAZ%i%t srvcon_gssplugin list fiil &S5 E GSS-API I IEHG{F.

ENREHY
e A B e C B 2 O IR BT A 52 SO A R0 2 A 200 4 B8 S 2 A
% 8 & “afmr 185
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TEE AR, DB2 & P HLEEAGE HI T8 F AL R 454 Bh s s 08 11 99 2 2 AL A 4
. PV AR F ] SEOMHMTRARME A2 A 22, s, £-MrRiEER
AR SE B R [ SO Y 2 R R TP S B ARG, R B, B PR
JP 5 GSS-APL it (G1) M54 A SEWGiERE, RS A mMEPILRER
YRARIEGIER, REER I EEARRY Gl ik, R, &P R A — &%
2 GSS-API #ifF (G2) MRS#% B, RGEMAME FUAE X G2 HEEREHEAN
G2, MAERGFMBER P LM A GL 1 G2 fHfF.

BRI ERAE (T, SRR PR AR B S SIS Lk B 2 A A BT

JAMISEH] DB2 JRER) MBS, X T X EHlE, DB2 & ALFEFEA S — S

JEAE B 4 C B S 8 E A

o NS authentication fit B S A% B~ GSSPLUGIN, JB4 DB2 $dE FE4 P g8 o=
H Tocal_gssplugin Jt & 2536 & nY 14,

o N5 authentication Ff B 4% By KERBEROS, Jf4 DB2 Atil 4% M #s 2=
cInt_krb_plugin Bl 'E 5048 & 4G 1F,

o &N, DB2 #iEFEEHIA MM cInt_pw_plugin JiL'E S5 & 946 4.
RGNl 1Pva I IPve F-hEWNS B 2 IR 55 % 8 5L Y 1 00 F 22 4 1F,
F &L et
WREIF R 2 DIF L, AT DB2 i FEas B4 4f bR e D IE D ge. 14
WAZTURE LR = A 0 4 1 S P 1% D) R
HiREH

o AR IFIR ] T 2L B
B PRI\ G

o FRiRBLE e LN ((UERTE P UUESE)

o IGUFIF (RIEE) WY

o WEREFFRRGERNAMAT (UEHTRE G

o BECE LSRR RIS, RS R B R B A (PUE T
&ML )

« R SREE P AESCER ) DB2 BZAURIR
GSS-API AIERH
« FRIREME %A BT (BGE T & P U
o SCHUF GSS-APL g
o ERFETAPRRRAERS MGG IS (A3E) WERS (CLE TR L
k)
L2 5 e L
« RES5HEE GSS-APL %4 bR AR DB2 #ZAURIN

Xt CLP siBhas SQL iEMA G MLt 2 & 255 T iRiA,

TR e e, DB2 Bl i n] TR VR 2 DL R, (EE R RE R UE R L G
B 22 A I 1 58 BE .



REF/GEME

TR Z 22 e (i EEEC LR ENE = FWLR) , EHENE SR
BdE MR 55 a8 LR .

DB2 & FAIAELLT H b A % 5 i P D8 1

e 32 {ii UNIX: $DB2PATH/security32/plugin/client

e 64 fii UNIX: $DB2PATH/security64/plugin/client

e 32 ffl 64 i WINDOWS: $DB2PATH\security\plugin\instance name\client

i EET Windows 15 E, NEHNBIE instance name I client iXPAF H 5%,
S i A LT S B X A H R

DB2 i A8 P s A2 LU B s rb A H ik 55t o FH A DIEARG 14

e 32 fii UNIX: $DB2PATH/security32/plugin/server

e 64 fii UNIX: $DB2PATH/security64/plugin/server

e 32 fifl 64 i WINDOWS: $DB2PATH\security\plugin\instance name\server

£ fEEET Windows P& L, AN2HSEIE instance name HI server X FAT H %,
SEA A A LT S A X AN H SR

DB2 #ifla P PR AE DL T H S rp A R A i 1

e 32 fi UNIX: $DB2PATH/security32/plugin/group

e 64 i UNIX: $DB2PATH/security64/plugin/group

e 32 fifl 64 fii WINDOWS: $DB2PATH\security\plugin\instance name\group

i fEET Windows W& b, REHNEIE instance name 1 group XM H %,
S i A AL T S B A H R

REFHMGARALNE

BRI LM BARE T FER U R4, I C H C++ EFWMERLRAETE
WA E T B WU 44

* Windows: .d11

* AIX: .a 5 .so; WIREXMWANY AL, M2KMHEH a ¥4,

e Linux., HP IPF # Solaris: .so

£ HPEaT i DB2 i@ JDBC WKshiR )y ok A& L2,

fin, AREFLE—DFRN MyPlugin BJLZ2AEMEE. M TRHDZXFFNRIERS, MV
A P ST A 48 T e s

* 32 {ii Windows: MyPlugin.dll

« 64 i Windows: MyPlugin64.dll

e 32 fim 64 i AIX: MyPlugin.a 1 MyPlugin.so

e 32 fiinf 64 fii SUN, 32 fia{ 64 {i Linux, 32 {iig} 64 {ii HP on IPF: MyPlugin.so

T HA 64 i Windows 24 {15 24 1 J5 204 5 E L <64,
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247 22 44 1 44 R Of BEB BcHi P A AR G BN, G R I & AT TR 4647, IF
H A WAL A FRE S 4 AT AT BR E B AR 300, Toig MR a4 R4, %M%?”ZIDT
ProRIEMFE MyPlugin (92 a4 1%

UPDATE DBM CFG USING CLNT_PW_PLUGIN MyPlugin

LR AR KRNER), FHOH5 AR HILES. DB2 Kl AR 506 AR E
PR PRI B S B (EOR AL 5 R ik A, ARG O P AR R N 2 1.

H TR R AR AR s, AR T AR i DL R g A R 4 A | R
WFEE Sk fr 4% E . B, 1R Foo, Inc. AFHWE T —NMHT 28 FOOsomemethod
WIE T E G, 82wl DI 1% 36 444y 4 & FOOsomemethod.d11,

AR R KK E (RS R AR 64”) HAEN 32 A5, T8
M 55 8 AT DL SRR i e KA R B A PR (U, FEAUR RS A E S, HiES M
(AR A B R M B K R 255 AT, LT A& XF sqlenv.h HHAS define FRill
T 3K P A B il

#define SQL_PLUGIN NAME_ SZ 32/ plug-in name %/

#define SQL_SRVCON_GSSPLUGIN_LIST SZ 255 /* GSS API plug-in 1ist /

B AT S AEA T B SRRl AL:

« HSEBITAE A,

« R ATA T ERROZ SO

© RGEEITA P AT SO

FERST” A PR R £ A4 HF
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f£ Windows |, DB2 ¥ufff 8 B4 SR 6P ab o PRI, K PIEea: P A
A D SR e e Ay 2

% BN P AR R4S Windows  #AE RGE“MFES D AR, il MEDWAY\
pieter. FEA/RMIH, MEDWAY JEi, pieter 2/ 4. 1 DB2 #ilafF R4, wlld
T RE K L PR 7 P AR PR A 2 — 6 B2 AR P 2 PR R R AR IR,

S'Z?ﬂ%’r TR P AR AT PR AR IR, HSOR RS AT . BT T,
1 DR VAV TP i AR VAR 11 o et B e S A A & L2 ST
FARRBUS 2 PR AR R, (HIXARRE TR,

KPR P AR IR 22— 000 P AP — B SR Fe e F P 6 LT i & 42
ER Vi

db2 connect to db user MEDWAY\pieter using pw

FESLIEDLT, AR A TEE 1T, IBA P AR MEDWAY\pieter ol fif b A ARIN
PIETER, R SCHRHEPIHRED 7 AR R M PR AR IR, IR AR UK
MEDWAY\PIETER,

LAl DB2 BEBAFPRERIY” AR L 2 PIER AR, B4 DB2 H ik
TIEAE P

o — G R TOR— 0 P AR IR 2 — B8 B BN IR DA BOR < RER 4 FH P R
TR 32— FR 0 AUFRIE,



I R IR R S i Al 5 e DR vy AN A 1%l 15 DA A V2 20 B S i i 3 Y
.

AN AT DLKE S B FE AR BR8P (9 — S P 4 MU 2 A R [ 0 B 5 LR Z2 Ak (4

mn, AH T BT AR AE B ), A R DU RE SRR P ER T R AR TR /Y
i fF.

—EEER, W AR (A0 PIETER) 55 Hy s P AR i A 4 1 A P R 43
TEAGRIR (fIh0, MEDWAY\pieter) JEIIREMUIR AR BIPNFFE AR, 5 — AR
VUM SR IR B RF SR AT LS R 53 — AU PR SR R B R AU SR 52 2 R[], — K00
B IOR PR o AR IR B/,

TRV T DB2 $dE 1 RS- A 0 AR 2 DL R E AR SE B B 4 R 24 R
232, DB2 “H2HHMF

NEZRE “—EBS R PRRMRIEHEIERR  “FENS” A AR EEABRR
MRS CF L) IBMOSauthclient IBMOSauthclientTwoPart
PR (IS5 #) IBMOSauthserver IBMOSauthserverTwoPart
Kerberos IBMkrb5 IBMkrb5TwoPart

iE: AE 64 fii Windows -5 L, 2XFBLAR SR YA 14 44 FRIB G 87647,

Wt E T RS A F 5 Kerberos 18 PR AOIATEZRIUNE,  BRag 500 T it &8 A
ik —aRa P AR R 43 5K71X — S B 817 B 4 1

O PAER T TP AR IR 2 PIER T R AARIR, 6708 B PR il (A2
BRI ) . AR AR S B e BT 22 A VAR 5 B RO A B AR i E S A
KAGER), W PR

X R PR ER 7 TP R RS 2 <P ER o AR IR B i 55 4 A, A2 HEAT T 31)is B
* # srvcon _pw plugin ¥ & & IBMOSauthserverTwoPart
e ¥ cInt_pw plugin & & IBMOSauthclientTwoPart

TR <PRER 7 TP AR TR 22 P3R4 B BUPR IR I 2 P LIIE, A2 kAT T 91)is B
* # srvcon pw plugin % & & IBMOSauthserverTwoPart
e ¥ cInt_pw plugin X & & IBMOSauthclientTwoPart

XF TR PR TP B R B 2 PR ER > AR IR Kerberos WAIIE, A2 4T T 411k
B

* ¥ srvcon_gssplugin_ list & & IBMOSkrb5TwoPart

e # cint_krb _plugin ¥ & & IBMkrb5TwoPart

GG R % % 15 Microsoft Windows Security Account Manager %5 4% 245 &
RI“PER4 P ARIR, flan, RADITI#E: domain\user ID, iEIERF, DB2 JGEF#F
ASCHE AR A S R T P AR U B

DI AR PRIy, Y S SCBL PR A 1, DL e B R R A — ER R AL
PRIRE A PSR, L IAE S5 il — o0 3 AR VR R0 128 P S0 AS ] 14 552 81 o 21
o PR A3 B A VL T B
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ZEMM APl RRZES]

DB2 5% R G L e dt 224Gt APL B 47455, X T DB2 UDB V8.2, XULf
AR 1 FFHRH R

DB2 fibfa ettt API HMRASZE DB2 WlRISCRFH APL Mk MmAS, XMT
SMRAA S, IRAR T IR R APL RAS, TRAE SR [ DB2 LR AR
B REGE . RS O EARMAS K APL I8 246 1 5 48 22 S AR RS Y R B g
B, TEAEMT—FMEOLT, R APL #RLTE R EE A RA T BU P IR B L APT SCHF
FIRRAS,

Xt DB2, (AT ENAZE R ZEMFRIRAS (Fi, FkT APL H9ZHN) |
WA S A2l DB2 KATHUS —ikH S E .

32 i#0 64 (UEZEHEHETESEIN

i, 32 { DB2 LA 32 fiZafhifF, M 64 i DB2 SLHIfHA] 64 izl
Pk, fHE, FE 64 fisEfi b, DB2 3oy 32 M MHRRFP, XLBR AR PG E 32 (idf
(3

BERT DLzAT 32 i AR T AT LB AT 64 i JHAR 7 i A 2 SE i R i s,
REEGRG LG BATHET 32 W IRER, IBAMmft 32 fifdfr st B A
T 32 A dErE, XFAE Linux F1 UNIX #2:4F &4 ({EAf4E Linux on IPF) L
iB4TH 64 i DB2 S5, 4 H I security32 Fl security6d XN HE, X T7E Win-
dows on x64 m IPF Lisf7fl 64 fii DB2 52, 32 {ifl 64 fiZ&ddt TR —H
SEH, (HIE 64 Nidfif T B A G647,

UREN 32 AESEGITHEE] 64 REsEf, IR IRIUENXT 64 (37525 8B 2 15 1Y 4 2 47
TFRA,

ARG — AR 64 (LI CF I B HLNY B AL ARG T %23 1F, AR ASEIHE AT
32 (I HREFH) 64 (AR, FEBLIEOLT, Zatlifft — M ohaRRE AL — .

REFMMUOABEE
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G RN A BRI DT R 2O S 1 Moy U SQL S8R,
Ty R o 7 FLE 0 H A

PUF /&5 %2 4fi 1 A6 SQLCODE {A:

o WIRAEPAT db2start 5 db2stop M MF KSR, AFAHFi%[E SQLCODE -1365,
o BFY R A AR A W] R 2R [F] SQLCODE -1366,

o WEUERAE TR S A RS, #BFR [ SQLCODE -30082,

TEPIAFE B2 2 MRy, EHEMEH HREN. 78 UNIX b, EAFEHEMEAHEXL

4, R sqllib/db2dump/instance name.N.nfy, {£ Windows ##/E &5 I, EHE

EMEMHRE, AR AERES TH, vl Windows #4ERGEH“FF U671 T

MEEE -> wHmiR -> BETE > SHEFESRKRIHHEER" TH, DUTE

552 AR A DG 1 7 38 0 H AR

« 13000, EFfREKAEHIRMEM GSS-APL Z4ififf API KM, F iR [ — 54 5%
HE (k) |



SQLT_ADMIN_GSS_API_ERROR (13000)
HHMAE"plug-in name" )\ GSS API'gss api name"HRiZI 4R KRS error code", =4y
25 2 R error message"
13001, EIe/nFE AL RV DB2 Zaifff APL KM, FfHig[F — 45 R1H B
(mfik) .
SQLT_ADMIN_PLUGIN_API_ERROR(13001)
1" "plug-in name" M DB2 & EiFEME API"gss api name"$#EUZ) iR LAS error code"
KiEIRiE B error message"
13002, T8~ DB2 AKAEHIZFAE 1.
SQLT_ADMIN_PLUGIN_UNLOAD_ERROR (13002)
TRENEE A plug-in name" . NEEHITH —SRIRIE.
13003, ‘EffnFERAFREER.
SQLT_ADMIN_INVALID_PRIN_NAME (13003)
FF"plug-in name"BOE(RBFR "principal name"F5y. IBIEIE L F KR BFR.
13004, BIEAEIEAFRICR. AR A R AR AT (78 UNIX Foh7,
£ Windows [ A“\”) |
SQLT_ADMIN_INVALID_PLGN_NAME (13004)
WA FR"plug-in name" Fc3y. TBIEIELLIRIERR.
13005, EffnARRERA LRI, NMERAE AT IES D d, I B ¥ TN
B RICH A PR AR I B S 4
SQLT_ADMIN_PLUGIN_LOAD_ERROR (13005)
ToRFENEE plug-in name". IEWILZAGEEFEURERMENE XETER.
13006, EfEnEemERAE T EIMER. HIENRA db2support FE, WHRAT
fie, TR db2tre, SRIGEHE IBM SZHERIUA DLSR U — 4 55 B,

SQLT_ADMIN_PLUGIN_UNEXP_ERROR (13006)
mHRETEINGR. 55 IBM ZEFHAE R REE— S .

A WRMEIELE 64 (i Windows BCBFENLS % LA —SS SR 00(F, JF LRI
GRIRIERE TEARIR, WAEAX 32 (A1 64 GLERIURIZA I 1 fr 4 A5 )
T 64 RO A A6, (R R TSR
R BRI 4.

RS

HEHRREN
T DB2 %R RAMARAITH, LR E ORI, un b=
Wy 3%,

FraaZHl
FEPAHE & T TR 8 ARG ARG, n] LR BLad 1,

Ay

UK E:

SRR o e 55 s LB LR R A OF, i AT T 81 3R
L Kz U R 3 1 R A2 W 2 e 55 o B AL 1 H St
2. KBRS H A EC A 22 group_plugin BB A {19 2 F5.
SRR R L B AR GO, T T A B
LR IZ AR R A R 2 S 2% AILAG 4L 7 H s,
% 8 & wafmr 191



2. FERREE AL, RO R E BRI B 2L group_plugin HUBONIR MR Y 4K,

#RE F PR 1

192 gof e e e tidsm

FET] DB2 % ARG R AR IR, BT DU R E B R
TINIER PR, AT DL 5 =T K,

T Z |l

P A 3 P AR AR A A D UE A 2 25 RCTE % LA R H SR S5 w4 AR E SR
WX IR TR R S R I s, AR — MR R P LS B SR, TR A
UEAR AR T AR AR, 4 & P AL 2 IR G40, BEAf AR % F T IR E ot
HPAL, AR I R RCTE R S5 A A B SR, IR A T AR 5 R 55 A8 AR &
2, JFH, ®4A&H GRANT EMMNE AT & CH T USER 5 GROUP Y, st
WA TR ERMMREEFEF LA, RGN T, M bR/ 2EmD AE 2
RS, REBEPA N AREER, A& REEE RPN
WA, R BIRE FURIR 5548 B E A ARUCEC 09 P AR iR il 4 R D I,
(BRI 2 ] DL A

iE: /RS LR R DB2 it 55 A% ST AR FIRE P 2 J5 A R wh 2 B 1 A B,
RE AT RS R - MR A THRA (BHRAL) , AR
(AU, B2 St ATRR A, 2 R YR I O O AR Z A I, R RS
AHEAEH.

FEARAGIE & T BT FE RO 4 B R e 0 P A i S DA R 2 Ja, it n] DLERE X
BEA1F,

YUK
o BUEROE R 55 A BRI P AR IR RS TR A, SRR R g5 BT T
G IR
1. S8 R B s i P AR iR i A TR A 4 .
2. BRI T AL E S8 srveon_pw_plugin B IR S eM G AR R, 4IRS
#RAb# CONNECT HI ATTACH i3RI 25 HI LA .
3. BATRUT HAg — A
— KB EE A E 2% srvcon_auth ¥ EH CLIENT, SERVER,
SERVER_ENCRYPT, DATA_ENCRYPT & DATA ENCRYPT CMP JAGIFZ5E!, &% 47U
T AR
— R S AR B E S8 srveon_auth 1% O NOT_SPECIFIED, F£¥% authen-
tication %% & CLIENT, SERVER, SERVER_ENCRYPT, DATA_ENCRYPT &
DATA_ENCRYPT CMP ATIE25%,
o BUERAEEER P AL EERE R P AR RS R, IETER A PALEIT T A
g
1. Z & PR E S P AR R AR
2. REBCHE A BEAR I E 2 H cInt_pw_plugin BT & FALE R 44K, ToieEmpE
AT YRR AT ARG AF, A RAAEdE L E 240 authentication i
B f CLIENT A £k ffik,
o BEAE A P AR IR R RS R B L, IR S5 g R G B EAT A R AL, T AE
BAR L IRg5 &l 56 BT T 505 3R



L RZHNZE L M5 ae s 5 B i & UL 2 serb 9 F P AR iR S IR AR 1
JE.
2. B R AR AL A 24 cInt_pw_plugin BHONIR (1) 475,

3. # authentication i EE MBI ES X E N CLIENT, SERVER,
SERVER_ENCRYPT, DATA ENCRYPT & DATA ENCRYPT CMP,

ZME GSS-API F
FEEN DB2 %4 RZGERINIETT R, BRI GSS-API 2k JF & H O HIAERE, 1
EAEE =il B

T Z |l

YT Kerberos Z AMNAIEFEAY, FEZ PRI 55 8% L 200 HAT FAVC L 4 48 12 42 R FIAR TR]
MR R 2R TY & P AL S5 L dd E AN ok B R — AU R, (B E AT A BRI
i A4S0 GSS-API 448, T Kerberos fifF#PCL SCBUbRMEM, FHI, mTRIgEZE P
PUFIIR 5555 L 5B ) Kerberos flfFMEEA G, HIE, AKIRMER GSS-API LKA
FSEE (fln x.509 k) nTRe 5 DB2 #diE RGEH 4. i GSS-API iAiE
e (R AR DA URCAE B P AL AR E SR IR S5 18 B S, S IR T R Al X A 1 1Y
L, WER AR PG E S, B2 i s T AR R, 4%
FUILZAR T 2 2 R 55 A It 2 n stk G SR A AR A R 55 24 1 H b, B4 e %
TSRS JaES, JH, 824%H GRANT 1B/ E A 52 K4 USER
GROUP W}, 2K e 8 T 46 B AUbR U B A7 7 I LA AL

i R AR DB2 iz 55 fe s AT AT AR P 2 S AR LA A BTRRAR.
RE AT A R - MR RA THRA (BHRAL) , MR
GEUHE P, B2 S b ATRR A, 2 0 OB I O O AR AR I, R RR RS

AL,
FESRAHE A T e 5 PE A B R SE Y GSS-APL YIESRF 2 J5, vl DLERE X LE i 1+,
iz

o BEROE R 45 #% L ERE GSS-APL NIEHFE, E7EM 55 8% AT T 51 3
1. E RIS G H SR GSS-APL b E.  aTLI 52 GSS-APL ffifF&
I H S,
2. FREIR IR AR E 240 srveon_gssplugin_list B —DMAEFH. DUES5)
BB, DRI 2235 AE GSS-APL i H b 14 NG E A B AR .
3. BUATRUF Hf — A
- BEIEEEHEAEE S srvcon_auth #'EH GSSPLUGIN &
GSS_SERVER_ENCRYPT, IX i fdiflit 55 a4 AEW i i GSSAPI PLUGIN AIET7 ) —
Fr =, BCE AT DT Ak
— B ER S FASELE S8 srveon_auth 1% 4 NOT_SPECIFIED, ¥ authen-
tication 1% % GSSPLUGIN & GSS_SERVER ENCRYPT, 33/ ffi flt 55 #SRE M5 fff
Fi GSSAPI PLUGIN TAiIF 5 ¥ —Ff 5 K.

o BEAERRPER L ERRE GSS-APL WAL, WAESEE L LT T AP
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1.

2.

B UG R R GSS-APL WAEffFE.  FTLIK 52 GSS-APL #fifFRE
I E s, & P LR R P R AR S dR s R SR P RS A — A
GSS-API #fifh ok 2 /E CONNECT 5% ATTACH #{EMEIAIE GSS-API 1
£,

e PR PR R EEE ERE TR E L RINE R PULE Ri%EZ GSS-APL 1A
WA AEAE IAENLS]. B

CATALOG DB testdb AT NODE testnode AUTHENTICATION GSSPLUGIN

o BEMH GSS-APL VIR % P AL, IR F5a s o6 Lo fT A Bz AL, 3T T 51
AR

1.
2.
3.

SHZE L, W55 S 56 _ERYE LI F E SRR GSS-APL YIRS )%,
e Al 7 A LA i B 240 Tocal _gssplugin BEHT A 1 (19 24 5.

BB EE B E S8 authentication I E H GSSPLUGIN i
GSS_SERVER_ENCRYPT,

#BZ Kerberos ik
EUEM] DB2 %4 RS Kerberos INUEAT R, #ADIFFAHCH Kerberos TAUEIEF,
] DA ) 55 = 7 WA S,

T Z |l

USRS A R AR RUAS, 6745 11 DB2 R 5545 KA A% 4 140 O AT Ae] 2 IR
WD R BB RCA (ZARARTE ) I3 SRR IEAE (%3 1, IR A2 R AR E X
10, WAGFEBE

KT UES
A TE Sk I 55 OB P P LB Kerberos AT

194 Hoi e e e tids

iz

o BEBIEEM S # LEFE Kerberos YR, 1HEM S o8 LHAT T AL TE:

1.
2.

¥ Kerberos AR 252 0l 21 ik 55 g4 1 H 5%

HH srvcon_gssplugin_list i FEE AR ES BN E (B~ 1NEFIE
SERYIFR) DIHE Kerberos 55 #nidifF 4%, MyIFRF HAEH — A6 1F 2
Kerberos ffiff. WIRAIFRHEA Kerberos i, MazkblsEiR, WRIIEPH
%/~ Kerberos fiff, M2zREHG, WHRENESHE A2 E I H authenti-
cation fi & &4 B & KERBEROS i KRB_SVR_ENCRYPT, 22 k4 DB2
Kerberos ffif}: IBMkrb5,

VB, 1HIE srveon_auth FilE R HARILE S BUNM.  WEREEE Kerberos
ik, 4 srveon_auth Hdia 248 HLAE IC B S 800 n #2326 10 F frR:

— KERBEROS

— KRB_SERVER_ENCRYPT

— GSSPLUGIN

— GSS_SERVER_ENCRYPT

- ZH, {1 authentication [l 'E S & IR 1) H A — AN SEHTER,

o BAERARPER FLEERE Kerberos LI, HAER Pl EATLUT B3R

1.

¥ Kerberos WU 4% & il 21 & P ALIG A H 5%,



2. ¥ cint_krb_plugin %4 A B NL B S 80X B A Kerberos {1 &8, WK
cInt_krb_plugin L& ZHNE NEH, BAK FUIAGEM M Kerberos TAIE, 7E
Windows |, $R45{E K IBMkrb5, HFFEXf il Kerberos ffiffekiAsthfl. 7&
UNIX b, @2 EE, FoREEE = EH, EAeM A Kerberos DRI %
FL, M55 e 8™ ¢ BT AR AL, iEPAT T AP ER:

a. ZHIZE UL RSSEREe Ei%& P UG E SRR Kerberos TATEFG 1R,
b. ¥ clInt_krb_plugin % 7245 BLAS IC & S 50K B NG 1R 2455,
c. ¥ authentication F{R/EF MMM E S H A KERBEROS I
KRB_SERVER_ENCRYPT,
3. Ak gwEH & PRI RS, FERE PR ] Kerberos AIEAEF. DU
T4 E testdb HE %E:

CATALOG DB testdb AT NODE testnode AUTHENTICATION KERBEROS
TARGET PRINCIPAL service/host@REALM

ET LDAP gJiNEFNBE S 15

DB2 ¥ )FEE B 45l DB2 Connect il {fi fl LDAP Z & 4fifFiEk]l % B LDAP
K F T LDAP AYAEFIZH A i1 fig

AIX #AE RS LR AT LDAP BJIAUESCR:. M DB2 V9.7 FP1 JHih, iEH] LDAP
SFE LY R E] DB2 5T S F IR A MY Linux, HP-UX Il Solaris ffF
F4t. LDAP BUAE AV FHZEWIR LDAP TAEXT P DAUEFNZH A5 B E AT S rh 48 2,
AR DB2 SEIC B D iE i 0 RGO AUE ] FR BB TR, SR B0 R ]
PUEIS LDAP iR g5 e $hATINIE, ZJ5 AZ&EHIH) LDAP WAk, 15 DB2AUTH Z8Iii:ffit
RAZFCE N 0SAUTHDB, =2 3 Fe Y #RAE R Gt (04

« AIX

e HP-UX

e Linux

e Solaris

MT AT LDAP KINIERY 5 — e Rl i (] LDAP %4 4fifF. LDAP %4 4fi{f
B VF DB2 Hdfe R Bl as Xt LDAP H b SO H P i T,  LIBR£XF DB2 7
b JIT SCHR (AR ] RSUAS GO0 B A AR G0 2 I P AL SR, 32 S 40 R e 4

* AIX

e HP-UX on Itanium-based HP Integrity Series systems (IA-64)

+ Linux on IA32, x64 B zSeries® fifi{}:

* Solaris

* Windows

A 522G R & 6 ) LDAP il 55 % f4%:

 IBM Lotus® Domino® LDAP Server V8.0 J 8 i hiiAc

« IBM Tivoli® Directory Server (ITDS) V6.2 (##i# GSKit 7.0.4.20 K H A ) K
R AR

¢ Microsoft Active Directory (MSAD) V2008 KT = kA

e Novell eDirectory V8.8 K & fiiAs
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* OpenLDAP Server V2.4 JH &4
e Sun Java System Directory Server Enterprise Edition V5.2 FP4 J T ZhAR
* 7/OS Integrated Security Services LDAP Server VIR6 I & i 4

i fH LDAP JfifFBibit, 24207F LDAP e4saf b U5 B0 AR S B m BT A
P X DB2 SEBIFTA FEARIRIZ B, GRS, FEBAE RS ST XL A
S, ABRIELAE LDAP g SGXEEH 7, ) [, AR LDAP 4Id {F#L, AR
LWHAE LDAP 55 fi b E SCRAUIT A BRI AT A 4L, X o] 0 F5 e Jodi 7 B A e
TE XA SYSADM, SYSMAINT, SYSCTRL #iI SYSMON 4,

DB2 “ZafffFEa] TS avim ik, & P i) IR Al CRE b ilig ) . AR
PRSP E R R EREE, T RERT B —Fh. P el By 40X = P 2R 48 1F.

B DB2 et ait, G AL

L REERFERS S, KOS AR, SRR EXERNAEER,

2. JEiEE IBM LDAP 4Rt B Sc i (548 4 %5~ IBMLDAPSecurity.ini) 9
(R BE B AR, TR E I LDAP 45 B 51 DU & 38 24 1.

3. o G R

4. &R LDAP Fi P ARiR st g4,

AR &2 iR

IR 45 B8 UGE S A B & P HLEE CONNECT 1 ATTACH 3547 B2 AL (4 i P bR f 2

HATIR S5 4R B0 UE, DAERF, BISRAt—F ok LDAP HF AniNmlf 2 DB2 AU

W AEREAELE R AT LDAP R ARiRRI G S ) DB2 Kodl e FL g EAT A
Uk, AT R R 55 A A AR

B PHNEE 4

&P VUAEER RS T % PUVLRE #4171 A A IR A S S e uE s & B, A
SRVCON_AUTH #, AUTHENTICATION %% CLIENT ZREACE DB2 JR4S2emf & .
% P ALERE CONNECT 8¢ ATTACH EA)H R AL AR P FRiRFIE S, 66 P s
HEEZE DB2 R4r8s. 5EE, CLIENT JAGFA 2R MEGIE, T8 5 2 B0 X
FNILE.

TSR R PR AR 55 4% B AR HBRAE RS P AR RS R T 55X 28 ] P AR G ) DB2 AR
iR, A2V BB T R P ULUEIR A, X B PR Ak 55 By A oo A (4,

db2start) SATEAKGA Z |, AT LU & 5 il R R A VR R 48 P Al g 2
DB2 #ZUHril,

HEWEMG

AEWIEFBI N LDAP A 55 f F AR F E T R ALR A BEA% (F B, PR EL6E ) LDAP
KAHERALE X, B2 R LT, FR WA D2
« AP A ZAE LDAP ] 5585 i,

o FERCE R o5 A EAS I E SCRUAEAT I (RLIESE BB & M2 B3 ) 72 LDAP it
55 i A DA — F P A U SLRY.



« 1£ DB2 R4 LA sGuE (B, FEARSS#+0) DBM IC & SCHFHK: AUTHENTI-
CATION # SRVCON_AUTH % ® % SERVER. SERVER_ENCRYPT if
DATA_ENCRYPT {8 ) .

H, UK IR S5 A AR (B AN A B (R B R 2 e A MR 55 4 Ll 298 T, DB2 & 1™
HUE R TG B4 % LDAP iRk,

AT RICK: LDAP 20 A i - i e 5 5 2o HoAt e X 09 A UEE A48 (B, Kerberos {4 )
HEMM., FEHTEN T, LDAP A ififf MR BiHuls 2 it 5 54 P A B DB2 #2417
PR, AR ECEAE LDAP H ki8R A LA AUTHID_ATTRIBUTE 1,

SRIGRLER 51% P A G M e B R 4.

ANEFAEAE EER LDAP (AIX)

M DB2 V9.7 JHh, #TiEW LDAP HIMEMAEINIE AIX BIERE L25H. 1E
JE SRS 2, fe BT — i B PR,

T Z |l

X LDAP R 425454 RFEC 2307 HO¥ LDAP JR 422 & HA768 F o f
A5 8.

iz
1. 209 LDAP BLE AIX FPHULRL, wIAT FAIZHK:
a. YENEA root I ELBRAY 8%,

b. WRCH LDAP & UL RLERTE AIX RG E. AIX ol 557H =R
LDAP & PHIEC &4 Fl: ITDS V5.2 (B AIX V5.3 $24t) | ITDS V6.1 (i AIX
V6.1 {£4t) Fil ITDS V6.2 (Ffi AIX P REiEM) . FHINAERRKE ITDS V5.2
WA EELSETE AIX V5.3 &% [

$ 1s1pp -1 "Tdap*"
Fileset Level State Description
Path: /usr/lib/objrepos
ldap.client.adt 5.
5

.0.0 COMMITTED Directory Client SDK
ldap.client.rte 0.0

COMMITTED Directory Client Runtime (No
SSL)

Tdap.html.en_US.config 5.2.0.0 COMMITTED Directory Install/Config

Gd-U.S. English

ldap.html.en_US.man 5.2.0.0 COMMITTED Directory Man Pages - U.S.
g

ldap.msg.en_US 5.2.0.0 COMMITTED Directory Messages - U.S.
HiE

Path: /etc/objrepos
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No
SSL)

c. A -c BEIIAY mksecldap fir % ORACE % F AL, A K mksecldap i 4 DL
Al f 1% 4 SR Bl B & LR B 245 B, 15 2 i http://publib.boulder.ibm.com/
infocenter/pseries/v5r3/index.jsp?topic=/com.ibm.aix.security/doc/security/
setup_ldap_sec_info_server.htm

d. BB /etc/security/user SCHFHTERAE T,
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—H#&MEC EMACE LDAP HE &M HHFHT T LDAP HEJG, sk
B PR LDAP, ORI ] DI LDAP H s oA 32 BR il i) AT A
P AIX &L

/etc/security/user XA SYSTEM F1 REGISTRY J& 1 H T48E Vil DL M
MT AP EEE. 2253 H LDAP YR A& 3, i EE ey sYs-
TEM F1 REGISTRY Jg@thi% B & LDAP, {lf:

chsec -f /etc/security/user -s default -a "SYSTEM=LDAP or files"

chsec -f /etc/security/user -s default -a "REGISTRY=LDAP"

AR SYSTEM 1 REGISTRY JEYERH Z1F4IfF E, 15 2= Whtep://
publib.boulder.ibm.com/infocenter/aix/v6r1/index.jsp?topic=/com.ibm.aix.files/doc/
aixfiles/user.htm?,

AREZFMER, BSERE R AIX BE 24 LDAP G "HZLE S, 1%
25 BT http://www.redbooks.ibm.com/abstracts/sg247165.html
2. Bff DB2 L ERCE AW LDAP TAIE, HHATRLT BAE:

a. 44 DB2AUTH ZeIniv Mt #2745 &% B & OSAUTHDB, VENEA SYSADM FUE (A fia
17 db2set DB2AUTH=0SAUTHDB,

b. {fi ] UPDATE DBM CFG iy 4K Adfa 122 i 55 2 S 1] b A DA UEBE B o B4 AT — il
* SERVER
* SERVER_ENCRYPT
+ DATA_ENCRYPT

c. Tl AR 284 Client Userid-Password Plugin (cInt_pw _plugin), Server
Userid-Password Plugin (srvcon_pw_plugin) FI Group Plugin (group_plugin).

d. EHi53h DB2 5.

{FAEMINE A ERBEESEIN
AIX 3T EH LDAP I EMAE P 32 +F Kerberos AIIE,
HA TAECHE AIX E5ERL, LUK Kerberos INIES%ERH LDAP Bl &Ml ., MUHEALAAR

[RI B B A AR EIDGIE 7% (0 Kerberos ) B, 534 FAINAWIELE /usr/
Tib/security/methods.cfg F1 /etc/security/users H,

TE /usr/lib/security/methods.cfg W, FEEAG FIINEA R A S/, LDAP HI
Kerberos AJIF,

iE: KRB5SA fiT# Microsoft Active Directory ffE Keberos %44 & FL> (KDC),

%I+ LDAP:
program = /usr/1ib/security/LDAP
program_64 =/usr/1ib/security/LDAP64
X+ KRBSA:

program = /usr/1ib/security/KRB5A
program_64 = /usr/1ib/security/KRB5A_64
options = tgt_verify=no,authonly,is_kadmind_compat=no

T KRBS:


http://publib.boulder.ibm.com/infocenter/aix/v6r1/index.jsp?topic=/com.ibm.aix.files/doc/aixfiles/user.htm?
http://publib.boulder.ibm.com/infocenter/aix/v6r1/index.jsp?topic=/com.ibm.aix.files/doc/aixfiles/user.htm?
http://publib.boulder.ibm.com/infocenter/aix/v6r1/index.jsp?topic=/com.ibm.aix.files/doc/aixfiles/user.htm?
http://www.redbooks.ibm.com/abstracts/sg247165.html

program = /usr/1ib/security/KRB5
program_64 = /usr/1ib/security/KRB5_64
options = kadmind=no

X}F KRBSAfiles:

options

db=BUILTIN,auth=KRB5A

%FF KRB5files:
options = db=BUILTIN,auth=KRB5

X KRB5SALDAP:
options = db=LDAP,auth=KRB5A

%fF KRBSLDAP:
options = db=LDAP,auth=KRB5

Tl
FAURGR R T DU E 7 S8 B DA . BN EREE TR [R] AR Ty .

iR Frank [0k A7 66 7E SCAFE B IR FHSCAF#E4T0E, T84 Frank B 7E /etc/
security/users HZELIF TN,

frank:
SYSTEM = files
registry = files

W Karen B P AEREAESCHE B IR Kerberos #E1TIAIE, B4 Karen BYT5HE /etc/
security/users HRLIT FIINE.

karen:
SYSTEM = KRB5files
registry = KRB5files

IR Luke [0 P ZME7E LDAP F 31 il Kerberos ¥EF7IAIE, B84 Luke HITE /etc/
security/users HHZEMITF FHIHE.

Tuke:
SYSTEM = KRB5LDAP
registry = KRB5LDAP

TR Lucy KK PAA6TE LDAP 34 il LDAP #E47IAE, B4 Lucy HIT7E /etc/
security/users FHRLIT FHINZ.

Tucy:
SYSTEM = LDAP
registry = LDAP
B PR G LAE LDAP b, wlRIE T 4ildr & ok & .

$ Tsuser -R LDAP lucy
lucy id=1234 pgrp=staff groups=staff home=/home/Tucy shell=/bin/ksh registry=LDAP

AINEFIZEEELEERR LDAP ( Linux)

M DB2 VO.7 BT 1 KHEmRAI G, EHift DB2 i/l 55 4+7E Linux #1ER
i b DI#ER 7 A HET LDAP BYIAGE, &6 A ATHE A DGERCER (PAM), R E 2200 &
LDAP it 55 4% LLA7 it TP RIAL A5 B
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T ZHl

Bi/E DB2 B4 S AIXHEN LDAP BScHy, 3558 A TAE%
L. BCEHAIERZEDIEH PAM AIEH

2. fii'® DB2 L

XL LDAP R45#84F & RFC 2307,

UK
1. 2 LDAP Hl PAM [LE#ERS, HPATUUT PR
YEEA root JH FARR ) P8 5%
b. HHfRC %% nss_ldap F1 pam_ldap #/F, XHAFEFRAE /1ib(64) B /usr/
1ib(64) HEHHE P A Tibnss Tdap.so #1 Tibpam_ldap.so.
c. B /etc/1dap.conf LAFLIHHAE RGAEW S LDAP JIR 55 &8, B
YERGLIE LDAP & 4L, LITFREMA /etc/1dap.conf Ui

host <host> # Address of ldap server

base <base> # The DN of the search base.
rootbinddn <binddn> # The bind DN to bind to LDAP
ldap_version 3 # LDAP version

pam_login_attribute uid # user ID attribute for pam user lookups
nss_base_group <group> # nsswitch configuration pertaining to group search lookup

d. 7£ /etc/1dap.secret CFHiIX EHRG. W4 A root FREW I EE ALY

A,
e. ft /etc/pam.d/db2 A BN PAM BLECIF, BEICAFRN 4 HAEM root H
FEEREE A,
auth sufficient pam_unix2.so
auth required pam_ldap.so use_first_pass

account sufficient pam_unix2.so

account required pam_ldap.so

password required pam pwcheck.so

password sufficient pam_unix2.so use_authtok use_first_pass
password required  pam_ldap.so use_first_pass

session required pam_unix2.so

%IF Red Hat Enterprise Linux 5, i53ZUNT Fr 16 ok e & 3044
#%PAM-1.0

auth required /1ib/security/$ISA/pam_env.so

auth sufficient /lib/security/$ISA/pam_unix.so likeauth nullok
auth sufficient /1ib/security/$ISA/pam_ldap.so use_first_pass
auth required /1ib/security/$ISA/pam deny.so

account required /1ib/security/$ISA/pam_unix.so

account sufficient /1ib/security/$ISA/pam_succeed_if.so uid < 100 quiet
account sufficient /Tib/security/$ISA/pam ldap.so

account required /Tib/security/$ISA/pam permit.so

password requisite /1ib/security/$ISA/pam_cracklib.so retry=3 dcredit=-1

ucredit=-1

password sufficient /1ib/security/$ISA/pam unix.so nullok use authtok md5 shadowremember=3
password sufficient /1ib/security/$ISA/pam_ldap.so use_first_pass

password required /Tib/security/$ISA/pam deny.so

session required /lib/security/$ISA/pam_limits.so

session required /lib/security/$ISA/pam_unix.so
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f. % HE Linux R2%DLEIT LDAP #7401, 7£ /etc/nsswitch.conf CfFH4k
#| group FI passwd Z5H, F@fifikm A 1dap fEAEIMT L, DIF&Z group F
passwd 5% H 7= 17:

group: files ldap
passwd: files ldap

2. WA DB2 SLILIEEAER LDAP AIE, AT LIT B3R

a. Ff DB2AUTH ZRINiT it R7E 1% B & OSAUTHDB, 1E N HA SYSADM ALRR A A A &
DL i 2
db2set DB2AUTH=0SAUTHDB

b. MR 55 A% EARFIAUES & T SR Al — Fif:
* SERVER
* SERVER_ENCRYPT
* DATA_ENCRYPT

c. Tt FRY 284 Client Userid-Password Plugin (cInt_pw _plugin), Server
Userid-Password Plugin (srvcon_pw _plugin) FI Group Plugin (group plugin),

d. ®EHjazh DB2 L4,

HIMEFIAEGEEER LDAP (HP-UX)
M DB2 V9.7 FPI KERIMAIFA, %R DB2 BURMEM AT HP-UX BhfERS
ELAET A LT LDAP (I, B AR 0T A B (PAM), FELARH
LDAP It 45 # L7711 AL 8.

TR HI
UL FHB L LDAP R4 8454 RFC 2307,

UK
1. TSl FIE) & IBM Tivoli Directory Server (ITDS) V6.1, HIB4J%c1% & LDAP fii
Stw, HP-UX RGEA LS HEHE, 248 HP-UX #AERS LACE LDAP IR 55 4%,
AT AT 2 BR:
a. {£ LDAP Jx 55 &5 EAE N EAT root Al AUKR A4 P8 5k,
b. & idsldapadd 4
ids1dapadd -D <root> -w <password> -h <hostname> -p <port> -c -i duaconfigschema.ldif
where,
<root> - the bind dn to bind to LDAP
<password> - the password for bind dn
<hostname> - hostname of the LDAP server

<port> - the port LDAP server is running. Default is 389
<schema.ldif> - LDIF file contains DUAConfigProfle Schema

%R Al Netscape 1 Red Hat Directory Server, ABA<:ffi i LDAP-UX %%
FEFHE I duaconfigschema.ldif HF[H A LA E LDAP k4%, (H

—

&, WEfE ] ITDS, AF47E HP-UX Client [iaf7 LDAP-UX Z&%Ef% 5 2 i,
IR B IZ A 52,
2. #j LDAP fll PAM FLE#IERS, HHIITULF IR
a. YENEA root P AUFR I B,
b. %% LDAP-UX Client Service JfizfT LDAP-UX ZEEFEF. B HEIDLT bt
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[ctr1-B]=Go Back screen 2
Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Select which Directory Server you want to connect to:

1. Netscape or Red Hat Directory

2. Windows 2000/2003/2003 R2 Active Directory

To accept the default shown in brackets, press the Return key.
Directory Server: [1]:

IHHEFREIN 1, 144G %S Netscape 1 Red Hat Directory Server —FEFfH%
EE N PSP (=N

H kL% LDAP-UX Mit4if5 B, 152 LDAP-UX Client Services B.04.15

Administrator’s Guide,

c. 4k /etc/pam.conf H[) PAM PCE SO, 85 DL SCARE N2 1% S0

db2 auth required 1ibpam_hpsec.so.1
db2 auth sufficient Tibpam_unix.so.1
db2 auth required libpam_Tdap.so.l use_first_pass

I HI Y BC B SefT o A SO RGeS AR IR S, R EOR B S
AU RGNIERIK, AT H RPUT LDAP #if],

d. &H HP-UX ZR%DIEiT LDAP PUTHE M, FE /etc/nsswitch.conf L4+
%% group F1 passwd ZH, Ji#fifA 1dap ER#EIMTIE. DITAE group
M passwd 7% H (7R

group: files ldap
passwd: files ldap

3. ZEACE DB2 BRI FER LDAP tAIE, HHATLL AR
a. % DB2AUTH Z:I0ijd: Mt 2575 &% & & OSAUTHDB, 1B M SYSADM AXFRAY A/ %
DU i
db2set DB2AUTH=0SAUTHDB
b. TEMR 545 EARIAIE S B R T FIAE AT — B
e SERVER
e SERVER_ENCRYPT
* DATA_ENCRYPT

c. TfRAd 26488 Client Userid-Password Plugin (cInt_pw _plugin), Server
Userid-Password Plugin (srvcon_pw _plugin) FlI Group Plugin (group plugin),

d. FEHE3h DB2 5.

ANEFAE[EEE LDAP (Solaris)

202 i e e A

M DB2 V9.7 FP1 KA h, Eifk DB2 Xl /55 #iAE Solaris £ R4 L
DA 7 500 2T LDAP RYIAIE, & Z 68 il ADGEREER (PAM), M E 2 E
LDAP fiit 55 i LAA74 7 ML A7 B

FriaZHl

TR LDAP R45-83454 RFC 2307,



RXFUAES

BAT S8R 714 T Solaris 10 By IR, X358 15 B X T HAWAR AR Solaris #1E £
I SN

iz
L ATk LDAP Al PAM fiC & #21E R4
a. fENEA root FJALBRIN 8 5%,

b. BfRC%%E nss_1dap 1 pam_ldap F/F€. XMANFEFELE /usr/1ib F1 /usr/
Tib/security HsgH /R4 nss _ldap.so F1 pam_ldap.so.

c. WEEBERSZLMIE LDAP & 4L, ldapclient(1IM) i a] T &
ldapclient 4. DLNEFEAYH:

ldapclient manual -a credentiallLevel=proxy \
-a authenticationMethod=simple \

-a proxyDN=<root> \

-a proxyPassword=<password> \

-a defaultSearchBase=<base> \

-a serviceSearchDescriptor=group:<group> \
-a domainName=<domain> \

-a defaultServerList=<IP>

e,
<root>
LHES] LDAP [FEE dn, iXJE LDAP Jlg55 i ALV % LDAP fit
S5t LABUEE P I A2 P 28 H Y dn
<password>
55E dn BB
<base>
TR FEMFR dn, BE dn WV LE PRI S H S — G0
<group>
G BRI BRI EEA dn
<domain>

LDAP it 55 #% ik 4%
<IP> LDAP fR5 &1 1P Hihk

HRIEWZIEHE, SR 1dapclient(IM) Fif,
d. Zwf /etc/pam.conf W] PAM [Q & SCF, B DUF SCARYS & 1% 301

db2 auth requisite pam_authtok_get.so.1l
db2 auth required pam_unix_cred.so.1
db2 auth sufficient pam_unix_auth.so.1
db2 auth required pam_ldap.so.1l

JERT A BC E B S XA S R G A A T AR IR RS, R AR N E P el 1]
AU RGOMER, A4 EH JfT LDAP #if],

e. WH Solaris &% LLE T LDAP PUTH A, 7 /etc/nsswitch.conf LA #;
#| group F passwd 55H, IfFfftiiA 1dap fERNAEINT L, DATE group F
passwd 7% H Y 7= 1:

group: files ldap
passwd: files ldap
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2. PATLAN B BORRLE DB2 SLI DI iAW) LDAP AIE:

a. ¥ DB2AUTH ZkIfiif:fift #7245 1% & & OSAUTHDB, 1 HA SYSADM FURR (Y FI /M &
DR i
db2set DB2AUTH=0SAUTHDB

b. FEMR %5 4% B UGEBE E R T AT — Ffr:
* SERVER
* SERVER_ENCRYPT
e DATA_ENCRYPT

c. Tl AT 2645 Client Userid-Password Plugin (cInt_pw plugin), Server
Userid-Password Plugin (srvcon_pw plugin) F1 Group Plugin (group plugin),

d. EHjEzh DB2 S,

BLE LDAP &R

FALE LDAP /R, TEEEH IBM LDAP %44 fFRC B S0 LIE & I R,
KEBNEDT, ATHEEI LDAP 4 B 61 DU a2 E 24 i e B (.

IBM LDAP 4 4 {1 B SO R R 48 44 R AL B 2
e fF UNIX I: INSTHOME/sql1ib/cfg/IBMLDAPSecurity.ini
e 7f Windows I': %DB2PATH%\cfg\IBMLDAPSecurity.ini

(i) LI il DB2LDAPSecurityConfig FfBEAS K5 & L HFHINL A, 7£ Win-
dows b, NWIELRZRGHEDEE DB2LDAPSecurityConfig, DIAfiff DB2 R4 E#
.

T 9% B T E B B G i Y G 1

* 33. GRS as R0 E

LDAP_HOST LDAP I} 54214 2 F5%.

XJE AR LDAP 5548 FHL48K 1P Hifik
(BTN TP HHEE ] DL — M09 ) 1Y413.,
fFItn: hostl[:port] [host2:[port2] ... ].

B 5 389, WIREHT SSL, ABABE 5K 636,
ENABLE_SSL FSH SSL Z#k, ¥ ENABLE_SSL % %% TRUE
(2% GSKit)

XE— S

‘B FALSE (HI, & SSL Hf) .

SSL_KEYFILE SSL IR R AR,

{024 LDAP fIR55#% IE/Eff T GSKit %%

Rz B 5 AT RIUE I AT B8 5 S,

#iltn: SSL_KEYFILE = /home/db2inst1/IBMLDAPSecurity.kdb
SSL_PW SSL #HIFE, il SSL_PW = keyfile-password
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34 SHP XA E

SH ik
USER_ JAT A LDAP %4254,
OBJECTCLASS |ifi%, ¥ USER_OBJECTCLASS % & W

inetOrgPerson ( Microsoft Active Directory HJfI/7) .
5l 40: USER_OBJECTCLASS = inetOrgPerson

USER_BASEDN

MR M B T LDAP 4% DN,

R RAEE, BN LDAP HFEWIRE R IFHHE R
.

Lt LDAP fIk 55 i 2 BOR B S HEE E 1A,

5 fH:  USER_BASEDN = o=ibm

USERID_
ATTRIBUTE

TR ARIRE LDAP P,
USERID_ATTRIBUTE J&:#55 USER_OBJECTCLASS A
USER_BASEDN (IR$5E TiX A @b ) A ik,
DUFE P ISR R 9 HT P AR & - DB2 CONNECT
BRI HE LDAP $4225) g ge,

Fam, g

USERID_ATTRIBUTE = uid, A4 % LI iEH):
db2 connect to MYDB user bob using bobpass
W b3 DL AR R s g
&(objectClass=inetOrgPerson) (uid=bob)

AUTHID_
ATTRIBUTE

MT3RR DB2 HAURIRH) LDAP Ji @ k.
W, WBHMES USERID_ATTRIBUTE f{EAHH.
§40:  AUTHID_ATTRIBUTE = uid

%35 SHMKRE

GROUP_ FTAM LDAP Xf4:2,
OBJECTCLASS WHIXSE groupOfNames Y groupOfUniqueNames

(XfF Microsoft Active Directory, E 4 group) .
fii10: GROUP_OBJECTCLASS = groupOfNames

GROUP_BASEDN

HRAN A K LDAP JEA DN,
R AT E, KM LDAP HERH % IFhIE R4,
K4t LDAP i 55 & BRGNS HUER E (A

ffn: GROUP_BASEDN = o=ibm

GROUPNAME _
ATTRIBUTE

T RRAN BN LDAP HJE .
5 fin:  GROUPNAME_ATTRIBUTE = cn

8 = LA
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35 SAMKMME (£E)

B8 iR
GROUP_LOOKUP_ | ffj 2 FR AR 7 (9 AL R b3 9 A 19 k. T RE RO (B 4
METHOD

* SEARCH_BY_DN - /RS 500 I SR B H R BT, i B i
JH15E X GROUP_LOOKUP_ATTRIBUTE 4@ 1E (il % mem-
ber B{ uniqueMember) FE/RH.

« USER_ATTRIBUTE - 7EftflH, M M4 21N AP 44 518
PERTIRM, HWiFEEREMRE LN
GROUP_LOOKUP_ATTRIBUTE i Fil /& DISRIUR P 4L GEH,
X1+ Microsoft Active Directory & memberQOf, X} IBM Tivoli Direc-
tory Server J}j ibm-allGroups) .

fii%0: GROUP_LOOKUP_METHOD = SEARCH_BY DN

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

GROUP_LOOKUP_
ATTRIBUTE

kel m AW EEN &R, WX T
GROUP_LOOKUP_METHOD #4THHiR,

B
GROUP_LOOKUP_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE

member

ibm-al1Groups

NESTED_GROUPS

4t NESTED_GROUPS Yy TRUE, 2 DB2 HUfit i B giHy i 2
T I R B (19 A 2L A A A R U5 R AL B A

IERACEE TR (BN, A J&T B, M B XJET A) .
WS HORTIER), JLRE(E N FALSE,

7 36. HAE
S iR
SEARCH_DN FlI | i LDAP 45 ANz H50E A1), s 71 R P sl i 2 i AR,
SEARCH_PW BT DI 2 SO SR PUTIE R 1) DN I AY,
f4m:
SEARCH_DN = cn=root
SEARCH_PW = rootpassword
DEBUG ¥ DEBUG % # & TRUE, LU#IIMEEEA db2diag HAESCHE, MWH
BYEIRS LDAP 5G] 5,
e LU NE B8 2 4E DIAGLEVEL 4 (INFO) ids#ny.
DEBUG &35 4 (H N false,

J2F LDAP ifffER

f£ DB2 SEf F SR HRE] T E 4 ik LDAP fh{FRLR,
THIFRUM T4 LDAP ffifFHEAE DB2 SLirh B Ab 1 &

%37 XF 64 i UNIX fll Linux R%
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M2 55 4% /sq11ib/security64/plugin/IBM/server

&L /sq11ib/security64/plugin/IBM/client




K37 XF 64 i/ UNIX fll Linux R%& (4£)
mEERER (B
21 /sq11ib/security64/plugin/IBM/group

%38, XfF 32 i UNIX fll Linux %
BEEERER |GEB

Az %54 /sq11lib/security32/plugin/IBM/server
E P /sq11ib/security32/plugin/IBM/client
21 /sq11ib/security32/plugin/IBM/group

% 39. XfF Windows R (64 (vl 32 )
BEERER |GE

k5548 %DB2PATH%\security\plugin\IBM\instance-name\server
2L %DB2PATH%\security\plugin\IBM\instance-name\client
H %DB2PATH%\security\plugin\1BM\instance-name\group

i 64 i Windows ffFBIELM) U 2 AR HT 64,

] DB2 il 4 A7 40 B 45 oA ST R b 2 L G LUS A EE O i P A
o XSS d R
UPDATE DBM CFG USING SRVCON_PW_PLUGIN IBMLDAPauthserver

o XFTE LR S
UPDATE DBM CFG USING CLNT_PW_PLUGIN IBMLDAPauthclient

o XYL AR R
UPDATE DBM CFG USING GROUP_PLUGIN IBMLDAPgroups

il db2 terminate 4 K& LA IEAEIZFTH) DB2 & 4TAb B 28 I b A, SRIGfH
fil db2stop #l db2start v 4 3feq5 Ik F &5 a3 shae i,

A LDAP A PRIRHITIERE
16 DB2 SLfrhACE LDAP Z2ffifrz)a, P Al DU A FiAS IR 0 P 49 H R 1 4
1% LDAP HEHifi Bt HEH 4% (DN) & X[, DN & — 2 anHa
B AR, B RBERZ R E A, it
cn=John Smith, ou=Sales, o=WidgetCorp
JHPFRFIE RS P GADCHE R Rt GEE S uid JgPE) & XH, BaTLUE — A
FAEE (A jsmith) 3 F F k4 — > o7 We£F bk 6,
jsmith@sales.widgetcorp.com ) , ‘&ML LZ IR H —FR 7.
— NP DB2 #ZRIHE DB2 HdEEH 51% A SCEE Y &K,

AR, PP 8 R R 55 0 ELRAE R b SO, I B ARl S AR IR A
(RERABRRE R R A KS) . DB2 LDAP itk {ii fRAEGSHK LDAP /' % 41
AREYES AP AR AR AGER. KZHEE T, AP AR IR E AR AT L

% 8 % wammr 207



F —ANF4E, A AT A% USERID_ATTRIBUTE #I AUTHID_ATTRIBUTE fii JfI4H [
B4, (H)E, EEFTARNAEE R, G P bR E v ol 5 S SR G 2 5
BOAR R B HoAh A5 B, I8 4 al RUAE 36 4 1 46 1h SC 1R B OR TR Y
AUTHID_ATTRIBUTE., AUTHID_ATTRIBUTE J& % (115 & MR S48k 221, 3¢ F1E
B P HNER DB2 R,

i, o R AR LDAP L DR i A = o Nl 1 o 1 O (1
jsmith@sales.widgetcorp.com ) , {HZHAH FoKE PB4 (I, jsmith) FHfE DB2 #ZAUT
W, B AT DU T B R ok SE

1. A S HEAFRFEES LDAP IR 54% Fi AT 2 0440 68k

2. FIHT @M A FROR L E AUTHID_ATTRIBUTE

TR, M eEilnes LDAP f iR Mg sE %6 4+ 2 DB2 #dk/E,
an:

db2 connect to MYDB user 'jsmith@sales.widgetcorp.com' using 'pswd’

{HJE, DB2 HdiE A4 Blge A N ER6l i id AUTHID_ATTRIBUTE ki & 2|4 #4% (1F
Bl jsmith ) SEFERiZ .

1EJ5 AMIAC & XA LDAP itz J5, 7 AT DL F Z AR R P 4T R %12 & DB2
ST
+ 5S¢ DN, i

connect to MYDB user 'cn=John Smith, ou=Sales, o=WidgetCorp'

* HBsr DN, WERfHE HE DN ORI 2 2R 44 DN (W2RE LT ) k4% LDAP H
K, MRty R RS — DL Eiss, fihn:
connect to MYDB user 'cn=John Smith' connect to MYDB user uid=jsmith

o TR (NMUE%S) . il USERID_ATTRIBUTE KRR & %75 I 4 1E &R
55 DN SRR,

connect to MYDB user jsmith

iE: WNAAE CONNECT if/h)al ATTACH fir 4> b 42 {3k A AT A 74 B3 P 3 2 s R 5k 7
15, IR LI IS5 X 1% 745 B AT RE

HEHREEEN
L BN (5 BLBATREAE LDAP JRS5-28 A AT SR HE AL X 40 S G
o PR SR

AP R4 # A — A FR % GROUP_LOOKUP_ATTRIBUTE [1J@tE, wJDIA Il
JE I DI 2% F 1 T A R D3 TR

o {ERAN S Y
AN ZEEA —~ SFR - GROUP_LOOKUP_ATTRIBUTE (1)@, wDUE FH

JRYERIRAVE FIZ AL R B BT P X 4, a) DU e 18 206 e 5 P X 1R
JCBR B BT AR MO T T T 4.

¥% LDAP R 55580 0] DIk H BT — ik T B, 48 LDAP R 4510 S R [A st
K ESRB RO TR . W% LDAP 45 H G DIHG SE 43 LDAP fl 45 38 2 el e
B,

208 i e e s



FCE LDAP fi{FHu, nJLIfH ] GROUP_LOOKUP_METHOD ZHUKHE & R % Unfi
AT A
o WR T B A XA GROUP_LOOKUP_ATTRIBUTE J& PR A5 k41 A 51 9E 4,
W ® GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

o IR EME XS H) GROUP_LOOKUP_ATTRIBUTE J& PR AL 4R 4L Al b1 T4, 175
## GROUP_LOOKUP_METHOD = SEARCH_BY_DN

1% LDAP R4 34 %4 ) GROUP_LOOKUP_ATTRIBUTE J& I3 & i 1%
¥, BRI DL s A i R 6 e AT TR A T

GROUP_LOOKUP_METHOD = SEARCH_BY_DN
GROUP_LOOKUP_ATTRIBUTE = groupOfNames

Microsoft Active Directory Ji # ¥ 20 i i3 BEA%AE A P @ kA7 6, JF Bl DA% DL T 7w
o1l v e 7S SRR B AT A T I

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP LOOKUP ATTRIBUTE = memberOf

IBM Tivoli Directory Server [R]ifZHE EaRpFh ik, AT 05 A F 19 20 0l 0 e 4,
AT RAM R SR P s o ibm-al16roups, 4L R 7 41 B s:

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = ibm-allGroups

HAth LDAP Hiz 55 25 1] A 2 B2 AR REER SR PR A IR R AL A B, o, it
JRPEAAG 2R A 51 A LR 206512 )7 B 75 DA 6 14 A sk 2 B R

JHAME LDAP F A6 Z 4R 7= 4 19 (o) SR T & 12 B

UNRAENIE LDAP i i RAOA T AL B 2w i, FR2 db2diag H &53CHFAIE ELH
B AR EARGE F T B AT SRS

KA, LDAP {R{FBIHUE F K 05 LDAP R EIfY, {82t g DK HA A %k
¥, WS LDAP (RS U DEBUG #E10, A8 AM B0 7E db2diag H
BXHFICRELEE. BARXA I THEEISE, (B8 BOREAE A R G+ i it
Tk, RO AR BT BN B S A A S R 2 T,

A s KR R B AR R Y diaglevel FLEZMULE N 4, LIEK R LDAP i fFALH
FEERBTA T E.

WmE R

DB2 IR NRERE

J T DB2 Bl RS H AT N 2 2R BT LFm NG L, RO A A E
eI GR AT

AN R LA B A A R 2R 1 YRR 8 AR ) 46 K ek A

o MR g iEdGF: db2secServerAuthPluginInit()

o BPUIIEREF: db2secClientAuthPluginInit()

o HiEM: db2secGroupPlugininit()
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BERR BRI A F R AR AL BRI, 8 PR 6 A R BORE W 8 Bt PR b AT A R 4k, JF O DB2 2
PEE TR A 1 1Y R B BT 5 R AR B SRR IR L R 2 A S 5

o PR FEY DB2 SLIal LSRR Y R s iRAS 5 19 eR R £ 44

o R ADEMRIIRE, XA E IR T ESCIE AP RUHEH

o FRERAARE, 2B TR H SRR 2 db2diag H A3CH

o RIS E AT B R

o BRRIH BRI E

PR 2 — AN AR 240 1 1 400 4 A1 R A R BSCRF AR A

SQL_API_RC SQL_API_FN db2secGroupPluginInit(
db2int32 version,
void *group_fns,
db2secLogMessage *logMessage_fn,
char *xerrormsg,
db2int32 =*errormsglen);

i WACRIECE RGN C++ 1B, IB2MEH extern "C" SRAEWIFTA R AL,
DB2 {KHRZEAE RS BRAGRAE I T C+ 905 RSO 2R P B i IR C+ #
5 R BRI A4 R A

0t o RO A6 1 P2 O e A T ME — e, Al o o B0 8 AT B A o
BR8] 9 e B RS, 25 DB2 5548 o shinh sl 2 AN 5 dvtdi fF. % il b
T B PO T 2 A X SE4i 1, #E DB2 $EAMMEZ G, Ba LRt
e A R T AE B9 0 B L R A R AR R E AT A5 AN R B
o CKRERERET A o8 RCER B i L e e D3 > Y pR K A
o FRESR T T HAR R B HE T

7 5 LEAEIR 8] () pR SRR 145 4 Y LA 5

DB2 n] DIEAEH Z 0008 A fE 0 ah fh ei ke, 40y AR P sh A DB2 & LR, #H12
B, HEFEAT, RIETFEEETRA ML 5 #AE R P P AT AR B8 RO 2 A
XAELL, FEBLIEOLT, WREAR 2 SCEHBOR G BT AR, (L2, AT N RbEE
PRAE RGO [ T AN ],

FEPATFEAE S PR BN & R G008 ], DB2 W axHiift oG bR ok i 2, S
JE M 5 An AR B n] AT & AL, AR e 1A M g5 A& P AIURIIR 55 4 36 8 12 1 [R] —
ASCHEH, IR DB2 AT R 4 40 46 1 eR R .

MR AR Z A T db2secGroupPluginInit, APAT WiZGHEREZL LI E
B ALSE 1 e — AR AL B 4, [RIRE, 7EFRUGR [P R BHR 5 £ 2 /T, a1
PRECY AT db2secPluginTerm HPREHAT Y BN TEBRAE S5,

FEF:T UNIX 5 Linux H9#:1E RS L24TH) DB2 i s5dr b, DB2 u] LIEA[R] R
Z R TEAEH AT IR AR AR,

X F &R EmEERIR
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C sik#x
PR C HEHEUEATHERE, Sk SUPPR SR A SRR SC LI 10 T 5 B2 0 Kt 45
Hy, I BT C/C++ FRAEER RIS E S, R PR IEAE N Crv AR RS
), IR/ extern "C" RKFH] DB2 FESE MK AT (Y e %K.

Rfs NET A$EEZIE(TH
NET ZAJEI 28770 (CLR) A HE 1 A B i P e A S,

{52 IR
P P — B 0 5 B AL TR T B (3 Y, R R RO 05 DB2
M5 SABERL Y. 5T DB2 {5 B AR A £ E AT DB2 MRS IR
B CHeb 005 P IR B 3 A ) AT HRT 1 TR, 3 P 7 1240
AP Crv 5%, P27 DB2 HoHRAL BTG,

sRne
A AR UE 28R % 4 F FLAT A, A P 0 1 B R — R B AT
APL, T DL AR A0 R 8 £ 0 VR R P 6 b e 7ESERL TS, 4
P BFTAT EL A PR VR XS 2 TR AT A 4R 1L

HOMEREREFIBEENE C EURIRERSEEH
AR S iE C PR E RGN, i IF IR RN 22 171 Ak 3R Fp 5
pthread_atfork ZbHERRfF. AHEFEM AL DAL F, XEFMENTER TR
HH 2 HI AT REAE 2K

PE AR BRI
7F Linux 3¢ UNIX b, ZEAHGEEMAHAETLIZ setuid ¢ setgid, XFEMK
EHENEAEM 5 $LD_LIBRARY_PATH, $SHLIB_PATH B $LIBPATH ¥iEas &3k
ARG E, I, A8 R AN B O A, B AR AT DL ik Al T 2 (i
TR HIEHL ) SRy ] AR AT M
e (iF /1ib 8% /Jusr/1ib HzEH
s TEBRERSEB N EENRERNH R (#Fl, £ Linux R4 EHY

1d.so.conf CfFH)

o TEHMFEA S RPATH H5E
MR HRIARIE T Windows 154 R4t
HEmzR
N7 AT BE A R FRAR & A2 55 wh 2 (1 n] e M ATl o] FHE ST (il 4m,  m gk 2D
W48 E AMERAT S5 | R AR LL 0 ) Sk MBE G 7E. i, 7E HP, Solaris
A Linux bAffi A "-Bsymbolic” HEHFE 7L B T B 1k & £ SHF 5 a6 1
[, {(HJE, XTHE AIX EaGmEmiEA, AERADSBRMHH "-brt1" 558
P e,
32 {iifA 64 (i AIERF
32 (i FHFEFELUE B 32 fiddifd, 64 fi iy TR 64 MGtk &
SRA R 32 (A 64 {7 HARF R R F DL T E 245 A,
XAFFFE
FERBEAE T A SCAFER B — DL null £, AN, W FESEREIFARFEDY
null 453, (HE, NIIEMATRBRAE TEEKE, HAEREMKERET
kLS GE R
BB SH
DB2 & FEH A A ARRIR (authid ) 240 GX & — i A authid 250) ¥
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WE-PREMNEARR, JFHEREHTNZME, HiifRESL DB2 )
authid 28 (IXJE—Pfirth authid Z280) AFHEALMHFREH, (HE DB2 #f
HREAES DB2 ARAERG authid 4 O K 5 6 2 15 K € SR,

XTSEHI K /NR )
flifF APL 32RO LAY BR U0 T

#define DB2SEC_MAX_AUTHID_LENGTH 255
#define DB2SEC_MAX_USERID_LENGTH 255
#define DB2SEC_MAX_USERNAMESPACE_LENGTH 255
#define DB2SEC_MAX_PASSWORD_LENGTH 255
#define DB2SEC_MAX_DBNAME_LENGTH 128

R 4 R SE B A] B 2 BER B E B B AR IR, P AR TR R Al RN

KK, FRAE, EERIERGREET LARKEN T, kM DB2 54 R4
— AR L B E RS UGRS3 B B R Gesm il it i e K . A48

23 [ B BR i)

AIX FHREFEHET BR

£ AIX RGH, GCRBEHENCHEY RATLIN a 8 so. FIREEARGFE
LR T i 6 3 8 44

© UHYRAN a BRI AR X G R A, 3K B A R A0
&N shro (32 i) 5 shr6d.o (64 1) . BA R AT RIERHE & 32 1
64 P bl H AV ERFEERM RN T5 E.

filtn, ZAgd 32 AU A

x1c_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o XMYREAN so MBI EBN R SIS AR L EXT S, XM 4R 32
fra 64 ARy, JXECRT A HEION G i A 20 1% o A S e AR PP e 3L, 441
mn, FEHE 32 AR IEE:

x1c_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp
TEBR AIX ZAMYFTAFG L, GRG0l & sha A M3t = 3f
.
k4% (Fork)

ARLIRAESTEE, BRSO R AT RIS e e F iR rP o A, X B R

HRUEANEMBT N, LHE, HERAEZSE ERA T I SCF A 75

i, GPRIRAFA, AW RS SRR SO PUE R, IRAEIDA ] RELEK

W2 HA B (fF5E) .

Xt 22 & 4 1 A PR )
5 P2 4 O 17 4SS,
DB2 %3 F 55 R

AEEM ] GSS-API #fifE203F Linux, UNIX F1 Windows [ DB2 & L5 HA
DB2 ZAik%#% (#itn, DB2 for z/0S) Z[AIF)EER:, WARBENIEN S — 174 % il
) DB2 ¥ E & 47 55 Linux, UNIX 5 Windows A DB2 JI} 455 8e 2 6] 52,
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WA Linux, UNIX 5 Windows [ff] DB2 & JHIki%EH: 2 HAb DB2 HiE/FE &
G558, AR A] DA FHZ P i B P bR IR R i A (B, IBM SR AR R 48A
W), welgmBEE O R A AR i, B0 DI N B Kerberos 1fif4,
WA DLSE A E 1Y Kerberos fi1F.

XtF Linux, UNIX 5 Windows L) DB2 % F#l, ARffifi GSSPLUGIN iAJFE2#
K H Hde

Xt AUTHID #RiREIBRS): DB2 #flaE R4EHY VO.5 M @A fLF i 128 4%
W BRI, R, LSEARR IR AR R AE RS P AR IR s A, BEAR A
Fguam AR Cpitn, FPRRRE I ERR Sy 8 Bl 30 AT, 41408 30 MEAT) .
P, BRI T —4> 128 FHRERAURIR, (ERAES — D BA ZEAR R
F, BETE A TER., WREHSH R, IBARIZEE 50 M R AR
PP R/, B, Een] DO e d 8 E — 4~ 30 FHH AR, I HAEEM
[A]E AR 2R [ — A4~ 128 FATHIEAGRIR,  Gen] DU BB AR IR AT 12,

InfoSphere® Federation Server 3 #5[R %

DB2 II A3 GSS_APL i {4 A ZAT LU R A 325 Bl YA Hh ol i 4. S5 8RR
LAk SAE ] CREATE USER MAPPING fir %,

iR EEIEAR S 2 L IF R &l
DB2 HI 488 (DAS) AE 4N, DAS (UK HHAE RGN ENLH,
DB2 E F#HlHZ &ifEmBmFfR %l (Windows )

TETF R K HERETE Windows #:4FE R4 LY DB2 & AL L2 1F0T, %Kgﬁﬂﬁﬁ

L R AR AT R B . HERR il T P A 2R & L 2, SRS A1,

FHF%U U i fF, Kerberos ffifF Al GSS-API ffiff. W F{E{EM Windows T4 _L#B
SR X B2 ) APT (40, deSecPlungerm db2secClientAuthPluginTerm Ffl

deSecServerAuthPluginTerm ), M, TR TS S RIS R,
HBR IR 5 #14% Windows E1Y DLL AHICHK Y i B (] U .
£ AIX RN EEA a 3 .so HEHE

£ AIX b, ZeFERSUHFY AN ca 50 .so. RIS AL
TR YR 4

© XA .a WEIEE

XY RSN a B ES N R E E L EXT R A IR, X R R 44N
shr.o (32 fii) 3 shr64.o (64 1) , AR ATRIFER S 32 A 64 i1
WA, B AR ERREENRRAE 5 L.

flhn, EhgH 32 A IRIE B

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o XA N Lso B
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Y AN so R EPON AR A S AR =X A, XSO 32 sl 64
ALY, XTI G I T (0 P 0 20 16 e M BE AR PP R, o tn, A 32 fif
FO 3

xlc_r -gmkshrobj -o MyPlugin.so MyPlugin.c -bE:MyPlugin.exp
TEBR AIX ZAMUIT A6 L, ZetliF Aol R il sh R AR I =X 4.
GSS-API ZEFEMHAZFIEEMENES
T BN %5 2 7E GSS-APL % &4 {70 R a] f.

L EHHRYIR @A
BEAT 2 A0 APL VAU B — MBS R % APL RO R A, & i
0 HRCMINETIZ APL IR -3, -4 B -5 2 5M0FTA GUSGE FIS AR 1% APT I8
BT HiR.

WELAGIE AP R T A FOSOR RS (-3, -4 H -5 BR4M) #RBLST 2 SQLCODE
-1365, SQLCODE -1366 3 SQLCODE -30082, ff -3. -4 I -5 HIR4E/REAARIN
TR BN T 8L

Fr G ZaiffE APL R [EAY#EAE db2secPlugin.h SCHFHE X, AIDIFE DB2 & H
SE SQLLIB/include Hrdk 3| s .

TERPRM TSP LR E R A A TR B
K40 BRI FE A

iR [EF EXE &YX iERK API

0 DB2SEC_PLUGIN_OK WIHAT T A1 APIL gl

-1 T AP KT BAMEIR. el
DB2SEC_PLUGIN_UNKNOWNERROR

-2 DB2SEC_PLUGIN_BADUSER A8 A H i AL AT PRI,

db2secGeneratelnitial Cred
db2secValidatePassword
db2secRemapUserid
db2secGetGroupsForUser

-3 BOA R A AL
DB2SEC_PLUGIN db2secDoesAuthIDEXxist
_INVALIDUSERORGROUP db2secDoesGroupExist
-4 ARFH RS, DB2 I A ik | db2secDoesAuthIDEXist
DBZSEC_PLUGIN — M GRANT A Tk
_USERSTATUSNOTKNOWN W% authid EFER—MHPOTE
HRfERGe4l.
-5 KANAIRE, DB2 AN MK S — | db2secDoesGroupExist
DBZSEC_PLUGIN AMHE; GRANT i8R e K
_GROUPSTATUSNOTKNOWN % authid 5 — P bR
e Rl
-6 DB2SEC_PLUGIN_UID_EXPIRED F PR IR S,

db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitial Cred
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K40, ZRGFEETS (48)

iR 155 EX{E aX iERK API
-7 DB2SEC_PLUGIN_PWD EXPIRED G UERGR
db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitial Cred
-8 DB2SEC_PLUGIN_USER_REVOKED s T R,
db2secValidatePassword
db2GetGroupsForUser
-9 P E.
DB2SEC_PLUGIN db2secValidatePassword
_USER_SUSPENDED db2GetGroupsForUser
-10 DB2SEC_PLUGIN_BADPWD HRIHIR,
db2secValidatePassword
db2secRemapUserid
db2secGeneratelnitial Cred
-11 B k.
DB2SEC_PLUGIN db2secValidatePassword
_BAD_NEWPASSWORD db2secRemapUserid
-12 AN SR I AU,
DB2SEC_PLUGIN db2secValidatePassword
_CHANGEPASSWORD db2secRemapUserid
_NOTSUPPORTED db2secGeneratelnitialCred
-13 DB2SEC_PLUGIN_NOMEM HTHNEAE, FHEFZKE | rE
WAF RN,
-14 DB2SEC_PLUGIN_DISKERROR BB TRESL AR, RE
-15 DB2SEC_PLUGIN_NOPERM T AT A SR AT A | R
e, PRI AR 22 ) 3% SO 2R
.
-16 DB2SEC_PLUGIN_NETWORKERROR B R 725 IR, ]
-17 TAF O AT .
DB2SEC_PLUGIN db2secGroupPluginInit
_CANTLOADLIBRARY db2secClientAuthPluginInit
db2secServerAuthPluginInit
-18 WA TCEFT T IR B A, B | BT
DBZSEC_PLUGIN_CANT ARSIl 3 s S
_OPEN_FILE AR,
-19 DB2SEC_PLUGIN_FILENOTFOUND A TCEFT TP A SO, /|l
NS RGE R AAFAE LS
20 PR 3, TR VPRI | DT R 45 S8 6 APL,
DB2SEC_PLUGIN T I 2 EINL R, % TCP/IP
_CONNECTION_DISALLOWED HiH TR BE % B e S B
-21 DB2SEC_PLUGIN_NO_CRED {UXFF GSS APIL 6 &/ wrah
% UL, db2secGetDefaultLoginContext
db2secServerAuthPluginlnit
-22 DB2SEC_PLUGIN_CRED_EXPIRED {UXF GSS APL ffiff: & FLGE

UEFI .

db2secGetDefaultLoginContext
db2secServerAuthPluginlnit
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K40, ZRGIFE TS (48)

1R [EHE EXE ax EAR API
-23 {UXTF GSS API #fiff: FEZFR | db2secProcessServer
DB2SEC_PLUGIN Jek. PrincipalName
_BAD_PRINCIPAL_NAME
-24 IR [FIAGH db2secGetConDetails | db2secGetConDetails
DBZSEC_PLUGIN a1 PR A (i, A DB2 JR [ 4
—NO_CON_DETAILS fifr) , Lifsn DB2 JLEMER
FUHLEY TCP/IP Hbhlk,
-25 WA APL B, FEESHOL | A
DB2SEC_PLUGIN o E AL
_BAD_INPUT_PARAMETERS
-26 RGN API (AL DB2
DB2SEC_PLUGIN I, db2secGroupPluginlnit
_INCOMPATIBLE_VER db2secClientAuthPluginInit
db2secServerAuthPluginlnit
-27 DB2SEC_PLUGIN_PROCESS_LIMIT BOA RS I TR Qs | B
YRR,
-28 DB2SEC_PLUGIN_NO_LICENSES WOREE T YRR e, wRe | TR
JEJZALI/E R IE L 3 2 R 1.
-29 DB2SEC_PLUGIN_ROOT_NEEDED FRB TR E root FIPRAL | T A
AR AR .
-30 DB2SEC_PLUGIN_UNEXPECTED A ER BN ARG, YRS | ITF
SYSTEM_ERROR e T RE AN 32 SCHF.
I RE/EFNEIRE B LIE

Y affif APL KA IRES, It API &7 errormsg FEHIR[E —4> ASCI AT

PEHS, B HaR ] Yl X (] 4R A BT LA A8,

BN, errormsg FAFEHH AL E "File /home/db2instl/mypasswd.txt does not
exist." DB2 WM 74 H 52 e 5 A DB2 BHEMH &, 7E52 SQL W B ik
85 BE AT R BT BOBCARAE I — M nid. B8 SQL TH B AR ICAU BE 2 BIRR i, Fir
DL A 526 263 B AR 47 B, O HL sk 2830 5L RS AT DA A8 1) B B0 20 B A6 T 1% AT H Y

i, O TR BRI, W) RS 2 A 1 A A PRSI R AR TH R

PR SRR (i, SRS , (S Edk P HA il S 2% DIAGLEVEL

BEEN 4 WA KHGE errormsg F4F 5,

AR B T A O AR B BN A, UL, R ISR BELIT APT SR

N AE: db2secFreeErrormsg,

1024 APL JZ[EHE O {Eif, DB2 A& errormsg FE. I, WEREA KR,

AFR PR AU AN L g 30 [ 8 s 8 12 T 6 20 i A A

TEWILEAEI, 20T B0 R EEE4T TogMessage fn ABEEZA 2. & FHLFIIR 55054 12,

XS P ] DL I R O BT A A R E k2 db2diag HASCHFH. it
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// Log an message indicate init successful

(*(TogMessage_fn)) (DB2SEC_LOG_CRITICAL,
"db2secGroupPluginInit successful",
strlen("db2secGroupPluginInit successful"));

A% db2secLogMessage PREUNENSEIGHE ZIFAGE B, 155 R &M 1F 27 40 16
1k API,

Z&iEE APl BRI

RIEIA 2 24E 1 APL IS OLAY AR, DB2 Hud 4 P s IR 2 246 1 APL fIUF

SR,

PUF & DB2 $idf R B AE b i 2 2 4difF APL By T2 %

o T (RasCAE ) Bk EERME P iLE
— CLIENT
— T4 % (SERVER, SERVER_ENCRYPT #il DATA_ENCRYPT)
— GSSAPI FlI Kerberos

o TEAHBANE AL S5 aaim oC -

o TEEHRE R IERE R 55 4% b

« £ GRANT &AM 45 %% L

o FEERPEZ AR R TR A 1Y SR e 5548 b

£ DB2 HEIEMR 5415 % ALY AR T — SR X R 75 A H2 B BCHE e B0, filan
db2start, db2stop Fl db2trc,

X F _EaREE—TREEAE, DB2 Rl PR B A FH 22 e dm 4 APT IR AR, T2
1 R ER TR T DB2 Kl EE PR T AP AT,
CLIENT - faxt

24 W PECE IAEZETY ) CLIENT ), DB2 & PHLN FIFE F 18 T 5122 4 1
£ APIL:

* db2secGetDefaultLoginContext();
* db2secValidatePassword();
* db2secFreetoken();
XFERAE, B, fER$eE R & AP R iRsUE S i i 00 T AT 3, 2R
AEAEE O P ARG, 2% db2secValidatePassword API, [
APL FUVF 1 TF 4 8 R0 BEI A8 11 B2 2UIAE.

CLIENT - B
e FOAERS, B, FERINEE T AR R 69 0 75 00 T 14 1 2 800
0 authentication H(PE)/FE 4 PRASHL B 280K B CLIENT, 84 DB2 %7
PUR FRE s 2 UK T 91 22 4 fF APT (2R SE B SR XAl )
* db2secRemapUserid();
* db2secValidatePassword();
* db2secFreeToken();

EFAR%EE (SERVER, SERVER_ENCRYPT #1 DATA_ENCRYPT) - f&x
TER SOAERS, 4% UM 55 & B s P AR s ad UGl (fan, 40k 55 &
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H i) srvcon_auth Z%i% & & SERVER, SERVER_ENCRYPT, DATA ENCRYPT &{
DATA_ENCRYPT_CMP i) , % FIAILAY. FAR i I FH R 5142 & 4/ APL:
e db2secGetDefaultLoginContext();
e db2secFreeToken();

ETHR% 2 (SERVER. SERVER_ENCRYPT #1 DATA_ENCRYPT) - B
FER VERF, 4% PR 55 &% Uiy A PAR IR A UAE (an, 4R 55 4%
H1ff) srvcon_auth Z:%(i% B % SERVER, SERVER ENCRYPT, DATA ENCRYPT i
DATA_ENCRYPT_CMP I ) , & ALY FIAR i o F R 5142 & 4/ APL:
* db2secRemapUserid();

GSSAPI #1 Kerberos - [&=
TEROINIERT, 4% P LR 545 Uh R GSS-APL 5 Kerberos tAIE (40, 4
k454 ) srvcon_auth Z¥( & &y KERBEROS, KRB_SERVER_ENCRYPT,
GSSPLUGIN 1 GSS_SERVER_ENCRYPT A ) , & FAILL FIFE P45 98 HI T 41 2 & 4 i
APL, (8] gss_init_sec_context() Hffii i GSS_C_NO_CREDENTIAL fF A
ASEIE. )
e db2secGetDefaultLoginContext();
* db2secProcessServerPrincipalName();
* gss_init_sec_context();
» gss_release_buffer();
* gss_release_name();
* gss_delete_sec_context();
e db2secFreeToken();
& B 23 GSS-API X #F, nJRIZ KM gss_init_sec_context() ( {1 SEHEK
XA

GSSAPI #1 Kerberos - £3{
R Pr T AIIE2E AL, GSS-API 5 Kerberos, ABA% ALY FFE 444 DL T it
FFE - GSS-APL i {F1) T 5% 2 4fi ' APL BRAE DA HH], HNXLE APT ff
(e if A B A i 2.

* db2secProcessServerPrincipalName();

* db2secGeneratelnitialCred(); ({3 HF 2N IE )

e gss_init_sec_context();

* gss_release_buffer ();

* gss_release_name();

* gss_release_cred();

* db2secFreelnitInfo();

* gss_delete_sec_context();

e db2secFreeToken();

TR MR 55 a2 8] 7 A0 HOAGE A M OF HSe MR 2, B4 niE< 2 R

gss_init_sec_context() API,

ERMBNAIE AL, REB{EMK L
NFARAZAL, FEd FA) DB2 iy &4 524 APL

* db2secGetDefaultLoginContext();
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db2secGetGroupsForUser();

 db2secFreeToken();

db2secFreeGroupList();

YT PRI/ RS ] GSS-APL Y IEVLHIE S FHxX i APL
EHIREEEENRSSE L

X FHOE R R 4548 b SR B 1, DB2 B AR ol R A 0t F P AR

INERLHE R 8% 2464 APL

db2secValidatePassword(); ({¥ 4% EfL & 240 authentication AJ& CLI-
ENT )

db2secGetAuthIDs();
db2secGetGroupsForUser();

 db2secFreeToken();

db2secFreeGroupList();

%% (CONNECT) 2%dl/E, DB2 fUBUERE S Z ALK X GSS-APT YL
WA T A% e APL

gss_accept_sec_context();

gss_release_buffer();

e db2secGetAuthlDs();

db2secGetGroupsForUser();

gss_delete_sec_context();

* db2secFreeGroupListMemory();

7 GRANT EAJHARS 2 L
X oAR$EE USER . GROUP SCHEFH) GRANT i5/%] (fif0, "GRANT CON-
NECT ON DATABASE TO userl”) , DB2 fCHEjERE i RRNINAEWS T E userl J2
— PRV A, FHitt, DB2 BRI R 8% 2 APL

db2secDoesGroupExist();

e db2secDoesAuthIDEXxist();

HEERBUZRGRRATBAEM T RIARS R L
TEHE PR o5 a4 TR 2R IR AR R A @ 20 i 51 R, DB2 A3 g
SRS T2 AP 3 H R B2 BRI AE ki A
e db2secGetGroupsForUser();

B BT e E A 22 A A AR A 4 T
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% 9 F R=fM AP

TR S E ] DB2 B A RS IIEFIZE B BEAR A AT R, DB2 K R R A
T4 APL AT DURE XS APT SR qd el BUA $7f (AR B sl A s T 19 2 e R A

kAR, #2528 DB2 i&ﬁﬁﬁ@%&%ﬁ)ﬂB’ﬂ‘ﬂ’ﬁﬁﬁﬁéﬂﬁiﬁ’ﬁi‘%ﬁ
WRE, X T =] R B, ST BB T A hE

HZ KBRS E M AR AP AG EIFE S 2 1 TR R SRR — DA 4.

A PIRIRIZEINE
PR e s %4 B R (CGERTEIL) o BIESSF (nfik) &
BUEM, WEAENFREREER - MERAP ((GERTRESH) . Bk
g)ﬂmihﬁiﬂﬁfﬁ)ﬂﬁl VB & 3% B R 452 2 A it I P s iR 3 S (R
WHTFEFIL) . RESSE PSRN DB2 AR,

GSS-API JA\IE
iﬁﬁlﬁiﬁﬂ%%ﬂ%%ﬁ@ GSS-API Ujfig, @ity ase LT ((UEHTERF
. ARAE A PARIRAI SR AR FEIE, (AT BE) EEUER (UGS AT &
. Bl 2 e T DL JGR ] 545 GSS-APL %24 | F SCHI KB DB2
Pﬂﬁhe

PUT 313 Wil i fF AP Bt A A 1 7 3L

B/ AR ARE, DB2 Kde A1ZE LIV B P 40 S A IE B4 R R A
i YIfe.

Fa=XIAIE
TEARTE E F P AR IR S0 R 1 BN 8 1 2 50

ERKINE
TERIIE 2 7 R P bR iR A D 015 00 T 1% 4 2 B0 R

Authid
—ANPERARIR, R B R AR AR AR T A AL, 7ENEB, DB2
authid $iFHAKE, HE/NKENR 8 MEF (AR 8 MFEMMBA T ) |
2H7, DB2 FEATLI 7 i ASCH FRM#EAGRIA, P RH, %6, 44,
R E [ FlR 4,

A FEAL
TESLBLB AL 55 4 B0 P ILA B EAT RO BAN, KA P R A AT BR T
BRI Z SRR, B, JEsh RS kB R AR, AT IPAICH] DB2
SRR B SR RO A B A AL

BRR=E
HirZ P AR EGESH, HhrE D AP in iR EB o auerE — 1, 4%=
[H] fY % 0L 7S )55 Windows 1 fl Kerberos 1, @, 7 Windows i
“usa.company.com”H, frG M 4 ER A2 ME — By, @A,
“user] @usa.company.com”, {HJ&, 5 —PErPHERE—42HAPRE (Fan,
“user] @canada.company.com” ) HIE/R 5 — M. brifEH A PRIR AR PR
I FRASE % N, “user@domain.name” 5% “domain\user”,
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BN 45 DB2 KOpLaetlif APT S8 (A,
WMy RREEFME APL ¥ APL BHdEE (.

B EIEHH AP

222 e A

XF ARG B, FHELI T APL
e db2secGroupPluginlnit

iE: db2secGroupPluginnit API 3@ id DL T JRALK 5 API AF8%F *1ogMessage fn 1E
FEIA:
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 level,
void *data,
db2int32 Tlength
)s

db2secLogMessage API FLVFF 41 Bid5%H| db2diag HARSCMFHh, DUE #EAT K
WZ%. It APl & DB2 Bl ARG, HIEATELIUL APL

db2secPluginTerm
db2secGetGroupsForUser
db2secDoesGroupExist
db2secFreeGroupListMemory

db2secFreeErrormsg

ME — LA ANER AT BT APL 2 db2secGroupPluginInit, it API ¥R void *
SR, KT SR 2RI A R DL 2R

typedef struct db2secGroupFunctions_1

db2int32 version;

db2int32 plugintype;
SQL_API_RC (SQL_API_FN = db2secGetGroupsForUser)
(

const char *authid,

db2int32 authidlen,

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,

db2int32 dbnamelen,

const void *token,

db2int32 tokentype,
db2int32 location,

const char *authpluginname,
db2int32 authpluginnamelen,
void **grouplist,
db2int32  *numgroups,

char **@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secDoesGroupExist)
const char *groupname,

db2int32 groupnamelen,
char **Errormsg,



db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeGroupListMemory)
void *ptr,

char **kerrormsg,

db2int32 *errormsglen

)3
SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)

char *msgtobefree

)s

SQL_API_RC (SQL_API FN * db2secPluginTerm)
(

char **errormsg,

db2int32 *errormsglen

)s

} db2secGroupFunctions_1;
db2secGroupPluginInit API 5% 1 Ak n] F A H A e& By gk,

E L SRS 1 AP AHX I AYZEH, RS 0 RUAS (99 R A KR
2. 3 FE,

db2secDoesGroupExist APl - {6 &HEBFAE

W& authid EHFER— 4.

WA groupname 777E, AB4Ut API WAZ0REWSIR Bl DB2SEC_PLUGIN_OK PI4§/R A
Uy, mRH AT, BaEdwahe e B (E
DB2SEC_PLUGIN_INVALIDUSERORGROUP, 15 A REH & ¥t A J& 15 5 A 2k i 4,
B4 VP API 3R [ {5 DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN, #13i& [7] T
“H I (DB2SEC_PLUGIN_INVALIDUSERORGROUP) #{# “ K4
”(DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN) f#, ABATEARH K4t USER Fl
GROUP &M T & H GRANT iE4jif, DB2 Database for Linux, UNIX, and Win-
dows FRETCIEMAE authid & — D4R M P, XK FEXH R E SQLCODE -569
5] SQLSTATE 56092 %£i%,

APl FREREMIEE

SQL_API_RC ( SQL_API_FN *db2secDoesGroupExist)

( const char *groupname,
db2int32 groupnamelen,
char **errormsg,
db2int32 *errormsglen );

db2secDoesGroupExist APl £#f

groupname
A, —MEAMRR, REARE, IFBBARIERK.
groupnamelen
fi . groupname ZHfHAVIE (LIF1it) .
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errormsg
i, fE A I ASCIL £ 1R1H B 74T B it iy 48 5, an R AT
db2secDoesGroupExist API ARLY), w4k [ L As R B,

errormsglen
. FRE— TR errormsg ZHCFRYFFIRIEE FAT B RE (RIF)
UES A GiUE R

db2secFreeErrormsg APl - BHEIREERTE

B R RAF L B A AP i = AL A TR T B I N A, X R ME — A2k B A R B 1
APL, R APL R[] T451%, B4 DB2 ¥ic kUt a4k sLiaty.

AP FNEIRZEINEE

SQL_API_RC ( SQL_API_FN xdb2secFreeErrormsg)
( char *errormsg );

db2secFreeErrormsg APl parameters

errormsg
fN. FRm BRI APL B4R A R L R

db2secFreeGroupListMemory API - BHZA%RATF

IR RAE T R db2secGetGroupsForUser AP i 345 41 51135 1 N £
APl FEREMIEE

SQL_API _RC ( SQL_API FN *db2secFreeGroupListMemory)
( void =*ptr,
char **@rrormsg,
db2int32 *errormsglen );

db2secFreeGroupListMemory APl £#f
ptr B, A8 BRI N AR R

errormsg

By, AR AR ECR) ASCIT B5 R TH B AT B b iy e 41, W R AT
db2secFreeGroupListMemory API A3, 54k [l b5 iR A,

errormsglen
fi. fm— TR errormsg ZHCH A SERIEE TR KE (DIF531)
RS GOE R

db2secGetGroupsForUser API - 3XEUF FEIBE 5%

Wl T VAR

3R 8] FE P T D 0 4 1 3 2.
APl FOERLEFIE %

SQL_API_RC ( SQL_API FN *db2secGetGroupsForUser)

( const char =*authid,
db2int32 authidlen,
const char =*userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,



db2int32 dbnamelen,

void *token,

db2int32 tokentype,
db2int32 location,

const char *authpluginname,
db2int32 authpluginnamelen,

void **grouplist,
db2int32 *numgroups,
char **errormsg,

db2int32 *errormsglen );

db2secGetGroupsForUser APl £#{

authid %A, HZSHEE 1 SQL #AUFiH, X EW%E DB2 Database for Linux,
UNIX, and Windows ¥ B4 KAt BERZEM K EFFFH. DB2 Data-
base for Linux, UNIX, and Windows {5Z#RK N authid 5L dtdpas(E, It
APL WLZRERS R 7] authid ST & B4 09 51 3R AR08 T HAl M A S8 R AEE
WM, A2 IR A — A4 0 51 R 8 2 51 3R,
mEMPASELE, Baiz API A& [ g 2R [ 6 b 25
DB2SEC_PLUGIN_BADUSER, DB2 Database for Linux, UNIX, and Windows
HARWNA P AL E MG S — MR, BB fuF authid A AEIAHOG
BRR94L, fln, db2secGetAuthids API 5 1] LUK [l #:4E 245 EAFETER authid,
It authid SR AAICE, (H2, R0 DL E N B E R
SR APL B authid ARER B 528136, T2 T 54 2R
KR SQL sRECK A —LLfR ], A XCATRE S LA & R 813K, ESH
AR ARl B R

authidlen
B, authid ZHEMKE (F7iH) . DB2 HiEEE M HL AN
authidlen %42 {ILAEE(H.,

userid %A, XE5 authid XA PRIR, YTEMRSS &8 EAEIEERE 7 i it
API I}, DB2 Database for Linux, UNIX, and Windows ¥j ~<:3H S50,

useridlen
WA, userid ZEEMKE (IFWiT) |

usernamespace
A, WEHARGEH AR A, YR PRI, DB2 $fl
HEH ARSI S,

usernamespacelen
fii A. usernamespace ZAUEHMKE (LIFTit) .
usernamespacetype
A, ZRASERYZEAL, usernamespacetype ZEHA TAIHMME (CEMTRELE
db2secPlugin.h HE L) -
 DB2SEC_NAMESPACE_SAM_COMPATIBLE Xf[W F — ke KT domain\
myname FY Jf] F7 44

- DB2SEC_NAMESPACE USER PRINCIPAL X[ T — ARt 2%MT
myname @domain.ibm.com HJ 7 44

H i, DB2 %% 24505 7 DB2SEC_NAMESPACE_SAM COMPATIBLE f{H., %47RKi%
fit B P AR EY, usernamespacetype SRR E NE
DB2SEC_USER_NAMESPACE_UNDEFINED ( JL{f/E7E db2secPlugin.h Hi7E X)) .
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dbname

A, BEZZRBAREN A, EREET RS, WS NULL,

dbnamelen
A, dbname ZHUEMKE (IFETIH) . 1R dbname ZHTEAEiERE T EH
&1 NULL, HB2AWSHEEN O,

token A, F5mHAEA AL BRI R85, DB2 Database for Linux, UNIX, and
Windows Al bS5, B MRS E RSN P AFEE, WTREARLE
AN THESRANSE (Fln, EdEEEFERPRASERMS) , IR
TS HCK A NULL, a0 fi M GIESR F 3 T GSS-APL, AR 4 Wt & R
GSS-API EF3CHIA (gss_ctx_id_t),

tokentype

fA. A7 VGRS AR ER A p BN i 2R BN, an SRR DRSS R B T GSS-
APL, AR A4 KB N GSS-APL b FSCAIA (gss_ctx_id_t). AnsRfi FHRYIA
TEA A2 T P AR S A4 2, B2k 2l 2R, tokentype Z:5)
HATHASME CENMTZAE db2secPlugin.h g LK) :

* DB2SEC_GENERIC: f5/R4 ik H T 4T AR/ 3 i i 4 4.

* DB2SEC_GSSAPI_CTX_HANDLE: #5/R4MikH T 4T GSS-API (fu#E Kerberos)

UG

location
i A. 1875 DB2 Database for Linux, UNIX, and Windows J&1E%& il &2 it
S5 FHL APL, location 28 HA FIIARUIE (‘ENfIZELE db2secPlugin.h
HE L)
* DB2SEC_SERVER_SIDE: F&/RZETELHE R 55 %% FiH itk APL
* DB2SEC_CLIENT_SIDE: F/nEAER FHLLJH M APL

authpluginname
BN, PR T AR R EE ARG 1 19 2 FK. - db2secGetGroupsForUser API 1]
AE 25 AR 2R B A2 1E ff A 2 B D3 B8 4% . AN 2R R WAIE authid (@t 7
authid S54F1EZ A ARILEMENR T ) , 4 DB2 Database for Linux,
UNIX, and Windows it N2 7 LS4,

authpluginnamelen
A, authpluginname ZEUHMIKE (IFTiT) |

grouplist

fds. WP ETEA SR, AR LHIER — DRI, e E a1 h
& ZAIFE varchar B/ BCA N AF  Be (varchar J& — MR8, Hp
M- FIRAEREmAEANFETE) . KEE-ARMFSEH (1 5T,
J4¥% groupname M KK ER SR 255 NF4F. #HlUl, “\006GROUPI\
007MYGROUP\00SMYGROUP3”, &/~ Z#B 1% & — A% DB2 #AUr
W DA AE A B S BC N AE. B, O R A — > APT (0,
db2secFreeGroupListMemory API) fit DB2 Database for Linux, UNIX, and Win-
dows P FIARE AL N AF.

numgroups

i, grouplist ZHh S HYAMEHE.



errormsg

Fds. R EECE SRR ASCIT S350 B 747 8 Hulik 19 f8 51, W 2R AT
db2secGetGroupsForUser API AL, B4k [ 48 iR B

errormsglen
frth. 11— AT R errormsg ZHCHRIEE RN E TR R (RIFTH)
B R 4T

= Atk

PIT IR0 24 0t APL B A58 B 2 51| %1k 1] 45 DB2 Database for Linux, UNIX, and

Windows B3t 25 & A= 7] 25 45 B 1 O

* 7£ CREATE SCHEMA iEaH 424t 78 FIARR. Wk CREATE SCHEMA if ] H it
£ 7T CREATE iE4), 4% % AUTHORIZATION NAME Z3HATH AL,

o 7E MPP FfEEHALEE JAR SCHE. 76 MPP 335, JAR Ab3E R J2 30 i &5 52 AU
TONRARR T s ip &35, B AR RiE R, RIS TEEAGREN (4047 JAR
REBEIESRIG R T ) MORRBORALFE JAR U4,

- L% JAR UM, SUERARRIRTFEASE FAIMRZ —: DBADM 1f, CREATEIN
(XF JAR FER A A a2 AR ) | R AR B 4% T & 2GR AR L)
H, HEREZTSIERIRN, IEAGERIER R,

- BrE JAR X, SERAMRIRTHERLA YR Z —: DBADM & DROPIN (%}
T JAR BB AE B AR ) , SFE JAR X e . R AR E
BTPEESEBEMMRNAH, ERREAETESERARNE, I A SEEERR
A JAR & LE, B2 GHER RN,

- B JAR X, X5BE1Z JAR U, RIEEEH LR JAR SUHRYRCRAH
6], b o s o T 1

« /i SET SESSION_USER EA]N, JE4L) DB2 #AERAE i MG A48 E M B AR iR
B EFerhisfs, Wi SESSION_USER [ H A — AN T 40 1 L AU e 57
F SESSION_USER fZAUARiH, HE45x Lo B AE 4 5,

db2secGroupPlugininit API - #iG{LLRGEHE
MR R a4 APL, DB2 %d P48 R4 A %A 1 2 5 BESL BRI JE L APIL

APl FOEIBEEMIEE

SQL_API_RC SQL_API_FN db2secGroupPluginInit
( db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage fn,
char **@rrormsg,
db2int32 xerrormsglen );

db2secGroupPlugininit APl %]

version
B, BENVZAE M LT R APL [ HR S AR, db2secPlugin.h Hiffy
DB2SEC_API_VERSION i fl7 DB2 ¥iifs R4 A A1 I APL WA ILA
=,

group_fns
4. 48m db2secGroupFunctions_<version_number> (LXK
group_functions_<version_number>) 554,
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db2secGroupFunctions_<version_number> £ #4) £, 5 48 [1] UG 2R G 1F S B0 API
048 &1 . ¥ ok W] BE A R A A 1 API ( 1,
db2secGroupFunctions_<version_number>) , [E I, group_fns Z%u i i 257
B R AR ) 5 4 A B SE B0 AR A A X 1Y
db2secGroupFunctions_<version_number> o5 1 1 38 £
group_functions_<version_number> 5§ 5 — 1S 80K X% DB2 Database for
Linux, UNIX, and Windows & &I#fi{FC S2BLA APT HURAS, TEE: 1024 DB2
T N L R TR 88 1 N o O N v 1 b S N
O FSE B APL BIRRA, JFH pluginType WiXE N
DB2SEC_PLUGIN_TYPE_GROUP,

logMessage_fn

. femil DB2 BUEERSGLIA db2secLogMessage API HJf54T.
db2secGroupPluginInit API 7] DL ] db2secLogMessage API DU Eic % 5|
db2diag H&E3CEr, DUE AT SE 2%, db2secLogMessage API ]
BB (evel) 18EHICFEAE db2diag H & X2 BHERIIEA, &
Ja A SEUT MR TE B F A B A, db2secLogMessage API [%5 — 4~ %
BEAATIEME CEMELE db2secPlugin.h HE LAY ) -

- DB2SEC_LOG_NONE: (0) Aicit

« DB2SEC_LOG CRITICAL: (1) M4 % He gl st

 DB2SEC_LOG_ERROR: (2) & H4:%Ein

- DB2SEC_LOG_WARNING: (3) "k

- DB2SEC_LOG_INFO: (4) 2%

{24 db2secLogMessage API ] level ZE{E/DT oi%E T diaglevel %iii
PEE PRI B S BN, HEXAA TR db2diag H AU, i,
fniAfi f DB2SEC_LOG_INFO {8, JAP-A{4 % 4 B gR L & 241 diaglevel 1%
BEA 4 B, db2diag H & CfFHA 2 I E SR,

errormsg

By, FEMEHIEEECH) ASCI 45 1RTH B FAT B L 8 41, W R $AT
db2secGroupPluginlnit APT AN, w4 iR [ AR A,

errormsglen

. RE— TR errormsg ZHCFRYFFIRIEE FAT B RE (RIFI)
U GOE R

db2secPluginTerm - FAIHFHZRIR

228 e s

TR 2R A O BT 0t B B

DB2 i 4 4 B R e ARG R AT 2 A . APL R 1% DR — oy xR SE Bt
CEWIE TG BRAE R RN E WA SR, Ban, BRI R B AR T AR, M
A FFT FFIR 25 04 ST A I O PR A 46 7 1, 4 2 70 B R Bk 8 0 0 DA 8 R S S e R
TEAEAT Windows #:4F R4 EESA S L APL,

AP FNEIREIDEE

SQL_API_RC ( SQL_API FN *db2secPluginTerm)

( char **EPrrormsg,
db2int32 *errormsglen );



db2secPluginTerm APl &%

errormsg
By, FEMERAEEECR ASCID 45 1R T B AT B L 8 41, WL AT
db2secPluginTerm API AHLL, <R B IRTE E.

errormsglen
fth. 11— HATHR errormsg ZHCHRIEE RN B TR (RIFTH)
R R 4T

A PRREZRDAEfERY API
XEF R P AR RS ARk, T BESEBL R A% P APL
* db2secClientAuthPluginInit

iE: db2secClientAuthPluginInit API it DL T REDK API f)454%) *TogMessage fn 1E
R
SQL_API RC (SQL_API_FN db2secLogMessage)

(
db2int32 level,
void *data,
db2int32 length
)s

db2secLogMessage API VR K 20k 2] db2diag H &S, DUE ST
WHEMESE, I APL i DB2 Hili/ERGEME, HILEATESHNIL APL

e db2secClientAuthPluginTerm

* db2secGeneratelnitialCred ({X T gssapi)

* db2secRemapUserid ( AJ#E )

* db2secGetDefaultLoginContext

* db2secValidatePassword

¢ db2secProcessServerPrincipalName ( iX{¥i& H+ GSS-API)

* db2secFreeToken ( FHT R DLL (& AR A AF 1 B %L )

* db2secFreeErrormsg

* db2secFreelnitInfo

o ME—THREAESNERR MENTIY APL J& db2secClientAuthPluginlnit, 1t API % H void
* SR, WK E SR ISR AR O TR B A — T

typedef struct db2secUseridPasswordClientAuthFunctions 1
{

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  *authidlen,
char userid[DB2SEC_MAX_USERID LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace [DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,
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db2int32 dbnamelen,

void **token,

char **Errormsg,
db2int32 *errormsglen
)s

/* Optional */
SQL_API_RC (SQL_API_FN * db2secRemapUserid)
(

char userid[DB2SEC_MAX_USERID_LENGTH],
db2int32  =*useridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],

db2int32  *usernamespacelen,
db2int32  *usernamespacetype,

char password[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32  *passwordlen,
char newpassword [DB2SEC_MAX_PASSWORD_LENGTH],

db2int32  *newpasswordlen,
const char xdbname,
db2int32 dbnamelen,

char **errormsg,

db2int32 *xerrormsglen

)s

SQL_API RC (SQL_API FN * db2secValidatePassword)
(

const char *xuserid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,

const char *dbname,
db2int32 dbnamelen,
db2Uint32  connection_details,

void *xtoken,

char **Errormsg,

db2int32 *errormsglen

)s

SQL_API RC (SQL_API FN * db2secFreeToken)
(

void *xtoken,

char **Errormsg,

db2int32 *xerrormsglen

)s

SQL_API RC (SQL_API FN * db2secFreeErrormsg)
(

char *errormsg

)s

SQL_API_RC (SQL_API_FN * db2secClientAuthPluginTerm)

char *%@rrormsg,
db2int32 *errormsglen
)s

1

e

typedef struct db2secGssapiClientAuthFunctions 1
{

db2int32 version;
db2int32 plugintype;



SQL_API_RC (SQL_API_FN * db2secGetDefaultLoginContext)

(

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  *authidlen,

char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace [DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  xusernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,

void *xtoken,
char **@rrormsg,
db2int32 *errormsglen

)s
SQL_API_RC (SQL_API_FN * db2secProcessServerPrincipalName)
(

const void =*data,
gss_name_t xgssName,

char **errormsg,
db2int32 xerrormsglen
)s

SQL_API_RC (SQL_API_FN = db2secGenerateInitialCred)

const char *userid,

db2int32 useridlen,

const char *xusernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,

const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xinitInfo,

char **errormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeToken)
void *token,

char **errormsg,

db2int32 xerrormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)

char *errormsg

)s

SQL_API_RC (SQL_API_FN * db2secFreelnitInfo)

void *initInfo,
char **Errormsg,
db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secClientAuthPluginTerm)

9 B LEMMEF AP
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char **@rrormsg,
db2int32 *errormsglen

)s

/* GSS-API specific functions -- refer to db2secPlugin.h
for parameter Tist*/

OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
}

MBREELERES TP AR/ EGE S, 84 N4 H
db2secUseridPasswordClientAuthFunctions_1 %544, UIREIELEE GSS-API (35
Kerberos ) 14, HBAMf# A db2secGssapiClientAuthFunctions_1 £ 14,

gss_init_sec_context )(<parameter list>);
gss_delete_sec_context )(<parameter 1ist>);
gss_display status )(<parameter 1ist>);
gss_release_buffer )(<parameter 1ist>);
gss_release_cred ) (<parameter Tist>);
gss_release_name ) (<parameter list>);

X H ARV R, K T SR T AR % v APL:
* db2secServerAuthPluginlnit

db2secServerAuthPluginlnit API i T 41 JEEDK: db2secLogMessage API [ f5%T
*]ogMessage_fn Dl K db2secGetConDetails API fF5%) *getConDetails_fn 1E Ak
A

SQL_API RC (SQL_API_FN db2secLogMessage)

db2int32 level,

void *data,

db2int32 Tength

)s

SQL_API_RC (SQL_API_FN db2secGetConDetails)

db2int32 conDetailsVersion,

const void *pConDetails

)s

db2secLogMessage API i KH Eicsk 2| db2diag HESCHH, DI #HAT I
WE MRS %, db2secGetConDetails APT 57 V4 14 SR B K 20 2 S B0 R i E 2 1
K HAIEN(E ., db2secLogMessage API Fl db2secGetConDetails API #2&H DB2
B e RGP ), PIEORT E S > APL 1 db2secGetConDetails API
B A4 pConDetails VE 45 M T4 —Fh a5 A4 145 41

db2sec_con_details_1:

typedef struct db2sec_con_details_1

db2int32 clientProtocol;

db2Uint32 clientIPAddress;

db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname [DB2SEC_MAX_DBNAME_LENGTH + 1];
} db2sec_con_details_1;

db2sec_con_details_2:

typedef struct db2sec_con_details_2

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
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}

db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/* Set if protocol is TCPIP6 */
db2sec_con_details_2;

db2sec_con_details_3:

typedef struct db2sec_con_details_3

{

}

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 =/
db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX_ DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/* Set if protocol is TCPIP6 x/
db2Uint32 clientPlatform; /* SQLM_PLATFORM * from sqlmon.h */
db2Uint32 _reserved[16];

db2sec_con_details_3;

conDetailsVersion [J{H A [l /& DB2SEC_CON_DETAILS_VERSION_ 1,
DB2SEC_CON_DETAILS_VERSION_2 7l DB2SEC_CON_DETAILS VERSION 3, T f]F7: API
RS,

¥ il db2sec_con_details_1, db2sec_con_details 2 3 db2sec_con_details 3 I}, [V
% & T A F I

2 db2GetConDetails API 0}, ffi i db2sec_con_details_1 ZEHJF0
DB2SEC_CON_DETAILS_VERSION_1 {HAJBLAHEFFFAkS(37E V8.2 h—#E LA, 1N
RIE IPv4 5 ETAH T I APL B 2KAEIZE Y clientIPAddress FErHR
B & FALIP Hisik, G0SRAE IPve P& LA T APL, JBATE clientIPAddress
FEHORIREE 0. ZAE IPv6 5 ERRE FHL IP Mkl oK 44 AR
MCRE A db2sec_con_details_2 £5 4411 DB2SEC_CON_DETAILS VERSION 2 &, mi#
F MR f# ] db2sec_con_details_3 £5#4# DB2SEC_CON_DETAILS VERSION 3 fd.

GV AH ] db2sec_con_details_3 %544 F1 DB2SEC_CON_DETAILS VERSION 3 {H.
mEFfE 1pva F&H EWAT db2secGetConDetails API, A% 1
db2sec_con_details_3 ZEf4[Y clientIPAddress FEH IR [ F 4L IP Hiht; Ui
£ IPve P& LW H Tt API, A KA db2sec_con_details_3 Z5HHY
clientIP6Address FEHIRMEZF AL IP Mk, ZEHEIFMNEELHH
clientProtocol FEUR X HE & SQL_PROTOCOL TCPIP (IPv4, HA VI ML) |
SQL_PROTOCOL_TCPIP4 (IPv4, HA V2 Hy45#4) B SQL_PROTOCOL_TCPIP6 (IPv6,
HA V2 5 V3 #y45ith) ByHd—I,

b T FHX — SRR Z 46, db2sec_con_details_3 5445 db2sec_con_details_2 £5#4)
ST AHE: db2sec_con_details_3 £ & — P EISMNF B (clientPlatform), Ut
FB A HAE sqimon.h HE LT 5 2255 (f51ln, SQLM_PLATFORM_AIX) Skhr
WEFICEFE R (5EFEREH—H) .

db2secServerAuthPluginTerm
db2secValidatePassword
db2secGetAuthIDs
db2secDoesAuthIDExist
db2secFreeToken

db2secFreeErrormsg
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o ME—FEBLESNERTTAENTIY API & db2secServerAuthPluginlnit, M. API ¥3% ] void
* SR, KRR SRR e Ay T B e — IO

typedef struct db2secUseridPasswordServerAuthFunctions_1

db2int32 version;
db2int32 plugintype;

/* parameter Tists left blank for readability
see above for parameters */

SQL_API_RC (SQL_API_FN = db2secValidatePassword) (<parameter 1ist>);
SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tlist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1list>);
SQL_API_RC (SQL_API_FN * db2secFreeToken) (<parameter Tist>);
SQL_API RC (SQL_API FN * db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN =* db2secServerAuthPluginTerm)();
} userid_password_server_auth_functions;

W H

typedef struct db2secGssapiServerAuthFunctions_1

*
*
*
*

db2int32 version;

db2int32 plugintype;

gss_buffer_desc serverPrincipalName;

gss_cred_id_t ServerCredHandle;

SQL_API RC (SQL_API FN * db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN * db2secDoesAuthIDExist) (<parameter Tlist>);
SQL_API RC (SQL_API FN * db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();

/* GSS-API specific functions

refer to db2secPlugin.h for parameter Tistx/

OM uint32 (SQL_API_FN * gss_accept_sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_display name ) (<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_delete_sec_context )(<parameter 1ist>);
OM_uint32 (SQL_API_FN =* gss_display_status ) (<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release_buffer )(<parameter Tist>);

OM uint32 (SQL_API_FN * gss_release cred )(<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release_name ) (<parameter 1list>);

} gssapi_server_auth_functions;

MBEBEERE H PR R W E S, 82N FEH
db2secUseridPasswordServerAuthFunctions_1 %544, WIARMIEESE GSS-API (115
Kerberos ) i, AL4M{#i ] db2secGssapiServerAuthFunctions_1 %44,

db2secClientAuthPlugininit API - ¥J#a%E AP

EPHUAESGF 90461 APL, DB2 Hufis 4 LR 528 ALZ I 1 2 Ja 52 R it
API,

AP FNEIRZEINEE

SQL_API_RC SQL_API_FN db2secClientAuthPluginInit
( db2int32 version,
void *client_fns,
db2secLogMessage *1ogMessage_fn,
char *%@rrormsg,
db2int32 *errormsglen );
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db2secClientAuthPlugininit APl &%

177N
BN, DB2 i TR M ET L APL RS A S, db2secPlugin.h
DB2SEC_API_VERSION {Hfd# DB2 Database for Linux, UNIX, and Windows i
YR APL B EHTIRA S,

client_fns

W, R T GSS-APL Ak, HEAMSEERRIEM DB2 A48 EE M A
db2secGssapiClientAuthFunctions_<version_number> &5/ (LN
gssapi_client_auth_functions_<version_number> ) 4L AFRTFEEr, QiR T«
MR/ B INIE, IBaltSBERfEm DB2 HBEEMHS AN
db2secUseridPasswordClientAuthFunctions_<version_number> £ ( HLFR N
userid_password_client_auth_functions_<version_number> ) 24t N F 4],

db2secGssapiClientAuthFunctions_<version_number> 5 fl
db2secUseridPasswordClientAuthFunctions_<version_number> %547 516 & 4810 & GSS-
AP YRR AT P PR35S AR RS2 30 APL #4845, 7E¥ kAT DB2 Data-
base for Linux, UNIX, and Windows A&, AIRESE ARIRAR API, [K ik
client_fns Z B4 o il 26 B 56 40 S 48 n) 5 46 0 © 52 B0 B9 WA A X R 19

gssapi_client_auth_functions_<version_number> £5 #4154t

gssapi_client_auth_functions_<version_number> el AT
userid_password_client_auth_functions_<version_number> 254§ 26 — 4~ 2 BOR AT 1 14
CUSEBL APL [P RAS 2 DB2 Bd 48 BLAS.

i 04 DB2 AR TR TGOS APL WA A 23 JEAT S S A0 A 4k

T1E gssapi_server_auth_functions_<version_number> 7

userid_password_server_auth_functions_<version_number> Z5#)4, [l plugintype

SR B DB2SEC_PLUGIN_TYPE_USERID PASSWORD, DB2SEC_PLUGIN TYPE_GSSAPI

o}, DB2SEC_PLUGIN_TYPE_KERBEROS. FJLIYEHG R API hiAH i SCHA(H,
logMessage_fn

A, f8mH DB2 HIEFEH LA db2secLogMessage API HJF54t.

db2secClientAuthPluginlnit API F]DIJ# ] db2secLogMessage API DIL#%iH B g 2]

db2diag HESCHFH, DMEHAATHRIAEE LGS, db2secLogMessage APL [%5 —

SR (Tevel) FRERCRAE db2diag HESUIFH RIS ERAYR, FJE P12

BOYRIFORTH R TAT 8 K E, db2secLogMessage API {25 — S AA TG

MAE (CENEAE db2secPlugin.h HiE () -

« DB2SEC_LOG_NONE (0) Aics#

* DB2SEC_LOG_CRITICAL (1) A/E ™ 4R

 DB2SEC_LOG_ERROR (2) KH:%5iR

* DB2SEC_LOG_WARNING (3) %%

» DB2SEC_LOG_INFO (4) &%

V24 db2secLogMessage API f{“level” 28 AU{E/N T HZET diaglevel % 2% B

wr i B SR ER, HESCRA 2 IAE db2diag HASCHFH. filhn, dnsR e A

DB2SEC_LOG_INFO fH, HB-A(0Y%HE % FARIL B 241 diaglevel &N 4 WY,

db2diag H Z&3CIFH A 2 HBLH B SUA.
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errormsg

B, R HAECE S ECR ASCID 5 R W B 4F B 1 dik 19 45 41, W R AT
db2secClientAuthPluginlnit APT ASELZ, B4 | A iR B,

errormsglen
fdi. f8m—DHTHER errormsg ZHCP RSN E AR KRE (DIF353H) B
B AR 4T

db2secClientAuthPluginTerm API - 5B % FHLNEREGZIE

RERCE AL S BT (8 A B

DB2 ##f 48 Bgn kA2 & P VUAIERE AF 2 BiJE e APL Wz DIt — oy ok sk
WE: EWERTE RGO EA AR IR, Fan, B BT AR,
VHAT D T 5T bR 25 09 SCAF 9 5 PH IO 28 3% 42 . 9 14 07 7 R Bk 4 9 050 D08 ¢ ok 4 ¢
Ji. TR Windows #:/E R%G EHCAZTE I APL

AP FNEIREIDEE

SQL_API_RC ( SQL_API_FN *db2secClientAuthPluginTerm)
( char **Errormsg,
db2int32 *errormsglen);

db2secClientAuthPluginTerm APl £#{

errormsg
W, R HEAECE R ASCID 85 R B 7 4F B Hdik 19 45 41, W R AT
db2secClientAuthPluginTerm API A, #f4 iR [Blbbes iR 5.

errormsglen
fdi. f8m—MHTHER errormsg SHT A RN EFARRE (DIFH) B
S COE R

db2secDoesAuthlDExist - ¥ &INIEARIBEB1FZ7E

236 i e e s

WisE authid 2EFREAND S (N, APL af DK authid WS 2 SNEBH A FRIN) .

W authid A%, A4t AP ViR [E{H DB2SEC_PLUGIN_OK; Zi*f authid T35k,
20t API iR [a] DB2SEC_PLUGIN_INVALID USERORGROUP; HNRAfiEHfiE authid 275
E1E, A4l API Wiz [F] DB2SEC_PLUGIN_USERSTATUSNOTKNOWN,

APl FNEHRLEHIEE

SQL_API_RC ( SQL_API_FN xdb2secDoesAuthIDExist)
( const char =*authid,
db2int32 authidlen,
char **kerrormsg,
db2int32 xerrormsglen );

db2secDoesAuthlDExist APl $#{

authid
WA, BERIERRAGRN, WEARRRAKRE, FHEARHEE.
authidlen

. authid ZHEKE (RIFHT) .



errormsg
Wi, B EGSEE ASCIT 45iR7H B 747 & 1 bk 6948 &1, SR o f7
db2secDoesAuthIDExist API ARG, #2413 A,

errormsglen

. 16— HTHR errormsg ZH0H BB IR IF B AT K RO RO AT

db2secFreelnitinfo API - 53 db2secGeneratelnitialCred &
ARERIR
Bt db2secGeneratelnitialCred API 4;[C LA 7R, X L8785 n] LA HE I ZE L6 L
N AR EE S GSS-APL ST 5 3 25 A7 A1 2 1 A5 IE 5 B R A7

APl FOEIREMIEE

SQL_API_RC ( SQL_API_FN *db2secFreeInitInfo)
( void *initinfo,
char **Xerrormsg,
db2int32 xerrormsglen);

db2secFreelnitinfo APl %]
initinfo
Wi, F51n DB2 HdE A BSOS RIIE (0 BE FeEr. S OE T DU FH L AR 4
A WSETE AR AR P T A L R SRR A B, TG TR T APT SRR X B WU
errormsg

Wi, FBEEEFESERN ASCIT 4553 B 547 8 bk ny 35 £, R a7
db2secFreelnitinfo API AT, mh4sik | Ak i5 i ..

errormsglen
fth. 48— MHTIER errormsg AP ERRIE FAT B (LIFHH) 19
LS GE R

db2secFreeToken API - B HRid S ARATE

FEOh bR & TR NAE, 24 DB2 BiE /S Ha AT token S50 & FAY Py A7 s
2 L API,

AP FNEIRZEIEE

SQL_API RC ( SQL_API FN *db2secFreeToken)
( void =token,
char *%Errormsg,
db2int32 xerrormsglen );

db2secFreeToken APl &#{
token

B, AR ERR NTER RS
errormsg

Wi, fEMBEESEK ASCIT 55320 B/ B bk i35 50, R s
db2secFreeToken API ASEGT), Wh4siR [o] 4R H &,

errormsglen
i, 80— TR errormsg P RIS B AR KE (ML) M
BRFE .
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db2secGeneratelnitialCred API - 414 EIE

238 e A

db2secGeneratelnitialCred API AR #E 2 & A B F FARIR IS 6L S 3 B4 4 GSS-API FEiIE,

XtF Kerberos, XJEiZ THEMMER (TGT) ., pGSSCredHandle Z: %1 [|] (1) FEIE A 4K
J&5 gss_init_sec_context API BC& (A A4K, FF Ha4%002 INITIATE 5 BOTH fEilk,
ST AP AR GEWRBIRHE T34 ) B A28 H db2secGeneratelnitialCred API,
E0, JAH gss_init_sec_context API [}, DB2 HiE &4 M 45 K 75 & (4
GSS_C_NO_CREDENTIAL, DLZR7RHefil I Y i & 5% BT SO AR B G4 Rk,

AP FNEIREIDEE

SQL_API _RC ( SQL_API FN *db2secGenerateInitialCred)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,
db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xInitInfo,
char *%@rrormsg,
db2int32 *errormsglen );

db2secGeneratelnitialCred APl S#]

userid

B, BRI PR 55 d BRI AL 0 P AR IR,
useridlen

A, userid ZHEAYKE (LIFHI) |
usernamespace

A, HAPAR R P AR IR PR 2SR,
usernamespacelen

fii A\, usernamespace ZEUHMIKE (DIF=H53t) |

usernamespacetype

LN el I DESSIER

password

LN L raT R T
passwordlen

fi A, password ZHEEMKE (DIFA5) .

newpassword
. —AEEN (PR EE RSN . WRARER R %S, JF4 newpassword
SR E N NULL, W EARN NULL, A4l APL 7 |HE %% B 45 %6
ZHIVIAEIH Y, B AP JFAERAZ0 58 B U RS R IR OR, AR ANSROR 58 it i
3k, BNV SEENIR [A{E DB2SEC_PLUGIN_CHANGEPASSWORD NOTSUPPORTED i I [H
wh.



newpasswordlen
A, newpassword ZEEAYKE (LIF4I) |

dbname
WA, BEEEENBIEERN TR, I APT 0 DI ZBS S5, WiR L APT HARRHI
P U5 T B 20 % 4l R B SR ms B 4 B AT DL R |l (E
DB2SEC_PLUGIN_CONNECTION DISALLOWED; 505X 46 H Jobs BAG 4 R Y,

dbnamelen

fi . dbname ZAUEHAIKE (DIFHT) .

pGSSCredHandle
Hih. f810 GSS-API (EiEF MR EE.

InitInfo
iy, 481m DB2 Database for Linux, UNIX, and Windows %118 0958 9384T,
F8 1 0T DU I PN A7 R 2 4P A AR SRR AR R i IO SRR R A1 3. DR AR
25Ut DB2 il R B g ] db2secFreelnitinfo API, I BB X LEBE IR
i db2secGeneratelnitialCred API A7 BAEP XA — 513K, IBAE NV iZR [
NULL,

errormsg
HWiH, BMBEGEEFSEN ASCII £#i%H B F45F P b4, R iiT
db2secGeneratelnitialCred API AJE), ik Bl 1RTE S,

i XTI APL SRR EME R R R A AR IR TS, IR AR AR RN
(UL AP AR T — A PR 1 AT BH 1L € I 6 52 B, A" Bk [] — 255 R TH

.

errormsglen
S, f8m - THR errormsg SECP IR B FABERKE (DLFHI) 1
LS GUE R

db2secGetAuthlDs API - FxEUAIERRID

R EEER T SQL B AR, X T AR iR/ Al GSS-APIL IAIET %, 1
S ST MR P T IR R TR G AP

APl FOEIREMIEE

SQL_API_RC ( SQL_API_FN *db2secGetAuthIDs)

( const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *dbname,
db2int32 dbnamelen,
void *xtoken,
char SystemAuthID[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 *SystemAuthIDlen,
char InitialSessionAuthID[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 *InitialSessionAuthIDlen,
char username[DB2SEC_MAX_USERID_LENGTH],
db2int32 *usernamelen,
db2int32 *initsessionidtype,
char **kerrormsg,
db2int32 xerrormsglen );
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db2secGetAuthlDs APl £#]

userid
A, C©UGER P, BRIEE LT AME B SCRL AT U P BT G T AT
INIE, B, B ASHIES BT GSS-APL iF, RGO, 2% i
TR IR P 25 B ik S 50h,

useridlen
A, userid ZEUEMKE (DIFI711) .

usernamespace
. MWEHAFIRAR P AR IR R RS (.

usernamespacelen
i A, usernamespace ZEUEHMKE (LIFTIT) .

usernamespacetype
AN, PR ERBAE, H AT, ME— 32 SR 4R S E) 2R R (2
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X} [/ 25flF domain\myname (1" Z#E) |

dbname
N, BEEZEENEAEER LR, 6 API ] DL 2 EE; 46— P 2 86
BAGPERS, M APL A DLR BUR[R A E AR, S 50T DL NULL,

dbnamelen
A, dbname ZEUEMICE (LIF953t) . WR dbname 2% NULL, JFAMZ
BLE A 0,

token
By NS, fEFRTRLA] db2secGetGroupsForUser APL &3 9 %0dE. *FF GSS-
APIL, X B R SCAIE (gss_ctx_id_t). JEH, token 2 — U A ZH, BEHIMHE
&M db2secValidatePassword API HaRIUAY, 47ER AL L #EAT I IE I R e R o
1 db2secValidatePassword API i}, Mol 2HEHSH, EEX TFEET
SCH R, W R B R SC AT U R O R AR OE & ONIE, B A
db2secGetAuthIDs API W/0ifiE #5232 8t token ZHUHIH A NULL, JF HAEWSARE L
Hi$2E ) userid I useridlen i A SHORIEA RS AFIN.

SystemAuthID
fid. SEUGER P RPRRARX Y RER AR, HRANR 255 ANFET, B
DB2 %l A B S A Ky 30 DFEITH RGEARIA.

SystemAuthIDlen
fitt. SystemAuthID ZHEHMKE (RIFT5I) .
InitialSessionAuthID

fdi. T MHERSERNEAGRN, B S SystemAuthID ZEEAHR, (HIZTE
FE SR AT DUORARIR], N, & H SET SESSION AUTHORIZATION iE /47 5t
AT RUARARR], HR/N R 255 D55, {2 DB2 Al R B g 24 i (Uil KA 30
NFATI REFARIA.

InitialSessionAuthIDlen
Wit InitialSessionAuthID ZEEHMKE (LIFiT) .

username

. S5 ENUERY RS PR R 7 4. R ORI TR, F BRI



F£ CONNECT & /m) 8 ek i< P Ani= B, ansfit APL 487 username
SR, A4 DB2 Ul A FERKE N userid S50 & il 2 BU(A .

usernamelen
fiti. username ZHUEMKE (DIF1IT) .
initsessionidtype

fith, SIEEARRIRZEATER InitialSessionAuthid Z5UE — M IR EBAUR
iR, It APT WaR [ R AH A —ME (XS EAE db2secPTugin.h H5E XK ) -
- DB2SEC_ID_TYPE_AUTHID (0)
- DB2SEC_ID TYPE ROLE (1)
errormsg

Wil MBS R ASCIT 5% B 747 8 M bk 918 40, 5B $uAT
db2secGetAuthIDs API ARLY), w4 A kAl 1R B,

errormsglen
fth. 48— MHATIER errormsg AP RIE FAT B (LIFH) 19
BRI TR

db2secGetDefaultLoginContext APl - 3B EE R FTX

i 5 5 A B S R SCRCIREY A P, B, wfE RO WU E P AR IR (e B
PEATREEOAIE, BUE U AR ) B9E DL T DB2 449 M 9 DB2 £2AURIN,
Bt APT h75[a] I a2 [ B2 AUAR IR AT P iR,

APl FEREMIEE

SQL_API RC ( SQL_API FN *db2secGetDefaultLoginContext)

( char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 xauthidlen,
char userid[DB2SEC_MAX_USERID_LENGTH],
db2int32 xuseridlen,
db2int32 useridtype,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
const char *dbname,
db2int32 dbnamelen,
void *xtoken,
char **@rrormsg,
db2int32 xerrormsglen );

db2secGetDefaultLoginContext APl £#{

authid
s, BOREFZAGRRSEL R B E LT G DB2 SARIRAY a4 R, 0
B RS BRI P AT I SR 4R4F,
authidlen
frth. authid ZHEMIKE (L7 .
userid
s, R [E] 5 B B8 SR TR SOMOCIR Y P AR IR I S 4L
useridlen

. userid ZHMAMKE (LIFHIT) .
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useridtype

. PRIRTRE R R A SE T P AR IS R A RBUH P ARIR. 18 Windows b, HAEAE
S PPRIR, AR UNIX M Linux b, Q2R ARERFE uid HAPRIRS AT
M P IARRAR, B A FARR S AR PR IR AT LR, userid ZEUHA T
FIHRUE (CEfTE/E db2secPlugin.h HiiE L))
DB2SEC_PLUGIN_REAL_USER_NAME

fERTE E B RS P AR IR,
DB2SEC_PLUGIN_EFFECTIVE_USER_NAME

TR TEE B A ROH PRI,

S s T B O N P 6 D Gy A I s S O DR 7y W b P N L
FIFH) UNIX 5 Linux B3k E 57 DB2 BAUbRIR A AT DL 22 4 b 20 it 22

7l
usernamespace
it HPARIRE SRS,
usernamespacelen

i, usernamespace ZHUEMKE (LIF1it) . B T#1E usernamespacetype

BRI B ON(E DB2SEC_NAMESPACE_SAM_COMPATIBLE ( JHfEH &7F db2secPlugin.h

X)) X — R, RIS E SR YRR E Y 15 5795,
usernamespacetype

W, AR ERAE, HAr, M2 SRR AR E R E

DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X} 1/ 25flF domain\myname [ Z#EK ) |

dbname
A, BEEBEERE2BIEEN AR RS s LN e A ) .
T A AR E S S+, S0 'E A NULL.

dbnamelen
HiA. dbname ZEEMKE (DIFATH) .
token

fH . R — R A A RO B O R B R R, i L T RE S A A 1R
B SR, A Al REg G b 2 AR R A 1R, BRI A 205 A4 Fh 466 1R 9 5 3 1
iE,

errormsg
Wi, fEMBEESEA ASCIT 320 B A B bk i35 50, R Puar
db2secGetDefaultLoginContext APT AT, i<k [\l 45 iR TH B

errormsglen
it FEm—MHTHER errormsg S ISR BB K E (IFAIH) B9
RS S
db2secProcessServerPrincipalName APl - AME M AR S 221R MR
AREZFHE AR

db2secProcessServerPrincipalName API b ¥ M IR 55 25 3% [\ 19 IR 45 F 4K 0%, FF4%
gss_name_t [N HRA% IR 1B X gss_init_sec_context API i F ¥ T 1K & 75K,

Wl e e e VAR



ffi il Kerberos IAERY, db2secProcessServerPrincipalName API i42:4b¥ (i A% & H
st H MR %5 EAA R, @, U] gss_import_name API, #3. FFXZJE,
FriadE H gss_release_name API EFEiL gss_name_t X5, WIS gssName 445w
BN GSS &4, B4 db2secProcessServerPrincipalName API ¥f i [H {H
DB2SEC_PLUGIN_OK; fI R FIRMFRICAL, HF2HiR[e] DB2SEC_PLUGIN_BAD_PRINCIPAL_NAME
R,

APl FOEIRGEMIEE

SQL_API_RC ( SQL_API_FN =*db2secProcessServerPrincipalName)
( const char *name,
db2int32 namelen,
gss_name_t *gssName,
char **errormsg,
db2int32 *errormsglen );

db2secProcessServerPrincipalName APl £#f

name
fi A, R GSS_C_NT_USER_NAME #%XHYMieJ5 EARRISCAR LR, Bl service/
host@REALM,

namelen

frA., name ZHUEMKIE (RIFHYIF) .
gssName

farth, fRMmR A GSS-APL Ptk R i il 95 1R S AR YR T
errormsg

B, R HAECE R ASCIT B iR B 4F & MU dik 19 45 41, W R $uAT
db2secProcessServerPrincipalName API ARY), 4R [l b4 5% 1 E.

errormsglen
fidi. e —PHTHE~ errormsg ZEP TR B FA R RKE (IFWIH) 1
BRI T

db2secRemapUserid API - E#Tik ST A PHRIRFIZAD

i) DB2 Bl PR B IR UL APT He45 7€ (9 F P bR RO RS (vl RE B 2 i A A
JrAARRAETA] ) BHTRA S RN 4G E A AR L AN A R A ML

(USRI R AL T P AR ORI RSN, DB2 K PR B G A AR % 7 i L APLL
KB LA F K5 TP PR RAS B BB 22 P AR AR, B APT 2R, RE
AR Z IR AN, AT APL

APl FREHREMIEE

SQL_API_RC ( SQL_API_FN xdb2secRemapUserid)
( char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32 *xuseridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
char password[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *passwordlen,
char newpasswd[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *newpasswdlen,
const char *dbname,
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db2int32 dbnamelen,
char **errormsg,
db2int32 *errormsglen);

db2secRemapUserid APl £#{

userid
WS, BRI P ARR, WRA R AP ARRE, A APL 2A%0$R
At—AN s P AR, e P AR IR AT Sz A P AR AR R SRR, a0
R AH AP FRRE, IBAlt APL AR iR [l 5 P pR iR (e,

useridlen
AT L, userid ZEUAMKE (DIF) .

usernamespace
BASA L, APARRSFRZESE,  (arsE) rTRAE B s, aniR A e e i
ASHUE, (H2RE THE, 04 DB2 Hdi S H K LI usernamespace f]
F CLIENT ZER\GE, *FFHAAEIEAI#ER S Z W usernamespace S4L,

usernamespace]en
i NS %y, usernamespace ZHMEMKE (FWHit) . HTHFE
usernamespacetype S /ii% & J{H DB2SEC_NAMESPACE_SAM COMPATIBLE ( I fH
STt db2secPlugin.h HiE LK) X —JmBR M, BIICYAT SRR KK ER 15 F
.

usernamespacetype
i ASU . (HAEORUBE R PRS2 RUE, T, PE— 32 303 A SRS ] 2RI 2
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( Xf R/ 25fblF domain\myname FY /" Z4E) |

password
A S, WCRVE R, BB R R R, WRAE N, RAE
SO ERTMUS RS, WSROI EEEE T RAE, IRAlt APT AAJIRERSIR A 1%
WAEAFRNR N E, GCRECAIEERAM, A APT — & ANREIR [ 5 th %Y
{H.

passwordlen

A, password SHUEHMKE (IFTI) .

newpasswd
A S, WCRVE R, BB RER ENHEN, R L, AT R
23R NI A TN

i X2 DB2 AdE s A B A LSS g (U T A A B AR L S A
authentication f{ffi ) I f{ db2secValidatePassword API ff] newpassword Z%{[
B, R EREE A AR, IBAL APL AAZAES I [0 (8, JfH.
A T DUR R E BB s i, an B A B i R e i AZE ), B4 APL KRR
IR (8] B 25 A,

newpasswdlen

A, newpasswd ZEUEMKIE (RIFHT) |
dbname

TN -SRI ST VR € HER I DY
dbnamelen

fii . dbname ZAUMEAIKE (DIFHT) .



errormsg
fds. femH AR BECR ASCIT 5 iR 0H B 5 A B bk a4 41, a0 R AT
db2secRemapUserid AP AN, w4z [ AR R I 5.

errormsglen
fds. 81— PHTHER errormsg SRR B FATHRRE (DIFWIHH) 1Y
LS GNE

db2secServerAuthPlugininit - #1544 AR & 22 INIEEH

db2secServerAuthPluginlnit API &z 55 8 DIEAA #4610 APL, DB2 %4 % B4R 1
B ANVZAG A 2 Ja W SE BRI FH L APL

XF GSS-API, fEWIIRALES, 1Z4@ {4 i 5T4E gssapi_server_auth_functions &5 )
serverPrincipalName (7 #H 7o 5545 1) EARZFR, FFAE gssapi_server_auth_functions
it ) serverCredHandle Z Hrp 42 i ik 55 &% 00 5L &) Al . 46 200 i
db2secServerAuthPluginTerm API Jfid 78 gss_release_name Fl gss_release_cred iX

A APL SRS HEL AMIC ) 147 B A A FR A SEUE A Y P 2,
APl ARG WIEE

SQL_API_RC SQL_API_FN db2secServerAuthPluginInit
( db2int32 version,
void #*server_fns,
db2secGetConDetails *getConDetails_fn,
db2secLogMessage *1ogMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPlugininit APl &%

version
B, DB2 ¥iR A Y1) API M E A S, db2secPlugin.h H1
DB2SEC_API_VERSION {E 3% DB2 ¥ FE4s HgR 4 B 7Y APL HYSRHT A5,

server_fns

fdi. WARMEMT GSS-API Wik, IPAMS R RAEM DB2 R g B Hh
db2secGssapiServerAuthFunctions_<version_number> #i# (W FRN
gssapi_server_auth_functions_<version_number>) & 4AL0 N AR E; undfE A T
MPFRIR/ B NE, Bt 28 EREm DB2 K EEHSEN
db2secUseridPasswordServerAuthFunctions_<version_number> 5] (R K
userid_password_server_auth_functions_<version_number>) &t {4 77 B 4851
db2secGssapiServerAuthFunctions_<version_number> &5 #
db2secUseridPasswordServerAuthFunctions_<version_number> ZE44)43 513 & 4510 & GSS-
APL YUIEAR AN P AR V3 i AU AR SE IR APT F4E 5T,

server_fns Z B ak il 26 B B 40 O 48 n) 5 48 R © 52 B0 B9 RRCAS A X R Y
gssapi_server_auth_functions_<version_number> &5/ $5 .
gssapi_server_auth_functions_<version_number> ey AT
userid_password_server_auth_functions_<version_number> £ 14 55 — > 2 KO R 4G 14
TSI APL RRAS F%s DB2 HiH 4 Bl 4.

i Y4 DB2 AT TR i OS2 BN APT RUAS I A2 g A7 o i 25 0 6 4o
T1E gssapi_server_auth_functions_<version_number> 07
userid_password_server_auth_functions_<version_number> Z5#)#, K plugintype
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ZH%E J DB2SEC_PLUGIN_TYPE_USERID_PASSWORD, DB2SEC_PLUGIN_TYPE_GSSAPI
o DB2SEC_PLUGIN_ TYPE_KERBEROS. W] DITEKESKM API BRAH 2 SLH A,

getConDetails_fn

M. #8Mm B DB2 sZHHE db2secGetConDetails API B35 4t.
db2secServerAuthPluginlnit API 1] DL ] H Al AE AT — 4~ IAIE APT H
db2secGetConDetails AP, DIAR IS £l 4 1 Bepl SRR B X 28R an {5 B e s
ARG HEEM R EE VUGS (i, 7EE A TCPAP BRI IP ik ) |
W9 5 FHEAE YOI E N 1T RE T E S % X S0 yR IR 2. B, Jffk T IR 2
REREMPWERE, RIEZHFZENRE IP sik T &%, 2&HH
db2secGetConDetails API & 1] £,

UERTEAYS S B HA e #0180 N 98 ] db2secGetConDetails APL, 54 E ¥R 5]
{& DB2SEC_PLUGIN_NO_CON_DETAILS, 75 M ¥4 MR [E 0,

db2secGetConDetails API B PI T AZSE: — 12 pConDetails, BJEigm
db2sec_con_details_<version_number> Z5#HMIs4: B -4 E
conDetailsVersion, &2 — Mli4AS, FHTEEM WA db2sec_con_details 4%
), 244 db2sec_con_detailsl B, HAH & DB2SEC_CON_DETAILS VERSION 1, 4fff
f db2sec_con_details2 [, J:{#f % DB2SEC_CON_DETAILS VERSION 2, #ilf{fi FfY AR
K7 DB2SEC_CON_DETAILS_VERSION_ 2,

MR [E S, db2sec_con_details 544 ( db2sec_con_details1 B, db2sec_con_details2 )

Kaa LT EE:

o AT EERRSHMUHL. TUAEN TR include HEDR sqlenv.h X
FI WML E X FF (SQL_PROTOCOL_*), If5 E/Z7E clientProtocol %
FLHY,

e IN% clientProtocol ¥y SQL_PROTOCOL_TCPIP 7 SQL_PROTOCOL_TCPIP4, JB4
WSR-S IR 55 0 ASE ) TCPAP $bfik, M5 B 216 clientIPAddress
ZEP I,

o BPMTESGER R BUE E AR, T EAE RN AR ERER. ER
J£7E dbname £l dbnameLen Z:¥HIEFEHY.

o EHRGFENMNE, BEE&Y db2secValidatePassword API [f) connection_details %
Foh BB R ARR PR S R, BUE BJETE connect_info_bitmap S A H T,

« f5R clientProtocol 5 SQL_PROTOCOL TCPIP6, FFAMZEF RS S #MIA
WEREM TCP/IP Mk, U5 ERTE clientIP6Address ZHh LR, (U4
DB2SEC_CON_DETAILS_VERSION_2 fiT db2secGetConDetails API i Fisf A4 24 {1t
5.

logMessage_fn

Wi, FEME DB2 MR F A E A ST db2secLogMessage API HIF54L.
db2secClientAuthPluginlnit AP W] DIJH A db2secLogMessage API DIHEiH B ic 56 2]
db2diag HESCHFH, DMEHATHRIAEE LS, db2secLogMessage APL [ —
N2H (Tevel) FRERACTAE db2diag H ARSI RAYEM, RIEM1Z
By RN TH BT M H K JE, db2secLogMessage API f2E— S5 HAE N AH
M CEATTZAE db2secPlugin.h FiE L) -

 DB2SEC_LOG_NONE (0): Aics

 DB2SEC_LOG_CRITICAL (1): &A™ 4R

* DB2SEC_LOG_ERROR (2): %A%



« DB2SEC_LOG_WARNING (3): &4
- DB2SEC_LOG_INFO (4): %%
V24 db2secLogMessage API [ level ZAFIE/NTHZT diaglevel AIEHFEE
AN E S HOER, HESCAA SHIAE db2diag HE S,
fian, Gns{E il DB2SEC_LOG_INFO fH, P-4 4% & & HA AL B 25 diaglevel
WHEN 4 B, db2diag HESCHHA S HBLHE SR,

errormsg

i, FBIEEFESECHN ASCIL iR EF4AF by dg 4, R AT
db2secServerAuthPluginlnit APT A3, i< Bl 1RE S,

errormsglen
fdy, 1510 — P HTIER errormsg AP AR B TATERARE (RIF9TH) 1)
RO AR

db2secServerAuthPluginTerm API - jER R % SINEfRE AR
db2secServerAuthPluginTerm API Bl il 55 DA IR 14 v ol P %) 8

DB2 i 4 B A e EI 2R 55 SR UAE I R 2 AT R FHIL APL B 3% DIk bE — o Xk 5
WE: ©FIERRG R AR IR, B, BERCR R BRI AR, R
VAT AL T 5T 1Pk 25 09 SCAF 9 5 P IO 28 3% 42 . 9 14 07 7 88k 4 9 060 D08 ¢ ok 4 ¢
I8, FEAEfT Windows #:1E R4t F#RAZTH L APL

AP FNEIRZEIEE

SQL_API_RC ( SQL_API FN *db2secServerAuthPluginTerm)
( char **Errormsg,
db2int32 *errormsglen );

db2secServerAuthPluginTerm APl £#f

errormsg
i, AR W EE T ECR ASCIT 55 3R H B 77 s MUk iy 48 5, a0 R PuAT
db2secServerAuthPluginTerm API AALTH, B4R [F 4 iR B,

errormsglen
fidi. 81— DHTHER errormsg ZEP IR R FATHRRE (DIFWIH) 1Y
S COE R

db2secValidatePassword APl - I&iFZ7A]
P AL — o ofE B A e e R BT B P AR IR AT A SR Y T 1k

i TR PuHETIG APL I, Bl 3T CONNECT 354 Y FH P R BCkIE4T APT AL
fih, {4 authentication [l & 2 %% E A CLIENT B A SFER P itk API,

FENL S5 f s AT 0t APL I, CKf 6 SE 61T & R BUOR 21T APT XY,

WNFSATERR BARRAEAL (B0, UNIX Ef root PSR GEVIRIA) , IRAMHRS
N IE AL,

MR B AG R, A4 API DA%56R A {H DB2SEC_PLUGIN OK ( F/mM¥)) ; R &SI
R, A2 APT L2500 A 55 15 AURS (i1 DB2SEC_PLUGIN_BADPWD) .
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AP| FOEIEEMIEE

SQL_API_RC ( SQL_API_FN *db2secValidatePassword)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpasswd,
db2int32 newpasswdlen,
const char *dbname,
db2int32 dbnamelen,
db2Uint32 connection_details,
void *xtoken,
char **errormsg,
db2int32 *errormsglen );

db2secValidatePassword APl %]

userid
i, BEIGUEH D AR,
useridlen

fA. userid ZEEAYKE (IFA) |
usernamespace

FN. MILHRAGH P AR IR A 45 PR 25 (]
usernamespacelen

i A. usernamespace ZAUH K E (IFIIT) .

usernamespacetype
. #FREEAY2EEL, usernamespacetype ZH A THIARME (ENIRLE
db2secPlugin.h HE X)) :
* DB2SEC_NAMESPACE_SAM_COMPATIBLE X} 1 T — {2l T domain\myname ] 1]
J144
« DB2SEC_NAMESPACE USER_PRINCIPAL X T —/MHRX LM T
myname @domain.ibm.com ] ff 7 4

H A, DB2 %d % 240+ DB2SEC_NAMESPACE_SAM_COMPATIBLE fi. 4oRiE4it
P #RREE, usernamespacetype 241k E J{H DB2SEC_USER_NAMESPACE_UNDEFINED
(BE{EZ7E db2secPlugin.h g SCHY) |

password
FA, AL,
passwordlen

A, password ZHUEHAIKE (RIFHT) |

newpasswd
. — R (IR ) | IR R E SRR, I AKSEE A
NULL, MRS HA AN NULL, HABAUL APT 7K H 2565 5 BiA 3748 55 2 /i M 36 iE
IH#RS, Bt APL FIEDA205¢ U BUR RS A8 K, (H2 IR R S Ut is ok, B4R A7
RI3% [@ {4 DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED fij ANJ&iiF [H % fith.

newpasswdlen

fi A, newpasswd SEUEMKE (IFH) .



dbname
M, BEIEBZEMNEIRER PR, APL nTLIZHE dbname 2%, Wiite HARR G
F ] S R e A SR, IR B ] DIaR [l DB2SEC_PLUGIN_CONNECTIONREFUSED;
X 2 o B AR08, IS8T LISA NULL,

dbnamelen
f . dbname ZEUEMKE (LIFWIT) . WF dbname 245 NULL, AFAltZ
BLER 0,

connection_details

AN, R 32 SR, CYETE TS 3 AORAEDL T E R

o AR —0iE R P ARRAY S db2secGetDefaultLoginContext APT H i it 4
B, RLEER DR,

o G AR R E R A (T gERREE AT (IPC) MYEERESE Mo
XE R E RS H Y db2nodes.cfg Hfy o — AT ST R B ) bR IEFRIE T
CIE T 28 s IR UEA TR RS ) . XMl API g P E R — L as &R P LRSS
TP Bl I #: 2 DB2 k5 dn. I TAAAE T HAE RS R EE 1 P iRy
WA R, TR SRR A [R] — AL f P AL R AT A M 3 T U 4R A
(MR P BAERRAL) |

o HMEE =i F8 2~ DB2 Kl R B AR 2 MR 5528 vinid & % P i i Ut APLL

{iEEAE db2secPlugin.h H15E LA

* DB2SEC_USERID_FROM_0S (0x00000001) 8§71 F P ARiH 2 IR VE R G ARBLAY, 1T
AEAE CONNECT 4] WA E/.

* DB2SEC_CONNECTION_ISLOCAL (0x00000002) #5717 i% .

* DB2SEC_VALIDATING_ON_SERVER SIDE (0x0000004) #§7~ DB2 $iE a4 Fi % & M
e 55 g i 22 o AL AP DURR iR g, W AR & T IbhifE, A4 DB2 %
I PP T DA 55 o EA TR D, A0, B I P e R AT R

XFFEAUAUE, DB2 H RGBS 1T ot SUVFTEIE B A AT AR fT 2 A B ik

B2, WA R ER DR AW #HEAT R IE, XL T Kk E

DB2SEC_PLUGIN_BADPASSWORD %%,

token
fA. AR R LT SRR ECE e B AR AT IR, W] ORI BAE TR v S8
e e s APT M. WTLAM M API fiff db2secGetAuthIDs API #l
db2secGetGroupsForUser API,

errormsg
HH, BMBGEHFSE ASCII #i%H B FAF P b4, R iifT
db2secValidatePassword API AT, mi<xik [ A= 0 A,

errormsglen
frth, fRm—AHTHER errormsg SR IR E FAT R E (LIFH) 19
BRI RS

GSS-API JNIEfRERILFE APl FIEX
T#E DB2 HATHIFH LA GSS-APL 5 HFI,
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ZHEER) APL EAE TN KB L EMERES N HEFHE#ZORA 2 (IETF
RFEC2743) FI2Kjg@ 4IRS API i 2: C #8# (IETF RFC2744) . JESLPIET
GSS-API Wi 2 7, MAE T ffiX S i,

F41. GSS-API hNIEHGF 7509 APL FlliE X

IIES] APl &R Ei::puy

% JUi API gss_init_sec_context o R B T o e Bl 22 4 1R 3L,

IR 45 2 API gss_accept_sec_context Bz R 2y R F SR 3 &4 T3,

IR 4524 API gss_display_name K PR IA% 244 R ek SUAR,

Aft API gss_delete sec_context TR B SL Y 224 B R 3L,

At API gss_display_status RIS GSS-APL ARAHD AR IR A SCA B 11 .

At API gss_release_buffer T B 22 i X

Nt API gss_release cred S GSS-APL AL UEA I 1 A H B0 b 25 440,

/A4t APL gss_release name T8 A A 2 24 .

Wt Y SE L GSS_C_DELEG_FLAG THRIZAL,

DN 5E L GSS_C_EMPTY_BUFFER FR gss_buffer_desc AL & {Fful i ds.

Dot 2 X GSS_C_GSS_CODE {677 GSS FELRAAY.

WFEREX GSS_C_INDEFINITE TR S Rr B SCE .

Wt Y SE L GSS_C_MECH_CODE B/ GSS YWEARZSHY,

W E XL GSS_C_MUTUAL_FLAG R TAHE AL,

WY SE L GSS_C_NO_BUFFER FR gss_buffer t AERIFRIEMA RN gss_buffer desc
g5t

DN 5E L GSS_C_NO_CHANNEL_BINDINGS WHBFFEESE.

WY SE L GSS_C_NO_CONTEXT FR gss_ctx_id_t AEIFRIGIA R LT,

WEE X GSS_C_NO_CREDENTIAL FoR gss_cred_id_t AFEIFAE I AL R IUE A,

W E X GSS_C_NO_NAME FR gss_name_t R FFAIR A RN ERA AR,

WA E X GSS_C_NO_0ID it PB4 A TEAL .

DhFF I RE XL GSS_C_NULL_O0ID_SET it FREAE P,

WFEREX GSS_S_COMPLETE O S API,

W E L GSS_S_CONTINUE_NEEDED RGEIEAL I, WO ZHUAE ) N [R] R AL #1254 R ke P03
API,

GSS-API J\IEfEHRIBR I
PUFFZ% 180 GSS-APL WAIES 14 f) BR il
o MRZRUE R EAE e ELE, R, AFFAE OID VEE 4RI,
+ gss_init_sec_context() HiFKMME— GSS MRFEH ELINUEFIIZAL, DB2 ¥l &
EHE G LR R DMEEAL, E A 12 5 5o A BT 1
o {UER T HEAE B SCE],
* AR¥ gss_delete_sec_context() WYL T XHRCAE FALLIE IR 2, LZIRK,
© RLFFEA.
© REFREIEE.
o WERWIRSEIERIH, T2 DB2 K AR B A S B SR T AT R

250 R e e s



+ GSS-API #IJEMiE, HIffi gss_init_sec_context() =i gss_accept_sec_context()
R, AR — BRE AR ] —MRIC LR R B RZ. (H)2, BT/ DRDA JRfR M,
I, 1224 gss_init_sec_context() R HAEE I AL BUARICHT, DB2 %ufla
EHSA S RIERIC.
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#£ 10 ¥ BREZPXHARE

DB2 for Linux, UNIX, and Windows HClf e/ B 5 1% 7 1 A 05 52 #5300 i 22
K. 2SRRGB WK 2 BT, SRR T 36 S5 PR D o B K. (2%
B R 5 5.2 I 3 (5 801X ), BB SRR il (5 28 IX 5 1,

fif Bl A 22 vh DX 1, Sl LIS 2l A 22 vh X, DUEAR G 22 o DX A9 PO 250 R 4 AL Ak
JrgE, B, BT S BGE At 2 Vi 7 %, i DB2 for Linux, UNIX, and
Windows g% V5] A% FALIZICEN 1 B G b X DL R B RGE 2% PALI R Zenp X, 42
g X ZJ5 A4 i il DATA_ENCRYPT AIEs(# SSL X H {7, DB2 for Linux,
UNIX, and Windows i ff DRDA WMAER U5 55 A Z (A k4738 (5. %/ DRDA
PIRSONS A% 126 158 15 2% vh DX HE 1 P2 O 3E A 2 o X e A7 5q. B AR b XM DR i T
fit T B (5 ) DRDA P,

Tl WA S, DB2 for Linux, UNIX, and Windows #B<iRtZ X, &1
WA GE X O — B i) TCPIP (IPv4 FI IPv6) . SSL., HFFEEIE(E (IPC) Fifiy
PSR

DB2 for Linux, UNIX, and Windows & T fiZzrhX Al FIDLAL, B2 S B (FHp
G BRI EEE L P AR SERARRIR) AT, EEXT T & E E D
Kerberos [ GSS-API ffifF 77 RABA M. TEXMEH T, BAWRHEMNF 4, MERA
B PR B R IRAE P 20 — 8, A A & B 015 2 o XA eIk Bt
VEAH{E B

Bl PR LA A AR U A TTAE . A J00RE I S 22 22 e HE U RE H SE 41 BT A 5 18 ol 1 Ry
EME. MH, RAHE% SYSADM MR MM AREREAME. BHAmE
(DATA_ENCRYPT &% SSL) 01553 H 4 AR 2% 5.

AR R T B A AT ) G b DX R B0 35 AN A E OB, TR 20 05 ZE P IX A O m] AR I
HEAE, X B A S RS AR A0 R, A RR A E LR RE. pilin, T
Rt X O A AT RES AR S A SELECT 35-f ik ] i Bdls ANd & T % P Lkl kB &
F1 242 2] ) ) 5Bl 2 A BG4 0 R AL . Bl P B LR T DL I R 2
MPIX SE AT AR 2o X, I H AR g,

TS = R R S PR X SR 2 v X T %, DB2 for Linux, UNIX, and Win-
dows 7£ sqllib/samples/security/commexit H g R4t T ERGREA, GR0] DLk £{d
X EEREAAE S ROk T AR E O .

BIEEMXHOERE
A% 5 B {5 R I T A1 5 ) ST R T,

FESLRY T Zrh, i R R R B e X D%, FEX Ty Rrh, i R R R A Y %
PMA AL T A5 e op X 11 g R AR, AR PEEE B CR %, AT LIE IR
AR A A B A2 R

© Copyright IBM Corp. 2012 253



BREZPXHAOFEVE

AR Zenp X E R AE T4 H s,

Bl A BEARAELL T H b B Gl 5 e vh X A%

Linux #0 UNIX 32 fif
$DB2PATH/security32/plugin/commexit

Linux #0 UNIX 64 i
$DB2PATH/security64/plugin/commexit

Windows 32 {iifl 64 {i
$DB2PATH\security\plugin\instance_name\commexit

i£: 1 Windows F-5 I, ANE&HIIEE T H S instance_name F1 commexit, LA
FH TSN AN H R,

BEE X H O Ea AL EFF A

254 R R A

A A7 G X R A Z0AF &1 15 4R 5 iy 44 LA m] ASCHL,
ARG X O AR R E ORGSR R AR 4647 ) KA 32 7T,

PITFSRME R T 8116 LS e 44 1) iy 2958
AIX

PIRAVAN a 5 .so

E R e Fo.so YRARNALE, A .a,
Linux, HP IPF #A Solaris

Y IR AN S0
Windows

PR 11
PUT SR MER T A1 G 02 SO 3 DAL
UNIX #A Linux

ST AF A, FHAUT S BT A 2 ] B2 T 4T,
Windows

I DB2AMINS /) —A BT A, 4 DB2ADMINS 4 i) — 4™ A i AT 2 34 T 4k
17.

51

DI R RrA 4 B4 mycommexit (Y% _EHEE WX O EY R 44:

e AIX 64 ;i mycommexit.a I mycommexit.so

e Solaris 64 {i. Linux 32 {a{ 64 f{ii. IPF L[y HP 64 {i: mycommexit.so

e Windows 32 {ii: mycommexit.dl]
* Windows 64 {ij: mycommexit64.d11

T {UE Windows 64 7 [ 4 EaUAZHT A SUIF 44 5 2764”,



2408 A {7 G v DX 10 728 4 R ofe S e 2 A TR G BN, 6 R ) & A E A S
gieodr, HURCHR A BLARIC BN, RS E VSRR AR E B AR,

AR 7R 61875 7 HOBT Windows 64 i 4% AR 7 AL E, # mycommexit64.dll
JE U B Rl R G vh DX 1 PR e A
UPDATE DBM CFG USING COMM_EXIT_LIST mycommexit

iE: COMM_EXIT_LIST #ZFRJEX D K/INGH), I HAAHIS 44K DL .

7£ DB2 pureScale IR EIMIERBEFEEPXHORE
TR S =T R L Y e B A SR PUAT AT 55 v i R IR 1 2P R, AR X 25 R DL B A
Ja R T AR T8 A 2 v X 1 .

FroaZHl
iR fr SYSADM RURA REATILHE 55 125 35,
FiL

A A G X H P SO A 2008 7 A 1 ST VR T AGHE N, A7 X B HEN B B 2 £ R,
WS R,

UK E:

SR B AE Zenp X R, 558 BT 51 3R

Lo IR PR B Ay, B BRI, 181217 db2stop A,

2. R BGEAE S P DX RSO AE EIE B B0 H b, A SRR e DX 1 R A A7
BEZFMER, WS E”. WPRHE, WX ES S - E
SLHAT S HERE.

3. KRB E PLARAC B 25 COMM_EXTIT_LIST BB MUt ZER 240K, ZHBIALE 24,
15 {d ] UPDATE DBM CFG 74,

4. JEshBdEEE B, BUASMBOR R AR, 15ia1T db2start A4
ZHR
SR AL H ER A i,

7£ DB2 pureScale IEFHBHABEEZ X HOE

I HY 5 =7 SR AL A R B AR AT BUAE 55 B IR AR 2P R MRk 2 A8 R DAY Bl
Je AT A58 £ G DX 12

RFULAES

A 3 X 5 A R A5 B A R S 4 R B AR 5 (3 A G v X 1 DL B ST
SERFF S HERE, ATRLIRA AR L, FERXMLL T, ABEIEEASE, HAHE
1A R,

IR il
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A A G X P SCF 200 A8 P A 1 SO VR TAHE N, A7 S SE DN 9 B 2 £ R,
I PR

0K -

LS AR AT P X HE, 15 R AR

LK SCE 4 P A AR 5 08 fR G rh DX O S U B IE R H serh . A Gl (R g X
A ELTAE RN EZEAME R, 1620 R &,

2. B AT RAS B4 128 21 S0 44 P B 3 A B P A5 B .

3. REECHE PR BEAR I E S comm_exit_list HUHTMAERAFR.  EHEBHIACE S,
i {# F| UPDATE DBM CFG 7%,

4. BANEILEAWA,  BEEEESDR, ENE M AIETT db2stop A4
5. EHEMCELRA, BEMCEERRR, 15817 db2start 74

SR
CL S A LRI B A A 1L,

BIE2 M X H A o) @i E

A — LRI R] TS B2 Wl 5 S X E R ],

WEZMX O EI R RVE N DB2 Database for Linux, UNIX, and Windows H{— &5 3€
AL, AR R 2 A 1 P fe O BRI 0 T R 80y AR 7 B sh %2 5F
BoE, sEtnPlhEkems.

RS BRI E S A comm_exit_Tist W8 1Y ZFRRMA T FERIE,

TSR 38 2 A RAZERAT AT ), B2 0620 2 Bl 1% T H s FH R Fe 9 SRS DL 5 A6 0
SR I ] L o A 3R

WAF G IX Y O AT — A2 DR B A db2diag HRESCHR, WSRXHZ R A IEH TAE
FRTESEM], FRANTDIK A db2diag HESCHF.

USRS TR A5 G2 vh DX H 1 2R B PR RE, -2 RTINSO &5 1R ] ofe 8] £ 1% %8 BT AE 1Y I
M, ARXUEEATANEZHEE, BSAMS%.

FEBEERXHOE

W22 585 T A A G vh DX H 1 A S Y R BE T R o I,

FELR T e, P AR R A e X %, AR s S, p R R O A
R D, AR RS IR H CRYE, B2 DL IR A,

BEEMXHARENZEANAR

256 i e s

AR FEEEECNME LT, ShSREAMYGEEEZMX DR, HEES 5%
AL WG R %L db2commexitInit, I ok AR A ) 4R AL pR AL,

JERIUG A s A2 W AR AL BT 3 2 OB (5 2 nP X D, EAT R BRI, & Bl 4
i P BT AR RO B A5 B ERIIG L ek iR 32 T 8IS A



R P ) B0 2R S0 R DA S FR ) pR R T 1A 19 B oo A

R GHRIRE, 2SR IR R SR APL BH54T,
AT HEHBRME db2diag HE ST RE T84T,

R 1 S DR TH B AT B R T

HRTH R,

P eR B R BURFAE AT A

SQL_API_RC SQL_API_FN db2commexitInit
( db2int32 version,
void *commexit_fns,
db2commexitLogMessage *1ogMessage_fn,
char **kerrormsg,
db2int32 xerrormsglen );

PR A R O A o ME — B FTML A R 44 B pR R T e A0 0 Fh R KBGER [T Y e RCH 1R
51 FHHAh 2 pR %K.

YR R R AT 5 R

o K PRI B i 2RI 0 O3 Y R AR EE A O R T
o FRER A T H AR R R RS
o FRE IR A Y R BRI RRA S

R M FERE R C++ EFHITHRIFEN, WAL WF db2commexitInit pREH N

extern "C",

BiEZMXHOE API

TETEAS P X O EHR SR APLL

db2commexitinit API - ¥Ji54%

L db2start dy S E SR LN, SR AEFEMXHE O, BREERAL
PEZ G, e eR K, I eR B0 SR AR A0 R Ze P X %, b R BGE B 5THE
A B SEBL I R B (1] 25 Bl A LR

R BEESER ] C++ BT HATHR PR, AR ALK IR A extern "C",
HT 0 B R B — I, TR AR AR IE L pR 2R 22 4

APl K32t

dbZ2commexit.h

APl FNEIREIER

SQL_API_RC ( SQL_API_FN * db2commexitInit )
(

db2int32 version,

void *commexit_fns,
db2commexitlLogMessage *1ogMessage_fn,
char **errormsg,

db2int32 *errormsglen

%10 % EEZEeREOE 257
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db2commexilnit APl S#{

version
I, BRI ERSEO SRR 1 APL I AR, db2commexit.h HH 1 {H
DB2COMMEXIT_API_VERSION & %icHfa 28 B4R M A S 781y APL [ ECHIA .

commexit_fns
Wid, WBEEERTER db2commexitFunctions_<version_number> Z54[F54F, et
P 63 5 48 ) B AR P X DRSS APL (19484, FTREB A RFEMUAR AP,
25K commexit_fns 2 Kl il 28 U 5% 46 O 5 b0 P42 It S 30 09 it A4S R 6T R 7Y
db2commexitFunctions_<version_number> Zt
db2commexitFunctions_<version_number> ZE ) 26 — S8 R iGF 2 22 BLH) API
AIRRAR,

logMessage_fn
A, WESEFRIEME DB2 BdEE RSB db2commexitLogMessage API 1]
g%, db2commexitInit APT 7] DL ] db2commexitLogMessage API DUKHIH i sk
#| db2diag H&EXCMH, DMEHTIIKEE MRS, db2commexitLogMessage API
% — N SHEEEILRAE db2diag HAESFFHIZWIE RN, e S8R
IRIHBFAF R KK E, db2commexitLogMessage API [155 — NS5 A E R (X
B RUEEAE db2commexit.h HE XAY) -
* DB2COMMEXIT_LOG_NONE: (0) RNids%
* DB2COMMEXIT_LOG_CRITICAL: (1) 45 %8 & 4%
 DB2COMMEXIT_LOG_ERROR: (2) &A:4Hi%
* DB2COMMEXIT_LOG_WARNING: (3) “#4&

* DB2COMMEXIT_LOG_INFO: (4) &%

{24 db2commexitLogMessage API f)“level”Z 8P {H/NT 8% T diaglevel %iii
PR PRER L B SR, A28 BESUARICSRAE db2diag H &S, filtn, 4n
S AAH F{E DB2SEC_LOG_INFO, P41 diaglevel Hifi /i B Sl & B HIXE N
4 WA SIEEH B A,

errormsg
i, BB RIS TR ASCIT 45580 B 24 B H i 484, s daT
CRRBCR ), 2R A RIS E. T db2commexitFreeErrorm—sg Jo i B ittt
WAF.

errormsglen
i, WESEERIEN —PHTIER errormsg S8 REIREEFAEREE (M
FHIE) REREAEE.

db2commexitTerm API - %]t
1M B B0 T R S 17 2 v DX 1 i P A 06

Bl P PR AR AE. db2stop KRB AR b I BGE (5 e b X H H B Z R L APL 625 LA
XFE— Py ORI APL A IEF TS BRI E P AT 9808, Bidm, 1% APL 4675
BEWOZ T BLHIAT AT A7, SR PMBAE FAT THIRAS B SO R SR M M 4 i 3%, 0% 15T IR

T OUR B R B — Uk, PR AN B ARAIE I ok B e 22 4,



APl 331

db2commexit.h

APl Fn¥iEEMRIEX

SQL_API RC ( SQL_API FN * db2commexitTerm )
char **kerrormsg,
db2int32 *errormsglen

)s

db2commexitTerm APl &#]

errormsg
i, WSEFORIEREGEZWX H O ESE R ASCIL 51 1H 84T & #uhk 1948
B, R RAT I R BOR BT, AR AT RE R I UL A R B F A H . A
db2commexitFreeErrorm—sg JG 1% B P 7.

errormsglen
. IESBE ORI — A T8R errormsg S0 AR IY B FEAF B KJE (LU
FAVE) AREBAY R,

db2commexitRegister API - ;¥
I R B I 3 T A

BA AR ERT I IHAEIZEET LRI R Benns, Bl e 8 1 g a2 0/
BEpR %, BT Shal W5 2 Rl A s IR PR RET SQL JE AR KK,

Ko B IR AUBEAR Fe DAL SR 5 2% P ALAO B R SRINE, 1B 218 F LR %K

BERRBCR B3-S BB R SQL IR, R — M ASEUH T X &7
ForEaa B A A B

APl 332t
db2commexit.h

AP FNEIREINEE

SQL_API_RC ( SQL_API_FN * db2commexitRegister )

void ** pConnectionContext,
const db2commexitCommInfo vl =* pCommInfo,

db2int32 state,

db2int64 * pReservedFlags,
char *% errormsg,

db2int32 * errormsglen

)s
db2commexitRegister APl Parameters

pConnectionContext
A, S BERIRR S E Tl AR G X DR R EAE R R, AR R E
T AU, WSHCRAE A AME B %S B U R B . %] DLy Bl FAF
Tt 5 E T 3 He R B HAE B vk ek B A aT . 7EJE AT db2commexitDeregister
PR %S B N AE. B0 P A FR 8 J0 157 0] | e 2 B0 1 ) N A7

o010 & EfEgREnE 259
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pCommInfo
A, WSEEIRIRME MRS, XSS T T AR R R 5 AR O BRI
WP EF R, B REETEORRE, HISE P Z A%
X K1k, FEX db2commexitRecv Fll db2commexitSend (11 FHp A] i FIX b B,
M % 4rEiG T inbound_appl_id, outbound _appl_id F connection_type, —
HFEX L2 )5, connection_type Z: Ui i it e 2 AN Il e i 4 2 ) ¢
B,
LTINS (<07 ¥ € X /- ol N 2 S DEE R E Ay G = = DR =R R R
* NEW_CONNECTION - F8/RH7 43 A% FALEE:.
* AGENT_ASSOCIATION - 875 58 i A {ih 2l 5 9 H.-5 4 B4 5K A9 AU SC IR By 3

AEWE FALER,
pReservedFlags
A, DRE DL ROR ., X TR, DA IZEICE 0.
errormsg

i, WSEERRIRIHIEFEZ X O PR BCR ASCIL 55 1% 31 B A7 5 bk 1945
B, R RAT I R BOR LT, AR AT RE R UL AR B F A E . A
db2commexitFreeErrorm—sg JG i B P 7.

errormsglen
i, WEHFEREN NI TIR errormsg S5 AR BFMFBEEE (D
FAE) BB,

db2commexitDeregister API - EUEiEHM
AH RS 4 A S IR ) 2 2 R L i O

B QB AL B 4 R SRIN, AR A B AR w2 R R B, S5 E L)
HOERZ AL, SUF P UAL T 2 RS EACHE S O Sk, 2k AR hg il

AP S 30H
db2commexit.h

APl FNEIREIEE

SQL_API_RC ( SQL_API_FN * db2commexitDeregister )

void * pConnectionContext,
const db2commexitCommInfo_vl * pCommInfo,

db2int32 state,

db2int64 * pReservedFlags,
char *% errormsg,

db2int32 * errormsglen

)3
db2commexitDeregister APl £%{

pConnectionContext
A, WSEEIRAR R E Tl FZ b X O PR EAR AU S8 5T, BB E T A2k
HE, WSECRAE R AL Bz B R B e B0 L B R AR O AV M)
S BAR I YN AE, /U I oR BT 20 e e N 77



pCommInfo
. WSEEIRIRM MRS, XSS H T AR R R 5 AR O BRI
s PR E R R
BN, FERTEAT A TR FZ R B T RE MY (E 45
* CONNECTION_TERM - f8/RC 21k 5% P LRy Bl £z,
* AGENT_DISASSOCIATION - $5/R% FALAL T =5 PRMRZS HACRE 2 5 H U SCHK.

pReservedFlags
A, DA DL R, X TR, DA IZEI Y 0.
errormsg

i, WSEEFORIE N REGEZWX H O SRR ASCIL 5 1R1H B 24T & Hiuhk 1948
B, R AT R R LT, AR AT RE R F U A R B F A H . A
db2commexitFreeErrorm—sg IG5 B I 7.

errormsglen
. IESBERTE — N T8R errormsg S0 AR TY B FEAF B KJE (LU
FAVE) RREBAY R T,

db2commexitRecv API - 3EUg
W o R 2 B A P LB A 1 A i X R U e

TENE PRGBS 22 b X 2 )5, B0l A8 T K S B Pt eR B, e 0] G2 i [Xfigk 4
ZJa BRI Z R, DURESE 5 G DX 1 2 T DL Te) R A0 B e IX

APl L3244
db2commexit.h

APl FNEIREIEE
SQL_API_RC ( SQL_API_FN * db2commexitRecv )
(

void * pConnectionContext,
const db2commexitCommInfo_vl * pCommInfo,

const db2commexitBuffer * pBuffer,

db2int64 * pReservedFlags,
char *% errormsg,

db2int32 * errormsglen

)s
db2commexitRecv APl &#f

pConnectionContext
BN, WSEERRE MR E TEEZ WX O RN, e T A,
. WS BCMAE A AL % E R B R B . s PR BEER TR s VT Il el
WSEAR M N AF. 2000 P Ik ek A5 23 BE M N 77

pCommInfo
. WSEERIE MR, ARSI TARREEE IR 5548 115 B AA
WE MR EE R, EEHTP LT ERRE, ARSE IR gnh
X M1k, X db2commexitRecv FlI db2commexitSend {93 F H a] i F X ez BL
MW EFsEE T inbound_appl_id, outbound_appl_id I connection_type,
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pBuffer
. WSEERRIEMEWITRET, %50 BUE RS BRI g2 X
PIRFR Mz vh R 485, R IZZZ X T nEs, IS ATE U8 I ek 2R 4 00 H
pReservedFlags
by A/, %87 DB2COMMEXIT RECV_IN FLAG_END DECRYPT DJ$&/mi% & HC N
fi) DSS X MR iR Ja — R L. AR AL DSS MK EFR/RE % DSS
K. (B2, BEJESx DSS i iFbr R, FOGAAFEIE RS, Al
DSS MK IR LN TR, T8 pBuffer Zi#H 48R KR DSS B4R
P, QORI T SRR NSRS, I ALK R RE N,
XFF R, RO T B DA R . X TR, UK EE 0,
errormsg
k. WBHERRIR I G S X DAL ASCIL S50 B 74 Hf HhE 1 4
BELodm R PCAT  eR BOR R T, B A AT B AR [ U RS R TH B F AT R A
db2commexitFreeErrorm—sg TG B LI P A7

errormsglen
i, WSEERIEN —1HTIER errormsg S8R IRTE B FAEEE (D
FHVE) RREAEE.

db2commexitSend API - %iX
W o B B R A A AL AR b X R O R R

FEAG I A5 ZE P X AR 25 % LRI, HHe PP T AR K U P e i, A X 2 b X 2
AR % eR s, DI A S DX H 172 m] DAV ) R /9 S v X

APl L3
db2commexit.h

APl FNEIRERIEE

SQL_API RC ( SQL_API FN * db2commexitSend )
(

void * pConnectionContext,
const db2commexitCommInfo_vl * pCommInfo,

const db2commexitBuffer * pBuffer,

db2int64 * pReservedFlags,
char *% errormsg,

db2int32 * errormsglen

)s
db2commexitSend APl &#{

pConnectionContext
. WSBEIRIG IR E TEE S O ER SR R85, AR R E T AT
B, WSHORAE Mk AL B2 1% B R R R ORI . B A SR OIS ) i
BRI B N AE.

pCommInfo
A, WSHEIRRIMEMTTRET, RS S T R R IR 55 4 15 S AIA
WP EF R, BaHP R TEEORRE, HISE P Z A%



X A1k, 7EX] db2commexitRecv F1 db2commexitSend HYE e w] {5 Fix b=z By |
M 45 EE T inbound_appl_id, outbound_appl_id I connection_type,

pBuffer
BN, WSEERRIRINS IR, G E KRG E PR G2 K DL
TRIZ P X F8Er. R IX C g, ABATE T Pt ek ARl 25 0 A 2.
pReservedFlags
S /g SRR P T A B A R LA BRI £ KR 4 T LR R L o
X, Aba4si & DB2COMMEXIT SEND IN FLAG PURGE, jxibZg (X v 3tab /F 2k
i N A B 208 5 D2 P IX S 1P
XFF R, RO R B AR R . W T, KA 6.
errormsg
Hidi. ESEEORTR I REE S D BCAY ASCIT B 1 B4 53 b ik vy 47
L (117 o A 7 N A N I/ £ =0 S 1 3 5 i I S N = I & D
db2commexitFreeErrorm—sg IG5 B I 7.
errormsglen
Wil WEBFERER TR errormsg SEFAHRATH B TR KE (L
FHI) ERETRE.
db2commexitUserldentity APl - R &%
T P I pR T B2 A Y T E B P B
238 FH O R 5 DL OE R A Gz v DX M T, Lk LA PR R S R B T P A R S TR A AL
FRiR, R FATE E R Scii#e i P e SET SESSION AUTHORIZATION i S35k 46
SRR, Bt it %. EREGEEE S EIEN P B h e, Ao i
P AMETERARR, B2 A db2commexitRegister 32K db2commexitSend I
db2commexitRecv PRELZ JG, 7 21 IR E L PATIAIE.,

APl L3244
db2commexit.h

AP FNEIRZEIEE

SQL_API_RC ( SQL_API_FN * db2commexitUserIdentity )

void * pConnectionContext,
const db2commexitCommInfo_vl =* pCommInfo,

db2int32 state,

db2int32 usernamelen,

const char * pUserame,

db2int32 sessionAuthidLen,
const char * pSessionAuthid,
db2int64 * pReservedFlags,
char *% errormsg,

db2int32 * errormsglen

)s
db2commexitUserldentity APl $#]

pConnectionContext
. WSBERRIR R E TE S O R EAR R85, AREH R E T AL
B, S HCRAE i A AR B 25 1% % e 1 B ek B0 . Bl PP AR R T I U7 ]
H b 258 1] B N AE
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pCommInfo
WA, WSHEIRE MR, 12800 & AT IR 8dE IR 55 & 0 1E B AA
WIERN U EFRE, BESWPHRELETEORKE, HISF LS
X Rk, 7EXT db2commexitRecy Fl1 db2commexitSend Y3 A a] {iff FixX o B,
M %45 EE AT inbound_appl_id, outbound_appl_id # connection_type,
FA. TRARTEAE 240 TR Az ek K, T REAY (B0 45:
* DB2COMMEXIT_USERIDENT NEW_CONNECTION - FriEd%.
* DB2COMMEXIT_USERIDENT TC_SWITCH USER - %& M 7l B R 3c¥)# f ik,
* DB2COMMEXIT USERIDENT SET_SESSION USER - % T SET SESSION AUTHO-

RIZATION SQL 4] DL 2 il S AURIR,
usernamelen

fi A. pUsername fY4<JiE,

pUsername

WA HRESLEZR A4,

sessionAuthidLen
i A\, pSessionAuthid ¥4 i,

pSessionAuthid
BN, AMCIE R ST I S TR ARA.

pReservedFlags
A, G DLERRE, T, BRI .

errormsg
Fidh. e EERIRTE I B AE P D S BCRY ASCIT iR 1 B4 5 ik vy 4
o R PAT R R O, AR ek B A R B AT R L WA
db2commexitFreeErrorm—sg IG5 B P 7.

errormsglen
. IEBBERTE —AHTIER errormsg S8R USRI B FEAF B KE (LU
FAVE) BB AR,

db2commexitFreeErrormsg APl - BHEIREERNTE

U R OB R AF T B R A APT FT 7= A 45T B A

AP S0t
db2commexit.h

APl FEREIIEE

SQL_API_RC ( SQL_API_FN * db2commexitFreeErrormsg )
( char * errormsg );

db2commexitFreeErrormsg APl £#]

errormsg
BN G O APL & [E R T B e



BEE P X H O EF R BN

db2commexitInit P& R void « commexit fns Z%r. WS H Lm0 s &
THRAHEE 1, e i 6055 dhaf 5 22 P DX O ZESC LR BT A k%L, db2commexitInit bR
RO Ae E KB Er, DU R A 28 T DL FH 3K 28 R 4K

WGEI ST (P iR APL BYsREEEE) WF,

struct db2commexitFunctions_vl

{

db2int32 version;

SQL_API_RC ( SQL_API_FN * db2commexitTerm )

char **errormsg,
db2int32 *errormsglen

)s

SQL_API_RC ( SQL_API_FN * db2commexitRegister )

(
void *k
const db2commexitCommInfo_vl =
db2int32
db2int64 *
char *x
db2int32 *

)s

ppConnectionContext,
pCommInfo,

state,
pReservedFlags,
errormsg,
errormsglen

SQL_API_RC ( SQL_API_FN * db2commexitDeregister )

void *
const db2commexitCommInfo vl =
db2int32

db2int64 *
char *k
db2int32 *

)s

pConnectionContext,
pCommInfo,

state,
pReservedFlags,
errormsg,
errormsglen

SQL_API_RC ( SQL_API FN * db2commexitRecv )

void *
const db2commexitCommInfo_vl =*
const db2commexitBuffer *
db2int64 *
char *%
db2int32 *

)s

pConnectionContext,
pCommInfo,

pBuffer,
pReservedFlags,
errormsg,
errormsglen

SQL_API_RC ( SQL_API_FN * db2commexitSend )

(
void
const db2commexitCommInfo_vl

* %k ok %

const db2commexitBuffer
db2int64

char *k
db2int32 *

)s

pConnectionContext,
pCommInfo,

pBuffer,
pReservedFlags,
errormsg,
errormsglen

SQL_API RC ( SQL_API_FN * db2commexitUserIdentity )

(
void *
const db2commexitCommInfo_vl =
db2int32
db2int32
const char *
db2int32

pConnectionContext,
pCommInfo,

state,

usernamelen,
pUserame,
sessionAuthidLen,

%010 F OEEEMX O
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const char * pSessionAuthid,

db2int64 * pReservedFlags,
char *% errormsg,
db2int32 * errormsglen

)s
SQL_API_RC ( SQL_API_FN * db2commexitFreeErrormsg )
(

char * errormsg

)s
}s

BEZMXHOEREE
{5 B R 7 4 BB S 5 DL

PUR AL 1 25 54015 G2 o DX 11 2 R 4 db2commexi tCommInfo_v1 2644, ME&ith g
57E db2commexit.h 4,
struct db2commexitIPV4Info

sockaddr_in client_sockaddr;
sockaddr_in server_sockaddr;

}s

struct db2commexitIPV6Info
{

sockaddr_in6 client_sockaddr;
sockaddr_in6 server_sockaddr;

}s

struct db2commexitIPCInfo
{

}s

void * pSharedMemSegmentHandle;

struct db2commexitNamedPipelInfo

{
}s

void * handle;

struct db2commexitCommInfo_vl

{
db2int32 clientProtocol; // SQL_PROTOCOL_ ...
db2int32 connectionType; // unknown, local or gateway

db2int32 hostnamelen;

db2int32 instancelen;

db2int32 dbnamelLen;

db2int32 dbaliaslLen;

db2int32 inbound_appl_id_Tlen;
db2int32 outbound appl_id len;

db2int32 reservedl;
db2int32 reserved?;

db2NodeType member;

char hostname[SQL_HOSTNAME SZ+1];

char instance[DB2COMMEXIT_INSTANCE_SZ + 1];
char dbname[DB2COMMEXIT DBNAME_SZ + 1];
char dbalias[DB2COMMEXIT DBNAME SZ + 1];
char inbound_appl1_id[SQLM_APPLID_SZ + 1];
char outbound_app1_id[SQLM_APPLID SZ + 1];

266 i e et



char reservedChar1[128];
union

db2commexitIPV4Info ipv4Info;
db2commexitIPV6Info ipv6Info;
db2commexitIPCInfo ipcInfo;
db2commexitNamedPipeInfo namedPipelnfo;

}
}s

BIEZPXHAEZ X5
X SR A db2commexitSend FlI db2commexitRecv BRELIT i A JeAB i 1) — Fh 4k
14,

ZrpX G

struct db2commexitBuffer

{

const unsigned char * pBuffer;
db2int64 buffer_len;

db2int32 reservedl;
db2int32 reserved?;
}s

BEZIMX H O EEHZERE
TEAEGE X 1 R FE R AT DL si 1B T % AL I B,
Xt db2commexitUserIdentity, db2commexitRegister, db2commexitDeregister,

db2commexitRecv =¥ db2commexitSend HEATAEAIYE IR, UNSRIE (5L oh X H O %R [A] 5
U (AR (TR, I B A B B 4 ST B G A5 % P ML

B e FRVF £ G2 vb DX M E1 P AR B BT A2 A 14 2 b DXOR A i 2 75 EAT T RN I 24 1 TG
By, WRPEAT TR — T, 82 A] LABT 1k Kol A B A R %0 B AT AR T ik — 2
O HRAE.

BEEMXEHARE APl WA
DB2 Hli i R4S FAT (5 LA X TP AP RUAHERTHS, KEliA B M 1 TFth
GL3

TR A AR AL 20 2 A A AR AL IR B AN 5 32 SRR APL WU R A 5. AR i%
JERT DA RFEE R I APL AR, I8 A B AZ5TR [ Kcdie P PR s SR YA Y R Kt 6.
RAZPEUSCA EARRAK APL, B 2% A6 25E SCE SRR A (1 R BHE B, FEARAT —
FRIOLT,  FERIAG fb o KRR AL 20AE PR ACEE A RUA 7 Be R ] e APT SCRFRYMRA .

MWFGPIX T APT RRAUAE L B A 2 B, BN, BT 1% AP IS K. JR
A AN B R P PR B AT RS S L

RAS S ARSI A BT BB APL K 23 B X H AR 1 % 2 4

%10 ¥ EEZeREOE 267



BELZE M X H O EEIR A IR F0iR ] 75

MOREE X O PE APL RAEARREE, I API WJLITE errormsg FEH IR [E —4~ ASCH
UARFAFH, 1% ASCIL SCATEARF H BB ] U A4t LUk [ AL o0 HAR R ik, B 1248 Bl e
SHBNEFHBRESR db2diag H &M,

TAE G2 0P DX O RS20 03 BE T A OX Se 55 R T B BN A, B, 1% O PRl b J0 4
BEPIF API SRR N A db2commexitFreeErrormsg,

BT errormsg FELISN, FEWIIRIEIT, IE2KE I BICR KBRS TogMessage_fn f&id
ZEIRAR G %, A% 101 2R T DU A R ks A I 5 B C 5% 2 db2diag H &
e, fn:

// Log an message indicate init successful
(*(1ogMessage_fn)) (DB2COMMEXIT_LOG_CRITICAL,
"comm exit initialization successful",
strlien("comm. exit initialization successful"));

A K db2secLogMessage HEHI B MSHEMHE ZIFAFEE, BSHMAXLSH R IVIGL
API db2commexitInit,

1R [E]55

K42, JEAESEMIX O] PR [5] 45 5000 8 B A8 1R [E] Y,

iR [E]%5 EXE HHER

0 DB2COMMEXIT_SUCCESS | B Ii34T

-1 DB2COMMEXIT_ERR |JERET Brfis,
_UNKNOWN

2 DB2COMMEXIT_ERR_DROP | % Hi [ JE i 8 W 2 1E 2~ H 7
_CONNECTION JZH O B,

BS%& M X H A EFF &R

268 e s

T2 A G X H P2 I 6 20T 25 1 5 S5 R R 5 5 0,

R )

C $E4E
EAEZM X O ESILL C/C++ g5 I C-linkage J7xUiifTaER:, KUK
PSRRI SR R P 75 B B R 46 44, FF HAU C/C++ R IR D 2 S, TR
R C++ BT HATHIFER), A28 db2commexitInit pRELFHA A extern
||C||a

EE A BERF
GG X O ARG L5 5 A B ol o5 SRS, X FEMS W i 5 e 4
MG SAOBRY, S EdE S B G SO BRE Pl & 7™ 5 W5 A54R 5 DI RE A1 A
FRIEITIRE Y D) fE.

B
WEZWXEOE APL AT C++ 5. SRR S U5 58 B a iR AL
L



“KERE
HAEZ X O RS 2R FE 2 2 1), db2commexitInit F db2commexitTerm
PR BUEME — B LR ) APIL

HOERERF
WEEMX N O A2 O AR FE pthread atfork ACBEARF. AN SCHR(f
FIH VAR BEAR PR, PR A £ G X 11 R A 5 A S AL TS 1 T SR A,

Fork/Z72
WEZ WX O EARS R fork sREEHLZERE, HAMWENSSECRE AT R (fF
1, ol R R A A ) |

BE{RHII
7E Linux Al UNIX b, @fEZMXE OFEREN setuid 3 setgid AN, &
REEMRMT LD _LIBRARY PATH, SHLIB PATH =i LIBPATH Ffkizs 3k 4k M@ %,
PR, 12 RO T oA 2, R AR AT DAodd HoAt 0y 2 (B~ AL ) R Ti
[EEROPINFIE
o BATELET Nib 5 /ust/lib H1,

o EATHEN B S BIERAE RS ERINFE 2 (BIANFE Linux E/Y 1d.so.conf 3T
)

o BEATRTEL O EA S RPATH HigER.

ERERLEN
N REAT RE T T RE R & A 45 o S A AT RE R AR A Aer w] et (g, ml o /D i B 48
JE SN ERAT 5 5] A IR L8 R I ) ok g i AN G Bl R g2 b XM O AL fldn, TR
HP, Solaris Al Linux _Ff#i ff] "-Bsymbolic” HE#:A% 7 LA BT 5 1k k45555
FAHKHI A, (B2, XTHE AIX EgGRYZE, AE W s 60 A -bra g e
P I,

32 fi5 64 (LITEHEM
BB A 32 (A 64 (IRA, BHTFa. X1 32 fBdiEaas, ©
AUSH 32 MOBEZEAPICH %, WX 64 (B e By, DAUSH 64 (il
fRMPIXH A, ARETR PR,

FiETE, MAS[FEMAE SqL
5545 A B L RS v X OE, 238 B AR E o bR A
fFEHA T, JFHWEAE ST OB, SR, kg FINHEE SQL Ay HAd I
Al AR A FE A, hASEE R EEZEMX O E,

AERABFEENX
TEAF P DX M O 2R AS B $ O\ 5 o e A% 3o 1) 22 X,

BHNEFMIZHF
DB2 for Linux, UNIX, and Windows X DB2 pureScale ¥I&% A4 HIAL
GUAETT B EOINE S 1L AR R 5, X FRARSIE R, R, IE W g2 X
FER BB — S ER, o] AR SR 51 b I PR ). AT REAAAEIXHE — i
B, PSSR A B A 22 b X 0 ZEAE PR SR R AR 0t BRI s fT, Bt T
ANEWEITEIG], EEZWX O RS DI REAMA RA IR,

BEEMXHAE APl ERInF
APT 1 FTLILF 7 A B 5 7 140 R,
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O F MR T AR T A AR G b DX 1 I 2RI E AR 2 T S8, X L8 T DAY
B f 5 a5 T S PTAE BRI 1A 9 WU,

APl BRIGF - BENMRIEBEEFPHEREE
S MR ) 5 % P 4 B R A TS, R — U6 SQL, SRJE T TS B,

TEXMEALT, AR 7 e e b i #2,  JF B kAT T 91

X E R ERET R, WA db2commexitRegister,

B[ REZ R db2commexitRecy F1 db2commexitSend DIALFIAILE,

Y FEridiE, WA db2commexitUserIdentity

H LA db2commexitRecv il db2commexitSend DIALFEZ P4l SQL K.
P& ] db2commexitDeregister DIZ kB4,

APl BRAIF - A EEEEEERNER
U R THEN A B FEEE, RPUALE L HEREE SN H 5 —
A~ SQL %,

AR S e

— BRCE I F g N P LIRS SQL CONNECT 4], Btk itT i EkiEEE
B, R PASIETERE. ASEREREFIRE, XU IE RS, XM
TOLT, RACHR AT AR, i db2commexitRecy i £ 73k B & F LM E
P R B G2 v DX 0] IS, A5 22 b XM 11 P22 B 008 1 2 A AT JbL % i DT i 2l 1) 3 i 4

HATT TSI A

T HERFERE, #M db2commexitRegister,

HAHEL A H db2commexitRecv FI db2commexitSend DJALFEIAILE,

ST HriERE, P db2commexitUserIdentity

BHHREZ I db2commexitRecv F1 db2commexitSend DIALFEZE F4L SQL K.

A RELZ I db2commexitRecv 1 db2commexitSend DIALFHIAE.

W B, A db2commexitUserIdentity.,

HAREZ WA db2commexitRecv F1 db2commexitSend DIALFEZE 4L SQL K.

P& ] db2commexitDeregister DIZ k&4,

®© N kv =

iE:
R 50 R A B AR AR B SQL &%, AN BIUE M db2commexitRegister #l

db2commexitDeregister —ik.

APl ARIRF - ATEETXF AR
MFF R T R R B W, T2 AR e T & PSR TS LT
Y, TR &EHI SQL Bk,

BT T TSI A

ST E I EREFER, A db2commexitRegister,

HAfEZ WA db2commexitRecv Fl db2commexitSend LIAbFHIAIE.

Y FEriEE, WA db2commexitUserIdentity

H 2P db2commexitRecv il db2commexitSend DIALFEZ Pl SQL iF K.
HAREL KM db2commexitRecv I db2commexitSend DAALFHINIE.

AR S e



TEW R FAETE], & MUK ) IR 55 &5 T A5 B Sebnde Pl sk, DAXTE U]
M.
6. YT L F3cvii A, JHH db2commexitUserIdentity.,
7. BAlREL ki db2commexitRecv il db2commexitSend DAAbFEZE F1HL SQL K.
8. A db2commexitDeregister DIZX Il EREFIERE,

APl ARIRF - EEEPES
W7 eI T P e e b BR it APT YRR, 3 4 b B8 DI RE SR E SO e A T
SR AN 7 PO 1 P R A AR S e A

—HEPWBE TAERICHR, [HEARSRIEZE S —MNER, MSBE I EET
AZ WM, SEardbH A P LG R REEF R S A% Pl — B HERF
HAZZIEARR, 7 IRE A8 W AR 7 DA i BdE . 76 SQL e A:
N, FTREAZ2 1A T PRI AEEF, 849K ERFBANE LN
i, W2sE i db2commexitDeregister FiI db2commexitRegister, #EAT T T4 H:

1. XTHmEREFER, A db2commexitRegister,

2. B EELZKIAH db2commexitRecv F1 db2commexitSend DLAbFEIAIE,

3. XTF#HiERE, A db2commexitUserldentity

4. HAEELYIM db2commexitRecv F1 db2commexitSend DIALIHZ Pl SQL ik,

BIIARSSLRIRIE 75— AR, I BB EREF A S H .
5. WM db2commexitDeregister DLAfEE:51CHHFLFE K] S HX,
TEFERFEAMIE], & PALSAE R d e 45 25 TR AR P I 808 05 — N oR, - eI ]
Y T R 55 56 Fi T {65 ) ) s ) A [
6. 1E db2commexitRegister DJ51CHEFRFFAHEEE,
7. HAA[REL W IEH db2commexitRecv Fil db2commexitSend DIAbFEZ 4L SQL 3K,
8. JHJH db2commexitDeregister PIZ&IFEBFHE

Er W T A SQL  ##H, &4 Z WM db2commexitRegister i
db2commexitDeregister,

API ARIRF - SET SESSION AUTHORIZATION iZf]
W23 T4 ] SET SESSION AUTHORIZATION iE/4]if APL R B F.

SET SESSION AUTHORIZATION if 1) 8 i iE FI T Y A 32 1 3 R AU, =i
Db2commexitUserldentity DLl A1 {5 Zrh DX HEE, LR HCH0E O 8 0 24 mird 4 0 B 005
B AT T AR

1. XMTHmEEFER, WA db2commexitRegister,

2. HAREL KT db2commexitRecv i db2commexitSend LIALFHIAIE,

3. WTFEER, P db2commexitUserldentity,
4

. AHEEZ I db2commexitRecy F1 db2commexitSend PIACFHEE FHL SQL K.

P %H SET SESSION AUTHORIZATION iE4), WifR&Gi#EE
db2commexitRecv, T 5HA SQL & a1 A X 5,
5. X}F SET SESSION AUTHORIZATION, i db2commexitUserldentity,
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6. AAREL I db2commexitRecv F1 db2commexitSend DIALFE% F1HL SQL i3k,
7. JAH db2commexitDeregister L2 & 7%,

AXRIZEBREET RREEER
i} DB2NODE 253 sl (fi ] SET CLIENT iUt i H BRIZ i 17 S 5751 1 261
B,

ey X E R ZE S, SR % P LT DB2NODE 78 Br 48 i A R A E R L& P LAL
BRI R, 2B A B K B U O i & R B P AR E BT AL
BB LA o i B O I R A B, RO, AR XA
Tl R AR S DX D, B — SR

o TEFTEREM G, & PALhE B e SR 2 AL

o TEmAR A, & AL R S BT I A A

o FT R A IO R A kB R AR RS T A A A A A B R AR A [,
—HEg@# T X HREFRIN, st db2commexitCommInfo_vl 544 (Y
connectionType 1% & & GATEWAY,

BREZEMXATEEDR

BRI B AR 3 — 1 DRDA Kl P Mz 55 a O E SR G, % i — Sei
T,

4 DB2 for Linux, UNIX, and Windows Jt 4% Hz % e, 254 B 5 b e A R 0 77
AR HEFEE X B O, — %l T8I B 7 AEFRR, sk
db2commexitCommInfo vl £ ¥ connectionType X EH & GATEWAY,
outbound_application_id 5 DRDA #ds &Ml 5545 o i H2 18 I FHAR ¥ An 1R AH DL C.

H>x DATA_ENCRYPT Hy;EF==EIN
fifi | DATA_ENCRYPT AESSHURE, aAZ0 % 8 — 2yt 2 T,

AbFEE ] DATA_ENCRYPT TAEZRHU R IP Bl (5 75 BRI R, 5 SSL AfEl, ESZHF
DATA_ENCRYPT, Fx BLiEA7 s Mg, wdkds 8 Ban 2 N & P AL s 2 5 DA L
W5 B2 Ik 25 5 VML TR AT 0 R i 2%

U Fn DATA_ENCRYPT

W PRI EIC IR DSS I, Bl 228 P R s 75 20 P X ot A7 g, Bk
SEUL, OR[N A e XUEAT . R C 00 A e i 2 Ja R R £ g2 e X
Hh P,

DSS KEH# DSS ke (4R DSS KTEH|icx) fECmER DSS MKJE,

AR S CMFER S XA E, T mER A R w2 ts, Wik, ik
JEIRARTASCANKIEZ, HZah DSS Bt 8 17,

w5 — KA db2CommexitRecyv B, 2%
DB2COMMEXIT RECV_IN _FLAG _END_DECRYPT #alE F A AL 3 DA B EE i
DSS MEE.

E TERFEAT, KEERREN 0, FIRTURMIE AR BB A PR,



%i%£#%1 DATA_ENCRYPT

XTE L DSS WA AT IRy, SZIX Rl gEE & 2 4iCA DSS FIE Y
DSS, X4t DSS &EEEF ML, HiXst DSS HEFIFRT, B TNIE N LSS
db2commexitSend— BiFE. HHFAEMIEE 2 HI 0 4 SCAS B FIFE A, DRI IR 44 iR — 1k
56 1 — A% 1Y 7 SOk o8 AR U A% 38, B R PR T RE B B AR E O, X FhAS IR
5 O R BOE PR B AR TG BRSE AT O ME R 1. (H2 R &A1Y DSS. 5 g2 P X O 2 nT g
B THfX e, 7FK %% 0 H DB2COMMEXIT SEND IN_FLAG_ PURGE 475 : (75K
MM R IE ] db2CommexitSend pR%R.
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£ 11 T HiTZEcRTE
W F o R R, A AT A4 o R,
AR — AL,

Zie s — IR R R AE SRR R, —REBR—17, R I BRIUF S
IRUHR AR i 5 ZOULE S 5 S 114 i s WL A [

iE

Lo RIEHF TSR E, HAER ORI 7B A, R TBRPBAE, B4

FERTH 4 i o A R 12T B

2. BB (nesRXmvin) DU R ASCH A R AFa A i, (U2, (eI

HOCE, X B RO — AU, RO (.

HiTIE R RER
TR T X T EFE O R R 5 2,
SECMAINT 1,

K43, BT A HFEATH T ICRX R LA

TEET LA, CHECKING, OBJMAINT Fi

REEE]

CHECKING =14

OBJMAINT =14

SECMAINT =14

ACCESS_RULE

X

ALIAS

ALL

AUDIT_POLICY

BUFFERPOOL

K| X

o

CHECK_CONSTRAINT

o

DATABASE

DATA TYPE

EVENT_MONITOR

e

FOREIGN_KEY

FUNCTION

FUNCTION MAPPING

GLOBAL_VARIABLE

HISTOGRAM TEMPLATE

INDEX

XXX

INDEX EXTENSION

R R R R A e R e R R R e

INSTANCE

o

JAR_FILE

METHOD_BODY

MODULE

>

NICKNAME

NODEGROUP

X K | <

X R > R R
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K43 BT HIHFRF DRI R R (2E)

FRAER CHECKING =4 OBJMAINT =14 SECMAINT =4

NONE X X X

OPTIMIZATION PROFILE

X
PACKAGE X X X
PACKAGE CACHE X

PRIMARY_KEY

o

REOPT_VALUES

o

ROLE

o

SCHEMA X

>

SECURITY LABEL

SECURITY LABEL COMPONENT

SECURITY POLICY

SEQUENCE

SERVER

SERVER OPTION

SERVICE CLASS

STORED_PROCEDURE

SUMMARY TABLES

TABLE

X R R X

TABLESPACE

L R S R R R R R R

THRESHOLD

TRIGGER

TRUSTED CONTEXT

ke

TYPE MAPPING

o

TYPE&TRANSFORM

ke

UNIQUE_CONSTRAINT

USER MAPPING

USER_TEMPORARY_TABLE

VIEW

WORK ACTION SET

WORK CLASS SET

WORKLOAD

WRAPPER

AR e R R A e R e A R R e A R R e A R R R A R R R R e A R e R e A R R e A e R R R e A R R e R R R e

AR R e R e

XSR X4

AUDIT E4/MHEITIERTE
FFEE/RT AUDIT HMAWH A R,

FEA T R
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timestamp=2007-04-10-08.29.52.000001;

category=AUDIT;
audit event=START;
event correlator=0;
event status=0;
userid=newton;
authid=NEWTON;

application id=+*LOCAL_APPLICATION;
application name=db2audit.exe;

# 44. AUDIT HAFRYH it iCR A 7

B B iR
I ] CHAR(26) iR REIURER CRin YN
25 CHAR(8) BRI H. AT RE Y E 4
AUDIT
Wit VARCHAR(32) R € BT S,
BRATREEM L, TES M 303 TR o #iiFEE{F 1 H AUDIT 24|
f T,
AT INTEGER IEAER VAR A AR IR, o] ARAR IR 8 ]t 5 A F G
'3
RS INTEGER FIFFFRIRA, i SQLCODE Rk, Hrp
B EAE > =0
RIGHFAE < 0
P HRIR VARCHAR(1024) BV R AR 8 P AR,
BAHRIA VARCHAR(128) HT R AR BRI,
JE 46 P AR VARCHAR(1024) B EF & 4 CLIENT_ORIGUSERID 4 Ja) 28 5 [{H.
B AR CHAR(8) AT R B R A RR, W e R SO R S, A
=R
JEL A SMALLINT BV R A AR 0 B
PR A SMALLINT PIRRIAR e R R AR
R AR AR iR VARCHAR(255) B R AR I TETE A Y R HIAR A iR,
J AR 7 24 5 VARCHAR(1024) BVE SR A I IEAEE A Y AR 24 7K.
(RIS VARCHAR(128) B R AR I IETE AR A AL
A 25 VARCHAR(128) BV SR A I IR AR AR P L A A4 K.
P SMALLINT BV R AR R EAEAE R T i i1 5.
(NS VARCHAR(64) BVE SR A I IR AR AR P L B RRAS.
A 4 5 95 HR iR VARCHAR(10) FOR | #it S 4F & AW EAEME AR A S 55 bRl X2AE N 955 H &5 — 80
BIT DATA fl] SQLU_TID Z5#4,
2 FHE 5 R VARCHAR(30) FOR |#it3 &N IETEME B2 /% 5 inil, X EE N5 HE—#50
BIT DATA f SQLP_GXID £ty it i 5 B¢
2 PHUH P ARIR VARCHAR(255) FHH &N CURRENT CLIENT USERID % JH27 #7435 1 {H.
& P AR 4455 VARCHAR(255) il FF & ERF CURRENT CLIENT_WRKSTNNAME % HI 23 77 2511
fH.
U ARF AR | VARCHAR(255) AT 3E & 4 CURRENT CLIENT_APPLNAME % %5 47 a4 FA {8,
& P HLIC K T4 R VARCHAR(255) FIF G K4 CURRENT CLIENT_ACCTNG % 77 A7 1.
DECANS & VARCHAR(128) LR R IR AT 5 B R SCH AR,
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e 44. AUDIT HFRHiFIERA R (55)

AR

%3

iR

AR

INTEGER

] RE A fE A
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

AR F

VARCHAR(128)

i o A AR AR Y .

LU E0N

VARCHAR(128)

Cilan L 478

PSRN E i)

CHAR(1)

SV SRS SCIE M T R ST, AT R A 4
« N = &

+ S = MQT

« T =3 (JGERE)

< i = BRI

+ g= IR

* x = AMfF LT

< 20 = BiEE

PSS DI TNt

CHAR(1)

SRR I I TR AT, ARG 2 (AR , 3R
LT R {40 0

- U= P

- G =4

R = fifs

Pl SRUITE

VARCHAR(128)

LI USSR E JE 7S

SR SC B R AL

VARCHAR(128)

L5 RV SRR R AR A, R R S I R A AR R B U
RS, IBAEH N NULL.

HIPIRES

CHAR(1)

HT A AUDIT ZEAIAIRDS. T REAY(H (45
* B - W
« F - K
e N- %
* S -

CHAR(1)

FIH M CHECKING 28Rk, ATREAY(E 45
* B-HH

« F- Rl

e N- I

* S -

BRSOk

CHAR(1)

BT CONTEXT 285 MIRZS. AT REM(H (45
* B - Hi#H
F - R
* N- T
S - W
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K 44. AUDIT HAFRTH LR (4E)

AR

%3

iR

PATIRZS

CHAR(1)

BT EXECUTE 285 MIRZS. AT REM(H (45
* B - #i#

« F - kK

e N- T

© S -

i % AT

CHAR(1)

BT M EXECUTE 285|) WITH DATA #EI0, W] Ag M {H 5 4E:
Y - {fJH%E
o N - fi IR

Objmaint k%%

CHAR(1)

BT SRIEH OBIMAINT 5 HRAS, AT AE M E f4:
* B - &

* F - R

e N- T

© S -

Secmaint R

CHAR(1)

HF R SECMAINT K HIRPRA, WS M s iR 7 B LT il
AEFY {E.

Sysadmin k7S

CHAR(1)

AR SYSADMIN KRR, ol f M0 (i f0d:
. B - Fi%

. F - KK

e N-T

.S - I

Validate JRZ&

CHAR(1)

HHKMH VALIDATE SR, ATREAY(H G 45:
* B - W#

« F- &l

e N- %

© S -

FIRIH

CHAR(8)

O R B R, ATRERY(EH AL S AUDIT #1 NORMAL,

Wl Az

VARCHAR(1024)

db2audit configure fiy 4 IrEE G shH 1T H B 1 HEARE,

USEE e

VARCHAR(1024)

db2audit configure % Hi7E iYL ™ I H B/ 42

CHECKING E#4M=HEITIEEHE
R Bk T CHECKING FHMAMHITiC52M .,

FEAH TR

timestamp=1998-06-24-08.42.11.622984;

category=CHECKING;

audit event=CHECKING_OBJECT;

event correlator=2;

event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;
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package schema=NULLID;
package name=SYSSH200;

package section=0;

object schema=GSTAGER;

object name=NONE;

object type=REOPT_VALUES;
access approval reason=DBADM;
access attempted=STORE;

£ 45. CHECKING F{FRy a1 i0 747 Ji

B &3 iR
IRRCTEE 47 CHAR(26) BTSRRI ],
25 CHAR(8) FOF R0, TR A 15
CHECKING
G X VARCHAR(32) I TS,
HICAREMER TR, 125 303 GURY 1 #itgiff 1 o CHECKING
FHNFST
AR T INTEGER IETER VAR A AR CAR I, T AR IRIR et % 5 A ¢
I,
ESLRINTS INTEGER B SFRRZS, B SQLCODE #£IR, Hrh
IR FE > =0
KM FE < 0
B AR CHAR(8) HHARCT FAFR AR R AR, WORE RS EIGO A, A
IEIER
PR VARCHAR(1024) BV AR P AR IR,
BRI VARCHAR(128) BV & A B B B BRI,
JE 46 P B VARCHAR(1024) B BF & 4 CLIENT_ORIGUSERID 4 Ja) 28 5 [{H.
JE AR S SMALLINT HOTFE R A A I LR
PRRRR T A SMALLINT PRI P 1L BB
B2 AR FFARIR VARCHAR(255) HOE G R A IS IEAE A A R AR AR,
IS IR P 24 VARCHAR(1024) FH R AN TR A Y AR 7 44,
7 i VARCHAR(128) HOF S R A I IEAE A AR PR e A A
A R VARCHAR(128) B R AR N IETE (IR LAY K.
BFATS SMALLINT HOT SR A R AR R R i T 5,
XA VARCHAR(128) A AT SRR G R
X4 4 VARCHAR(128) A AT SR RN G 44 TR,
X A VARCHAR(32) AR AV SR SR, ATREME RS BORTERR L 1
THESEXT R 2 0 1 3 AR LAY,
i e 4k v J5 PR CHAR(18) fRR AU R HE VT R R SRR ATREAERLAG:  BoRTEr 8l
¢ AREMY CHECKING iy [l Hit ifi [ R 19 413 o 1) 3 v 1) IR LB 41,
S nNER v CHAR(18) Ry 2T, ATRER(E L 4E: WoRTERRE 1 AT RERY

CHECKING Vjj[n] 23 28T (1 513 0 ) £ P g ALy,

e P f A

VARCHAR (64)

BT AR I TEAE R LAY A
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76 45. CHECKING FH{FHHitic# G (£)

AR &3 ik
KA (1 52 BUPR IR VARCHAR(128) 25 BUPR R 5 8 VT 2 R s 42 BURR IR S TR, A6 A 42 AURR 3R 9]
i, ©u[PlE TRANSFER OWNERSHIP &%) 1) H AR A %,
Ly dE N SWITCH_USER B, M5B R U4 2 AR,
ENCIESgis VARCHAR(10) FOR | # |2 4F &AM IEFE M AR 3 554000, SXORE M 355 H & — &85
BIT DATA i SQLU_TID %44,
NGE % il VARCHAR(30) FOR|# [ H4 kAR EEMSE NN 2RISR, XEERF S HE S
BIT DATA [7 SQLP_GXID %4 (R B
AU FFRN VARCHAR(255) it 3k &£ CURRENT CLIENT USERID % 277 2afi (A,
UL T AR 24K VARCHAR(255) Bt H k&£ CURRENT CLIENT_WRKSTNNAME % JT 25 f£ 4411
18,
KPP AT 4 | VARCHAR(255) it #H & 4R CURRENT CLIENT_APPLNAME % JT| 2547 42 04K,
& P HLIEIK 4 A VARCHAR(255) Wit & AR CURRENT CLIENT_ACCTNG % aifF#f HIMHE.
CIEEE & VARCHAR(128) SalFE I Al 5 B S 448K,
AR AT INTEGER A e M f 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
AR A VARCHAR(128) A AT AR

CHECKING ijja#t 5 E
DI R 122 R TRl g CHECKING i [] 41t v JEL A

e ) =
" EE,

B g % Al fiE

HEZAVIM AR HE, f

access approval

reason=DATAACCESS,ACCESSCTRL;. A7FfEZ MRS, /7 b AUEA B F I
) B ABR AR AR, A A X s 3 U T ) B2 ARG 2
0x0000000000000001 ACCESS DENIED

ARAEHEDT [w];

URZIE AT S v 1B

0x0000000000000002 SYSADM

C HEHEYT A

N RS B SYSADM AR,

0x0000000000000004 SYSCTRL

E L HEI ]

N HRE R ST B SYSCTRL AXRR.

0x0000000000000008 SYSMAINT

E L HETs s

N HREF SO B A SYSMAINT AR,

0x0000000000000010 DBADM

AL HETI )

W P P 5 DBADM AR,

0x0000000000000020 DATABASE

AL HETI);

2 AR P U P Bl e e Y A,

0x0000000000000040 OBJECT

CHEAEYT W]

2N PR e SO PR 200 R s RE LA R AL

0x0000000000000080 DEFINER

E HEAEDT ]

120 FRR P B PRI R S RE R i L
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0x0000000000000100 OWNER

CtHET ), 1% AR P s PR X S SRR T A
0x0000000000000200 CONTROL

CUtHET ), 1% RS P s P X iz 4 s iaE A5 CONTROL AL,
0x0000000000000400 BIND

CHEHEDTIE); 12 AR P s 2R P 1 H G 40 E R AL
0x0000000000000800 SYSQUIESCE

CCHET ], an SR S s e AL TS 2, AR e R
0x0000000000001000 SYSMON

cttHET; 1z S P HA SYSMON AR,
0x0000000000002000 SECADM

CttHET); 1% R P s PP H A5 SECADM AR,
0x0000000000004000 SETSESSIONUSER

CHtEEm; %W R P H ) B SETSESSIONUSER UK,
0x0000000000008000 TRUSTED_CONTEXT_MATCH

R S5TE DB2 RS54 L IWME — ] {5 T S JE DT L.
0x0000000000010000 TRUSTED_CONTEXT_USE

E Jt v ) DU s AT A5 2R 52,
0x0000000000020000 SQLADM

ctHET; ZY RS P A SQLADM UK,
0x0000000000040000 WLMADM

CtHET); 1Y AR S P HAA WLMADM AR,
0x0000000000080000 EXPLAIN

CHtHEDIIR]; 1z P s H B EXPLAIN AR,
0x0000000000100000 DATAACCESS

St e, 1% RSO P A DATAACCESS AR,

0x0000000000200000 ACCESSCTRL
EHtHETIR; ZN RS A ACCESSSCTRL AR,

CHECKING if|o =i 38l
DI T3 58 T e CHECKING ijj|n] 22t 2570

R # i F A& CHECKING_TRANSFER, A ® i I00# S e 2 5406 R AL,
0x0000000000000001 CONTROL
ZIE R 914 CONTROL 44U,
0x0000000000000002 ALTER
SRS 4% CHECKING_TRANSFER, B4 25 A8 X 4 sl ik 2 A
ALTER HFHL,
0x0000000000000004 DELETE
IR F &2 CHECKING_TRANSFER, J5 42238 B 0] 4 ok 36 30F S 730
DELETE 444,
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0x0000000000000008 INDEX
ISR FFF 2 CHECKING _TRANSFER, #4223l &5 | & I6iF & EI4E
INDEX $§4%,

0x0000000000000010 INSERT
AR IS4 CHECKING_TRANSFER, 842218 A 2% 42 o sl 36 1F 2 75
#i4A INSERT HFAL,
0x0000000000000020 SELECT
IR E &2 CHECKING_TRANSFER, 54 2245 5 1h) 36 i 00 [ 2 36 0 2 75
¥ SELECT H#id.
0x0000000000000040 UPDATE
WA H i F 42 CHECKING_TRANSFER, B2 %1 58 % 42 H 1 58l sl 36 iF
LY UPDATE A%,
0x0000000000000080 REFERENCE
W E 4 & CHECKING_TRANSFER, Hf 42438 fEX % 2 (Al @ Sr 5| 200k
BUIGIFE 5414 REFERENCE #54%,
0x0000000000000100 CREATE
2l B — A4
0x0000000000000200 DROP
ZA B — R4,
0x0000000000000400 CREATEIN
ZATE A — R R — X4
0x0000000000000800 DROPIN
A MIBRAE 55— A N R B X 42
0x0000000000001000 ALTERIN
LR S8 FE ) — B R B B XS 4.
0x0000000000002000 EXECUTE
WA 2 CHECKING_TRANSFER, 8428 #4780z 17 R 7 sl
FBIRE, BIEET B R R 5 ((GE AT R0 S7E(Tf DDL &4 s 5] FfF]
&, WERIEEGHA EXECUTE 4#A4X,
0x0000000000004000 BIND
A 4 i A — N R .
0x0000000000008000 SET EVENT MONITOR
R B AR T,
0x0000000000010000 SET CONSTRAINTS
ARV EX — X SRZ R,
0x0000000000020000 COMMENT ON
ZRA AN K — A BT RS,
0x0000000000040000 GRANT
AR — X S R A R T4 5 — DR RRIR,
0x0000000000080000 REVOKE
S X S 42 BRI A R Al A £
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0x0000000000100000 LOCK
L BE — R4,
0x0000000000200000 RENAME
ZEm S — A,
0x0000000000400000 CONNECT
25 — BRI,
0x0000000000800000 SYS ZAHIR R
AR Vr M e SYS ZH A i Bt
0x0000000001000000 Access All
ZRMATIER, ML ELTFRNEEE (LT DBADM/
SYSADM) .
0x0000000002000000 Drop All
ZA MR 2 AR 42,
0x0000000004000000 LOAD
ZAE RS P A R,
0x0000000008000000 USE
AR H I F 42 CHECKING_TRANSFER, JI§ 420 75 3¢ 2 0] o A1 i 2R s B ik
EAPHE USE FRAL
0x0000000010000000 SET SESSION_USER
28347 SET SESSION_USER iE4].
0x0000000020000000 FLUSH
223 fT FLUSH &%),
0x0000000040000000 STORE
2% A EXPLAIN_PREDICATE 2 & #iLL1E A {E.
0x0000000400000000 TRANSFER
Zil ik — R4,
0x0000000800000000 ALTER_WITH_GRANT
2R IF 2 5404 ALTER with GRANT $R4%,
0x0000001000000000 DELETE_WITH_GRANT
R IGIF SR A DELETE with GRANT $54%,
0x0000002000000000 INDEX_ WITH_GRANT
ZAE 2B IAE INDEX with GRANT F5AL,
0x0000004000000000 INSERT_WITH_GRANT
2R ISF & 54 INSERT with GRANT 4#4%.
0x0000008000000000 SELECT_WITH_GRANT
2R I R 5404 SELECT with GRANT 4543,
0x0000010000000000 UPDATE_WITH_GRANT
2R IF 2 5904 UPDATE with GRANT 4543,

0x0000020000000000 REFERENCE_WITH_GRANT
2R IF 2 5914 REFERENCE with GRANT 4#4L.



0x0000040000000000 USAGE
WA F 2 CHECKING_TRANSFER, 842l HIFHs XSR Xf 4 al
FRAUEE BN USAGE AL,
0x0000080000000000 SET ROLE
Zilik B A,
0x0000100000000000 EXPLICIT_TRUSTED_CONNECTION
Sl S W A AT R
0x0000200000000000 IMPLICIT_TRUSTED_CONNECTION
Sk g e A AT .
0x0000400000000000 READ
e R,
0x0000800000000000 WRITE
ZIEAL R,
0x0001000000000000 SWITCH_USER
SR A WA AT (5 4 B P ARIA,
0x0002000000000000 AUDIT_USING
SR AT SR 5 — R ROCHK,
0x0004000000000000 AUDIT_REPLACE
SRS — DX GO Y VT S,
0x0008000000000000 AUDIT_REMOVE
SRR 255 — RGO R,
0x0010000000000000 AUDIT_ARCHIVE
Sl H AR,
0x0020000000000000 AUDIT_EXTRACT
ST H AR,
0x0040000000000000 AUDIT_LIST_LOGS
SR H .
0x0080000000000000 IGNORE_TRIGGERS
S 2 5 5 T X A DG TR Y fl 2 %
0x0100000000000000 PREPARE
SN SQL VR, I EL P ARSI LA A S A5, DATAACCESS
FRR.

0x0200000000000000 DESCRIBE
2R IER], I B PRI DR B SRR A s, DATAACCESS AR,

OBJMAINT E4MEIHCRHE
TEE/RT OBIMAINT HF/4ATE 11545 2.

FEAH O R

timestamp=1998-06-24-08.42.41.957524;
category=0BJMAINT;

audit event=CREATE_OBJECT;

event correlator=3;

%11 % WitEiEe s 289



event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=0;
object schema=B0SS;
object name=AUDIT;
object type=TABLE;

# 46. OBJIMAINT FH iy i iC %A Jog

B B iR
I [R] 8 12 CHAR(26) HF SRR H A A,
eS| CHAR(8) HO SR 5. W] RE A (4
OBJMAINT
HF AT VARCHAR(32) R I VTS0
HXRAREME MR, TSI 303 T @ #it54F1  OBIMAINT
BN
FAR T INTEGER IEAEH VIR A SEAR I, AT RRAR IR LE i 053 5 S A~ S
1.
E IS INS INTEGER FiFEFRIRE, B SQLCODE #£/i, Hrh
WU FEE > =0
R FF < 0
Bl e 44k CHAR(8) AT FAF B R AR, R T RS EI R R A, R4
NEH.
P FRR VARCHAR(1024) TSR R AR P AR,
BAHRIR VARCHAR(128) CiRa L I NNIUEZ e
46 P ARIR VARCHAR(1024) F & AR CLIENT_ORIGUSERID 4 /725 1 {H.
JEIR T R SMALLINT HVFFAE R A TR 5L
PR T 1Y R SMALLINT PRI P 5L B A
I FHFE A IR VARCHAR(255) VTSR R AR B IE AR A AR AR iR,
AN IS A VARCHAR(1024) BV R A IS AR B R AR P 44,
FEIF A VARCHAR(128) VT A B TEAE AR P B A
A f 447K VARCHAR(256) FVE AR AR I AR A P B0 I 44
RFa1e SMALLINT BV SR RAE EAEAE AR 7 L i 5 5,
X g A VARCHAR(128) S E A T S R S AL
X4 4 VARCHAR(128) o HA RS RN G 44 TR,
X G AR VARCHAR(32) N HAE BTSRRI X SR, WTREME S RORTERREY 1
THC R G268 1 1 F2 R IR LE (i,
FEFF B A VARCHAR(64) BV SR AR I IE AR AR 7 L A ARAS
LA R £ R VARCHAR(128) GRRMEIAFR CHARXT AR TABLE Jf Hi%3K 5% 4 AR Ik

i)
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# 46. OBIMAINT FAFRHTCRA G (%)

B & iR
AR AR VARCHAR(32) e AR R AR
I RE Y B f 45
+ ADD_PROTECTED_COLUMN
+ ADD_COLUMN_PROTECTION
+ DROP_COLUMN_PROTECTION
+ ADD_ROW_PROTECTION
+ ADD_SECURITY_POLICY
« ADD_ELEMENT
+ ADD COMPONENT
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
« RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
AR 3 4 VARCHAR(128) mPE R AFHEEZEZ  ADD_COLUMN_PROTECTION %
DROP_COLUMN_PROTECTION, JIf43% J& 57 5 Ui 1 51 45 .
IR s VARCHAR(128) AP d 8 5 Boh i E M VI 2 2 b s
St lIE S VARCHAR(128) AERIPATIN B 2551051 4.
A H 55 R VARCHAR(10) FOR | # it & AN ELE M A H 5 hmR, X EENHE S HE -0
BIT DATA f] SQLU_TID %514,
EdGE iz VARCHAR(30) FOR |#itF L&A IELAM TN 2 R/FES5mR, XEENSFFSHE 0
BIT DATA "] SQLP_GXID &5 (14 7 B,
AL AR VARCHAR(255) HITH/F A& 4R CURRENT CLIENT USERID % {24 H1H.
P T AR 445K VARCHAR(255) A FF &R CURRENT CLIENT_WRKSTNNAME % ] 25 77 % (1)
fH.
BN HFEF 48R | VARCHAR(255) Wit H & 4R CURRENT CLIENT _APPLNAME & JT 25 7 4% (4.
LG AT VARCHAR(255) FFF 4 &R CURRENT CLIENT_ACCTNG % I fEAR Y.
CIECR S &2 VARCHAR(128) SRR E B A BT LR &R,
HRE IR INTEGER EIN PR ER 2R
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR F VARCHAR(128) T W] F AR I A,
TG RLER VARCHAR(128) XF 4 T J Y BB 44 %

SECMAINT E4MHEIHEERE
TH#EE/RT SECMAINT HIFRHEITEFHA,

FEAH THOR:
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timestamp=1998-06-24-11.57.45.188101;

category=SECMAINT;
audit event=GRANT;
event correlator=4;

event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.boss.980624155728;
application name=db2bp;
package schema=NULLID;
package name=SQLC28A1;

package section=0;
object schema=B0SS;

object name=T1;

object type=TABLE;

grantor=B0SS;
grantee=WORKER;

grantee type=USER;
privilege=SELECT;

# 47. SECMAINT HAFHGH T IEF AT &

B B=X iR
i} [l CHAR(26) BV SR H BRI ],
eyl CHAR(8) BT RS0, ATREAY (A 15
SECMAINT
A VARCHAR(32) R I TS,
BRI MFNE, WS HEE 303 T ¢ #2441 7 SECMAINT
FRNHFRST
AR T INTEGER IELERVH AR A AR AR, T ARAR IR Lt % 5 A ¢
I,
FARE INTEGER B SEFRIRZS, B SQLCODE #£7R, Hr
IR FAE > =0
KM FE < 0
B AR CHAR(8) HHARCT FAFR AR R AR, AR BRSO A, A
HEH.
AR VARCHAR(1024) BV RAE # P RR IR,
FAURIR VARCHAR(128) BT A R AR I I R AR IR,
JE 46 P R IR VARCHAR(1024) BB & A2 CLIENT_ORIGUSERID 4> R75 & H{H.
JEL AR S SMALLINT BV SRR A TR R 5
PR A SMALLINT PRI P I BB
AR FPiR iR VARCHAR(255) BIVE SRR A I IEAEAE A Y R hR i,
IS IR P 44 VARCHAR(1024) BV SR AR I IE AR IR Y R 44,
i P A VARCHAR(128) HOF S R A I IEAE A AR e e A R
LSRR VARCHAR(128) OV FAR R A I IETE AR P O Y 4 P,
Brats SMALLINT BV S AR LA O (5 5
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# 47. SECMAINT FAFRIHCRA G (%)

AR

%3

iR

IE BN

VARCHAR(128)

O H A R T SRR R AR

SR XT G 2K I E Byl ACCESS_RULE, J4 b5 By 2 580 ] 521 1
GLIRME A, W BRI AR KT 5 2 F B,

RN 4 KM B SECURITY_LABEL, Al B a8 &a %4
P8 1) 22 WS (R 4R, B hi 5 B B FRAF B TE X 4 45 F Bep,

XG4

VARCHAR(128)

O AR R T SR X R 457K,

YRS T IR — U, 2R A A
* ADD_DEFAULT_ROLE

* DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

+ ADD_USER

+ DROP_USER

+ ALTER_USER_ADD_ROLE

* ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

TSN 4 KM BE % ACCESS_RULE, IS4 MFEE &I &K, 5
T ST 22 4 SR ATl A Xt G it s B

R4 288 F Bl SECURITY_LABEL, JIB4F Bt & 24 b S i
AR, B LRGN L O ) A PR AE X SR B,

MOE TSl

VARCHAR(32)

DA AT SRR R R, TR A Ry
VHERXT RIS o 19 F R IR LEfE,
SRS R BIEAT — T, {H25 ROLE:
+ ADD_DEFAULT_ROLE

* DROP_DEFAULT_ROLE

+ ALTER_DEFAULT_ROLE

* ADD_USER

+ DROP_USER

* ALTER_USER_ADD_ROLE
 ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

BE

VARCHAR(128)

FEA AR B2 BB # AR,
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K 47. SECMAINT HA{FRYH# LA (4E)

AR

%3

iR

Y tE

VARCHAR(128)

Wt T SR R A SR R A BB ACE AR .

YRR SR — TN, R BRSO R
+ ADD_DEFAULT_ROLE

+ DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

+ ADD_USER 5, DROP_USER

* ALTER_USER_ADD_ROLE

+ ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

[ EEES

VARCHAR(32)

Bl 3% F B AR R RO 2R SV R AT A — 30
B, FEEMIME L3S USER, GROUP, ROLE. AMBIGUOUS #i
TRUSTED_CONTEXT:

* ADD_DEFAULT_ROLE

* DROP_DEFAULT _ROLE

* ALTER_DEFAULT_ROLE
 ADD_USER

* DROP_USER

* ALTER_USER_ADD_ROLE

* ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

FE A SR

CHAR(34)

SR BT A IR R USRI T, T RER LT SR bRl
ATHER) SECMAINT Hpi o SR 9513 1 f) B (930S
S+ 355 FSUER 0, % ROLE MEMBERSHIP:

* ADD_DEFAULT_ROLE &, DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

* ADD_USER

* DROP_USER

* ALTER_USER_ADD_ROLE

* ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

[ RENTES

VARCHAR(64)

BT R AR IS IEAE A R A Y A
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# 47. SECMAINT FAFRIHCRA G (%)

B & iR
eSS VARCHAR(32) BT X bR 1 R 285,
A RE B
+ READ
« WRITE
« ALL
WU A2 A G U T 2R, T RE Y (E
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
« RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
AR AR IR VARCHAR(128) LT R FCH SETSESSIONUSER AU, X 2 fr VP i s 1% &
SVE P AR,
Al 41 55 BN VARCHAR(10) FOR | # it & A ELE M A F 55 miR. X EAE NS HE - #50
BIT DATA ] SQLU_TID 4.
2 RE SRR VARCHAR(30) FOR|#iitFM&ARELAM AN 2 R/FEHSmR, XEENFSHE -5
BIT DATA 1) SQLP_GXID & #4H (1 di Bt
FAE AT VARCHAR(32) BRGEIERL, WREM{E 45 USER,
%P FARR VARCHAR(255) FITHF A AR CURRENT CLIENT USERID % HAr 4 H1H.
& PR TAE S 245K VARCHAR(255) it #E &R CURRENT CLIENT_WRKSTNNAME % JT| 2524411
fH.
EPHLY BFEFE & | VARCHAR(255) 1S4 % 4] CURRENT CLIENT_APPLNAME % 27 /7 214,
B LG AT VARCHAR(255) FFF &R CURRENT CLIENT_ACCTNG % & fEAR .
s BRSO VARCHAR(128) FRR4 71134 ADD_USER # DROP_USER IS f{a] {5 £ T3 f.
A5 B FSCOAAME | INTEGER 16 52 4 VR ADD_USER. DROP_USER it
ALTER_USER_AUTHENTICATION [y ] {5 = F 3¢ A A INIEIR B,
1 FFEIAIE
0 : AFFEINIE
IR VARCHAR(128) Sl fE SRR n a5 BN S0 A FR.
EEGEEY INTEGER EINEAPRER DR
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
AR I F1 VARCHAR(128) T W] F AR I A,

SECMAINT 433+ R
PATANZE TR T fERY SECMAINT HRA i ARR.,

0x00000000000000000000000000000001 Control Table
5T 1) SR 1 X 2 AL PR 1 o Al R AL
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0x00000000000000000000000000000002 ALTER

BT B SRS B U R U S R AR AL,
0x00000000000000000000000000000004 ALTER with GRANT

XFF AR TR — DR EUP A, 52T 0 s Y 2 1% 3R U7 51 R AR
0x00000000000000000000000000000008 DELETE TABLE

BT 1) B AR 55 2 mHR 1] A R AL
0x00000000000000000000000000000010 DELETE TABLE with GRANT

XFF VR TR R, 57 A SR 1 N BR 12 3R AR AR
0x00000000000000000000000000000020 Table Index

7 0 SR N R G IR
0x00000000000000000000000000000040 Table Index with GRANT

XFF VR TR RG], T RS O 12 R 5 RAL,
0x00000000000000000000000000000080 Table INSERT

BT 1Y B 0 2 R P AT A B AL,
0x00000000000000000000000000000100 Table INSERT with GRANT

XFF VR TR, BT 1Y S0 R 1% 3R AT 0 AR R AL,
0x00000000000000000000000000000200 Table SELECT

BT B B R 3R AT R R AR
0x00000000000000000000000000000400 Table SELECT with GRANT

XF RV TR R, 5T B SRS RO 12 R IEAT R AR AL,
0x00000000000000000000000000000800 Table UPDATE

T 00 ORI B XT3 B P 2R A BRI B A AL
0x00000000000000000000000000001000 Table UPDATE with GRANT

XFF ALV T AR ALY R s A, 452 T B0 a0 12 st R AT R R AR
0x00000000000000000000000000002000 Table REFERENCE

BT B S AR R AT 5 A RA.,
0x00000000000000000000000000004000 Table REFERENCE with GRANT

XFF AR TRAUNR, BT IS iR % R AT 5 R RAAL.
0x00000000000000000000000000020000 CREATEIN Schema

BT s i) CREATEIN F# AL,
0x00000000000000000000000000040000 CREATEIN Schema with GRANT

T RV TRAE R, 7B s a8 A CREATEIN F#A,
0x00000000000000000000000000080000 DROPIN Schema

B2 T SABEIXE B ) DROPIN 4%,
0x00000000000000000000000000100000 DROPIN Schema with GRANT

XFF AR TR, 57 B s A0 128 0H) DROPIN R#AY,
0x00000000000000000000000000200000 ALTERIN Schema

BT R s R R ALTERIN FRAL,

0x00000000000000000000000000400000 ALTERIN Schema with GRANT
X RFETRBIBE, 87 IS %A ALTERIN F#AL



0x00000000000000000000000000800000 DBADM Authority
7 o451 DBADM R,
0x00000000000000000000000001000000 CREATETAB Authority
7 84S Createtab FUR,

0x00000000000000000000000002000000 BINDADD Authority
7 8481 Bindadd FUBR.

0x00000000000000000000000004000000 CONNECT Authority
B2 7 e 4s ) CONNECT R,

0x00000000000000000000000008000000 Create not fenced Authority
¥ T ai %S Create not fenced IR,

0x00000000000000000000000010000000 Implicit Schema Authority
B 7S Implicit Schema AR,
0x00000000000000000000000020000000 Server PASSTHRU
7 1) s AR 16T BE AR 55 4 (BRGS0 2 B U5 ) i H4%3% ( Pass-Through )
T H IR,
0x00000000000000000000000040000000 ESTABLISH TRUSTED CONNECTION
A fF iR,
0x00000000000000000000000100000000 Table Space USE
2T ) LR A AE 36 23 1] Fh A 2 2R AR R AL
0x00000000000000000000000200000000 Table Space USE with GRANT
T 10 SRR A 2% 25 1] R B 8 5 AR IR AT R B AL R AL,
0x00000000000000000000000400000000 Column UPDATE
B 1 SR B — A R 1 — S AR E SR AT BT AR AL,
0x00000000000000000000000800000000 Column UPDATE with GRANT
YT AR TR, 5T 1 sl s 1 5 1% 22 1 — A2 2 45 e 51 64T 3 8
HHRERL,
0x00000000000000000000001000000000 Column REFERENCE
B 7 W SR 6 — AR 1 — 2R E AT TR AL,
0x00000000000000000000002000000000 Column REFERENCE with GRANT
XF R TR, BT s Xz E 0 — Al 2 AR E k5|
AL,
0x00000000000000000000004000000000 LOAD Authority
7 8RS LOAD #UR,
0x00000000000000000000008000000000 Package BIND
B W s B AR P LR BIND HRAL,
0x00000000000000000000010000000000 Package BIND with GRANT
YT R TR T, BT e iz A BIND R4,
0x00000000000000000000020000000000 EXECUTE
B 1 sl o AR R A s AR ) EXECUTE $RAL,
0x00000000000000000000040000000000 EXECUTE with GRANT
X T RV TR A R SRR, BT B SRS I 0 1% R 6 B AR 1
EXECUTE 74U,
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0x00000000000000000000080000000000 EXECUTE IN SCHEMA
7 1 sl i B B R BIAR R EXECUTE $RAL,
0x00000000000000000000100000000000 EXECUTE IN SCHEMA with GRANT
X F FOVF % T R BCR) B R B R, A2 T B BRI A R X B )RR Y
EXECUTE 4547,
0x00000000000000000000200000000000 EXECUTE IN TYPE
27 0 SRR 1Y 6 SN 2 e Y i A2 Y EXECUTE RF AL,
0x00000000000000000000400000000000 EXECUTE IN TYPE with GRANT
X F R T R AR B R A IR, AR T 0 BN G R X B )RR 1
EXECUTE }##%.

0x00000000000000000000800000000000 CREATE EXTERNAL ROUTINE
¥ 784S CREATE EXTERNAL ROUTINE F§AY,

0x00000000000000000001000000000000 QUIESCE_CONNECT

7 8RS QUIESCE_CONNECT F§AY.
0x00000000000000000004000000000000 SECADM Authority

BT 845 SECADM AR .
0x00000000000000000008000000000000 USAGE Authority

B 7 W s 6 P A1) USAGE RAL,
0x00000000000000000010000000000000 USAGE with GRANT Authority

XF R PR R, BT B SREE X ZF 81 USAGE FAL,
0x00000000000000000020000000000000 WITH ADMIN Option

BT s X M) WITH ADMIN Option,
0x00000000000000000040000000000000 SETSESSIONUSER Privilege

¥ ¥ 345 SETSESSIONUSER,
0x00000000000000000080000000000000 Exemption

T 19 Sl SR 1) B B A
0x00000000000000000100000000000000 Security label

B7 0 aieE & e hr e,
0x00000000000000000200000000000000 WRITE with GRANT

YT VR TR &R &, B TR s NS A Z 2 RS & AL
0x00000000000000000400000000000000 Role Membership

2T 1 SRR 1Y AR 2 B R TR A
0x00000000000000000800000000000000 Role Membership with ADMIN Option

P s fas s ADMIN BEIT Y £ £2 R e Hs
0x00000000000000001000000000000000 READ

7 0 SRR Y 1R 4 R AR R R,
0x00000000000000002000000000000000 READ with GRANT

YT VR TR 2 JRA &, BT 0 SR R0 2 R AR B IR R,
0x00000000000000004000000000000000 WRITE

BT 0 aies 5 A 2 RA B R R



0x00000000000000010000000000000000 SQLADM
7 0UHGHI SQLADM. FUFR.

0x00000000000000020000000000000000 WLMADM

B 7 8 WLMADM #UBR.
0x00000000000000040000000000000000 EXPLAIN

B ulidE ) EXPLAIN AR,
0x00000000000000080000000000000000 DATAACCESS

BT i #4510 DATAACCESS #UR.

0x00000000000000100000000000000000 ACCESSCTRL
£ U ACCESSCTRL IR,

SYSADMIN EH4HHITIEEHE

T#E/RT SYSADMIN {8130 5450 5.

FEAH L
timestamp=1998-06-24-11.54.04.129923;
category=SYSADMIN;

audit event=DB2AUDIT;
event correlator=1;

event status=0;

userid=boss;authid=B0SS;
application id=+*LOCAL.boss.980624155404;
application name=db2audit;

# 48. SYSADMIN F{FH# i iC%A1 Je

AR =X iR
i [A) CHAR(26) TR H AR,
5 CHAR(8) VRS, TR (E A
SYSADMIN
W FAF VARCHAR(32) R E B S,
HRAREEMNER, ES0E 303 U #5441  SYSADMIN
R HIRER Sy,
M T INTEGER IEAES VT B RAVE R A AR IR, AT HRARIRME L B 1SR 5 B A~ 4 o
I,
HRE INTEGER I EAIRA, B SQLCODE #i, Hr
WIS > =0
KW EMSE <0
B 2R CHAR(S) oA T B R AR, A0SR RSB A S, B4
HEH,
AP HRIA VARCHAR(1024) TSR R AR P AR,
BRRIA VARCHAR(128) BT F 4 e AL ] I AZ AR R,
JEG H P ARiE VARCHAR(1024) TS % 4R CLIENT_ORIGUSERID 4 Jma8 & (115,
JEIE T S S SMALLINT W R AN T RS
AR F Y SMALLINT PR P R DI R S
AR FF AR IR VARCHAR(255) VTS & AR IEAE R T R AR P AR,
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# 48. SYSADMIN FHAFRY AL RA 7 (45)

AR &3 iR

N AR 7 44 % VARCHAR(1024) FVE S R AR IEAE M Y Y AR T 44,

PP A VARCHAR(128) HT A R AR I IEAE A AR i AL

AT A5 VARCHAR(128) FVE S R A B IR AR TR S 1 2R,

BErats SMALLINT H VS AR LA O L (R 5 55

(N TEN VARCHAR(64) FIVE S R A B IR AR TR 7 A R A,

Al 41 55 AR iR VARCHAR(10) FOR | # it &AM ELE M A F 5 miR. X EENFSHE 0

BIT DATA ] SQLU_TID %#4.
L RFFIRIN VARCHAR(30) FOR |yl F & AR IELAM AN 2 RFHFmN, XEENFSHE -5
BIT DATA 9 SQLP_GXID &k i Budl 7 B

% FPHUT P ARIR VARCHAR(255) FiFF & 4T CURRENT CLIENT USERID % J%F A4 iY1E.

& PN AR A FR VARCHAR(255) TS R ERT CURRENT CLIENT_WRKSTNNAME % F 2712 2% 1
fH.

BN MFEF 4R | VARCHAR(255) BT & 4} CURRENT CLIENT_APPLNAME % JT| 25 77 4% (K.,

& P HLICIK 4T A VARCHAR(255) BT HAF A 4R CURRENT CLIENT_ACCING % & 4 H{E.

IR VARCHAR(128) LRSS KN SRy 1

G EER INTEGER AT REAY(E (45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

YRR I F1 2 VARCHAR(128) T ] F AR I A,

VALIDATE E4MEIHCRHE
TFERT VALIDATE F 4R #1054 2.

FEA LR

timestamp=2007-05-07-10.30.51.585626;

category=VALIDATE;

audit event=AUTHENTICATION;

event correlator=1;
event status=0;
userid=newton;
authid=NEWTON;
execution id=gstager;

application id=+*LOCAL.gstager.070507143051;
application name=db2bp;

auth type=SERVER;

plugin name=IBMOSauthserver;

# 49. VALIDATE F{FHIH i 105 A1 Je

AR &30 ik
I ek ic CHAR(26) BV R H AT [
KA CHAR(8) RS, TREAY(H AL IS

VALIDATE
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76 49. VALIDATE FH{FRI#H I ICRG G (4E)

B [i:5W Ei::puy

G2 2GS VARCHAR(32) FeoE TS,
A AEMM{H f045: GET_GROUPS, GET_USERID, AUTHENTICATE_PASSWORD,
VALIDATE_USER, AUTHENTICATION /I
GET_USERMAPPING_FROM_PLUGIN,

FAR T INTEGER IETER VAR AR CAR IR, T ARARIRIR L 8 Dt 5 A F ¢
73

RS INTEGER B HEAIRA, B SQLCODE #/R,

WU FEAE > =0
R FE < 0

B A4 R CHAR(8) NHA R T AR AR, R RS EIG R R, A
=R

P ARIR VARCHAR(1024) BRI PRI,

FARIN VARCHAR(128) BTG R AE I AR,

PATIRIN VARCHAR(1024) BT R AR IEAE AT AR A,

Jeis P ARIR VARCHAR(1024) it H & 4R CLIENT_ORIGUSERID 4 A5 £ {H.,

JELAR T S SMALLINT BTSRRI 5

PR S SMALLINT PRI P 1B BB

N AR AR IR VARCHAR(255) BIVE SR R A I IR AR A N AR hR ik,

. IR 7 24 95 VARCHAR(1024) BTSRRI IE AR IR Y R 44,

NSt VARCHAR(32) BT SR AE R IR,

TP s VARCHAR(128) BV SR AR IEAEE AR 7 e i A K

B R VARCHAR(128) BVE S R A I IEAEE AR P L A A4 AR

AT SMALLINT BV AE R EAEAE R i i1 5,

(RIS VARCHAR(64) HOVE G R A I IETE A RO AR P B A LA,

i {F 2R VARCHAR(32) BVH SR A I TR 46 1 1) 24 5.

ES:UE Sl VARCHAR(10) FOR | #it i fF & AN EAEME R A S5 55 hriH, X EAE N3 55 H & —# 0

BIT DATA i) SQLU_TID Z5#4,
ISR VARCHAR(30) FOR | # T3 F & AR EAEME 2 RS SRR, XEE RS HE -5
BIT DATA "] SQLP_GXID &4+ (15 7B,

% FPHUH P ARIR VARCHAR(255) FHF &4 CURRENT CLIENT USERID & 127 f7- 4% 1 1H.

&P TAE S SR VARCHAR(255) FitF 4 &£ CURRENT CLIENT_WRKSTNNAME 4 % 17 8% (]
fH.

EPHLY HFEF 4R | VARCHAR(255) it #H k&4 CURRENT CLIENT_APPLNAME % JT| 2577 4% 01K,

2 AL AT E VARCHAR(255) FHiHH RN CURRENT CLIENT_ACCTNG % & 7 4sHYH.

LIRS €4S VARCHAR(128) SAMEE RS W] {5 B R SR 4R,

G EE INTEGER GOk ER DR
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

YRR VARCHAR(128) T AT BT SCAR AR A LR 44 FR.
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CONTEXT SEHpHEITIERME

THRE/RT CONTEXT H{FRYHIHILTA .

FEA R R

timestamp=1998-06-24-08.42.41.476840;

category=CONTEXT;

audit event=EXECUTE_IMMEDIATE;

event correlator=3;

database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=203;

text=create table audit(cl char(10), c2 integer);
7 50. CONTEXT HFHYHific7A &

AR &= iR

LRI EA CHAR(26) BT SR H AR A,

255 CHAR(8) WSS, ATREAY (1S

CONTEXT

CigEiRts VARCHAR(32) B T,
BHRRMEMIIFR, HSME 303 T ¢ HikFH4 s + CONTEXT 2
SR F A

A T INTEGER IEFEF Y ERVE A SRR, n] ARAR TR T e S 5 s A i o6
I,

Bl e 24 5 CHAR(8) I H AT I BAR PR AR, IR T RSB S A, B4
HEA.

i DREZR LN VARCHAR(1024) B S R A P AR,
WE T FH % SWITCH_USER B, BB
TR I 2 AR,

BRRIN VARCHAR(128) TR L AN R AR,
2w dk% SWITCH_USER W, B
TR U B AR,

JR s P AR VARCHAR(1024) B S & 4] CLIENT_ORIGUSERID 4 Ji) A5 & fif (B,

JELA T SMALLINT H G R AR TR R A S

R S SMALLINT PR P B I B R

B AR FF AR iR VARCHAR(255) BT & AR IETEGE A AR AR IR,

N AR 7 255 VARCHAR(1024) B R AN EAEE Y R T 4.

s VARCHAR(128) BT & AR IETERE R P r AL,

AR R VARCHAR(128) BT A I IR AR B AR P A 1 249K

Brats SMALLINT WA AR BRSNS,

VG N CLOB(8M) SQL =% XQuery HHAMICA (AHIEH) . WE SQL = XQuery i

RISCAAE ], 82478 NULL,

298 i e s




7¢50. CONTEXT H{FHI#HIHICF G (4E)

AR &= B
(R RONTEN VARCHAR(64) VTSR B AR IEAE T R P R I R AR
AH 557N VARCHAR(10) FOR|# [ 4 kAN IEAEM HAR S S54RI, XORE T 5 H & — 55
BIT DATA 7 SQLU_TID %;#4),
EYHE X g TN VARCHAR(30) FOR |l kAR EFEME AN 2RI FnN. XEERF S HE 0
BIT DATA ) SQLP_GXID &4 i i 7Bk
BT ARIR VARCHAR(255) Bt & 4= CURRENT CLIENT USERID % {25 £ 24 1Y H.
& PHLCAES 44858 VARCHAR(255) il FF & ERF CURRENT CLIENT_WRKSTNNAME % HI 25 77 22119
{H.
EPHLY FEFE 4R | VARCHAR(255) it #H &4 CURRENT CLIENT_APPLNAME % JT| 25 72 4% (4.,
& PO 4T A VARCHAR(255) itk % 4R CURRENT CLIENT_ACCTNG % i 2 m(.,
CIECH o &Y VARCHAR(128) SAMEE R E BT O AR,
HRE R INTEGER ] eI B4
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
AR 1 £ (5 VARCHAR(128) T RS R AR A A

EXECUTE E4MFITECEHRE
THEWIAR TYE N EXECUTE K5I8 — #5611 0 fr 5 F B,

FEAH O R

S SHEAME KRR, 7Rk AR H AR, EXECUTE M4 Br%
AT A TERE, S DT HR R, JF LRSI & LT STATE-

MENT, HAaATiiid S 8hnic s 48,

BAZHE 17, FHENHFAEIEE

KT DATA, D& EF/HITHEN, fF—Fidx, AERNENERGZF
H. DATA Sy HHHIAE R A,
timestamp=2006-04-10-13.20.51.029203;

category=EXECUTE;

audit event=STATEMENT;

event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;

session authid=SMITH;

application id=+«LOCAL.prodrig.060410172044;

application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;

package section=201;
uow id=2;
activity id=3;

statement invocation id=0;
statement nesting Tevel=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;

statement isolation

level=CS;

compilation environment=
isolation level=CS
query optimization=5

min_dec_div_3=NO
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degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;

value index=0;

value type=CHAR;

value data=C01;

value index=1;

value type=VARCHAR;

value extended indicator=-1;

value index=INFORMATION CENTER; Tocal_start_time=2006-04-10-13.20.51.021507

# 51. EXECUTE H{FRIHIICF AT

B 50 iR

i ) CHAR(26) B SRR B B E .

el CHAR(8) WA, ATRER
$%: EXECUTE,

B VARCHAR(32) T T I,
HRATRMEMGIER, ESRE
303 TUHY r A
EXECUTE &5l #65.

HAIEAE P F INTEGER N AN E S (R P T Pe
A AR AR IR L H 10 S S
AN AR TR,

R INTEGER I HAFWIRES, |
SQLCODE 7w, HH Zhi
= > = 0, KKWFEH <
0.

B 2R CHAR(8) R R BT F I BN P Y 4
Fr. IR E GO
fF, BahzEH,

AP FRIN VARCHAR(1024) HOT A R AN 0 P AR,

BRRIR VARCHAR(128) BV K LR (935 A B AR
.

SRR RUARIN VARCHAR(128) BT 3 & AR B S S B AR
M.

AT B SMALLINT BV R A TR (1 B 55

R SMALLINT PIVIRIAR 3 B 1 R S

I R P hR IR VARCHAR(255) VL EE A LR I IE AR A
MR FIRIA.

WAL & Fr VARCHAR(1024) VT S & A R I AR Al A R
T 4.

& PO P AR VARCHAR(255) Bt #E & AT CURRENT
CLIENT USERID % %1748
.




7651, EXECUTE H{FHI#HIHId 7/ (4E)

AR &3 iR

KPR K4 H VARCHAR(255) B HE R4 CURRENT
CLIENT_ACCTNG % 2738
HIMA.

& POHL T AR 45 VARCHAR(255) BT E M K &2 F CURRENT
CLIENT WRKSTNNAME % A
AAFAFIIE.

& O Ry 455 VARCHAR(255) Wit F 4 &4 CURRENT
CLIENT_APPLNAME % f%i 45
ERAIOLIER

afF LT AR VARCHAR(128) g B LB {5 £ 3
1 24 F5%.

EHAGEIA INTEGER ] RE 4 {055
IMPLICIT_TRUSTED_
CONNECTION I
EXPLICIT_TRUSTED _
CONNECTION,

A I A VARCHAR(128) W AT E E AR

IR EL Y VARCHAR(128) T SR A i R A Al R A
R,

A 2K VARCHAR(128) S I I AR A A AR
TR AFR.

[N SMALLINT BV & 2R I E A A AR
FAHRTE,

FESS RN TEN VARCHAR(164) BT SR & 2R I IE A T A AR
MRS,

A H 3 5 RN VARCHAR(10) FOR BIT | il 3 4 & 4 i IEAE 0 R A

DATA HFHS5PRiR, XREENFSH

FH—HB4 SQLU_TID 514,

4 JRy 45 AR VARCHAR(30) FOR BIT | @il 3 & ERNELEM M2

DATA

F# sl XRAE NS H
BB SQLP_GXID £ty
BB T B

UOW #riH

BIGINT

FEAETE S TAR ORI, Bt
(ELAE B TAE HLOITH) B AR P
PRI A R — 9,

& shniR

BIGINT

TAEFITN FE — T SR i,

R AR IR

BIGINT

—RIR, BRI o TAE
JCH R IRl i B 4 L B R A
R A At IR IR . X T
REMESRS, EfET/ERT
O ME— .

AR E O

BIGINT

1847 T R I A AL 4R B I
s B RE GO R Y — A
A7 3 A 1 7 R Y B R
(UDF) A& sk I3 .
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7651, EXECUTE FH{FRI#H I ICR G (4E)

AR

%3

iR

(CEIESI

VARCHAR(32)

St

AT AR A (A B A
+ READ_DML
+ WRITE_DML
- DDL

+ CALL

- NONE

AR

CLOB(8M)

SQL 1l XQuery if ) fy A
(AnRIEH) .

QIS

CHAR(8)

IBAT A X 1% 38 A R B
B,

AT RE A E B 45

* NONE (A48 7E W5 450)
* UR (RSB

+ CS (¥batasEtt)

* RS (FfEt:)

* RR (WHEEL)

BLOB(8K)

ZiiF SQL iE A FHI 4 A
B, WAL BAE N
COMPILATION_ENV Rk
A, s{EVEHN SET COMPI-
LATION ENVIRONMENT SQL
BRI

BT

INTEGER

WEH T IR,

N HCH T AT R

o TEMIBR SR B 5 5 AT
4R

UL iBUR) SEYUNERE 3G
K SQL A

MR T4 A SQL A, AR
2E L A TR A I X AT
B EH, fEREERT, 1
RN, HEBRAS 1
TEE, RN ERERIEE.
WEMET SQLCA [
sqlerrd(5) F&.

iR [ AT 5K

BIGINT

AR [ AT
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7651, EXECUTE H{FHI#HIHId 7/ (4E)

AR &3 ik

TRAT AR IR BIGINT B ATV A I X A R R
CE=R TR A UE R R L)
SAVEPOINT,

RELEASE_SAVEPOINT
ROLLBACK_SAVEPOINT,
AR ALRAF SRR IEAE i A

TR TS o] VR B 1) AR A7 2
EAIEZT] INTEGER SQL i m) r {1 it A S Hihr
e 3 A
TR {2 CHAR(16) 5 SQL ) SCIK i it (25 1Y

MY H RN, ] HE 19 (8 7 il
# INTEGER # CHAR,
B KR CLOB(128K) SQL i 7] BB A 745 i
7~. LOB, LONG, XML Figh
AR S HONFAE, H .
s 1] 01 bS] 830 =7 BEid sk
ISO #%K.
EAEY RIE R INTEGER TR A E 48 E Y R AR R A
MIME. FTRE{E
o 0 WARFEEMIEAHE SRR
A 43 BC I (AR [,
-1 MR RFEIEE T
NULL {4,
S5 MR ARIRFFEIEE T
DEFAULT f{H,
-7 WMRAERFEIEET
UNASSIGNED i,
A Hl - 4 [A] CHAR(26) T ShAE 4y X B iR TAE IR
|, MZEHIAFERTE
B, tEBa DRSS,
wan, X F
CONNECT. CONNECT
RESET, COMMIT #I ROLL-
BACK 5, {H K DAA Hu bS] i
SE,

HITSEH
XEF AR, SRR R SR AT B B HE R
AUDIT ZHIHEH
« ALTER_AUDIT_POLICY
- ARCHIVE

* AUDIT_REMOVE
* AUDIT_REPLACE
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AUDIT_USING
CONFIGURE
CREATE_AUDIT_POLICY
DB2AUD
DROP_AUDIT_POLICY
EXTRACT

FLUSH

LIST_LOGS

PRUNE ({1 V9.5 HIH A R A it (E ) .
START

STOP
UPDATE_DBM_CFG

CHECKING #ZIf=EH

CHECKING_FUNCTION
CHECKING_MEMBERSHIP_IN_ROLES
CHECKING_OBIJECT
CHECKING_TRANSFER

CONTEXT Z&5IryEH

ADD_NODE

ATTACH

BACKUP_DB

BIND
CLOSE_CONTAINER_QUERY
CLOSE_CURSOR
CLOSE_HISTORY_FILE
CLOSE_TABLESPACE_QUERY
COMMIT

CONNECT
CONNECT_RESET
CREATE_DATABASE
DARI_START
DARI_STOP
DBM_CFG_OPERATION
DESCRIBE
DESCRIBE_DATABASE
DETACH

DISCOVER
DROP_DATABASE
ENABLE_MULTIPAGE



ESTIMATE_SNAPSHOT_SIZE
EXECUTE
EXECUTE_IMMEDIATE
EXTERNAL_CANCEL
FETCH_CONTAINER_QUERY
FETCH_CURSOR
FETCH_HISTORY_FILE
FETCH_TABLESPACE
FORCE_APPLICATION
GET_DB_CFG

GET_DFLT_CFG
GET_SNAPSHOT
GET_TABLESPACE_STATISTIC
IMPLICIT_REBIND
LOAD_MSG_FILE
LOAD_TABLE
OPEN_CONTAINER_QUERY
OPEN_CURSOR
OPEN_HISTORY_FILE
OPEN_TABLESPACE_QUERY
PREPARE
PRUNE_RECOVERY_HISTORY
QUIESCE_TABLESPACE
READ_ASYNC_LOG_RECORD
REBIND

REDISTRIBUTE

REORG
REQUEST_ROLLBACK
RESET_DB_CFG
RESET_MONITOR
RESTORE_DB

ROLLBACK
ROLLFORWARD_DB
RUNSTATS
SET_APPL_PRIORITY
SET_MONITOR
SET_RUNTIME_DEGREE
SET_TABLESPACE_CONTAINERS
SINGLE_TABLESPACE_QUERY
SWITCH_USER
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UNLOAD_TABLE
UNQUIESCE_TABLESPACE
UPDATE_AUDIT
UPDATE_DBM_CFG
UPDATE_RECOVERY_HISTORY

EXECUTE EAIHEH

COMMIT #1457 COMMIT ifA4]

CONNECT #3754 i i #z

CONNECT RESET % || %4 % % 4

DATA ifi/n] i) £ 745 = i S MR iC B (8

SRR E A P AR A F R RN SERCES . B H BT E IO
H&EH.

GLOBAL COMMIT 7£4: 55 45 AT 7% 52

GLOBAL ROLLBACK 7£4 Jaj5 4% P #7 [EE

RELEASE SAVEPOINT #i7 RELEASE SAVEPOINT i1
ROLLBACK #f7 ROLLBACK if%h]

SAVEPOINT #f7 SAVEPOINT %)

STATEMENT #ifT SQL &%)

SWITCH USER 7 7] {5 & & A Y1 i

OBJMAINT ZRFIEH

ALTER_OBIJECT (A il T 228 32 SR 7 i 2 Isf R Bl A8 Rt )
CREATE_OBJECT

DROP_OBJECT

RENAME_OBJECT

SECMAINT Z£7I89E4

ADD_DEFAULT_ROLE
ADD_USER
ALTER_DEFAULT_ROLE
ALTER SECURITY POLICY
ALTER_USER_ADD_ROLE
ALTER_USER_AUTHENTICATION
ALTER_USER_DROP_ROLE
DROP_DEFAULT_ROLE
DROP_USER

GRANT

IMPLICIT_GRANT
IMPLICIT_REVOKE
REVOKE



SET_SESSION_USER
TRANSFER_OWNERSHIP
UPDATE_DBM_CFG

SYSADMIN ZEHIE9E4

ACTIVATE_DB
ADD_NODE
ALTER_BUFFERPOOL
ALTER_DATABASE
ALTER_NODEGROUP
ALTER_TABLESPACE
BACKUP_DB
CATALOG_DB
CATALOG_DCS_DB
CATALOG_NODE
CHANGE_DB_COMMENT
CLOSE_CONTAINER_QUERY
CLOSE_TABLESPACE_QUERY
CREATE_BUFFERPOOL
CREATE_DATABASE
CREATE_DB_AT_NODE
CREATE_EVENT_MONITOR
CREATE_INSTANCE
CREATE_NODEGROUP
CREATE_TABLESPACE
DB2AUD

DB2AUDIT

DB2REMOT

DB2SET

DB2TRC
DEACTIVATE_DB
DELETE_INSTANCE
DESCRIBE_DATABASE
DROP_BUFFERPOOL
DROP_DATABASE
DROP_EVENT_MONITOR
DROP_NODEGROUP
DROP_NODE_VERIFY
DROP_TABLESPACE
ENABLE_MULTIPAGE
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+ ESTIMATE_SNAPSHOT_SIZE

+ FETCH_CONTAINER_QUERY

« FETCH_TABLESPACE

+ FORCE_APPLICATION

+ GET_SNAPSHOT

« GET_TABLESPACE_STATISTICS

¢ GRANT_DBADM (V97: ARFA A )
* GRANT_DB_AUTH (V97: A4 )
+ KILLDBM

+ LIST_DRDA_INDOUBT_TRANSACTIONS
+ LOAD_TABLE

+ MERGE_DBM_CONFIG_FILE

+ MIGRATE_DB

+ MIGRATE_DB_DIR

+ MIGRATE_SYSTEM_DIRECTORY

+ OPEN_CONTAINER_QUERY

+ OPEN_TABLESPACE_QUERY

+ PRUNE_RECOVERY_HISTORY

+ QUIESCE_TABLESPACE

+ READ_ASYNC_LOG_RECORD

+ REDISTRIBUTE_NODEGROUP

+ RENAME_TABLESPACE

+ RESET_ADMIN_CFG

+ RESET_DBM_CFG

+ RESET_DB_CFG

+ RESET_MONITOR

+ RESTORE_DB

« REVOKE_DBADM (V97: AFARL)
« REVOKE_DB_AUTH (V97: RFEAEL)
+ ROLLFORWARD_DB

+ SET_APPL_PRIORITY

+ SET_EVENT_MONITOR

+ SET_RUNTIME_DEGREE

+ SET_TABLESPACE_CONTAINERS
+ SINGLE_TABLESPACE_QUERY

+ START_DB2

+ STOP_DB2

+ UNCATALOG_DB

+ UNCATALOG_DCS_DB

+ UNCATALOG_NODE
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* UNLOAD_TABLE
 UPDATE_ADMIN_CFG

* UPDATE_CLI_CONFIGURATION
* UPDATE_DATABASE_VERSION
« UPDATE_DBM_CFG
 UPDATE_DB_CFG

* UPDATE_MON_SWITCHES
 UPDATE_RECOVERY_HISTORY

VALIDATE ZZIHZE4+

« AUTHENTICATE

« CHECK_GROUP_MEMBERSHIP (7£ V9.5 FlIH @& kg4 b R A 1)
« GET_USERMAPPING_FROM_PLUGIN

« GET_GROUPS (f£ V9.5 HIH & hiiasrh A4 i)

« GET_USERID (7£ V9.5 FIH @A AL )
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%12 ¥ EHERFREREN

BAE RGP Mt L 2 VEDIRERROE,  EaT LURE e T IR SR Rl R 223 1 22 e 1

DB2 #1 Windows Z £t

Windows I3 i HE A FLIGE — 10 0B RO P BLRII 95 3600404 FLIGTERR 4
VIV TR (SAM) H 84 JHL i P P e Foeh — & VPR LR B 2 B
o 2 I Pl 5 0 DG 4

Sl o g e PSP P e S P v B BRI SRR P L T A, AR
BH— AR E R AR (PDC) |, fEE P, 0] DIA & O 145§ 8%
(BDC) , ‘EAEBA s il o 2 3 i il ds A vl e ik 2, &y Bl il 45
P17 Windows Security Account Manager (SAM ) £l ERRIA, 24X PDC By
R4S E WIR 25,

St AR s e P ORI - P AR ORI gt m] DA [ S O,

i¥: CONNECT 5 Ml ATTACH fir % SCHe i AR B P ARiR. 5 SAM JA Y
PP FRIR R 2 )2 — M RER h“Domain\User” [ &4 78, HEAKE N 15 4.

Xt T %%€ Windows fIg 55 #0115 Bl AR, mIERRAE T A 4

o TEBTI A 3 A

o TEC A A A Sl

o TEC R A S R 55

TEBT P PR #2012 M 55 2 i T A Y

FIF AT REELR ALY, 8038 M47E “Windows HUHh 4L ARET, JH P ol g B8 % 14
B, FUEH, DB2 EuA AL, SRIE KA S AT B R, e R
PEd A AR A AR T — A n] {5 4,

2 TR AN AT Y, B DB2 SRR B 45 4 AGE. 1T E AR TR
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1 I 2

<|—ﬁ41~ —|>
S|y f sk | %R | S| i
| “Dct” ‘ » [=] “TDC2”
A
Gk
1
v
EP LIS 351
Ivan DU i 2
*
PE LT
+ v
Windows | .
g5 “Servr” | «%éaﬁ:‘v
T%ﬁ)@iﬂ?—lﬁ*—|>

&l 7. ] Windows 1 [1AIE

BENEAE — 2t BdaE, Bl2ertiinE s (SAM) . DC1 ks, H
HEIL TR UL Ivan Al DB2 fled54% Servr, TDC2 & DC1 M—An[fEH, &/l
Abdul J& TDC2 3 — >R bt

NI E S

312 e this

BHREZF[AERFA R (Windows )
PUF 7R R T e 454 % TP B IAEE.
1. Abdul &3t TDC2 i (B, B TDC2 SAM /b & iR 3y ) |
2. Abdul RJ55—1 DB2 #diEdsE, AR EH g E 0T SRV3 L
db2 connect to remotedb user Abdul using fredpw
3. SRV3 HiERHA Abdul AL E. HTEHRIGEER APT § G KA AL
(SRV3) , SRJFHMREFERE (DC1) , el REMAER, £ TDC2 E#k
FIH 4 Abdul,  BEA8 2R P L] PRI A A~ RS ],
4. $RJ5 SRV3:
a. f£ TDC2 LIk M/ A%,
b. @A TDC2 >k T fi# Abdul 752 % 6,
c. JEiLIfIR] TDC2 KF%E A Abdul 4.

BEEZANGNEF Windows Z P AR
DL R B R 7 UG P AE,
1. HG Dale 5t SRV3, FRRs 5l 2E 52 1 DA IE 8 B R P L

db2 update dbm cfg using authentication client
db2stop
db2start

2. Ivan 7 Windows & F#L E&F DCI1 5 (B, fibfE DC1 SAM %d 2 nliH 5l
) .
3. Ivan K55 —1 DB2 ¥¥e/FiEs:, EHIEEES 4 E M T SRV3 L



DB2 CONNECT to remotedb user Ivan using johnpw

4. Ivan HUPLARSEIE A A4 A0S, T EHRILAE R AT APL B SR A ML (Tvan) |
RIFEREER R (DC1) , REZMEREMAFE. /£ DC1 ERBIHM 4

Ivan,
5. KRG, Ivan fHLER H] DC1 SRIGAE P 24 F1 %65,
6. SXJa SRV3:
a. HERIRS] Ivan [0 E.
b. @iy DC1 3B Tf# Ivan 525 T 6.
c. JHILMIA DC1 RFNZEFA Ivan (4.
iE fEEiiEEE R DB2 Bl EZHT, BRC A8 DB2 ek, “walss e N
Windows Z4EH) —#forL2E. ARG, HZdE DB2 JRKEEM R Windows Iz 5%,

HEEAZHINES, EEDB2 %4MR5”, iE% A NET START DB2NTSECSERVER fir

2.

xERERE (Windows )
DB2 Bl 4 X 4% 2 4L,

LR, LA RAUEE - AMAS, 2 DB2 Bl HAS B A
Fri@ ey pra 4, e wss o e E A4l (b E—-teRddh, mizem
ARG —D RS DA ) |

AT E PR AT RE R 7 S P 4 R 4L
o GIRTEARHA . AN A A 1 TV ATAY,
o R TE L AU IE a R 4B T VR RTAL

Windows _jj DB2 FFM\EFIZAEEE

ARzAZRH (Windows )

A — 4K E T Windows FREEHYJRFR M. W RITE B ML DB2 X4 fir 24 0038 .

* Windows TR BRI KNG, HE, HEX5KNE,

 MPZMAZA LR REFF S/ NEFHFNAS. (B2, 2478 DB2 Bl A it HIn,
EATE R A K EFR, Fln, WREEEEFE A3 % schemal.tablel, 4
HFRAEN SCHEMALTABLEL fAE7ERE Ed,  (UnREM /N EXNZ 4, A
A TAL RS K A A I S 85T b, S HI%E =7 ODBC Hijsg LA, )

« DB2 g M LA 2FR s E], B, FERE AR s T, MR AFRE P
ik PRI AE A AR SRR S5 2R (A L SAM 1 o — Il A7 7

 HPZARMNZSHZAHE.

o ARHZH ORI 1% 5 W 4 B F R 4R,

Windows _ERYZRF0FA FIAIE
T Windows b, b AR b H A &A1 Windows 45 FL T B AIEE H ik ok L
P, A E AN (R ) 1k P — 4.,
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A feiF Windows B B G [F] IS5 AS ROV T ACHR T 4L A A9 254 FLPY i S s 43 47 4

P, SRS — R, dURAEZ 2T B (SAM) B 7 5 SO ZE 4

i

A PIRRE R Y 24

o ALl Asdln] DU SEAEAR K S R P R R R T T, AR A M A A B
MEGE -, IE2AHA LR RIS Windows i rb i sk F FfIZH,  Qnii A4 2
FE ARG EAIEERY, HPAERRE T1Z TARUR.

« RRH. 2RERFETHERS L, HASEM SAM B RSP ke, B,
ERARUSERL LRI E s Ak AR S ST A AL AL 5.
AR R 4L E ORI AR 55 25 A AR ik DL AT A el e A 4 R AL

Windows _HiEz [BH{EEXE
(54T 9 222 P/ Jol 2 i A BRIV A B Sl 2 i 0 135 4 26 2R e e 2 ST P i
PR A P S el AN 4 SR

FE O 5 B DL AT 5 kP R 2 DR A P i P A 4 SR 4L AR A T AL, fs AT 2R
FRal 1 P A~ 2 A A £ RS B B TR A 4K R A L

T AR A A A~k

o fEMUE.  SEEEEUS — I GEE TR,

o A, BREIRER (fEW) 5 — e .

RAERRREA LB, X3RN EAE 2 [ A7 ) B L B SRR &,
i, FA I AT fEAS — R S Al k.

& AZAFIE R £ MHRTIAE (Windows )
BT R SURIRGUINS, DB2 B E RG VG A 4ok 2 R4l

RFUAES

TSR P A i 7 R A A 3 2 Jr 2 PP S SCRY, s A D SO A 4 R D Y
Je L B st S, IR A 5 P SR ALY LA

DB2 Hudfe e 8 L S T ALY 24 -
o A4

- 2R

o VENA AL B 0 42 Jr 2L

DB2 Hode E HLG B7 FH A 7 BT AE 9 2 2 O e R A28 12 T B s 1) AR M 2 A 42 Sy
41. DB2 ¥iRERGARM T P S, T K RO E A, SR A 2R T
DB2 Hdfa [ (A Windows il 55 &% EACZE4E. W] DUGE T 41 i 4 SR A L o
- Mt aeRikE:

db2set -g DB2_GRP_LOOKUP=Tocal
- M T S E:

db2set -i instance_name DB2_GRP_LOOKUP=Tocal



Kibar %2 Ja, wELE DB2 HdaEsll, SRR A M R, &
Ja, BUHA A IR Bk 7 s R A FEAE A e A

EEEFEWREMNTA DB2 MEEMERE R, WA
db2set -all

iR DB2_GRP_LOOKUP HEZLSC M AL B B local, Af2 DB2 Hudfs 448 Hilds Kz
HMCE P AEAR LA BRI, AR AR 12 P 5 SO AR 2 19 1 5% el i AEAS e 21
R RAR A, IBAHABCERES R, DB2 Bl R Bt A a2 il e 180 75—
Pl b SR il BRI P 4.

U2k DB2 Kudli 2 B A LE A D 9 YR 2 s ) e s O I a0 AL s AT,
2 E RE S BT ) a] 7 50 BT AT gz A% SRR RO IR R AT S A o O e
i A B A4 R AR ot il i b A REBR A,

& A< kR A FRARR (Windows )

V) 4 B R A 0 R AR A 22 & RSOOSR )4 R e 0 £ B R A S R ik
RESCIHY i P AR PRI AR

HORI, ARG B RS 2 RO A R Y BRI Y. AR S A EA
Wk, ABARGEH 2R i ] 4 . A2 AT B A R 8 Gl FH A 7 ] 4 ot ) AR
AR e v B G A7 SEUE ARG ] 4 . B RFENEZ )5, #R1E RS & 5 5 A7
MSEIE, HONREIE B bRy, AT DAL R A7 5 | b — OB SR D7 ] 4 R

T 0] 4 WA 45 P 4 SR A G AR R AR (2R, A 4 Al
4) .

i AR R, RIS T U5 A SRR, I PAILAIE Y 2 A RO 37 32
£,

B YT A RS H, i db2set fiv4A KT #T DB2_GRP_LOOKUP Vi:fit 3575 &
DB2_GRP_LOOKUP fZ ]I HAHANSE, ENILLES5b:
o F-NSHHTESEWAAR, TR TFAIME: 7, “LOCAL S “DOMAIN”,
BoASEATAEELSAEM, AR T AIME:
“TOKEN”. “TOKENDOMAIN % “TOKENLOCAL”

AT T % —/1~Z% (TOKEN, TOKENDOMAIN ¥ TOKENLOCAL) , ABAEMIETAELM
M, WRA MR, AALEFEE T DB2_GRP_LOOKUP 55— SR T,
S IR G R 2 A 1,

{4 TOKEN., TOKENDOMAIN F1 TOKENLOCAL %4 X HnF fff7s:

» TOKENLOCAL

2 R FSRAEA AL A7 LML CIXAR S TR SR “LOCAL 41 A3 )
* TOKENDOMAIN

AR RAEE PRI E (R TAMA ), AL, X85, W0
B, XA H AL 7 e “DOMAIN" A A ifl,
* TOKEN
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316 s e ot

AR RAE AN A AL &7 MO AL, X T AR 7, R E R4 A A AL T
SR, R E A S SR AR 4. TOKEN ZH8UNE A% THE NS HUE: «
", “LOCAL”H“DOMAIN",

{710, DB2_GRP_LOOKUP ) A Uz B Jm F I ) 4 W S F5 LU MO A L 41
db2set DB2_GRP_LOOKUP=LOCAL , TOKENLOCAL

TR lE VA SR, DAEAEAS L & DLBCE S P iR i 6 B a2k
FEBRE SCHY ) BOE4L:
db2set DB2_GRP_LOOKUP=, TOKEN

B JE XA R GR VT A RS2 R, DUREAEE SCHLP R iR (o B A S AL
db2set DB2_GRP_LOOKUP=DOMAIN, TOKENDOMAIN

i AR IAIEZRE] (CLIENT tAIEBRAM ) Jo sl 4 b S 55,

DB2_GRP_LOOKUP ifiET 241 DB2 ZH#% (Windows)
76 Windows &, P AT DUR T3040 51 it SR si A MBS b s SR A

DB2_GRP_LOOKUP FRI5iAr 4% il EAEAHIML 8 PR RAEE P AL E (W TAH A P,
RAMMLES; W TEUR, W) Mgl B, 42 W R T AR
REAUE,  DAZFE BT UL B DB2_GRP_LOOKUP, Tffi {3 1F Afy FI /- #9200 3 i 47 4 2 AL

WKL E DB2_GRP_LOOKUP #ZL LM RAr &, HBA:

1. DB2 $dls/FE Za i ez e —lds EER .

2. MR P g DAl gy e S, B2 iAs SO EZ P

3. WARAEAMIAREIZ M, B4 DB2 $dli R4 42184 B Ml b &% 4,
SRJE TE T 5 4 b EAT A 4k,

fitn, &% LI T AV B DB2_GRP_LOOKUP 141 ii.:

1. B/ DUSERI & T4l GROUPI,

2. ZRMEMG (14 SECADM MR ) ¥ DBADM #FR#Z T4 GROUPI,
GRANT DBADM ON database TO GROUP GROUP1

3. BIWoRi%E DB2_GRP_LOOKUP, FIrDIosfie I P MINI BEMZEA, Bk, 27
LM% DUSERI1 4l B M#EWZ % . DUSER1 AJg T4l GROUPIL, fifld
DUSER1 A~ £&:#:U%] DBADM AR,

Mo, EE BT EE RS, HF 9k UPGRADE DATABASE 4 Jf H Ri%E
DB2_GRP_LOOKUP:

1. S H " DUSER2 Jg& T 4<#i Administrators 2,

2. AR E sysadm_group FiL ES4L, FrLIASHL Administrators 41 R 2 H aiiA
SYSADM H{JE.

3. Ji/ DUSER2 figfis% ! UPGRADE DATABASE 4 ([H& DUSER2 #i4 SYSADM
AFR ) . UPGRADE DATABASE i 45 %) B UK 1Y) DBADM U fR#% T SYSADM
H, TFEMIFNT, %4 N Administrators 21,

4. FMAKBEE DB2_GRP_LOOKUP, fTDASTEE X RIN B4, Wik, SFEg s
M2 DUSER2 [, [ M7EIRZL 5] DUSER2 ANJ&T Administrators 4, D
DUSER2 A~£:#l%| DBADM AR,



XFFRXMEAL, AT RER AR TR T S22 2R AT R A — T

* %' DB2_GRP_LOOKUP = local

o TEBERI G OR 1% B DBADM AR M P ER A% Administrators 5 GROUP1
AH.

A LIl SYSPROC.AUTH_LIST_AUTHORITIES_FOR_AUTHID 2 i R 5:3iF F 7 31
AR, Gngtxt DUSERL LA 7 81 T /R:

SELECT AUTHORITY, D_USER, D_GROUP, D_PUBLIC, ROLE_USER, ROLE_GROUP, ROLE_PUBLIC, D_ROLE
FROM TABLE (SYSPROC.AUTH_LIST_AUTHORITIES_FOR_AUTHID ('DUSERL', 'U') ) AS T
ORDER BY AUTHORITY

ol PU# H SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID ZFRECkIGIE DB2 $if %
MO HE R TEAA, WFx DUSERL LI T 7R Brs
SELECT * FROM TABLE (SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID ('DUSER1')) AS T

E WRAERGOH FIA AL AR B AR 44, ARy DB2 Kudfe A HAR SR SE 4
BRE XL, B DL AT S EUR AL,

1 AE A FFRIBTI R R ITINIE

AT b A T 20 SO PRRIRL, T ORI A R AT S B

XFHMES

S 01 JE P A G0 PR PR LT B 5 RS R 5 P PR PR AR, E S
TTRATBRAERT, 33K T At R

o DESIA IR R PR B TR R et 0 24 P

- AR, DLEHRIEALEE TR AL,

- KUEH.

- PR

T W A R A P T A B R PR PR AT S RS, A IS db2set

{EM %A i DB2DOMAINLIST i SUAYA P s, i ENUFI, JHE S o &
R NI 36 DR V¥ e L A= i 0] VA 2 (a8 R PR

U SR EAUE R 51 2 T i B A AR IR DL T[], I8 A 0 2 i 443X 48 P AR
.

A A AR AN, AR R EORESI R R, AR AR .

VS EE EE S A  E X B T CLIENT AUERY, DB2DOMAINLIST H:fift A A
R, WRFE Windows HIAEHFRE N Windows S BSOS, IPATEEIZ MR
i, DB2DOMAINLIST =7 KLSUfiAfiy DB2 fR454n L F, SR, WRZE PRS2 #HA
fiiF Windows i, IEAK AL amil{# A DB2DOMAINLIST,

WEEMHH#F (Windows )

DUF 7RISR T DB2 $CH e B R 0T LAUNAT 3 H5 Windows i &bk, 6 0 4
SAMATER — 8 E, FrPAn] DL T,

FELAT 7 %8, B P S5 s 4 R 4UE R — 8 b, BrRIaT DL AT 4%,
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ER, WP AE A e R A To /& 3 AT 8l e e 55 # 1 s B S, (B E T AHE R

— A b,
7 52, il R A7 T 1 By 2
Domain1 Domain2
fFES Domain2 MfHEXRE. « ffEY Domainl HIfFIEXR,

o ENTAMIEmA grp2,
« EXTHF4 id2,
o M4 id2 & grp2 [1—#R5r,

DB2 fi 55 e AE st hiaty. MUtEH % T F 5 DB2 fir
A

<

REVOKE CONNECT ON db FROM public
GRANT CONNECT ON db TO GROUP grp2
CONNECT TO db USER id2

PiA S e R, [HHERAR 1d2. HHiZ et

TERI 3R E 44 id2. DB2 REBCET UL ARy HAlE
B R, B4 grp2 By—#B5) .

WP #4544 Jm A AE ] — 3k, B DUA] DLt AT 3%
%,

E N FLE FH FiE7E SYSADM #FR ( Windows )

TSR AR B RO A BRI B 240 sysadm_group (HI, T4 NULL) , AR H
A SYSADM #UIR.

XL Ay

o ZKHl Administrators ZH 1Y 5 51

o WFERIERH Administrators 2P 5 (24 DB2 i R FEAREL & A E LRI
B EHCEX S ] PR, AT DB2_GRP_LOOKUP 435 A% 7 R i B A% )

« DB2ADMNS Zf5 (43T Windows ¥R 24PNt ) . DB2ADMNS 4 (11
BAE LA E
* LocalSystem [ f?

TERSEERR, SERTiR B M EE T AR AIE, AT RGE R A — Ry ik il R SO

PR 2SI E 280 sysadm_group B % AT R

« J£ DB2 HR4s#% b Ald A4 5 iz 3 A B L A SYSADM BRI (I
AP EAK ) . DB2 Bl A B RS Y i B O AEAS ML B A T R4

o QNI IE IZA T A B AT SYSADM AR . DB2 K 4 5 28 R it
BONTEE X R E BRI A,

SRIG, iR A A ke Bl 1 BLER IC B 2 8L sysadm_group HUHT A A

DB2 UPDATE DBM CFG USING SYSADM_GROUP group_name
DB2STOP
DB2START
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Windows LocalSystem fit 37§

1 Windows “F-5& b, DB2 %¥i g &40 35 W AR i i A 2 0% 3 7E LocalSystem
ik ;' (LSA) 155 Fizf7. LocalSystem i F7 [ AAR A& SYSTEM,

MOEE S B IL B S 80 sysadm_group 1% # & NULL K}, LocalSystem k)" #{IA A
RERGEM ($14F SYSADM RR) .

MR T ELY FEFFAE LocalSystem 1K /' 3458 F iz T AT AJE T SYSADM A RSk A 1Y
B ERRAE, IR AR o BB R R AU R 4% 7 LocalSystem ik f7, @40, ik
N R P 7 B S PR T RE, W GRANT (BdEFERR ) 14K DBADM Y
FR4%F LocalSystem M 7,

X4 5 BLE A Ik s AT N AR P R A S, MR EAIE DB2 BEE RGN

R ALLSYS TR A G A — SuBR . t, R FARR A & e DB2 i Xt 411

DDL iE4], ABAR 54 T 5Bk gn 5 X L6 i A2 7

o XTERSAEM, BAIMI%S QUALIFIER EIRE (A LE4(E SYSTEM ) 455
TE—i,

o XTI, TR AR DB2 BiEES R LA 2 B e, i
H W CURRENT SCHEMA ZF{7#RiX B A DB2 Fud FEas B4 S F i 4.

DB2 Bl el R sh)E, SAEHEATE A M RINILLE LocalSystem 1k U415 .,
I B EB R S0 Z B A 2 Rl LA R

/£ F§ DB2ADMNS #1 DB2USERS ZBi9# & Windows Z 44

BTSN S, 1£ Windows #AE RS -, 27EFR IBM Data Server Runtime Client il DB2
WKENREF 2 ST DB2 $di e = i g Y &2, £ Windows -5 |, IBM
Data Server Runtime Client I DB2 e P A XI5 B & att,

24238 DB2 HdRE i, BRAREREREME EES B IMAEXT DB2 WK ERAE
EgsREEEMR L. BRIESMILED, S0, ZEBRFSQENNSH4A:
DB2ADMNS #il DB2USERS, DB2ADMNS #il DB2USERS &4 4 44; Al DIk fAr e
EIT A X SO 2 5 R E B AR (AN R BB 2o g, B4 mT DUTE 2 e e 37 ST A P B i
XEEFHR) . WERERE RS EOAAFTEM A, B0 HITE X A 2 15 X e 20 1 R
B PR R BN X S T R R TSR B R AL, T X e R TR ARE R
ZRIATIRA, M5 DB2 AURZ S (#1141, SYSADM, SYSMAINT F1 SYSCTRL) #%
AAEAIOCHR, (HJE,  Hd A B 03 T DUMR P 22 35 A8 34 03 (1 R 0 — a7 DB2 4L
P2 54 | DB2ADMNS #, [ Al B Administrator 41, #30  A1R A 2 12
SYSADM #, R4l A4 1% DB2ADMNS £l %20 0] D7 22285 W a] a 2235 DA
Je B B B g ST

3£ AT DB2 Administrators 41 ( DB2ADMNS 5% 375 2725 ] [A] 26 £ 11 &4 %% ) 1 DB2
A4 (DB2USERS S ETE LA MEIEBE M 7R ) 488 A il d], XA~ 70
JE TR -2, B, BAHGEAMY, FAHEEA.

ISR AL 2 FR, 3 HITE L4 DB2ADMNS Fl DB2USERS A #i i1 E A4,
A2 70 5 7 4 JRiE i 32 DB2_ADMINGROUP #1 DB2_USERSGROUP, HE{ET 1442
G M EA R E R AR, EET e

1. T2 3R AT,
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320 e et AE

2. 1517 db2extsec A LIHE B e E:

db2extsec -a new computer name\DB2ADMNS -u new computer name\DB2USERS

iE: WRAE Windows Vista L[ DB2 =g T Bz aet, BaRART
DB2ADMNS i/ A4 i lizf7 DB2 KIEEH T H, It4h, DB2ADMNS 41fY i 51
TEP G EFH AR TR, wRLEN A ey o, SRR IR 5
Uiz f7 R 5E .

BT DB2ADMNS #1 DB2USERS #B3:158IINEE

DB2ADMNS #HI DB2USERS 4 ()i it 2 A DL T HiRE:
« DB2ADMNS

SEEEHITA DB2 ME (ES M T2 R4 513 )
- DB2USERS

X T 22 ML B H kb B9 T4 DB2 X LB BEAPAT IR, (B 8l 1 R4t H
KT ZBA VIR, X IPC B AA ARV

X TR G, T ENA] DU AR AR AL (BN, SRR S 0 e SR SRR A SR
) L BRALH A T BT TR B AR G H SR TR A

e PUATURRIRC & SCB T G fitm, AT .l 5 .exe SCfE, HA AT IRIAL
TR A RBATIZ SO, HEXTHE, BRRERBNEIZE SE.
FAEA T, Frfs DB2 &3 G # V1% 2 DB2ADMNS A G ([FI 2 7H# Admin-
istrators ZHAG A 51 ) , (HEEER EXTHOIFEA A EK, TR ELYIIn) DB2 HdE A RS AR ]
N#R577% DB2USERS MR . B8 0P i 2] Horp — N4
Jaghe P s e TR,
MBI R SRR B e L 4.
g, EEME O, Sl b R,
e oAt B e 3.
RG22 s R 2 1 4.

ELRERARMT BLZEM (db2extsec %)

WERTER B AP B2 2B F43 T DB2 ik R4, 84l DUl AT
db2extsec fir 4 kAT EHHAITIHM. BT db2extsec 74, WAAUEAM Adminis-
trators ZHFN 0L, XEEEA GG IZ RPN 2 A ACL,

A S e

TR E 2 a7 db2extsec fiv %, Hisfr5eZ/a, BORARESS Y L at,
BRAETE X HAT db2extsec 5 Rl % i db2extsec -r fir %,

BRET RREN

A
SFE=
Ifm.s-

ERERT BREMZE BAEREYTRBZEM BRIFEWNTEIHEMY.

W LLEE1T db2extsec -r S REREY R LM, (HkE, RAEBHYRZeEE
W R DT HAO R AR A Cfiltn, QUi e, B 00 Se AT fn e =< ) 45 25 ) i



Bedn A W, AT EREY B2 e PE IR R % 2 K 7 iR 52 DB2 B R4,
R AT A HISCH) DB2 Ha (WEEdRFEHR) , REEAE AT Lk T E
B DB2 Bl R4,

SERIPRIXTR

A LL{# Jl DB2ADMNS FI DB2USERS £ R 41111 i 50 4 4
© RS
- Xt
- H#
< k5%
© MR
A PLf# Jl DB2ADMNS #l DB2USERS {47 (1 sl 454 5 -

DB2ADMNS #1 DB2USERS B HHI4F1

%75 T44/2% DB2ADMNS fil DB2USERS 41fH5H1:

#2 53. DB2ADMNS Fl DB2USERS 4 [454K

HRL DB2ADMNS | DB2USERS =S|
B A5 i X & Y N PRICAb B (FEEbRICAE BARERR 2L, T IAIE
( SeCreateTokenPrivilege ) AL )
B e ik B 2 AR g Y N PLSs — A P Sy G AR
( SeAssignPrimaryTokenPrivilege )
BN AT ( SelncreaseQuotaPrivilege ) | Y N PLSS — AN TP By A g A
1€ N #1E R 50y &6 Y N LogonUser ( Windows XP 2 Bl RRA Ny T 4T
( SeTcbPrivilege ) IETi$UTF LogonUser API I 45E )
A% A Y N Ab BTV A 2 H RS
( SeSecurityPrivilege )
WHXCHFSEHMFEHAEN |Y N B4 ACL
( SeTakeOwnershipPrivilege )
N G v Y N B TAE4E
( SeIncreaseBasePriorityPrivilege )
#HOySCUEFIH 57 (SeBackupPrivilege ) | Y N BREESCAF RN AR (AT 2 ) P A S A
FVE I 2 Ab B ] AR AR R
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey #l
RegLoadKey(Ex) )
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# 53. DB2ADMNS Fi DB2USERS [/ (48)

HHR DB2ADMNS | DB2USERS BEH
SFSCEFTH 5% (SeRestorePrivilege ) | Y N WEBSCAFATE A RAL B (ST HE L8 P A B
A i 3R b B ) AR I AR
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey H#
ReglLoadKey(Ex) )
P FEF (SeDebugPrivilege ) Y N FRicAb s ( FEEetric b IR ERE, M AE
AL )
FEHHEITMZ2MEHEK Y N A E I HERH
( SeAuditPrivilege )
fE M55 %% (SeServiceLogonRight) |Y N VE}IR %3247 DB2
M 25 T 1) 86 T AL Y Y FVFMZEEIE (fLF DB2 Hde R4 B 45 8
( SeNetworkLogonRight ) LOGON32_LOGON_NETWORK #EIi KA,
X 23 X RE AR S )
EINIEZ 5 B & N Y N % PHLE 4 (Windows 7E i/ i I HELE API >k
( SeImpersonatePrivilege ) B 7 DB2 SRR
ImpersonateLoggedOnUser, ImpersonateSelf #/1
RevertToSelf %)
BiE AR Y N NS EL]
( SeLockMemoryPrivilege )
Bl & Fy X & Y Y Terminal Server 3#f (Windows EFFE )
( SeCreateGlobalPrivilege )

Windows 2008 #1 Windows Vista sy SR ARE=SE: AP
G elEHI TheE BB

322 e s

Windows 2008, Windows Vista 1 Windows 7 [ 7 yi[a 461" (UAC) IhREE4 % DA
T A DB2 B E R 4.

AR E B IS M TR T

BB BN, 75 Windows 2008, Windows Vista Fl Windows 7 I, (X DIARHE P 4L
Mg shiy R, BIEE R PR A4S B G2 k. BEDUE 25808 5 3 v 2 T,
T BN DUT A 8 B RGBT i 2 8 O 3 24, DB2 i PRl H iy Windows
2008, Windows Vista il Windows 7 Fi A1 — AR b “dn S 0 - 4 P00 fREE 5
X, MREBHBITEGS, IBAdIE G shib e ik,

W R T A A B AT, IR 227 Windows 2008, Windows Vista #I Windows 7
i Ay A SRR S E T T EOR$UT DB2 EHALS, IPABSBEI RSN R, R
7 TR U [ 0 4 208 5 FLRE TG I B2 58 Bk $E4 T 55

FHfE PATIHRE R TNV E BT S5, ARG G MM L:
« 7% SYSADM, SYSCTRL m, SYSMAINT {[}

o ZBIEMFEFR HKLM 43 3% T By
e« B A Program Files Hx THIH =
Bian, DT ERAE R 4 SR A A AT 55



* BIEAMMER DB2 S

« JAZAIE I DB2 S

o AEEE PR

o HUEECE A AR E 240 DB2 RIS (DAS) Bl ESH

« BB CLI BLESHMEE RFGEHIRIE 4 (DSN)

« A3 DB2 T H

* izf7 db2pd SLHREF

« T DB2 MEEI SO M RAR &

B (], AR 50 4 B LR RS AT I i A R AT s DY T AT DB2
145, BELE2EM ORI SRR ETE TR, GpdisE sy, Raik
FILETE B HHHE1T.

EOWRBA T RZ A, IAGELAUL DB2ADMNS 410 5 A e RS E
TH (#(4, 1BM Data Studio)) .

RPHRMAE

MPEdE (Fin, SCEHSFEH S ) fF#fE ProgramData\IBM\DB2\copy_name H 3%
., H copy_name j& DB2 RIARAFR (BAE1EH T, DB2COPY1 &35 — 1
BIA4%%) . {EFR Windows 2008, Windows Vista il Windows 7 2 #MifH At Win-
dows R I, FH P EAEFEAME/E Documents and Settings\A11 Users\Application Data\
IBM\DB2\copy name

DB2 #1 UNIX Z 4
S T T UNIX 8 M2 2 S0,

DB2 $fli FEANZHF root HIF B 70 M5 EE B L, W] su - <instance owner>
VE R8P o H

W, N7 AR, EAEM LG AEN Fenced ID, {HJE, WERFTH A 2
) UDF slifrfifid®e, IEAR LI Fenced ID B EASLHI, 1A HEIE S —4 M
PRIk,

IR —MOA S S BEAUR SRR ARiR. K2 B9 ) UDF RIA7 i 22 9 1 48

SE RSN A S5 (db2icrt ... -u <FencedID>) . %% T“DB2 % 'Hl
"5 “DB2 AP RE TR, WARTTEXFEA.

DB2 #1 Linux L4
T EEE TS E T Linux FEMNZEMTEEHEIN,

B (Linux)
T Linux #4EZR 40 L, DB2 Bl JFE /= i S 45 5 o6y,
7 Fr 2@ i R IBMOSchgpwdclient.so F1 IBMOSchgpwdserver.so HYZ-4ififf
FESEILIY,
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BAE Linux b HS M EMCER, i EBIE EE HA AL E 2450 cInt_pw_plugin &4
IBMOSchgpwdclient, ¥ srvcon_pw_plugin X & & IBMOSchgpwdserver,

[F]If I8 M Z0AE /etc/pam.d H g N AIEZAFR K db2”f) PAM JL & SO,

#BEEFNZHEH ( Linux)

TE Linux b, ZEXHFFEN DB2 Bl - b i %6, WZIRCE DB2 S| DL 224
64 IBMOSchgpwdclient I IBMOSchgpwdserver,

T Z |l

WA T T3 H e
o INSTHOME/sq11ib/securityXX/plugin/IBM/client/IBMOSchgpwdclient.so
o INSTHOME/sql11ib/securityXX/plugin/IBM/server/IBMOSchgpwdserver.so

H INSTHOME 52T #E M EH %, securityXX J& security32 5{ security64 (H{

YT 58 )
UK

BfE DB2 L EpE LI, BT AR
1. YEREA root HIF AR 9 H 8 5%,
2. flE# PAM PFCE XM /etc/pam.d/db2

B R LSRR 1 el R G0 D SCR — HE S U], 4, AE SLES 9 I, W
PSRN B 7 o FH e S

auth required pam_unix2.so nullok

account required pam_unix2.so

password required pam_pwcheck.so nullok tries=1

password required pam_unix2.so nullok use_authtok use first_pass
session required pam_unix2.so

£ RHEL b, 0]RIA0 P 7 fift F e SC 1

#%PAM-1.0

auth required /Tib/security/$ISA/pam env.so

auth sufficient /1ib/security/$ISA/pam_unix.so 1ikeauth nullok
auth required /Tib/security/$ISA/pam_deny.so

account required /Tib/security/$ISA/pam unix.so
account sufficient /Tib/security/$ISA/pam succeed_if.so uid < 100 quiet
account required /Tib/security/$ISA/pam permit.so

password requisite /Tib/security/$ISA/pam cracklib.so retry=3 dcredit=-1
ucredit=-1

password sufficient /1ib/security/$ISA/pam_unix.so nullok use authtok md5
shadow remember=3

password required /Tib/security/$ISA/pam deny.so

session required /lib/security/$ISA/pam_limits.so
session required /1ib/security/$ISA/pam unix.so

3. JAH DB2 SEfirf ) % 4t 1

a. CPEECE S PR AR B 280 SRVCON_PW_PLUGIN [9{E ¥ # & IBMOSchgpwdserver:
db2 update dbm cfg using srvcon_pw_plugin IBMOSchgpwdserver

b. W RdE A B RS D S50 CLNT_PW_PLUGIN ({4 B %7 &y IBMOSchgpwdclient:
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db2 update dbm cfg using CLNT_PW_PLUGIN IBMOSchgpwdclient

BB B 2R A P SR IC 2 %0 SRVCON_AUTH f{Ei% B & CLIENT, SERVER,
SERVER_ENCRYPT, DATA ENCRYPT =z DATA ENCRYPT CMP, & ¥ i /& 3 g fic

B 2% SRVCON_AUTH FY{E 1% & >4 NOT_SPECIFIED, Jf4% AUTHENTICATION ff{Ei%

B}y CLIENT, SERVER, SERVER ENCRYPT, DATA_ENCRYPT zf DATA ENCRYPT_CMP,
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