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H BRSO M 55 4 46 P 3%, JRiC% “AcceptSecurityContext API 3R [E T
SEC_I_CONTINUE_NEEDED ( 0x00090312L ) ”,

BAfiE Windows MK PR S C & M4 ] DES i, f£ Active Directory H [ift A
BHHRER. MEER TR EMS, ISANRETE EE S8,

o MRF U SS 2 ETE Windows b, HEAW DI H] LocalSystem i ' >k )5 zh DB2
Mg, (HZ, WERE PALAR S SAEARFE R, I AEETRERM, JFAHIH
P R AFRTCRHOX — Hiik. A2 T8 Iy Bt AR E IR 55 #% L2 FIAR HE Sl 42 2 X0 %
FL LA B AR BRI E, # XA host/server hostname@server domain name

f540:  host/myhost.domain.ibm.com@DOMAIN.IBM.COM

AN, A A sk S DB2 k55

5 1 % DB2 Z4atEfim 15



AR 5528 LY

AT RE T AT B E S5, HOAFEM 5 v Bl W 5 B AR RIAL S5, JFRIFZ
Tkl SR REAR G M I 55 AT, BT USRI S84 T 55 ] RE 2 LU BN 3, DB2 Kidfs
JERG IR T — PO LE R 554 Ll e SRR R4 i B0 O k.

Mk R T IS & LR ERN, WL ETEE CRIRE ) 09 AT hEs & 8 & i
AIX F1 Windows #:4EZ % 1) DB2 Universal Database’ V8. Linux #:4EZR % F Y DB2
VO.1 BT 3 s E &4, DB2 z0S FiliiA 7 Fl DB2 i5/0S® V6RI,

firm, AR IR AR S SQLI404N 4% 453 11”5 SQL30082N“ % = Ab AR, 5[
1 (g3 2, AR CONNECT i k40 i i B Bl 4
CONNECT TO database USER userid USING password NEW new_password CONFIRM new_password

A DU ] ATTACH @4 F1“DB2 BCE BT (CA) »HYZRAD 8 B0 17k HE S B it 2% 1,

PR, 4 IANRT R AT

16 o e e

S CHEARRRER ) BT E R B BRI, AT B A SR AT A
HREER, BRSNS EIRER, ERAR, WU SR, 4.

3008 P A B A SR XA P R AL, DL AT AR AT 55 i 7 B4 Bl IR R

B WA IR A AR 9 77 AR Sl X AR R T AR, S B A
AR A 20 L Y B B BEAS

=B OAR: BHRE. AR LBAC fEiF, BLAh, X mBra R4 et
i B X G i FEAAR BERUALIR . T ik ig 1k s U AR.,

EIEAR
P BP9 A B ) s e B % A A 55 9 SR ST B 19 22 e PR SE 2R
RERAR

Z G B AR $2 43 T AN [ A JEE 1 6 S 051 5% J31) o B3 42 S AL
* SYSADM ( RGHE B L) AR

SYSADM ( Z&4 F 61 ) AUBRHL A 1 X B0 P22 45 B Pr 0 2 AR 4 e 11 4 R e UL
AL RGO PA T A2 ERBR: SYSCTRL, SYSMAINT F1 SYSMON #Uf{,
HAT SYSADM AR 19 TP 67 5 42 il 400t 17 4 388 O f £ 458l 1) 22 e R e B 1k,

* SYSCTRL #XfR

SYSCTRL ALFR & fit 7 XM R A G U BRAE RO TR, flm, HA SYSCTRL AR
BT RLASE, SR, ash, 43 SO BR A . R AR R] DS Sh el g ik st
fl, {HAREVIMZEDE., B4 SYSCTRL #URAY M EHA SYSMON U,

* SYSMAINT #{fR

SYSMAINT R {8 BE7E FT AT 5 S il S Bk i A 22 B AT 4EP AR P f AR, oA
SYSMAINT ALFR A F 7 n] US4 0o e e i s o] &2 IR bl e
FFMEIREE . RLT SYSCTRL, SYSMAINT A X LB AV, HA
SYSMAINT AUFR 9 It B4 SYSMON AXFR.



¢ SYSMON ( &G WM ) AR
SYSMON ( R WA ) BB $2 AL P 22 2R 40 A4 BT 7 ) AL
HE EER FAUR

B 2 2 3 AR 4R AL T 5 2 P 1 4 AL
« DBADM ( % & #61)

DBADM AR 25 S B A3 X BBl A )8 BRARKR, et 2 2 O 0 B e R A &
H B 2 i 4 BT e R AR

DBADM #([ Righi A SECADM HRMHFA#T. Aheks DBADM WIR#EZ T
PUBLIC,
* SECADM ( Z4MEHG)

SECADM AU FR G AT xf 22 4k 5 vt BBl 2 A8 AR, 22 P/ B AR BR fE 6
BRI e R g (BAEE MR, WSS, TR L0 RS AR
EhR5 ) LURAZ TR BT A Bl R BCRIAR,. B SECADM AR ) 7 o] DA%
BABTHAIX ZEFTAR, TR LU AUDIT 3 4045 8 1 SR -5 1 55 4 Y
R R Y 7R R R 5 OB

SECADM AR R BEA Vs [ A7 7 2 P O B 1 [ A 4. 2 Rifigi 2 SECADM X

RSP #F. Afe¥ SECADM U [RE4%F PUBLIC,
* SQLADM (SQL % # 5 )

SQLADM  #UBR 2 il S AE A5 2 P IR AR SQL B A AR, EnTH
H#A ACCESSCTRL &, SECADM #FE ) H " #7.
* WLMADM ( TAE iz B H# 51)

WLMADM RS TAE A2 BN (k52 TAREMELE. TAEREM KL
TAHET#R) & EAIR, Bl EA ACCESSCTRL 1, SECADM B # 7.

o EXPLAIN ( JiBHALR )

EXPLAIN PR B2 (1A B A AT R s Il A 17 B0 BB 2530 7 8 (4 FABR.
‘© HfgHHA ACCESSCTRL i SECADM PR il F#2F.

+ ACCESSCTRL (il HIAL e )

ACCESSCTRL R AR it % H 2L T GRANT (fl REVOKE ) /) 4 AR,
— GRANT (%4l FERCRR )

ACCESSCTRL WMRASHEWAE B R T
ACCESSCTRL, DATAACCESS. DBADM & SECADM #JR. H#H% SECADM

BRI P A e 77X SEAL PR,
— GRANT ( 2 a8 f R )
— GRANT (Z5[H0)
— GRANT ( BEHUEFRRL)
— GRANT (FEF A
— GRANT ( R4 )
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— GRANT (FERFF)
— GRANT (JF5I$E)
— GRANT (IR 55 %45 40)
— GRANT (£, HESMEFRRA)
— GRANT ( £Z5[E]4FH)
— GRANT ( TAERZFFAL)
— GRANT (XSR R} 44547 )
ACCESSCTRL (R HiEi BA SECADM MFEM P #%#T. AfEFF ACCESSCTRL
HBR4Z T PUBLIC,
« DATAACCESS ( #tdf& v [l ABR )

DATAACCESS AUBR 25142 1 F11R BORALRR .

- LOAD Y

— XPEE. WM. BBFRM AR 1ZA) SELECT, INSERT, UPDATE fil DELETE
FFAL

- XFFEM EXECUTE $#AL

— X EXECUTE 74X

- X BIFER EXECUTE $#AL

ST A E AR /b AUDIT_ARCHIVE., AUDIT_LIST_LOGS I
AUDIT_DELIM_EXTRACT,

EHAEH 1A SECADM HURAYH S # T, AHEF DATAACCESS MUFR#ZT PUB-
LIC,

o BRAERR (AREHD)

HPATIHINE R iR, 208 TR EUR R ARG 3, 5 B Bl A
BR. fin, ) Toad SCHRE TR A AFIER P FTE LOAD Bl AR (HiE
AR INSERT F#AL) .

AL

FERUE AT B ST 55 B VR AT, BT AT LRI R A BT A AT T A B X 5
FERTLA#E ] GRANT 35 R)K XHATTE O A% G iR A AL i 20 At T

ATRI AN, 4180 PUBLIC 4% TH#AL. PUBLIC JE— B I (CRLERHE R il
FU) SRR AL, AR SRR, R T B P R TR A R T A AR AR

CONTROL #5#4: JIA XM R CONTROL HefUfLif Ml il iz idls Xt 4, I8 7
AT A PP 3200 G R AL

iE: CONTROL Hef H N T, E. eFR. RSIFETH.

TSR AN P R BT 44 1) CONTROL H5#L, #AR4EF SECADM i, ACCESSCTRL
ABR A 7 AT 42 T XHZ R4 ) CONTROL HiA, {AJE, Tk 4 A &) CON-
TROL $:#¢, ATLIf# Ff TRANSFER OWNERSHIP iE /41 3% 8 ol 6 2 A 3%



BN A DL T A B AL S P R R E X R BT R AT . HA S HAUR
ACCESSCTRL #, SECADM & # HA CONTROL R4 F A ] DLt F A 352 7 Fa A
ZHRRL,

A SR BRI H 0 e BCBR Fo V4 B T RE, BN (0 46 452 7 oAt FH P A [ 45 A A BR 14 A
B, BrHA AR WK, B BFEQ, GIRAFIRARER i DI GRANT &
] %) WITH GRANT OPTION ¥ @ & Hb i, {H/&, WITH GRANT OPTION R
FVFR TR RO AAER UG BB, W2 H A SECADM AR, ACCESSCTRL #X
FRal, CONTROL F5AUA RERUEH IZAFRL,

X FE 7 61 3 B2 TP BN R BT FEAG 4 L B BT RE P L S AR B RE AL, AT
PIA R ZAR 7 G s R Al A0 SRR A, R P AR 60 5 S SQL 5
XQuery 4], 2 VEFEF AR FH RN T X S5 A, R R F s ffE & s
SQL & XQuery 4], A2 M THeAUG & B EAR IR B T A& sh S A e m iR r f
[) DYNAMICRULES BIND DEIfiX E, DIK & ik 2 a]it e AR rY BT e il %
B (L THEIFHAE E# s AUDIT_ARCHIVE, AUDIT_LIST_LOGS
AUDIT_DELIM_EXTRACT) .

A DL A AR A SR AT 5 32 T — D s, RS X R OCHRIN, XS
MEAFE. PN, BRAFCRIE @l — 3%, SRR T %R SELECT 454X,

E BT AR AT S AR AR A LA i AR 44 B Y AT
A, G, T, TR FTZAR 44 806 — P s, I HIZ M S E Bh
BT VAR 2240 Y BT AR RIS

REVOKE 41 I T JC A2 7 ARFAL SRR 22 B R A AU P A AR 4 452 T O
L

T A PR 42 K 1) R AN 2 AR A o] At SRR 44 1) AH R RR AR, HRR AR E 3% AR RR 44 k42
F. filtn, 8 CLAIRE ¥ SELECT WITH GRANT OPTION #% 7 RICK, %X/ RICK
¥ SELECT #F BOBBY #1 CHRIS, % CLAIRE #i45 RICK [J SELECT %FfY,
A2 BOBBY #l CHRIS {4 SELECT 454V,

LBAC i

BT S MRS (LBAC) 422 A B 01 REAS HERH LA E X T #1474 51 R A Si[H]
B P AL BA BT AU 7. 22V B DLl G i 22 2 SRR G B LBAC R4,
B 2 SR 1 8 B4 PSR 1 S AR 4 Y R U [l AR S8 e /Y Ak, X AR — 4%, R
BB — 22 &SR R AR AP e, ERIR] B9 T LI i 7 [a] A 22 4 SR LR AP,

QI e e 2 ), At B OUR B R RN AR S R AR BR A A B e RS 4, Xk
X RIE 2 e Y ALRER Gy K bR Tk — A e A, SR BRABEAE — A HL,
B, ARSI G BRASEY F  ) 52 22 2 s R 37 9 e i, R B A 1% 7 H 2
EXRES

—HAEIRZ 2T, #nl DL 54 R RATA S LR 3777 e IR 2 07 B o Y
Bl LSRRI N Z R e, e s M GE s L et S 7 T
FURSVRZ VI Z P R, 2 B sl ] 2 SR e ey, %R Z AR
5 AT Rz 8 e 19 2 et 5t AT L. T U T R 4P BOAR 545 PELJE — B0 2
5.
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POEJ L

QI — RGN, AR R AT A RO EL g — D AR IR BT A BUR R A AUE
L& Y SQL i XQuery i H)H 5| LR 4.

TERLA N B XTI, DU A 9 B AUhR PR A6 20 B A 7E e 3l 2 2 7 A B X R
s AR, R, ASUPR A4 R b5 AR B A 8 XU CREATEIN 4#4%.

AR, Gt SO R AN, BEOROANE . X R R IR AR A
.

QIR SR, AR PUR IO R0 E 8, BVEEOLTY, RIS A,
ERIRAGRIR I ST .

i BIAMES R WX CREATE SCHEMA iE/4)#5% AUTHORIZATION i£I5, R
2AER CREATE SCHEMA #:AFE #0584 i) HABAE AT X 2l AUTHORIZATION 115
T8 EMBAGRIRTG. B2, ¥th CREATE SCHEMA 4 J5 7EH = g 1 AR A %o 42
5% & CREATE 4] CHRIE AR IR A .

fitm, &%) CREATE SCHEMA SCOTTSTUFF AUTHORIZATION SCOTT CREATE TABLE T1 (Cl
INT) filgfi, SCOTTSTUFF f1$% SCOTTSTUFF.T1, XM #FI¥JE SCOTT frf. %
1 BOBBY Xf SCOTTSTUFF #3144 CREATEIN #54¢, J7E SCOTTSTUFF.T1 3 L4
#w&5, WARSEER 2, Fit BOBBY fE SCOTTSTUFF.T1 LA RS,

R 8 L] 14 X G 2R ) Xt 2 T A A3 B AR A

o XFERIEINE, RIIMEFOERE T CONTROL Fitl, A A e st 4 01 dFE
Vi ) BCHe E X 5, R8T AR Hoth FH P % e 0 22 A AL, TR oA P T R %
XF4 1) CONTROL $§#l, HF2HA ACCESSCTRL I SECADM PR/ b7iitz
TXEXT S CONTROL 540, X4 # JLikiES CONTROL 474X,

o WRXZ A ENREE SR AR, WEMEREA CONTROL Fil, A4
Xt e A B o0 7 CONTROL 44X,

o HAbXIZ (nfilkgs, IFE. P8, RERFZL) BH 5H LK CONTROL ff
BB, XA EN SRR SR LB & TR, JF X S AU A
WITH GRANT OPTION (U325 ) . Fik, XA & LGES# H GRANT
VB AR ) oA P AR X SRR AL, N, anSR USERI @ T £ %5, f4 USERI
2 i #2324 WITH GRANT OPTION [ USEAUTH #54%, H H.aT L%
USEAUTH iUz T HABA . Besh, X4 g & nf IR s bR Xt 42, sioxt &k
TR, X SRR XS T X 5 i 5 02 a =U I AN RE g,

JIr A 3 o] DL T R B FE SR A (i, ekAE k) , JFH HA ACCESSCTRL i
SECADM A 8 P AT DUSRUEH T 5000 G2 Rk BEARRAT, i 38 AN REEZ 7 X0 X G 1 2
Feal (flan, {EREER) , JF HRRERUEHE I A & 6 0 S i iX 28874, /1 TRANSFER
OWNERSHIP 15 A X SORe AU R 25 T — 1 TP, QXTI 1A AR U 0T
ZHENE;, BREWELT, EREMNEZE, EANEARR R E A&,
B2, 4] BIND 2 RAIEFEFMIFFEE OWNER authorization id LN, HMEEF
P ERA SQL BB M X R TG &I authorization id W{E. LAk, WHRAE CRE-
ATE SCHEMA i&h]H458%E T AUTHORIZATION F 4], Hf47E AUTHORIZATION 3
B I TR A IARR 22 B T R



A VA TR BN 4 TG % AT LU ] TRANSFER OWNERSHIP 15 /) 3k B 250803 4 X 4
MATER. B, B R AR IR A — X5, T R AR IR VR RR & 17
SkOIEENT S, SRJE (i l TRANSFER OWNERSHIP 15 /) #4548 B 651 6 1% 0 4 1 I G A
HERAIRIA.

PR #E it
T SE A 2 ) FVECHE P 2 5 b A7 A 45 b BB . 3k S04 TR RR 4 20 Sy i AR BRI AR
B, DU ESRE G K B A 42 T 7R B e e ke i A b R S SEAE S5 A
SL514 HlI AR
S A B X RS AT SIS Y R B, i, AU . B R
DL B M A S 481 L A 5 Sh R B A AT ST 481 2% ) AL B, 4 A i 1k o 54 g R v it 1 7 )
B T EIREAR T8> S22 1) A8 BEA R $2 41 1 D) R
* SYSADM - it i} Fopf S A Ay e A4 ok 4
* SYSCTRL - {it f F 48 BRECHR e 48 2 25 S 491
* SYSMAINT - it i 7 75 52451 P A 4P 5t e
* SYSMON -t /= 5 40 S 45] B LA e

HA BB S RES AT BARICHIA R R ALy hfg.  #iln, HA SYSCTRL
IR P w] LA AT B4 SYSMAINT FI SYSMON  AFR 19 i ™ 1) ek 42
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SYSADM
- %?ﬁ*ﬂﬁﬁﬁﬁﬁﬁfiﬁﬁﬂﬁﬁﬁ (DBM CFG) , fuffitge Hf7 SYSADM. SYSCTRL. SYSMAINT I SYSMON
2

- BT TR e TR AL
- TR RO

SYSCTRL

- SOBEOAR . s AR RS (DCS) H 3k

- 52 )5 2R I A B

- SR R R S

- QIR A (TR H B3R DBADM AR
- G0 HBR sl 2 )

- 52 )5 Z I s BUAT Hdhe e

- A AT A 25 )

SYSMAINT

- A B PR B

- SRR IUAT B

- JA Bk LS

- SRS AR [ A R A

- IBATIRER

- B R G2 PR

- E AL

- 1] RUNSTATS #1587 H & 5 s id % S

SYSMON

- GET DATABASE MANAGER MONITOR SWITCHES

- GET MONITOR SWITCHES

- GET SNAPSHOT

- LIST fix%4: ACTIVE DATABASES. APPLICATIONS.

DATABASE PARTITION GROUPS. DCS APPLICATIONS. PACKAGES.
TABLES. TABLESPACE CONTAINERS. TABLESPACES Al UTILITIES—
- RESET MONITOR

- UPDATE MONITOR SWITCHES

- API: db2GetSnapshot fil db2GetSnapshotSize. db2MonitorSwitches.
db2mtrk UL K db2ResetMonitor

- T PR R R AL, ERTIE 1T SNAP_WRITE_FILE

- AR

1. SIS
Hia B R AR

St P 2 A PR o 65 RE 8 A 0 Kl P ST R B, BTN T MR AR A, AL
Peo MR A0 ET RO DA R B AR gk, T AR TR A A 0 SRR R AR 2
AE. A RO A AR

SECADM - At F ;7 5080 28 N 45 B 22 4 1k
DBADM - it P45 FBUE &

ACCESSCTRL - it 7 B T ARCAE BCRR SRR R P BR
SECADM. DBADM. ACCESSCTRL Fll DATAACCESS #[R > #b, #F% SECADM

AUBR A BE 2 T IR X 2E AR )
DATAACCESS - it 2 [ B ) FH P 4
SQLADM - ftIEHEFIE%E SQL A ifify i P 4



« WLMADM - {4 3 T 4F iz iy {6 i

* EXPLAIN - {it S U207 i P 66 (EXPLAIN AUBRAS B A 2 B (%t Bedi /Y

VI )

AR 7R T3 2 IR A A iy 2 ) A PR A AR 2 I AR B A T fE L B, B

H

DBADM Rl RIAT A SQLADM il EXPLAIN AR i1 () R B L S B

A WLMADM AFR Y 7 9 B A BB (270 TAR 013k USAGE F#ALERSL ) .

SECADM

- Bl SRR 2 A xd B LRk FEAT TR
- BT R A RERURAC R

- TRANSFER OWNERSHIP ifif1]

- xRS E XK B EXECUTE AL

- X R G E X HIFR T EXECUTE 454

- AUDIT iy
- X ARG H SRR AL ) SELECT 454
- CONNECT Ffit
ACCESSCTRL DATAACCESS
- X ARG H R RRME K SELECT H#4( - LOAD #(fi

- % TAi SQLADM, WLMADM. EXPLAIN. BINDADD.
CONNECT. CREATETAB0O. CREATE_EXTERNAL_ROUTINE.
CREATE_NOT_FENCED_ROUTINE. IMPLICIT_SCHEMA.
LOAD #I QUIESCE_CONNECT

- XFTA . LB MQT RIBEFRIY) SELECT. INSERT.
UPDATE F1 DELETE 4

- KRG H SRRALEK) SELECT FEAL

- XTI CBRARGEE SR H IR ) EXECUTE $#EL

- BT R AR A R BeRR. FREE. IR
(ERRGEE X aTHoIRD « Bk ol Missas. & R, WE

Fil XSR X4 i TR

- X PR EXECUTE 4L

DBADM

- Gl SRR S AR A R X B
- Bk H a3

- G WA R A A A

- EHRAE A IR

- S H A SR 3

- Sl A )

- WHRGIE

- i RUNSTATS

- BINDADD #Z [

- CONNECT #i

- CREATETAB [

- CREATE_EXTERNAL_ROUTINE #¢[

- CREATE_NOT_FENCED_ROUTINE 4%
- IMPLICIT_SCHEMA 4

- LOAD #i

- QUIESCE_CONNECT #fi

SQLADM

- CREATE EVENT MONITOR

- DROP EVENT MONITOR

- FLUSH EVENT MONITOR

- SET EVENT MONITOR STATE

WLMADM

- B SR AUER TAE SR R g
X% LLBON LA TR

- BT AR A AL

- RS E S LA ST B IR I
EXECUTE ##4X

- FLUSH OPT. PROFILE CACHE

- FLUSH PACKAGE CACHE

- PREPARE

- REORG INDEXES/TABLES

- RUNSTATS

- XEBTA ARG S BIRE (BRI i) EXECUTE 4#4L
- ARG H R A SELECT 4L

- EXPLAIN

- ALTER SERVICE CLASS.

ALTER THRESHOLD. ALTER WORK ACTION
SET 71 ALTER WORKLOAD i Lt

EXPLAIN

- EXPLAIN i%4)

- PREPARE if )

- WFRGE XU BIRLK) EXECUTE 454X

X A5 8% T USAGE 4L

&1 2. Kl 52 AR

W1 & DB2 AR
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ZEEENR (SYSADM)

SYSADM A FR 4% 51| J S5 4 53 b die i 2 ) BABR. LA SYSADM ALFR A F 7 /]
PAFE S N3 AT — S5 AR e A B A H — S0l P2 RIS e 1 A B i i 42

X sysadm_group fCEZHIFERIAIIEE SYSADM MR, @il T-& LM Hf etk T
FLoR MBS 28 78 T2 SRl il 12 2 A 180 53 BEAS

HAEHRAE SYSADM KR H - A v DIEAT T 51 D e:
o AR E
o HJRBE

o ORI PR B AR L B S0/ (P futEiEE B SYSADM, SYSCTRL, SYSMAINT
g SYSMON #UFR 4 )

HA SYSADM ALBR A F = AT LA T MU 2 2 (R RE AR, 3 mT DA FAE Ay e 2 1],

i A4 SYSADM AUFRAY M A Bl FEY, & B 3T % IR
ACCESSCTRL, DATAACCESS, DBADM Fil SECADM AR, #IS By 1k i% /7 L%k
3 PR B B 2 s VR AR B3 B O VS D B B, AR 0tk SRR 1 TP BRI 22 5
Yo ERURR,

FERRAS 9.7 ZHTHIAATHLF, SYSADM AR 4 T fs( DBADM R I Hik 4t T
BT BT A AR AR R EhEE, TERUA 9.7 vh, DB2 FAUBIIYE BT A B X S
FAOUE LG, e PR B G2 VR B BTG ER ST, VROVIEIIRAY —ESY, B SYSADM
IR AR S e E D,

FERRA 9.7 H, L SECADM AU MR §2 5 T FIHHUH BT A AL FRORIRE A FY Z .

JTikWA SYSADM AR A 3kEUSA 9.5 HEE (B T4 T SECADM AR
WIIRE) , ZetEM LM E A T M DBADM MR B8 7% M H W
DATAACCESS 1 ACCESSCTRL #([E. APL#EiI#¥ GRANT DBADM ON DATA-
BASE i) 51% 15 A) 19§45 115 WITH DATAACCESS il WITH ACCESSCTRL fit &
il FRAZ TiX SO B ALBR . DATAACCESS AUBR A 2170 % 4 s B0 122 Hh 1) S0t 0 4 17 1] 11
FFR, T ACCESSCTRL AWBR A Fu i FH P TR o HcHe e v 452 7 U e A A B AR AL
FEL A SRR

B X Windows LocalSystem it FRYFEEIN

TE Windows R4 I, K45 @ 80 S AR AL E 240 sysadm_group I}, LocalSystem
MBI R RS 6 (P06 SYSADM AR ) . 7ERRAS 9.7 #, SYSADM FRAE
S B 2 M - LocalSystem Ja47THAEAT DB2 W FHARfF, X205y FIARE i i e
DL Windows 55 IEAX S, I H A8 HIVE AR S5 E %K P Y LocalSystem i J k1547,
TR TS B S [ R F AT ATLE T SYSADM 1E Ik P (9 5t BE 4, TS 4204 4%
7 H RS PR ACEUA PR 2 T LocalSystem i/, filtn, Qi iy FAE Fe 7 B4k 22 48 2R 5
ife, M GRANT (£dE FEAURR ) 15 4)% DBADM AUfR4Z T LocalSystem I /7,
WHTERE, LocalSystem K ' I AUPRIHZE SYSTEM,



RFEIEHIBR (SYSCTRL)

SYSCTRL BRI i 2 3l (9 AR GE P A R, BUAS R AR (0o S50 2 A i e S92 00 B SOl
JEPRATHES RS IR PP PR B ShfiE, X Sea VR w] LU AR R IR, (ERENDFA RLF
X B 2 o R B BT ).

FGEE AR & R AL R P SRR A K A L S

Xt sysctrl_group fit B B HdsE M4leE SYSCTRL AR, Wnfge 7 —44, 4
A V- £ A 22 4k DR DRI 2R A B i S 12 L A B B B

HAERA SYSCTRL ALFR s = AR Y i A R] ASAAT T B4 A
o BRI, s S GERRSF (DCS) H g

o WS ARG

o QR U R — A Hdle

o MER. BUEE SR — AR ]

ol A 1)

o RRE B S0 B

A4h, HA SYSCTRL AR H Al LIAT A R4 SR (SYSMAINT ) FIRS W
AR (SYSMON ) [ FH P i BR %,

HA SYSCTRL HUFRAY ™ A5 — Kol 1 4 A B sURR AR,

i 4 EA SYSCTRL AUFRAY I BIE i PR, & B Zhiz A Do $odis 22 i S =X
ACCESSCTRL. DATAACCESS. DBADM #iI SECADM #{[E. M SYSCTRL 4
rhR A T AR AR, T E A By kDL B 5 B Vs U e, B4 b i =X
e DL B DO I HALRR.,

ZSEHEFPRUE ( SYSMAINT)

SYSMAINT H5 P J2 55 — 20 ) ZR e b AR S BR 45 A o S50 P e 38 5 5 0 I L
FEHATAE P RS2 PR AR VR M DO R, X U4 VR ] DUSIA R W, HEEIDERRG
S AU P R O () B B U I

FGAE AP g S P PV, S B P A A R 10 R A T 5 45
() i e

Xf sysmaint_group JiCE SHUHEEMAIE SYSMAINT AU, WnfdEE 744,
QP f FA AR e A TR R B S T 2 Y R B A

HARA SYSMAINT U & R Y - 74 AT LUBAAT T 1 A

o AR e ]

o SN IUA I R

© PATHIRKE

© A Ik

. HJEEREN

© B db2tre dr4okiztTHLER
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HA SYSMAINT #UFR A A m] RLAAT T 31 #AE:
o AR ERPPRE

o HUHTH R IR S

o {5 R A5 (]

o YK

* {fi /] RUNSTATS = FEFIlsE H 4t {5 8.

HA SYSMAINT #FR B P A 550 E i AR, I B IBT B Rl
AR (SYSMON ) 4 i /5 B B 5.

ZG SRR (SYSMON )
SYSMON B 45 {3t A Al 1 e B8 S 51 sl EL 000 o 1 A 2 28 95 M A0 e A 1 T

SYSMON HFRE /A% sysmon_group A& S4ds ey, Rfse 714, 4
T A b G 2e et T 5B S B 2R SRR 12 4 04 B A

smMmq&@@%FTU£ﬁTﬂm7
GET DATABASE MANAGER MONITOR SWITCHES
« GET MONITOR SWITCHES
« GET SNAPSHOT
e LIST (—%4y4) :
— LIST ACTIVE DATABASES
— LIST APPLICATIONS
— LIST DATABASE PARTITION GROUPS
— LIST DCS APPLICATIONS
— LIST PACKAGES
— LIST TABLES
— LIST TABLESPACE CONTAINERS
— LIST TABLESPACES
— LIST UTILITIES
« RESET MONITOR
« UPDATE MONITOR SWITCHES

SYSMON AU BRAE FH P o] DU R %1 APL

 db2GetSnapshot - R IE

* db2GetSnapshotSize - ftiit db2GetSnapshot() 4 H Z& X B Y K /s
» db2MonitorSwitches - B/ T H Wil IT 56

o db2mirk - NAFIREEFEF

» db2ResetMonitor - & i 5t #%

SYSMON AR F - ml DA FH T 31] SQL & bRk
o LEWIYEIE4T SYSPROC.SNAP_WRITE_FILE [ 74 Pk B 32 iR 5k

SWHwCQMPWMHHﬂEéﬂ%%ﬁHﬁWﬁﬁﬁﬁ1#¢ M% SURALITPN



i ERIR
A BB AR AR AT VE JI A 1A PR B 42 PR TR B8 A Rl 2 PAOAT B Ao e i 28 TR Y
. Bli AR SR BURTR], 5 & SRV XA E B X 5 (PR ek 51) PUATH E
#RAE.

XL HR R AUR.
ACCESSCTRL
FEVFHIA 5 T RS BT A0 R ORI AR X B A (R A R AR A1)
LI ACCESSCTRL, DATAACCESS, DBADM #lI SECADM #LH{.
BINDADD
SV B AR B0 P B .

CONNECT
SR B 4 E B .

CREATETAB
SV B TE RO e BT B R

CREATE_EXTERNAL_ROUTINE
SV Rl e LR 178 1 R AR e AL A P 0 .

CREATE_NOT_FENCED_ROUTINE
RHAEEQERZE NP € XK (UDF) st f2. #i
CREATE_EXTERNAL_ROUTINE Hoh & 7iEMEe s &7
CREATE_NOT_FENCED_ROUTINE #ZBR i 1.

AR BOREEHESASHIEARZ T UDF s #2170 E 1 77 i f 2l 2 i)
He, FM, BA AERE P SR E A A1) UDF, DU 2 55 50 ™
%, RE P H M AR 2B P ) UDF,

DATAACCESS
FOVFHRA 35 U7 [ A7 0 B e e 2 i B dls.

DBADM
ARTFHAERYBBEEEHRR, FFHE, EBETHAEER
ACCESSCTRL., DATAACCESS HiIl SECADM 2 47 A o Ath B FEAR .

EXPLAIN
ARVFIIA E AW TR, mAZSRMA I Vi) X LA 1 7 Z 5| iR+
B R,

IMPLICIT_SCHEMA
AR A P e Al R (i CREATE 1548184, 48 & M AFALE
MR 4 ) . SYSIBM BUNRRABI#EME T, H H#% T PUBLIC 7M1
A2 R X 5 A AR A

LOAD A VFHIA &1 5 e A B3R,

QUIESCE_CONNECT
TV B A B0 1 AL T ek A0 1 [n] 12 5008 T2

SECADM
VA # T S8E E 2 e g B
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SQLADM
FVHIA E AR SQL 4.

WLMADM
FVFIIA & Y TAE B B, ReilE, WLMADM FURR 9404 & n) DAY
AT B A A8 B AR X e, B2 T AR A D B e R AL B AT oA 1
O B AR,

HAHA SECADM R M AARIA A fERE T+ ACCESSCTRL, DATAACCESS. DBADM
1 SECADM #UFR, P A HAWARER ] LI B A ACCESSCTRL & SECADM AR [
BAARRE T,

ZN PUBLIC B AL EE AR, HA ACCESSCTRL = SECADM AR # £ AUAR
PR R AR

ZEHEENR (SECADM)

SECADM A B A4 5 B P ) 2 e MEAS B, AR A0/ S BB A B 5 22 M A
0 HCHE PE X 52 L JEF RLGH T M0 P AR RS AL, B Ab, 2 M 0 6 T DL
TR RGO LR B AR FH P o] LU B R S

SECADM #FRAENS I H S M H A B AT e, (B Teik s nl A7 e P R rh A
¥

SECADM AR Rl Z et E i (#iF SECADM MR ) #& ¥, FHHAETH".
i fift, PUBLIC JoikH & alfH]#£3k I SECADM AR,

SECADM AR I F* REGS AT T B # A
o AR B, HERERIMNER:
- R
- BRSHMT
— AR
- 5 ETFX
o AR, RN ER:
- fifs
- BT
o BT IR RO R ORI R
o BAT AN BIRE LA THE 2 A 55
— SYSPROC.AUDIT_ARCHIVE 77 fig izt #5 F13% ek o0 Bt H AR EA7 154,
—  SYSPROC.AUDIT_LIST_LOGS Rt foifF G $ 6 i H &,
— SYSPROC.AUDIT_DELIM_EXTRACT FZfifit sl B B s a2 e sc ke, DA
Fio3#.
BeAh, 24 A B 5 n] DL T RIS X SE BIFE ) EXECUTE $RAL, [RIMRE 2T, fi
ZARMEER RS RIRX AL 5. HA L2 MEE I A R T XX 2 4] 72 1
EXECUTE fff, X T XL, RAg#Z 7 EXECUTE 4#fl WITH GRANT
OPTION ( SQLSTATE 42501) .

1 AUDIT i Afs o SR 55 55 i o 1005 R e 12 ot 2 o 2 Sk Bk



* ffiJl TRANSFER OWNERSHIP /a3 A% iriZ ifi b i S AUR IROR T4 HO X 5
BOA HAWALER AR X LE Iy fie.

RG24 P A A4 fE¥ ACCESSCTRL, DATAACCESS. DBADM #1 SECADM #Y{
PR¥Z T AT, A,

TERMAS 9.7 W, DB2 HAUKRIC SR WAl RGEE HH 01, Bodi e B DR 4 1
AT, ME IR —ER5y,  SECADM AURIRMRIIIREC Y R, FERA 9.7
Z I RATIRF, SECADM AR R $1 82 7 AR B A e AR R () S i 9F AL,
SECADM MR KA T I, MARER FAGMA. toh, MFHitRGE L B
F %, SECADM HURRAFEMEAs EXECUTE A2 T HAl A ™ (9 DI E.

HIEEEENR (DBADM)

DBADM R 2 04 B P 85 SRR, 45 e 5 0GR 4 0 0 42 B e i
SFTFREERL BLsh, HA DBADM AU B gt H R FMME A SELECT
R, ATLIPT B4 Tl DB2 (IR (BRI AN ) |

DBADM R HAEH 280 ($1H SECADM KR ) #27 aidiss, JF B3 M
L AEf . PUBLIC Joik HZE( AR DBADM AR,

XTECHEFEIA DBADM AURR AR F 7 0 1% B 2 AT T 1 e
o QIR HORRIER - % f A AR OG B R X 5

 BECH RS

o QI BRI BR S LA

o AR AR

o HUBTH & SRS

o (]

o HAR

* fE /] RUNSTATS sCIREfF IS H 4t it fs B

SQLADM AUFRAI WLMADM ARt &7 DBADM AR, WLMADM #URRIERE 42
TXF LR USAGE $§1X.

#|F DBADM #3fR>k$%T DATAACCESS #IfR

AR 5 AT DA A A R R BRI Il B R R Y B, DATAACCESS L
FEL R A0 VF R R 2 B 2 T B AT O R AR, R AT DI ] GRANT
DBADM ON DATABASE iE4]f) WITH DATAACCESS 1EI0 3 S 5icdi 122 4 B £ 42 41t
HIhfE, ME M A E WITH DATAACCCESS It F48%E WITHOUT
DATAACCCESS 30, AB48E 150 T &# T DATAACCESS (R,

Z TN DATAACCESS AR A4 28 # BIARUR, 8 7E SQL i A i/l GRANT
DBADM WITHOUT DATAACCESS,

F)F DBADM #(fR3k$#%F ACCESSCTRL #[R

2z 4k B ] DLAS o B HE S L R A RE U8 7E IR E R T A RUE AL,
ACCESSCTRL PR fu i FH P AE e e $5d e 452 7 AR R AL B R4S BEURLRR (AR
oS R DU#E ] GRANT DBADM ON DATABASE 54§ WITH ACCESSCTRL
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30 RS

PRI Ay 54 4 2 DA B (It T g, AnSRBER 48 WITH ACCCESSCTRL T K45
£ WITHOUT ACCCESSCTRL #£3i, ARABREEN T2 T ACCESSCTRL (R,

ZE T A ACCESSCTRL ARFR A4t 28 B BIAUFR, 15 7E SQL 4P il GRANT
DBADM WITHOUT ACCESSCTRL.,

#isH DBADM #LfR

WSR2 WS RO T3 DATAACCESS 3 ACCESSCTRL F(fR[ DBADM #{
M, 2B XERE, 22t ERALTE M4 DATAACCESS &
ACCESSCTRL (PR, film, 4448 5K DBADM FUREZ T M i)

GRANT DBADM ON DATABASE TO userl

HAENT, B4% DATAACCESS #l ACCESSCTRL #{fR# T userl,

)G, ZetE RGN userl #s DBADM #UFR:
REVOKE DBADM ON DATABASE FROM userl

BUFE, userl AFiHiif5 DBADM (bR, {HZ/5%4414 DATAACCESS #ll ACCESSCTRL
PR,

SR LA AOALRR, 22 A B O A B U X B A TR AT s
REVOKE ACCESSCTRL, DATAACCESS ON DATABASE FROM userl

DBADM PR 7ESLBI ZIThHRAEIZE 7l

TERMAS 9.7 W, DB2 HZACERIC SR W I R GEE HH 01, Bl e B DM 4 1
BRI, MR RIERR —#65y, t DBADM RUR{EBLIIREC BB, FERA 9.7
ZHTAAT IR, DBADM AUFR [ 3h a4 T 17w il DL TR 2ok 2 ) R ALY
ifig. AERAS 9.7 . XLEIIREH B AR DATAACCESS I ACCESSCTRL #2{i, Jr
SN T AT 35 P IR

WA, fERRA 9.7 ZHTHIKRATH, $T DBADM AR A S T 1 T 5IRR:
* BINDADD

*+ CONNECT

+ CREATETAB

* CREATE_EXTERNAL_ROUTINE

* CREATE_NOT_FENCED_ROUTINE

+ IMPLICIT_SCHEMA

* QUIESCE_CONNECT

+ LOAD

FERRAS 9.7 Z i, 4%4 DBADM AR, I A SHUEERLERUR,

FERA 9.7 i, XEARBAE R & 1E DBADM AURH. H7ERRA 9.7 H il DBADM
IR, XA R 2 22k,

B2, WRYSTEERA 9.7 ZHATH/"E41F DBADM R, HS4filsH DBADM #(
BRJG, XEERRAZELK, S Ed A ERA 9.7 HT# T# DBADM AUFREK
T X SR PR, 7ERRAS 9.7 il DBADM AURA 4 FEUN P £ R AR,



HEEHEEM R (ACCESSCTRL)

ACCESSCTRL A R4 T RIHHUE Yot 7 e 2 v 0 R R AR 7 BB Bk H S A
HEZ 5h, ACCESSCTRL ALFRBEA 1 [l 774 15 2 Hh B9 2500 Y [ A R AR

ACCESSCTRL AU FUfiE 24 M5 51 (147 SECADM AR ) 425, TTLLKFIZ AR
BT M, M8t PUBLIC Jik B 4ok K0 ACCESSCTRL AUH,
ACCESSCTRL KUWRLfH JTl 1 RE 53017 T SI4R1E:

o BT U T A AR
— EXPLAIN
— SQLADM
— WLMADM
o BT AR T BB 2R AR
— BINDADD
— CONNECT
— CREATETAB
— CREATE_EXTERNAL_ROUTINE
— CREATE_NOT_FENCED_ROUTINE
— IMPLICIT_SCHEMA
- LOAD
— QUIESCE_CONNECT
o BT HEEN T AR Z R IE R (LSRR 7 )
- 2R
- &yl
- WEFR
- BFa
- B CHI BB S )
- B
- J¥3
- M55
- x
- K=
- MK
— XSR X%
* XRGHFRMME R SELECT HFAL

BEANBR f & 722 M L 5 (SECADM) AR,

HiRILOEERR (DATAACCESS)
DATAACCESS  J2 ft Vi 5 H 08 2 o B 2008 1447 1] ) AL

DATAACCESS KULR A %2 B 51 (S SECADM BU) 52T, T LUKA% LR
P M. A, PUBLIC JEkH Bs A4 DATAACCESS (.
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AR, WA, BACEIRRMERR, B2 T IR
© XHEEAER) LOAD AR

* SELECT A (HAP 3 R4 H LMK R SELECT $540)
* INSERT #FFHU

« UPDATE ###

* DELETE 4$4¢

4k, DATAACCESS HUFRIAHEME T 51 RF AL
o XITAEREF AN EXECUTE $#L
o XA FIRE CHEIHEIRERR 2N ) 1) EXECUTE HRAL

sQL ZIEHR (SQLADM)
SQLADM AFRJ& WA AV SQL 15 4] i s I ALRR

SQLADM MR A[ iy Z & 57 (414 SECADM UM ) (A4 ACCESSCTRL #XFR
R T, ALK SQLADM RUR#ZF T, 4. fifasl PUBLIC, SQLADM fUfR
o e AT T B R 2

* PATTFI SQL i)

CREATE EVENT MONITOR

DROP EVENT MONITOR

EXPLAIN

FLUSH EVENT MONITOR

FLUSH OPTIMIZATION PROFILE CACHE
FLUSH PACKAGE CACHE

PREPARE

REORG INDEXES/TABLE

RUNSTATS

SET EVENT MONITOR STATE

7 WE DB2AUTH VEMF AR L% # & SQLADM_NO_RUNSTATS_REORG, HB-AKHAT
SQLADM AUFR i) I P 4 Fo kSR AT E AL 5 runstats #24F,

o PATTHITAR A s SQL i A Y HE L7 /)

ALTER SERVICE CLASS &) %1 F4):

- COLLECT AGGREGATE ACTIVITY DATA

- COLLECT AGGREGATE REQUEST DATA

- COLLECT REQUEST METRICS

ALTER THRESHOLD &4 DL +4)

- WHEN EXCEEDED COLLECT ACTIVITY DATA

ALTER WORK ACTION SET /4] ) SR R0 TAEBRAE R T 4114
- ALTER WORK ACTION ... COLLECT ACTIVITY DATA
- ALTER WORK ACTION ... COLLECT AGGREGATE ACTIVITY DATA



- ALTER WORK ACTION ... WHEN EXCEEDED COLLECT ACTIVITY DATA
— ALTER WORKLOAD i ’jE’JFﬁJ%@
- COLLECT ACTIVITY METRICS
- COLLECT AGGREGATE ACTIVITY DATA
- COLLECT LOCK TIMEOUT DATA
- COLLECT LOCK WAIT DATA
COLLECT UNIT OF WORK DATA
o XFRGHERFMUER) SELECT FFAL
« XRGE XA DB2 #ifE (HiTHIFEERSM) B EXECUTE F#4L

SQLADM AR A & FE X 172 5 2 51 (DBADM) AR A,
EXPLAIN fUfRH#E7E SQLADM LR,

TIERBEENRE (WLMADM)

WLMADM AR R IR G B0 128 (1 TAR o R B ma AR, AR AR B
Y RIS A 2B T e o 5% LA B A3 MR o L A U T AL

WLMADM #UBR AT iy 2 Ve 5 (#1F SECADM #UFR ) s 24 ACCESSCTRL #Y
BREG T, aTRLK WLMADM AR T, 4l fifiel PUBLIC. WLMADM X
B FH 7 BB AT T A1 e

o AR, B, ERAUMER T A TAE A B X
- HIEI#R
- Mgk
- BE
- TAEHRAEAE
- TAEER%E
- TAEfZE
o BT ARG TAE AR
o AT R X TAE A AR,

WLMADM AR 5 76 558l 72 8 P G1AL . DBADM Hi,

R EIERPR ( EXPLAIN)
EXPLAIN B 2 75 157 3K A4 R O P S50 10 7 e 1 195 10350 B 2 40 7 2 o e AP
S R 0,5 7 500 A B LR R, A A I A 2 v 1 5 1 A A

EXPLAIN PR ATH1 22 E M 51 (#14 SECADM (FR ) 5 HA ACCESSCTRL #(fR
MM 8T, WL EXPLAIN BUREZT M. 4, Ml PUBLIC, ZACRR(E fRE
PATTF SQL EA:

+ EXPLAIN

* PREPARE

« DESCRIBE (% SELECT i&/%)ak XQuery &4t )

EXPLAIN AUFRIE S M3 40 S Bt Bl ) EXECUTE 454U,

% 1 & DB2 Z4tkim 33



Y

34 HudRE R A v

EXPLAIN fUFRHE7E SQLADM AFR A,

LOAD #fR

FERR IO A LOAD AR LB EA INSERT #EALH) Il LA LOAD iy %
R CIE YN

iT: HAT DATAACCESS R LOAD fir % HA 5E Ui AL

URR ST A2 ASRAE R ARSI AR M350, A0 ATEBR S B LOAD AR
A Xt #HA INSERT 4EKLH I F ol IPAAT LOAD RESTART i LOAD TERMINATE #:1E,

TERE RS B A LOAD AUFRIAII X 32 54 INSERT #1 DELETE 4#AUH FH P ml RLA#
J| LOAD REPLACE 4.

AR SEHT I A B R AR R, IS 238 0%% T P #2 7 DELETE $§#0, %M A
AESFT LOAD RESTART &{ LOAD TERMINATE #:1E.

TNALHE S R VR ARAE R — 5600, IR AN i RAEA INSERT FFAL,

HAMWABR M H o] DI QUIESCE TABLESPACES FOR TABLE, RUNSTATS I LIST
TABLESPACES i 4,

fazX1EL4FR (IMPLICIT_SCHEMA ) ;¥==E1N

LI E e, BRAE(E CREATE DATABASE %45 T RESTRICTIVE BEI, N
PUBLIC £:4## T IMPLICIT_SCHEMA i ZEAfR.

fi B IMPLICIT_SCHEMA AR, FHJ=al DLt B Xt 5 948 5 i RAFAE AR 445k 81
FRA. SYSIBM OB AT A&, H BT PUBLIC FEdtii Gl
E KL

AR R B T R A A 2N, B AN Y N PUBLIC # 44

IMPLICIT_SCHEMA $(#i FEAC R, — BLRCES TIZAUR, ot HA =P de i = 4 00 75

b

o ATAT P ERTT DIAE— 4> CREATE SCHEMA 15 /) |- ffi FAbAI T C BIF2AY 4% S ) gt — 1
B,

« (BT EAT DBADM AUBR (4 JH P& mT DL Xl ) A ol i R AAFAE X, JF BT DAk
PR TG E 7 — A PR R i 2

« {Efi 24 DBADM UM HF#AA IMPLICIT_SCHEMA 4 FEAUR, DI AdA]
O 2 A A5cdie e G mT DA B X B e AL B AR AR, SYSIBM A B A A
HAE R ITAE, M H PUBLIC H A 1R MR B H X 4 B AL,

BRARIN454: SETSESSIONUSER

B RUbR 1R 55 AR 5 X 2 ACAR IR BUAT I R AE. B ET, HOB — X EE R R
SETSESSIONUSER $##%.

AL SETSESSIONUSER 4% T S AuEHIAT 4045 5y BN E T T 1%
RERUIGEUERIL 5 (U1 B 7 SQL ¥/ SET SESSION AUTHORIZATION 5
LY. SETSESSIONUSER Fil HAgH #if5 SECADM AR AY A 2 7.



i TER R 8 MBHRFETHBIA 9.1 s RIS, X IZEHE A .l DBADM
FURR B AbR IR 4% T %1 PUBLIC ) SETSESSIONUSER H#AL, X455 11 46T
HA DBADM IR AYH AR I I R PP J0 1 K 2 1 B AR IR B E AT T B AR,
LEANFHAA SYSADM AUFRAH i R % T DBADM AR, A2 kAL
TR OL.

AT
B R T3 SRS A,

XA RTER 3 A,

927 CONTROL X
J¥51 T (RZE )
I
|
ALTER
USE
|
USAGE
CONTROL CONTROL
CHEFRD — CRLED
| |
N
ALTER
DELETE DELETE
INDEX INSERT
INSERT SELECT
REFERENCES SR UPDATE
SELECT e
UPDATE
CONTROL BT+
CREPA)
| |
FEFICNLPTF C()(“%()L ALTERIN
21080 CREATEIN
| DROPIN
ALTER
[Cur N DELETE
R J5E) TNDEX .
INSERT - UIR%54%>
REFERENCES
[ SELECT |
UPDATE
EXECUTE PASSTHRU

[ 3. X RIF

B AGH Be BIR — A~ Kt e v iR A AT I B AE. DB R B TR A T
4. fifas PUBLIC:

* CREATEIN fuif i et i g 4.

* ALTERIN S P AERe il B 4.

* DROPIN SRV I 745 2 il 5 o 2.

BB H BA A X SR AL,  F AR X SR A T HAt P i g, e R
FRAMXT R X, RE, Kol BRA. BdRi, W% ik, SR
2.
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R (AL
BRI BB e R A A A, AT K23 1) USE R 7P, XA
VE PP R ] T R

e RS mE, HraHEE PZESER USE $7# (4F WITH GRANT
OPTION ) . 4), #14 SECADM 1 ACCESSCTRL R [ FH P 6e 45 T % 3223 [a] 1
USE F##L,

WA SYSADM =i SYSCTRL AP i )™ REAS fff FiI AL An e ],

TEBRENBLT, BIEREURIE, 4043 % 25 USERSPACEI 1 USE FHi# T PUB-
LIC (AT IR )

USE # AU RFERL 4 SYSCATSPACE 5 AT4a] & 4l it 35 23 [A] i F.

R AN E AL
TR 5 B B 210 — B 128 mp A 22 sOOR P BT ST B R A

FH P b 2500 K i 2 A7 CONNECT AUBR, A n] i F R ST el — AR AL:

* CONTROL ;] P #& A%t Rl AL B i A A 5 AL, Bl IHBR B DA Be 5 7 MR & > R e
Uy EhiE, L EA ACCESSCTRL & SECADM UfR, AfiE#%F CONTROL, —
ANRMBIEE A shiIR ) CONTROL FRAL, X400 & i A i & 0 9 e SR 5] A
WA ., MEIREFREEA CONTROL FAUmt, %A% 4 83l CON-
TROL F§AY.

* ALTER RLVFHIFPBEER, flin, RREmMyImE -2, B ALTER R BUH P ik
AL COMMENT ON — 3, S(E RN 5. ARG RMITHERFEL, &
%@ ALTER TABLE #1 COMMENT i&4],

* DELETE fuiF i AR 00 B o R 4T

+ INDEX AP XFRAE —ART. KEI0IEHEEH I HARTH CONTROL FFL.

* INSERT VFHI P #4740 AR SALE DL Kizfr IMPORT 52 FIFEFF.

* REFERENCES P A FIMEE — oM, IR iz e RmP ek, Hrar
AE HOOHRF A 1Y 514 A AR AL

* SELECT if P RFESME 4T, X RAEME L JistT EXPORT S8 HFE P,

* UPDATE A M ESRSMEH R FEE, SRSE P — DS R e S &
H. HP HREXHR & B 590 A R AL,

i X PR A T H Al T RO RF AL AT AE. GRANT i 4 L {# il WITH GRANT OPTION
KT,

D OUET AP EAN KA FRE CONTROL Fetlht, Kl il WITH GRANT
OPTION H sh#% T X1Z%3R 0 A AR, R4 M EA s 17 %1% 31 CON-
TROL FAL, %P EAN SR B B ahd 7RI AR, 46 ] CONTROL F# AL
THFTA R, AR ARE A MR, 0572 REVOKE i) E4E ALL KHE,
il

REVOKE ALL
ON EMPLOYEE FROM USER HERON

L SRR, FRIALE Y R SUA R 3 Y 5L



E AN RIZREG WA R — R TR I, T 2R R 2 IR A Y
—HFE, PR T IO R AR T T [ BT R (R, IR — A4
TREFAT RO, I R E X T R IR AE.

TE—NRZRG M, RZ PR/ TR REFZRG SELECT, UPDATE Hl DELETE
KRR B E I AR R AL G 38 (&) WA T, X7 RFRh i &
ek, wian, Bkl T 42Kk Employee_t ) Employee 3%, BEHAIAN
Manager_t [} F3K Manager, ZHUE —FRFZRAVER G, X Z5H IR Employee_t 5
Manager_t Z[AJfJRRY/ AR R, FIX W AFER Employee 5 Manager 2 [A][1)3/F
RILFKIER, BTXMEER, SQL Arifi:

SELECT * FROM Employee

Kl [m] R B AN BAY X R AR IRAM Employee_t JETE, eI, FEHT#RAE:
UPDATE Employee SET Salary = Salary + 1000

By iy 22 FEORIAE SR 6303 — e,

X} Employee HA5 SELECT $¢AL H P il LLEATiX A~ SELECT #:4E, BIfiflifi 1% Man-
ager WA I SELECT #5#l. HZE, ¥ARFXEM - HiEX Manager FRAT
SELECT #:/E, HH, XM KAEETIM Manager AT AE4kA& 1,

K, X} Employee B4 UPDATE HEAUHTH PR REWE X Manager $147 UPDATE #
1B, TS E AR A 3, B 3% H P X Manager 324N H A 23U UPDATE #F
AR, BEAARVFXE M EHA Manager TR 417 UPDATE #:4E, [, XM
JUK RHEH B Manager AT T AT AR 4k K 471,

2 Fr B4
PP AL — VBRI 4, L S O BB DL A T L TR 0 B AT 0
VTR BT 7 10 5 . P 6 R LA 1P B e PR 0B .

06 E5 i e S CONNECT AR, A Rl IR ZIAE AT R AL

* CONTROL % P2 (BB 40, MERSHATREF R ThaE, DL AR SR A% 7
R hRE. FEF A RAIEE B SRR, B 5 CONTROL R A I P 9 4%
T BIND #l EXECUTE $#4%, i&0] DU ] GRANT 15 A X S 4% T HoA FH .
(anfffil WITH GRANT OPTION 2 7Hifl, JB4#%k BIND m EXECUTE 4§
B AT DR JARR A T HAB P, ) B8 T CONTROL $#A, HIF w2 H
# ACCESSCTRL 1, SECADM #{R,

o XARF AN BIND FeAU A H P S8 45 sl g8 AR P B DL B i B AR R R T 6 44
HIE g3 1A P A

* EXECUTE Af P PdT8us 7127 6.

T AR RRAGE T R R P A A A E B PTA VERSION.,

BRixX LR P AU RFALSL, BINDADD $udls A BRI feir F - R e Fy (sl B0 90 7 Bl
o R B A R L

R RS0 X 5 E XA B0 SRR Bl PR #E . 54h, REF R 620
X B U B R TR X G AT T 2 R A A R 2 51

5 1 % DB2 Zatkgm 37



38 dE kA

WETRFRH R PR RE T E A AR, oS DB2 RIERILEET, DB2 %l
JEfE I Sh A, FAERR TR 7 B B AU IR Ut M RO, A Al A i 20
BT IR P,

EEIEE2

R 5|WET LA A A S EZ R 5119 CONTROL Fifl. 5[ CONTROL $§iX
TP EMER LRSI RE. ER T ERIIE CONTROL 45, M/ ol 8AA
ACCESSCTRL 1§, SECADM #{R,

O INDEX RS VF PRI R B R 5.
WEFRZL INDEX AL SLVF I XHZIR AR A1 R 5 HL.

FF 54543

FPAI Q& B s P41 USAGE F1 ALTER AL, 2 HFSIf) NEXT
VALUE fll PREVIOUS VALUE #%ik:, T%HA USAGE $§fL,

B ARV HA FH P ] NEXT VALUE il PREVIOUS VALUE #iAs, 04 9L
¥ PUBLIC, Xt mvr A M-8 EA TS & 75 R,

FPHI Ef) ALTER RERCIEVF P ST 74 4058 J5 30 41 sSOE Sk >k e S 0 2 80T
5. FPANRIEIEE W] U T AR T ALTER $5AL, I HAPRME A WITH GRANT
OPTION, B3 2 Jil J i) DI UCKE iX SRR T HoAth 1P,

FIFE4FIL

EXECUTE HAUH Bt i A AN e (angdis Zerh i ki B, AR e ) BUTROERAE.

—HHA EXECUTE $##, H P utnl DIVEHAGIRE, IR TIZERF (OO T R %0)
() R B L R AE4E {7 DDL 3E4] (i1 CREATE VIEW Hl CREATE TRIGGER ) H1 5|
T2,

EHNEEAE I RE. BB i I Bl EXECUTE WITH GRANT HRAC, 5@
iI WITH GRANT OPTION ¥ EXECUTE $#U T 71—, IB23% M P ar RAKIK
¥ EXECUTE $t4% T HARH .

JT{Ef# R USAGE 451%

BLRES 6 P — T/EfZk, #4 ACCESSCTRL., SECADM 1 WLMADM #UFR [ Fl
A PU# ] GRANT USAGE ON WORKLOAD &)k J P, el f ez 7 X1% T4E
125 ) USAGE $5##¢,

X DB2 Bl RS A AL FC Y TAR G, Bl a2l H P R B 1% TAE gk
HA USAGE F#fl, R X% TAE B USAGE F#fl, HF4 DB2 i
JERGAHAEA PP R R T — AL B TAE R, ailil, =i u AR
# USAGE A TAE TU3H Bl A VR AT AE — FER IS 1,

USAGE FifUfF B Hsrp, W LIdEd SYSCAT.WORKLOADAUTH R [E R It
FEALAS L

Al PUf#i i REVOKE USAGE ON WORKLOAD &%)k #45 USAGE $#4%.

H75 ACCESSCTRL, DATAACCESS, DBADM, SECADM & WLMADM #([ i F f
et At B A BT TAE ) USAGE $$4L.



SYSDEFAULTUSERWORKLOAD T{Efi##1 USAGE 45

MR AR RESTRICT eI AY1E &L T AN 54 2, B 4B Ko % i) 5k 206 X 1
SYSDEFAULTUSERWORKLOAD (1 USAGE H##U%F PUBLIC, &0, Uk EA
ACCESSCTRL, WLMADM & SECADM #{FRAY " B 4% F USAGE $H##L.

TSR F T TAEZL (335 SYSDEFAULTUSERWORKLOAD ) #%7% USAGE
FRL, B2t 2R SQL 4%,

SYSDEFAULTADMWORKLOAD T{Efi##1 USAGE 45

RAEEF KT SYSDEFAULTADMWORKLOAD fi) USAGE $ iU RZ FAEMM . R
% H T SET WORKLOAD TO SYSDEFAULTADMWORKLOAD 43 H H &G MARIN AR
ACCESSCTRL, DATAACCESS, DBADM, WLMADM & SECADM #URR /Y FH F fif
I TAE 2k,

GRANT USAGE ON WORKLOAD #fil REVOKE USAGE ON WORKLOAD i&/)%}
SYSDEFAULTADMWORKLOAD 3% £ 1] 1

AE LT ARRIERAURIR
BRI A P E A AR AU, G0, 2 B SRR UL T 0 B R
7,

FERESE £ T SO R ACPR IR, K R 3 AR IR 5T DU IR B3, s fr
IR,

IRRARAR L T35 A
EX

RERAHRID
T PATAEAT 90 05 AU & B AAR IR, BN, 7E7E AL B I K & CON-
NECT A, FEZEHACHE e B, =445 & DB2 fiv 45 BRI 4L
PRiR, EARiRER DB2 Bl E RGN AME R P AR, REEAGRIR R A&
HEM M. #H] SYSTEM_USER % &4 k& F R AURR I 41 A,
ANREE MU R FAR IR,

STERAGRID
FAFATAT 2 B UG 25 (B AURR IR, 2 17 352 RS A e 1 2 A0 B 0 6] 401 T 58 W B
KA J5 AT, S BRI ERE BRI E.
SESSION_USER & F2F f7- 4 K& B S E AR IR 4 (. USER & M (7%
J& SESSION_USER % 2778409 [F i, AL il SET SESSION AUTHO-
RIZATION iE4) 5 o 215 B AR R,

EFEEMRA
AT R0 2800 M APRIN, M BIND 741 OWNER authorization id
VEIOU (8 P AR B AR IR, A2 7 S B AR I I FR A FE 7 456 8 F Fp o f )7
BITAE.

BT B BARID
YIRTE ARG H SR EAC A SQL FIFRRFT A & M B AR,

BIFEE AR R AR
P SQL AR 1915 A i1 AR IR,
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B ARARR
SEE SQL A SCERAYEANRIN, 138 A) H AR AR ZER IS 24 i T
SEXTG AR, EMRE SQL ¥ R 2H WA R Y PR A2 AR R A 3R IR (i :
* Wi SQL

i R P AR,
« & SQL (FEARHIRE EF3CH)

NN TERE LT A AR

ATXRHIEFEHR) DYNAMICRULES IEINAYE | {3 ARIERARIR
RUN SIERARIA
BIND P2 FF AR IR
DEFINERUN 71 INVOKERUN SIEBEARIA
DEFINEBIND £ INVOKEBIND PP AR IR

© I SQL (FERIFE L TF3CH)
TR T RS LT AR AURR:

AFE£HEFER DYNAMICRULES SEINRIE | {E AMBRERIR
DEFINERUN 71 DEFINEBIND BRI A & AARIN
INVOKERUN F1 INVOKEBIND IR TR FE B AR IR

ffi F§ CURRENT_USER % %7 {7 45 KA B 1B A AR IR A 4 AT, NREE W
OB AR, DB2 $dl i R GH H SO bR iR AR B R4S SQL 1B AT
PE S,

Bl B B 2 T R BR & 45 AL
QUSRI 2 VO P P2 T 160 OO 9 LR 0 1 5 A BL.

eI AR AR L5 B B RS H R LA, B17R T 82 7 AR AR AL
1. SYSCAT.DBAUTH
o BURECIEE LT TR
~ ACCESSCTRL
DATAACCESS
~ DBADM
SECADM
o TEARRRE B e, FRER4 PUBLIC #i4Z T T HIALKR:
~ CREATETAB
~ BINDADD
~ CONNECT
— IMPLICIT_SCHEMA
2. SYSCAT.TABAUTH

TEAERR E Bl e, Frikdl PUBLIC B4 T F AL

Wl e 2 VAR



o XPFFA SYSCAT #i1 SYSIBM % SELECT 45
o XPFiA SYSSTAT #f) SELECT Al UPDATE 4§
o XKz SYSIBMADM H FHI#LE ) SELECT F#AL:
— ALL_*
— USER_*
— ROLE_*
— SESSION_*
— DICTIONARY
— TAB
3. SYSCAT.ROUTINEAUTH

eI B SR e, k4] PUBLIC #i4% 7 FAIFFAL:
o X SQLY H A A2 EXECUTE with GRANT $§4%
« XA SYSFUN w A s8Rt #2/) EXECUTE with GRANT FfAL
o X SYSPROC T A e ECFIE#E (v HIFERRS1 ) 7Y EXECUTE with GRANT
Fr L
* X SYSIBM Hfilr A R K% EXECUTE 474
o X SYSIBM H i HA i #EfY) EXECUTE $§AL
o XX SYSIBMADM th FAi#iHef) EXECUTE $#4L:
— DBMS_JOB
— DBMS_LOB
— DBMS_OUTPUT
— DBMS_SQL
— DBMS_UTILITY
4. SYSCAT.PACKAGEAUTH
o B PEANEE W TR SR AL
— X%} NULLID #HaI#E i fir A 1) CONTROL F§AL
— X NULLID #izCH I T A fuff) BIND with GRANT 454X
— X} NULLID #iz(Hhalangfirf 1) EXECUTE with GRANT 454X
o FEARRREBAE T, Frik4] PUBLIC #i#%2 T T HIHFAL:
— % NULLID #XH I prA i) BIND FiAL
— X NULLID #:rh Al A @1 EXECUTE F#iL
5. SYSCAT.SCHEMAAUTH

PEARPR E SR e, FEpk4]l PUBLIC #8527 FAEFRL
o X SQLJ ) CREATEIN #5#4Y
o Xf#i NULLID ffj CREATEIN 454U

6. SYSCAT.TBSPACEAUTH

TEAERR @ B8 2, 45pk4 PUBLIC ##% T X%} %5 USERSPACEL! f] USE $FAL.
7. SYSCAT.WORKLOADAUTH
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AR EBAE T, Frk4l PUBLIC ##% 7% SYSDEFAULTUSERWORKLOAD ff]
USAGE $##U,

YRR E Hodis e 2 A8 AT RESTRICTIVE 3ETif) CREATE DATABASE iy 41l £ (1 %
B,

2T AR SH A

42 R A S

4R

BLRZ TR K SRR X R R, 1% % B ACCESSCTRL #(FR, SECADM
PR3, CONTROL #¥#0; w3, AZiHHA%FF WITH GRANT OPTION, [t4h, HA
SYSADM & SYSCTRL IR H Al AR TR MR, R RER T4 BUA X AR

RFIES

20K CONTROL HERUE T HAM A, 704 ACCESSCTRL 5 SECADM AU[R. %
F#F ACCESSCTRL, DATAACCESS, DBADM i SECADM #([f, #/iH4 SECADM

PUBR.

GRANT (5] VAU 8 TRAL. T UE =SB Ao — MR U 7 — Al
4, 8% F PUBLIC, XFIZHFECATHEETA 6 /. FEEEA AT LU 3 A,
w24,

TEAAAE B A MR AR P AN E8E RS b, W4T & B R 7 1 i &%
T4, GRANT Fll REVOKE if/a)#k 32 F£f 85 USER, GROUP Al ROLE, A fH
A el veng st 7, 28R EEHB SR ERIERGR T2t TE, iR
TR PR B AR AEAE R 4% B2 R i R RhR i, SR 1
MEBLEMmERNGEGSI BT, d8iMe, BasrEER, DUF s G#
EMPLOYEE #11 SELECT #4U#%F fif/* HERON:
GRANT SELECT
ON EMPLOYEE TO USER HERON
DI R R %1% EMPLOYEE %[ SELECT #5i(#% %41 HERON:
GRANT SELECT
ON EMPLOYEE TO GROUP HERON
SO, B DU B SRR IE A, RTFFREEIC A DL LA E R BB IC AR
T AR R SO RO X B R AL, BT X S IE AR 2 —, A T A IR
1 FEESIFOH, RIS B 2R3 & B X 20 sk se, flan, LB s
.
2. PFZ S,

VST e rb B BT A BUA Bl X S = R FE N A B s o,
3. AEEP ST AR EAR OGRS SRR PR

FARLHI A B IEAS 2 T T,

HISHEFI
REVOKE, 4] 72 V4 U F B 6 CU 42 T HA L 0460,



RFHES

SRR O B R B B REAL, 2N I R B ACCESSCTRL #Xfl, SECADM A
5, CONTROL $##l. R=[EFFHGERT LI AA SYSADM I SYSCTRL AR i) 4k
£, R, FPAfH WITH GRANT OPTION % MFE AU A B DIAS %A, 4
A —1MP B CONTROL H##l, wZiHA ACCESSCTRL 5 SECADM #UFR. Efi
44 ACCESSCTRL. DATAACCESS., DBADM & SECADM (R, W iiEA SECADM
PR, FA AR EH A SYSADM 8 SYSCTRL AUFEAY FH P #ids. S AER4ES 0 B
B XL FEAL,

i£: ~HA ACCESSCTRL #lFE. SECADM #{FRE{ CONTROL $:A% i) il /A RE 4
i1 i WITH GRANT OPTION 2 7 HHRFAL. 74b, BBV RRA B 2 TR ALY
TR AR 2 B U R AL

WRHEs AP (%5 DBADM R ) MR FrIE (SED) F, IBAK RSN
eV b SR HABL B RS Re AL, 2 O R R ATl E DBADM AURRAR%], I
N i Y T

WRE N TBRME R, A, 0225 R R B 220 48 2
GROUP, USER # ROLE X4 DI T M H" HERON #i45% EMPLOYEE %
i) SELECT %#54%:

REVOKE SELECT
ON EMPLOYEE FROM USER HERON

IR R MBI NZ HERON #i45% EMPLOYEE %[ SELECT 4#4%:

REVOKE SELECT
ON EMPLOYEE FROM GROUP HERON

TEB M — AL OB R BOF A RE MAZ AL B A Bl 0t OB 2 AL TR A B A PR 2
HIEET MR, IRALAREREE, B2 E SR 2RO LE.

UM — A TP OB 7 R AEAL, IR 2 AR X1 ™ 3 AT T A0 I AR AR, K B
TEREHR R, B, R RGER X TRIRREAL. IR IZ AR B — R
N — PP EER TR, AR A S AR

UM — A T OB 7 R AL, B2 R X% ™ B A AT A R AR, X R
TOERIER R, B2, R RER X TRIBLREAL. AR AZARIE B — R
R — AP EER T, AR AR

AT RE BB O, AL — PR AR T — A, R SO R — A
JRSREZRAL (O PR BT IZ IR T A 2 5 BI85 TH B SQLOSS6N:

o BATDUNA A ER ZIZ00R; 808 B A B U R AL, R R T 4L

o ATRUNA A RUERAL, SRR R T (AR |

A PR — R ) CONTROL HRUIN, I 75 SR BB 08 45 A
FEFHLAB). %52 T CONTROL AFAUH, JiIJ*tsnf#2icf il WITH GRANT OPTION
PO T A HARFAL. — HHi(45 T CONTROL, fB-4f# ] WITH GRANT OPTION £
Pero A HA R A R, — HE BRIy L,

HUDR T AR B R AR T A R P AR IE e R, (R AR — N EA A iE AR 9
HFAEEN], AT LIERAR, WARHE SO R AU T R PR E &, ]
DA R s A7 sy AR e il — O B A 0. PR PUBLIC {4
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A4 R A S

THAL, AB20 B HAEMRYE PUBLIC FAUS5E I P 48 AR P i Jesk. s AT
P4 T DBADM MR, A M P4 iraferaamis, 555 %L
FEFAH R BB L RE P4, I B AR I0 R e s M AR 5 ks 51 ik 22 4 1 IR 3 7 9 o L
P, WRE B E =R, B4k AH 1R (SQLCODE -727) , FEMER T, 2b
Z50 R HLAE A AR (9 P QO B B e AR 4

o HUBTRE R R A ALR
o XPREFF R A R A 1 S AR

o7 24 FE ARG AR AU B 0 ik SRR P .

NSRS — SR AUE AR 3 SQL eR%L, I AR TIXER AU I — A s £
AR, B 2ARESE F1Z A & 5l SQL BR %L

1B B AR 3T &R R E IR AR

R P LA S AT T R RO X B (RS F ) M. M H
£ DBADM USRI P QIR AT, 282 TR 2600, 4 MIBR — g,
% T AL

RFIES

DA SR E, FR. R Fan, P SEBINREXZ 4 E CONTROL ff
B SRR, HATER B e P I B a2, EIFlE# A A CON-
TROL FEAht, A Ba{$Z 7 & CONTROL FFAL.

21 i AR SR — U, K] WITH GRANT OPTION % Ttk %
ALTERIN, CREATEIN fiI DROPIN #ifl, Rt A% F PUBLIC
CREATEIN,

BIIEFERETEN
BIND #I PRECOMPILE fiv 4@ ol i ol v AR P8, TEH A ATA — a4+, ffi ] OWNER
TEIRK iy 44 T A iR P I T

RFIAES

i A4 R PP L Y T A T
s B A E OO AE, WRARIEE OWNER BEIH, R 25X EHREH(H.
« H7% DBADM KRR AP ARiRal 8 ] OWNER BEIREAT A 2 SR iR iy 45 T A &

FFAERT A AT DB2 Kl e = i J0 2 e P W A BRVE RGEAR S HF OWNER GETT,

2 Fr 8 P RIBR AR

A B P b R 1 Vi 0 T DA R PR R, LT B 5 58 R AR 2 A
VSR, RRIT 6L O SR I PR 2 R A G AT R R AR 1, b B AR
T WE L

BEPHERFAR AL PUBLIC it (X846 E T A PUBLIC) HYFFALH
TAESBERZS SQL Al XQuery AN A EAUR, W 4 PRI L FAN MG
AHFAEEEHEHES SQL Fl XQuery 15 AJIH A AR,



BrAEgPE 7 [ 42 T VALIDATE RUN, MIHAGRERAIRR, Ha T i
JHZR R DL AT — 5
© DHEETIITRF TS SQL Bl XQuery 1R TG Y BT A AL,
o Ballid T — T 2 IR A 51 A AR I T AL
— PUBLIC
- &7 PUBLIC [fits
- RTHPHME

IR AT BIND I45%E T VALIDATE RUN, H84FAEILFEF A ET#A SQL 1
XQuery &) 1T B ALK MR 580 BIND K0, (HATEBT ST HIGIFXE SQL
oY, XQuery 1BH], YA A DISR R T P BA AN AR (BIND 5 BINDADD 474X )
ke AN, PUBLIC, 41, F@FIH Rl 4 5hE 2 3.

BF AT & A SQL Ml XQuery 54 LL L34 SQL A XQuery 4], AR ALE
mSEIREF A, P AR ENZRFUAA EXECUTE F#i. AR5, T iZEFE
RS, SR AT DU R P A0 & AR, B B (BT it
HTEIBR A

RBF A s SQL 5 XQuery 154], ARATEM4n I g0 ERE T BT, Fragfe
T4 DYNAMICRULES #8/EMH. ARXE ZFEL, HSHELAE LNEEMMN
DYNAMICRULES #5333,

XL & BEFRAIAE Fr € RO a1
A 6 SRR S PRI, R P L e % AR 6 P A A L 2

LR R 0 E O SR AR 7 AL, R G A S el i A R PRAL R
WE AR | B 2 AIAL P BT A A DA EAS: & el R UG A, (E, OO PP 0 Y AT 3 e A i
B IR A DA E R BR A 2

i, BERFEAEER SQC XM E LA SQL B XQuery iy, — &I
SIATAMSE. 75— Fsh&EA5IH TR, HI0E R F i, HEruaEsE
Y B2 AR PR B8 Uk X A 3t R AR AR AR AL, EAS X e B PR A bl TN S AT A
B 5 — R RATIORR e R, Rt 1% P A EXECUTE #:1, HRAZH AR
WO T X 5 LR A B B AR AT AT B A R A, (B, X S IR ARG A,
DT MO PP B0 14 P A 200 8l Y ) DA A R ARG 2

% .SQC XML& 3hA SQL Ml XQuery iEHILL MR SWARHIR & 51, XA Hx
ZMWEFRE DB2 Kl FE B AU A SR, A2 P b 0 el A ) A 30 B AR AT A
R CGRAE) FRARGE, ©EEERIRXT R ARG E (R M 20068 i
FE A B MR ARAR IR A 0 R 9 Rl AL B DOIE A AR AR A ) . EXRREOL T, P
WY P ELAEA EXECUTE F5AL,

P AT & BB BChR PR A A 1 B Rl DR IR AT AR AR 2, ) i ) T gk
GRS

£ AREFERA SQL Al XQuery ERI A EWEHR, TH AN X E AR I AR T B4 T
DYNAMICRULES T3 (% & & BIND) .
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46 udrE ke v

WETRFRH R PR RE T E A AR, oS DB2 RIERILEET, DB2 %l
JEGE SIS SQL. FEXRUR IS ATRE P G A AR IR AL Z0TA T AR, A AT AE 1% R U
BhAAT IR 7 .

f& A E = I X B R AT/ )
PLPEIHL A2 T — 7 ks Bl 2 0V 1 sl FE Xt e AL

o7 PR s AT Ao 3R B U5 [ AT T 47 2 )

o RIERAIEES.

X BR R IR] — S B R E S 7 A R P, AU AT LB — AL Ok
IR il X 4B 81 4 7 B AT T AR L AT 1],

« RUIMFENFATH -1,

AR — R E LT 2 WHERE 14, SAUH )™ Al DL il — A
Vil #47,

o HUi ) Rl P IR P AT SO B — 4R ISR E W AR U e g U, IR 4]
ARV S FHVERRAY A DB2 Kt AEAIA], X LEALIAT Al A — A~ sl 2Nl 5 | VAR,
xR A] DA — DR A 2 A B AR ARSI, DRI R A — A
PV ] 22 A Bl U i R, X e IR AR O 2 (o B PRIAL, 240K — oA RIS P 4%
URE R I B A — R, 285 R A S DR B AR R X 4 B R AR
I, XA T L5 AR AL

TR, R es e E SRS AR, LR SR FR#LL A DATAACCESS

PR CONTROL 5( SELECT HF4%, )il ab /i g 6 1 b L AR P 8 i A 2 )

X, B, AP AE ARG IAES DBADM MURE; CREATEIN Fifl, =i, 2t
BCH AR RS, P 0 %l 2 A IMPLICIT_SCHEMA AR,

AR B S VR IR, AN E XL R R ARG R B X 5 CGRAALE) &
FABALRR; (2, AR P U7 [ AR R, 2500 BRSO R X 5 A SELECT AL
R = 45 A A B 202 51

UnSR P AERE PRAL X R R CGRALIED) BoA GG rIAR, wl AT T 51 AF:
Lo DURP R ) o Rt I3 o IR LE 51 D i, B — >Rt P &

2. BT X IALER SELECT F#fl

3. A 5] A BB AR

SR AL R G RVETIRARAY SELECT 3 /h) k5 [a] AR LE 471

PATR 75 S S it 7 e fek P4 PEL oA FR A 1] 5 JRL B9 — 1 BE VR0 A 7= 1.

PR AR, P2 Al RETT 215 STAFF R #I(EE. filin

o NHHERTHERE AR B AR,

% T41 PERSONNL X} STAFF #[) SELECT #ll UPDATE ###(, "JLIRZ S
Hb 6 B IR
GRANT SELECT,UPDATE ON TABLE STAFF TO GROUP PERSONNL
o ATIEBI T 2 B B AT F AT THR D1 TR B



] DUl Sy AR 2 FER AL R AR B ER. i, ATRURER TSN 51 H
22 A AT A
CREATE VIEW EMPO51 AS
SELECT NAME,SALARY,JOB FROM STAFF

WHERE DEPT=51
GRANT SELECT ON TABLE EMPO51 TO JANE

HEBNS JANE ¥ 1441) STAFF % —FE£ 1 EMPO51T M. 4350
STAFF %) EMP051 fMEN, WA ASEZWTEA:

AR I& ERfL
Fraye 45150.0 Mgr

Williams 37156.5 Sales
Smith 35654.5 Sales
Lundquist 26369.8 Clerk
Wheeler 22460.0 Clerk

o A MR AR S R B HAMEL G, nTLIMRYE STAFF &1 NAME %11 ORG [
LOCATION %It g — /i, Jflid 43R4 H 1 DEPT il DEPTNUMB 3[4 ix
PRI, R R I Bk

CREATE VIEW EMPLOCS AS
SELECT NAME, LOCATION FROM STAFF, ORG

WHERE STAFF.DEPT=0RG.DEPTNUMB
GRANT SELECT ON TABLE EMPLOCS TO PUBLIC

VTl B3 A7 B A A Y P o 2 AT £ R

AR sl
Molinare New York
Lu New York
Daniels New York
Jones New York
Hanes Boston
Rothman Boston
Ngan Boston
Kermisch Boston
Sanders Washington
Pernal Washington
James Washington
Sneider Washington
Marenghi Atlanta
O’Brien Atlanta
Quigley Atlanta
Naughton Atlanta
Abrahams Atlanta
Koonitz Chicago
Plotz Chicago
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B PrEt
Yamaguchi Chicago
Scoutten Chicago
Fraye Dallas
Williams Dallas

Smith Dallas
Lundquist Dallas
Wheeler Dallas

Lea San Francisco
Wilson San Francisco
Graham San Francisco
Gonzales San Francisco
Burke San Francisco
Quill Denver

Davis Denver
Edwards Denver
Gafney Denver

EHIHEESIER (DBA) #iTHYIAG]

48  udrE ke v

ATREE A, A s e A B 51 (HiFF DBADM AR IS ) X B Ui T B
1.

S EHRE 7 ]

ATLUE ) DB2 B0t ok WA B 2 B L HEAT RO TR, Ot E AR T SRR
1 IR, KM ME A DBADM AUBR i 4 i A S 5.
2. fHBLHIEHE S5 DBADM AUFRAR KK,

L POES G

AR RS B S5 M A R AR B A B A EAT ROV R), CR, 3E A A
IR

1. flg -4, JExZMAER T DBADM AR,

2. BN ARG LT3, FE AR AT E LR SO B M,

THARBXEA R AR R B T M e i s R 5eAs. X6, M E R T
fFETFCART, I AP BAN T E LT SGEE M A GEkfF DBADM 1)
fE.
3. AT DU PR A 5 A i TP i 7 Tl w4 R S
o Ryiml: e AEME - eE B SC Y P ESL S RE BRSO
FHVCFL R # RN, BATRRATER, JF RS AR Ui AL,
« BAVim: i WITH USE FOR Fhajfil# —Anlf5 B3, DUE CATRhy it
AE BN SCRYETE . A A AR, X e P aT DL B ke i R I ok



R AR, ZN RS A R, S AR, Y R
I P ARIR, IR P R TR K.

IR E AL AT 5 BRSO, IR AT RLBIEE B SRems, R v ] 5 BT SCRY
PURARGEOCTE R S AF. AL ATV SRS S5 T £ bR SR SGHK,

B L3 # R R i7ia)

T X R BRI, iR T A — A

o BRGEXT T R EIER VI, . DBADM Y. A E 44 DATAACCESS,
s ¥, W{EA DATAACCESS EIFAIEN FREEM AP, Madid® T
DBADM

o BB IR — MR E R RAR VI, s SR
- K2R TiEERZRT IR
- KiZZeR SR TR,
- XMEAVINZERNSRFEOARS (d86) RTEMma.

BRARF R IZ A GA RO, SITCIE T B AR AT, R AN RE RS T ] 1%k
Y Kot

B3 (B 77 Ak i 0 Bt

SO B e, BT AT L e AR A [R] $ y  oR V [) K .

FHP AT LU T A 18] 42 77 vk R AR BAATT AT RE oA U [l F) B8l (9 3 ) A

« BRME: DB2 Hulfi/F AR5 H S AE A7 B 2 R A CBIR A THE B, 4 H it
KA SELECT il - ol DIAE — R B T M Tk vl i s, o 174
e att, NAZH R A A SRR A RE VT H AL,

i £ DB2 AR E V8 S BT, B ESL T 2k H R ALIER SELECT 1
[MA#Z 7 PUBLIC, 7£ DB2 V9.1 S & A i £kt 2 R ger, ikl ] CREATE
DATABASE iy 4> [ 1175 RESTRICTIVE, FI/n] DIk &K H A Y SELECT
[n]##% 7 PUBLIC,

 Visual Explain: Visual Explain /8108 M @ & e BEnTi5m 5 4. Visual
Explain i B0 RGP IT5 HFIMSEIHE R, XERIHE BT S B EA LRNE
15 E.

o URAIRER: BEMIPRRRUZ AT SQL 8 XQuery AN E4iE R, MERMEN
PRI A% (BLOB) f#fififf EXPLAIN_STATEMENT %, EHEFIHIHMEE, 1M
HFEIHE RS ERE X TREWMGEE. RSN, HV %K IR
[ AU T SR I P

Rl R

( EXPLAIN_FROM_SECTION, EXPLAIN_FROM_CATALOG, EXPLAIN_FROM_ACTIVITY
1 EXPLAIN_FROM_DATA ) n[{ifi {3 T 72 Fp- 6 5 3 G2 A7 B A A 5 v 1945 Bk S AT 0
B, HESEETRASWMALIRENIE AR, TR, HNVIZRT
B A AR5 BH 2R 0 5 () B T A AR 1 P

« BERNERFEE: RS ARSI H B R, ﬁﬂ B % HE A H A5 1% 1A%
2, AT REVS TR T R T AT TR A R, T 81 R s B H 35
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50  HufrE ket

oK & HATIZ R BT E IR
db2ReadLog SYSADM &, DBADM
db2ReadLogNoConn Ic.

o E%): ZhEdEr, R AR EER, N TR&HZeME, M

A O F AL B 2 /05 P B[R 22 4

© RER WCRERBBARREARPEHEE T REER, AR5 R R85k

AT RETC AT M A5 B O THR R 2, HONZ0R S R i U5 [l SR T 2 AL
F, FRHL, B SRR ST BT Y L IR LR

© BRTETBAERE: AHGETT BACKUP DATABASE iy 4 () H /™ REAS G g Kicdin JoF al e =3

B0 (RS AL sz DR 4o ) R R S I 20 Ak, & Oy w] RE B & P Jo ik
PAFHA 77 X ] 6 K.

#4A SYSADM, SYSCTRL 1, SYSMAINT #{FR [/ rl LI44iT BACKUP DATABASE

I N
T4,

- RESENR: £ DB2 M MEEAE V8 SO RiAH, HA DBADM AR~

AT LIE I SET SESSION AUTHORIZATION SQL &) 3 i B AT o] B 2 1 P i 21
BRFRiR, 72 DB2 V9.1 S mRARNKEERZsH, LELT GRANT
SETSESSIONUSER i /a) i A% P 8240, XA 1A R ik B S b B AR,

(B2, EHARMRA 8 $iiFETH43 DB2 Vo.1 BUE & ARSI E RSN, 14
A 230 DBADM AR (140, f£ SYSCAT.DBAUTH 2T T BUAER ) #9145
AE 5 K 2 W5 B AR IR B B MR R 2 P Am IR, SRV R R B A S o B
BFRE®IEwiatr, TR ESIERSIN, FIE R VvF i g
SORPEE, 8 TR E 4, ATRLEE AT REVOKE SETSESSIONUSER SQL if
QES FHlara o

MEKM: /£ DB2 HEFEFHARLW M ERMAE P, WR\ET
HIST_AND_VALUES W45, MK SSEhrICHCiES 2 iimit. Fi
A B UE FOF I OLAR B R A ) SO . T, RERS T 1] e A i A9 it fE
Vil AT R] RETCAGT ] B9 15 B

o TETHMEAN: e TS S AR 0 DB2 Bl RS A MG SR, IR

T VALUE 74, $i&¥52800CHEMES 2 I d; R48E T WITH
DETAILS 4], #iofifm oA (et &t ASdEE ) EREMm S, T2,
RE 4% V7 o] s AL £ A9 P S RE D [l A AT T T RETC AT MO 5 B, M TR S e, R
J7i%F CREATE EVENT MONITOR 15 /5] Dk B AT Arf 44 W #R s (4 U7 I A% 7 9%
.

- BRFESEREFEN: TR0 NP EEFF SN DB2 Ul 8 RS

B UmERA RN, RENETFEEEEAPERET -1, SaiEn o
(HemratSm ASEE) E2imd. A TIEREZ2ME, Rk CREATE
EVENT MONITOR 3% /) DA K AT An] 55 {4 W A0 25 ¢ (1) 15 () AUAZ 7 SS9

c BMRREH. AEFRE: DT EASRRE WEFHR S 2 s 4R ATiE A

SRR L 1 0 A O R I R SOAR,

~ SYSPROC.MON_GET_ACTIVITY_DETALS

~ SYSPROC.MON_GET_PKG_CACHE_STMT

- SYSPROC.MON_GET_PKG_CACHE_STMT_DETALS
- SYSIBMADM.MON_PKG_CACHE_SUMMARY



— SYSIBMADM.MON_CURRENT_SQL

— SYSIBMADM.MON_LOCKWAITS

— SYSIBMADM.MONREPORT.LOCKWAIT

— SYSIBMADM.MONREPORT.CURRENTSQL

— SYSIBMADM.MONREPORT.PKGCACHE

BRSO REE S MBI, A TR ST etE,  FUV 0K X 3 ok BRI 1
EXECUTE AL B X S0 &1 () SELECT AU T4 %A% i i 7.

o R REWERESOSEREE. TR, BB IR B A R RE Ui R A A7 g
JeR 15 B

o BEXMH b TE TS, DB2 HdEEFE M AT REAAE sq11ib\db2dump H 5
AR R AR SO, X B N AR i SO T RE A AU, TR BL R, REfE VTN
LSO P R RV [ AT AT RETC AT [ A B N TR e, % IR X
sq11ib\db2dump H &[],

« db2dart: db2dart T HAAHEE IR G B RBIEM IR RS R, TR
[ FEHE, H DB2 ARXFiZiin skl Scitis#Eml. &, HH0s1T db2dart T Bl
AALTTR) db2dart i H TS AR U7 )AL AT TRT RE AT IR 15 B

« REOPT ZPEEIN: 55 T REOPT 4P ik sifsf, fEizfrhf, &4~ nl gt b i 44 i 4
SE SQL 547 1 U6 B P HE A5 BB AEZE DR 2 b, U R BRI 2 S i A BICHi £

* db2cat: db2cat T A JIREANRNEAEMIAFF. RGEBHAFEERIMER, X
WHRIHE B RESERALRNENEE. T2, 1817 db2cat T HBH G Hf
HH P9 D S B [ b A ] T E JC A [l ) A5 8.

RNz

DB i ARG UL T 45T 7 R0 7t 5 o i IS £ 2 1 0 0 AT .
X TFE R P AR IR TN

AT DABEE R 81 07 R 0 A7k i v 1) B0 0 AT

o 0] DU I R 4 N S e %k ENCRYPT, DECRYPT_BIN, DECRYPT_CHAR Al
GETHINT > %of $ichia 22 2% v 0 B5dle i A7 s .

 WAJLME ] IBM Database Encryption Expert X JIEJZ #1548 £dhs Al e (7 SO A7

#

o WPRAE AIX #BAERSE LIzt DB2 RS SRS, I B OUOCH UGB,
B2 0] AN SCAFRGE (BFS) R X #AF 22 50 s A1 o 03 SO BEAT s

xR B B R T N

SOMER LS DB2 Ml A 2 AR R Bes AT s, W] LU ] DATA_ENCRYPT A
IERA, SE M DB2 Bl )R RGN LA EETFZ"(SSL) M3,

5 1 % DB2 Z4atkgm 51



{&F ENCRYPT. DECRYPT_BIN., DECRYPT _CHAR #1 GETHINT 5
3|

ENCRYPT '8 & £ filt 3% T 2% 65 0 N4 7 0 Bas R AT g, X Se R B0A A vr s 4
BRI N, AR N ATE IR B s, — B, B AT R v — o s
o P AE 0 0 R R i, L K S R B TR Y 1O T e I RS N RE I
Bt e A& B ATV R,

ENCRYPT BR¥f%5 %% VARCHAR FOR BIT DATA (KK JEH 32631 F15) .
HfEf® CHAR, VARCHAR FI FOR BIT DATA,
DECRYPT_BIN I DECRYPT_CHAR & ${ff ] 5 T2 it ) fifp 225 0 it o A7 ik 2

DECRYPT_BIN #4%3&[i] VARCHAR FOR BIT DATA, i DECRYPT _CHAR 4%9R
[ VARCHAR, FH W% -1 HAEWHEE CHAR FOR BIT DATA & VARCHAR FOR
BIT DATA, RIS RSHE 1 EZRARR N,

SRR T 2T =4 8 FHARM T, BiFE i nS 0, SR KE
AT RE R B AR R A L 40 FEIN LB —A 8 TR KT, 85, AR
FRE TR RS R, SR K AT R s H AR R E I E 8 BN LB R —4> 8 F
REBUR VRSN E @

GETHINT & $0R Bl 2P A B i 52 7R, B R S K 4 B Rl B o [ I R Y S0
i, AT UK X A B AR (RO PR AT 4R 7.

LA 81 o 7 32 — B 8 800 s 1 4 1

o WREASE. WAL STHA ENCRYPT e&UR s (3R es. (i 45 th 0 i Xt
Bl AT I A e .

o fnEEM L AF 4. SET ENCRYPTION PASSWORD &)X # A EIEAT N, I
B e e F) A 3k e P A B g AR R T AR AR . R R 2 A0
f{) ENCRYPT, DECRYPT_BIN FI DECRYPT_CHAR #%{ffi i ENCRYPTION
PASSWOED % HiZ {7 ##H [1{fi. ENCRYPTION PASSWORD * 7 {74 H LI fss
it A7 B

LT ARV A B (R — 2 AT R,

AR EAE 6 A1 127 Z[0], fiE 6 Ml 127, R/RiA R0 ELE 0 i 32 [,
i 0 A 32,

fi& DB2 LBIPHREEEFE (SSL) XHr

92 iy R A v

DB2 i) R4 HF SSL, X EBEFEM LEE SSL (9 DB2 & LM HIAR R n] LA H
SSL EF#% S DB2 dEE. CLL. CLP il .Net Data Provider & F#IL5 FIFE A
fii ] IBM (a5 4% JDBC F1 SQLJ WKahfefF (4 8i%E4%) MW HFEFZ#F SSL,

TR Z Bl
ERLE SSL SFF 2T, T T 515 5



« {£ Windows F& I, #if# IBM Global Security Kit (GSKit) JFEMY#&4% HI7E PATH
WA, fE Linux fil UNIX “F& &, BifRi% 542 Bi7E LIBPATH, SHLIB_PATH
5 LD_LIBRARY_PATH Mli-i&rp, 24423% DB2 ¥ R4, < HHE GSKit,

£ Windows 32 ii*F-& I, GSKit FE{iF C:\Program Files\IBM\GSK8\1ib H', ¥
WHEHLT, Z% PATH 4f0FE C:\Program Files\IBM\GSK8\1ib, £ Windows 64
fitE F, 64 fi GSKit JEN T C:\Program Files\IBM\GSK8\1ib64 1, Tij 32 {i
GSKit JE{iT C:\Program Files (x86)\IBM\GSK8\1ib H,

£ UNIX Al Linux P& bk, GSKit AT sqllib/1ib Hr, [Ft, LIBPATH,
SHLIB PATH &{ LD LIBRARY PATH FRIZ7F & UN/€14% sqllib/1ib,

7EdE Windows “F-& L, DB2 ¥4 B % DIACH 7 X %%% GSKit, X 45 & 5L 41,
GSKit ¥ T sqllib/1ib 5% sql11ib/1ib64 . BHULELESL RN E %% GSKit
0958 — A BIASE S Sz, R GSKit 2 JRaEIAs, B4l a s if 2 )5
GSKit [RRASE T 8% T Jm#F GSKit BRRAR,

o WGORBIGERES SR, WCRIEAE ST ERESS, HASTE DB2 SLflH R SSL
SR

B SR TN T TP RS, & 1 GET DATABASE MANAGER CONFIGURATION 4>,
WK i E 2 %8 max_connections FY{H X E KT max_coordagents FfH, ABA%x
s E A,

KFUES
SSL @ ¥ IR A FIPS Tk,
FF DB2 Connect FJ SSL ¥

TnRAEFE] AR 55 25T BAL L ] DB2 Connect for System i, DB2 Connect for System
2® B DB2 P55 8k DB2 % Pl B EHLE System i ¥, FB4 SSL X
FRE T ST e & A] A

* 7% 115 DB2 Connect 454k 2 [H]
* {£ DB2 Connect Hz55#5 M55 # 2 [H]
* [FAMTER P LS DB2 Connect it 55¢F 2 [} DB2 Connect [z 55 &5 -5 e 55 i Z [H]

i N THERETIA R LR SSL HE, BE R LRI AR R 2 SSL 3Z
FERAT AR, fin, W DB2 Connect HEHEEEH AL THTHRIRE, JF4%F DB2 Con-
nect I 55 A ABETESKANRERE A SSL. {HUR, X H ARl g5 &% i th sl >R ] LIGE - SSL.

RTETRAMRERE (HADR) #5tH SSL #F

XS HADR TR %5820 4% SSL, ##ZEfifH SSL [ HADR FR5 41
® PR FOF M 24 ] SSL 1) HADR # 1%k, (52, £ HADR E£R%45
HADR & M %5 %% Z [A] AR HF SSL,

$txt GSKit TH GSKCapiCmd HJ3C#4

A% GSKit TH GSKCapiCmd M5 E, 1HZSHPLITF MM GSKCapiCmd User’s
Guide: ftp://ftp.software.ibm.com/software/webserver/appserv/library/v80/
GSK_CapiCmd_UserGuide.pdf,

% 1 & DB2 Z4Mkim 53
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54 ufrE kA v

BE SSL Hi%

U THCE SSL SCHF, S o Ol B AR BT, XSRS AN 1
TS SSL 4k, HIR, DB2 SLHIfTAH LN SSL HFACE DB2 SLf,

L R B i B A .
a. ffi/fl GSKCapiCmd T HORAGI@%ZALE. EOIMEREHR RS (CMS) 2K

R PIER %,  GSKCapiCmd AR T Java HYar4T TH, AHELLERSG L
¢ Java FLAERE AL T A,

i H gskcapicemd 4 3ki1HH GSKCapiCmd, Ul GSKCapiCmd User’s Guide
Hrid, 7E Linux I UNIX P& L, Za2 RN sqllib/gskit/bin, 7 32
i Fl 64 {i Windows “F4& [, N4 C:\Program Files\IBM\GSK8\bin, (¥£ 64
& b, AR 32 i GSKit ATPATSCHERAIE; TRMEOLT, a2 il
C:\Program Files (x86)\IBM\GSK8\bin, )

witm, DL FaAEIEHR N mydbserver.kdb 09 % 8 5048 E DL R A
mydbserver.sth [ 17 S0

gsk8capicmd_64 -keydb -create -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"
-stash

-stash PRI TE R YRR ITTER AR ERIRAFARHSCF, HSUHF A0 .sth,
SR BhI,  GSKit 2l AT il SO R U 41 K df e 1Y e .

iE AZXAF SO BRSO RGP, BEEOLY, RASGIAEA A
A VIS RIAR (B STRAL) |

LA FIRR RN, 2 A HRE iU Verisign Z KAAIEH.L (CA)
%5 % F UL X B AT T,

- R SS ER IR BN N R E SRR, AE SSL 4R FIMIE], RSS2k R Ak

RE PR MRS R ALAGE,  BARBUIESS, B DI GSKCapiCmd A B
FHEFIE R TEIRRKE CA DMEZE, holIg)E a2 06T,

fltn, ERIEARSE N myselfsigned [ % AUE, 1L R G FrR Y 7 Al
fil GSKCapiCmd %
gsk8capicmd_64 -cert -create -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"

-label "myselfsigned" -dn "CN=myhost.mycompany.com,0=myOrganization,
OU=myOrganizationUnit,L=mylLocation,ST=0N,C=CA"

- R R BE TR IRCE SO, DM e K iatT R L (5 DB2 gk

AEEST SSL H#HE) WAL,
Fltm, DA™ GSKCapiCmd A4 KHiE B R HR A mydbserver.arm (130

gsk8capicmd 64 -cert -extract -db "mydbserver.kdb" -pw "myServerPasswOrdpw0"
-label "myselfsigned" -target "mydbserver.arm" -format ascii -fips

. BEEXF SSL R iR E DB2 k%4, LI DB2 LT E G E SRR YR E
S DB2COMM 73 5575 &,
a. ¥ ss1_svr_keydb Jii 8 205 & % R RSO bR HE RS AR, B

db2 update dbm cfg using SSL_SVR_KEYDB
/home/test/sqllib/security/keystore/key.kdb



BNl

Bl

R ss1_svr_keydb Jy null (CRiZE) , IPAALfGM SSL H.
¥ ss1_svr_stash Fii'E SH0% E A SO RIbRAERRAS, 40

db2 update dbm cfg using SSL_SVR_STASH
/home/test/sql1ib/security/keystore/mydbserver.sth

AR ss1_svr_stash Jy null (CRiZE ) , IAA=EH SSL SCHf.

¥ ss1_svr_label PCE S0 E MRS MWEIEBIARE, EX% 1 POR
IMZECFIES,  WRAKE ss1_svr_label, HARA2 il Fl% 4150 b A9 BLEIE
P, R B R AU, IBAASEM SSL, fildn: db2
update dbm cfg using SSL_SVR_LABEL myselfsigned, HF myselfsigned JZ:¥
ABRZE.

¥ ss1_svcename it & 2805 E 8 DB2 $dl I ARGV Z AT 0T DIZRIL SSL %
B0, WRFENE T TCPAP Al SSL (DB2COMM i:fift #7245 &% & 4“TCPIP,
SSL”) , HR4%5¥ ss1_svcename 5k svcename 15 B i3 1 [ B3 1.
svcename [iL'E 240 E DB2 B e RGe b AT i DIARI TCP/IP 1445 (v 1.
s ss1_svcename 5 svcename % 'E N[FE—ui, A4 AZIEH TCPAP
SSL ZH T —Ti, fisfk ss1_svcename 4 null ( Ri%H ), AL
SSL ¥,

iE: 7F HADR ¥sgrh, 15 A EX 3 sis 8 % R4 hadr_local_sve % &
ok} ss1_svcename X EME, 74, WEAZELK hadr_local_sve X4 svcename
f{E el svcename AYEMI—.

i 4 DB2COMM {F i 245 1% B H“TCPIP,SSL i, Hn5& iFifi i ] TCPIP
R (BN, BT sveename BLEZELEA null) , ABAZIREISEIR SQL5043N
HHABM SSL 3,

(A% ) AnSRBAG M 55 4% vl DL FIBR e s g &4, B4 ss1_cipherspecs
BLESH. 5% ss1_cipherspecs f£8 % null (RiE) , IBAX T GSKit
i FARI 32 % PRI 55 28 S Re i e ol £, iS5 66 U 23
Frfy B e 0, DIARECE e ML % i & 4 v FIm 5 ..

Pl SSL %RANZE DB2COMM {575 &,  filtn:
db2set -i db2instl DB2COMM=SSL

Kb db2inst]l J& DB2 SRR, B e s vl DURI S35 24U, i,
BL[E|I S A TCP/AIP Al SSL 3@ 5 M

db2set -i db2instl DB2COMM=SSL,TCPIP

FHi Rz DB2 SLfl, gl

db2stop
db2start

PR 78 Bl T 4l s aie 45, S F el DU iy 4 QU HY B 28 2408

gsk8capicmd_64 -cert -create -db "mydbserver.kdb" -pw "mydbserverpw0"
-Tabel "myselfsigned" -dn "CN=myhost.mycompany.com,0=myOrganization,

OU=myOrganizationUnit,L=myLocation,ST=0N,C=CA"

% 1 & DB2 Z4Mkim 55
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BWRIET, Wl N A
gsk8capicmd_64 -cert -details -db "mydbserver.kdb" -pw "mydbserverpwQ"
-Tabel "myselfsigned"

it RN T

label : myselfsigned

key size : 1024

version : X509 V3

serial : 96c2db8fa769a09d

issue:CN=myhost.mycompany.com,0=myOrganization,0U=myOrganizationUnit,
L=myLocation,ST=0N,C=CA

subject:CN=myhost.mycompany.com,0=myOrganization,OU=myOrganizationUnit,
L=myLocation,ST=0N,C=CA

not before : Tuesday, 24 February 2009 17:11:50 PM

not after : Thursday, 25 February 2010 17:11:50 PM

public Key
30 81 9F 30 OD 06 09 2A 86 48 86 F7 6D 01 01 01
05 00 03 81 8D 00 30 81 89 02 81 81 00 B6 B8 DC
79 69 62 C9 A5 C1 5C 38 31 53 AB 27 BE 63 CO DB
DE C6 BC 2E A4 0D 37 45 95 22 OE 83 32 FE 67 A9
2F D7 51 FF 40 A3 76 68 B9 E3 34 CB 7D 4A D8 38
CA B1 6B 32 66 74 8F E2 B8 DA 8F DO F3 62 04 BE
C4 FE 80 2A DO FF 27 72 37 9A 36 1D DB D3 Al 33
Al A6 48 33 E9 64 B9 9B 6B DB 08 60 7D 5E OE 20
0OA 26 AA 62 3A DF D3 78 56 DC 15 DE 9F 0B 91 DD
3B 1B 2B E2 82 FA 24 FF 81 A3 F7 3F C1 02 03 01
00 01

public key type : RSA : 1.2.840.113549.1.1.1

finger print : SHAL :
2D C1 93 F8 AC A0 8F E2 C2 05 D8 23 D7 5D 87 E6
82 3C 47 EC

signature algorithm : SHA1WithRSASignature : 1.2.840.113549.1.1.5

value
OE 80 24 98 F6 6E 89 43 76 57 76 7F 82 95 18 6A
43 A5 81 EC F4 82 1F 1F F2 3F E5 61 67 48 CO 59
94 17 8E 8F DE 4F 7C 35 OC 5D A7 98 73 2A 34 7D
1E BA 53 78 A5 E4 31 45 D1 08 86 BE 5E 57 C6 9D
B5 E7 A7 01 3F 54 01 5E 8F 8B 2F 66 19 24 1E A4
94 58 BO D4 40 95 AB 98 C2 EF 1C 5C 4A 29 48 EC
8C CO A2 B1 AC 2A E9 3C 14 E5 77 B2 A6 55 A8 21
CB 59 81 86 79 FO 46 35 F8 FC 99 2D EC D4 B9 EB

Trusted : enabled

BRI G #5kAF CA AU (REBEZIUET) , F 24 BUIE 128 3R I A

% CA (0 VeriSign) A9 HILIRBIE B4, EERBLEAMIERE, TEKHE

Bl 2 M s e AR . DUT Bl 7R 1 Qe i SR FGiE 5. 12on 6 T3k

I FHRRCAR

1. H5E, A mydbserverkdb QIEIEFHZA1ERK (CSR) . DUF s HTHEHE & % AL
PRI RSA AN/ R F PKCS10 JEFiER., X+ CMS %91 5dE
B, UEBIERAE B RAAEY R A A xdb” S, i -file BEIHE E I U N TR
ERIESR CA WM,

gsk8capicmd_64 -certreq -create -db "mydbserver.kdb" -pw "mydbserverpwO"
-Tabel "mycert" -dn "CN=myhost.mycompany.com,
0=myOrganization,0U=myOrganizationUnit,L=myLocation,ST=0N,C=CA",
-file "mycertRequestNew"

PIN fir 2454 my db AR 554 B UE B iR AT PRI (5 B

gsk8capicmd_64 -certreq -details -showOID -db "mydbserver.kdb"
-pw "mydbserverpwO" -label "mycert"



bt oK RN

label : mycert
key size : 1024
subject : Common Name (CN):
Type : 2.5.4.3
Value: myhost.mycompany.com
Organization (0):
Type : 2.5.4.10
Value: myOrganization
Organizational Unit (OU):
Type : 2.5.4.11
Value: myOrganizationUnit
Locality (L):

Type : 2.5.6.3
Value: mylLocation
State (ST):

Type : ?

Value: Ontario
Country or region (C):
Type : 2.5.4.6
Value: CA
public Key
30 81 9F 30 OD 06 09 2A 86 48
05 00 03 81 8D 00 30 81 89 02
3C 89 02 4E BO D8 EA 0B B8 CC
FD 98 9A 1A 39 94 E3 43 C1 63
86 6F 11 B8 91 08 AC E3 E2 21
F5 40 6B 3E 4D 56 35 05 62 D6
27 31 A4 05 BE F2 3A 44 6B D8
E6 49 52 39 45 9C 1E 8E CC DA
66 5C 89 23 2E EE 31 65 8D 87
A5 DB EB 03 16 E6 33 85 14 68
00 01
finger print :
eOdcdelOded3a46a53c0190e84cc994e
5d7edbad
attributes

signature algorithml.2.840.113549.

value
4F 06 B4 E3 1F 00 B4 81 90 CC
84 B5 7F 33 0B FO 04 D5 7D 4C
E2 6D 10 17 50 19 DO 7F 61 C7
47 9F 7E 7E 5A CC 64 20 85 95
8A 7F 4B 74 6F OA C6 EF 09 E7
5D ED 02 Al BE 1D FC F2 65 EB
4C 73 76 16 9F 1B 12 3B 7A 01
02 FB 47 EE F2 17 54 66 4D F7

B RUE AR SO

$ cat mycertRequestNew

----- BEGIN NEW CERTIFICATE REQUEST

1.1.5

A2 99
5C CB
C8 54
A8 5E
0A 15
0D E2

7F 9E

MIIBrjCCARcCAQAwbjELMAKGALUEBhMCQOEXEDAOBgNVBAgTBO9uUdGFyaW8xEDAO
BgNVBAcTBO1hcmtoYWOXDDAKBgNVBAOTAOTCTTEMMAOGALUECXMDREIyMR8WHQYD
VQQDExZnaWx1cmEudG9yb2xhYi5pYmOuY29tMIGTfMAOGCSqGSIb3DQEBAQUAAAGN
ADCBiQKBgQCctGI8iQJOsNjqC7 jMcGNKWR8P/ZiaGjmU40PBY3rNIUdX2YZVEbiR
CKzj4iEy/kMfB8n1QGs+TVY1BWLWeAvjlyj3JzGkBb7yOkRr2NH/HtpZY+ZJUj1F
nB60zNgh2Q861g1mXIkjLu4xZY2HjrThxmm8pdvrAxbmM4UUalLzd8QIDAQABOAAW
DQYJKoZIhvcNAQEFBQADGYEATwa04x8AtI1GQzKKZSgJoOIS1fzMLBATVfUxcylzT
N3fibRAXUBNQf2HHyFR7281VvR59+f1rMZCCF1ahex33791p/S3RvCshvCecKFRfM
HdJd7QKhvh388mXrDeKTvIhMTHN2Fp8bEjt6Ac/gY5fo0AL7R+7yF1RmTfd/nhPa

dql=

U S MR IR T35 5K, 3 G RN s Bl i i %

% 1 & DB2 4R
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gsk8capicmd_64 -certreq -delete -db "mydbserver.kdb" -pw "mydbserverpwO"
-label "mycert"

2. )&, Vilnl VeriSign Web 3 s HEATTEMY, 3 0K EOR BT YT R Wi >R SR DL
AR, RTINS, ORI E] — B & B A AR BRI FIRCE, % FERE
A E AT TEIHR CA WEH Sl Hd ] CA WL, AL FADN vi #
B ZAUE B AF 2 30
* RootCert.arm

¢ IntermediateCert.arm

e MyCertificate.arm
X ZAMEF A R —ME B

it LT fr 2 R CA SIEREINE mydbserver.kdb:

gsk8capicmd_64 -cert -add -db "mydbserver.kdb" -pw "mydbserverpw0"
-Tabel "trialRootCACert" -file RootCert.arm -format ascii

i FLLT a2 0 E] CA JIEFBEIZE mydbserver.kdb:

gsk8capicmd_64 -cert -add -db "mydbserver.kdb" -pw "mydbserverpw0"
-label "trialIntermediateCACert" -file IntermediateCert.arm -format ascii

i DL i 2498 E 420k & mydbserver.kdb:
§ cat SSLCertificate.cer2

MITIFVjCCBD6gAwIBAgIQdOydrySM+J4uUPNzbPHhVjANBgkghkiGIwOBAQUFADCB
yzELMAKGALUEBhMCVVMxFzAVBgNVBAoTD1Z1cm] TaWduLCBJbmMuMTAwWLgYDVQQL] QAW
gYKCgYEANLRiPIKCTrDY6gu4zHBjST1kfD/2Ymho510NDWWN6ZzSFHVIMGbXxG4kQis
4+ThMv5DHWTJ9UBrPk1WNQVi1ngL45c09ycxpAW+8jpEadjR/x7aWWPmSVI5SRZwe
jszaodkPOpYJZ1yJdIy7uMWWNh465YcZpvKXb6wMW5jOFFGi83fECAWEAAaOCAdcw
ggHTMAKGA1UdEwQCMAAWCWYDVROPBAQDAgWMEMGA1UdHWQ8MDowOKA20DSGMmhO
dHA6LYI9TVTIJTZWNIcmUtY3JdsLlnZ1cmlzaWdulmNvbS9TV1JUcmlhbDIwMDUUY3Js
MEOGALUdIARDMEEWPWYKYIZIAYb4RQEHFTAXMC8GCCSGAQUFBwWIBFiNodHRwczov
L3d3dy52ZXJdpc21nbi5jb20vY3BzL3RTc3RjYTAdBgNVHSUEF jAUBggrBgEFBQCD————— END CERTIFICATE-----

gsk8capicmd_64 -cert -receive -file MyCertificate.arm -db "mydbserver.kdb"
-pw "mydbserverp -format ascii

i L T 451t mydbserver.kdb H Y i AUk 5:
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gsk8capicmd_64 -cert -list all -db "mydbserver.kdb" -pw "mydbserverpwQ"

certificates found

* default, - personal, ! trusted

-1 mycert

! triallntermediateCACert

! trialRootCACert

-1 myselfsigned

db2 update dbm cfg using SSL_SVR_LABEL mycert

#3iF Java DB2 EFHFEEZEEEFE (SSL) X

A PUK % T CLI, CLP #1 .Net Data Provider % F'HL2 251 DB2 ¥R FER PV & X
YR EEEREFZE (SSL) LIfES DB2 R4t (s,

Faazw

i WRRRAS 9.7 ) DB2 % FALEL DB2 Connect ik 45#%5 z0S V1.8, V1.9 & VI1.10
R4 & DB2 z/0S JUllk 55 #w i SL SSL # 2, AF4070f APAR PK72201 fYAHL. PTF
M FF Communication Server for z/OS IP Services.

T GSKit V8 5 GSKit 7.0.420 ZHify GSKit V7d Fde%, 5 IDS ¥R %
% (f GSKit 7.04.20 2 i) GSKit V7d) i) CLI F L BHF . B4 iF 1%
[, K IDS Hdfie 55 s EAY GSKit FETHE] GSKit 7.0.4.20 B & A

TENE AL E SSL SR Z I, AT T 514 3%

o MEE MRS TR — BB L, ISARTEE 4% GSKit, [FA GSKit &
HzhbE DB2 M558 —eibfT T %%,

EHA 9.7 BITH 1 &, 423 DB2 RN 64 (AR, Z2edlEshf
¥ 32 {7 GSKit JF, i fiX2fE, fF Linux fl UNIX #AER% b, SAHED
WEH4i% % LD_LIBRARY PATH, LIBPATH & SHLIB_PATH Ffifi7sf. 7F Windows #:/F
R4 F, WO IEMIXE PATH B R, T ERD R,

NAER BRIERS GSKit EHE HETEIZE
32 i Linux il |$INSTHOME/sq11ib/1ib32 1€ LD_LIBRARY_PATH. LIBPATH
UNIX 64 i 8 SHLIB_PATH WA &
$INSTHOME/sq11ib/1ib32,
64 i Linux A |$INSTHOME/sq11ib/1ib64 1t LD_LIBRARY_PATH. LIBPATH
UNIX 64 i 5 SHLIB_PATH W&
$INSTHOME/sq11ib/1ib64,
32 i Windows 64 |C:\Program Files (x86)\IBM\ |{f PATH ¥ H P HE
s GSK8\1ib C:\Program Files (x86)\IBM\GSK8\
1ib
64 i Windows 64 |C:\Program Files\IBM\GSK8\ |7E PATH ¥f 5545 & h U &
fii 1ib64 C:\Program Files\IBM\GSK8\
1ib64

SSL EfEHfth& R FIPS J5 3,

5 1 % DB2 Z4fEfin 59
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7EdE Windows V-5 b, DB2 #ffs R4 # A8 DIA Hb 77 X 4e%€ GSKit, X 45 & 5491,
GSKit E¥ ;T sqllib/1ib 5 sql1ib/1ib64 . WA LEALEL RN E %4 GSKit
15— R4, SRR GSKit 2 maElas, ABARM 4 )75 GSKit MIMA ST 5805
F A% GSKit A,

o RE FHLERTE S - GIFENL BN, GERETCCME AL SSL ok S5k %54 iE
15, ILXFxsek P, L414% GSKit, 7L “IBM DB2 Support Files for SSL
Functionality DVD”%2%% GSKit %, =(#, wJLIEEE M Passport Advantage® F#k
AR AR R AT 228
— {F Windows [, #fiff IBM Global Security Kit (GSKit) J% /%1% H BAE PATH 3§

EAsmh; fE Linux Al UNIX F, #ffRi%42 97 LIBPATH, SHLIB_PATH i}
LD_LIBRARY_PATH HfsArirh, 4, 7 Windows I, ¥ GSKit bin 1 1ib H
SEURANE PATH BRESZ5 i

set PATH="C:\Program Files\ibm\gsk8\bin";%PATH%
set PATH="C:\Program Files\ibm\gsk8\1ib";%PATH%

£txt GSKit TH GSKCapiCmd H37#4

AX GSKit TH GSKCapiCmd M5 E, &SR TFMAHRBLN GSKCapiCmd User’s
Guide: ftp://ftp.software.ibm.com/software/webserver/appserv/library/v61/ihs/
GSK7c_CapiCmd_UserGuide.pdf,

KFIES
SSL il FH# IR FIPS Jr k.
YUK -

B7E DB2 F/HIHECE SSL ZHF:
1. FRWE L RS BTFIEBNA S HIER, WREFIEBT LIRS ZIEBH A

IEHL (CA) &35 KR,

o WRMSEIEB R B S LI, B A H IR E R 54818V L
3, RIEHE R REBTE YL Cl51ZRS 4L SSL &) MiTEL.
WSME 52 T rfid'® DB2 LW Y% 2EREFZE (SSL) 1, DIRICE X
AL 32 E 5 0 B2 ST AR A

o WRMRSEHERHAKN CA 5%, WAR SRS ETRCDETEE TR
SeEHH) CA JEF, WIREAEME, BLAMFHREIZ CA IFEF, @ @i
1% CA ] Web ¥ &5 5k 52 AT %5

2. 7& DB2 Z /ML L, {fifl GSKCapiCmd T H AR K CMS #2555 50RE %,

GSKCapiCmd T.HNAEHT Java B@A4T TH (AFELERS LL%E Java FEEEM

AT E)

i H gskcapiemd 42K IHH GSKCapiCmd, Ul GSKCapiCmd User’s Guide P
fiiik, 7£ Linux Fll UNIX #/ERS E, e MEEE R sqllib/gskit/bin, £ 32
fiFl 64 i Windows 4 &% [, Wk C:\Program Files\IBM\GSK8\bin, (¥F 64
V& b, BFAE 32 7 GSKit AJHATSCHRIE; FEILERL T, 1% MEEN
C:\Program Files (x86)\IBM\GSK8\bin, )

fitm, DL 400k mydbclient. kdb [ 85 4H%kd PE DL )2 #k A mydbclient.sth
(149 77 S A


ftp://ftp.software.ibm.com/software/webserver/appserv/library/v61/ihs/GSK7c_CapiCmd_UserGuide.pdf
ftp://ftp.software.ibm.com/software/webserver/appserv/library/v61/ihs/GSK7c_CapiCmd_UserGuide.pdf

gsk8capicmd_64 -keydb -create -db "mydbclient.kdb" -pw "mydbclientpw0"
-stash

-stash eI A5 5 PR PE B 7R I B AR EBIEEAF RS0, HOSCHF 40 .sth, fE
HERENS, GSKit 2 6 A7 il ST AR I 9140 128 (9 2 .
3. f SR H UL PSR F AL R

B, PIF gsk8capicmd iy A 2 iZE 4 S mydbserver.arm T AFIFR N
mydbclient.kdb B2 &5 E !

gsk8capicmd_64 -cert -add -db "mydbclient.kdb" -pw "mydbclientpw0"
-Tabel "dbselfsigned" -file "mydbserver.arm" -format ascii -fips

4. XTHESUY AR, EESERTARNEESE, WE AU E R fE
B,

A
CLP Fnf AzX SQL X A#l

CLP Z'HLAR AR SQL & Sl i 2w F 0L R EdEEE, (i CATALOG TCPIP
NODE i A KriZimAe AR E Y S B 5% &1 CATALOG TCPIP NODE 4>, SECURITY 3%
BEFCE N SSL DANHZ TS E SSL.,

DU 7RG R T anfer g B 5 sOMEdE e, DIGE CLP % P ALAT DUl H] SSL R S EA
LI,

B, dnH T AUREdEE, DMER PN AR AT S BN T#AL SSL iR

catalog TCPIP NODE mynode REMOTE 127.0.0.1 SERVER 50001 SECURITY SSL

catalog DATABASE sample AS myssldb AT NODE mynode AUTHENTICATION SERVER

e, (M) ss1_cInt_keydb 1 ss1_cint_stash Jii & ZHOkTEE & P LS SR
At SCE. 18 ss1_cInt_keydb [t % 28k B 8 SHEER ESC1F (kdb) MIFRTHERS 2

FH ss1_clnt_stash [ic & 280 E 7768 E PR HE RS A2,

db2 update dbm cfg using
SSL_CLNT_KEYDB /home/test1/sqllib/security/keystore/clientkey.kdb

SSL_CLNT_STASH /home/test1/sql1ib/security/keystore/clientstore.sth

R ss1_cint_keydb I ss1_cInt_stash FLESHCH null (KRiZE) , WAEERKK
WO [ 5515 SQL3008IN,

I, M CLP & AL 2 e 55 ds:

db2 connect to myssldb user userl using password

o, A SQL R AR ] A DL T f ok b AT 4

Strcpy(dbAlias,"myss1db");
EXEC SQL CONNECT TO :dbAlias USER :user USING :pswd;

CLI/ODBC % F#LL T2

R¥Esty CLI W AR FRY RS, Bl %5747 B 24 (SSLClientKeystoredb Al
SSLClientKeystash ) o DB2 [l # Z4%L (ss1_cInt_keydb £ ss1_clnt_stash) k45 %E
B AL A P B AR AN SO R AR

% 1 & DB2 Z4MEE 61
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« fN#f# ] IBM Data Server Driver for ODBC and CLI, A4 % # FAF R S8,
WLAF 7B B s

ML SECURITY=SSL SCH= % #: F4F B ok ¥d 1l SQLDriverConnect, ij#0:

"Database=sampledb; Protocol=tcpip; Hostname= myhost; Servicename=50001;
Security=ss1; SSLC1ientKeystoredb=/home/testl/keystore/clientstore.kdb;
SSLCTientKeystash=/home/testl/keystore/clientstore.sth;"

HFICEO T, W ANHEET Security=ssl, FrlLasZiiik & SSLClientKeystoredb #f
SSLClientKeystash HEIEFAFHSE, BN, EHH R,

o WHRAEH IBM BER 528 S ULEL IBM Data Server Runtime Client, P-4 0] {fi F
EEFA R S8 DB2 L ESHORER B & AL HEHE B AR A U s 42,
WX BT SSLClientKeystoredb FlI SSLClientKeystash HE#HEFAF RS, BAENE
BEiiH ss1_cInt_keydb m ss1_clint_stash Jip & S50k & T (.

BRGIEE A db2eli.ini SUHFRUCEEZE T RS

[sampTledb]

Database=sampledb

Protocol=tcpip

Hostname=myhost

Servicename=50001

Security=ssl
SSLCTientKeystoredb=/home/test1/keystore/clientstore.kdb
SSLCTientKeystash=/home/testl/keystore/clientstore.sth

B R ] FileDSN CLI/ODBC SCHEFRpn il 605 dla R i Hefs 19 DSN SUf,
Vo B S BRSEL W, 1% DSN SCPEF kAl 5 R 1 i N 2 AR
[oDpBC]

DRIVER=IBM DB2 ODBC DRIVER — DB2COPY1

UID=userl

AUTHENTICATION=SERVER

PORT=50001

HOSTNAME=myhost

PROTOCOL=TCPIP

DATABASE=SAMPLEDB

SECURITY=SSL

SSLCTientKeystoredb=/home/test1/keystore/clientstore.kdb
SSLCTientKeystash=/home/testl/keystore/clientstore.sth

TERXELEHT, FANEET Security=ssl , FTRAMNSR KK E SSLClientKeystoredb 7l
SSLClientKeystash #ZFHFESH, HHMWKRLKE ssl_clint_keydb F
ss1_clInt_stash [LEZSHL, IFAERR KM,

EFIEBAIAE

1 DB2 V9.7 FP6 W Jfth, ©7E db2dsdriver.cfg NiEZ%+H 5| A CERTIFICATE 1A
jiE,

<parameter name="Authentication" value="CERTIFICATE | SERVER | SERVER ENCRYPT |
SERVER_ENCRYPT_AES | DATA ENCRYPT | KERBEROS | GSSPLUGIN"/>

HFIEF AR SR VFEE ) SSL & P HLVGIE, 1A 75 EAE Kl e % P AL L e (A
WD, A IR A AUE DU AR (R B, AN RE DT A HAl 7 246 A% (4N
db2dsdriver.cfg BCESCHF, db2cli.ini BUECHFEGEZFATHF) . HTHAMESEH
FARERE, PrLAESIA T8 R R il o5 A Sk Sh R FP B B 24 SSLCT dentLabel, 4245



7T CERTIFICATE, HFALZifE CLI Bl SCHF db2cli.ini FRElre 50d AR 55 #a 0K 5l
FEFACE M db2dsdriver.cfg I8 EHHIFRZ: 2% SSLCLientLabel,

£ DB2 V9.7 FP6 W ITth, A5 T Hi x5 SSLC1ientKeyStoreDBPassword &4
Wit SSLClientKeystoredb SCHEFIRE M H A EHIEFE R EEN, BLESHK
SSLClientKeystash fI SSLCl1ientKeyStoreDBPassword H.J%. [Aif7E CLI B¢ & CFk
B SHWADRIFHE X e T SSLClientKeystash [l & 5 5 A
SSLCTientKeyStoreDBPassword [t ¥ 24T, 2R MI4H1R CLIO220E, [, Z AL
SERLEETIE T IAIE, R H — A G H T AN A2t [R]85 AN G,

DB2 .Net Data Provider L FHfEF

f&RLL R 7, DB2 .Net Data Provider W P v S¥ci/ZE e, SSL % #: i@
NERET AT H 250 SSLClientKeystoredb ffl SSLClientKeystash 348 &% P LS5 $1 %04
JE B ARG SO B AR, BB TFAT BRI & Security=SSL, il ln:

String connectString = "Server=myhost:50001;Database=sampledb;Security=ssl;
SSLCTientKeystoredb=/home/test1/keystore/clientstore.kdb;
SSLClientKeystash=/home/testl/keystore/clientstore.sth";

A, WPLF c# RSB R, BESEEEEER, 1§ connectString 1%
i % DB2Connection #43& K% JF{#i ffl DB2Connection Xf4£ (X Open ik 5
connectString bR iR Y ECHE I H L OE

DB2Connection conn = new DB2Connection(connectString);
Conn.Open();
Return conn;

N SSLClientKeystoredb & SSLClientKeystash ##F4F 240N null (RIXE) ,
R 2 3% K R MR 0] 4 3% SQL3008IN,

1% A% PHLE SRR B P AYIE B AR 5]

PATR 7R 87 1 o] St /s S 0 22 0 7 ML B i e o A 5.

gsk8capicmd_64 -cert -details -db "mydbclient.kdb" -pw "mydbclientpw@"
-Tabel "myselfsigned"

it R R

label : myselfsigned

key size : 1024

version : X509 V3

serial : 96c2db8fa769a09d

issuer : cn=myhost.mycompany.com, ou=myOrganizationUnit, o =myOrganization,
1 =mylLocation, st =Ontario, c =CA

subject : cn=myhost.mycompany.com, ou=myOrganizationUnit, o =myOrganization,
1 =mylLocation, st =Ontario, c =CA

not before : Tuesday, 24 February 2009 17:11:50 PM

not after : Thursday, 25 February 2010 17:11:50 PM

public Key
30 81 9F 30 OD 06 09 2A 86 48 86 F7 0D 01 01 01
05 00 03 81 8D 00 30 81 89 02 81 81 00 B6 B8 DC
79 69 62 C9 A5 C1 5C 38 31 53 AB 27 BE 63 CO DB
DE C6 BC 2E A4 0D 37 45 95 22 OE 83 32 FE 67 A9
2F D7 51 FF 40 A3 76 68 B9 E3 34 CB 7D 4A D8 38
CA Bl 6B 32 66 74 8F E2 B8 DA 8F DO F3 62 04 BE
C4 FE 80 2A DO FF 27 72 37 9A 36 1D DB D3 Al 33
Al A6 48 33 E9 64 B9 9B 6B DB 08 60 7D 5E OE 20
0OA 26 AA 62 3A DF D3 78 56 DC 15 DE 9F 0B 91 DD
3B 1B 2B E2 82 FA 24 FF 81 A3 F7 3F C1 02 03 01
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00 01

public key type : RSA : 1.2.840.113549.1.1.1

finger print : SHAL :
2D C1 93 F8 AC A0 8F E2 C2 05 D8 23 D7 5D 87 E6
82 3C 47 EC

signature algorithm : SHA1WithRSASignature : 1.2.840.113549.1.1.5

value
OE 80 24 98 F6 6E 89 43 76 57 76 7F 82 95 18 6A
43 A5 81 EC F4 82 1F 1F F2 3F E5 61 67 48 CO 59
94 17 8E 8F DE 4F 7C 35 OC 5D A7 98 73 2A 34 7D
1E BA 53 78 A5 E4 31 45 D1 08 86 BE 5E 57 C6 9D
B5 E7 A7 01 3F 54 01 5E 8F 8B 2F 66 19 24 1E A4
94 58 BO D4 40 95 AB 98 C2 EF 1C 5C 4A 29 48 EC
8C CO A2 B1 AC 2A E9 3C 14 E5 77 B2 A6 55 A8 21
CB 59 81 86 79 FO 46 35 F8 FC 99 2D EC D4 B9 EB

Trusted : enabled

SRR ARIE B S mydbclient.kdb o, & DL

gsk8capicmd_64 -cert -add -db "mydbclient.kdb" -pw "mydbclientpw0Q"
-Tabel "TrialRootCert" -file RootCert.arm

E57R mydbclient.kdb HRTAIES, W& A HLIT 4
gsk8capicmd_64 -cert -list all -db "mydbclient.kdb" -pw "mydbclientpw0"

certificates found

* default, - personal, ! trusted
! TrialRootCert

! myselfsigned

REEETFE (SSL)

DB2 #fl E RA SRR L 2B 72 (SSL) KA FAE % att (TLS) , LI
P HILRE % DR R 55 A4 MIE ek B I S R 82 2 P LS R 55 A% 2 8D 69 = AR AR . TAE
S A AT U R AT Y.

i YA FERE SSL O, BRARSA UM, wmW, MFEEEEHAT TLS,

TERA MER T, 5Ty, BA A AR # H— T A&,
TLIEH SSL R IPTERE A TCPAIP (FIHf SSL JEHAM Jy4ee TCPIP %) WMTE
IR 2% A2 i B4 K

PSR % pel i P TeSSL BT sk r %64 SSL iEHE,
SSL 1EFH#hidk

£ SSL #EFHM], A MEHAREE GEF R RSA) FIRAER F LS 55 i 2 0] %4 58

BAF B AN E . AR E IR B R E P LS IR 55 4% 2 R ) 2 05 @ 5L %

B, FERVZERNZ)E, SR (FIn AES) fxi% LS IR 554 2 A

A e A% S AT .

TE SSL {& F-Hle], & HURIAR 55 awdh AT T 4104 3%

L FJHLER SSL EHIFIIRE 132 R EE .

2. M55 A% LT s A A AT IR R,

3. A ER B TFIER X 2 E L

4. FPHURUER A B Ea R, DUHTAMER 89, & rEd 5 % i 55 Sk
AF A D EATAZ R sl A A B O Y% B R0 12 R 52 Ut 2 B,



5. B PSR S5 A 4 U 2 AT EGEAURS (MAC) |
6. & LS MR ST AR TR S MAC SR e sc (s .

iE: DB2 BUEEZRSF AT SSL RFWIHNTZ LT (Al ) AE.
1% SSL inzZ5 DB2 AIFE&1{E A

AT LLKs SSL fin%% 5i#in KERBEROS # SERVER 2 K4 #EMA DB2 \iF ik
G, fETFE DBM L E S8R S A E SRS A T DR 5 2 ok BR 52 A
A%

HAEBFIAMEC
BEFIEB AT CHORIET L) &t DURE A0 P pL s 95 48 2 26 19 S 1
S,

BOFIEF BB A A H A Bk BrA & B SOy U A H 1 2 s e . e
KA R RS, R H )R, EAEHIGETRL (CA) fRIL,

J T ARBURTAE R, SRR Kk BTE CA, Il Verisign 5 RSA. 1% K4
MLH /IR AMEHNES, THZF (DN) &8 H RIS 0 & 1 8 E= VL
ME—HRi, CA Sl A B BHR A F5 1R 25 24 6 S5 0 B 0 AT L B2 5 1 36 0E (X i
CA MARMETMA ) . FERIEZ G, CA KOZBMFIERARAE, UHFIERES
B EH B, AMEH. 1% CA WEA AR IAZAEHF D4, BRI E 2 Ak
PAF e B e

R IR T R AR BT I, BT 2 AT LU PR 2 SR Bk FR 14 5

L AREUE IR AR 2 S PR A A B4R 4.

2. WK HIETH CA RES®HAAfE. ik, SlOrEiZ CA A M. Hik
JIaTREC K% CA HY S YIRY 52 BRI BIAS Of B 7E S PIRCR A, (B2, iR
A, B2 A A INBARRCTIE R RIZ CA 1Y~ 8], BEIES AR UAK
BT 55— CA BBCFIES; TREfFER 24 CA AHRIEBRYZRE M, B4
KT T — I aRE, B, &, RRTREMR CA MAMEY. R CA
FIZERGHTEN CA. I THEER CA WEFIEBRARE, AREHH 0
A2 R WOZ IR, fin, B B VAR 554 Tk, (5 Bl E ] fE
TR TR AR i 22 4 S O B

B B UE P Ak 2 BT I VF 2 Y AR P IE AN CURE L B IR, 17 A% Bk iE
PERGHEER CA IEBILFTH2EE CA ik,

RRCFIE R el s, R TIERR A & LA E AR T Y, i, a8
AR H A RALRYBE B9 sh e EXIZBCFIE AT s, AR H L a1 C IR, B2
B A4 IOV 3 Al R B iE 5.

AR H AT A TAE A, BELARFIEBE BN A 4K, 2 HEY
kT

~RERAEER

SSL i 2~ 3 1R R e S e i 2 R B AIECFIE R B, 2 S PR
CHFRAERS TR RS A ) B PR A [ B I 5 90 3 ol 9 2> s 9 LA e

TxE AT A A S BT .

5 1 % DB2 %4fEfin 65



66 g et

[z, XV AR — Y, el fE T K BT & O # AL R % .
SR BIRE T XE BT, AT R TR, X P o K P
A4 T7 It o AT, SXAREGRIE. B A EPENAR, AREARE, HREN
WY TH B R R R & s PRk i, L s I e A7 i (i,
FEFPIE ) e THRALAY RE IR SR B,

A~ AR EA S RIEE S %4, EF 2X5 8 S 0T A s iRt 7 5
e, AT HATHOAGE, SSL M BT IES., R BTIE AR 2R, Rz
HER A REY]. GO AL AEIPRINE BT84, P E o Tl
A S PRI Z 4, B UE B A B A 2 & e RAEF.O (CA)
iIE,

ZERNEEES

1t SSL BFMWiHE], & P USR5 & Urid B 2 a0 B R4 ok sc i i, BB —
HRAR A AGE, I R R o0 B M Y Bk

DB2 #fi e R4l LA FIPS 77 is47/) GSKit Rt SSL 4. GSKit 4§ T3
A TESLS

e TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_128_CBC_SHA

e TLS_RSA_WITH_3DES_EDE_CBC_SHA

BAEMEFN AR EE AT IGE, s e B AR Rk, flun, #is
£{f TLS_RSA_WITH_AES_256_CBC_SHA # RSA FITIlIE. # AES 256 {ifil CBC
FAVE I Sk DA BOE SHA-1 PV A 45 s o8 B A 0| R 5

Tt SSL #&EF-WiH], DB2 ¥ 248 H shik #% [l 322 FAILFIR 55 2 SCRe i B i B AL &

k. RS2 AR EAN R E BN EN, IPAR LK ss1_cipherspecs fiC &

SR E R T A (E:

+ TLS_RSA_WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_128_CBC_SHA

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA

s DE=MERMEMAS, EREZNME, EHESSREME, EARAEEXEHEZ
(] B =S 4%

o Null, 7EMIEALT, £ Hhdefmamin] HE .

ANREXT RS R AT e B, W E T ss1_cipherspecs BLE 5L, S

% DB2 HIREEZRG S EFEERA T NEWEEMS, HEFAPR T EAERE

ss1_cipherspecs 45 & % EF T,

GSKit R[] 4G
— 16 DB2 il P gs 1 H AT fE4 fk IBM Global Security Kit (GSKit) fYi 8] i,



w4 GSKit iR [ER

2. GSKit #HIE A 75

B (+RE

REA (+

) ] ) BE AR

0x00000000 0 GSK_OK TR, Tl &A1)
T2 BREE &

0x00000001 1 GSK_INVALID_HANDLE P SSL FMETCAL. TR E I
RIER Y open pRECE HIMLE R,

0x00000002 2 GSK_API_NOT_AVAILABLE HAMEREE (DLL) B, A
. (4T Windows, )

0x00000003 GSK_INTERNAL_ERROR AR R, MRS i Al iR,

0x00000004 4 GSK_INSUFFICIENT_STORAGE WA RN T AT HAE,

0x00000005 GSK_INVALID_STATE AR ST TR AE TR, i,
Xof BN AR A TR B AL B E IR,

0x00000006 6 GSK_KEY_LABEL_NOT_FOUND TE 3 1 SO R AR OR B 48 2 1Y 25 B
%,

0x00000007 7 GSK_CERTIFICATE_NOT_AVAILABLE WA MK IENIE

0x00000008 8 GSK_ERROR_CERT_VALIDATION TEAS S A IR

0x00000009 9 GSK_ERROR_CRYPTO A PR AR I 4

0x0000000a 10 GSK_ERROR_ASN EIE Y ASN 5B T 4.

0x0000000b 11 GSK_ERROR_LDAP HH:E LDAP R4t 4.

0x0000000c 12 GSK_ERROR_UNKNOWN_ERROR PIEBEE R, IR 5 4R LA iR

0x00000065 101 GSK_OPEN_CIPHER_ERROR ARG R, MR 554 i e A iR

0x00000066 102 GSK_KEYFILE_IO_ERROR BEBUE P SO R A VO #ER.

0x00000067 103 GSK_KEYFILE_INVALID_FORMAT S RA TN, EE
BRI B SO,

0x00000068 104 GSK_KEYFILE_DUPLICATE_KEY B EEPAAER - HHW
FH. HMHH iKeyman 2Rk
bR L EE M.

0x00000069 105 GSK_KEYFILE_DUPLICATE_LABEL B SO G A B R — AR 2
ZH. A iKeyman SZHIFERFR
i 2 A AL,

0x0000006a 106 GSK_BAD_FORMAT_OR_ B E AT RS, %

INVALID_PASSWORD SO C IR BUR AR IR AN IE 1,

0x0000006b 107 GSK_KEYFILE_CERT_EXPIRED SR A B A B
WEAS. M iKeyman SEHIFR Tk
B 2 CL SR .

0x0000006¢ 108 GSK_ERROR_LOAD_GSKLIB e A Hd— > GSKit 3l A4 1 12

KRR, W GSKit T IE %
£
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2. GSKit MR A (4E)

IREE (48RO (+
) Bl ) HE yhi)z!
0x0000006d 109 GSK_PENDING_CLOSE_ERROR & 4% GSK_ENVIRONMENT_
CLOSE_OPTIONS wWH N
GSK_DELAYED_
ENVIRONMENT_CLOSE 3 H.1% F
gsk_environment_close() PR Z JGTE
GSKit Phlgrh il s ik 4.
0x000000c9 201 GSK_NO_KEYFILE_PASSWORD H B ARG YA R 38 E A
2k, B DLoK 68 0 46 fb %% 41 SC
7,
0x000000ca 202 GSK_KEYRING_OPEN_ERROR Je BT FEB A 8k Microsoft Cer-
tificate Store, RIEHTSEIKAE. XM
VFRIBUSR SRR 4T JF 304 53 4% 8
NIET.
0x000000cb 203 GSK_RSA_TEMP_KEY_PAIR ok A BIm I 2 R, ) e 554 4
gz 37
0x000000cc 204 GSK_ERROR_LDAP_NO_SUCH_OBJECT TR EHARS W 2270 4.
0x000000cd 205 GSK_ERROR_LDAP_INVALID_ HT LDAP A E AR IEM,
CREDENTIALS
0x000000ce 206 GSK_ERROR_BAD_INDEX LDAP 255 %% 0T Bt 5 7 51 22 FR 11
FARGIRIEH,
0x000000cd 207 GSK_ERROR_FIPS_NOT_SUPPORTED 2380% GSKit HF FIPS J5 b de iy,
0x0000012d 301 GSK_CLOSE_FAILED e R IEMACIE GSKit M55 -
K, B R B R E AR AT RE 2
gsk_close_environment() i F 2 J5 2218
gsk_secure_socket*() 74,
0x00000191 401 GSK_ERROR_BAD_DATE 24 HWE 3% E T RE,
0x00000192 402 GSK_ERROR_NO_CIPHERS FESR SSLV2 Y AR5 il SSLV3,
0x00000193 403 GSK_ERROR_NO_CERTIFICATE WA MAK AR iy 7530 13,
0x00000194 404 GSK_ERROR_BAD_CERTIFICATE BB AU B8 2R IR,
0x00000195 405 GSK_ERROR_UNSUPPORTED _ AR IR A5 1 2,
CERTIFICATE_TYPE
0x00000196 406 GSK_ERROR_IO PATRAR R U S #RAER 4 VO 4
PR,
0x00000197 407 GSK_ERROR_BAD_KEYFILE_LABEL RSB B S (4 e AT
0x00000198 408 GSK_ERROR_BAD_KEYFILE_ JIT 48 5 B A SC A RS ORIE . KRR
PASSWORD fiff FI% A M. BT E T e
R,
0x00000199 409 GSK_ERROR_BAD_KEY_LEN EZREMEARAE S, BHRKPK
FOR_EXPORT K, Tk HE,
0x0000019a 410 GSK_ERROR_BAD_MESSAGE Ak A B A% R IE# ) SSL {H
8.
0x0000019b 411 GSK_ERROR_BAD_MAC ATy B E T R A E AR S

(MAC) .
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RMEAS (+ 75 | REEE (+
) ) HE 15 BB
0x0000019¢ 412 GSK_ERROR_UNSUPPORTED A SSL PN EIE 5208
0x0000019d 413 GSK_ERROR_BAD_CERT SIG HU B M E A S TR IE B &
2.
0x0000019¢ 414 GSK_ERROR_BAD_CERT DAk R B2 i #1151 A% R IE
.
0x0000019f 415 GSK_ERROR_BAD_PEER MAKFEREUCEI R SSL BMYTERL.
0x00000120 416 GSK_ERROR_PERMISSION_DENIED i) R 541 45 e P R4 1R
0x000001al 417 GSK_ERROR_SELF_SIGNED EETANE SR
0x0000012a2 418 GSK_ERROR_NO_READ_FUNCTION TEERVE I, o) M 554 45 1 ) R Al
iR,
0x000001a3 419 GSK_ERROR_NO_WRITE_FUNCTION ERAERM, 1) 45 4R 42 N BB A
P®.
0x000001a4 420 GSK_ERROR_SOCKET_CLOSED FRTISNE Y WA R € A ARk
F.
0x000001a5 421 GSK_ERROR_BAD_V2_CIPHER FEEM V2 B TERL
0x000001a6 422 GSK_ERROR_BAD_V3_CIPHER BN V3 BRI,
0x000001a7 423 GSK_ERROR_BAD_SEC_TYPE ] I 55 14 L P R A R
0x000001a8 424 GSK_ERROR_BAD_SEC_ 1) AR 5541 15 b P s 15
TYPE_COMBINATION
0x000001a9 425 GSK_ERROR_HANDLE_ ARERI A, M S A o R
CREATION_FAILED Bk,
0x000001aa 426 GSK_ERROR_INITIALIZATION WILR A SR, 1) e 55 48 45 b P R
FAILED %,
0x000001ab 427 GSK_ERROR_LDAP_NOT_AVAILABLE 285 EUE I, ¥RV R 4R 2
LDAP H 3.
0x000001ac 428 GSK_ERROR_NO_PRIVATE_KEY T8 58 B EH A o T A L
0x000001ad 429 GSK_ERROR_PKCS11_ 2t A FS5EN PKCS11 FLELfE sk
LIBRARY_NOTLOADED .
0x000001ae 430 GSK_ERROR_PKCS11_TOKEN_ PKCS #11 IX ZhFeFE 4 R 20 545
LABELMISMATCH ERPRIC.
0x000001af 431 GSK_ERROR_PKCS11_TOKEN_ kR RAFAE PKCS #11 #7ic,
NOTPRESENT
0x000001b0 432 GSK_ERROR_PKCS11_TOKEN_ FTF Vil PKCS #11 #7121 % i%/pin
BADPASSWORD TERL,
0x000001b1 433 GSK_ERROR_INVALID_V2_HEADER FEWCEI Y SSL SkA M EH R
SSLV2 sk,
0x000001b2 434 GSK_CSP_OPEN_ERROR TGV ) 55 T A 14 1) %85 10 e 55 4 A1t

& (CSP) . RHETREML EN
CSP ##%, miifsE CSP &M iF
HHEE B K RE$T TT.
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IREE (48RO (+
) Bl ) HE yhi)z!
0x000001b3 435 GSK_CONFLICTING_ATTRIBUTE_ PKCS11, CMS #HHiEES
SETTING Microsoft Crypto API Z [A|f77E @1
WE R,
0x000001b4 436 GSK_UNSUPPORTED_ PLATFORM AT VIR F T & LR 2R
RS, Fltn, 7EBRT Windows
2000 ZAMYF-5 FARSZEF Microsoft
Crypto API,
0x000001b5 437 GSK_ERROR_INCORRECT_ ENCRVESTESIERE ¢ LN
SESSION_TYPE B (E.
¥ i GSKit
GSK_SERVER_SESSION 1}
GSK_SERVER_SESSION_
WITH_CL_AUTH,
0x000001f5 501 GSK_INVALID_BUFFER_SIZE X KN A e 2,
0x000001£6 502 GSK_WOULD_BLOCK 534p40 1 VO A .
0x00000259 601 GSK_ERROR_NOT_SSLV3 SSLV3 %I reset_cipher J&75 ],
B A& SSLV2,
0x0000025a 602 GSK_MISC_INVALID_ID A gsk_secure_soc_misc PR {5 E
T TERARIN,
0x000002bd 701 GSK_ATTRIBUTE_INVALID_ID PRECE B A Ehnil, S B
PRI R R A0 W] BE S FE A 1% 48§ SSL
TERE M RIS 2 T FR A,
0x000002be 702 GSK_ATTRIBUTE_INVALID LENGTH TR B R, X TR,
0x000002bf 703 GSK_ATTRIBUTE_INVALID B R T 38 E M AR 28 20 e 3k
ENUMERATION
0x000002c0 704 GSK_ATTRIBUTE_INVALID_ TR SERIL (SID) &g
SID_CACHE RSB FE TR,
0x000002c1 705 GSK_ATTRIBUTE_INVALID_ M CE BT R APERE, PR E E X T
NUMERIC_VALUE BN IR E B TEAL
0x000002¢2 706 GSK_CONFLICTING_VALIDATION_ SRy HABAIE A5 58 UE % B S EEAE
SETTING xR,
0x000002¢3 707 GSK_AES_UNSUPPORTED REREE U TEMTRE LA
TR AES %14,
0x000002¢4 708 GSK_PEERID_LENGTH_ERROR YRR K ERIE, B/
FTHET 16 NFA.
0x000002¢5 709 GSK_CIPHER_INVALID WHEN_ % FIPS J5 AL T RAPRSH, S
FIPS_ MODE_OFF VEOHE FH 25 22 50,
0x000002¢6 710 GSK_CIPHER_INVALID_WHEN_ TE FIPS 773U F ARERAEMEH FIPS
FIPS_MODE_ON FE B Y,
0x00000641 1601 GSK_TRACE_STARTED BREEC S a3h,
0x00000642 1602 GSK_TRACE_STOPPED PRERCL A5 1k,
0x00000643 1603 GSK_TRACE_NOT_STARTED RS A S S AT AT SR B SO, BT
DT A A A5 1,

70 R A P




# 2. GSKit MR A (4E)

BE S (758 RER (+
) Bt ) BE JtRA
0x00000644 1604 GSK_TRACE_ALREADY_STARTED RIRER SO RS, PRl okl
HEXIED).
0x00000645 1605 GSK_TRACE_OPEN_FAILED JCIEFT IR ERSCHF,  gsk_start_trace()
M55 — A S B 70 R R 3 o8 B i A
A4,
FAEEIRE
7 3. BHHE PR [E Y
BER (43
IRERS (7<) &) BE
0x00000000 0 GSKKM_ERR_OK
0x00000000 0 GSKKM_ERR_SUCCESS
0x00000001 1 GSKKM_ERR_UNKNOWN
0x00000002 2 GSKKM_ERR_ASN
0x00000003 3 GSKKM_ERR_ASN_INITIALIZATION
0x00000004 4 GSKKM_ERR_ASN_PARAMETER
0x00000005 5 GSKKM_ERR_DATABASE
0x00000006 6 GSKKM_ERR_DATABASE_OPEN
0x00000007 7 GSKKM_ERR_DATABASE_RE_OPEN
0x00000008 8 GSKKM_ERR_DATABASE_CREATE
0x00000009 9 GSKKM_ERR_DATABASE_ALREADY_EXISTS
0x0000000a 10 GSKKM_ERR_DATABASE_DELETE
0x0000000b 11 GSKKM_ERR_DATABASE_NOT_OPENED
0x0000000c 12 GSKKM_ERR_DATABASE_READ
0x0000000d 13 GSKKM_ERR_DATABASE_WRITE
0x0000000e 14 GSKKM_ERR_DATABASE_VALIDATION
0x0000000f 15 GSKKM_ERR_DATABASE_INVALID_VERSION
0x00000010 16 GSKKM_ERR_DATABASE_INVALID_PASSWORD
0x00000011 17 GSKKM_ERR_DATABASE_INVALID_FILE_TYPE
0x00000012 18 GSKKM_ERR_DATABASE_CORRUPTION
0x00000013 19 GSKKM_ERR_DATABASE_PASSWORD_
CORRUPTION
0x00000014 20 GSKKM_ERR_DATABASE_KEY_INTEGRITY
0x00000015 21 GSKKM_ERR_DATABASE_DUPLICATE_KEY
0x00000016 22 GSKKM_ERR_DATABASE_DUPLICATE_
KEY_RECORD_ID
0x00000017 23 GSKKM_ERR_DATABASE_DUPLICATE_
KEY_LABEL
0x00000018 24 GSKKM_ERR_DATABASE_DUPLICATE_

KEY_SIGNATURE
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0x00000019 25 GSKKM_ERR_DATABASE_DUPLICATE_
KEY_UNSIGNED_CERTIFICATE

0x0000001a 26 GSKKM_ERR_DATABASE_DUPLICATE_KEY _
ISSUER_AND_SERIAL_NUMBER

0x0000001b 27 GSKKM_ERR_DATABASE_DUPLICATE_KEY _
SUBJECT_PUBLIC_KEY_INFO

0x0000001c 28 GSKKM_ERR_DATABASE_DUPLICATE_KEY _
UNSIGNED_CRL

0x0000001d 29 GSKKM_ERR_DATABASE_DUPLICATE_LABEL

0x0000001e 30 GSKKM_ERR_DATABASE_PASSWORD_
ENCRYPTION

0x0000001f 31 GSKKM_ERR_DATABASE_LDAP

0x00000020 32 GSKKM_ERR_CRYPTO

0x00000021 33 GSKKM_ERR_CRYPTO_ENGINE

0x00000022 34 GSKKM_ERR_CRYPTO_ALGORITHM

0x00000023 35 GSKKM_ERR_CRYPTO_SIGN

0x00000024 36 GSKKM_ERR_CRYPTO_VERIFY

0x00000025 37 GSKKM_ERR_CRYPTO_DIGEST

0x00000026 38 GSKKM_ERR_CRYPTO_PARAMETER

0x00000027 39 GSKKM_ERR_CRYPTO_UNSUPPORTED _
ALGORITHM

0x00000028 40 GSKKM_ERR_CRYPTO_INPUT_GREATER _
THAN_MODULUS

0x00000029 41 GSKKM_ERR_CRYPTO_UNSUPPORTED _
MODULUS_SIZE

0x0000002a 42 GSKKM_ERR_VALIDATION

0x0000002b 43 GSKKM_ERR_VALIDATION_KEY

0x0000002¢ 44 GSKKM_ERR_VALIDATION_DUPLICATE_
EXTENSIONS

0x0000002d 45 GSKKM_ERR_VALIDATION_KEY_WRONG_
VERSION

0x0000002e 46 GSKKM_ERR_VALIDATION_KEY
EXTENSIONS_REQUIRED

0x0000002f 47 GSKKM_ERR_VALIDATION_KEY_VALIDITY

0x00000030 48 GSKKM_ERR_VALIDATION_KEY_VALIDITY _
PERIOD

0x00000031 49 GSKKM_ERR_VALIDATION_KEY_VALIDITY _
PRIVATE_KEY_USAGE

0x00000032 50 GSKKM_ERR_VALIDATION_KEY_ISSUER _
NOT_FOUND

0x00000033 51 GSKKM_ERR_VALIDATION_KEY_MISSING_

REQUIRED_EXTENSIONS
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EEA (8
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0x00000034 52 GSKKM_ERR_VALIDATION_KEY_BASIC_
CONSTRAINTS

0x00000035 53 GSKKM_ERR_VALIDATION_KEY_SIGNATURE

0x00000036 54 GSKKM_ERR_VALIDATION_KEY_ROOT_KEY_
NOT_TRUSTED

0x00000037 55 GSKKM_ERR_VALIDATION_KEY_IS_REVOKED

0x00000038 56 GSKKM_ERR_VALIDATION_KEY_AUTHORITY _
KEY_IDENTIFIER

0x00000039 57 GSKKM_ERR_VALIDATION_KEY_ PRIVATE _KEY_
USAGE_PERIOD

0x0000003a 58 GSKKM_ERR_VALIDATION_SUBJECT_
ALTERNATIVE_NAME

0x0000003b 59 GSKKM_ERR_VALIDATION_ISSUER _
ALTERNATIVE_NAME

0x0000003c 60 GSKKM_ERR_VALIDATION_KEY_USAGE

0x0000003d 61 GSKKM_ERR_VALIDATION_KEY _
UNKNOWN_CRITICAL_EXTENSION

0x0000003e 62 GSKKM_ERR_VALIDATION_KEY_PAIR

0x0000003f 63 GSKKM_ERR_VALIDATION_CRL

0x00000040 64 GSKKM_ERR_MUTEX

0x00000041 65 GSKKM_ERR_PARAMETER

0x00000042 66 GSKKM_ERR_NULL_PARAMETER

0x00000043 67 GSKKM_ERR_NUMBER_SIZE

0x00000044 68 GSKKM_ERR_OLD_PASSWORD

0x00000045 69 GSKKM_ERR_NEW_PASSWORD

0x00000046 70 GSKKM_ERR_PASSWORD_EXPIRATION_TIME

0x00000047 71 GSKKM_ERR_THREAD

0x00000048 72 GSKKM_ERR_THREAD_CREATE

0x00000049 73 GSKKM_ERR_THREAD_WAIT_FOR_EXIT

0x0000004a 74 GSKKM_ERR_10

0x0000004b 75 GSKKM_ERR_LOAD

0x0000004¢ 76 GSKKM_ERR_PKCS11

0x0000004d 77 GSKKM_ERR_NOT_INITIALIZED

0x0000004e 78 GSKKM_ERR_DB_TABLE_CORRUPTED

0x0000004f 79 GSKKM_ERR_MEMORY_ALLOCATE

0x00000050 80 GSKKM_ERR_UNSUPPORTED_OPTION

0x00000051 81 GSKKM_ERR_GET_TIME

0x00000052 82 GSKKM_ERR_CREATE_MUTEX

0x00000053 83 GSKKM_ERR_CMDCAT_OPEN

0x00000054 84 GSKKM_ERR_ERRCAT_OPEN
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0x00000055 85 GSKKM_ERR_FILENAME_NULL
0x00000056 86 GSKKM_ERR_FILE OPEN
0x00000057 87 GSKKM_ERR_FILE_OPEN_TO_READ
0x00000058 88 GSKKM_ERR_FILE OPEN_TO_WRITE
0x00000059 89 GSKKM_ERR_FILE_OPEN_NOT_EXIST
0x0000005a 90 GSKKM_ERR_FILE OPEN_NOT_ALLOWED
0x0000005b 91 GSKKM_ERR_FILE_WRITE
0x0000005¢ 92 GSKKM_ERR_FILE REMOVE
0x0000005d 93 GSKKM_ERR_BASE64_INVALID_DATA
0x0000005e 94 GSKKM_ERR_BASE64_INVALID_MSGTYPE
0x0000005f 95 GSKKM_ERR_BASE64_ENCODING
0x00000060 96 GSKKM_ERR_BASE64_DECODING
0x00000061 97 GSKKM_ERR_DN_TAG_NULL
0x00000062 98 GSKKM_ERR_DN_CN_NULL
0x00000063 99 GSKKM_ERR_DN_C_NULL
0x00000064 100 GSKKM_ERR_INVALID_DB_HANDLE
0x00000065 101 GSKKM_ERR_KEYDB_NOT_EXIST
0x00000066 102 GSKKM_ERR_KEYPAIRDB_NOT_EXIST
0x00000067 103 GSKKM_ERR_PWDFILE _NOT_EXIST
0x00000068 104 GSKKM_ERR_PASSWORD_CHANGE_MATCH
0x00000069 105 GSKKM_ERR_KEYDB_NULL
0x0000006a 106 GSKKM_ERR_REQKEYDB_NULL
0x0000006b 107 GSKKM_ERR_KEYDB_TRUSTCA_NULL
0x0000006¢ 108 GSKKM_ERR_REQKEY_FOR_CERT_NULL
0x0000006d 109 GSKKM_ERR_KEYDB_PRIVATE_KEY NULL
0x0000006e 110 GSKKM_ERR_KEYDB_DEFAULT_KEY_NULL
0x0000006f 111 GSKKM_ERR_KEYREC_PRIVATE_KEY NULL
0x00000070 112 GSKKM_ERR_KEYREC_CERTIFICATE_NULL
0x00000071 113 GSKKM_ERR_CRLS_NULL
0x00000072 114 GSKKM_ERR_INVALID_KEYDB_NAME
0x00000073 115 GSKKM_ERR_UNDEFINED _KEY_TYPE
0x00000074 116 GSKKM_ERR_INVALID_DN_INPUT
0x00000075 117 GSKKM_ERR _KEY_GET_BY_LABEL
0x00000076 118 GSKKM_ERR_LABEL_LIST_CORRUPT
0x00000077 119 GSKKM_ERR_INVALID_PKCS12_DATA
0x00000078 120 GSKKM_ERR_PKCS12_PWD_CORRUPTION
0x00000079 121 GSKKM_ERR_EXPORT_TYPE
0x0000007a 122 GSKKM_ERR_PBE_ALG_UNSUPPORT
0x0000007b 123 GSKKM_ERR_KYR2KDB




K3 EHIE R (25)
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0x0000007¢ 124 GSKKM_ERR_KDB2KYR

0x0000007d 125 GSKKM_ERR_ISSUING_CERTIFICATE

0x0000007e 126 GSKKM_ERR_FIND_ISSUER_CHAIN

0x0000007f 127 GSKKM_ERR_WEBDB_DATA_BAD_FORMAT

0x00000080 128 GSKKM_ERR_WEBDB_NOTHING_TO_WRITE

0x00000081 129 GSKKM_ERR_EXPIRE DAYS_TOO_LARGE

0x00000082 130 GSKKM_ERR_PWD_TOO_SHORT

0x00000083 131 GSKKM_ERR _PWD_NO_NUMBER

0x00000084 132 GSKKM_ERR_PWD_NO_CONTROL_KEY

0x00000085 133 GSKKM_ERR_SIGNATURE_ALGORITHM

0x00000086 134 GSKKM_ERR_INVALID_DATABASE_TYPE

0x00000087 135 GSKKM_ERR_SECONDARY_KEYDB_TO_OTHER

0x00000088 136 GSKKM_ERR_NO_SECONDARY_KEYDB

0x00000089 137 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
LABEL_NOT_EXIST

0x0000008a 138 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
PASSWORD_REQUIRED

0x0000008b 139 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
PASSWORD_NOT_REQUIRED

0x0000008c 140 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
LIBRARY_NOT_LOADED

0x0000008d 141 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
NOT_SUPPORT

0x0000008e 142 GSKKM_ERR_CRYPTOGRAPHIC_TOKEN_
FUNCTION_FAILED

0x0000008f 143 GSKKM_ERR_LDAP_USER_NOT_FOUND

0x00000090 144 GSKKM_ERR_LDAP_INVALID_PASSWORD

0x00000091 145 GSKKM_ERR_LDAP_QUERY_ENTRY_FAILED

0x00000092 146 GSKKM_ERR_INVALID_CERT_CHAIN

0x00000093 147 GSKKM_ERR_CERT_ROOT_NOT_TRUSTED

0x00000094 148 GSKKM_ERR_CERT_REVOKED

0x00000095 149 GSKKM_ERR_CRYPTOGRAPHIC_OBJECT_
FUNCTION_FAILED

0x00000096 150 GSKKM_ERR_NO_AVAILABLE CRL_
DATASOURCE

0x00000097 151 GSKKM_ERR_NO_TOKEN_PRESENT

0x00000098 152 GSKKM_ERR_FIPS_NOT_SUPPORTED

0x00000099 153 GSKKM_ERR_FIPS_CONFLICT_SETTING

0x0000009a 154 GSKKM_ERR_PASSWORD_STRENGTH_FAILED
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% efsenable -a

U F %547 efsenable fir%—IK.
ENEHE

FE AR E R, filkiafs DB2 Bl F iR P ik FR A abst, 7 abst b
MEAEHE, JFH abst Eﬂ%’ﬁ’ﬂfﬂéﬂﬂjz\ LA H Y.

. FEf53h DB2 ~PFIPREFF 2RI, FrA @ s EaLZS abst JEAR AR CHK,
AP efskeymgr —V i SR BIE AR B,  AILAT 7= B 7s:

# Tsuser abst
abst id=203 pgrp=abstgp groups=abstgp,staff ...

# efskeymgr -V
List of keys loaded in the current process:

Key #0:
Kind ooovviiiiiiiiiiie.. User key
Id (uid / gid) ......... 203
TYPE tiiiiiii it Private
key
Algorithm ......oovvvnnnnn RSA_1024
Validity «ovvevnvnnenan... Key is
valid
Fingerprint ..............

24c88df2:d91cbba2:c3ellbba:4c13f8b4:666fabd8

Key #1:

Kind oooiviiiiiiiiinnnn.. Group
key

Id (uid / gid) ......... 1

TYPE teetieiinenennaanns Private
key

Algorithm .....oviiiinn, RSA_1024

Validity «.oovvvninnenan... Key is
valid

Fingerprint ..............
03fead42:57e7646e:a1715626:cfab6c8e:8abedlcl

Key #2:

Kind oeeeinninininenn, Group
key

Id (uid / gid) ......... 212

TYPE teeiiieiiennennaanns Private
key

Algorithm ....oovvviiinns, RSA_1024

Validity vovvvnnnnnnnnnn. Key is
valid

Fingerprint ..............
339dfb19:bc850f4c:5551¢c975:7fe4961b:2dddf3bc

2. WREHEMZEHAE LR NS abst SRR, A2 LT a2 A% H
FE: % efskeymgr —o ksh

=

i 2 4Rm AP SR AL P A Y, I AR 0 O S D,
3. i EHaAT LT kA P A B R HEA: % efskeymgr -V

W2 SR P MY, RARBA SR HIE, HREHITLE 4.
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4. WAERIEAN T AR, ABPETRAGFAE R efskeymgr —V ir & BAH IR
M E B, IR AL /5B 4 B

5L root i EE RBAC ff{8 aix.efs_admin B3I 2H 85 5H

% efskeymgr -C group_name
5. RFZH R R DT IR AUER o8 45 B S A Y
% efskeymgr -k group /group_name -s user/user_name

WRBAPEESE, M A2 LR 4% 91 e BA Vi R A, Al AT 1% i
efskeymgr —o ksh & R B4 A &%, o s at.

FEHIEE NG Z% F IS EFS
EFS {UFE JFS2 ARG Lizty, HWH%T 1.

RN T SO RS b, EE1T % chfs —a efs=yes filesystem x4 KA H
EFS, filtn:

% chfs —a efs=yes /foo

WSRTERN B 0 S 24, BB Ar L@ K smit 48 orfs 45 -a efs=yes ik
THEC A 2R )5 A EFS,  fltn:

% crfs -v jfs2 -a efs=yes -m mount_point -d devide -A yes

WAL, EFS fESCF RS B A AMERITIT. 30U 75 0% Bl 14 R 2 Bl 2 R 4T T
EFS, AXHEZEE, WEHAT efsmgr S M4EKH AIX EFS S0,
EZE ME R T

TR E B B ERS R ORI R Rl R SO, B R F EMPLOYEE 3£
k(N ipre a3
L AT DR Ry A i Rk A1 485 ) TBSPACEID:

SELECT TABNAME, TBSPACEID FROM syscat.tables WHERE tabname='EMPLOYEE'

B B A A &5 R A0 F s

TABNAME TBSPACEID

EMPLOYEE 2

2. HZRALT R Y s 1 B A R AE R A5 (A H A $k 1% TBSPACEID:
LIST TABLESPACE CONTAINERS FOR 2

e LA A 4 R AR B s

FaatRif AR RE
0 /foo/abst/NODE0000/BAR/T0000002/C0000000.LRG pais

WAE, wHME RSB ESIEHR N /foo/abst/NODEOOOO/BAR/TO000002/
C0000000.LRG [ #RVE RS S HR, 3 02 77 BN 1) S,



mE
B, TN R s PR AT AT ] B K B T Y R A R O R

AT 512 B DL S
L B7R3CHE,  pin:
# 1s -U /foo/abst/NODEGBOO/BAR/TO000002/C0000000. LRG

SrW-------- 1 abst abstgp 33554432 Jul 30 18:01
/foo/abst/NODEOOOO/BAR/TOO00002/CO000000. LRG

2. T efsmgr iy 4R X SCHIEATING, l4n:
# efsmgr -e /foo/abst/NODEO0OO/BAR/TOB00002/CO000000. LRG

MR RN RS, AP AR R R R e, BIs 1% 0 e g,
g n:
# 1s -U /foo/abst/NODEOOOO/BAR/TO000002/C0000000.LRG

-rW----=== e 1 abst abstgp 33554432 Jul 30 18:03
/foo/abst/NODEQOOO/BAR/TO000002/C0000000. LRG

3. $IEF T AR SHE ] DB2 BfR A EAs. FEIRZU RS, BE EMPLOYEE
FERNI N 22 23 [ T A B ¥ 4  EFS SEATIN%S. B4R R B BARAT,  #m i
DB2 Hufla i B A4 1E 07 UM % O o 12 8.

Hit DB2 &3

DB2 HitigiEif

T OO BRI RO D W), AT LU % A DG A 1] 2 AL A e X ] 342 32 1 2 Vs 1]
v I T R (| o S R AT 7 DR R | D D& 8BRS i M BB U R
DB2 H i o M A Al s ).

JIC S AW A i S 0 U7 TR G 8293 A, ol o e D 1) B P, e 0 Bl L 3o
B 19 A T A AR AL 1] s PR S Lo T S A AR A ] O R P e Rt ) D
Vil CRLE R G BARAE ) Wl 4R A SRR I R GE TG shi i ik,

DB2 #iititi hy — FR e SR e A UV HER B, R Svr 0 AT . Kok
VO A B I SR PR AFAE BT T H RSSO, R X B0 SR 1 23 vl 7s 2 IR B R e iR Y
AR, —EU, AT AT B ok D sl B X R G R AL

TSt 4R AR S0 2% R B A Sl P G ) AT RV RO D RE, R AT Sh A AR R
H S C SR T A SEBIRER AT 3. RAE B (P14 SYSADM AR ) wrld
] db2audit T HAESCHIZ 5 EACE ® L b X M S SRR, REE
G a] LU db2audit T H RIS SCEIAI e 22 /i H ik DR M — 2R 2 A% H
R .

AW (EHIEENIAG SECADM KR ) Rl i3 S5 SQL 15/ AUDIT
B A, DABC B O 2 A Bl PR v BEoR. e PR B 03wl DURE R S E 4
FERIATHE & AT 55

* SYSPROC.AUDIT_ARCHIVE f¢fifid B #it H AR gE 47 1944,

* SYSPROC.AUDIT_LIST LOGS FERE niFEEHdRCENHE.
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* SYSPROC.AUDIT_DELIM_EXTRACT {76i#id Bk B B 2] /8 A ek, DB HEFT
3T,

LAV 5] DR XX S Y EXECUTE $RAUR T 55— A, BILTHRER, %
PR T GRS e URiX ST 55,

ALY R RIS AR, V52 Al i SR e 5 T S i Bt R X ()
R BH R X CEENAZMFE N E X)) fAkE. XERERITIC
AT Z A RE S AR B THC R I — 5 A & AR IR AR P o XA R
Koy (AR THE R X)) fIfER.

TESLBIZe ], /M db2audit start fil db2audit stop 43k @5 (L FI B she
TR, TR Sh LB A BT, EHE R B A R EEE, WIS
DB2 ¥l M Ss#R o oe, A DIRPEE A (R 1Z 5], s ik R 2 {ﬁzﬁJH’J b, Y4
(ARSI, AR H B A TR, b TSR ES S ER s, Bk
T BT RN, SR M T R S B A R (AN AUAR IR B AR
AE B CE e R ) MR,
BHITIE KAV
A AR R AN H 0k, T T AT A S 2L R, SRS
AN 2 FR G T — A B B, B AR IIZ R B R, aT T R
R
« Bl (AUDIT) . 2480 syt B el sl 8 v T H AR I &4 Bl sk,
« BUBRK:E (CHECKING) . XJi[alsi 4\ DB2 Hifls 22 %t 52 al ok 5 i 2 it A7 AN BR A6
a2 e .
o X4y (OBIMAINT ) . 2460 7 ol M B 200 % 52 DA R il A e e 4 fsf 2 A6 i
K.
o ZedEi (SECMAINT) | £ FAIES T &8 il %
— BT SR S R B SR AR
— BT R 2T SRR AL
- BUBHRIR, MEAPR o E SRR LBAC 44 R 1 @
— Pk #4Y SETSESSIONUSER 4541

- BEWTIME - E S
SYSADM_GROUP, SYSCTRL_GROUP, SYSMAINT_GROUP i
SYSMON_GROUP,

o RHEH (SYSADMIN) . 4P fTHZE SYSADM, SYSMAINT & SYSCTRL Y[
I ERAERT 2 A BC SR,

« APEIUE (VALIDATE) , Y4iAUE P 8 R R 50 % 2 M5 BT &4 il .

o #F ETF X (CONTEXT) . 48478088 FEEAERT, Ae piic sk DU R IZ8AE B R 3C.
RN e VERT HE H RSO T A AR, Y S H R F A RS
i RIIE, R — 2 S R 5 S B R R E DGR, BN, A RY A RE A
RSB T AR RS TP T R HERT 9487/ FF (40 CONNECT ) ¥u] $2 {43 Hr
CIR AT N o

i RAUZEAE B0 SQL 3 XQuery EAATREIRES, JFRIE CONTEXT ik
WoE4 BoR, XA[REf CONTEXT ifsEAS 3R k.



« H4T (EXECUTE) , 7E#(AT SQL & /m) (A4 siid 5k,
XoFF B AR —FR2E R, AT DU S I 4V R R A A

FERCE 2 MR 55 e AT B AT AT A ] RE AR ULME k. B T H RS AR LY SEBr e s 2R
EI:007 S i 1 =W G (=l D 23 b i D S 4 R =9 %0Y 187 5 RP xR A i R B 2
B, ERRMIERNE, S FIHA, dTIERE, XHES SRR+ EE

BT IRRE
22 4 PR P G TT L PR T SR W R B VTR0, LS S 5 T 5 M R 4 0 £
B

JBho

Z PR B B a] DRI BT S SR IR BN BR R RO B A, A genl LR
S NG LS
o B RRE

AR B VTSRS, K B U L2 R 7R PN R A B T AT R A
S

LRI SORBR S = (DML) WIROW % (EXH) | MQT (RUAML#INE ) Sl
PRI XQUERY Vilil, {Evilaleit, FUER & d0R @4 KRR EXECUTE 2B
VEIEOF, RG2S I,

o LT

AR VT IS, K BT B R AT A TR SO SCRY AT A 1 BN R A B T A T R
(o

« FmH. AR
AR R VSR, K BT A S T R SR BT R R

AR TV SR, A D A s 8 B T B R S B A R R S, RS
(4 A R A B, i, o At A 5 i 4

I Ry — AN HE SCOAE BT ARG shi e 45 8, R DUEE < AR 08 3 1 i
AR AR OEE. BRI T, 2 TAE A B AU A AR IR, I8 a]
BV S HAb @ 1, XAl RE & TR RAF A BB A B R, BUE Rk T X 2 H At
JEPERS, R RESMS AR (ATRE R IR ) TAEfE. iRk 7 R IRIE
FIHHP, A,

* U (SYSADM, SECADM, DBADM, SQLADM, WLMADM, ACCESSCTRL,
DATAACCESS, SYSCTRL, SYSMAINT #1 SYSMON)

AR B E S, o R A 1R E AR B T R S BT R, RIRR 2 AR
X AR B DTRY, FOLIRLL,

LA PEAE B G oa] AR 2 TR, B, BT 9 2% R AT RE TR — SR R R T
HUREE, JFTR S — MR OR TG DBADM KR S MG sh. WnR LAk
X — AR A Rk, 20K B A LR SO BRI T A S (A —
U)o it R R R SRS EOR R R E R A i) EXECUTE 344, JFH A
R SR BESR A R] — AN AR EXECUTE 30k, ARAK B iU [l i% 2 i B 2h
KM,

5 1 % DB2 Z4atEfin 83



84  udmrE v

XFRER G, HAEA - AHI R AR B, AREFR A 2 A8 R S5 E — 4
BV SR AN AE 9 L ATl R SRS, AR 2 Al R A SR, g B T ) LA G IR O 5
i F) 22 O L],

BT R BN 2 B SE AT TIZRN MQT, WA AT — 2 CHK,
B2 K7 4[] e 5 2 TR AT MQT KHK,

55 WA SAAT B B VTR AR 8 35 55 JTAG I RO B T S SRR IR UEAT Y, o, AR 22 4
PR B GRS — B TSRS S T SR HAZ T I T 55, IR A% U SR AR
SRGMTELL B 55 W PAT AT ARG A). EAh, 0 BTV S T 4R 1) S M BEAE o S e A
AR PR VR B B ALTER AUDIT POLICY /4], HRALM A EAE# )5
AHERL.

AP AU CREATE AUDIT POLICY B4 K@ g Tk, ] ALTER
AUDIT POLICY iB/A) RGN, X 65 a)mf DIES E:
o BT EMFRPRSME: . B, ENEEmE.

SUCH V5 48 2 RS VT B A v B F 4
o VR IAIE] & AR EE IR IR 55 2R AT
AP B M ] AUDIT 8 AR B v F 3R B -5 24 1 50 e 53024 i Al 554 H ) 250 v 4
KK, HEZN LM F, PSRRI AT E 1T

BRI, LS B LIE ] DROP B4, AREMIEE S %4 LR it
g%, f#i i AUDIT REMOVE &) 55 % 4 MAT A A SE Bk, Bk o BRI £
THRES, et R A n I COMMENT &4,

HRITEERZERNSEY

X AESAT EE BRI DI 7 SRR IR A Y — L 0, O — ] RO B TR (R B2 5
Bl R R ems, R R R T X

#4. EBHEMN

=4 Cha b

CONNECT CONTEXT

CONNECT_RESET CONTEXT

AUTHENTICATION VALIDATE | 3X {45 75 7T 5 1 $2 P4 22 $9 R0 D7 48 P S0 1] A A
Ik,

CHECKING_FUNC CHECKING | 2R3/ /n]/& SWITCH_USER,

R PR -5 M 2 ST oV SRS B X S, TSR S A AT A X 5 (i,
A PSR ) RBRA B R e TR, X AEE R K A2 ) CONNECT
AUTHENTICATION 4, f5ffi ISCOIg0 Bt &, HEIBR s hik, BdiF
PSS — KW 3k ) ACTIVATE DATABASE fir & I g5 .



V4% F R RIS 08

WERAE R G RN, A28 TR PG, FRELT, A
P25 85 J5U0G T SR B T SRems, I ELKE AT X8 L SOH PR AL S A B S, AT
(EESTIREEE SN SibL W ISR EYe

W SET SESSION USER ifi4), IR RYM & iERARIR.  J56 P BRI
(R BT RIS R R A2, I b AR 7 BT Sems . I SRAE 20
W% T %> SET SESSION USER %), IARBESFIEHT (RERBIRR)
LRI (2RI SR BT R,

HIRE X ES RS
THEdEE XG5 F (DDL) i/FR AUDIT 4 3( SQL #4):
« AUDIT

+ CREATE AUDIT POLICY, ALTER AUDIT POLICY #! DROP AUDIT POLICY

+ DROP ROLE #{l DROP TRUSTED CONTEXT ( 5 S i f sl vl 15 T 30 5
B SR G )

AUDIT i SQL &) 7EAf A B A7 — L8 pR -

o BAMEMGIAAURA COMMIT 5, ROLLBACK,

© AL RFEFNREXEER, Flin, XA $H5,

A K — Rk R iff — A RS2 AUDIT #h5 = DDL B4, MR RVESLH

AUDIT 755X DDL &4 IEfEAT, IFAJ54E AUDIT M 5: DDL B4 550, A
£4 17 AUDIT 730 DDL /) ¥ S2 sl iR k.

i SR B AR, (HETER SR A AR, BT & %R ) A R TR,
BT X E R VAR 18] 9B

WHHEE—ZAF, H EMPLOYEE £ FIFHHEBNGE, I HIEZARREH IR
ZRP AR AT AT SQL VilH], wIRIEE A EXECUTE 54 BRER R 19 BT A U
[l AT SQL ), Fu] DAL HE o THESATIN: S i o8 f S A4t A s A BEcdi fEL

MRERIZR ERTE S EHATA SRR, B, et i EIE —MEE EXECUTE £
AR E TSR, RG22 PR B DR 12 R 5 R Gk

CREATE AUDIT POLICY SENSITIVEDATAPOLICY
CATEGORIES EXECUTE STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT TABLE EMPLOYEE USING POLICY SENSITIVEDATAPOLICY
COMMIT

it SYSADM = DBADM #1THIEM#ERIERIRA]

NT M EEGHIUES, — KA R BRI GEG AN B IE R H
(SYSADM ) si%ffi /4 (DBADM) UFR Y HRLE A PAAT B9 AT AT R A 75 3.

SHARAR E N BT B4, WV RTIT EXECUTE Ml SYSADMIN 283, %445 2 i
B — AN TR PR B I SR, 22 eV B AT DLRE ] AUDIT 3 R)Rf B AT 15K
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%15 SYSADM #ll DBADM MR CHE, #KJ5, #1FH SYSADM = DBADM AR 4%
] PR C AT AT rTE S, DL 7R s Q] B X A TSR K B 5 SYSADM
F1 DBADM #YFR S Ik:

CREATE AUDIT POLICY ADMINSPOLICY CATEGORIES EXECUTE STATUS BOTH,
SYSADMIN STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT SYSADM, DBADM USING POLICY ADMINSPOLICY

COMMIT

HITHE A BHITRIE T 1 R R B

— x]SR VR A B P AT Web B FIAR P, (] Web B R FF AR
ARM. FAGERE e, e T8 R AR, 1228 5 f B AR N A
RO AT AT AR B, DUREAS 2 AT 5 S 45 2t e 1 SR T 0 At T ] Rl . Web J
FHRE e [l 2cdla 1

EXECUTE &5 6175 BREZEX AP NG00 T 1 TG S g st g, 56— R A& 24 1
HHRIG R E S Web [ AR FHT6E Y @R (FEARBIH, fty TELLER A
CLERK) :

CREATE AUDIT POLICY WEBAPPPOLICY CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT ROLE TELLER, ROLE CLERK USING POLICY WEBAPPPOLICY

COMMIT

BFREMAHTEREITEE

VIR F AR 2K T S AT R 2 — IR E 3, 1T R 5548 9T 4 5 A K 09 1% 3
FAE. RIE, 7L JTRS H B0 SO B i S0 P, 985 ST B A
%] DB2 HUit A& d, DMESATA,

FIC B T RSB 0 B ARV RS B H AR A — RO R R B, ) PR R
JEEYIXIIRE (DPF) 223 P YR il AR ARG EE. 78 DPF #hsvh, T&shaiitH
Y AR AT LU B A GE — B9 H s, AR U A ME — H S BT R SR SR
i, BB SRS A [ AEL

1E Windows #{ERS L, Wi HEMGE IS A instance\security\auditdata, [
f£ Linux f1 UNIX #4E &% & instance/security/auditdata., WIS AR
g, WA PAE#E AR HZ (RN EESMAE, oTRITE RS EAlEH H &
MESIME) . EREGNHEIFHEMEMC TS E IS0 EEE, G0
5 datapath # archivepath %) db2audit configure x4, UWILLT /R AT R:
db2audit configure datapath /auditlog archivepath /auditarchive

] db2audit L EHHIEH AL 0L ELE AT S0 0 BT A R .
xR SRR LA 2 A, IR AR SEIER R %A A [R] R AR AR,
DPF IMZRAVE NS T HERKE (datapath )

f£ DPF ¥R, eI IX L AR R B G s v H S (1 datapath 24K
BOE) . AR PR O RSB H AY:



1. 48 T datapath 28, i AAdE I X RIA, 6 AEdR 0 XA AV
XA WAL T H A SO R BAR R, K 45 R A A B B 78 20 X B B R [e] i A2
.

2. fHAERTA T R AR 9 3L AR Eh &7,

ATLIEXT datapath 28 E 19 (6 AOAT A 7 B 68 R e o X Rk K, ftn, Fe =
M RARPRSE L CRPEdRFES XS H 10) , LITr4:

db2audit configure datapath '/pathForNode §$N'

e DL A2

* /pathForNodel0
 /pathForNode20
» /pathForNode30

i ONREOE R oy X R HORTE E IR H &SR %42 (archivepath 241 |
REEEHEITEE

AOUE G A LI db2audit T H RIS ANECE B T H B LT — R E
VAT H A IR TR0,

G P D B A A VA B A L 1) AR T AR ) EXECUTE $ AU 2, AT DL

1Fizf7 SYSPROC.AUDIT_ARCHIVE f#fifid Bk ITRSTE S vh H Ak, B H Pl

Bl Rz Bl A B E R, MfiTe] U SYSPROC.AUDIT_DELIM_EXTRACT

Frfif il AR,

DU 2 i A R SR RS ANl R T RS 20 B

1. R AR DL FRAEA i 7 SYSPROC.AUDIT_ARCHIVE SEHATIE St H &
RIS,

2. W EEOSE AT AR H &AM, [ SYSPROC.AUDIT_LIST_LOGS 3 s EUR SR
A B IR H .

3. ¥ SCE e M B HLi$4s SYSPROC.AUDIT_DELIM_EXTRACT 7 #2 LM H &
ch il O IR BT AR E R,

4. ¥R S A S DB2 Bl e b DL AT 4T

AN BEAL BINKE C A H RSSO AR R DL AT o0 A Al DU AT e T RAAE A R o
fian, wlAE R T B AT 2 /) I AR X S S,

IR RS R B, ) oE AR B AR T R R S 1], B AR R R N A
TE) , A2V R WOT ARV H B P A oy 48 bk i H
FocfkE, 4N, db2audit.instance.log.0.20070508172043640941.bk, fEff# [v] i 5
CEGITE AR B fe 0 B2 0 Z G R =S (B), sl A AR A2 ), 250K il
iFHEB RIS AR, R)E, TR o TR B & — R H .

# DPF IMEARFEESHEITEE

F£ DPF $hbirh, WERAESCHIIEAEIS AT S i 0 a4, IR AR K B She &A1y
M EEfT B R BB IR H RSO 2 R R AR R I TGS, B, AEd =
M RARPN RS L CRPEdRFESX S H 10) , LITar:

db2audit archive to /auditarchive
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Qe F 2 S

* /auditarchive/db2audit.l0g.10.timestamp
* /auditarchive/db2audit.l0g.20.timestamp
« /auditarchive/db2audit.log.30.timestamp

WRAE S AR AT At AR A 4, 2 0] Dhadad 41 e rp — by ik 25 il A R i 4 7
W7 i LB AT

* K node LIS db2audit i AECG T FH LAASON 2 i 1 a5 0T 9 A 4

« M db2_all 4 DITERTA T sl BistT IR a4

i am:

db2_all db2audit archive node to /auditarchive
K DB2NODE PABaAR i DI /s 76 F I 1% a4 1977 5,

BEAE, AT DATEREAS Y b B BN IR iy 4. n:
* FET R 10 ke
db2audit archive node 10 to /auditarchive
o FETTAL 20 E:
db2audit archive node 20 to /auditarchive
o FETTA 30 E:

db2audit archive node 30 to /auditarchive
i MEBIRTEIE TR, A A B2 ERE T H RSO TR C R R,
i EINFETA T ERIEE IR AR, (XA,

i¥: AUDIT_DELIM_EXTRACT f#fi#idf2Fl AUDIT_LIST_LOGS & p&%0 H BT[] 24
HI CEMEARF ) 35 ST e 258 H &S0,

345 B A F R E IR E R PRI

— KA R T B RE S A AR I Ak LA U H AR DR SR, f5 E S/ NN Bl —
ANFE A EIEY EE T H BT E) WORM BKshgsrh, 148 f) e HE 20 e v 1 b
SRR M (ZeWE A E Mm% P74 AUDIT_ARCHIVE fF#it#2() EXECUTE
Fe) B 6 /Difa] SYSPROC.AUDIT_ARCHIVE fEfigfid # 4 th T A — k. C IS
H R B R B8 IR BR 42 /auditarchive, Jf H ARy 18 fr A 1 5 _EisfT:

CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

Vo % g AR —00%, A FARIRIFE ST — & BOH Byl BEAT o R AL 9 1 30,
i SAE A X AT O BE B, AT B — A S A H S R T
Wb, HeX SRR B R R, RIEHA SQL AMPRERX G ). A E
SE B IR I, RO AR A T -5 R P O g X S SR Bk

fl4n, A TAT LY A SYSPROC.AUDIT_DELIM_EXTRACT 23 A sk T 45 15 s i
BURAZEHMC IS HE, X H RS0 A € A A E#GC 2006 4 4
AR

CALL SYSPROC.AUDIT_DELIM_EXTRACT(

, '', '"/auditarchive', 'db2audit.%.200604%', '' )



TER — Ak, M1 PLE ] SYSPROC.AUDIT _DELIM_EXTRACT 1743 #2358 M
EXECUTE 265 /R B Sh F4 2 RS 8 HC 5k, W CHECKING 28 5 bl B 25 K 8
PR E TR S E S, FE A JEOSER AG Is [E1BC A SO R IR E

CALL SYSPROC.AUDIT DELIM EXTRACT( '', '', '/auditarchive',
'db2audit.%.20060419034937"', 'category
execute status success, checking status failure );

HItHEXHE:

T H &S0 B 28 B8R X B AT SE 0 St B O H &, AR IR BT B %
JE oy X UIfE (DPF) EREEFF MRS I0 X, B VIS E T H SR SO 44 5 I i 11847
A iy 4 N RIE

imEIT HEXHE

Tt DPF H55rp, (G ahmiiE H &g AR DU XA X — I H 3%, DIERA XS
AS BRI, T HERRERGH TR, Ba RS aREAERITH BT, #
n, fErIX 20 B, SEEIHNETTEH B4 db2audit. instance.10g.20, XTI AL
filvp % 4 testdb BYEEE, it HE XM N db2audit.db.testdb.log.20,

1E£3E DPF #dHh, HoX SN 0 (F) , ZEHENT, LS HE LR
db2audit.instance.log.0. X T SLHIH 2 testdb B, HiFHESCH A
db2audit.db.testdb.1l0g.0,

EIAEHEITEEX S

WA H BRI R, H SO 2 e R B i BLR A A X A e g
YYYYMMDDHHMMSS (A YYYY 244y, MM & A, DD &H, HH 2/, MM
SO, 1SS JERP) |

VRS B H 25 B0 SCPF A U T 870 H RS 400

SHZASIFEHEITAE
S A A E I H BN SRR
db2audit.instance.log.partition.YYYYMMDDHHMMSS .
HiEERACIIEHITEE
BIEELNCAMEITHEN SRR
db2audit.dbdatabase.log.partition.YYYYMMDDHHMMSS .

TE9E DPF 3559, partition W{E R 0 (%) |

IS A BRAC 2 3 AT U A% A 4 B IF I, R0 I A G o 3t S e H RSP fie i — Ao

AOmFE],  CURAEE I H SO AT RE AL — Lok, EATTRYI TR BC L H RS0 48 Y

IS ) L LR J LR B, iR P

o FER WA AW, B BOMER A5 B S AL SRR P C R S UG P A A H &
SCHE.

o EZULARIEET, ARl BRG] A] RE S K IR a4 RO PLAR LR R SR (A]
ENGE S

f£ DPF BRBEH, MNALafT A &I i 55 & IEAEia 1T, I8 A BaCEs Mo X —

BOF SWAE AT U4 iy 4 1 23 DX A2 AR It T RS

Bl RKELY DB2 Hit#E:
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ARG PR SR P W WO 2 A, T EAVEE ORI, Y B A M A AR X
HEIX L, DUKE R B RS R B AR R

Fraaz HI

o A RAEBA IR AR AL, 11520 CREATE SCHEMA i ).
o AREIEFIHPRMFAL, 1§25 CREATE TABLE i),

o WiEMERENFRN RSN,  OR EEARMRITEEERT R, )

E BV R N RO 9 R 0% AR BATRR P AT BRSO [E. AT REES AN T
H, SFEMAIII/NAT Rk, BA db2audit.dd] A1 IERHHE X MFRE & HTHE
XK.

RFULfES

B B A AR ] R R A A S SO R ISR IR IR, AT DA A Bk
X R,

USRS B Pk 2 SR b B B B B A R, IR mT DL 22 3 SRR Y A1 R B R RN
DAL, WR AN E SRS, IR 26258 SO B B A e T TR fir %2,
1. &l db2 fy44TJF DB2 A4 %M,
2. Ak, QUEEACREGR, T IRE], X404 AUDIT:
CREATE SCHEMA AUDIT
3. AR, WRAIE T AUDIT #E3X, ARAfEQIEAT R Z bl 2 iz
SET CURRENT SCHEMA = 'AUDIT'

4. BfFA db2audit.ddl DIGIESK & B I HE S E,

4 db2audit.ddl T sqllib/misc H3% (7£ Windows L2k sqllib\misc) Hr,
VA & 5 O AR I B 8K R WA, T BT IZMA N &4 4 db2
+o -tf sqllib/misc/db2audit.ddl. %A GEMEA:
AUDIT, CHECKING, OBJMAINT, SECMAINT, SYSADMIN, VALIDATE, CON-
TEXT fl EXECUTE,

5. ARG, LS H AT LIE H SYSPROC.AUDIT_DELIM_EXTRACT 77 f#id 2
W ARG E M A LI db2audit extract 4K O IHAH I H B X R HC %
IR 5 SO, n] DURR I g SR R T R A B 0 D ] A ) R R
W,

¥ DB2 HEitHiERNEF:

FEC RS H RSSO IR B CE E S0, I BT T 8 2ok R R AL
eJa, AT LU FOCHE R R R R AR P 2 P DL AT o A

RFULfES

/] LOAD sZHRBPEH R AR, XREAER L B3 Adr 4, IR 2%
T LR — AT, IEATUE S A LOAD i 4 MUAS A RE B 8 A5
BEAN, U SRAE A BCH VB IS E T BR B (E AN e R AE, IS A A& i fil
LOAD fir & fIRAS,

1. & db2 44T DB2 @4 % .

2. B¥EA AUDIT %, Gk T Al



LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.AUDIT

iT: 457 DELPRIORITYCHAR f&4fifF L O 1Eoff i — kil Bicdis.

iE: R LOAD fir4% ) LOBSINFILE EIR (i HA MRS, KXTRAEA B
ABHRLIRT 32K) . fERLEEHLT, W REF E M LOBS FROM iU,

iE fRESCH AT, TEM PRHERA R4, BN, WS DB2 B R g LR A
T Windows MM C: # E, IBAMNFIEE C:\Program Files\IBM\SQLLIB\
instance\security\audit.del YE% audit.del SCHFMIFRIEREIR 4.

3. Bk A CHECKING %, &+ Foldrs:

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CHECKING

4. FH A OBIMAINT %, & H Fola4:

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.O0BJMAINT

5. B4 A SECMAINT #, ik H Folérs:

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SECMAINT

6. A SYSADMIN &, ikt T 4lfr4:

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SYSADMIN

7. B3 A VALIDATE %, & H FFlar4:

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.VALIDATE

8. ik A CONTEXT %, ik H Fol6s:

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CONTEXT

9. B¥: A EXECUTE %, iE&H ol

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.EXECUTE

10. BEAREAFEZIE, M sqllib HER security/auditdata +HEH MR .del 3¢
4,
1. BT EIR AR G, Bk n] DL Se e v e 5 50t DL R AT 20 #r,

WARAIRIA R 2 J5 BRI AT ICERE, B4 ] INSERT JEI00HE B i) 2 Bt i 2 3
ARG R ENFEPER LD db2audit extract #£AEMYICSE, HEAf# i REPLACE
PEIFL R 2E AR,

It T AR T AT 7E:

ZaEEM R DI SYSPROC.AUDIT_ARCHIVE fFfi#id #2 J& 3 sk %k .
SYSPROC.AUDIT_DELIM_EXTRACT f#fiid#2#1 SYSPROC.AUDIT_LIST_LOGS %
BORIARS H VT H 255K B il s 2 A s,

LA R B ] DU R X S R EXECUTE R T 75 — A~ F P R ik 2B 72 (1 i
MARZEAES M. ARSI A R LG 1) EXECUTE FAL XX
SR, RRE# T EXECUTE $## WITH GRANT OPTION ( SQLSTATE 42501) .
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92  ufrE ket

WL B BV R, A R 3 B8 A o R R 3 e KR VAR 81 7 % Kl P A U H

—=
o

UNACRE C AR B SO B 5 — A Bl P R e, O HL B AT ok AR A 3R R Ok X E
MIBEATVI], 8 00 G S8R e 2 PR TR, s o iy 44 SO LB AR ] B R0 8 44 7K

X BB 77 fif oo A R R B 2 VS S8R SE B R VT HORRL ARG B O A 2
db2audit iy 4 ke ISR AN S IR v H A,

AT DA P I S0 77 fif i AR A1 3% R BOR AT T 91 1
# 5. W RG AR BRI R

TFETREMR T B a3
AUDIT_ARCHIVE IHRS Y E v H AR, PR B AR VE R A, R R 4R

IR B A, IR A L7 fif 1 B R
AT BC & SR AP Y A A,

BAERA T B fr ARy 2
H BB [ 25 9 ek 1] i 38 i 2w

HEA.
AUDIT_LIST_LOGS FEE RE i A P IR (] 24 i Rodf
(9 C IHP I H 5413,
AUDIT_ M A RS R OR | B E A AR DB2 e Ak
DELIM_EXTRACT WA EATRE A B E BOCR | B 2 AR SR A il RO AR I
. . i R CEE SO ST

(R RS "G L R 0 N |
#{F auditlobs, DI H 5L
P E AR KN . XA
bR

* audit.del

» checking.del

* objmaint.del

* secmaint.del

« sysadmin.del

» validate.del

« context.del

* execute.del

* auditlobs

IR X ST A, B A
EESIEDI B S e o L 1 B Evd
CONTEXT & EXECUTE &%,
B2 ¥t auditiobs Sk, HAE
Y AT B B A
AL A R AR T A AL
RSz A,

FUA S 451 Bir A7 3 ol LA B 2 JE 4

W H A,




AT it saL iEak EXECUTE ZE3|

EXECUTE 25| i s afy iR i P & Y SQL 4] (FERRAS 9.5 Z Wi, WhZ0iff
CONTEXT Kk HAFEL) .

1 e B 22 4 SR I — AR5, 23 R) AT DAL SR [R]85 148 I 40 B 4) e S8 55088 1R 2 & Hh 1Y
AR SR B2 A ThRE. M, E A RIAHITT — TSR m, BRI A A
RS B RESCE, DG AT T DL K sk 2537 4 AT ] T S st 220 1) Bl o2, 30 7 B4 AR
SRS 22 (1 5 T X BI0HR I & HE 0 B SR I B E R TS R, DUE ARV AR SR AT AT ]
R LS JORT 43 A X 2 52 D A DB P s AR AR SR SR mT [R] B  2 R A
A& SQL iHA],

It EXECUTE K543k SQL 80 SCA LU B o B 1% 1% /R Fir 75 1 i 136 R B M HC AL
B, FERGE AR DL G ER R SELECT W54 [E (AT, BHEPrsTIR, B
VR Xt PP 2 2 B e AR DI E T TR AR BRR S,

f# /] EXECUTE ZKHH#ATH IR, FEEICEMASERRICM T &, Kl wiSMshds
SQL fyiEA]seAs, nlff Fidi A(E SO A ARG B 2811 EXECUTE 2835,

i AEI R,

X} EXECUTE HFFM# T FE %S R 58 s 647 (X T SELECT 4], HHFAEN#R KM
WHEAT) . ISR S e N PIR A, IR EXECUTE H44- R AE 5e s B i-AY,  Arbl
Kz Ty &AL EV S AR E T H &,

E: TG EE AN AT B — R, R 2 MO UK A A T IS (A,
SELECT H§A%) . X MRS Fig 130 1] R T4 AR 1R 0 SR A3 40 AR 22 2B i EXECUTE
EEL

“IEAER S, CTERE BRI A RO BOT RN A E PUTIC R R, X T
HCE RS, BRI K IR ZAME. TR SR, BEAZT, 8
— TR 2R 0 STATEMENT Jf HECA(H. BJSRTRYSFRIN DATA, Hh—
73755 SQL WEAISCERHY Bl (. AT RURE 20 PR AR G R 7 A0 R e A iR 7 BOKE
STATEMENT Hl DATA fTHEEAE—E, “IERISCAR, 5 R B U F g i BRba i ik
"IN BIAE DATA HfFH,

B F VI B R SCAS R R B (B A R R S B, e T e 0 B Bl o AR T
CHTA o T 1 7 B A e R A QRS b ) L o SR i A K A9 1A 0T -5 Rt A
T UURAER, AR B, O e R R B i . P o B Bl R A B
CRYHTEH R, B DU A AR AR BT A e 12 A 22 77 2 )

ROLLBACK #I COMMIT 7EW HEFHATENI S8 1, H A% — a4 o
BIND) #fi % i ROLLBACK I COMMIT &% &A1k 47 it

EH TV E# IR A T EXECUTE F44)G, B8 1520 TAF 80 s b 1
fiE A pr A 1EA], X 4eiE M) J& COMMIT, ROLLBACK, ROLLBACK TO SAVEPOINT
M SAVEPOINT 4],

RESRRTFR

Al U PR A7 SSAR TR BOR IR ER 52 ROLLBACK TO SAVEPOINT i8] 5210 115 1],
i@ DML i54) (40 SELECT, INSERT %) BHiit Y4 mrfR A7 Sbnif, E2, X
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ROLLBACK TO SAVEPOINT i54], Ko H iR BRSO mbnil. I, (A7
SRR R T 805 TR IR 0 B A B K R, DL RB R, R BR TERT
BATUY; RESRIRATEET 2 Mg HEFasER, RAE 3 CRASE -4
INSERT 4] ) ¥ifi AZIE T1 o,

#6. 3l ROLLBACK TO SAVEPOINT i H]HI3 R0 5 i

Eal REFESRRRR
INSERT INTO T1 VALUES (3)
SAVEPOINT A

INSERT INTO T1 VALUES (5)
SAVEPOINT B

INSERT INTO T1 VALUES (6)
ROLLBACK TO SAVEPOINT A
COMMIT

N[ W W NN =

WITH DATA iEIR

f8E WITH DATA %0ia, ARSI A A, LOB, LONG, XML gtk
WZHeHs iwon o NULL,

H, IR R E 7 Bid s 1SO A% 3K,

UNSRAE — SRS 48 E T WITH DATA, {BAES — 1 #MgH{8E 7 WITHOUT DATA
I HIZHRM S HATH SQL TEAIHEng KA 4 K1k, Af4 WITH DATA ¥k, Jf
HoR W2 R A RO . i, SRS T SRR T R I 58 - WITHOUT
DATA, {H5FEEBM KIS E WITH DATA, IAFEZ A RN, #HitHT
i (i A\ B

TTCIE I e A 2 N B UE LR R A TR B B TIREAT. CUERPATRYIRZ SELECT i
A, MAIER I FETCH, 4 RIS, MRE EXECUTE 1053 A RER & lifbr T e
947, DUG EOE A, HEE&H SELECT 1542k T fif n] RS2 #0171 Y .

ERE EREERIRA

FEMRBIH, H%E - KA RN TR LM — 5o, %8 w BRI B 2 [0
1B 7 AERLO A SR 2 2 K AT (T s R RO RICR B e, it ARATTRT T —
SRR, SR AR A a5 O RS K B H RS SCPE,  RUBE A AT AT LA E T A A 5 FA AT el
Isf 200 ) e 2 Al 1D B2 SRR T2 U 3R 3 8 2 56 T R BN R R B B SR B A
B, DS SR VF E RO 3 B X B 52 A0 A S 00 142 A AT AT g oK. e R [a] I K i
S SQL .

BORGI s FE & SQL T RIIN A2 C A7 FE R B ki, DAL T A R I H AR IFEL
Ja BRI Hr ik 28 H 75 00 42 9K
L QEEATH T EXECUTE J&5 i o T 3w I BE SR s . T Kbl e

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT DATABASE USING POLICY STATEMENTS
COMMIT



2. EMERE T H A SIS R,

T PSS B T4 SYSPROC.AUDIT_ARCHIVE £ #219 EXECUTE 4f
B P AR S O SR A B & 1 (ldn, B — R BE R — k) BT RA T iE AL,
A DUARFI8 75 LA X 26 O U 1 SO R B AR KB ). AUDIT_ARCHIVE i F 2 fif 1]
A A S (IR H R 2) SR AR, LSRN AERTA T s ListrIap:
CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

3. VB AW X SYSPROC.AUDIT_LIST_LOGS # %) EXECUTE 4%
(1 Pl AUDIT_LIST_LOGS kA 2006 4F 4 ALRUCRA A A H®HITHE,
DUAf Wb H 35 m] REA 5 0 T 1 A da-

SELECT FILE FROM TABLE(SYSPROC.AUDIT_LIST_LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.dbname.l0g.0.200604%"

db2audit.dbname.l0g.0.20060418235612
db2audit.dbname.10g.0.20060419234937
db2audit.dbname.l0g.0.20060420235128

4. B MEE, ZRehEHE KRS HENMIZE D 3CF
db2audit.dbname.l0g.20060419234937 B A1 IC Rt SR AEH T B AH B A
B RS R AR & AU U R 9.

GAEMWEH RS T X% SYSPROC.AUDIT_DELIM_EXTRACT 7%t 1
EXECUTE F:A0H F PRI S 44 JIE AUDIT_DELIM_EXTRACT Fki A, DLKrE
THECE TR E A SO, nT DR X e S R g R 2 A B DB2 iR,
SR AE X BE e i B DA 4k B VT DRGSR R e e ), B R T B H B SQL
AR, W RETR EAL A TR TR M 2B, DB X S8 05 ) X B R 1 1
GIEERER =AU

5. NTERGER), SR AFHAT R SR
o AR ERIC SR B R H I HE R E A
o WRAREHIVHC R e & s .
o EHTANEE A K R A A I HERR I RT AL, AR LBAC R4,
o I IHC ST A SRIEIAEE S SET COMPILATION ENVIRONMENT {41

TR TR SN

o BB R R B K E ) e BT AL A T AR 2
KT R ARG, WAE T — AR IR RS B AT TR R R 1 R S )
FIEAE, AE R & B AR T P s A7 A 284 A8 3R 53 ] DU 3 ) 01 45 B r 2= R it
(AT AT i A A 8 B T A HAE 1 ) SCAR R R B 178 )

JE B £ R iE SR E L

T O 52 B 2 4 RS B — 35053, 2 AT LR (] 1 AR 5 20 ot B S gl 1 2 Y
(EROEE S SR ATURINi

FIaZHl

RV IRRILT — SR W, BRI & O A BR Y H =SS0, DUEEARATT AT LR i
T2 BT AT BT IS I 220 Y K
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RFULfES

L SUVEAE RS SR AT AR I 8] 38 T A SR AT 23 A o 8 52 Ji 10 A S 8 e 4t AR A3 oK, b
OV 3R AR A% 22 1R 5% T 08 BIchi P A Y 19 1 37 SR PR BB P A U5 R, I BESRAT (] I 7 %
HRASMZZS SQL M), HidskH WITH DATA A1 H oS %010 SQL A HT b #E i
HEM, EXECUTE 2Bt B K Bl 2 B9 80 IR 2 TR s 12 e BT AR AR 2.

PR 5

BN BR AR AR 7 1
* SECADM A% PR 2 A0 o SR W BT 075 114,
* EXECUTE HEBUE PTG BT IR R 72 By A F5 1.

igiE

ZAEHN SECADM Jo B HGE LT3, AT T AR
L U H T EXECUTE 251 AY B T S 65 b S ms i F - Kdla .

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT DATABASE USING POLICY STATEMENTS

COMMIT

2. EMEMEH B IIEEA,  BEEMEITHE, SEMET T w S, fH5E
VRS H SR BARAT -2 DUSR 7R BEAE B A 19 5 s AT U
CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

3. MAECQIEIRITHESF. Ah, XEEMSOERRT — 248 (ZFRm A
AL 55 SR E ) . EARE I H S, st T A4
SELECT FILE FROM SESSION.AUDIT_ARCHIVE_RESULTS

&R

B, EWE TG, SRS A EOE A B DL VR R BB I SR R
zh,

BT R R 3

MR P O s, HEREERATH, Iaf i i =8 ESsh. ks
% FHGE RPIE R T SECADM 4 U 5 it 25 (1 Bt g 17 2.

fhid

FERAIFZ], 23w B AT AR AR B M s P A e R 10T 3. SECADM. DL ]
Oy B FEWAR (C & & 00 H RS G ) A T H 350k 38 4L A [ Y e %, JF &
R AR BT BTG B, BRCE R E T R AEAE 2006 4 4 19 HEYIE S ],
IT7R#lig R T SECADM ] DLANAT Y Bl o bt b3 sh AT H 23 A (14 A

Tl
1. SECADM ¥k i AUDIT_LIST_LOGS DI&E#kH 2006 4 4 H&EprA 0 it

H &,



SELECT FILE FROM TABLE(SYSPROC.AUDIT LIST LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.db.sample.lo0g.0.200604%"
FILENAME

db2audit.db.sample.10g.0.20060418235612
db2audit.db.sample.10g.0.20060419234937
db2audit.db.sample.10g.0.20060420235128

2. Ei i, SECADM EHLEH Z WAL T db2audit.db.sample.log.20060419234937
XU, ZHEICET 2006 4F 4 A 19 H TEH 45 8T,
3. X4 HfE SYSPROC.AUDIT_DELIM_EXTRACT f7f#id 204 A. 1445 %t FR 1Y
HARRA:
o FRERM (B4,
o it AR,
o CHMRHEITHER KR,
o T E B AR SRS S Y SO 44 0 DB,
o BRI B RARRE, TEUREIY, HA 435 EXECUTE,

CALL SYSPROC.AUDIT_DELIM_EXTRACT( '', '', '/auditarchive',
"db2audit.db.sample.l0g9.0.20060419234937",
'category execute' )

4. BTE, WITEURC AN T E R CF, SECADM KB a1 5di M. EXECUTE 285
% N\ AUDITDATA.EXECUTE #%. %% n[@id 047 T 4llar & kA7 g

db2 CONNECT TO sample
db2 SET CURRENT SCHEMA AUDITDATA
db2 -tvf sqllib/misc/db2audit.dd]

5. F—#, BHdEM executedel 25 A AUDITDATA.EXECUTE . ZHTUL#ERAE,
a7 Tl 4
db2 LOAD FROM FILE execute.del OF DEL MODIFIED BY LOBSINFILE
INSERT INTO AUDITDATA.EXECUTE

6. BU{E, SECADM KB A # THEa #fE (L T AUDITDATA N i H R,
BUAE, AT LSS AT e DA R T DO A R E T .

S HMEETE RSO B SQL I AEGH, T AR IR AR L 0 2
), VLB S b X R A A AT B,
7. BEEMIEA, AT AR
o AR VSR e o 00 B 1 .
o ARSI 2 A L
o T HTRIER T O AR TR, @IFIERT LBAC (4,

o B Il R VHIC SR P g I R ST SET COMPILATION ENVIRON-
MENT i 41 i B4 1R 2R 05E.,

o WAL B AR 12 e R S BT AR A HE B IR A

i O TR AE R R, WA BB R R AT A R RO A OE
A B ERAE,

8. SECADM 5 B HIE 2 1% 18 48 B WG AT T Ia] . 38 A 09 4% H FF 46 B (8]
(local_start_time) f& EXECUTE ® 1% M — &85, i H 7% EXECUTE ®itids
(= pilk
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timestamp=2006-04-10-13.20.51.029203;
category=EXECUTE;
audit event=STATEMENT;
event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;
session authid=SMITH;
application id=+*LOCAL.prodrig.060410172044;
application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;
package section=201;
uow id=2;
activity id=3;
statement invocation id=0;
statement nesting level=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;
statement isolation level=CS;
compilation environment=
isolation level=CS
query optimization=5
min_dec_div_3=NO
degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
value data=C01;
value index=1;
value type=VARCHAR;
value index=INFORMATION CENTER; Tocal_start_time=2006-04-10-13.20.51.021507;

HIVRVE K5 81 25 AR

ROLLFORWARD DATABASE sample TO 2006-04-10-13.20.51.021507 USING LOCAL TIME AND COMPLETE
9. DTHFEEEmMIFIE., MiFHIEAREE SET COMPILATION ENVIRON-

MENT Em BT E. 1Rk BIERR 217 SECADM UAE T DL HI1E Al {E

Hedh 70 R H SR A AT ] iy A AR B CAE TR A SCAR R R BN IE A, LR 2 C A

X SQL EFWEM —MEARREF, ZFETFHKEE COMPILATION ENVIRON-

MENT Jf 5 iU 1 S A8 B34 i) SELECT 35 AJ:

EXEC SQL INCLUDE SQLCA;

EXEC SQL BEGIN DECLARE SECTION;

SQL TYPE IS BLOB(1M) hv_blob;
EXEC SQL END DECLARE SECTION;

EXEC SQL DECLARE c1 CURSOR FOR SELECT COMPENVDESC

FROM AUDITDATA.EXECUTE TIMESAMP= '2006-04-10-13.20.51.029203";
EXEC SQL DECLARE c2 CURSOR FOR SELECT =

FROM DEPARTMENT

WHERE DEPTNO = 'CO1'

AND DEPTNAME = 'INFORMATION CENTER';
EXEC SQL OPEN cl;

EXEC SQL FETCH cl INTO :hv_blob;

EXEC SQL SET COMPILATION ENVIRONMENT :hv_blob;
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EXEC SQL OPEN c2;

EXEC SQL CLOSE c1;
EXEC SQL CLOSE c2;

BRI EE
BT HEATH

ATHRMT -BEEFEL, BT ETMRR LR E A SN a0
Blls PEVERE; A B RO P A AR B A R DA SR THE SR AE AR R O T R A A=
JEHY.

EHRSEITCRE NE S A SRR

B AIHC R G AT 8 H &5 FECE IR F R P 8 R . audit_buf sz %X
B A B AR P 2 RO (E A E T I B AR IE 5%,

WK audit_buf sz WH R 0, ABAFEBEAILT, LR THCRIEMHERICREA
BEEE R Ik, SEMCSRASC B S5 Rk 320 DB2 Hdle 4 P RE Rk

WK audit_buf sz KIHKT 0, IAREEAZILR, audit_buf sz HERT 0 I, 1%
62 4 KB GUHI— %, ARG ARG X, %N b X RAER — A B
B AW Z AR A R Ik, A AR SR S R AE R THE R W IR A 2 5
FIRZIC R B AL, B TARS AR,

FERANOLT, WL ERIE T RGP X b Of B — B ia],  EEB)7 kX b i Ol i +5
A InNIBUR S €1 T L BT A S Vel KS NG i i e G 10 e DR 8 YO E AR AT b
WAGERIEE TG IX, BAh, X AE IR AR B 3hii =,

IREFLBFALRRFEBA, SREHRRNELALEARR, 520, s
ARHUEFER, FNFTHOREAES AME Z AR, fERLT7d, ThE
A—MerER, FOVHER AR LRZ - FIHERG AL

EERITNLEER

ERRORTYPE ®ii|& i 25 B FEml /£ DB2 $icdf 5 R 40 Aai V1 it [ 48 FR A
W MBI R IE S, 3 H ERRORTYPE HHilEHES 5k & /& AUDIT I, ¥
THEYEA DB2 FHE 2 1 A5 o] Fo A ER A — REXT . 6T S0 A B 04 1 ) A G B —
AR FE, DAISAFIHEE (FERZHAT, BREE; E5P AT, B52F
W) | YT X TN, REMEHE R 4R, #5% — 171 SQLCODE i& [
F A BCH VISR 1915 A 1 B AR T

ISR BRI E A NORMAL, JIB2%5 20k H db2audit MAE(TEHF IR, FFi& BHZERVER
SQLCODE,
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AEBA TEMRREITER

MR APL s ifiiB ) DL i &, R F R R — A 8L, SRR
Fitidsk. i, BA— SELECT F#rifify SQL UPDATE i&/m) ] 4 s A Hitic
S, MR E X %K) UPDATE FRRUIRURM LS R, 5 — Mo &5 —4
M) SELECT H5 AR PRAS fr &5 5.

XFEh BB ERAEE S (DML) 355, TEMER LG N2 Br A SRR A6 A 28 s He
xK. AEFEEHE R — P IREIEA R, FOGIR AT AR R A, (Ho,
REFRUETHUEROHRRZ —, BaE T D TIERITH, FRRA &%
f3h4& SQL 5 XQuery i HIRYIEAIRAL, I EIE — IS Z B R IHC K.

A& S DML B NRE P,  RTA A T R A ME — AR A R AR A
&, EEFMASESEGITIZREF WAL B E LR A, AT
BFaHES SQL 2 XQuery /A T it (A FRAS 2RI AT RE B BT VHIC R Q. AT i 1]
EXECUTE 5| & IHERF RN HITHIR S SQL 8 XQuery 4, 4 I UL AHK
HER PN, SRSRAFRIERTUN, KoViZEE SQL 8 XQuery T
A RS 45 2B B VTS 5%

X FFEATIE A AT RRAS A 8 4] (@D, iz XiEF (DDL) . GRANT i
REVOKE iE4] ) , AN IHHl X 2By, ARKAE T 5%,

iE: 4T DDL I, Toiixiffrysehr i g alfeR b4, FEM O A SEE (B
ERSCHMSN) IDRRTSHHK E (0)

TR
P ST VRO B e SR B b s TR R, 2 SR T 5% 2
AUDIT BT I i 0 S Al 35,

BEITEZIEE

Jo7 5 SR B E H ARSI, R H S 2l AT H SR R AR E S, T
M 55 4% TF 4R 5B G S B H A&, B RSAY & H 35 SCPF R 48 PR P AR A 38 — /NI T
BiC, Al B AR U ER 9 H RSSO DL TR R AT o

TR, AT REER T A C IR SR AT R 4R,

X BN RO C A H AR, S0l Br A B R R 1E 2R 50 A M R 5 2 SCAR R
.

SRR LI

BIE B SRS, W 1% 4 FAE 26 AUDIT, R IEAAE 1 R — IR T Hems. 4l
n, WAREHRIEME Y AUDIT Jf A4 TR (PN, #A=mAER) , Baki
[EI6F DR, AU IE AR IR 1 0L 2 5 A REAR SR AT AT A A T R T B R4, (EL, IR A
REMBC A NORMAL, HBAICRHK R, (EARZX R E R, AR KA SR
—FEARBAT AT,

TSR A AY ] B (N, RS AR AR TR ARG B S R), s E IR SRR AE
1E) , ISR AR e MO BLAE s H B8 B AP A OCc R 4 bk Il H
30k, #ihn, db2audit.instance.log.0.20070508172043640941.bk, 1F fifk [n] i f5



Ol AR A AR R 0 B AR 06 2 RO RE L 25 0], 8 BT B AR AR ) L 250K Bl
I H SR ZIIREAR. ARG, AT LMEX R s AR H 38— FEXE R % H .

DDL EA)FR &

TEHEAT —ATAERICZ R, HldE kS (DDL) &4 (Fk AUDIT 5
SQL 4] ) ARk, B, EITEATIX I A 24 1915 ) 2 )5 LS RT3 AT
COMMIT &%),

AUDIT 755X SQL &7 fuf:
* AUDIT
e CREATE AUDIT POLICY. ALTER AUDIT POLICY #] DROP AUDIT POLICY

« DROP ROLE #l DROP TRUSTED CONTEXT ( W5 EMIEE M s nE LT xS
BT AR S )

AT ERCREHENREXT RSN E

G4V I B AT DL ] SYSPROC.AUDIT _DEL_EXTRACT fEf#id 2 ( 4% B8 biml DA
f# /] db2audit extract 4 ) B O HAH VI H & SCHFEH Y T 5 T 46 2 e B
W, ] DLRE X S B B R B DB2 B I R R DL T b, A
A G v ECE 10 2R 1A XAE B A AT R T RE AR AN [

B A db2audit.ddl G IEFA XA FOR W EH IO, G0k RN A A ATRR
#hizatr db2audit.ddl, HOyaIREENAN 141, & BUA SRR/l REAAE,

{£f CHECKING =14

HERZHENEN T, 41 CHECKING FHRRT, HiH itk x4 88 B B A [
X4, DLT s Ui R 20 & 0 P AR R R S A R R AR . dn, i
Pl S sk i As — A28, A4 CHECKING S48 110 505 48 7 2218 19 17 n) 2
“ALTER”, A A5 KR E“TABLE” (REF, B Hia R RN |

(R, 020 A B0 DIk R 75 A7 AR B R AR K SR v P A IR B 0 s B X 52
I, SR ZEO BRI AT A, EX R I B 5 o B S0 sUMIBR A XS
Z (MAREAREARL) |

FER LA — RGN, TEQEREIIARAL, FIE, CHECKING HFH LR BA
Vil 2 SRR R 5 7 A B,

tIZRATHERFENHITHER

LI - OAAENRET AR, 2 RiZREF AR DROP 4]d OBIMAINT H{4FH1C
5, RIE NIRRT EBEIAN CREATE {7 %5 —1 OBIMAINT F{H 11id%,

EIZ5{E A CONTEXT =4E8

K e 5 F” (DDL) nlAEpicsk P OBIMAINT 1, SECMAINT Ziff, {HZ,
EILFZEME, FEAENERTEES SEITER. PR LEAEN S, 84
GRANT ©, REVOKE #:EARGESER, FEMIENL T, f#iH] CONTEXT HF {44340 & %,
X CONTEXT HAHHOTE, Rl Ras Rz niEm, Hiemssl iaE n o8 ok
J.
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ENER
HIHGE 53 DB2 K R 32 (1 8 AR SR BT IC S, W 3f 28 1200 R SO 7 B
JHRE FAT A G BL. X AT LS HUE FEOCHRI R S35 4ok 52 1

db2audit extract delasc delimiter <load delimiter>

FAEFAFAT LR RAFA (") SR TRyt flE R U7 1 7 & (neoxte”) . A
R 4 1) s 12

db2audit extract delasc
db2audit extract delasc delimiter !
db2audit extract delasc delimiter Oxff

TR A O P A 8 A AN SR B A E FAF, I8 AN AE LOAD fir 4 {fi il MODI-
FIED BY BRI, Tl &K “Oxff” FIFE & RAFHY LOAD fir 4 i 7w i — %5
db2 Toad from context.del of del modified by chardelOxff replace into ...

PR BB RA TR ERT T OG5 ) .



A (4R -5 2 A5 O B D) RE(EL A AR R O BR 1, T T R A A A 2

ﬁ@%4%*@&%@%&%*E*@E@ﬁﬁﬂ?ﬁ?ﬁ, AT LAl GRANT &A% i 415 &
AY TN PUBLIC iﬁﬁﬂﬁaﬁ A PUfi Jf CREATE TRUSTED CONTEXT &
ALTER TRUSTED CONTEXT M Efe sl {5 B3 RO TAE fdke L)
SESSION_USER ROLE %3 J@ I 48 & fA 4.

FESRALT — S, AR B R RS AR B AR A B

o TR TR BTAT DUSR S A DA 2 25 A T Ok A e R A VT (AT T
DATE il e vh B Bk R U ) TARERBER fA ()

o BTHSERBANATE TR STRY M 6 B R A A, A TA) TARB ST AR AL,
T DUAR 7 {0 M 452 T R A AT T A7 €2 Y % A

o L TR MR, BB O3 R] DUK — LR RUR T RO E TAFRRER — A, A
Ja B Z AT TAERAE R RO & 7, A FRE AR TR B — AR AR 77 1% TAR R
AE A B> LM

o WLAECH A ERRA, T TZMAARITA S RECE Y, FEAATE
A H R L B REAR,

o TEQUERMLIAL. iR, BAEAIER (MQD). #4S SQL M SQL BIFEM; te 2l I
T AR, (EA {422 ) 422432 T 4L 9 R CRIASLFR,

XE[A D DB2 Bl 2 2R 8 A AE i S 41 AP A 180 B3 GRS ISP SR, PR O AL el 3 = B
(fitm, #efER%S LDAP Hog) B3, T MERERds g B8, Frll DB2
B 7 Z G AT LU E AR AT I S RO AR Y AT AR, A B B T A MmA, K
JE 5 A% AL A S A ]

o SREL TR R AR 1% R R SLEE RIS S, TR A T SRR IR R T
PP A RACIACRR, A AE R S .

o T VR T OUR] LR A 0 BT A

DA A 6 3% T RE S AE BB IE N2 TRIFT A DB2 FRAUHIACRR, #itn, T DI P T

HIAE AT A RE AR AL

+ DBADM, SECADM, DATAACCESS, ACCESSCTRL, SQLADM, WLMADM,
LOAD F1 IMPLICIT_SCHEMA %4 P2 #L R

CONNECT, CREATETAB, CREATE_NOT_FENCED, BINDADD,
CREATE_EXTERNAL_ROUTINE #I QUIESCE_CONNECT %4} 2 A FR

o AEATEEE EX R AL (15 CONTROL)

R B BRI, K B BiE T R B BT R A, AR E M SET ROLE
ARG e, fin, ECIERE, BAfeEiik (MQT), flikdr, BFHAE SQL
PIRENS, i A AR R AUE . (R, BT 0T T B A B A 8 BRI R B
iR

MERANAE. Z2WEH A DI GRANT 41y WITH ADMIN OPTION F
R G BURATE 55— D, DUE A mT DU i) A 2 0 5% B
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R )

T A I A — 22 BRI
o FEORBESIA BUE EX 4.

o TEANE T IVEIE X GN, RER T R T A A AR A
- fUEHE SQL MEEFA
- A

Bk &£ (MQT)

— kA

SQL filfE

AR g, HZEEEaEE (g, @ maRRel) #reldxs
(% F Pk, PUBLIC [ ffi €5,

FEREPEIEE TN R RE

104 Hoda e e tidgm

ZeEE M A AR E, MR, B RMEMERMAG, B REH
GRANT (Role) 1% F o H 19 B 8 A% 4% 7 — DA IR 7 | REVOKE (Role)
VB ) U 2 BUPR IR AE A £ HR I R A

L H WITH ADMIN OPTION % T2 BUbRiRTE A 10 i 01 oA, &2 ks 1 L
A] DLKs A€ P R G TR A PR R B A 1 B AUPR L. GRANT (Role) i&4][) WITH
ADMIN OPTION /)i HoAth - a] DU

© BaTIHAAL
o AR f .

- FRMAE,
WITH ADMIN OPTION /) R4 fii HAh - HA T 5 hE
B 2

o W ARE AR WITH ADMIN OPTION,
* ¥ WITH ADMIN OPTION %7 Al A\ (4R %A SECADM AUfE) .

ELEWEERRAE T MEE, BIEEE R LUE H GRANT & APE AR IR RS &
gfa. I AR TR AESIEENE T A DB2 FrFIIR, ARER L5
FIARR (i, SYSADM FUBR ) $8 &4 M.

AV RS A A 6 Fl WITH ADMIN OPTION HEAZ T T o 1 i i
A A AT A0 FH AR T DA F GRANT (Role ) 15 /A)RF 1% 20 H 1 1 53 9EA% 432 HoAth i
4. PUBLIC iffift. m[REC (] WITH ADMIN OPTION JfH#a E 1t PUBLIC,
2 S A A2 T TP A AR A 0 A A

TRES P BT AL P L2 3 . A2 DB2 Bl 5 R ﬁﬂ[ﬁﬁlﬁ B
g 'ﬁﬂﬂﬁﬁl’é%ﬂfﬁ’lﬁﬁﬁ%ﬂﬂlﬂﬁﬁ B R RS T SET ROLE 154) R B
R M, DB2 ¥l F R4 FF SET ROLE J20 754 | SET ROLE 5] HAlh ™
AnAEAS, fE DB2 BliE R4, SET ROLE A 25 Ml A M Em iR,
RN, AR R R,



B P AE A R R R, et s B A s A X Z A e WITH ADMIN
OPTION #:#UAY I a]fdi i REVOKE (Role ) 5],

o]

WRFEA A OEA — AR, IEAE T 78U A AR5 BEA% 1 o 4R X LB
B AR FEALGE AR — A 7 BORF B T8 € 45 7 — 1 P I R0 38 B AR AL
{7 A A €20 N P — 35 B 09 R A AR — PR A A 19 D3 B I A Y i BT
T AN,

i, ¥U51 BOB Ml ALICE fE#BI] DEV  T.4E, ffiTAA X3k SERVER, CLIENT
fl TOOLS ) SELECT A, —K, FH A P ERMAITEE — 88T QA, HIiL
Bl 2 B LIRS AT IX % SERVER, CLIENT #1 TOOLS fJ SELECT #f#X, J5
&, #BI'T DEV R T — (iR 5 TOM, %di e 48 B 51 62006 66 SERVER, CLIENT
F1 TOOLS ) SELECT #5#l4%F TOM.,

il AR, BT T 5155

1. Z& M A8 f . DEVELOPER:
CREATE ROLE DEVELOPER

2. #i75 DBADM #UBR i 4Hs 4 4 #E b ¥ Xf % SERVER, CLIENT Hl TOOLS ff
SELECT #$##04Z ¥ ffifa, DEVELOPER:

GRANT SELECT ON TABLE SERVER TO ROLE DEVELOPER
GRANT  SELECT ON TABLE CLIENT TO ROLE DEVELOPER
GRANT SELECT ON TABLE TOOLS TO ROLE DEVELOPER

3. et MK A DEVELOPER # T#k[] DEV H#H ) BOB #1 ALICE:
GRANT ROLE DEVELOPER TO USER BOB, USER ALICE

4. X4 BOB #l ALICE ZJ#6I] DEV Jg, ZadEEH iM% - BOB Hl ALICE [
ffifs, DEVELOPER:

REVOKE ROLE DEVELOPER FROM USER BOB, USER ALICE
5. 4] DEV SR TOM I, 2248 P 518 i {4 DEVELOPER #% T HIf* TOM:
GRANT ROLE DEVELOPER TO USER TOM

NN

T
1

)
X —=MAOET 7= MO R AT, BT A0 Z RS,

B-1rHeRTR -4 MeE, FE- AR aEsi— 1 me, 5 Aekat R
—ANAEITARR, i, R DOCTOR 7 fifh SURGEON, HBA4INN
SURGEON fi# DOCTOR, fifs SURGEON ¥4k7& fits, DOCTOR T4 Hril.

RAVEREZRERH BIIES, MRER T R T M, DEE - meEsThn
— A, WOCKEERTIEBME, IR EEE, B, M DOCTOR #
T ffife SURGEON, #RJ5¥% fifs SURGEON #2 7 [1 ffife, DOCTOR, UNFAE 2R %;
MR T RLAERER, A8 2K R [ 45 i% (SQLSTATE 428GF)

HERBREREMRE]
7% 1 7 T 2 J2 0 2 A e R B i o 0 B T 40 .

%2 % fitn 105



HX BTt DOCTOR, SPECIALIST il SURGEON, il — MMt 5—4
AEMEATE BRI A A a2 IR, KA DOCTOR #F ffift SPECIALIST, &
JE ¥ fata SPECIALIST 4% ffif5 SURGEON,

¥ fa{s SURGEON % Tt DOCTOR BRI, XA,

TEME M 1T T8I SQL i AR M (R RS
CREATE ROLE DOCTOR

CREATE ROLE SPECIALIST

CREATE ROLE SURGEON

GRANT ROLE DOCTOR TO ROLE SPECIALIST

GRANT ROLE SPECIALIST TO ROLE SURGEON

HsH R BRI = £ R R

106 Hod e e e tidgm

FEH R AU, A0 2= SEONBEIRE NS (Fim, WE, RFasiks) BRI
g AT A,

B 7 91 350 BT SRR AR TR SR A L R 1ok 0 s CH Al 7k S R U R
JERS G 7 HE )RR

1 F B AR LR 7R £
L ZefE G A At DEVELOPER JEXt /" BOB £ T I A (4 b Y Al b B

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB

2. JiF" ALICE f#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

3. Bl A UK A% WORKITEM () SELECT il INSERT #5$44%F PUBLIC f
[l 4% 7 ff1 2. DEVELOPER:

GRANT SELECT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT INSERT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT SELECT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER
GRANT INSERT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER

4. Fr BOB g — i 3 WORKITEM [{J#i[& PROJECT F1# T3 WORKITEM
HAEFf PKGI:

CREATE VIEW PROJECT AS SELECT = FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1

5. LSRR RS T R4S PUBLIC %% ALICE.WORKITEM [f] SELECT ¥4, HT
M % L& BOB il HAE it DEVELOPER H [l i3 SEAR AT A 7% BUARAL,  FT
PIYLE BOB.PROJECT f+50] H3F A7 PKG1 AH %L
REVOKE SELECT ON TABLE ALICE.WORKITEM FROM PUBLIC

6. (NSRBI A P B4 /i (& DEVELOPER Xf# ALICE.WORKITEM [fJ SELECT 4§
B, T OEART e XE BOB A M H A 7 kR TFRAL, B LA
BOB.PROJECT Z#f3A0] H13F HAEF 60 PKG1 AR5 I0Ak:

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM ROLE DEVELOPER



#isH DBADM #IFRAY7AI

TEA R, fifa DEVELOPER 445 DBADM AR H O ¥ 1% M (a4 7 11 P BOB,
1. Z&EE M A8 f . DEVELOPER:
CREATE ROLE DEVELOPER
2. LT DBADM KR#Z T ffifs. DEVELOPER:
GRANT DBADM ON DATABASE TO ROLE DEVELOPER
3. AR TGN A BOB 47T A £5 v 1 B 5L A%
GRANT ROLE DEVELOPER TO USER BOB
4. HIF* ALICE flJ#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

5. Jif" BOB fil#— i fl138 WORKITEM HJ#i[& PROJECT. T3 WORKITEM
FIFEFFf PKG1 DL & [RIFEE T3 WORKITEM fifili %k #5 TRGI:

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1
CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL
INSERT INTO ALICE.WORKITEM VALUES (1)

6. M AT BOB iy DEVELOPER:
REVOKE ROLE DEVELOPER FROM USER BOB

R4 fo{ DEVELOPER 2S5 Jf]/" BOB 42 DBADM IR, XM ks 740
AR M, R Ry el A 25 50 2 252, prs:

+ #LE BOB, PROJECT 534,

o TRFf PKG1 A8 TLRk,

* fil% % BOB.TRGI1 {i# %k,

i< BOB.PROJECT Filfii %% BOB.TRG1 u[fi, Mifd/F{d PKGI Ru[fHl. %K%k

DBADM AU, mifiif5 DBADM AURR Y EAUHR IR G AL A fi Az 4 X A 325
M.,

EI{EA WITH ADMIN OPTION FaREHE A B4R

JEiH# ] GRANT (Role) SQL 4] WITH ADMIN OPTION F/h), 244 R
AT DU A 2 H B 53 RS A BRI T AN e P 40 oAt N

WITH ADMIN OPTION /{55 — A F A BCKE 1 (P i R 01 A% B2 7 LM L 7L Ji
B A A HL A R B A 12 A € P ) BB A DL B TR R B 1% A

WITH ADMIN OPTION /) R4l 55—~ P A AKX M) WITH ADMIN OPTION

BEFHA P, BAR 205 — A P SRR BRI A B0 WITH ADMIN
OPTION,

%88 WITH ADMIN OPTION FaJ#AixHIR el

1. 24P B A% i DEVELOPER J{# I WITH ADMIN OPTION 4% .57
a7 H P BOB:

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB WITH ADMIN OPTION

% 2w i 107



Ji7 BOB A] LK% A 0 (9 180 EA BEAf 42 7 Hot FH ™ (5N, ALICE ) s HAth 1]
JUFEVE A (0 Y B A

GRANT ROLE DEVELOPER TO USER ALICE
REVOKE ROLE DEVELOPER FROM USER ALICE

1 BOB REEMIER % A A8 WITH ADMIN OPTION # 7 5 — 1M (HF%
S G DIPATIXAEAME ) . BOB & Y3 26 i 45 2R U
DROP ROLE DEVELOPER - FAILURE!

- only a security administrator is allowed to drop the role

GRANT ROLE DEVELOPER TO USER ALICE WITH ADMIN OPTION - FAILURE!
- only a security administrator can grant WITH ADMIN OPTION

BT BOB WHZEMEEH G (SECADM) R, Fr DL/t A RE il M
DEVELOPER H Jfl ' () fa (0% B4R AL (i WITH ADMIN OPTION #%7F) . 4 BOB
K DU i A, 1% 4K R

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER SANJAY - FAILURE!

Fe A T B AT ISR P BOB X ffi 5 DEVELOPER [ ffi (8% B AL () WITH
ADMIN OPTION 7 ), 4%t/ BOB # 7 ffita DEVELOPER:

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER BOB

BeAh, SR 24 PR B G P BOB [ f4 DEVELOPER, JIf4 BOB 4%
FAE R 5. DEVELOPER [ 1 03 fif #0409 BT 5 R AL L ik WITH ADMIN
OPTION T/ #A (1 %] 1% 1 € i A B -

REVOKE ROLE DEVELOPER FROM USER BOB

ttAeSA

108  Hodin e e e tidg

R, Bk (MQT), SQL FIRE, M@ ME & SQL mife/F
B AN A T 2L R SRS, 3t 7 A €5 T A s 2 ] i S R .

P SRVE P O L AR R RO QR B R, XAl DB2 Hide
PERGEER]., AR E DB2 Ml RGeohm v, B, hRIERGE N LDAP 55

o

¥ ARA R R AR BRRE)
7 1587 A £ P 7 e L

%4 =/-41 DEVELOPER_G. TESTER_G # SALES_G, H)* BOB., ALICE Fl TOM
SRR S B R G, A0 R R

# 7. HHH R

i BT AR AR
DEVELOPER_G BOB

TESTER_G ALICE #l TOM
SALES_G ALICE Fl BOB

1

L VR B 5 2 AR U 4 1Y /i {3 DEVELOPER, TESTER #l SALES,

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES



2. FA VR T GUR X B AP Y SR AR BT T (BCE AL B R B R A
BB -

GRANT ROLE DEVELOPER TO USER BOB
GRANT ROLE TESTER TO USER ALICE, USER TOM
GRANT ROLE SALES TO USER BOB, USER ALICE

3. Bl R BE B3R UK AT IR (9 AR AR PR £ X L A 1, i n:
GRANT <privilege> ON <object> TO ROLE DEVELOPER

SRJE, Bl A B 50T DU AL DX SRR AL, R EOR R B BN R G R X L
4.

F @ R BEIKEAS I B & it & 2380761

HRB g R4 H P BOB ifiid /14 DEVELOPER 45 TR 4 ALY, 1% FH P ml LA EI A
#fim &4 TRGI,

1. B4, FF ALICE f|# 3% WORKITEM:

CREATE TABLE WORKITEM (x int)
2. BRI, BRI T GOK A ALICE (93955 T /i i DEVELOPER:
GRANT ALTER ON ALICE.WORKITEM TO ROLE DEVELOPER
3. fTJF BOB Z&ffifs DEVELOPER ffJ (i, Mr Ut/ i 2 g fil % #% TRGI.

CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL INSERT INTO ALICE.WORKITEM VALUES (1)

ZEM IBM Informix Dynamic Server T#/G{ERFAE

TSR E A IBM Informix® Dynamic Server iT# % DB2 #¥i)%E &4 H IF7Ed A fa o,
275 BT i — LL I,

Informix Dynamic Server (IDS) SQL %% GRANT ROLE #4it+4] WITH GRANT
OPTION, DB2 ###/%E & 4t) GRANT ROLE &)t LA R DI RERY T/ WITH
ADMIN OPTION (% ¥AIfF4& SQL #r#E) . FEM IDS iEF % DB2 #uf & &R 4t ],
1t dbschema T H/Ej CREATE ROLE #iI GRANT ROLE i&%)/5, dbschema T H.4:
¥ HBLE)AE{T WITH GRANT OPTION #4#% 4 WITH ADMIN OPTION,

1t IDS iR 4tH, SET ROLE B AJHIGHE & M@, DB2 B FE R4 HF SET
ROLE ifi®), {HEEN T 5MMIZ SQL i m iy H b= g%, SET ROLE i &
WP A AR R, RS, IRAERR [ R,

dbschema it 7 {5l

7 IDS %tdE 7t fa {5 DEVELOPER, TESTER Fl SALES., /" BOB. ALICE
1 TOM # 7 T AR M€ Kt DEVELOPER #27 BOB. 4 ffifs TESTER #Z 7
ALICE, ¥ ffifs TESTER #l SALES #7 TOM, ZiTHZF DB2 $fli/FE R4, b
i dbschema T H A%dE% 4 i CREATE ROLE fil GRANT ROLE iE41:

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES

GRANT DEVELOPER TO BOB

GRANT TESTER TO ALICE, TOM
GRANT  SALES TO TOM
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WLINAE DB2 Bl RGP QIR EEE, Ra ol IR R st Lakiss), LAEH
Bl IR E M,
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% 3 B ERAELTXHMAEER

FERESLY DB2 Bl R (e, o A6 I R P PR K R AT DU 7 8 T a4,
ZATEE W ST AC i CREATE TRUSTED CONTEXT iF ) D) e 55 B4 57 17 1%
A JEVEVL BE A AR L J@ ok s SCRIE B R 3C GRS Mm% 1) |

Faz Hl
FRST RN R R AT 5 APT IR T A B P 268 (B SR 2 h
%) .

LA FIE R G, YRR AT DO 68 0 122 B R P ) APT (F 2
FAEERE 3 PRI ) KSR AR RO 2 55— A P AR

YUK 3
1. ZatE M il il CREATE TRUSTED CONTEXT B4 7E Mk 45 % o T {5 b
T, i

CREATE TRUSTED CONTEXT MYTCX
BASED UPON CONNECTION USING SYSTEM AUTHID NEWTON
ATTRIBUTES (ADDRESS  '192.0.2.1")
WITH USE FOR PUBLIC WITHOUT AUTHENTICATION

ENABLE
2. BIEEN AEESE, WM AR TS 4> APL
pridl] ik
R FtERF API
CLI/ODBC SQLConnect #{I SQLSetConnectAttr
XA CLI/ODBC Xa_open
JAVA getDB2TrustedPooledConnection I
getDB2TrustedX AConnection

3. BYHRE S — A R SORESS DR ™, 6 R AR 7 A R A — A

APL:

EIR Hiik

MRRER API

CLI/ODBC SQLSetConnectAttr

XA CLI/ODBC SQLSetConnectAttr

JAVA getDB2Connection I reuseDB2Connection

.NET DB2Connection.ConnectionString < 7
TrustedContextSystemUserID Hi
TrustedContextSystemPassword

PEAT UIRINE 2 A5 3887 P A IR AT AR BCR 5 17 S s (R B SRR Y n] {5 £
SOMGEE . i, R g et B s AR T RUR Al s BRSO g
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CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1'")
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
ENABLE

PR e L T B AE %R, BT USER3 O & AT EX T IAE R a5
FRSC CTXT P, BT ARV AR AES B 00 K AT 5 1 8 B P s
Y E USER3 fihsk. (A2, MiT USER2 B & S R4t Ho\ k{5 B i a]
5 LR CTX1 WA, B AFERIRBEAES B o0 Rl 5 &2 L P ARl
Yl 2 USER2 FRIii5 3R 45 22 L.

B mMEEEHF ISR FRRG)

FELL T 7R, el 2R o5 4 fe BARR R 7 A — BB Rl oK, (B 63 ]
2 SR DUER 1% de 2 A 7 o ST B R 1.

] DAAE R 17 AR 55 i LB — AN RIS BRSO R, IZR G Fu v a2 i 55 A i LS5 R
e s e, ARSI W E BT, a2 R 55 T DU 120 5 A9 24 i T
PRI 2T AR, AN B A R 55 R AR R P AR, IR CLI
AR BLR B T e FIAE AT A9 22 9 1 AP e SCRY Al s B R 3C0 MYTCX R ar i R,
DALz e )48 22 £7 3% 1 R 2 AR .

int main(int argc, char xargv[])
{
SQLHANDLE henv; /* environment handle =*/
SQLHANDLE hdbcl; /* connection handle =/
char origUserid[10] = "newton";

char password[10] = "test";

char switchUserid[10] = "zurbie";
char dbName[10] = "testdb";

// Allocate the handles
SQLAT11ocHandle( SQL_HANDLE ENV, &henv );
SQLAT1ocHandle( SQL_HANDLE DBC, &hdbcl );

// Set the trusted connection attribute
SQLSetConnectAttr( hdbcl, SQL_ATTR_USE_TRUSTED_CONTEXT,
SQL_TRUE, SQL_IS INTEGER );

// Establish a trusted connection
SQLConnect( hdbcl, dbName, SQL_NTS, origUserid, SQL_NTS,
password, SQL_NTS );

//Perform some work under user ID "newton"

// Commit the work
SQLEndTran(SQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Switch the user ID on the trusted connection
SQLSetConnectAttr( hdbcl,
SQL_ATTR_TRUSTED_CONTEXT_USERID, switchUserid,
SQL_IS_POINTER

)s

//Perform new work using user ID "zurbie"

//Commit the work



SQLEndTranSQL_HANDLE DBC, hdbcl, SQL_COMMIT);

// Disconnect from database
SQLDisconnect( hdbcl );

return 0;

}/* end of main */
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WA Ay JE R R # LA T S i 2 2

el
Eid

h

;l

Top Secret

Employee

Public

_Vv
i

FE ARRAY ERIMA M, JTRAM I Z A LA A2 56 &

=T WRILE A £ ARRAY THHHEAEILR B ZAl, 20K A BTIR
B.

BF WRILE A 7E ARRAY FHFHBEILER B 2, BALR A RTILR
B.

LBAC Z£#rS4HMH2E: TREE
TREE f—F4 bR B4R AR, AT DMERE TR 2 0 Vil Bl (LBAC) %4 oot
i,

f£ TREE A, JTRYPM N LIM St T7 XHESI. fE95 % TREE KR4I &
MOCRI, AR ECAEMA IR T, ME—GISNRE — 1 IuR, DUk IR E
ARE) ROOT, XA, wLAEHS LIM St 7 sORAGUT R,

B tnRASF mycomp E LH:
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'"Corporate’ ROOT,
'"PubTishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate',
'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
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'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales’
'"Home Sales' UNDER 'Sales'

)

VRSB 3 2 S RS SR U

Corporate
| |
Publishing Software
| | |
Development Sales Support
|
| |
Business i Sal
Sales ome Sales

f£ TREE FMAYAPEH, JURAILZ A ] DI T A2 B A 6 &
R WRILR B LUK A TH, B2ILR A ZITR B ML

5 KRR Business Sales JLE 14

124 i e tidsm



Corporate

Publishing Software
| | |
Development Sales Support
Business I Sal
Sales ome Sales

FR MR ILE A EXR B N, IBATE A 216X B 71X,
. HE SRR Software LR FAL:

Corporate

Publishing Software

Development Sales Support

Business

Sales Home Sales

B WREATEER DA, BAEATE AR AL
f5l: BEE WK Development JGE Y[Rl L
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Corporate

Publishing Software
| |
Development Sales \ Support |
|
Business I Sal
Sales ome Sales

B WHRITR A BILER B B HEILR A B B BT (KL
flE), 2R A ZLR B AL MOTEEM I AR A HE T

5 K E 7~ Home Sales JGZ UM A:

Corporate ‘

Publishing Software ‘
|
| |
Development Sales ‘ Support
|
Business I Sal
Sales ome Sales

B WARITR A R B B, SFEMRILR A B B BTUTU (IKIEE
#), WAxLHE A Z2LEK B MR,
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5 K Es Software TG G

Corporate
Publ!shing SoftLare
|
Development Saies Support ‘
|
Busiless | ‘
Sales Home Sales

LBAC Z£iRS

FERTAR SR VI HER] (LBAC) ™, Zpn S T ilid — 410 ke 22 4 2 1 i e o X
R, Tt EO TR LR R, TR T T LS T U5 R 3 4R P
¥

4 2 U 2 AR P AR, AT 2 s 5 K S TR IR B Y 2 e hn S AT
Fei. MT AT R 2 2bn SR L2 — B Zetn S, W MY %2in 5 el
I, PRI R,

TG AR FHEN AR — A% W AU, T 1% % 4 s P A B A AL R R
W& —ME. Zebr Al TSP ERAZA I LR 0 AEE A ITTRISIE,
ARRAY RRAMFMEALAEE 0 A~ IuR, HARMAETNUA 0 S lZ4 0
K. RUTAEMICR ME R A 2.

a5l R TREE 2R2AI40 (444 =4~J0X Human Resources, Sales F Shipping, ISA41%

AR — LA R R

* Human Resources (BT ALK )

* Human Resources, Shipping ( B A LE 0 R AAEAM M G, FKFEAZRAHER —
JLR)

o Mg

FiE Lo g B MZE S — M e, Elin S E N DL LR 22 g

FREM LBAC MMELHER., fEINEUATHE LBAC Z4xbr'5 i b f 4t 74 < imn
T HEAT LR TR fE B

o 4 % HETAREM S wBac) 127



128  Hof e tidsm

B 2B VR T AR SUA AT R I, EATTHR O ARG 22 2R 5 (AR A T2 A 1Y
.

tRRERS

B e T A e Z24r 5. A SQL i) CREATE SECURITY LABEL
KL enT, BIRLEeiR TN, &R

© RS H AR

o EEIR T I L R

s BEEREH S-S HA N E

XFARMURIE E EAE, BECNEAZEHE, ZensUbiE20H — M EEE.

HERERS

REEREZ erS, BN Zen s —FkEMRe, REEHE B2, %4
P45 P G R] DIAE ] ALTER SECURITY LABEL COMPONENT iE ) k160 26 47 21
HA1E,

MR R EHRS

U 22 VR B A REMIBR % 2455, ] SQL 54 DROP RMifrZ2trs. T
T M B TE P SR O 7 el 128 P AT A 7 2 P 9 R0 Y %2 b 5 Bl S AT IE g — A el 2 4
BiDRETI KRR TR

BYRERS

AU 2V M A REf Eetin ST P, AgifmE. A SQL ) GRANT
SECURITY LABEL {2 V% &brT, & TR S, ol LR HAR A % 25,
G M ZER S E RGN ZRR 58T, TR -FmHEE, e, ddme
AREPIA ] — L 2K P 2D L 25,

HHRERS

AU R B A R . A BN Zeins, B L e T, W
fil SQL /%) REVOKE SECURITY LABEL,

SRERSREVHERE

TS B 2T R SYSPROC.DB2SECURITYLABEL, X H1E
SYSPROC.DB2SECURITYLABEL 5 VARCHAR(128) FOR BIT DATA 2 [A] 47 %k d
et

BERPRBNRERS
AT L FH LA R s P A 0 5 2 5

SELECT A.grantee, B.secpolicyname, c.seclabelname
FROM syscat.securitylabelaccess A, syscat.securitypolicies B, syscat.securitylabels C
WHERE A.seclabelid = C.seclabelid and B.secpolicyid = C.secpolicyid



ZERSEIEI
AR e I AT DL A AR R0, BT, AP B B0 SECLABEL B
BRI

LB G PREFR AT, X LE AR T

ﬁ#ﬁmMEﬁEﬂﬁm Ft B IR IT 5244 560 () CREATE SECURITY POLICY
B HR A 24 21 7R I AR [R]

© LR IZILRIARER

© RRAHKITRBES (1) 25

o MR E ARG T 2R, BAKIBEITREAERES (0) FHAES
(,) I
ZEE—-XMEES (0) For

A ERREKEE - DEERS, LR DT TR = A A A A
Level, Department fll Projects, %Z4tn5 @& T AE

K S Z2pr i vIE

A L}

Level Secret

Department ]

Projects  Epsilon 37
* Megaphone
* Cloverleaf

XL R S E LR LU A

'Secret: ():(Epsilon 37,Megaphone,Cloverleaf)"’

Wnfatk%; LBAC z%éﬁ%

AT W) 22 T s 5 [V 42l (LBAC) {37 9 X, %mUMC FEUEK 5 —
AigAﬁéﬁvﬁﬁ%h,U@ SR ZE LI, LBAC SRl A RAL 222
PRSI0 A RAT AT SR BRAL,

AR AT AR L8, LBAC FEIIERT DL A5 0] 42 & hn 5 1T HL R, LBAC %
IEAR AT DL 5 A G Ia) 2 e bp S AT LU, S AN BR SR E WA WG B, 4
VERR BT Z R HLBehsT, AUk HE Bt & B R AT 17,

ERANRERS

B GANE 2 5ot S, BRH 22k E 25 T R 1% 25 ST .
bR B4 & F A6 1

o EATE T T I E  A uh

« EREM R (ERE) 2T,

R B i B S PR B RS, TR AR B B 22 2 5, BT A 40 o 2
fi.

8 4 % HETAREM S eBAc) 129



IMATEEATEL ]

LS M BN A AT, R Z 2 SR A A BA EH, e fuE A=
., XD HETRAR, KT LBAC HUNE D@ S Nk E: A MHE W
TER R ZWA AR5 P [F — 4L E A A UKL ZE. AR E B2, A9 LBAC
FEUERL 2RI % e hn 5 2R,

VEAT HUBRIH I LBAC AU SR AE 22 2 SR R Y. BT A0 A 7 LA R s A AL
ORI AT = B e R ey WU K SY: OF fipu

G BRAL X LA R B R

AR A T B E R A e BR A, IS AR U TIZ R, FF BLABE (P (A
AEBIERN % 2hr 5.

~f5l: LBAC #WI4EE DB2LBACRULES, 4 KusA MM, — A2
ARRAY, 75— A@Hr2AA TREE, C.87 M X #L DB2LBACREADTREE (14
BRA, 1ZALNZE 8 TREE 28RV B AR R, ani i P 2l iz (R 4
B, MBaTieiZ M TREE A AmE (R = E) , WASHER, X &R
ARME FZH, P RS AT DL AR 52 2 Bk T35 1 ARRAY AR,

LBAC # &4

LBAC

130 Hod e e tidgm

LBAC ML 2 B2 4 b 5 IN L0 TR — L e SCHLON, FEXS A 22 b 5 B kA T
PR, K fe TR0 46 mp A — A~ e 22 A LU SR 1 5 — (R 7 BELIE 75 — ML

A~ LBAC MU SEHRHHME— B #FRbRiN, QI 22 AR, 0TS E 55 12 R s G
Ry LBAC MU, Xz oms By 60 8 19 % e hn 5 BT/ B9 4T ] L B KE 4 T 1% LBAC
A%,

P F B8 B HL U B P ME — B9 AR AR FEXTZ RN AT S bR B A, 2L
ULE

LU 5 e 4 RO 2 LA % fok P 1 R 9 BsF ] Bt O 0 5 4 A [l i A P A2 4

HAr, R -1z LBAC NS, 2N/ %75 h DB2LBACRULES.

#M£: DB2LBACRULES

DB2LBACRULES LBAC HLIU AR T — AR5 H0N, X Lo ] F X} 22 b5 2 A4
AT, XA SERES il L BT,

EEHTERENX

EERMTS{GEAT ARRAY AL, I HOGE AT SRR, ST RIPTE
M ERTENERN, Hakd LS, AT RPEEREDNTENER, SiakE
TE, REHLT, BARTF EEUARFTE, XEWE HAESE T R %
¥,

FEXT [A] — AR A EUEAT BB, (R L o T AL 268 (ARRAY, SET &
TREE) LIR il ivim 268 (s ) . TRIR T, 878 76 B B0 Y
ITA], A T i Mo s e 7 L 28 ] B iR 42,



# 9. DB2LBACRULES HiJlj##% 5

S #H AT
TEELER UL 2B 14 | bk 25 35 18] B
2 RERE A 1 5 B L SR TR ZE i )
DB2LBACREADARRAY ARRAY 5 JH P BE/ N T ME,
DB2LBACREADSET SET 5 FAE— A P A R,
DB2LBACREADTREE TREE 5 JHP T A 10 80 B AN 55 T AR 4] — AR B (8t R 2 AR A — A
AP A AELAT,
DB2LBACWRITEARRAY  |ARRAY = TP B TFAR I 8 NF AR, !
DB2LBACWRITESET SET 5 FAE— A2 P s A A,
DB2LBACWRITETREE TREE H F P T 10 830 R AS 5 AT ] — AR 3P (Bt AR SR AR AT — A
FRE B LA,

1. WL DB2LBACWRITEARRAY ML BRI AY 4L 6, Herp — Ay
EE@ T EREM RS (L5) , 55— SR T ER g 8dE (T
5) . AESEATBEALN A S BRABAUNE, AT UXE A S R 3 A M A — A e 4

b
MM abE=E

Jiv A LR AAR (] 9 07 sCAR B2, 28 (R e P28 Al A9 B, (B WA Ao AE 2 (ELBH
IE,

DB2LBACREADSET #1 DB2LBACWRITESET 7R

KR 2l R SR 2 AP BRI AR X R EIER EEE T8k SET 1)
ik, ZHME THIIEE: one two three four

# 10. DB2LBACREADSET 1 DB2LBACWRITESET #1741

APrE RiFE A PEZEE?

“one” “one” ANPHZE. {HAHMF.

“(one,two,three)” “one” ANBLZE. B9 E A5 TG E “one”,

“(one,two)” “(one,two,four)” FHZE, JUE“four W HFLEMIEP, (HAE
FLETE (A .

O “one” PHZE, =M BAEM AR (HBH ZE.

“one” (O AIHZE, ZSEASHZEATATE,

O O ANBHZE, ZAEAR B ZEARAT(E,

DB2LBACREADTREE #1 DB2LBACWRITETREE

X LER GRS RIS AT GV R B AR, X 7R e (s T 288 TREE HY4L1F,
AR LT Oy 50 SURY:
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'"Corporate’ ROOT,
'"Publishing' UNDER 'Corporate',
'Software' UNDER 'Corporate',

8 4 % HETARE MR eBac) 131



Support

Home Sales

'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'
)
X R TC R SR I 7 ARSI Y
Corporate
Publishing Software
Development Sales
Business
Sales

132 god e e tidsm

% 11. DB2LBACREADTREE fll DB2LBACWRITETREE {0l #9 1 FH 77 1]

ARrE

RIFE

EEPEZEE?

’(Support,Sales)’

’Development’

FHZE, JTZE“Development” A& ]
P8, “Support”Fil“Sales” #f 1~
J&“Development” [{J {1,

’(Development,Software)’

’(Business Sales,Publishing)’

AN %, L&
“Software” & “Business Sales” [\t

(i

’(Publishing,Sales)’ ’(Publishing,Support)’ NRLZE, MAMEHAHE S IR
“Publishing”,

"Corporate’ ’Development’ NP ZE, MR i A H A A AH
.

{0} *Sales’ BH 2. 25 fH & B AT AF 2 {E BH

"Home Sales’ o) ANBHZE, S{EANZPHEATM(E,

O ko) ABHLZE, 2P EEAEAT (.




DB2LBACREADARRAY 7Rl

REERGIOGE TR, X H7R EE (s TR0 ARRAY f9ALPF, 1Z410F R & 1%
AR 77 AHES R R A0 R

¢ 12. DB2LBACREADARRAY LI (4 57 715 141

o
y

h

A 4

[

Top Secret

Secret

Employee

Public

APrE RirE = APAEEIAE)?

“Secret” “Employee” ARPHZE, JuE“Secret” 5 T JG & “Employee”,
“Secret” “Secret” ANPHZE. {EAHF.

“Secret” “Top Secret” FHZE. JLZE“Top Secret” =T JG 2 “Secret”,
{0} *Public’ PRZE. ZS(E AT AR 2 (B BE 28,

’Public’ 50 APHZE, ZE{HA LA,

O O ANPHZE, Z{E AR 2B AT AT (A,

DB2LBACWRITEARRAY 7Rl

RETREIIGE T EIIM. XEREIEREERTIREN ARRAY AN, A&
PATR 77 ALHEAI R R A0 ER:

h

A

Y
A

Top Secret

Secret

Employee

Public

2 13. DB2LBACWRITEARRAY FL0N i W FH 7715

AFPHE RiFE = BEESIE?

“Secret” “Employee” FH2E. JGE“Employee™ ik T JG &% “Secret”,
“Secret” “Secret” ANPHZE. {EAAR.

“Secret” “Top Secret” FH2E. JLZE“Top Secret” =T JG % “Secret”,
{0} *Public’ PRZE. ZS(E AT AR 2 (B BE 28,

4 3 ETASIVIFES (LBAC)

133



# 13. DB2LBACWRITEARRAY LI R0 (45)

APME RiPE EEEESE?
’Public’ N0} AR, ZEEA L.
O K ARHZE, EEAZHAELAE.

LBAC #1M6RRHY

134 ol e tdsm

USRS 8 22 A Sk A 2 ML LBAC WUIRBRAL, B2 4 G seik v 32 1% 4 4
RS ORI BRI, AN 2 ) S %A

T HOBAT A 22 2 W (19 22 xR SN, IR 1% 22 2 W A4 T S BR AR BT B0 1Y 22 4
s, ZRBRBUNENE .

5l

AFAFE: TL M T2, T1 ZLE4K P11, T2 ELLKNE P2 . W%
LRMEE — . EAITAGEEAE ARRAY K81, T1 Al T2 AR & — 174k,
TELZERME PL P, YA RV 228 5 A RFETR T1 RfT, EL2ER P2
o IR ARV ) B bR S R AU T2 W AT P AT (],

MAE, £ Pl ¥, #&#:4Z T X% DB2LBACREADARRAY (IR, AB4, Akl Ik
BT 4T, EAREREEE T2 fT, XREN T2 250 — LR, Wi
g, %A% DB2LBACREADARRAY  H I 1 G B AL

TR LA 2 S bR AL, AR 0] 22 4 SR o A9 B 2 MU R I AT S BR AN, R A ek
1222 4 SR DR AP BT A 0 B A 52 DT AL,

%F LBAC #IM%BRH

B R A B A BT LBAC MUNIRERAL. 28T LBAC MUNGERAL, &6
A SQL 5%] GRANT EXEMPTION ON RULE,

7 LBAC HU BRI, MERMTIIEE:
o SuBRAUITER T HLI)

o TBRABUITER T 1 2 4 R

o R TREA . A

EESDL LBAC MUNGERAUR A TARR SR MITI AL, B, 57 Rt 526+
#IH,

54 LBAC MR

TR 2 e MR B A eI LBAC MU ARBRAL. BHSH LBAC MUNIRERAL, 156k
Al SQL iE4) REVOKE EXEMPTION ON RULE,

e A PRERIAN &R
AT 07 P T 28 SR PP 04 0 U S A



SELECT A.grantee, A.accessrulename, B.secpolicyname
FROM syscat.securitypolicyexemptions A, syscat.securitypolicies B
WHERE A.secpolicyid = B.secpolicyid

AFTEIE LBAC ZEHRSHIANERE
P T N E KM% SECLABEL, SECLABEL_BY _NAME #l SECLABEL_TO_CHAR 3k
FEHETH S U R (LBAC) %4 'S,

T X = AR EE TR B IR, TR IA WL SOL Reference,
SECLABEL

M 16 E 2 4 SRS MRS PR, B PN B R BRI e i, i [l i Y 4K
22 DB2SECURITYLABEL, Bt A& a6 E %2 P i etns, HHEAR
SERAME, BAREENZER S RBLEFTE.

ol & T1 AW, SRRy DB2SECURITYLABEL, 45 414 i dls 5 !
4 INTEGER. T1 Z%Z2%mg Pl fiF, HLZe2RwGg = MLa2insd0:
level, departments Fll groups, NI UNCLASSIFIED J&ZH {4 level 0K, ALPHA #l
SIGMA #JE1 departments FYICER, G2 24 groups RIJLER, MBAW DIEANT J5
AL 255
INSERT INTO T1 VALUES

( SECLABEL( 'P1', 'UNCLASSIFIED:(ALPHA,SIGMA):G2' ), 22 )

SECLABEL_BY_NAME

B B R B R B AR % e RS T S Z e s ak, RE, &
W48 B 1 % 2 bR E/E % DB2SECURITYLABEL R [E, 726 A 224 hr 240 A8 SR 2%
%% DB2SECURITYLABEL R, WAZ5ifdi i ek %k,

ol R T1 AW, SRR DB2SECURITYLABEL, 5 31 £ f 251!
i INTEGER, #°4 L1 &etns a2k PL iy—#45. IR SQL A A%
o ot

INSERT INTO T1 VALUES ( SECLABEL_BY NAME( 'P1', 'L1' ), 22 )

I SQL iEM) Tk IE K ia AT

INSERT INTO T1 VALUES ( P1.L1, 22 ) // Syntax Error!

SECLABEL_TO_CHAR
UL P B pR ROR 8] 22 55 B A0 8 (B 74 B .

E: FE T PR Cl aYEdE2E % DB2SECURITYLABEL, Tl 22424 5Em% P1 i
I, WL FEWE =Lt 5S4 1F: level, departments 1 groups, T1 & —17, Xf
FTEAHAM, 5 Cl FHEBEE FIITE:

B TE

level SECRET
departments DELTA #l1 SIGMA
groups G3

o 4 % HFAREm S eBac) 135



WA RVFERGZITE LBAC FEIERY A SATRAIT SQL i 4):
SELECT SECLABEL_TO_CHAR( 'P1', C1 ) AS C1 FROM T1

R B R
c1

'SECRET: (DELTA,SIGMA) :G3'

£ LBAC Sk{RiF&iRE

136 Hofn i e tidgm

ETHR5 MR (LBAC) ol LU T IR Es AT A/ sl 41, Ferh i %ol R e (37
RIS 2R SR, W] DR BT R S AT R R A (RAEER
gz g deng ), DU ta] DO s FoR AT I A,

] PIFER]— 4 CREATE TABLE 1 ALTER TABLE i) b X} 22 V% 22 4 5w DL R A%
iz BdE.

FERBGI, RAVFRISHT LBAC SEUEAR ALV KR (077 SR 2 8.
X RN R & KRG

e Lmr, wTRIfH CREATE TABLE &%)/ SECURITY POLICY /2% [m] i Ml
L., PRI ALTER TABLE iE4]f) ADD SECURITY POLICY f/a)k (a3
BHERMZAHN, BAEEEA SECADM MRS #HA LBAC FEiFiHta LI a5
AR,

ANEEX] LBAC JLiEfR P iR M2 2K, 25 LBAC A IR LBAC &
BRI R PR,

ARAEAS— AL % 2 SRR A T,
RIPIT

TEAN e R, o] DL i 45 S 257 % DB2SECURITYLABEL (313K 4 i 22 04T
Z{#4. CREATE TABLE ifAEMAN1ZRINNZ 2K, EATRERSA SECADM
PR S A (T LBAC FEIEREv] LA g X FEf 2%,

AT DL s I BdE 258 5 DB2SECURITYLABEL W43 14 A £ 4T 244, H
IIXAEI Y], ERAAC ZZ2 R, [N MIIE ALTER TABLE i 404
AR N 2K, TERmMAZ g, ¥Rt Biim i 2 etn 5 kR4 o
AOATEMAT. WRATRIPIZRNZ2EERUE RTFEIT SR Zeins, I
LA TCER IS YE 257 % DB2SECURITYLABEL f%1).

TEFR 7 DB2SECURITYLABEL KRS 2 J5, Mid7EZIIH 7 % 2hn 5 ki &
ASHEARTT, 158 LI ARE B2 LBAC B 5 38, 5k 7FH R EE T
FAWMIEMELE, BUHFESR LBAC EIFAGEKITH AR ML LMY
DB2SECURITYLABEL ({313,

NEEMIEE B3R5 % DB2SECURITYLABEL [A51), G 5L 0 ol A4 fn] oA 4 i 2k
iR



i iatll

FERI#ENE, W LIfE A CREATE TABLE ifi4)ff) SECURED WITH FIBESUOR L1,
A PLEEAE ALTER TABLE 4] ffi ffl SECURED WITH BEIVOR X BLA 1Y 517 i
.

R EA R E LRI TR, AR FLVFX% % 2055 B (37 B9 e T 5 1
fEf LBAC LIk, AT EEA SECADM UK.

SRR R R I IZ R I Z 2R BT & B Z 2 SR, TR R B e W&
f931,  SLVFAER] — N8R P R AP A 22 2 SR B R I — S sl 2 51,

LU PR B H 098, (R — SR REH — 22 in S iR,

IZEZ LBAC {RiFRIHIRE
YR BRI T bR S WU ES (LBAC) [RIPHIHURRT, H6ILIERIE LBAC (EIEY
BRI BRI % R SR, SRR bR SR LB SO ST, % ALV A
WSS

XFZRIBIRGL, RIS RAE R AR E . T RSP IE 1T, 145
MR bR SHECEAFE B, X T2 RIPTAR, R E e S MET R
DB2SECURITYLABEL ({41, & 6k — AT R 2 e pn 5 #Ea] LI,

FEA KU LBAC Zetn S EMAP R A TH K LBAC (BRI -5 % 245 54T
FUBH PR .

EEZ R IPRYG

E2R I BCZ AR 195, LBAC fEIEH S5 F T80 % 2br SRR, RIEHE
ZERRIE], Vi) e ZE S AR, ARV P 2, 4R [ ARR, FF HiBEAE K
W, A, 1ZTE ) E Ak ST

S LBAC SEIE AR FL VRSB 514 5 O A1 4 2R K

wl:

* T1 AHAZHRIIH, F Cl 2445 L1 P, 5] C2 %45 L2 {7,

B Jyoti P 4RME LBAC FEIF, ZEIE ARV Z4ehs S L1, {EAR RN
L2, iR Jyoti ZHPIT SQL ifA], ILifm)HRIK:
SELECT * FROM T1

H1F SELECT FH48& Tlfss (*) , HUIteRass C2 4, Brllstif kK.

WmE Jyoti KHPIF SQL g4, MLiEA)uk4s il
SELECT C1 FROM T1

16 SELECT P, ME—Z{#4Pmy5E C1, Jyoti By LBAC EiF it Bi% s,
EEUZRIPEILT
TR RVFZEUIE — 4T/ LBAC FBIE, IEAIZATx T Bkt A8 R AEAE —FE.

o 4 % HETAREM S eBac) 137
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BERCZ AR AT, K R [E LBAC SEIE ARVFdEAT LV [ i A0 LetT, BIflifE SELECT
T K45 255 % DB2SECURITYLABEL (%1, f5&L7R .

e LBAC ILHIARE, AR ER S ZRIPTHRP SR IR, 6
mn, R T AE AT, HEAMA S HA AR LBAC FEIE, AL
7 SELECT COUNT(*) FROM T1 if/aJHY P Al E 8RR AN A Y 45 58

LBAC fEiIEAR{GEN SELECT iE4], 32 Mii% il UPDATE #1 DELETE 2 JSf)HAth
SQL i&A), UnREEA RVFEEE —1T1 LBAC fEIE, #iJCiEmizeT.

RAl:

#* Tl @W&ETIITME, 5 ROWSECURITYLABEL ) %t#i kR N
DB2SECURITYLABEL,

#14. K T1 PRIRGIE

LASTNAME DEPTNO ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

Bird 55 L2

fBE 1P Dan ) LBAC SRk SLiFM 2 Z2pns L1 AP HEERE, EA VbR
% L2 s L3 {4 A,

Dan ZHPIT SQL iEA):
SELECT * FROM T1

It SELECT i /m) s HaR o] Miller AB—A7, Noxi [ AR Ae] 5 12 1 B sl

Dan HEMIFE T1 ELFH:

#15. & TI HREF IR GIE
LASTNAME DEPTNO ROWSECURITYLABEL
Miller 77 L1

XfF Rjaibi, Fielding I Bird X =17k, BT EMWZ2in5HE TN, LA
SR BIX =47, Dan JoRE MR BCHE B 2647, XA A S WS TEATTR R Ah. Xt
T Dan SEif, WEGRIRLAT AN —FF.

Dan ZHPIT SQL iEA):

SELECT COUNT(*) FROM T1

BT A Dan HEEEE Miller A8—17, FrLALLIEADRHR BI(E 1,

ZE 2 RIPIINZRIPIT

SERAESVIIAL, JERAETUT ML, AR EVTRRIE LBAC SEIER R fRAPH — A
WHH) % bn SHLZE, AR AR, BN, Rk gkZehdT, JF B RIR [
LBAC UL FLVFREAT i (W) 1) % e 5 BT AR 4P B AT



oLl

#£ T1 W% LASTNAME %Z%4f'5 L1 {#£3". 5 DEPTNO 2% &trs L2 f#7,
%] ROWSECURITYLABEL [ %3255 DB2SECURITYLABEL, T1 JZHGRENF fr

e
#16. &£ T1 IR GIE

LASTNAME DEPTNO

2 L1 747 % L2 {9 ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

B H 7 Sakari (1) LBAC FEUERFEEIZ Zatn s L1 RIPIVEUIE, (HASLIFEEEZ
L2 2 L3 fR4AYESR.

Sakari ZHPIF SQL &4
SELECT * FROM T1

T SELECT f/a)ffi Hl TIlECAF (%) , XFEWHES] DEPTNO, M DIILiE AR,
%] DEPTNO #2%:44n5 L2 {47, Sakari f) LBAC FEiFA fRVF ML EZ 2 4ehn 5.

Sakari #2F & HLIT SQL i)
SELECT LASTNAME, ROWSECURITYLABEL FROM T1

SELECT FHRA4E Sakari JoikiMAAEMTS], BBLHIE AR AReeiigT, B2, HiR
[ —47, RFCAHA R TR L2l L2 8 L3 /i,

F17. XtFE T1 SATE 09N Bl Hi
LASTNAME ROWSECURITYLABEL
Miller L1

#ANZ LBAC {RIPHIEIRE

1 2ok B i A B Z AR 8 80K BT T I A B B 2R TIRE, LBAC fTiES
1 5 (N AL 3% INSERT i574].

ANEIZ RIS

LR BRI A B Z PSR, 2 T SERAER LBAC STIkS5 T3 1Z51/ %
EARSUATHR, MRS OB R AR, V7R HE i P 2E AR

FEA RAMTEE. LBAC 2 ahr 51 R R it T4 Sl LB A 22 25 5 1 VAR R
H

o

UNARVT R FLF, B2 AW AR S AT. ARV ZE, A &R,
HoA R B 56 %,

o 4 % HETAREM S eBac) 139
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WARIETESH A —17, [EREUZERIPTINE, IBaREAREE (R EREE) .

AU 450 LBAC fEIEAR A VFXFZS T SN, o kAEXFIEN., ETFIIENT, &

45 fH:

o FEHIIZHIT 45 E T WITH DEFAULT JEI5

« ZFRAE S

o VA ELAT IE I Ak A R B4

o ZHIREARZER N DB2SECURITYLABEL, FEBLIENL T, GI1A BN 2 4ehr 52
B4 fE

BNEIZRIPAIITH

AT 2 R AT R R AP IR A BT, A6 2h DB2SECURITYLABEL AU 51§ (i,
IR A NZIGEME, IR ZIH H SRR ERA NG N Z2in S, RERA
Ui Zetn g, MaREER, I HmABRERK,

W E RS (It SECLABEL) , ] DR = 48 fit 22 2 45 5 DL HoAd A 2
DB2SECURITYLABEL A5, (B2, X TEIEAE 200 AR 2 2bn 5 9 i 41
i, (CSTER LBAC SEIE R B IZEURRT, A& AL % 2irS,

WERERM T REBS AN Z2RS, IBag R T T RIPEN 22K, mE
15245 B RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL T,
A48 N BRAERE RT3 |45 %, W% % 2 K ig% A RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL I, mi# & HE% OVERRIDE NOT AUTHO-
RIZED WRITE SECURITY LABEL BE5i, AB2¥G ZB RN 2 2bis, MRERLE
ByiZetny, BaBEHEeins. NRERA SN Zetns, Mok b
IR,

15

F T1 %%HK Pl 24U, BIE% 204 I R3S & RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL ¥£Ii, # T1 &M%, (HAMGEMIT. XHI
4 LASTNAME #1 LABEL, %| LABEL [/%{}E25% DB2SECURITYLABEL,

P Joe WHBVIMZ2iS L2, BEZEWRS L2 RN 2% eimE L2 1
BHRPATEEAE, (HREAR ARV Z%2hRS L1 5 L3 {5 18R AT E#AE.
Joe RHPIF SQL i&A):

INSERT INTO T1 (LASTNAME, DEPTNO) VALUES ('Rjaibi', 11)

2% INSERT if AR W &AL % etns, BrllKfE LABEL 1794 A Joe 95 15[H %
E N
BAfE, & T1 WH AR

% 18. B T1 Hi%—1~ INSERT 3 )J5 09 fH
LASTNAME LABEL
Rjaibi L2

Joe ZHILAR SQL 4], MAE1Z SQL i Ay rb st 2 1 1 B4 A #1]51] LABEL "
Lahyg:



INSERT INTO T1 VALUES ('Miller', SECLABEL BY NAME('P1', 'L1') )

HiEA]H ) SECLABEL_BY_NAME ¥R [ — M2 2hns, EEehrssanh L, ©
AR Pl A RESY. BT RN Joe X L1 HIPMEERPTE#ME, FHIHAR
VR L1 6 A% LABEL H,

FHTHE T1 B2 IgEfE A8 % RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL I T AR, FrLUdEA T Joe B SN Zetns, K
223R ATl 45 1R B B,

BAE, ZRWT PR

#19. ;zflFE T1 4 =4 INSERT &5 191

LASTNAME LABEL
Rjaibi L2
Miller L2

W TR %R 1 % & e 2 AE 8 2 T RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL BESUIIFAL T QIEM, ILmABRIEIM 2R, I HRRR E R,

&, Joe YA TXIHA—A LBAC MIAIRERAL, BEHR LBAC UL ARVFR 52
Zaehns L1 A L2 PR BIRIAT SIRIE. T Joe MBI ZEIRTAE, ik
L2,

Joe ZHPIF SQL iEH):
INSERT INTO T1 VALUES ('Bird', SECLABEL_BY NAME('P1', 'L1') )

iy LBAC FEUL(E Joe RBHENS 2 Ztn's L1 RPHIEUHEIAT SHRAE, UL, ARVFE
A LI BUE, WZRUWT PR

#20. sRPIF TI =" INSERT 5 %])5 H{E

LASTNAME LABEL
Rjaibi L2
Miller L2
Bird L1

E#% LBAC RIPHIEIE
LBAC SEIEMAARVEM BURMERT S U7, BOREA RETRT ISR, 0558 50 0 22 R4
7. W2 LBAC SEMEEAAA VM 1T T,
EHZRIPRIG

SIE R Z R RN, LBAC (EIRK 5 TR IMZIIN L 2bn SR, 1t
FCBCR B X GUT R AT, IR SV B, s AR, JFHER R, A

ARLEDEAT R,
FEA RAMT B LBAC “Z2n 5 /) LR M 7T LBAC EIEIN 5% 245 5 217
FUBHY PRI 5 K.

8 4 % HETAREMRER eBac) 141
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w5l

e~k T1, HPHF] DEPTNO 2% 44brs L2 {4, 5] PAYSCALE 2%
iS5 L3 4. T DLREREERLT Brs:

21 £ TI
DEPTNO PAYSCALE
Ak /At
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
3 Bird 11 9

P Lhakpa %A LBAC ik, fli& AT SQL ifA):

UPDATE T1 SET EMPNO = 4

WHERE LASTNAME = "Bird"

H T B AR BT 52 (RITAD 81, BT LLE B PAT A2 4.

#22. HHZIEHIR TI

BAE, T1 40T Prs:

DEPTNO PAYSCALE
R R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
4 Bird 11 9

Lhakpa ##F &I PIT SQL i 4):

UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"

HiF DEPTNO %f{i{, JFH. Lhakpa & LBAC FEik, B DASLIE R RITFR [ 2.

fEsE Lhakpa 4% 7 LBAC Eilk, JFHIFLE LBAC FEIESLVFIEAT T RMAEHDI. *f
TARBIRG, A RIBLEEUER A AL K2 2455 0 & B0 R Z RV B A

HE,

ATFRIFEIEN R RS ERAE? =BHE?
L2 i =

L3 5 1

Lhakpa fHR&HPIT SQL f4):

UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"




X, T Lhakpa fJ LBAC FEIkfLiFftixt i T IR4/* DEPTNO SIlf) % &bn 5 A {7
MR RAT B #AE, BT RUZIE A RER 52 AT EA 2 B, MR I UL S F A E
B.OWAE, T1 AR EEE XA

K23 FEREFZIFHE TI

DEPTNO PAYSCALE
RIE RIEH
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 55 7
4 Bird 11 9

%, Lhakpa &t DI SQL ifE4]:

UPDATE T1 SET DEPTNO = 55, PAYSCALE = 4
WHERE LASTNAME = "Bird"

PAYSCALE 4|2 %4f5%5 L3 &1, Lhakpa {J LBAC LUEASRIFME LS. HT
Lhakpa Joik51%581, BrlAHHTR 2RI, A2 ST 0 2ds.

B ARIFRIAT

2R LBAC SEIEAAVFEEEICE —17, IR AATH Bk B AF AT AE—HE,  ILTCEE
BB ZAT. XTREMEERIATRGL, BUEMARER B AT, XHA REERIZTT.

ST, B#HAF LBAC LK SR IMIZITIZetr SR, IR S5 M4
IE, MAEPM R, I HER B GR, WR GV MORGLZE, ARt T
.

K T AbFEEGE 25T S DB2SECURITYLABEL [ 41177 & AR IS, BUTHE B S
FHAZAEPATHE, WEEEMEEZINE, KeEasEEikE AZENE
BV %25 E, WRERE SN Zens, MER R, JFHIEER
I,

15 W AR S M U B BE 257 % DB2SECURITYLABEL ({31, HB24% Bk i
LBAC fEilk, ARSI HATH B EER A8 2457 LBAC TIEARTFE AT, 4
SRR I T TR R L 2K, R 1Z% 2% A RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL X0, B2 B ER R WO R 55, W14
45 WE %A RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL 10, %%
‘©H%# OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL I, HB4¥Z.
W AR 2 atn s, MRBEAEUNZ2nY, BAKEHEeins. R
WA EVIMZ2ing, Pk bR,

wl:

BER T1 24K Pl K RERIKIPIFEE#08 LABEL #51, AR EHREI
DB2SECURITYLABEL,

T1 DURCE B8R Brs:

o 4 % HETAREmEER eBAc) 143
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*24. F TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1
2 Miller 11 L2
3 Bird 11 L3

B H Jenni f LBAC SEUERFIMIRE Z L 255 Lo M L1 {RIVEEHE, HAR
VRIS AT A % 2hn SO P I 8, RVFIB T B SRR Z2pr 52 Lo, XFT
ATRBIRB, AR 5T & TR A R 2 hn S W & TR 2 KRS BIF A
B,

Jenni KH LI SQL i&4):
SELECT * FROM T1
Jenni HEFFHH—17:

%25, Jenni [ SELECT Zrifj45R
EMPNO LASTNAME
1 Rjaibi

DEPTNO LABEL
11 L1

H1F Jenni Y LBAC fEIEARVFIBEEIRZIRS L2 Ml L3 {4947, BrRUIRLefTR &
FAES LT, X Jenni R, WLIFGIEARLEAT RAEAE —HE,

Jenni & H F%] SQL i&4]:

UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11;
SELECT * FROM T1;

AR [E] {925 R s

#26. Jenni #y UPDATE Fll SELECT #rifj4s 4

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0
R SERR B AR B

#27. £ Tl

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0

2 Miller 11 L2

3 Bird 11 L3

IR RAT A A, (ERRE —1T. T Jenni JoikiReH AT =17, I,
REENWE WHERE FHIF M, 2R A AR S® B e RIE T H .

EE, R UPDATE iEAIH AR EAMBE LABEL 41, (HAEH MG AT+, 12511
HEEW, IO E N Jenni IH N ERIEZ SIS,



AE, Jenni Yi#% T LBAC EiE, BCFEIE ARV EEICZAT ) % b5 S IR I BlE, i
H#F LBAC TULARE N, MR REE® S Lo Ml L1 /371 %k,

Jenni FRREHLITF SQL i&M):
UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11

XK, EHERAER TR ATMIEE ZATR I, Jenni RESBEIRLEAT, [RIMCIZIE A ELE TR
SEATLI AT, (R, M T Letns L2 A L3 [y, Brllid ek 50
AT, BRI IAT, IF HoRRR [ B R,

MAE, Jenni ZHPITF SQL i&H):

UPDATE T1
SET DEPTNO = 55, LABEL = SECLABEL_BY_NAME( 'P1', 'L2' )
WHERE LASTNAME = "Rjaibi"

%5 H R SECLABEL_BY_NAME pR#UR I T 48 L2 f%4brg. Jenni 22if X
Mok B TR — AT L hr . Jenni () LBAC FEIE AL VFI B IER — 17, PRIMKRE
FVATUR KT8, i) LBAC RIERFME 2L etrT L0 RIPI1T, Bt
VFIBEORTiZ AT, HR, MY LBAC (RIEA RTINS 2 Z2in s L2 fRIFHITT, PR
FEVFIHs LABEL SIS EOMIZIE. ZEARERIK, I HoRR EHRR. A ERZTH
LAr5il.

MAE, Jenni ZHPIF SQL i&H):
UPDATE T1 SET LABEL = SECLABEL BY NAME( 'P1', 'L1' ) WHERE LASTNAME = "Rjaibi"

M T iAW G2 Zebns L1 B4IAT, BrRIZIE AR .

e, T1 TR

* 28 # TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L1

2 Miller 11 L2

3 Bird 11 L3

EHESZRIPINZRIPIT

MRS Z R ITR RPN Z A5, &1 LBAC RSO RiFr BT A %1%
HORRAE R B Z AR 81, I SRR R, O B R SR, TR SR TR G RT
ZARIH G TR TR O, R AT SR A 2 SR R R 1 52 AR 3 8,
AR HAets 08 LBAC EUEBE R Fisth AP EWAT. TESCRTA B2 A 14T — 75
AR T XA, T O RAE R B Az R B, X B 2R R R
DB2SECURITYLABEL 141 4b 2 7 xCER 2 AH A 1.

R E R A DB2SECURITYLABEL fJ%1AR & &4 1741, 4 LBAC FEil47
AT EY, 50T 2k 3B R AT 1T,

kR LBAC {RIFHIEIIRE
FEAF MRS LBAC BP9 (9 MR RO T LBAC EIE.

o 4 % HTAREMEER eBac) 145
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MER = RIPRIIT

A LBAC SEUEAR VUSRI — 17, IBARATX BORBUAAF G AEfE— B, PRI TC s
BRi%AT. EMBR GRS RN, 4500 LBAC SEIEALAI ARG, EMERE T
A 2 AP BIAT, ELAIE SR I Z 511 LBAC fEIE,

FEZIMIBRATI, SHAE LBAC SEIRK ST Z2in SRR, ARG % 245
SB1%E T LBAC TiEHE FM 5N, DELETE &Mt & kg, R E 4R, ¢ HAM

BRATATAT.

THY

TR T BE TS

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1

Bird 55 L2
Fielding 77 L3

e A/ Pat 1Y LBAC FEIE SLVFIEAT T 2R T AN Y 5 1)

RERS =B RIFEISE)? =BT IE?
L1 o P
L2 = i
L3 o i

XFARG, A LBAC FEUERL L2 abn 5 i VIV EAN(E B A E 2

Pat A+ DI SQL 1EA]:

SELECT * FROM T1 WHERE DEPTNO != 999

IR RAT R [E] LLT 4 R 4

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2

BT Pat TCAGEE T1 WRJE —17, FTLAZATREIEESTIR T, X+ Pat SR¥, %47
SLEATAE—HE,

Pat ZHPIF SQL ifA):
DELETE FROM T1 WHERE DEPTNO != 999

Pat TG H —THH =17, XMATHZ L2 fiP. Hk, RN LIERGX s, [
It TG MBRiX L6147, DELETE EADR R, R MBRAE AT,



Pat & HPIF SQL 1A

DELETE FROM T1 WHERE DEPTNO = 77;

BT Pat 85 LASTNAME %414 Miller (938—47, FrRISLiEM AT, Xt Ri%iE
AIEBERIME——17. BT Pat 7 LBAC TEIEA R F ML LASTNAME 416 Field-
ing MAR—17, FrRARERIZTIT. B TIRASMERIZTT, ITAAS KA IR,

BAE, RZEREE IS

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3

MER B = R APFIRIAT

T BR % P AL A 2 R AT, B ARG IR P BT A 2 P S
LBAC ik, R LBAC RIEA AW EE RS IEMAT, MERRIES 2K, I

KR [E1 4 IR,

IR R B & Z P I A & 2 AT, B2 T ER R E AT, AU i
EERPHEAZ RPN RSP EZMBR I TH LBAC FEik.

a7

TEZRITI9Z T1 1, 51 DEPINO 2 %4t L2 i, T1 @& FAI&AT:
DEPTNO

LASTNAME Z L2 R LABEL

Rjaibi 55 L2

Miller 77 L1

Bird 55 L2

Fielding 77 L3

fEsE /' Benny (1) LBAC FEIE i gt A7 T 2 A5 i 15 -

RERS =B RIFEIE)? = BRFFIHE?
L1 2 =
L2 b o
L3 7 i

XFARG], Al LBAC FEIELL K% 2 hn S (9 Hi LI T4 5 BT A E 2

Benny & H DI SQL i&E4]:

DELETE FROM T1 WHERE DEPTNO = 77

T Benny JCALE DEPTNO %), it DL B4 g ik,

4 3 ETASIVIFES (LBAC)

147



WAL, Benny f) LBAC (EIEC #ek, Abn] DIFEAT TR G i)

REWRS 25 R FiEEE? =BAWEIAE?
L1 2 P
L2 b 2
L3 = i

Benny PR HLAIT SQL M)

DELETE FROM T1 WHERE DEPTNO = 77

X—{, Benny H{5 DEPTNO %I, [KUtMlprielEridkseiitt. DELETE A4 Hik
£ LASTNAME J%Iffiy Miller (17. T Benny [ LBAC FEiEA 1AL
LASTNAME %{3% Fielding {EIH8—17, BrLUREREIZAT. T HOE AR EEEMER 1%
fr, BE, R Benny LT %FT, HASHEE.

BRI —172 %2k L1 {4, Benny HJ LBAC EiL IR G2 L1 fRI7HYHdE,
AT SE A 3k 2.

BAE, T1 REp T FIEAT

DEPTNO
LASTNAME 2 L2 R LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3
TR 52 4R PRV R

BrdE LBAC (RIE VS 2 Z eI S RIFHIS, S IToEEMER %51,

Tk A IR $ 4 255 o DB2SECURITYLABEL (%1, BLEREE, B IO MEH
WER 24 skimg, MERZeKWIE, ZERAFZ LBAC #47, I HIMEIRET S H 3
DB2SECURITYLABEL H 25 VARCHAR(128) FOR BIT DATA, #XJ5a] DIk 1Z%51,

LBAC FEUEFFANEE 1k MR A 5 52 R4 Al 19 e sl 12, PR EEHEIE 8 DL A AL
MR R A o, IR AT EALAT LBAC SEIEAL AT ISTIZ484E, RIMEIZERE A &%
PRIPEIR AR TN E,

N HahRE LBAC {RiF

148  Hoi i e tidsm

A LA SECADM KR A RE M T BR J 22 e 0ems, BN R PBR L0, w i/
ALTER TABLE iE/4]fy DROP SECURITY POLICY T4, Xif4 [ shig % £

HATRIFTA S PR3,

BrREIFTHIGR TP

FEUHZRPTH RS, §-TEO0HZetn SR, [k, TEXNETRE
LBAC f&,



BRAE T B L2 00ns, BNIRREMCAR 8l bRk 22874 5y DB2SECURITYLABEL (171,
k&3 5B 4R TP

Al PLE s ] SQL &%) ALTER TABLE ) DROP COLUMN SECURITY F/%)3k[%
EXBI RS, BBR XTI, B T ol AR R 75 (1 — R BRI AL RR A1, a8 b 73
HATFEEEZYF LBAC Tk,

8 4 % HETAREM S eBAac) 149
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%5 8 HRZAFATREMER

A SRR R B SIHE— O8N RS H A LGP gEd, RGHRAELE
R QIR . BERGH AR, F1. REI. B, REECRIE AT 5.

AR IE AN R AR 6 T P A R AL, 8 TR P AR RN G T A ALY s
H.

SYSCAT.COLAUTH

F 7R B R AL
SYSCAT.DBAUTH

B 7B PR R AL
SYSCAT.INDEXAUTH

HIREGIRAL
SYSCAT.MODULEAUTH

G 7R HURF AL
SYSCAT.PACKAGEAUTH

H 7R AR P AR AL
SYSCAT.PASSTHRUAUTH

7R IR 55 4 R AL
SYSCAT.ROLEAUTH

HI 7R i EREAL
SYSCAT.ROUTINEAUTH

GIRGIRE CoR%L, 7k R ) RRAL
SYSCAT.SCHEMAAUTH

G 7R AR AL
SYSCAT.SEQUENCEAUTH

HU 7R T HIREAL
SYSCAT.SURROGATEAUTHIDS

HU7R 55— AR AT 3824 H A B2 AR IR,
SYSCAT.TABAUTH

H 7R FFIARE R AL
SYSCAT.TBSPACEAUTH

1| 7 22 25 [ R AL
SYSCAT.VARIABLEAUTH

G| 7R AR B AL
SYSCAT.WORKLOADAUTH

7w TAE SRR
SYSCAT.XSROBJECTAUTH

Hll7m XSR X4 AL
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R T P RO E SYSIBM fE A#2803#. SYSADM, SYSMAINT SYSCTRL
SYSMON RFEZR % H AR,

CREATE Hl GRANT i&m{EZR 4G H EP % BH#. HA ACCESSCTRL il SECADM
AR B A P T DU T RO 0 R 48 H SRR SELECT AL,

) R TR ZAUR &

AU PRIVILEGES  HUHC Al HEAR P R A 3R 5 T 508l o b 2 42 T4 AR BR 44 19 1
H

o

RXTFIES

Fn, DA Eiff ) PRIVILEGES 4 HULE sk 2 A B R AUCRITZ 7 17 3% SR AL 52
BRI DL K HoAth A5 B

SELECT AUTHID, PRIVILEGE, OBJECTNAME, OBJECTSCHEMA, OBJECTTYPE
FROM SYSIBMADM.PRIVILEGES

LI F #5351 i AUTHORIZATIONIDS 4 FE LS| o 5 4 57 7 T4 T H b sl AU (0 A0
YU R AL
SELECT AUTHID, AUTHIDTYPE FROM SYSIBMADM.AUTHORIZATIONIDS

B DL SYSIBMADM.OBJECTOWNERS B E R
SYSPROC.AUTH_LIST GROUPS_FOR_AUTHID #@E¥ k5% eMMLnEa.

FERIAS 9.1 2 f, WA BRANRGH RS KT 2 E R, MTRA 9.1 Zhf
HfRAS, LUR iR R B AR B A AR 44
SELECT DISTINCT GRANTEE, GRANTEETYPE, 'DATABASE' FROM SYSCAT.DBAUTH

ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'TABLE ' FROM SYSCAT.TABAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'PACKAGE ' FROM SYSCAT.PACKAGEAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'INDEX ' FROM SYSCAT.INDEXAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'COLUMN ' FROM SYSCAT.COLAUTH
gEEEQT DISTINCT GRANTEE, GRANTEETYPE, 'SCHEMA ' FROM SYSCAT.SCHEMAAUTH
UNION

SELECT DISTINCT GRANTEE, GRANTEETYPE, 'SERVER ' FROM SYSCAT.PASSTHRUAUTH
ORDER BY GRANTEE, GRANTEETYPE, 3

7 58 PR MR AR R B 19 5138 5 RG22V TH A E S P S A 44 19 51 R HLR.
e, ATRARUR A R AR B A 45,

E RS R R A L, AT RE AR R R UE LT AL, A
TERI 1 55t L5 L.

7|/ DBADM #UFRkteRFTH &R
W8 K 4B E BT DBADM AUR F0 T4 4242 4:
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RXFUAES

SELECT DISTINCT GRANTEE, GRANTEETYPE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y'

WEHIERAZR

AT PRIVILEGES  IUHAR 8 AR PR R A 3% 5 T 508l o b B 52 TR AR A BR 44 19 1
5

o

RFUIES

DL B A 2 AT R B A TR E4F JAMES 1Y% EMPLOYEE HITARBE 4 ( &
H2EA) -

SELECT DISTINCT AUTHID, AUTHIDTYPE FROM SYSIBMADM.PRIVILEGES WHERE
OBJECTNAME = 'EMPLOYEE' AND OBJECTSCHEMA = 'JAMES'

PR 9.1 ZATHIRA, DUT A s AR 5 R

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'

BT LSO A BR E4F JAME 3% EMPLOYEE, & i~ ifi):

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
(CONTROLAUTH = 'Y' OR

UPDATEAUTH IN ('G','Y")) UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y'

UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
PRIVTYPE = 'U'

DI EiERK R EE DBADM FUR AR BAL 4%, DL KBt Hi%4% T CONTROL if
UPDATE FRALUT AR LE 2475,

ICER LA AT DR, WA FEA .

WREZT AR T AL

ARG H A EUEAT AW, P R DU SR A AT TR A AR ALY SR A AT 142 7 1
il B REAL A B35

RFIAES

AT PRIVILEGES  HIHAl 8 AR P RS 2 5 T 808 b B 52 TR AR BURR 44 B9 1
B, i, LUN R R T 2 A2 iR AR U B A AL

SELECT * FROM SYSIBMADM.PRIVILEGES
WHERE AUTHID = SESSION_USER AND AUTHIDTYPE = 'U'

L AR S BT SESSION_USER Jit— A& HZFf7as, B5F T 2 U B9AURR 44 1.

%5 % KREAHFEAT LGS 193



XFRA 9.1 ZRIMIMAS, FAREHRBERLGE. #ia, U FEnkRE B8R T4
FIALFR 25 JAMES (155 8 e R A 21 26

SELECT = FROM SYSCAT.DBAUTH
WHERE GRANTEE = 'JAMES' AND GRANTEETYPE = 'U'

UG AR R B P JAMES B #8271 R 5113:

SELECT = FROM SYSCAT.TABAUTH
WHERE GRANTOR = 'JAMES'

AN B A JAMES  H 42 T B4 591 RR ALY 1) 3%

SELECT * FROM SYSCAT.COLAUTH
WHERE GRANTOR = 'JAMES'

RIFZRSHFUNE
P T 240 BRI B P P 8 R %, TR I R AT OB, TR A
ATV .
RFUAES

154 Wl e tidsm

THRLR X BT A H R # 2 A SELECT F§AL:
+ ACCESSCTRL

+ DATAACCESS

+ DBADM

+ SECADM

+ SQLADM

137 N 1| B 17 7 ' A = N

SYSCAT.BUFFERPOOLS. SYSCAT.DBPARTITIONGROUPS,
SYSCAT.DBPARTITIONGROUPDEF, SYSCAT.PACKAGES # SYSCAT.TABLES 1
AT

+ SYSADM

* SYSCTRL

*+ SYSMAINT

* SYSMON

AU il CREATE DATABASE ... RESTRICTIVE 74 kA8 AR 3 S #U4% T PUB-
LIC m98dEE. TEUbEol T, AL I N HIEAT IE F B8 S AR

+ CREATETAB

+ BINDADD

+ CONNECT

+ IMPLICIT_SCHEMA

o XPHER SQLY AT A A2 EXECUTE with GRANT 454U

o X, SYSPROC i fiTA ek Al #2 ) EXECUTE with GRANT 454U

* Xf NULLID @l A i) BIND il

* X NULLID i@ A i) EXECUTE F§AL



o X SQLJ fy CREATEIN 441

o XJ#Ez NULLID [ CREATEIN {4

* X[#%3[i USERSPACEIL f#] USE 41

« X SYSIBM H3&f SELECT a4

o X SYSCAT HE# &R SELECT iji[a]fl

« X SYSIBMADM % FAREf) SELECT ij[n]#{
« XI SYSSTAT HE#MEH) SELECT jj[al4X

* X%} SYSSTAT H:E#EIN UPDATE il

WRE ] RESTRICTIVE LI G Sl %, I HAREAG AR S| 787 PUBLIC K
VFATAL,  AR20] DU H DUF # iR B PUBLIC W] DA; [l P LE A5 X

SELECT DISTINCT OBJECTSCHEMA FROM SYSIBMADM.PRIVILEGES WHERE AUTHID='PUBLIC'

OBJECTSCHEMA

SYSFUNSYSIBMSYSPROC

UM ARAE i RESTRICTIVE BESRGIEKRF, I H WAL H ALK PUBLIC #i5H SELECT
R, B ALETHRIMIE],  2f5 select FFAUE i T PUBLIC,

AR PUBLIC {%f SYSIBM HAWBFRIIA, mTLL% i DL F ikt ek 7 7 4
SYSIBM AMPELHERG, 0 T T M 32 AR EXECUTE 441,

SELECT * FROM SYSIBMADM.PRIVILEGES WHERE OBJECTSCHEMA = 'SYSIBM'

AUTHID
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC
PUBLIC

AUTHIDTYPE PRIVILEGE  GRANTABLE OBJECTNAME OBJECTSCHEMA OBJECTTYPE
G EXECUTE N SQLO60207192129400 SYSPROC FUNCTION
G EXECUTE N SQL060207192129700 SYSPROC FUNCTION
G EXECUTE N SQLO60207192129701 SYSPROC

G EXECUTE Y TABLES SYSIBM PROCEDURE
G EXECUTE Y TABLEPRIVILEGES SYSIBM PROCEDURE
G EXECUTE Y STATISTICS SYSIBM PROCEDURE
G EXECUTE Y SPECIALCOLUMNS SYSIBM PROCEDURE
G EXECUTE Y PROCEDURES SYSIBM PROCEDURE
G EXECUTE Y PROCEDURECOLS SYSIBM PROCEDURE
G EXECUTE Y PRIMARYKEYS SYSIBM PROCEDURE
G EXECUTE Y FOREIGNKEYS SYSIBM PROCEDURE
G EXECUTE Y COLUMNS SYSIBM PROCEDURE
G EXECUTE Y COLPRIVILEGES SYSIBM PROCEDURE
G EXECUTE Y (DI SYSIBM PROCEDURE
G EXECUTE Y GETTYPEINFO SYSIBM PROCEDURE
G EXECUTE Y SQLCAMESSAGE SYSIBM PROCEDURE
G EXECUTE Y SQLCAMESSAGECCSID SYSIBM PROCEDURE

iE: M DB2 FdEFEE LA 9.1 JF4h, SYSIBMADM.PRIVILEGES 45 BN & &t vl
.

XIT DB2 g R B AS 9.1 ZRIMIMUA, TERIE SR EIE, ¥ 515 H #0
Kl SELECT F###% 7 PUBLIC, KZEUIGH T, XA ST 22 4 ] 8,
B2, XF TR RO r B, XATREARTE Y, X SR A BE i R4,
MR X FE S, 2% IEM PUBLIC #i5§ SELECT Fi; SRJ5#7720K SELECT 4f
B TRER P, B P ARG 2508 EW SELECT FEU 5 542 T FIRGEHE
IR SELECT Ry AR, (HE A A ACCESSCTRL 1, SECADM #{f,
A e 56 U R ERAE.
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B, TGO ARAE T JH P A PR R R G, % R IR B
S T 1 37 D A

* SYSCAT.COLAUTH

e SYSCAT.DBAUTH

e SYSCAT.INDEXAUTH

* SYSCAT PACKAGEAUTH

e SYSCAT.PASSTHRUAUTH

* SYSCAT.ROUTINEAUTH

* SYSCAT.SCHEMAAUTH

e SYSCAT.SECURITYLABELACCESS

e SYSCAT.SECURITYPOLICYEXEMPTIONS
* SYSCAT.SEQUENCEAUTH

e SYSCAT.SURROGATEAUTHIDS

e SYSCAT.TABAUTH

* SYSCAT.TBSPACEAUTH

e SYSCAT.XSROBJECTAUTH

e SYSIBMADM.AUTHORIZATIONIDS

* SYSIBMADM.OBJECTOWNERS

* SYSIBMADM.PRIVILEGES

K B 1EAT 5 P AR ALY 45 BRI 5 ] 12 e 12 A9 A AT A AT .

BN A AR F 5 B 1, 10 AE R G H S i 5 e 50 115 B A & Al RE R A
SR EURE B EE(E.  ndRaX s oG B A U s, TTREA 2 PUBLIC #i(4H
%] SYSCAT.COLUMNS #lI SYSCAT.COLDIST H##M K ) SELECT 474U,

WA A BRI R H R Ui, T LUE XA, SRk IRAKRRA R E
E=ETIEIEEN S

@i, 4 ALKl MYSELECTS f 4 &R ERY R BT A B FA4FK, TR 1%£H) SELECT
FREER T T — A4

CREATE VIEW MYSELECTS AS
SELECT TABSCHEMA, TABNAME FROM SYSCAT.TABAUTH
WHERE GRANTEETYPE = 'U'
AND GRANTEE = USER
AND SELECTAUTH = 'Y!'

BB AT A SEHE T USER 48 T 24 B 23 35 ALFR 44 1 1.

N o AP P T b AN 44 £
GRANT SELECT ON TABLE MYSELECTS TO PUBLIC

feJa, WACHEEGE I A T 5P AR AR XTI A A R SELECT FRAL:
REVOKE SELECT ON TABLE SYSCAT.TABAUTH FROM PUBLIC
REVOKE SELECT ON TABLE SYSIBM.SYSTABAUTH FROM PUBLIC
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£ 6F X

R

By kG — AR R P, LT M2 R SR o5 A% B, TR B 1 Xt R e a9 56 it 47 R 4%
R

A DU AY 1 By I3k

Lo g2l ok A o5 e i £ i By i

2. YR AR R g QR Bl K e

3. R R ) e B AR K 3

4. FREMZZHAE (SMLD) B ki

FAAE B By K= dh, B I A ESR I H A — R B ks, AR 2GR0 EAI
TN ) AR BT K i 7 i

[ i % EH =3 B X3

Vi e 6 P i 915 2K S Ay ) 25 0% ) £ B A il e A g, e B K e ) A O S
MR P B R (5 BB, Bk Y b DU P ol RE G5 IR H At ik, B,
R A 1 2R S HA R 5 T U T k.

X F T B KBS R 7% (SOCKS BRAb) , (RFFEMfE DB2 Fd 22 68 F 1 T 43 3 11 4
ANJR R R BT, DB2 ¥uEE¥m D 523 AT DB2 HHRS4% (DAS) , It
DAS {1 DB2 %#i e T A A, @i fdi F services SUIFHFIR 45 fa HicHE 7R 45 3 % i B ¢
1 19 R 55 42 R ke B 28 JEL oy 115 SR 2 T A R 55 4 S 90 66 PR Ao 11

Rz AT Fr RIER KA

REL IR S5 2 — PR, B Web Z LS Web MRss#s 2 HIM A, (0
B kAT RSE, T ROk B & T ULEE K.

By KGR R LTSRN, el AR R 0 B MR 55 4 H At k. R R P A QAR
RHE UL, PATHIT RS, B (ARTE) FFEk 25548,

B Kk dblas ER) DB2 Connect =g n] LIFE 4 H AR o5 ax 9IVEL, 3 b, FEB) kb E5e
iR 2 H AR 55 25 0 Ak B 55 4 09 DB2 Kl 2R A 55 5 2 1 TR AR Y A £

FE % 2R 71l By K

FEL St 200 331 75 K St R g a2 T AL K .

175 B AR B B KB5S 2 18 2l A BRI FIAR TR BT 75 2 AN I sk sl 12, 7 B AR B BT ok 5% 11
—RPJE SOCKS,

DB2 $ifi/E R4 7 SOCKS V4,
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BRENZERE (SMLI) B XS

AIREHZZRAE (SMLD B ksl 58 A i 58 #E O A A TPl RS L
& (0SI) MR EprftE.

fr R — A B IS A B R B R C ARSI AT HUBE, TR % ph 4% Bl K i ARG A
FEESL, T SMLI Pi ke a i B4, mmidh.
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£7E R=mEM
DB2 Helff REMIE R 2 AR, S RAAER TS A, &
SR 2 5

DB2 Hufla e RGGAL T T HI AL R I 1F:

o QURREN: KRG E M B4R TR (R
o BPHUAERAF: EH DB2 & AL EAIAIE.
o MRS AR EH DB2 M58 ERIAE.

DB2 Hudla A48 BRAR SCRp (LA PR BILHIA L 47 466 DA IE:

F PHRQZRSIAE
X K E A AR IR AN B R HEATIE, R AT R 1 AR R
(NI GRS iR
- CLIENT
- SERVER

- SERVER_ENCRYPT
- DATA_ENCRYPT
- DATA_ENCRYPT_CMP
X SO\ E I B 2 QAR AT DL R AR AT A AT TP GIE, AR AR S R B e T
B 8Os R R I B S 80 authentication $§EMUERA, WRIEET
SRVCON_AUTH &%k, HSATEAL & B/ EmT B KL %6 T AUTHENTICA-
TION,
GSS-API \iE
GSS-API 1EFR Ky K@ L4 VIR 55 b HFE 7 e £% 0 Jli A< 2 (IETF RFC2743)
M| LRSS API Wi 2: C 98 (IETF RFC2744) , Kerberos tAIEH
JEM GSS-APL SEELRY, FAIAUERB R H] GSS-APL YRS {52317
- KERBEROS
- GSSPLUGIN
- KRB_SERVER_ENCRYPT
- GSS_SERVER_ENCRYPT
KRB_SERVER_ENCRYPT FI GSS_SERVER_ENCRYPT [F]Hi}3z#F GSS-API A
TEATF P RRiR/ 269 IAIE; {2 GSS-APL DAIEE 1 BEIAIE2EAY,

FE NIEZEA R E WA DA UE DA S AR AT AL DA GE P, B0 AR DAY, 3 B A
PR TR 2RI B4 authentication,

AR DL, ] S A R — A s s AR A AL ilan, eI RAR
IR S5 2 D R R E & P UUMZLIER) DB2 B, i, EHEER — P
HPAVAESEE, HA GSS-APL AL A [] I 5 2% AIUMIAR 55 45 4 1 .
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B AT Rl B TR B4 R HALEIE AR iR A 1. e T & AT
W, BT R BB R E RRGUINE, WAL, 7E Solaris, AIX, Windows
I Linux #24F &4 FARRME 7% i Kerberos SZHF. X Windows V-5, SR HH
TJEMT Kerberos .

DB2 Huffa i ARG rb ik T AR R, AR IAIERT Kerberos IAUER) 22 414 1.
EBZ e tm R RG, T RUEE TR E O A 1 sl 18] 26 =75 W S {4 >k € i) DB2
& PRI 55 2R A UEAT .

# DB2 E Pl LEER &M

DB2 & P LA LS — A AdE . — D P AR R IEG 4 9F K5 DB2 iR 55484t
XPFEE GSS-APL HfifF b T Ui, FEM PRI FE, DB2 k5585 B2 P UL 34 2 5c 8
(1) GSS-APIL ffifFM 513, DIRE]E — N5 00 b0 SEBE DA IE 366 17 R DT BE f) D TIE 4
AR, R 55 25 0048 1 9 ST R R BEARIC B S8 srvcon_gssplugin_list {45
EN, BESERSES LI AR AR, FEHZ T DB2 &L B2
B Rl 25 4.

DB2 & F'HlL
FHSRRIR /20
LG ]
recet~
Kerberos GSS-API |

& PR | iRl
GSS-API -
% PO T

AAF —

5. 7 DB2 &/l L #fE W

7 DB2 5= LEERE MM

DB2 45+l DLSZRe — 4G, — PR IER EFI 24 GSS-API fi {4,
2~ GSS-API i (& 7E 50 4 AR L B S0 srvcon_gssplugin_list BI{EHAE R — 151
FRAEER)., MAFF HEEH — 1 GSS-API ffiff/2& Kerberos ffiff.

B T 55 #n o e il E DL AN,  RTRE IO TF BEAE O I 55 48 ARE & P AL BUE . 4
ZfTiEN db2start I db2tre SFSCEIZLAIHRIERT, DB2 K A4 Bk 6 F & Pl
RS (X 3k SE AV E AT IR A, TRIL, B4 2238 S50R 18 BRI E S50 authen-
tication 5 7€ B 55 A AR WY 1 % P ALUGIESG . authentication 5 srvcon_auth 2.
[ fFAE B DX, AR AR m] DK BT B N R E (A, AT i ] — AL i ok DA TR 25
VeEE R, Wi R — LRI T AR AL, e W A K srvcon_auth VR E K
GSSPLUGIN, Tfi¥ authentication 1%'& % SERVER, UNFFE R MR 555 LAl %
HUNIESG 1, AB435U0 db2start S5 SCilgl IR ERAERR 2L, fldn, R GESEA A



SERVER Jf HR A A R4 % P U, 84 DB2 HidlafE REEK i 1BM
PRALI B 2 LR RGUIE(F, TR T DB2 S5 de B2 2l Pk SE £ 4.

DB2 J% %%

R/ PR A

RpERER | — — WA
BRI
Kerberos GSS AP| ——————— ——————  Kerberos GSS-API

% P ——— A — 25 B
GSS-API - t_ GSS-API
B LA T —  JR& AT

A4

[5l 6. £ DB2 55 Lik# %2 iF

i URORNS A 1 R AT S RS, AR, IR A2 N DB2 Kl
PERGEAEIN SE R, DB2 Kl RS H] Wbl ARV 2 IR b, (R AERRE
FH 90 5 09 % 24 PRI B R AN RE R IE 52 B 4

EREEEN

Fgu A O AT DL gk B R A S 4 A OC By Bl R TR G B S ROk 1R EH T A
IEVUHI AV IG 1 2 PR, tnR XSS HON S, IBaXt TARE. TP AR5 698 B e
Kerberos ( fIF7ER %5 #% | authentication 1% B Kerberos ) XS ¥4 % DB2 #
BERHETE, DB2 AR HEE GSS-APL fifE, Hit, WHRRFEEHUTE authentica-
tion ZHHIEE T GSSPLUGIN TAIEAY, A AMATIELAE srvcon_gssplugin_list H
57 GSS-API AE#E 1.

DB2 ifis N\ Z£if4

P08 A B A8 0 B 2 B VU RA BT A 52 SR O 4 IR AR e I B A S Shi A
ibR

DB2 H UK RIS & TAEPATIE SRR R 5 1 55 A Vi 9 22 e PEAL IO I 1R, %
AR FTAR P ol LA A5 I ARG 2 A e dlfF . i, A6 — I R 2R 52
51 v B S [R] Bl 126 1Y) 2 2R AR A e v it 2 R A S A 1L

B TR 2 A A B E TR B A (N, SRR E AR A, s
IR B AR DL AT FFAICH] DB2 BRER) . X TaxX4e#fE, DB2 & PR T K2 A
R —PEIREEHGRESSPRENEF. MR authentication WEH
GSSPLUGIN, 2 DB2 #uffs R4 B K 1 local_gssplugin 48 7€ HIE1F, MR
authentication 1% &5 KERBEROS, #f4 DB2 %uds & FEs 8 i cint_krb_plugin
fEEMEIE, B, DB2 B R A clnt_pw_plugin 8 WG,

AL IPv4 FB 5 IPve FH AL 2 APL IPv4 HilibE —4> 32 fuih, BER
AR abed, He a B d (E-IUERR M 0 B 255 JuFE A B i
IPv6 il ab:c:die:fig:h () 128 fidihk, H a # h {8 —I#EER 4 00
T HEHIECE,
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FrREEMHmMY

RSB I R 22, BT ESCI DB2 $od 45 F 2 bR e D IE D fE.
RAEAEME AT E C R E 22460, IBAn DIl CLP &Y connect 1M EIAS
SQL &M EAF KK R 255 AR PRI X TRl A6 R 23, R st
T 5T fE:
AR RPN PR A 513,
A PRRIRZRDINE
s R E e RS (GE TR .
o BEFALA (AL ) Hek Ay,
s WESRENFHREERR - TEIONR (PGEHT MRS .
o BRI ERAE AR IR SRR, AR EEERE RS (UEHT
L) .
« JR[E 545 P AHSCHRR) DB2 HAURIA.
GSS-API \iE
o SCMAAFEIY GSS-APL JJfE.
o WRBEZS BT (BLE TR .
o RIE P AR IRF S R ok AR B R R IE, B RT DATESE B R RS (GE TR P
M) .
o QIR Z R,
« RFI5%57E GSS-API 44 R SCHSCHCH) DB2 #ZAURIA.

REF/GEME

162

Wl e e e VAR

R EEE G (LB C AN ZNE =T ), R e 6
e MR 55 a8 R e .

DB2 & FLAERL T H sk A 4% 7o P DR 4

e 32 fii UNIX: $DB2PATH/security32/plugin/client

e 64 {ii UNIX: $DB2PATH/security64/plugin/client

e 32 fifll 64 {ii WINDOWS: $DB2PATH\security\plugin\instance name\client

i fEET Windows B4 E, ANEBENMIE instance name F client X F H 5.
SCAG T A A AT sh B X A B %,

DB2 ¥ 8 PR A2 LT B Sgerb A H ik 55 2 o 1 DUIEAR 14

e 32 {if UNIX: $DB2PATH/security32/plugin/server

e 64 fii UNIX: $DB2PATH/security64/plugin/server

e 32 fifll 64 i WINDOWS: $DB2PATH\security\plugin\instance name\server

i 7EEET Windows BFES F, ANeBBhEIE instance name Fl server X1 H 3.
SCAG T A A AT sh B X S H k.

DB2 i A8 PR LU T B sgerp A e 20 4 1
e 32 fiy UNIX: $DB2PATH/security32/plugin/group



e 64 fii UNIX: $DB2PATH/security64/plugin/group
e 32 fiifll 64 fii WINDOWS: $DB2PATH\security\plugin\instance name\group

i 7EHET Windows P65 L, ANEHSWME instance name F group XFH~TH 3%,
SEARI T A AT SR AN H .

RERHHHBAE
LR EARETFERXHY REL, T C 8l C++ S HEN LR FE
WA E T B WU 44
* Windows: .d11
* AIX: .a 3 .so; MWIREXWANYRAHAAE, M2KMHEN a ¥4,
e Linux, HP IPF #I Solaris: .so

£ HPEnT R A DB2 i@ H JDBC UK sh#E 7ok & & Hfift.

B, AREAFE—DFRA MyPlugin BJLZ2iMFE, M T2 XFFNRIERS, MV
PR P SCAE 44 TR i s

* 32 {ii Windows: MyPlugin.dll

* 64 fii Windows: MyPlugin64.dll

e 32 fim 64 i AIX: MyPlugin.a 1 MyPlugin.so

e 32 fiinf 64 fii SUN, 32 fiaf 64 1 Linux, 32 {iig} 64 {ii HP on IPF: MyPlugin.so

T HA 64 i Windows 4 {1 24 1 J5 R4 5 E L <64,

2408 1 2 S A 1 4ROk S R0 P B A G B, R & SR R 864, I
H AW % 2 PR B ST R 2 AT AT R E kA2 0, Toie BRI R IE RS, #REian &
POoRIEMFE N MyPlugin (92 24l (1%

UPDATE DBM CFG USING CLNT_PW_PLUGIN MyPlugin

LR AR NER), FHOH5EARHILE. DB2 Kl F R 506 AR E
o P PG L B 2 RO (EOR L 5 PR B AR, ARV B FH R R AR AR N B i P 2

N TR R AR R R, AR F T AR i DL R g A R 4 A | R
BIFF B Sk fr %A, Biltn, WS Foo, Inc. ARIGWE T —ANHTSZM FOOsomemethod
E 3 4G F, IS 2588 0] LUK Z 46 (8 fir 25~ FOOsomemethod.d11,

EF PRI BRI (NS R AR 2047 ) HAEN 32 Ay, X8l
e 554 T LA SR B o RAm AF BRI, (B2, 7EBd R AR B, HiE 5 0
B IIFR AR KA S 255 A5, (L FH&XF sqlenvh HHIFAS define FRil
T IRX A BR -

#define SQL_PLUGIN_NAME_SZ 32 /* plug-in name */

#define SQL_SRVCON_GSSPLUGIN_LIST SZ 255 /* GSS API plug-in Tist =*/

LAY PF S AT SIS RTAL:

« JASBIBrAERA.

o ARG LR ITA R EEBOZ S

© ARG LR FTA ] AT IZ S0
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£ Windows I, DB2 %ife P28 HLar SCRFOE P00 P BRIl R8st P b
TR 2P AR,

Z Sl A P AR IR A SR Windows #E RS PIERS 4RI, Bilan: MEDWAY\
pieter, TEA/RHIH, MEDWAY 2, pieter EH)/" 4. 7E DB2 HiiERSH, WL
$8 78 BB B PS4 T P bR i B 2 o — R0 B AURR I 2 P R B AURR 1.

SCRPR PR P AR IR 2 PIE " R AURIR, HRXARRRETT . AT,
“—FRar AR PURI P 093 P AR PR 22— AR IR, SCRpHs P o
PUARIRBR S 2 PIER Y EAARIR, (X AR BTN,

B PR P R PR 22— 00 P PR — R A8 S Fe e P AT i 4 i 42
2R P
db2 connect to db user MEDWAY\pieter using pw

EMAES T, WS TEE 18, A FA5IE MEDWAY\pieter B4 il HT J 42 BUbRIR

PIETER, NS SZFpbe ko JH - bril B it 2 «pEs s BRI, B A AR IRR

MEDWAY\PIETER,

B DB2 RSN PR HI P AR IR 2 PR AR IR, A4 DB2 KR ALFZH A

U1

o — G R TOR—#0 HP AR IR 22— B8 B BN IR DA BRI R4 FH P R
TR 2« — 0o B AUbRR.

o Bl RTUEC—E T P R IREC P ER A P AR T A PR A B AURR
A,

AR AT DO B AE TAE SRR R Y — S P WS 27 R [E 7 B 2 X 240k - ()

un, ASHL T B ORI E B ) B AT DU RE SR PR B AR PR Y
fhfF.

—EEERE, “—F BRI (P PIETER) 55 p 480 P AR iR 4L 4 1 S0 < R 43
TEAGRIR (BTN, MEDWAY\pieter) JZIJREHECR A HIMIFE AR, 5 — D EAUR
PUMISR IR B e SR T LU R 53 — D AU ORISR IR B R SR S8 2 ARl il — K40
AR AT PR 72 B AR RN R/ L,

TR T DB2 $dE I R G4 A 0 4 1 A 2 DL KRR g AR SE B B4 1R 24 R
#29. DB2 2l

INESR “—E T A PRRREGRER RS A FARRE R B RR
H PR (&AL IBMOSauthclient IBMOSauthclientTwoPart
PR (554 ) IBMOSauthserver IBMOSauthserverTwoPart
Kerberos IBMkrb5 IBMkrb5TwoPart

iE: AE 64 fi Windows -5 L, 20 BLALGIZR A4 1F 42 PRI e 28 “64”.

e T B PRI RS R B Kerberos i PRI IATEZREIRT,  Bead 500 T Bt &
baggerpe—akar P AR R R I 25573 — S BT SR B A 1F



FOHEPIER Y PR IR 2 PR T RAIR IR, 670 B PR il (R
BRETPE) L A R A S B 2 e 15 B 22 A PR G B Rl R LR IR 2 R
KARER), WP

X T PER S T P AR R S 2 PR R B AR IR B I 45 2R UIE, AT TR
* ¥ srvcon _pw plugin X & & IBMOSauthserverTwoPart
e ¥ cInt_pw plugin ¥ & & IBMOSauthclientTwoPart

TR <PIER 7 TP AR TR 22 P3R4 B BPR IR I 2 PULINIE, A2 kAT T 31k B
* ¥ srvcon _pw plugin X & & IBMOSauthserverTwoPart
e ¥ cInt_pw plugin & & IBMOSauthclientTwoPart

XE A PR P AR RIS 2P B AR IR Kerberos GAIE, MZiIEAT T A1
B

* ¥ srvcon_gssplugin_list i% & & IBMOSkrb5TwoPart

e # cint_krb plugin ¥ & & IBMkrb5TwoPart

B ER % % H5 Microsoft Windows Security Account Manager 2515 2045 &
B<PRER Y P AR, milan, R R: domain\user ID, ZE3EWF, DB2 TAIEFI#Z
ACHE AR SR FH P bR iU B

QIR PR, Y S SCBL PR A 1, DL e B B R A —E R R AL
PRIRAAE TR, A0 55— 53 B ARR TR A K080 22 B A S0 A [ 9 52 91 o 1
o0 PR A3 B A VL T i I

ZEMMG APl RRZAES]

DB2 B Jif R R Xt 24l fF APL HURUA U T4 5. X1 DB2 UDB V8.2, iXiLj
ARG 1 FF IR R,

DB2 feifh ettt API HYMRASZE DB2 alRISCRFH APL Mk A, XMMT
SMRAS S, SRR T DU RE R A APL RAS, FRAE 4R [ DB2 LRI
AH R BRREE, QIRAE PF SR EARRRAS Y APL, R A48 1 B H 58 S AR WA 19 e A0H
Bt FEARAT—FEOLT, ZeHifE APL ARV AE R AT A A 7 BOH IR [ 1L APT 32 H¢
M RA S,

X+ DB2, (XHTENA 2 ERZEMmFRRAS (Fi, EFRT APL HIZHN) |
A S A b DB2 KATHLS — 2 H 3 R

32 {IfN 64 (IRZEMHERTESEM
A, 32 B DB2 SKOIMA 32 (%R dfE, M 64 (i DB2 SCBIBEA 64 (%4
P, MU, fE 64 RrSHIE, DB2 HUcHF 32 GIRHEUY, B IRIFHE 32 ff
1.

BErTDhizdy 32 Arpy Ry SOAT LU AT 64 (0 IR i 2l e se il pR iR 4 sl
RERARGIOF HATH 17 32 iy R F, IBAMEfR 32 (ifh 4 Hsrh BA 0
T 32 (i F. WFfE Linux Al UNIX #:/E&R% (EAHE Linux on IPF) b
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BT 64 i DB2 Sfdl, ¥ H I security32 il security6d X~ HE, ¥T7E Win-
dows on x64 I IPF FizfTHy 64 { DB2 SZfl, 32 {ifll 64 {4t TR —H
e, (HIE 64 (it AR EA G647,

WA E 32 ASOITHLE] 64 ALsf, IR ANIRIUENXT 64 (37515 5B o 15 1Y 4 2 47
T RA,

UR G — AR 64 LI PF 7 AU ML B ARG T %2 A 1F, IR AR ASCIHs AT
32 (R AP 64 AP, fEMEOLT, ZRtlrE —MoMRR P AR — %,

REFMMUOAHEE

166 Hof e e e thdsm

TR KA W TR R i DUF PIAR T ORI A — Ay R SQL #RiR, i
Fif s =R i a0 H A

PUF &5 %241 A6 SQLCODE fA:

« WRTEPAT db2start 5 db2stop HlFIFF A 4R, AFAHR[E SQLCODE -1365,
o BRY R A A B A R IR 2R [F] SQLCODE -1366,

o AR A TR S ERAR G R AT R, #FR R SQLCODE -30082,

EPAE B Z 2w, SHEMH HEREM, £ UNIX b, EAFEHEAHE
4, ER A sql1ib/db2dump/instance name .N.nfy, {E Windows #{F &% |, E&HF
EHEMHE, HHHFEER TH, g\ Windows #AE RS U644 T
mEizE -> EH5ER > BETHE > SHEERRRIFHHEEER" TH, DTE
5zl A O By 48 a0 H AR A
* 13000, BEfEnHEAERIRTIMM GSS-API Z24ffF AP KK, I HiR[A—F415%
HE (k) |
SQLT ADMIN_GSS_API_ERROR (13000)
" "plug-in name" I\ GSS AP1"gss api name"FRIZUTZIEIRES error code", F=AHIFEIR
B2 A" error message"
* 13001, BEfR/REAESRTFN DB2 L2 APL R, JFHRE —F450HE
(Arik) .
SQLT_ADMIN_PLUGIN_API_ERROR(13001)
" plug-in name" M\ DB2 Z&4iGHE API'gss api name"3EW IR LIS "error code"
#iRE B error message"
* 13002, Ef§7~ DB2 AKAEHIZEHFAH1F,
SQLT_ADMIN_PLUGIN_UNLOAD ERROR (13002)
ToiREE R "plug-in name", RNEFEEMITH —TAVRIE.
* 13003, EfEnFIARATREE IR,
SQLT_ADMIN_INVALID_PRIN_NAME (13003)
FBF"plug-in name"BIERZFR "principal name" T3, B IE L EEBZFR,
* 13004, BIE AR, AT A RVFATER RS AT (72 UNIX EoRr,
£ Windows | h\”) |
SQLT_ADMIN_INVALID_PLGN_NAME (13004)
WEHAFR"plug-in name"Fc3y. TBIEIELLIHERZFR.
* 13005, BifAARAERAZEIEME. NGO T B H S, JF B8 TR
) B T PR A I B SR

SQLT_ADMIN_PLUGIN_LOAD ERROR (13005)
ToikENR M "plug-in name". BEIEZHEHREGFEULREMENEFE2EER.



13006, ERREEWFLLE T EAMER. HIWENA db2support {FE, WIRAR
AE, EATLIER db2tre, SAJEE(H IBM SCHFMUA LIRS — 2 (O HE ).

SQLT_ADMIN_PLUGIN_UNEXP_ERROR (13006)
WmELZETEIMER. BS IBM YA REKEE — S aI5 B

i WCREIEAE 64 7 Windows Kudia e it 55 % L — e e e dlifF, I HERBMAEA
BRI RE THRAMR, ESRAK 32 (LM 64 (6 & 5 U 2 448 1 iy 24 2 5E 1Y
T, 64 (A F SR E A A R g 047, (Rl 8 PR BRI B S 80
7 HANRLIR /R IS 2.

IR

EEBRR TG

ZEN DB2 ZeRGMAKRRT N, EWLITRA AR, Brllms=

TR Z Bl
AL A TP 108 P B ARG AU A P 2R, 90T DA LA
UK E:

o BERIRPEIR 4508 EEARRIEE, WEIAT A1
L B LG 2R A 1 P A ) B R 55 2 1 L4 1 H v
2. BBl A TR IEC B 2 AL group_plugin SR AR I 44 FR.
o BERARPER P EIREARSRIEE, WEIIT T A1 B
L B LG R A 1 A B0 & P LR AL 1 H v,
2. FEHEAREER AL, KRR B AR E B8 group_plugin T NI E I 4 FR.

#E A PRI R

ZUEW DB2 e RGN AR R AIEAT , TR R A O P bR Y
CINIER P, AT DL S =05 K,

T ZHl

T 3T P BR AR A A D UE A 2 R JTURCTE B LA R H S B R S5 A 1 E SR
W, T A X SR AR, R — AR RCE R LS E S, R4
PEAR AR T AR AR, M P ALl 2 IR S0, B AR08 T 30 E it
BP0 A R IR S A A B SR, IR AE T AR S R S5 A A R E
¥, JFH, B4kt GRANT AT A+E € X85 USER 5 GROUP i, #iaiit
WA TRERARREGFAEI AN, ERZEELT, PR/ il X
T B S aumid ., REBEWO I ARREA N, B8 REGE PRy
AR, REESRE FUURIR 5% b A AT EC 0 P AR i/ il 4 R E 5 /0 I,
{EJ S 2 ] DL R,
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E S L A P DB2 M55 A e AT B IR P 2 Ji A RE S BT R B BTRRAS,
REXHAT A IR - HEFEERA THRA (SRR, XA TR
oA 1, IR 20 2 HEATFR A, 28 R 47 1 3 Rl A R, PR A
AELE .

FEARAHIE & T PR RO 4 B R e 00 P A I S DA SG F 2 Ja, it n] DL X
BB 1F,

YOk ;3
o BUERHR IR S ERRE ) P AR IR RS R, TSR EE R S5 BT
MBS
1. &R S A B R ne P AR iR/ 9 AR 3 14 .
2. K EOE R PRERIC B S EL srvcon_pw_plugin BUET IR S5 4 Ad AR B 4R, 2455 g
Qb3 CONNECT 1 ATTACH i3RI il £ FH 46 44
3. PBUTRLT Hr — A
- KEREEEHSLE S srvcon_auth WEN
CLIENT. SERVER., SERVER_ENCRYPT. DATA_ENCRYPT &§
DATA_ENCRYPT_CMP AIEZAY, 035 AT A T H5e4E:
— BEUE S A B S8 srvcon_auth 1% B NOT_SPECIFIED, J1%¥ authen-
tication P25 CLIENT., SERVER, SERVER_ENCRYPT, DATA_ENCRYPT
8, DATA_ENCRYPT_CMP A\ jiFZ57
o BERIRIER PALLEEREH P AR R GEE A, WA R YL SAT T8
9E:
1. &% P UG E S i B P AR i AR i R
2. VB A B B S clnr_pw_plugin B FTRE PG 4R, o T7Emp B
HATIIEAR 228 AJE R I BLAG R, A2 RAA B L & 280 authentication V% 'E
y CLIENT B A 43X Al
o BRI P ARRAE R UGERE AR P AL iR SS g s O B T AR AL, V5 AE
BBl RSN 5 BT T A1 5R:
1. BHIZE AL RS a 56 B P U4 B 9 ndc P s iR/ 89 DA i 14
JE.
2. B RE R E AR B S cint_pw_plugin T NI 2 K.
3. BHIEIEESHILSNE S authentication wE N
CLIENT. SERVER. SERVER_ENCRYPT., DATA_ENCRYPT if
DATA_ENCRYPT_CMP,

IMZ GSS-API fFHft

168  Hofin e e e tidsm

ZUEM] DB2 A RGEHINEAT N, ERTLIEA GSS-APL IR H CHIAIER 4, B
AL 5 =07 W K

T Z |l

Xt Kerberos Z AN FIAY, 1ER S HIUMIAR 55 Lo 250 B A AR DT FC F) 36 4°F 44 )RR ]
A Y. 2 UL 55 & L 94 1 Aok B 1R — A RLRY,  EJE B AT T AU RO
fEFAHEA T GSS-APL % f#., T Kerberos ifF#FC SBIREML, I, nlRlEZ%
HURIAR 55 %% £ #BZH) Kerberos HifFHEEALE. HIE, AAKIRHER) GSS-APIL HLHIHYA



FSEH (flan x.509 IEF) nfRE RS DB2 e R4 il 4. Frf GSS-APIL A
A AF AR L6 BT RCAE B )7 DA 1 S M 5 A48 1 B SR rpy, sk BB T 300 B2 00 Dk 24 F 19
ik, AR AR R PG H s, B2 BLIE R T A R AU A, B
JOLZ R R A5 A R N, R S O RO A 55 AR A R B R, IR AE A
TRESFSaOARERE, HH, S5%H GRANT HfHiMsAEEX#T USER
GROUP I, w25 BLif ik i TG & A PUR B A £ A %K.

iE AAZNUE AL AR PR DB2 it g5 % ST AT Y. FIRE Y 2 J5 A RE w2 BA 1 BRA,
RE AT HEE: R - MEFCERA THRA (BRAL) , MR
S BEAR F, AR 20 = BEATRR . 24 S R 47 1 O Rl %A R, B FR A

AEAE .
FEPRAHE A T e 5 PR B R SE Y GSS-APL YIESRF 2 J5, vl DLERE X LE 4 {F.
iz

o BTREE MR 55 4% L ERE GSS-APL YR, THTEMR 54 LT TR

1. SRS #dd 2 H s ) GSS-APL DR, LUK F 2 GSS-API §i 145
F L H S,
2. BB PR BRI E S HL srvcon_gssplugin_list SO — AT, DLUEZ S0
Y22, MAIFH 2SR GSS-APL i H 5% 9 (1 8 AN 1 (1) 4 PR AR
3. BUATRL N HH AR
- KB EEHREE S srvcon_auth % BN GSSPLUGIN I
GSS_SERVER_ENCRYPT i i] DL{# /I 55 i fit % i il GSSAPI PLUGIN AJIE Ty
%, HEPATRL T B
— BBE RS BN E B srvcon_auth % E N NOT_SPECIFIED, % authen-
tication ¥ 'E°% GSSPLUGIN # GSS_SERVER_ENCRYPT, 3%tk al DLl
L2868 05 (4 ] GSSAPI PLUGIN AGF /7.
o TEIEBHRFER ML EERE GSS-API NI, RS R YL LI TR

1. ZHIF a3 E) GSS-APL AIEE A E, 7T DIK 52 GSS-API 452 il
FILHFER, BAV0EEERE PR IR & R TR A A S —
GSS-API i3k e E 4 CONNECT i ATTACH AE#A LR GSS-API 4
%,

2. Ak XFE PYULEIR SR TR E, FE R P AL R 2 GSS-APL ARG
P A IEVLR], i an:

CATALOG DB testdb AT NODE testnode AUTHENTICATION GSSPLUGIN
o FIEfH GSS-APL WIERGFIIE AL, HRSS48 20 6 B AT AR HZ AL, 3 34T T 41

%

L. ZHIZEE AL BRSSP AUGE G E PR GSS-APL ARG,

2. W EE R BRI B S EL local_gssplugin HHT A1 1) #4FR.

3. BEIEEEHMAEN E S8 authentication % H N GSSPLUGIN &
GSS_SERVER_ENCRYPT,

#BZE Kerberos 1k

BUE] DB2 Z4 R4 Kerberos INIEFT N, EuJIHF & HCH Kerberos AUE{F,
WAl PAm 3 = WSk, R, Kerberos L2l AR IPve,
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T ZHl

E i LA AR DB2 iz 55t s AT AR P 2 i A e v LA A BTRAR
RE AT REE: R - MEFCERA THRA (BRAL) , AR
G, B2 IEATRR A, 2 R YR O 2 AR Z A E,  BERR R
AHEAEH.

FESRAHE A T T e S 228 P RS0 Kerberos INIEITFZ S5, ol AT DA % 2648 1F,

iz

o BAEBIEEM S 4 LEFE Kerberos VIR, 1HEM S o8 LHAT T AL TE:

1.
2.

SR 55 #5451 H P Y Kerberos AR 14 .

SR PR HEAR L 2L srveon_gssplugin_list, BRI IHFMN, LIE
SR HIF KRR, B Kerberos R 55 a8id1E 4K, MAFEF Rl — 4
iffJi2 Kerberos ffiff. WRMINE N HIFH authentication KHEHN
KERBEROS 1 KRB_SVR_ENCRYPT, HA4¥ffi 4 DB2 Kerberos ##if4
IBMkrb5,

W, T E B R B IC B 24U srveon_auth DI 5 M ETIAIEEAL, A0
AR BB P TS C B S5 srveon_auth, TS DB2 B A4S B g R AL B
24 authentication f{H. WIRECE 240 authentication X4HiitE WL TE—
WIESERY, B AZE0] DLERE A6 ] Kerberos 1 fF:

— KERBEROS

— KRB_SERVER_ENCRYPT

— GSSPLUGIN

— GSS_SERVER_ENCRYPT

ARG EE R G BAIERT, AL E 240 srveon_auth & T H A — ik
UEZAL:

— KERBEROS

— KRB_SERVER_ENCRYPT

— GSSPLUGIN

— GSS_SERVER_ENCRYPT

o SHEHARPER P LERE Kerberos WL, HIERGF P AL LT FHIEER:

1.

S LG H R Kerberos DA,

2. BBl A PRI B 24 cInt_krb_plugin 7l Kerberos {fifFiY 475, AR

cInt_krb_plugin K%5H, #B4 DB2 BER M HLAREM ] Kerberos AIE, 1724
M2 55 d5 ANRESCHFAR AR, MO A G, AR 55 48 R P UER SCRr 22 i,
WLRAERE FIUE clnt_krb_plugin JERE bl FBR2 i 55 4% 4 F IBMkrb5,  BEAE(f
M Kerberos IAUEEAFAE FHL. IR 55 4% s OC AT AMBAL, 1 AT T A2
-

a. EHNEE P RS GEi e ER& PSR H SRR Kerberos TATETE 1.
b, R EdE R BRI B 2L cInt_krb_plugin BB A {FHY 24 5.

c. BHIEFESMEAEE 2% authentication ¥ H & KERBEROS &
KRB_SERVER_ENCRYPT,



3. Ak XPE ALK I B R E AT, FRRE LR L Kerberos AT
. Bt

CATALOG DB testdb AT NODE testnode AUTHENTICATION KERBEROS
TARGET PRINCIPAL service/host@REALM

ZHR

i X T 3HF Kerberos f°F-f5, I1BMkrb5 JEKFAFAET & P ALI(F H k. DB2 #fijF
BRI PR IR B DA A AL GSS-APT i, RPN Kerberos fiff /2l GSS-API i
TSI,

EF LDAP BJINEFNAE AT IF

DB2 #¥i /% # a8 Fl DB2 Connect il ffi H] LDAP &Pl B LDAP
K H AT LDAP RUUIEFIZH A i ) g

AIX #AERG EO AT LDAP HIAUES R, A DB2 fiiA 9.7 156 1 FFiA,
%] LDAP SCifth e 24 @2 DB2 7 il I S I ARIR A G 3B Linux, HP-UX Al
Solaris #4F R%t. LDAP IAE RVl HEM Y LDAP AUEXS F T DA GEANZ J8 01 B4 ik
Fraerp A B, ar UK DB2 SEIFC & il il #AE RGO VGIE I P R BB A TR 4. R)E
BAE RGN LU LDAP IR 58 ATIAIE. B HERIRY LDAP WAIE, 35K DB2AUTH
FIUTE WAL B B OSAUTHDB, 52 3¢ R Y #RAF R4t B4

« AIX

 HP-UX

* Linux

e Solaris

AT BT LDAP HJINIERY) 7 — e Elid (6 LDAP Z&ffiff. LDAP Zafdfiff
B fLvF DB2 Hdf R B Xt LDAP H b SO H P AT 0GE,  DIBR &% DB2 7
st T SR AR TR] RS RO R 4R AR GE E SO P AL BOR. 32 SC R B AE R G A

* AIX

* HP-UX on Itanium-based HP Integrity Series systems (IA-64)

e Linux on IA32, x64 1{ zSeries {4

e Solaris

* Windows

A5 2 ROEC & 6 A LDAP iz 55 & 645

e IBM Lotus® Domino® LDAP Server V8.0 J ¥ & A

+ IBM Tivoli® Directory Server (ITDS) V6.2 (#i# GSKit 7.0.4.20 K H A ) K
&S

 Microsoft Active Directory (MSAD) V2008 K B = hiiAs

* Novell eDirectory V8.8 K =i A<

e OpenLDAP Server V2.4 J T ShAR

e Sun Java System Directory Server Enterprise Edition V5.2 FP4 } & kAR

¢ 7/0OS Integrated Security Services LDAP Server VIR6 FlITH & ffi 4%
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i i LDAP fffFBitiy, 24Z07F LDAP 45 b U580 AR S B m BT A
;XA EE DB2 SR EARIRAMIZ B . GE, EERERG P E TS
J, ABREALZAE LDAP HiE SGXSE I, ) [AIAE, UIRGEH LDAP SRR, I
LWHAE LDAP i 55 fi b E SCRAUIT A BRI AT A 4L, X o] G0 Fh e Jodi 7 B A e &
E X SYSADM, SYSMAINT, SYSCTRL #I SYSMON £,

DB2 il TR S5 AvimihiE, & P i B Eil ORJe et ) . R
PRI R PRBE,  ATRERG ELAE ) —Fh, PR BT A X =R I Y i

B DB2 LA fffhaith, W T IIE TR

1 e RTER S 6. &SR, BT ZEX SR 5.

2. iTi%E IBM LDAP L2 HRC B SCE (545 4%k & IBMLDAPSecurity.ini) H1f
(EORBCE AR, FHFEZ M LDAP 45 2 51 DI & 15 4 19 (A,

3. Ja AR

4. f#i & F LDAP F P AR IFOR I G % 422

AR S5 2R INE SR 1

R 45 2 DGE I 2R B LX) % I HLE. CONNECT 1 ATTACH 3849 $2 (LAY F P bR iR s
TPATIR S A5 300E, DERS, B —F K LDAP FIFARiRBL 2 DB2 B AUxR
W R EAELE R MR LDAP F P bRiRFI & S 1a DB2 i 8 B2 21Tk
UE, BI85 AR BN S5 A A A A R,

& PHUNER S

& PR B T2 P LR G 35T P AR IR A S i S e i s & B, i
SRVCON_AUTH # AUTHENTICATION % & CLIENT %[ E DB2 R4 #8007 &
P HLEE CONNECT 5 ATTACH i a) Fp 4t (A fof F P An iR R 6, JE% - 45
HEIEE DB2 IR54%. HEE, CLIENT AIEM LR MELIE, 85 8 IR Sl %
FRIAIIE.

QSRR R 554 b i AR ERAE R P AR IRORTE T 5 2L ] P A GG DB2 #ZAUR
P, AT R T ER P UV IER R, 76X Bl e R 45 4% b iy Ay 4 (i,

db2start) SATEAKGA Z |, AT LI A 5 il R R A M VR R G P A iR g 2
DB2 #Z Ui,

HEWEG

HA LN LDAP AR 4545 R A2 P A w15 B, SR B4 ] LDAP

KA AE L, BAMAHE IR ATN. fw W2

o fif H P A EZAE LDAP IR 585 & XAy,

o TEBHREMR S5 A% EARME AT T (FESEHI I M2 H ) 76 LDAP fik
4w LA E LR — F P AR iR L.

* 7£ DB2 e4#y BTt (B, 7EMRS4309 DBM it & XK AUTHENTI-
CATION 1 SRVCON_AUTH %% & SERVER, SERVER_ENCRYPT &
DATA_ENCRYPT {8 ) .

I, ORI S5 AR AL P B R AT A B 2 e R S5 A LR T, DB2 & 7
P T AT E L% LDAP ffi{F ik,



LUK LDAP 41 25 46 A A e 5 3 Se H At B U DA UE G A4 (7140, Kerberos {4 )
HEMM. FEHEN T, LDAP 44 i i Hul $2 4t 5 54 P H I DB2 #2242
PR, RO AE LDAP H g8 R HAHHILACH) AUTHID_ATTRIBUTE Y,

SRIG KR 51% F P A 5 M BRI 4.

HRAFINEFAZE AR DB2 LDAP A& SSL EUE &1E A
(Linux, HP #A Solaris)

PUF A5 BAGE A T7E Linux, HP Hl Solaris #:4F R4 L# M T IMIEMA A1) DB2
LDAP ffifFHith5 SSL JEIRfL & A,

HEARRF ) SSL HEIFE IBMLDAPSEcurity.ini fit & 3C{f ENABLE_SSL J&#: 4 TRUE
MiCcE. MR SECE T DB2 fiidrdr5 DB2 & P L MM BiE fF iy SSL A
[F].

WERATE AT, IBAT ZEI8 T g2 R REB A SSL $Ei-5 Al T AIE R4l A iy
ff) DB2 LDAP fffi {FHEHEC £ i .

¥ Linux on x64, Linux for IBM System z 64, Linux PPC 64, HPUX IA 64, Solaris
SPARC 64 Fl Solaris x64 “F-5, T DB2 install path/sq11ib/1ib64 FFELE+ =4 GSKit
V8 JE:

* libgsk8acmeidup_64.so

* Tibgsk8cms_64.s0

e 1ibgsk8dbfl _64.so

e Tibgsk8drld_64.so

* Tibgsk8iccs_b64.s0

e libgsk8kicc 64.so

* 1libgsk8km 64.so

* Tibgsk8ldap_64.so

* 1ibgsk8pll 64.so0

* 1ibgsk8ss1 64.so0

* 1libgsk8sys 64.so

* libgsk8valn_64.so

TEPE RS ML T AN Hd, DIEA root FIFAURM A & HE In 64 KA H1E m)
R FERAFSEEE: HPUX TA 64 L) /usr/1ib, Solaris SPARC 64 Fil Solaris
x64 [HY /usr/1ib/64 ©f Linux on x64, Linux for IBM system z 64 #l Linux PPC
64 LM Jusr/1ib64, flhn:

In -s DB2 install path/sq11ib/1ib64/1ibgsk8acmeidup 64.s0 .

tF Linux on x86, f£ DB2 install path/sql11ib/1ib FfF#E+ —4 GSKit V8 J%E:
* libgsk8acmeidup.so

e Tibgsk8cms.so

1ibgsk8dbf1.so

1ibgsk8drld.so

e Tibgsk8iccs.so
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e Tibgsk8kicc.so
e Tibgsk8km.so

* 1libgsk8ldap.so
* 1libgsk8pll.so
* 1libgsk8ssl.so
* Tibgsk8sys.so
e Tibgsk8valn.so

TEH S Jusr/Tib wh, DIEA root MIFAUREYHIF Skt In fr kG148 W) Lik
HAPERIRF SRR, ln:
In -s DB2 install path/sq11ib/1ib32/1ibgsk8acmeidup.so .

ANEFZEEABELEIER LDAP (AIX)
M DB2 V9.7 Jilfi, HTEW LDAP MMERMLIANTE AIX #ERK L2 &
Ja ISR 2 Hi, e ST — Sl D IR,

T ZHl

XU LDAP fR5#54F & RFC 2307 H.C0KF LDAP R 5#RHCE N AF66 P Al
IREPSY

iz
1. #0 LDAP L& AIX &FPHULRS, W7 TP
a. fENEA root FJALBRAY 8 5%,

b. WAL ¥ LDAP & NI ZAETE AIX R B, AIX AT 5TA = MAR
LDAP % FHLELA i f: ITDS V5.2 (FE AIX V5.3 $#4it) | ITDS V6.1 ([ AIX
V6.1 #24t) Fil ITDS V6.2 (Ffi AIX ¥ Rffft) . THINERRKE ITDS V5.2
SR AIX V5.3 R4 L

$ 1slpp -1 "l1dap*"
Fileset Level State Description

Path: /usr/1ib/objrepos
ldap.client.adt 5.2.
ldap.client.rte 5.2.

COMMITTED Directory Client SDK

COMMITTED Directory Client Runtime (No
SSL)

1dap.html.en_US.config 5.2.0.0 COMMITTED Directory Install/Config

Gd-U.S. English

1dap.html.en_US.man 5.2.0.0 COMMITTED Directory Man Pages - U.S.
B
1dap.msg.en_US 5.2.0.0 COMMITTED Directory Messages - U.S.
B
Path: /etc/objrepos
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No
SSL)

c. A -c B mksecldap fir & RACER L. AKX mksecldap 4 Sz i
i HZ G A EE PV E 25 8, 12 [ http://publib.boulder.ibm.com/infocenter/
pseries/v5r3/index.jsp?topic=/com.ibm.aix.security/doc/security/
setup_ldap_sec_info_server.htm

d. T /etc/security/user SCAEAIYERAEY.
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—H&MEC EMACE LDAP HE &M A HT T LDAP HEJG, sk
B R LDAP, XA DI LDAP H 3 A Z R Hil i 4% f
FPEF AIX &L,

/etc/security/user CAFFRAY SYSTEM A1 REGISTRY J& 1 A T8 @ UIE kA K
TR P E SR, BB A LDAP JIEAH &, 5 1l Sys-
TEM FII REGISTRY J&@ 4% & & LDAP. flln:

chsec -f /etc/security/user -s default -a "SYSTEM=LDAP or files"
chsec -f /etc/security/user -s default -a "REGISTRY=LDAP"

AR SYSTEM I REGISTRY MY E ZiF4I{5 K, 1S [http://
publib.boulder.ibm.com/infocenter/aix/v6r1/index.jsp?topic=/com.ibm.aix.files/doc/
aixfiles/user.htm?,

AREZUHMGER, ESFRE N AIX BE 245 LDAP W5 MLLE4,
2 7 F: hitp://www.redbooks.ibm.com/abstracts/sg247165.html

2. B4E DB2 S0 EFCE AN LDAP A, HHAT T 5#AE:

a.

¥ DB2AUTH ZuIBii: /it 3248 1% & A OSAUTHDB, YENHEA SYSADM PR JH F1is
17 db2set DB2AUTH=0SAUTHDB,

{li | UPDATE DBM CFG i 4K A 172 i 55 e S5 51 b A DAUEBE B o BT AT — e
* SERVER

* SERVER_ENCRYPT

« DATA_ENCRYPT

W R Z 6 (E Client Userid-Password Plugin (cTnt_pw plugin), Server
Userid-Password Plugin (srvcon_pw _plugin) FI Group Plugin (group plugin),

d. EHiash DB2 S

ERAZMINIE A ERBEEEIN
AIX ZFpET LDAP 1iEBIAIE, Kerberos TAIEFIZ A 4%,

24 T BLAE S [A] o 4 B P FAE PR IR 9 UGIE 5 (A Kerberos ) B, 75 80K 51 N 25
fIFELE Jusr/lib/security/methods.cfg Fil /etc/security/users 1,

Tt /usr/1ib/security/methods.cfg ", FHEEHAG THINEAGEINA /. LDAP
Kerberos AJE,

iF: KRBSA ¥ Microsoft Active Directory FfE Keberos #4H4 & Fl> (KDC),

X LDAP:

program = /usr/1ib/security/LDAP
program_64 =/usr/1ib/security/LDAP64

¥+ KRBSA:

program = /usr/1ib/security/KRB5A
program 64 = /usr/1ib/security/KRB5A 64
options = tgt_verify=no,authonly,is_kadmind_compat=no

T KRBS:
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program = /usr/1ib/security/KRB5
program_64 = /usr/1ib/security/KRB5_64
options = kadmind=no

X}F KRBSAfiles:

options

db=BUILTIN,auth=KRB5A

%FF KRBS5files:
options = db=BUILTIN,auth=KRB5

T KRB5SALDAP:
options = db=LDAP,auth=KRB5A

%+ KRBSLDAP:
options = db=LDAP,auth=KRB5

BNl
FAURGR R T LR E Jr U8 B Ao . BB TR [R] BAIE TS .

R Frank [0k A7 66 FE SCAFE B IR FHSCAF#E4T0E, T84 Frank B 7E /etc/
security/users LT FAHINE.

frank:
SYSTEM = files
registry = files

s Karen B PUAEAELESCHE E IR Kerberos #FATINIE, 4 Karen HT51E /etc/
security/users HZELITF FAINE.

karen:
SYSTEM = KRB5files
registry = KRB5files

IR Luke MK P AZME7E LDAP 314 il Kerberos ¥EF7IAIE, FB4 Luke HTVTE /etc/
security/users H2LIT FHIHZ.

Tuke:
SYSTEM = KRB5LDAP
registry = KRB5LDAP

WA Lucy [0k P f76E7E LDAP LR A LDAP #471MIE, AB4A Lucy WIFFE /etc/
security/users HRLIT FIINZ.

Tucy:
SYSTEM = LDAP
registry = LDAP
B R E XAE LDAP b, mf DU AR a4 ok A&

$ Tsuser -R LDAP lucy
lucy id=1234 pgrp=staff groups=staff home=/home/Tucy shell=/bin/ksh registry=LDAP

AINEFNAE G EIER LDAP ( Linux)

M DB2 VO.7 2iTH 1 KW mMAI M, Ziift DB2 ¥l M55 #4E Linux #1FEHR
gt b DL#EW O Xl H2ET LDAP BIIE, 56 A A AIERIER (PAM), W E SN E
LDAP fiit 55 i LAA74 7 ML A7 B
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T ZHi

Bi/F DB2 B¥i% R AIXHER LDAP HScHr, 3558 A AR5
1. BCEHAERGDIEH PAM AIEH

2. fii'® DB2 L

XL RN LDAP IR %4547 & RFC 2307,

UK
1. 25 LDAP fil PAM FLE#HRAERS, WHATLL T PR
YEBA root JH AR f 8 5%
b. HfRC %% nss_ldap £ pam_ldap #/Ff, XHAFEFRAE /1ib(64) B /usr/
Tib(64) HEHHE LA Tibnss Tdap.so F1 Tibpam_ldap.so.
c. B /etc/1dap.conf SCAFDIMEHAE RGRER 5 LDAP s dndfe, W E
YERGLIHITE LDAP & /AL, DUT2FHEA /etc/1dap.conf Uff:

host <host> # Address of 1dap server

base <base> # The DN of the search base.
rootbinddn <binddn> # The bind DN to bind to LDAP
ldap_version 3 # LDAP version

pam_login_attribute uid # user ID attribute for pam user Tookups
nss_base_group <group> # nsswitch configuration pertaining to group search lookup

d. 7t /etc/1dap.secret UFHIXEH. W4 A root HREW I EE ALL

A,
e. ft /etc/pam.d/db2 A BN PAM BlECIF, BEICAFR 4 HAER root H
FEEREE A,
auth sufficient pam_unix2.so
auth required pam_ldap.so use_first_pass

account sufficient pam_unix2.so

account required pam_ldap.so

password required  pam_pwcheck.so

password sufficient pam_unix2.so use_authtok use_first_pass
password required pam_ldap.so use_first_pass

session required pam_unix2.so

¥ Red Hat Enterprise Linux 5, i5IZUN T Fr Gl id & 044
#%PAM-1.0

auth required /1ib/security/$ISA/pam _env.so

auth sufficient /lib/security/$ISA/pam_unix.so 1ikeauth nullok
auth sufficient /1ib/security/$ISA/pam_ldap.so use_first_pass
auth required /1ib/security/$ISA/pam_deny.so

account required /1ib/security/$ISA/pam_unix.so

account sufficient /1ib/security/$ISA/pam_succeed_if.so uid < 100 quiet
account sufficient /Tib/security/$ISA/pam ldap.so

account required /Tib/security/$ISA/pam permit.so

password requisite /1ib/security/$ISA/pam cracklib.so retry=3 dcredit=-1

ucredit=-1

password sufficient /1ib/security/$ISA/pam_unix.so nullok use_authtok md5 shadowremember=3
password sufficient /1ib/security/$ISA/pam_ldap.so use_first_pass

password required /Tib/security/$ISA/pam deny.so

session required /lib/security/$ISA/pam_limits.so

session required /lib/security/$ISA/pam_unix.so
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f. WHE Linux 2% LLEIT LDAP $UfT4Aifl, 78 /etc/nsswitch.conf CfFH#k
F| group Fl passwd 55H, FfHufekm A ldap fENEMTE, LIT2 group fl
passwd 5% H HY 7= 17:

group: files ldap
passwd: files ldap

2. EACE DB2 SLHILIME A LDAP AL, AT LL T A5

a. ¥ DB2AUTH JRIATEM RS EULE Jy 0SAUTHDB,  F W HA SYSADM ALFR i M &
HPAT fir 2
db2set DB2AUTH=0SAUTHDB

b, TEMR S5 & EAF RS E 8 T SIE ) —Fif:
* SERVER
* SERVER_ENCRYPT
 DATA_ENCRYPT

c. WAl FAT 264 Client Userid-Password Plugin (cInt_pw _plugin), Server
Userid-Password Plugin (srvcon_pw_plugin) FlI Group Plugin (group plugin),

d. #HHf5sh DB2 sLHl.

FIMEFIAEIGEEE LDAP (HP-UX)
W DB2 RiA 9.7 fiT6 | KEFIA T, EHift DB2 BN A HP-UX fi
50 1 BLED 7 R 3T LDAP HGIIE, %4 AT AKIER: (PAM). B
LoRUE LDAP [R5 LT B P AL B

TR HI
UL FEB L LDAP [R5 8454 RFC 2307,

bUE

1. TSl fIE & IBM Tivoli Directory Server (ITDS) V6.1, HB445%61% & LDAP fi
Ffn, HP-UX RGEARESHER, ¥AE HP-UX #ERS LA LDAP 454,
AT DL AR
a. 1 LDAP %5 EAEREA root P AR M 85k,
b. &1 idsldapadd 4

ids1dapadd -D <root> -w <password> -h <hostname> -p <port> -c -i duaconfigschema.ldif
where,

<root> - the bind dn to bind to LDAP

<password> - the password for bind dn

<hostname> - hostname of the LDAP server

<port> - the port LDAP server is running. Default is 389
<schema.ldif> - LDIF file contains DUAConfigProfle Schema

G A Netscape 5§, Red Hat Directory Server, B4 2:ffi [l LDAP-UX #%%%
FEFFE3hH duaconfigschema.ldif HFIHAXI RIS LDAP figs54s. {H
&, HNEf#E A ITDS, FFALE HP-UX Client LizfT LDAP-UX 223572 2 i,
ISR INEFOE s
2. Ej LDAP Hl PAM [LEB#ERS, HHATU TR
a. YENEA root JHFALKR MM FE SR,
b. %3 LDAP-UX Client Service FizfT LDAP-UX ZEFEFE. B HEIMDLT it
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[ctr1-B]=Go Back screen 2
Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Select which Directory Server you want to connect to:

1. Netscape or Red Hat Directory

2. Windows 2000/2003/2003 R2 Active Directory

To accept the default shown in brackets, press the Return key.
Directory Server: [1]:

IHHEFREIN 1, 144 %E 2 Netscape 1{ Red Hat Directory Server — ffFf4#
BRIE NG B THRAE,

H kL% LDAP-UX Mit4if5 E, 152 R LDAP-UX Client Services B.04.15

Administrator’s Guide,

c. 4k /etc/pam.conf H [ PAM PCE SCHF, 85 DL SCARE N2 1% S0

db2 auth required 1ibpam_hpsec.so.1
db2 auth sufficient Tibpam_unix.so.1
db2 auth required libpam_Tdap.so.1l use_first_pass

JE A G AT XA SO R G R IR AR, AR R B
A RGNIERI, B2 K A fT LDAP #ifl,

d. %# HP-UX RGLUET LDAP HATH &N, £ /etc/nsswitch.conf SCffHp
$%) group F1 passwd ZH, FifftimA 1dap fE WAL, DIT /& group
A passwd 5% H 7R Hil:

group: files ldap
passwd: files ldap

3. EJCE DB2 LI A LDAP AIE, EHATUAT A5

a. ¥ DB2AUTH ZRIFii:fit 575 ik & & OSAUTHDB, 1N E A SYSADM ALRR () F & %
HPU T s
db2set DB2AUTH=0SAUTHDB

b. TEMRS# EAUER & R T AT —Fh
* SERVER
e SERVER_ENCRYPT
* DATA_ENCRYPT

c. Al 25488 Client Userid-Password Plugin (cInt_pw _plugin), Server
Userid-Password Plugin (srvcon_pw plugin) FI Group Plugin (group plugin),

d. i E3h DB2 L.

AINEFZEEGELEERA LDAP (Solaris)
A DB2 JiA 9.7 #1140 1 RE AT, it DB2 $fi IR 45457E Solaris #
EZRG LB 7 68 1T LDAP BE, 536 ATl AGAMERE (PAM), RiE,
KM E LDAP IR 54 LG P AI4(E B

FHaa 2wl

Mt R LDAP RS #5444 RFC 2307,
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XFIAES

WAL SR Tl T Solaris 10 FATE, X8R5 BT HABM AR Solaris #:4E &R
SEn] REmE A AN,

L. $ATUAF A3k A LDAP il PAM [t & #:1F R4
a. YENEA root FHFRLBRAY P85,
b. #ifEC %% nss_ldap F1 pam_ldap /7., XMANEFEFE /usr/1ib Hl /usr/

lib/security HiEH 2 5H BN nss_ldap.so #l pam ldap.so.
wEBMERGZUME LDAP & 0L, Tdapclient (IM) Hual il T &

Tdapclient fir4. LUTREFEA

ldapclient manual -a credentiallLevel=proxy \
-a authenticationMethod=simple \

-a proxyDN=<root> \

-a proxyPassword=<password> \

-a defaultSearchBase=<base> \

-a serviceSearchDescriptor=group:<group> \
-a domainName=<domain> \

-a defaultServerList=<IP>

Hrp,

<root>
YR LDAP Y48 dn, iXJ& LDAP g4+ nifi¥ & LDAP Ik
S AU P P A P 4EHB do

<password>
Y85E dn BB

<base>

HRFMR dn, B dn B ECH PRI 5 H & — D200
<group>
FAEAE BRI B HEA dn

<domain>

LDAP Jli 55 % ) 15k 44
<IP> LDAP Jlx55#sHy 1P Hihk

AXREZEE, iESMH 1dapclient (IM) T

. Y’ /etc/pam.conf H{y PAM PCESCHF, 5 DLT SURES N2 1Z M

db2 auth requisite pam_authtok_get.so.1l
db2 auth required pam_unix_cred.so.1
db2 auth sufficient pam_unix_auth.so.1
db2 auth required pam_ldap.so.1l

JE T PG ST AT XA SO R G A T AR Y, AR PO 2 el
A RGONIERI, B2 EH R AT LDAP #ifl.

. % 'E Solaris 2% DIEIT LDAP $hfT4 %), 7 /etc/nsswitch.conf SCHFFp4E

# group FI passwd Z5H, FH#ftimA 1dap fEm&ifiik. LIF /& group Fll
passwd 5 H 7R

group: files ldap
passwd: files ldap



C PATU R A BORECE DB2 SERIE AR LDAP AE:
a. ' DB2AUTH ZRIGE M #78 Ei% B i OSAUTHDB, 1E N EA SYSADM AUBRAY /™ &
H LU fir 4
db2set DB2AUTH=0SAUTHDB
b. TEMR S5 ERINIER B R N FIAE AT — i
* SERVER
* SERVER_ENCRYPT
* DATA_ENCRYPT
c. TRl AT 2645 Client Userid-Password Plugin (cInt_pw plugin), Server
Userid-Password Plugin (srvcon pw plugin) Fl Group Plugin (group plugin),
d. EHjEzh DB2 4.

BiE LDAP &R

Bl E LDAP ﬁaﬁ:ﬁﬁ% T IBM LDAP &l & SO DLE & A 1 PR
KREFIEN T, EEEE LDAP 4 5 DI 258 X4 i B,

IBM LDAP %4 4 {4 B SO R R4 44 FR AL B 2
e fF UNIX I: INSTHOME/sql1ib/cfg/IBMLDAPSecurity.ini
e 7f Windows I': %DB2PATH%\cfg\IBMLDAPSecurity.ini

(Al ) arRLffE ] DB2LDAPSecurityConfig FA5EAR 7 45 WU B, 78 Win-
dows I, WIER ARG FHEH % E DB2LDAPSecurityConfig, DIHfiff DB2 4 E {4
.

AN R T E RO Bl e i > A e B (.

7 30. SHR S5 A (E
SH iR
LDAP_HOST LDAP I}t 521 44 Fk.

JE— =MW LDAP 4545 L4 1P ik
(BEASENLAE TP HiuhbE ] DU — A 115 ) 1 8113%.
fFItn: hostl[:port] [host2:[port2] ... 1.

B 52 389, WM T SSL, ABABENH SR 636,
ENABLE_SSL B SSL % H:, Wl ENABLE_SSL % %% TRUE
(h74%E GSKit)

JE— TS

‘B FALSE (HI, %A SSL ) .

SSL_KEYFILE SSL IR BR AR,

{14 LDAP it 45 %% IE7E H GSKit 22%%

A2 B B AR IIE AT B S0,

fh: SSL_KEYFILE = /home/db2inst1/IBMLDAPSecurity.kdb
SSL_PW SSL 4IRS, flfn: SSL_PW = keyfile-password
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# 31 SHPHKAE

SH ik
USER_ JAT ) LDAP %424,
OBJECTCLASS |J#%, ¥ USER_OBJECTCLASS %% W

inetOrgPerson ( Microsoft Active Directory FFF) .
5l 4n: USER_OBJECTCLASS = inetOrgPerson

USER_BASEDN

R MBI LDAP JE4% DN,

WRRIEE, 2N LDAP H MM H ST G R
il

Lt LDAP fIk 55 i 2 BOR B S HEE E 1A,

fifH: USER_BASEDN = o=ibm

USERID_
ATTRIBUTE

TR AR LDAP e,
USERID_ATTRIBUTE J& {5 USER_OBJECTCLASS F
USER_BASEDN ({1545 E TiX MM Ed: ) AE7E ik,
DUAE R P 08 AR BR 2 1 T P ARii & . DB2 CONNECT
B LDAP 8225 g%,

fian, g

USERID_ATTRIBUTE = uid, #B4 % H LI TFiEA:
db2 connect to MYDB user bob using bobpass
W i DL R R i g
&(objectClass=inetOrgPerson) (uid=bob)

AUTHID_
ATTRIBUTE

MT3RR DB2 H#AURIRH) LDAP Ji @ k.
W, WBHAES USERID_ATTRIBUTE f{E AR,
fF4H:  AUTHID_ATTRIBUTE = uid

% 32. SHMFKHE

GROUP_ T4 LDAP X4,
OBJECTCLASS WHIXSE groupOfNames E{ groupOfUniqueNames

(%F Microsoft Active Directory, ‘E & group) ,
5 40:  GROUP_OBJECTCLASS = groupOfNames

GROUP_BASEDN

R E M ) LDAP 24 DN,

MEKRIEE, 2K LDAP HFEHH E FIFHIERA,
H26 LDAP Ik 55 fr 2 BRI S BUE E .

f5i#0: GROUP_BASEDN = o=ibm

GROUPNAME _
ATTRIBUTE

MTFRRAR ZFRE LDAP 4@,
ffitin:  GROUPNAME_ATTRIBUTE = cn




32 GHMKAIE (£E)

B8 iR
GROUP_LOOKUP_ | ffj 2 R AR 7 (9 4L R B3 A (9 ik, T AR RO (B 4t
METHOD

* SEARCH_BY_DN - /RS 500 I SR A H AR BT 2. i B A
J&H15E X GROUP_LOOKUP_ATTRIBUTE FI41J@tk (Gii% 4 mem-
ber B{ uniqueMember) F& R,

« USER_ATTRIBUTE - 7@, M M4 216N AP XS4 51 E
PERTIRE, HiTEEREERE LN
GROUP_LOOKUP_ATTRIBUTE i Fil /& DASRIUR P 04l GEH,
f+ Microsoft Active Directory “fj memberOf, Xt+ IBM Tivoli Direc-
tory Server Jfj ibm-allGroups) .

fil%0: GROUP_LOOKUP_METHOD = SEARCH_BY DN

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

GROUP_LOOKUP_
ATTRIBUTE

kel W AR NREN &R, WX T
GROUP_LOOKUP_METHOD #4THHER.

B
GROUP_LOOKUP_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE

member
ibm-allGroups

NESTED_GROUPS

U NESTED_GROUPS & TRUE, 4 DB2 il 4 il o ke il if 2%
AR AT R B A A A2 A0 2B A St U R R A B A

IERAEEE T (B0, A J&T B, M B XET A) .
WS HOE T BER, R E N FALSE,

#* 33, HAtife
BH iR
SEARCH_DN FI | 15 LDAP M55 &5 A SCHeRE 4], BB TEIE R - s i BE 44 5 R 2,
SEARCH_PW TS 0T DA 5 SCHs FRPATIE R 1) DN FI A,
4
SEARCH_DN = cn=root
SEARCH_PW = rootpassword
DEBUG ¥ DEBUG & &) TRUE, LI¥#USMERE A db2diag HZAEICM, MiMH
B S LDAP A 56 f i) 5,
KL H 15 H#F 42 7F DIAGLEVEL 4 (INFO) g 3H.
DEBUG ZH{JELE{E N false,

J2F LDAP iff#ER

F£ DB2 SEf F SR 4E] T E 4 ik LDAP fh{FRLR,
THIFRUM T4 LDAP ffifFHEAE DB2 SLifrh B Ab i 1 &

#34. XtF 64 { UNIX fll Linux R%

BEERERY (B

M2 55 4% /sql1ib/security64/plugin/IBM/server

® L /sq11ib/security64/plugin/IBM/client

%7 % wemmte 183



% 34. XfF 64 {7 UNIX I Linux % (4E)

BEHERERY (B

A /sq11ib/security64/plugin/IBM/group

%35 XfF 32 {7 UNIX fll Linux R%

BEERERY (B

i & /sq11lib/security32/plugin/IBM/server
H L /sq11ib/security32/plugin/IBM/client
4 /sq11ib/security32/plugin/IBM/group

% 36. XfT Windows Z% (64 {ifll 32 {7 )

BEERER (B

55 4% %DB2PATH%\security\plugin\IBM\instance-name\server
L %DB2PATH%\security\plugin\IBM\instance-name\client
H %DB2PATH%\security\plugin\1BM\instance-name\group

i 64 i Windows J{FRBIHLA SR 44 BRI 64.

] DB2 iy AT AL B 2 R BB Bchi 72 7 B 40 L LS AR5 R i R A B
o XM S5 AR R
UPDATE DBM CFG USING SRVCON_PW_PLUGIN IBMLDAPauthserver

o XFTE LR B
UPDATE DBM CFG USING CLNT_PW_PLUGIN IBMLDAPauthclient

o T YL PR R
UPDATE DBM CFG USING GROUP_PLUGIN IBMLDAPgroups

il db2 terminate 4 K& LA IEAEIZ1TH) DB2 fr A fTAbH g8 5 s b RE, SRJG 1
fil db2stop Fil db2start 445 11 I 58 s sh s,

fE/M LDAP R PiRiREITEE

184 Hofi e tids

f£ DB2 SO ECE LDAP it a, Mol LU A iR Rl 89 FP 4 B ok 1%

X4 LDAP Hir i &2l HE A 4 (DN) & Y, DN i@ # & — 2o
B AR, B RMERZ RS, i

cn=John Smith, ou=Sales, o=WidgetCorp

JHPFRFIE RS P GAC A et GEE S uid JEPE) & Lm. BT LUE — A
TR jsmith) 30 F & kB — AW 7 0Bk F
jsmith@sales.widgetcorp.com ) , ‘B ML ZZ R &5 10 —HBS).

— AN DB2 #2445 1A DB2 B A b 5 1% 1 A DG HR 1 £ 7K.

DRI, PP 8 A R 55 i 00 ELRAE R GE b SO, I B il S AR IR R A
(REFABRRE R R A KS) . DB2 LDAP ifFtibh{ii fRREGSHK LDAP /' %41
AREYES PRI AGR AR, KZHE T, AP AR IR E AR AT L



[ —AEfFe, JEHATRIX USERID_ATTRIBUTE FI AUTHID_ATTRIBUTE fi I AH[A]
g4, (B2, TEEARIREESY, RPN w S SRS S 27
BObR R B H Al 5 B, 84w DUAE 46 18 90 46 46 SC 1 o L & A [ B9
AUTHID_ATTRIBUTE, AUTHID_ATTRIBUTE J&¥EAU{E & MR S8 ie &=y, 3 FfE
PN ER DB2 #ow.,

il an, 2R LDAP P bR IR & kAR R R e ),
jsmith@sales.widgetcorp.com ) , {HUZZAR FH &R 4> (HII, jsmith) JHYE DB2 #2AUhR
W, B AL DL AT B s ok SE

1. (REHEEARNEENS LDAP 54 FHArA P w4 68

2. FISHT @M A PR R E AUTHID_ATTRIBUTE

TR, MPEddseEmilfes LDAP H A niR Ml E % &+ 2 DB2 HdE)E, Hi
an:

db2 connect to MYDB user 'jsmith@sales.widgetcorp.com' using 'pswd'

{HJE, DB2 HdE 44 Blge e N #R6E Hlifil AUTHID_ATTRIBUTE k& 2|14 4 88 (1E
ey jsmith ) SEFRIZ .

TEJ5 VMG B A LDAP SRR 2 5, P AT DU I 2 FPOR 6] (9 747 B 1 H2 2 DB2
HicH P
« 2% DN, fhn:

connect to MYDB user 'cn=John Smith, ou=Sales, o=WidgetCorp'

* ®BSr DN, R AR DN ORI 2 R &4 DN (W@ LT ) k4% LDAP H
K, MRaks AR S| — DL Eiss,  fihn:
connect to MYDB user 'cn=John Smith' connect to MYDB user uid=jsmith

o TR (RMUE%S) . il USERID_ATTRIBUTE KRR & 1% F4F I 4 1F &8
43 DN SRXIFE. #ian:

connect to MYDB user jsmith

iE: GPRAE CONNECT i/l ATTACH 4 b (i AR 745 & op A0 & 2 1 sl Rf iR 7
15, 27T 515 X 1% 745 B AT RE

HEFRTFEEIN
20 R DS A B B SR AE LDAP R85 FAE R P 6 4 g 1k s 4 v 52 T8 v ke 2 1
o fERH G R
BAH P58 B4 — A Fk % GROUP_LOOKUP_ATTRIBUTE (@, 1JLIAF It
JE P LIRS 2% F P B BT AT A A
o {ERAN S EY
BFAHEN S EA — ML GROUP_LOOKUP_ATTRIBUTE [fJ@t:, W] LL{#E it

JRVER SRR FIZ AL R B BT x4, a) DU e 18 206 4 5 P X 24008
JCBR B BT 4RO I BT 41

VFZ LDAP Hig 55 4 #Bn] DUR A LRME —J7 ki ATAC B, K28 LDAP 55 w3l SO [R]in
R R FA O A ATICE, 1% LDAP 453 51 DU E 519 LDAP 554 2 dnfal i
B,
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FCE LDAP fi{FEu, nlLIf# ] GROUP_LOOKUP_METHOD ZHUKAE & R iZ Ui
AT A :
o IR EME A4 GROUP_LOOKUP_ATTRIBUTE @ M4 £ £ 411 51 %A%,
% ® GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

o MRFEEM FIAX S H GROUP_LOOKUP_ATTRIBUTE J& Mk Ar #4240 i A%, i
%% GROUP_LOOKUP_METHOD = SEARCH_BY_DN

% LDAP JJR454d F40 %% 1 GROUP_LOOKUP_ATTRIBUTE J& M fH & i bt %
¥, BRI DL R s H R e AT AT A

GROUP_LOOKUP_METHOD = SEARCH_BY_DN
GROUP_LOOKUP_ATTRIBUTE = groupOfNames

Microsoft Active Directory 1 # ¥ 20 i 2 B8 AE A JH P @ kA7 6,  JF BT DA% DA T 7w
1P e 7S SRR B AT A T I

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP LOOKUP ATTRIBUTE = memberOf

IBM Tivoli Directory Server [R]iZHF EaRpfh ik, AT A F A9 20 0l 0 e 4,
ATDIA AR OR P @ P ibm-al1Groups, 4ILL T 79 v fr7s:

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = ibm-allGroups

HAth LDAP Hiz 55 25 v] RE 2 32 AR R RSB PR IR SR AL A B, s, st 7
JRPEAAG 2R A 51 A LR 20K 12 )7 51175 DA 6 14 AL sk 2 B R

XHIANIE LDAP FB P46 H 4R 7= 4 i o) St 1 TR P& 12 B

USRAEIE LDAP I ik RAOA I AL B 2w i, JB2 db2diag H &53CHFAIE L H
G £ ERGE T8 B AT 52

KA, LDAP R BIHGE FoK 05t LDAP R[EIfY, {820t g s LUK HAl A %k
P&, WS LDAP i (FACE SCAFH Y DEBUG #E10, A8 AME B 7E db2diag H
BXHFICRELE R, BARXA M THEISE, (B8 BOREAE A7 R G+ i Bt
Tk, RO AR A BN B S A S R 2 ST,

TR R B4R ) DIAGLEVEL R E S M E 4, LIEZE LDAP ffifF#ibk
FHIFTATHE.

WmE R

DB2 IR NRERE
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H Tl DB2 #difE R B AN Z e R B bR G E, Bt aE A IR
BB A bR Ak R AL,
B 2 25 B H A 1 SR 1R R A4 R 0 4 A R B

o MR feuiAiEdGF: db2secServerAuthPluginInit()

o B PumIAIETEA: db2secClientAuthPluginInit()
o 4t db2secGroupPluginInit()



UL BR BOPR A P R0 SR fE eR . 3 R 1 R ROHKE X 38 E S FE AT R R 1L, T O DB2 &
AEE TR A (F 1Y eR B BT 5 R AR B SRR IR L s a2 T A2 5

o PR DB2 STl LSO Y R AR 5 1Y eR R 4

o B ADEMRIIRE, AT EIRRPTA T ECIE AP B4R H

o FREEBARE, LR BN TR H SRR db2diag H &30

o TR E T H R

o BRI BRI E

PR 2 — AR 24 1 9 400 4 1 o K Y R B HE A

SQL_API_RC SQL_API_FN db2secGroupPluginInit(
db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage_fn,
char **errormsg,
db2int32 =*errormsglen);

i WACRIECE RGN C++ 1B, B2 extern "C" SRAEIIFTA R AL,
DB2 {KHURZEAE RS FRAGRAI D C+ 90 S RO ZE P I il IR C+ #
18 BR BT A4 R AL

e A o RO A6 1 P28 O e A T ME — e A (o e B0 8 A B A o
BR8] /) e B RS, 25 DB2 5548 0 shinh sl 2 A M5 avtdi fF. % )il b
T BLR PRI 3 &8 A XSG fF, 76 DB2 BAMMEZ )G, Et & B gbT i)
e A R T B 0 B R L R A B R AR R E AT A5 A B

o CRERERET A o BT B o i S e i D3 > Y pR K A

o JETUHE % H A R R R AT

o G IEAER ] Y B KRR BHES I IR S

DB2 n] DIEAEH 2000 s tE R0 ah fh ei 2, 40 AR P sh A DB2 & LR, H2
', HEFEAT, RIETFEEETRA N 5 #AE R P P ST AR e RO 2 A
XFEOL. UL OLT, ATREA 2 CEEIR G FO R AR, (B, AT A S b
HRAE RGEHA [ T AS ],

FEPAT IRt BB & R 0A ], DB2 A XHELEILA LRk 2 A, S
JE M 5 An AR B nl AT & AL, AR e 1A M g5 A& P UM 55 45 36 8 2 1 [R] —
ASCHEH, R4 DB2 AT DL A P 40 46 1 R B

WAL RS Z U0 T db2secGroupPlugininit, HPATMIZEIR/REL LI E
BV R 7 — FERAL BRI S, [RIRE, AEFFUCR o] R BFR 4T B 2 B, AR R 4R 1L
PRACY AT db2secPTuginTerm HRREHAT 19 HE AN IEBRAE S,

FEFET UNIX 5 Linux H#:(ERS L24TH) DB2 ik s5ar b, DB2 0] LIEAR[R] AR
ZRTEAEH AT R IR,

T EREE G ERIRE
T AE SESS TR P ) F 07 54 OB,

AR 2 T A4 1 P2 I A7 1 PR .
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C ki
TPFFRLS C HEHEEATHERE, Sk SUPPR SR A IR RN SC LI 1R T o B2 0 Kt 45
Hy, I HAO C/C++ RBEEEDRACHYE SC, WRIE AR RN Crv AU RS 1%
(), IRAAE extern "C" AW DB2 FE3E AP KE AT (Y e %K.

A%Fr NET AHIESIEITH
NET AHAEF 247 (CLR) AN SCHRpg 1 RIGE HE 1 122 A AU,

e S EIER
P P — B 0 5 B AL R T 2 (3 Y, R s RN 5 DB2
M5 SABERL . 15T DB2 {5 B AR A £  E AT DB2 MRS IR
B CHCeb 005 P IR B 3 S ) EFTHT 1 TR, 3 P 7 1440
APLH Crv 5%, P27 DB2 KoHHRAL BTG,

miene
AR UE 28 % 4 F FLAT A, P 900 1 B SR — R B ALY
APL, T LLE AR ] A0 R o 8 £ 0 VR R P 6 B e ZESERL T, 4
P AT ELA0 0 VE IR X2 B TR 40 86 1

HOMBEFESNE C EURBIERGAR
PR R SRR ME C PSR RGPS A 225 1 AT e
pthread_atfork AMREEFE. AHEAE(E ik CAMIIRLY, 3R IAE A T7ERL iR

H 2 BB T RE B

1F Linux 3§ UNIX b, ZEAWHMEMAHARETLIE setuid ¢ setgid, XFEMK

FHEANTH RBEMKH $LD_LIBRARY_PATH, $SHLIB_PATH ¥, $LIBPATH FfkiAr itk

BRI, I, R R T A2, BR AR AT DUl HAh Tk ()

WIFBIT7HEE ) Ry AT DA -

e NiF /1ib 5% Jusr/1ib HzEH

s ERERGEENBECNEMHE SR (Fl0, 7 Linux R4 EH
1d.so.conf L)

o TEHMFEA S RPATH H48E
BERRHIATE T Windows #1E R %5,

HFEmxR
MR ] Ge Al 8 AR A& A2 A5 v 2 1 w] e MR A e n] IS X0 (il dn,  m] /b i
BREBE SNERTT 55 | AR LLE 00 ) SkdmiF MBEEAG(FE, N, 7 HP, Solaris
A Linux bAfi H "-Bsymbolic” HEHFEFE0A BT 1L & £ SAF 5 s e 1
[, {HJE, XTHE AIX EagmEmiEA, RAERADSBEMEH "-brt1" 58
TR PRI,

32 {ifN 64 (I FAIRRF
32 (i LA ] 32 (idffE, 64 iy ARFEFE T 64 iidfE, i
ZlA % 32 (A 64 (IR FRE S E I DL TR 2R B
XARFFER
HERBEALIF R A SCAZFE — D null 55, AN, HEFAEIERFEDY
null Z55R, (B2, WITEMATFAFBLE TEEKE, HWERREIMKESE T
LRV GOE R

EEFRIRIRSH
DB2 & F A AR IR (authid) S50 (XA A authid 250 #



WE-PREMNEZAIRR, FHEREHTNZME, HiifRE S DB2 )
authid 28 (X2 —Pfirth authid Z280) AFHEALMRRREHE, (HE DB2 #f
IR ER DB2 ARifEds authid B4 0 oK 5 I 23 MK B I,

XTSEHI K /NBR )
it APL X 2RO BRI BRI~

#define DB2SEC_MAX_AUTHID_LENGTH 255
#define DB2SEC_MAX_USERID_LENGTH 255
#define DB2SEC_MAX_USERNAMESPACE LENGTH 255
#define DB2SEC_MAX_PASSWORD_LENGTH 255
#define DB2SEC_MAX_DBNAME_LENGTH 128

R B4R 1 S BT R 2 R B SRR AR IR, P bR RORI S A 0 /D Y A
RHE. R, TEBfERGEREIT BRRHIARER T, B DB2 HdlifE R4t
LS (S TR i B 2tk (B2 ) ) 110 5 NG DN R 1 g
2 A JEE PR

AIX FHREFBHET B
£ AIX RGP, GEGHENCHEY RATLIN a 8 so. FREEAGFE
ML T i 6 3 44
o YR a BRI AR A X G R A  IEAY,  3K BE  5 A 0
4N shr.o (32 i) 5 shr6d.o (64 17) . BAASIIARGFA] DL EIRH & 32 4
64 (i bl H VPR ERREERF R T-5 .

fltn, ZAgd 32 ARSI R A

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o XA N so BB ERON R TS MILZRX G, E XL E 32
fra 64 AR, TXECR T HEION G P A 20 1% o A S e AR PP e I, 441
fn, BEAE 32 NI 1R

x1c_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp
TEBR AIX ZAMUFTAF G E, Lt Z 0l & i sh 5 A M 3L =5
.
k£ (Fork)

AREIRAEAGEE, PO SOOI B R TAE PR R R A, XAl iE 3L

HEREANEMBT N, LHE, HERAEZSOE R TT I SO A 7

WF, WARIREFA, ABAT e & R EEBR A SO BE e, IRAIEA AT BELRK

WZHA T (fF5E) .

Xt 22 & 4 1 O PR )
15 P 4 O 17 1 S,
DB2 %3 F 55 F#BR

AHEfE ] GSS-API ##{E3kIAIE Linux, UNIX il Windows L) DB2 & L5 HAth
DB2 ZJ5I554s (Fian, DB2 z/0S ) ZIHMiER, WA UIEN S — 17 4% Pl
i) DB2 ¥ e 2445 Linux, UNIX 8§ Windows |\ DB2 IR 5 8% [ Y% 4.
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WA Linux, UNIX 3 Windows [fy DB2 % ML RiEE: 2 HAt DB2 #¥i/E &
G 5548, AR AT LU % P 0 FH PRIV R4 F (filtn, IBM 4R HEAHRAE RSN
R, WAl B4 E R« P ARG E, 3Ea] DId I B Kerberos 1i{F,
e PLSe A 2 Kerberos ffiff.

Xt F Linux, UNIX 5 Windows [ff) DB2 % F#l, AR ffifi GSSPLUGIN iAJFH
e H B .

Xt AUTHID #RiRRIRR®E]: DB2 BfiiE AR A 9.5 MHE @A L F i 128 4
THREBARR, (B2, 8B AR VR IE RS M P s sl A, B e g
TER G ar AR Cin, AP iRa R ER Sy 8 2 30 M FAF, A4 30 AT
FF) . B, BARER LI T A 128 TSR, (HRIEA - EARARR
W, AT EATER., WREHSEH LM, AL 70 F R
BORRAGY AN, fitn, &l DOy 2 el e € — 4 30 TR iR, 9F BAEL
WESTE]E W RE AR B — A 128 FTAYRAURIN, AT DUGE I SR IR AT 4

InfoSphere® Federation Server 3 #5[R %

DB2 II ASCH5EF GSS_APT i i T FE U R A 5L SRR TR AY tH ol e, 5 8RR
i e Ak Seqli i CREATE USER MAPPING fir %,

R EETEAR S35 15 R &l
DB2 %H 485 (DAS) AHH%4HEIE, DAS (UK HRAE RS GENLH,
DB2 E F#HlMZ i mBmFIfR%l (Windows )

TEIF R BB Windows #:4F R4 LY DB2 & P LAY 2 246 (I, ﬁ%ﬁ%fﬂ]ﬁﬁ

PRE L R B AR AT R B 2, ERR A0 T A 2R B 2 P L e d i, B LA

ﬂ?F‘ﬁl VRS . Kerberos i/ Fl GSS-API ffifF. i T7EAE(T Windows -5 #F
ZYE X2 E APL (fl4n, db2secP1ug1nTerm db2secClientAuthPluginTerm il

deSecServerAuthPluginTerm ), B, TR BT S R IRIE B,
PURR I ER 5 E128 Windows E /) DLL H K38 Bk [m] BUAH 3¢,
£ AIX RN REEA a 3 .so HEHE

£ AIX b, ZEHFERNSUHFY AN o 50 .so. FISRIEASRIEIE HIALHIH
TR Y 4

© XHYRACY .a RYEIEIE

XY RSN a B FES NN R E EF I EX R A R IER, X R R 44N
shr.o (32 fi) 5 shr6d.o (64 fi) . FAERF AT DIRIGHE & 32 A 64 f7[)
W, H VPR EEEEMNMEIN & L

B, EhgH 32 A IRIE R

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o XA N Lso B



XY A so BRI FEBOA R AT Sh AR A ML =X 5. LRI GUR 32 fiisk 64
PERY, KPR HA TR XS G T8 (0 2 P An AN HAR PP ae I, it AR 32 fu

4 F 2

xTc_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp

fily AIX 2SI 6 b, 2R PR R 2 R T S AR A 36 R 4,
GSS-APl ZEF/UAZFFHEMEEZ
M BN FI%E 457 GSS-APT 22 44 1 R T A,

ZEHHRIIR @A

P f %t fF APT AAZ5TR 8] — A B ISR /R $AAT 1% APT S I R, 3 [ i fe
0 FE/RCMINIBITIZ APL B -3, -4 FI -5 ZAMFTA TAuR B9 #RTE /R 1% APL 8

BT AR,

M e fh APL R [ PTG 8GR FRY (-3, -4 F1 -5 BR4k) #BMLE £ SQLCODE
-1365. SQLCODE -1366 # SQLCODE -30082, & -3. -4 Fl1 -5 FR48REEFRIN
EERNASE A,

FIrE ZaidfF APL R [EIAS#FEAE db2secPlugin.h SCHFH E X, AIDIFE DB2 & H
5% SQLLIB/include =33 bt 4.

TERPRM T SR LR FR E A A TR B

K 37 BRMFE A

iR [ 5 EXE FX iEMAY API
0 DB2SEC_PLUGIN_OK WIIPAT T A APIL gl
-1 HPF APL AT REAME LR, gl
DB2SEC_PLUGIN_UNKNOWNERROR
-2 DB2SEC_PLUGIN_BADUSER A E A i AN B PRI,
db2secGeneratelnitialCred
db2secValidatePassword
db2secRemapUserid
db2secGetGroupsForUser
-3 BOA R 54,
DB2SEC_PLUGIN db2secDoesAuthIDEXist
_INVALIDUSERORGROUP db2secDoesGroupExist
-4 ARHAFHRE. DB2 JFA AN | db2secDoesAuthIDExist
DBZSEC_PLUGIN — MR GRANT i fi e ok
_USERSTATUSNOTKNOWN WisE authid %5 —A P2 bR
BAE R G4
-5 HKINAIRE, DB2 AN MixX i — | db2secDoesGroupExist
DB2SEC_PLUGIN ANEER GRANT % /a) i 2 Sk ff
_GROUPSTATUSNOTKNOWN % authid 23R P52
TERGA.
-6 DB2SEC_PLUGIN_UID_EXPIRED PR IR S,

db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitial Cred
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iR 155 EX{E aX iERA API
-7 DB2SEC_PLUGIN_PWD_EXPIRED RS E Y,
db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitialCred
-8 DB2SEC_PLUGIN_USER_REVOKED s TR,
db2secValidatePassword
db2GetGroupsForUser
9 FH i 7 £
DB2SEC_PLUGIN db2secValidatePassword
_USER_SUSPENDED db2GetGroupsForUser
-10 DB2SEC_PLUGIN_BADPWD SR,
db2secValidatePassword
db2secRemapUserid
db2secGeneratelnitialCred
-11 E R ALY PN
DB2SEC_PLUGIN db2secValidatePassword
_BAD_NEWPASSWORD db2secRemapUserid
-12 S 2L AT
DB2SEC_PLUGIN db2secValidatePassword
_CHANGEPASSWORD db2secRemapUserid
_NOTSUPPORTED db2secGeneratelnitialCred
-13 DB2SEC_PLUGIN_NOMEM HTFWERR, FIHEERA R | Ta
W7 RN,
-14 DB2SEC_PLUGIN_DISKERROR FB S T RS R, Jiis]
-15 DB2SEC_PLUGIN_NOPERM TR FEA SRR AT A | R
R, PSR PR U7 ) 1% S0 PR 2
.
-16 DB2SEC_PLUGIN_NETWORKERROR B R T MR, Il
-17 T TC AT Y.
DB2SEC_PLUGIN db2secGroupPluginInit
_CANTLOADLIBRARY db2secClientAuthPluginInit
db2secServerAuthPluginlnit
-18 {PFTCIEAT P IR BRSO, (H | BTl
DBZSEC_PLUGIN_CANT FEAE IR SR R A% SO ul R ST
_OPEN_FILE AR,
-19 DB2SEC_PLUGIN_FILENOTFOUND T TG IRFT R O AN SO, igEl
NS RGE R AAFAE LA
20 PR 4 B, TR VPRI | DTA TR 45 S80I APL,
DBZSEC_PLUGIN TP i Z SIBLR), 5% TCP/IP
_CONNECTION_DISALLOWED HiH R BE 4 B 7 s B
-21 DB2SEC_PLUGIN_NO_CRED {UF GSS API Hiff: /0wl
& PHLEE. db2secGetDefaultLoginContext
db2secServerAuthPluginlnit
-22 DB2SEC_PLUGIN_CRED_EXPIRED X GSS API fiiff: % FHLAE

UEFI .

db2secGetDefaultLoginContext
db2secServerAuthPluginlnit
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1R @55 EXE ax EFAR) API
-23 {UXFF GSS API #fifF: F{K&FR | db2secProcessServer
DB2SEC_PLUGIN Feak., PrincipalName
_BAD_PRINCIPAL_NAME
-24 TR ERSH db2secGetConDetails | db2secGetConDetails
DB2SEC_PLUGIN B R [ (fitn, A DB2 iR [EI%4
_NO_CON_DETAILS W), DIETR DB2 LEMER
FIHLEY) TCP/IP $bk,
-25 WA APL B, FEESHOL | TR
DB2SEC_PLUGIN % A
_BAD_INPUT_PARAMETERS
-26 RS APL fIAS DB2
DB2SEC_PLUGIN RI. db2secGroupPluginlnit
_INCOMPATIBLE_VER db2secClientAuthPluginInit
db2secServerAuthPluginlnit
-27 DB2SEC_PLUGIN_PROCESS_LIMIT B BRI TR dssr | il
1 R
-28 DB2SEC_PLUGIN_NO_LICENSES B TR YPERE, wEE | TR
JECJZ B 17 AT IE 2 35 B BR 1.
-29 DB2SEC_PLUGIN_ROOT NEEDED 2Ltz T HE root PR |
14 B AR
-30 DB2SEC_PLUGIN_UNEXPECTED W ER BN REE R, YTTRE | iF

SYSTEM_ERROR

Fic B AT B 32 32 FF,

I R EHERIEIRE R OE

W AP RAEFEIREE, It APT £&7E errormsg

PRE, B Hak [ R X (] AR A BT LR A8,

TFEAHR[E —4 ASCIT SUA

B, errormsg FAFHH AL E "File /home/db2instl/mypasswd.txt does not
exist." DB2 ¥ iEIL F/F B o2 5 A DB2 &M@ M H &, 7L SQL 1 B itk
& IE AT R BB BORCARAE b — M nic. B8 SQL T B ARSI B 2 2IRR i, Fir
DL A 526 263 B AR 47 LU B, I HL sk 2830 5L AY AT DAl AR 1) B B 20 B 6 T 1% AT H Y
B, o T HEBRAR, RIS R A AR Y A4 BRI I 2 SR R B

PR SRR (i, MRS , (S Ed s PR i E 2 %0 DIAGLEVEL
BUEN 4 WA K HEAE errormsg FATER,

GG T A ROX R RN A, L, SRR AR LI APT SRR
N FE: db2secFreeErrormsg,

1024 APLG&[EIEE O {4Bf, DB2 A 4&fidr errormsg T, B, WREA RAFIR,
18 PR LA R 3 ] £ 10 % T B A B N AT

TEWITAALI, 20T B0 R BT84 TogMessage fn ALEEZA4H. & FHLFIIR 55054 1.
3K BB {4 T DL T ek ICKs B A TR Bk ] db2diag H & 0. filan:
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// Log an message indicate init successful

(*(1ogMessage_fn)) (DB2SEC_LOG_CRITICAL,
"db2secGroupPluginInit successful",
strlen("db2secGroupPluginInit successful"));

A% db2secLogMessage PR EANSEIN T ZIFAGE B, 152 &M 125 41 16
1k API,

Z&iEE APl BRI

RIET 2 24E 1 APL IS OLAASE, DB2 %d A8 H g R 4 4G APL AP

SR,

PIF & DB2 Hif R B F R 2 24 18 APL NPT fE R £ 2207 3%

o T (RasAnE ) BdlREEZmN%E P iLE
— CLIENT
— T4 % (SERVER, SERVER_ENCRYPT il DATA_ENCRYPT)
— GSSAPI FlI Kerberos

o TEAMBANE AL, MRS aaim oC -

o TEECHE R 55 4% b

« £ GRANT &AM 55 %% L

o TEEUREZ AR T R AL 1 S 2= M ik 5548 b

£ DB2 HEIFEMR 5415 % ALY AR T — SR N R 75 A H A2 B BCHE e e, il
db2start, db2stop F/ db2trc,

X F _EaREE—TEEAE, DB2 Al PR B A FH 22 e dm 4 APT OIBF AR, DUT R
1 FR SRR T DB2 Bl A FAR T AP AT,
CLIENT - faxt

24 W PGB AEZET ) CLIENT ), DB2 & PHLN FIFE F 8 B T 5122 4 1
 APL:

e db2secGetDefaultLoginContext();

e db2secValidatePassword();

e db2secFreetoken();

PR EIE, B, FEoR$8 & 5@ B P bR RS0 RS A 17 O T AT 2 B2y, 2R
IETE A AR i@ iF, I8 2% 81 db2secValidatePassword API, Uit
APL SR VR4 FF R B AE AL B 25 1 B =AIE.

CLIENT - B
R VGERS, B, TEFEEHEE T 1 P PR R A 0 i 1 O 1% 4 2 8000 e,
AR authentication ¥4 PEE FRER AL E S 0L B4 CLIENT, JB4 DB2 % Pl
B AR P 2 0 R B2 e 4diF APL (AR SEIL BRI ARl ) -
* db2secRemapUserid();
e db2secValidatePassword();

* db2secFreeToken();

HTFHR%2E (SERVER, SERVER_ENCRYPT #1 DATA_ENCRYPT) - f&{
ERANIER, M% VAR S a2 Lt 7 bR/ i I Ess (Fan,

Wl e e e VAR



BN & ] srvcon_auth ZHEERN
SERVER, SERVER_ENCRYPT, DATA_ENCRYPT 1 DATA_ENCRYPT_CMP
i), & P LR AR R 8 T 51 % 24 {F APL
» db2secGetDefaultLoginContext();
* db2secFreeToken();

ETFPRK 2 (SERVER, SERVER_ENCRYPT #1 DATA_ENCRYPT) - B3
TR VIER, 4% P ULAR 5585 C i 7 P bR/ i oA e s (fgim,
2k 55 4 by srvcon_auth ZHBERN
SERVER. SERVER ENCRYPT. DATA ENCRYPT & DATA_ENCRYPT CMP
i), &PV AR R RO Z 245 F APL

* db2secRemapUserid();

GSSAPI #1 Kerberos - 2=,
ERFOAMER, 4% PHLRRS 4O 4R T GSS-APIL 5 Kerberos TAUER (4]
m, MMk 5% srvcon_auth ZHEERN
KERBEROS, KRB_SERVER_ENCRYPT, GSSPLUGIN o

GSS_SERVER_ENCRYPT [ ) , % F AL e FeH 8 T 2142 46 APIL
(1 gss_init_sec_context() I454#i i GSS_C_NO_CREDENTIAL f{E ki A&
ik, )
e db2secGetDefaultLoginContext();
» db2secProcessServerPrincipalName();
* gss_init_sec_context();
* gss_release_buffer();
* gss_release name();
* gss_delete_sec_context();
e db2secFreeToken();
G2 GSS-API X ff¢, AIRLZKIM gss_init_sec_context() (ARSI
BRI

GSSAPI #1 Kerberos - £3{
AU R A IAIE2E R & GSS-APIL 8 Kerberos, HFA% UL FARE P62 L T I
FFU ] GSS-APL i {FH) T o246 APL BRIEDAFN], HIXLLE AP K
(e i A B = R A,

» db2secProcessServerPrincipalName();

+ db2secGeneratelInitialCred(); ({3&EHF W2 INIE)

* gss_init_sec_context();

* gss_release buffer ();

* gss_release_name();

* gss_release cred();

e db2secFreelnitInfo();

* gss_delete_sec_context();

e db2secFreeToken();

TR MR 55 4% 3% 18] T AR ELAGIE A T HSE M R 2, IR AnT fE < 2 R

gss_init_sec_context() API,
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ERMIBNHE P, RERBIMMEK L

XFAMBA, A i DB2 A4 ¥ H T 5% &4 F APL

* db2secGetDefaultLoginContext();

* db2secGetGroupsForUser();

e db2secFreeToken();

* db2secFreeGroupList();

Xt F P AR/ RS  F GSS-APL AIEAL #0068 X 26 AP,
EHIEEEENRSSEL

X T 50 IR 45 g b 0 BHe e e 4, DB2 AU AR s Fbe X FH P AR R

WIEALHIE AR 4% 23 1F AP

+ db2secValidatePassword(); ({4%a/ERLE S5 authentication 1~J2& CLI-
ENT Ii})

e db2secGetAuthIDs();
* db2secGetGroupsForUser();
e db2secFreeToken();
* db2secFreeGroupList();
L% (CONNECT) Z#l/%, DB2 AU g s A f Xt GSS-API IAUEALH]
P NI 4G APL
* gss_accept_sec_context();
* gss_release_buffer();
e db2secGetAuthIDs();
* db2secGetGroupsForUser();
* gss_delete_sec_context();
* db2secFreeGroupListMemory();
# GRANT ERfiRE== L
YT A48 %E USER 5, GROUP XHEFH) GRANT i54) (fFll, "GRANT CON-
NECT ON DATABASE TO userl”) , DB2 B gL 28 FLLAAEWHHE userl &
— MNP AVESH, Bk, DB2 MR s 2R T T 512 24 APL
* db2secDoesGroupExist();
e db2secDoesAuthIDExist();
EERIUBRA R BAN S RIS S -
TR R S5 dh, AT BRI AR IR B @ 2H Y 51351, DB2 AU AR a1
LFEK R T A2/ E APL I H R AR RAE ki A

* db2secGetGroupsForUser();
PR K B HA 2 A B A R
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% 8 & R=fMt API

TR S E ] DB2 B A RS IIEFIZE B BEAR A AT R, DB2 K R R A
T4 APL AT DURE XS APT SR qd el BUA $7f (AR B sl A s T 19 2 e R A

kAR, #2528 DB2 i&ﬁﬁﬁ@%&%ﬁ)ﬂB’ﬂ‘ﬂ’ﬁﬁﬁﬁéﬂﬁiﬁ’ﬁi‘%ﬁ
WRE, X T =] R B, ST BB T A hE

HZ KBRS E M AR AP AG EIFE S 2 1 TR R SRR — DA 4.

A PIRIRIZEINE
PR e s %4 B R (CGERTEIL) o BIESSF (nfik) &
BUEM, WEAENFREREER - MERAP ((GERTRESH) . Bk
g)ﬂmihﬁiﬂﬁfﬁ)ﬂﬁl VB & 3% B R 452 2 A it I P s iR 3 S (R
WHTFEFIL) . RESSE PSRN DB2 AR,

GSS-API JA\IE
iﬁﬁlﬁiﬁﬂ%%ﬂ%%ﬁ@ GSS-API Ujfig, @ity ase LT ((UEHTERF
. ARAE A PARIRAI SR AR FEIE, (AT BE) EEUER (UGS AT &
. Bl 2 e T DL JGR ] 545 GSS-APL %24 | F SCHI KB DB2
Pﬂﬁhe

PUT AR R APL ISP 0 AR (9 E

B AR ARE, DB2 Kde A1ZE LIV H P 40 S A E B4 R R A
il YIfe.

FaIAIE
TEARTE E F P AR IR S0 R 18 BN 1 2 50 I,

ERKINE
TERIHE 2 7 F P bR iR A D 015 00 T % 4 2 B0 R

Authid
—ANPERARIR, R B R AR AR AR T A NS, 7ENEB, DB2
authid $iFHAKE, HE/NKENR 8 MEF (AR 8 MEMFMBIATEH ) |
2HT, DB2 FrEATLI 7 i ASCI FRM#EAGRIA, HFiRH, %, 44,
ZFRZE [ FlER 4,

R FEAL
TESLBLB AL 55 4 B0 P ILA B EAT RO BAN, KA P R A AT B T
R RARE Z SRR, B, JEshANE kB R AR, T IPAICH] DB2
SRR B SR RO A B A AL

BRR=E
HirZ M AR EGSH, EhrE AP n iR gL aUE M — 1, %=
[H] fY & 0L 7S )55 Windows 1 fl Kerberos 1, @, 7 Windows i
“usa.company.com”H, frG 4 ER 2 ME — BY . A0,
“user] @usa.company.com”, {HJ&, 5 —PEPHERE—42HAPRE (Fan,
“user] @canada.company.com” ) HIE/R 5 — M. FrifE P FRIR AR P iR
I FRAS a6 filhn, “user@domain.name” 8 “domain\user”,
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Wi SRR EEWE APL f5 APT 2HURTTE.

B EIEHH AP

198  Hodin e e tids

XF ARG B, FHELI T APL
e db2secGroupPluginlnit

iE: db2secGroupPluginnit API 3@ id DL T JRALK 5 API AF8%F *1ogMessage fn 1E
FEIA:
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 level,
void *data,
db2int32 Tlength
)s

db2secLogMessage API FLVFF 41 Bid5%H| db2diag HARSCMFHh, DUE #EAT K
WZ%. It APl & DB2 Bl ARG, HIEATELIUL APL

db2secPluginTerm
db2secGetGroupsForUser
db2secDoesGroupExist
db2secFreeGroupListMemory

db2secFreeErrormsg

ME — LA ANER AT BT APL 2 db2secGroupPluginInit, it API ¥R void *
SR, KT SR 2RI A R DL 2R

typedef struct db2secGroupFunctions_1

db2int32 version;

db2int32 plugintype;
SQL_API_RC (SQL_API_FN = db2secGetGroupsForUser)
(

const char *authid,

db2int32 authidlen,

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,

db2int32 dbnamelen,

const void *token,

db2int32 tokentype,
db2int32 location,

const char *authpluginname,
db2int32 authpluginnamelen,
void **grouplist,
db2int32  *numgroups,

char **@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secDoesGroupExist)
const char *groupname,

db2int32 groupnamelen,
char **Errormsg,



db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeGroupListMemory)
void *ptr,

char **kerrormsg,

db2int32 *errormsglen

)3

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
char *msgtobefree

)3

SQL_API_RC (SQL_API FN * db2secPluginTerm)
(

char **errormsg,

db2int32 *errormsglen

)s

} db2secGroupFunctions_1;
db2secGroupPluginInit API 5% 1 Ak n] F A H A e& By gk,

E L SRS 1 AP AHX I AYZEH, RS 0 RUAS (99 R A KR
2. 3 FE,

db2secDoesGroupExist APl - {6 &HEBFAE

W& authid EHFER— 4.

WRA AT, A APL 2A2REWS R [A{ DB2SEC_PLUGIN_OK DIf&/m Y. ik
MBI, IABIENFEEIR A DB2SEC_PLUGIN_INVALIDUSERORGROUP, i
R ERM AL EAMWA, B2 niFlt API QIR E
DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN, 05 & [ 7“4 It &%
” (DB2SEC_PLUGIN_INVALIDUSERORGROUP) = # “k A

” ( DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN ) {#i, HBAFEARH 45 USER Al
GROUP HJfEAL T A& GRANT &4, DB2 WJREJCILHAE authid & —NHIEZ T,
OB SO PR [E] SQLCODE -569 3 SQLSTATE 56092 4%

APl FOEIBEEMIEE

SQL_API_RC ( SQL_API_FN =db2secDoesGroupExist)

( const char *groupname,
db2int32 groupnamelen,
char **kerrormsg,
db2int32 *errormsglen );

db2secDoesGroupExist APl £

groupname
A, —EARR, RARE, I HHRRRZH.
groupnamelen
A, groupname ZHUHMIE (RIFTit) |
errormsg

Hidh, TR EAECE LR ASCIL 85 iR1H B 4T 5 Hu kM F8 £, IR AT
db2secDoesGroupExist API ALY, B2k [l a5 1R 1H B,
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errormsglen
. fem—HTHER errormsg ZHP RSN EFAT R (LIFTH)
BB 54T

db2secFreeErrormsg APl - EHEIREERTE
BB RAER BRI APL B 2B B9 A5 IR TH BN AF. X2 ME — AN 2R [ A5 1R TH B
APL, SRt API R[] TH5i%, 84 DB2 Kicsg M4 IFAR ST,

AP| FOEIREMIEE

SQL_API_RC ( SQL_API_FN =db2secFreeErrormsg)
( char *errormsg );

db2secFreeErrormsg APl parameters

msgtofree
Wi, F81m EYTE A APL I 43 E B0 45 15T B A8 .

db2secFreeGroupListMemory API - B %R ATF
FEOTRAF I LRI ] db2secGetGroupsForUser API 1 31454 41 51| 3% 1 P4 A7

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN *db2secFreeGroupListMemory)
( void *ptr,
char **@rrormsg,
db2int32 xerrormsglen );

db2secFreeGroupListMemory APl £#{
ptr A, FRIMERA AR

errormsg
it fEI A B ASCIL £ 1R1H B 4T B ik iy 48 5, a2l PuAT
db2secFreeGroupListMemory AP A3, #i&aiR BlItAR 1R 5.

errormsglen
. f8m— P HTER errormsg S RIHERIHE TR KE (LIFAIH)
R 54T

db2secGetGroupsForUser API - 3B A FRIZA %1%
3 [a] i P BT J ) 2 HY 4113k

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN xdb2secGetGroupsForUser)

( const char *authid,
db2int32 authidlen,
const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *token,
db2int32 tokentype,
db2int32 location,
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const char xauthpluginname,
db2int32 authpluginnamelen,

void **grouplist,
db2int32 *numgroups,
char **Errormsg,

db2int32 xerrormsglen );

db2secGetGroupsForUser APl &%

authid fi A, WSH(ERE—1 SQL #AMRIR, XTEIRE DB2 245 B HH N A R &
SR EFAH, DB2 IGAHRKHy authid ZHERBLIEZ ., Ib APL M40 6E
IR 8] authid ST A ALY 51 M0 A O T HoAt 4l A S8 USROS RE A E L 4
%, WBASVFIRE — iR )R s 511,

mEMP AL, Baiz API 1R B (1 3R 8] 5 0 7 2
DB2SEC_PLUGIN_BADUSER, DB2 Ff:/RiA J Fl FF AR AEAE X T i 2 — >4
1w, FENE T authid A EMAHCEKRA. a0, db2secGetAuthids API Hf
AT DUIR [F40E R4t B RFFAEN authid, Bb authid SAETAEAMH IR, (H2,
B8R T DLE 2 e 48 8 FRAL.

it AP (U authid REER B R SERE IR, AN T 54 R
KHYHELE SQL eRECK A —Lefll. A X RES K EMS BN IIER, HSH
A T R B flf R R ER

authidlen
fiA. authid ZHMEMKE (DIF15) . DB2 Al EE HR 2R authidlen
ZHHRMEIE 0 (H.

userid fii A, XJE5 authid AR AR SAERR S5 AR EAEARE R T S PR AL
API I, DB2 HAZHTISHL.

useridlen
fi . userid ZHUAMKE (DIFI51) |

usernamespace
A MWHARG M PRI AR, SRR A ARIRE, DB2 Hde R
I ASHAISEL,

usernamespacelen
f A\, usernamespace ZHEHMKE (IFITi1) .
usernamespacetype
A, PR EAIZEAL, usernamespacetype ZEEA FAIAMME (EITZETE
db2secPlugin.h H15%E 1Y) :
+ DB2SEC_NAMESPACE_SAM_COMPATIBLE Xf [ T — P EX LT domain\
myname [ ] 7 44
« DB2SEC_NAMESPACE_USER_PRINCIPAL XfM F — P HEA 2B F
myname @domain.ibm.com [ ff J? 44

H i, DB2 %l E &4 {03 DB2SEC_NAMESPACE_SAM_COMPATIBLE
., BREMHPIRIAE, usernamespacetype S HEH NHE
DB2SEC_USER_NAMESPACE_UNDEFINED ( I {&7F db2secPlugin.h H5E X
1),

dbname
WA, BEEERNBIEERN AR EAREE TR, ST NULL,
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dbnamelen
fiy A, dbname ZEUEMKE (DIFA511) . (R dbname ZHAEAEER T £+
4 NULL, MB2MSEEE R 0.

token A, FEMAHEFG A BIE IR ST, DB2 AN S . B RS
HREB IR A ARG B, WREAETET A O N E A28 (fihn, 78
T B ARSI ) . FEHIEN T HSECE A NULL, 4 40 A AGIE
LT GSS-APIL, ABAL KK B R GSS-APL I F3CAIMA (gss_ctx_id_t) |

tokentype

f. 487 VUCIE A R B A B BoHE Y 26BN, A SR AR RS IR R T GSS-
APIL, JBA% MK GSS-APL ENSCAIA (gss_ctx_id_t) . AR HRYIA
HEAR T P AR RS A 1, IR A B K2 HI2R Y, tokentype S8 H.
B IHIEHE CENTZEALE db2secPluginh HiE LY )

* DB2SEC_GENERIC: #8754 ik H T3+ H AR A= A% A4 1T

* DB2SEC_GSSAPI_CTX HANDLE: #5754k EH T T GSS-API (f3f% Kerberos)

UEGEEN

location
WA, 48 DB2 JRTEF i M 55 # i FL APL location Z4(H A T4
BRE CBEATETE db2secPluginh H15E LK) :
* DB2SEC_SERVER_SIDE: F/REAEHd Nk 55 &% LA it APL
« DB2SEC_CLIENT SIDE: FE/REALER FHL FVETIM APL

authpluginname
M. BRAE TR BRI ER R 245K, db2secGetGroupsForUser AP 1]
AE 2O UL AR Bk E I AV A DA BEA% . AR ARIAIIE authid (40, 7E authid
SUATEEM P AL ELT) , 84 DB2 MiASEHTHSH,

authpluginnamelen
i A.. authpluginname ZHEMKE (DIFF) .

grouplist
i, WP ATEMAR SR, AMPNRSBER — D8R, ZIREH R M B
W& 2N E varchar BIG M  BCAINAF 7 B, varchar &2 — D FRHEH, H
RPN F A ERTHEANF ., KES DA (1 M55, JF
¥ groupname MY KK JEMREI N 255 NF4F. #l0, “\OO6GROUPI\
007MYGROUP\00SMYGROUP3”, A/~ Z#RM 1% & — A1) DB2 # AUk
W, WA B S BE N AR, BRI, dd R A — A APT (5T,
db2secFreeGroupListMemory API) fit DB2 i HLIBE N AE.

numgroups
fi. grouplist ZAH A F HIALHIRH .
errormsg

Fih, fRm b BCR) ASCID 1R TH B A7 SR ik 9 48 51, R AT
db2secGetGroupsForUser API AiiY, Ht4aR Bl IRTE E.

errormsglen
. f&m—HTHER errormsg ZHPRYEERINE PR KIE (LIFHH)
BB R 4T



1 Fi% AR

DITFRUR L APT K AR 51 R B 45 DB2 il 4 & A= 1] [ A 45 R s 1 1 41 ¢
* 7£ CREATE SCHEMA A 24 T % FAR. 1R CREATE SCHEMA 4] H ik
£7T CREATE iE4], b2%% AUTHORIZATION NAME & 347407 4%,

o {E MPP ¥fEEHAbH JAR SCE, 76 MPP 338, JAR AbFHIE K 2 i & 15 52 bUbr
PONUMERR R S &k 1), B3 S EHER, IR STER AR ($4T JAR
AEFEESRAG ) AR BOCRAL L JAR U,

- ZH JAR X, SERAURRTFEES TR Z —: DBADM & CREATEIN
(XF JAR B R A SRR ) . R EAAR B8 7 & S ARIR T
H, HEREETSIERARN, IAZERIER R,

- B JAR U, SWERAMIRTEERA YR Z —: DBADM 5 DROPIN (%}
T JAR BB s B AR ) , SE 2 JAR U . R ERRRE
Bra&2mEMRRNA, HEREAR TFSERRR, FH IR STERR
FRIUARE JAR SCHFRY & L, IRAGEAE R S0,

— B JAR U, X5BREZ JAR UM, RIGEEBHEEEZ JAR U
[A], 3K PR I A E #E HH

« JHi SET SESSION_USER iEMJH, JE4L) DB2 #AERAE H MG A48 E M B AR iR
B R erhigfF, Wi SESSION_USER i Hi — AN T 90 1 L 3B A e 2 17
T SESSION_USER #ZHUARiH, A4 Se BRI,

db2secGroupPlugininit API - ¥iG{LLRGEH
ARG IR APL, DB2 $udis R4 B an 38 A G 1 2 J5 ot s IR H Bt API,

APl FREREMIEE

SQL_API_RC SQL_API_FN db2secGroupPluginInit
( db2int32 version,
void *group_fns,
db2secLogMessage *logMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secGroupPlugininit APl £#{

version
Wi, AL SEE AT L APL A& AR, db2secPlugin.h AR
DB2SEC_API_VERSION {tifl# DB2 #ff 4% F o 4 fi 2 :5 (0 APT 1 H R
ESES

group_fns
Hid. #8m db2secGroupFunctions_<version_number> ( L fx K
group_functions_<version_number> ) o5 MY 48 4t
db2secGroupFunctions_<version_number> £ 40 &35 (0] ARG 1F 2B API
46 51 . Kok WBEA A AR A 1Y APT ( 414
db2secGroupFunctions_<version_number>) , K, group_fns 250l 5 2 H i
P A48 ) 5 A O S BLAT AR AS A X M A db2secGroupFunctions_<version_number>
ZEMIRYFE%T.  group_functions_<version_number> Z5H)[) 55— NS E0k 4 DB2 &
HGFCSEBT APL BYRRAS, R {04 DB2 huA s T 85 T C sl
APL AR A 2 ATom bR e 4, A S Ron il 2B APL A, JF
H. pluginType W i% &} DB2SEC_PLUGIN_TYPE_GROUP,
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logMessage_fn

fo. f81H DB2 B RG LM db2secLogMessage AP fiH5 4T,

db2secGroupPluginlnit API F] i db2secLogMessage API i E.ic >k 3| db2diag
B, DUEJEFT I a2 %, db2secLogMessage API {5 — &%k
(level ) /&K1 db2diag H AP HIZII AT IRIIEM, FJa 245

I HIFRTH B PR K E, dbesecLogMessage API ({5 — S8 A T ¥

AR CEMTETE db2secPluginh H17E LHY ) -

* DB2SEC_LOG_NONE: (0) it

* DB2SEC_LOG_CRITICAL: (1) FIZ45 %%k E4ti%

* DB2SEC_LOG_ERROR: (2) A /f4thi%

e DB2SEC_LOG_WARNING: (3) %4

 DB2SEC_LOG_INFO: (4) &%

{04 db2secLogMessage API [“level” 24/ T 805 T 84 5 B AR BL &2 S 4K
diaglevel HJ{ENF, diag.log A RB/REE XA, Fan, WEMEM
DB2SEC_LOG_INFO {H, HRA(L4%ds A B AR BC B 24 diaglevel 1 &K 4 B,
db2diag Ha&SCAFH A 2 HBTH B SOAK,

errormsg
B, FERERIEESECE ASCI 451 TH B FAF B L s 41, R AT
db2secGroupPluginlnit API AiGT), #t4ik B g iR 8.

errormsglen
iy, 81— T ER errormsg AP IR R FA B K (DI
R AR .

db2secPluginTerm - FAIHHZRIR

204 R e et AE

TR AR 2R A O BT 0t B B

DB2 i 4 B8 70 H AR AR R AT A 2 A A ik APL, 3% DL — oy ok SE B
B B E RS RS PRI BRI, Ban, B eR AR AR AR AT N AR, k]
HALTAT TR S SO, P I 6 1% 4. 47 14 1 BT R B X 4 00 Lo R X 8 W
TEAEAT Windows “F-& FERRZ I I APL

APl FNEHRLGHETE

SQL_API_RC ( SQL_API_FN *db2secPluginTerm)
( char *%@rrormsg,
db2int32 xerrormsglen );

db2secPluginTerm APl &%

errormsg
fd. fEmHAE SRR ASCID S5 iRTH B FF R ak iy 48 5, a0 R AT
db2secPluginTerm AP AR, #i<sR B IR E.

errormsglen
. fRm— P HTER errormsg 2RI RIH B PR KIE (LIFAH)
S GiDErR A



A PERIRERSIAIEE R API
XFF P AR R R AR, 5 B HL R A% P APL
e db2secClientAuthPluginlnit

if: db2secClientAuthPluginlnit API i DL T REEE API [)$84%F *1ogMessage fn 1E
A
SQL_API_RC (SQL_API_FN db2secLogMessage)

db2int32 level,
void *data,
db2int32 Tength
)3
db2secLogMessage API VR {4574 ik H db2diag HAESCAFH, LDIE AT
§ 2%, I APl 21 DB2 #ili/E RGN, FHEATELMIL APL
e db2secClientAuthPTuginTerm
 db2secGenerateInitialCred ({{fHT gssapi)
* db2secRemapUserid ( Ak )
* db2secGetDefaultLoginContext
* db2secValidatePassword
+ db2secProcessServerPrincipalName (3%{# fl T GSS-API)
+ db2secFreeToken ( JHTRjik DLL & FHRYPIAE I R %L)
* db2secFreeErrormsg
* db2secFreelnitInfo
o ME—FHELEHNERA MY APL 2 db2secClientAuthPluginInit, . API ¥% M void
* SR, VR SR SR A T 51 H T

typedef struct db2secUseridPasswordClientAuthFunctions_1
{

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

(

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  *authidlen,

char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  xusernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,

void *xtoken,
char **@rrormsg,
db2int32 *errormsglen

)3

/* Optional =/

SQL_API_RC (SQL_API_FN * db2secRemapUserid)
(

char userid[DB2SEC_MAX_USERID_LENGTH],
db2int32  *useridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],

db2int32  xusernamespacelen,
db2int32  *usernamespacetype,
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char password[DB2SEC_MAX_PASSWORD LENGTH],
db2int32  *passwordlen,

char newpassword [DB2SEC_MAX_PASSWORD_LENGTH],
db2int32  *newpasswordlen,

const char xdbname,

db2int32 dbnamelen,

char **kerrormsg,

db2int32 *xerrormsglen

)3

SQL_API RC (SQL_API_FN * db2secValidatePassword)
(

const char *xuserid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,

const char *dbname,
db2int32 dbnamelen,
db2Uint32  connection_details,

void *xtoken,

char **@rrormsg,

db2int32 *xerrormsglen

)3

SQL_API_RC (SQL_API_FN » db2secFreeToken)
(

void **token,

char *kerrormsg,

db2int32 *xerrormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeErrormsg)
(

char *errormsg

)3

SQL_API_RC (SQL_API_FN * db2secClientAuthPluginTerm)
(

char **errormsg,

db2int32 xerrormsglen

)s

}

B

typedef struct db2secGssapiClientAuthFunctions_1

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN * db2secGetDefaultLoginContext)
(

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  =*authidlen,
char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  =*useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,
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void *xtoken,

char **@rrormsg,
db2int32 *errormsglen
)s

SQL_API_RC (SQL_API_FN * db2secProcessServerPrincipalName)

const void =*data,
gss_name_t *gssName,

char **@rrormsg,
db2int32 *errormsglen
)s

SQL_API_RC (SQL_API_FN * db2secGenerateInitialCred)
(

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandTe,
void **xinitInfo,

char **@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeToken)
(

void *token,

char **Errormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
(

char *errormsg

)s

SQL_API_RC (SQL_API_FN * db2secFreelnitInfo)

void *initInfo,

char **errormsg,

db2int32 xerrormsglen

)s

SQL_API_RC (SQL_API_FN = db2secClientAuthPluginTerm)
char **@rrormsg,

db2int32 *errormsglen

)s

/* GSS-API specific functions -- refer to db2secPlugin.h
for parameter Tist*/

OM uint32 (SQL_API_FN * gss_init_sec_context )(<parameter 1ist>);
OM_uint32 (SQL_API_FN =* gss_delete_sec_context )(<parameter 1list>);
OM uint32 (SQL_API_FN * gss display status )(<parameter 1ist>);
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OM uint32 (SQL_API_FN % gss_release buffer )(<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release_cred ) (<parameter list>);
OM uint32 (SQL_API_FN x gss_release name ) (<parameter list>);

}

WMEBEERS R P bR %6056 4, 384 N H
db2secUseridPasswordClientAuthFunctions 1 £5#y, IR IFEAE9E GSS-API ()
i Kerberos) ffifh, AB2MNffH db2secGssapiClientAuthFunctions 1 544,

X T PR G R, R TR E ST S 55 d i APL
* db2secServerAuthPluginInit

db2secServerAuthPluginInit API i@ 41 JEEDK db2secLogMessage API RYFS4EF
*TogMessage_fn DI Iz db2secGetConDetails API fJ$5%l *getConDetails_fn fE Ak
A

SQL_API RC (SQL_API FN db2secLogMessage)

(

db2int32 level,
void *data,
db2int32 Tlength
)s

SQL_API_RC (SQL_API_FN db2secGetConDetails)

db2int32 conDetailsVersion,
const void *pConDetails

)s

db2secLogMessage API VP 1K1 Bk 5] db2diag Ha&ESCHH, DIEHEATIHE
%%, db2secGetConDetails API 174 {1 4R U DA 22 i s 858 PR i #2107 P AL
FIE{E B, db2secLogMessage API Fil db2secGetConDetails API #/2:H DB2 %
JE ARG, FILEAT BRI P APL i db2secGetConDetails API 1K {CK:
EME NS4 pConDetails fENH8 M NI H b —Fh&5 1448 41

db2sec_con_details_1:

typedef struct db2sec_con_details_1

db2int32 clientProtocol;

db2Uint32 clientIPAddress;

db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname [DB2SEC_MAX_DBNAME_LENGTH + 1];
} db2sec_con_details_1;

db2sec_con_details_2:

typedef struct db2sec_con_details_2

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */

db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */

db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX_DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/* Set if protocol is TCPIP6 */
} db2sec_con_details_2;

db2sec_con_details_3:



typedef struct db2sec_con_details_3

{
db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;
db2int32 dbnamelen;
char dbname[DB2SEC_MAX_DBNAME_LENGTH + 1];
db2Uint32 clientIP6Address[4];/+ Set if protocol is TCPIP6 x/
db2Uint32 clientPlatform; /* SQLM_PLATFORM_* from sqlmon.h */
db2Uint32 reserved[16];

} db2sec_con_details_3;

conDetailsVersion (EERCIRY =
DB2SEC_CON_DETAILS_VERSION 1, DB2SEC_CON_DETAILS_VERSION 2 Fl
DB2SEC_CON_DETAILS_VERSION_3, 'Ef I]%%/ji\’ API 1) Hszli

iE: i db2sec_con_details_1, db2sec_con_details_2 I{ db2sec_con_details_3 [, )V

BT 5145 I

— L8 K db2GetConDetails API i}, ffi db2sec_con_details_1 Z5#FI
DB2SEC_CON_DETAILS_VERSION_I {d (A i M4k SHZAE A 8.2 Hh—4F
TAE. WEAE 1IPv4 EE BT T APL IBAKAEIZSE MR clientPAddress 5
Berpa[a] 1P #idik, WEARAE 1Pv6 -5 LA T APL JSALE clientlPAddress 7
Bt | 0, BAE IPv6 V-5 LARE FAL 1P #ihk, RORs 2 il AR Bk
N db2sec_con_details_2 £E#4)F1 DB2SEC_CON_DETAILS_VERSION_2 f{H,
sCE E A db2sec_con_details_3 £5#4fl DB2SEC_CON_DETAILS_VERSION_3
fH.

— HrifERN A A db2sec_con_details_3 £5#4F DB2SEC_CON_DETAILS_VERSION_3
H. WHEAE 1Pvd F& LM T db2secGetConDetails API, 4% TE
db2sec_con_details_3 45MHY clientlPAddress FEH IR E % L 1P Mol nSAE
IPv6 4 FEA T APL AR 4%AE db2sec_con_details_3 Z5A4F clientTP6Address
FEHREIZ AL P Hohl, ERFANE BN clientProtocol FBUK X E N

SQL_PROTOCOL_TCPIP (IPv4, HHf V1 (45 1) .
SQL_PROTOCOL_TCPIP4 (IPv4, H*H V2 &5 1) Bk

SQL_PROTOCOL_TCPIP6 (IPv6, HA V2 5 V3 [&ith) mHphz —,

— BT FHX— S AREZAP, db2sec_con_details_3 4545 db2sec_con_details_2 454
SE4AAE:  db2sec_con_details_3 Z5H0L S —ANESNAF Bt (clientPlatform) , M5
Beffi FI7E sqlmon.h v LAY R Z 5 (5140, SQLM_PLATFORM_AIX) >k
RE PG 2R (5EEIRER —F) .

db2secServerAuthPTuginTerm

db2secValidatePassword

db2secGetAuthIDs

db2secDoesAuthIDExist

db2secFreeToken

db2secFreeErrormsg

Mk — F5BAESNER AT M APT J& db2secServerAuthPluginInit, Bt API ¥t % void

* SR, RO SR I Ay T 5 H o — T

typedef struct db2secUseridPasswordServerAuthFunctions_1

{
db2int32 version;
db2int32 plugintype;
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/* parameter lists left blank for readability
see above for parameters */

SQL_API_RC (SQL_API_FN =* db2secValidatePassword) (<parameter list>);
SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1ist>);
SQL_API_RC (SQL_API_FN = db2secFreeToken) (<parameter Tist>);
SQL_API_RC (SQL_API_FN = db2secFreeErrormsg) (<parameter list>);
SQL_API_RC (SQL_API_FN = db2secServerAuthPluginTerm)();
} userid_password_server_auth_functions;

D%
typedef struct db2secGssapiServerAuthFunctions_1

db2int32 version;

db2int32 plugintype;

gss_buffer_desc serverPrincipalName;

gss_cred_id_t ServerCredHandle;

SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tlist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1list>);
SQL_API_RC (SQL_API_FN = db2secFreeErrormsg) (<parameter list>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();

* %k X

/* GSS-API specific functions

refer to db2secPlugin.h for parameter Tistx/

OM_uint32 (SQL_API_FN * gss_accept_sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_display name ) (<parameter 1ist>);
OM_uint32 (SQL_API_FN = gss_delete _sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_display_status ) (<parameter Tist>);

OM uint32 (SQL_API_FN * gss release buffer )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release_cred ) (<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release _name ) (<parameter 1ist>);

} gssapi_server_auth_functions;
R IEAE S S W 7 AR L RS A F, IR 4

db2secUseridPasswordServerAuthFunctions 1 £5#y, WIREIEES RS GSS-API (5
1% Kerberos) fdifh, AL2MNffiH db2secGssapiServerAuthFunctions 1 Z5#,

db2secClientAuthPlugininit APl - ¥JIa%E PHLIAEREE

210 R e e tEis

F POV I aa 6 APT, DB2 Kufla 4 388 45 5 A\ 3 0 2 J i 52 RV ik
API,

APl FNEHRLGHEE

SQL_API_RC SQL_API_FN db2secClientAuthPluginInit

( db2int32 version,
void *client_fns,
db2seclLogMessage *1ogMessage fn,
char **Errormsg,
db2int32 xerrormsglen );

db2secClientAuthPlugininit APl £#f

version

B . DB2 ¥ RS P Y HT SR Y AP U S A S, db2secPluginh HT
DB2SEC_API VERSION {Hfl% DB2 Y4uiZ#10 APl W&EFAS.

client_fns

s, WM T GSS-API Ik, ABAMSEFIRTE M DB2 $i g H a8 K
db2secGssapiClientAuthFunctions_<version_number> £5#) (7 K



gssapi_client_auth_functions_<version_number> ) $24k{NAEHFREr 0B 48
TP s e, A SHFR/RIEM DB2 B EEHE N
db2secUseridPasswordClientAuthFunctions_<version_number> %54 ( HFR N
userid_password_client_auth_functions_<version_number>) &L PN FERTFE 5]
db2secGssapiClientAuthFunctions_<version_number> £l
db2secUseridPasswordClientAuthFunctions_<version_number> 5143 5140 5 35 )
i GSS-APT YRS A F1 F P PR iR 2 i DG A S2 RS APT B85, 1Edk
) DB2 fAH, FIREA AFEASH APL Rt client_fns S 5508k o il 270 e 46
R GRS i & A X/ 0 N = D O VAR ]

gssapi_client_auth_functions_<version_number> 25 #1354t

gssapi_client_auth_functions_<version_number> el AT
userid_password_client_auth_functions_<version_number> £ #4455 — S 0K A0

WFCSCEL APL IURRA S M4y DB2 Hid R 48 B 4n.

iE: (04 DB2 JA R T THFCSCIAY AP RUAR I A 2 L A7 5 ) S L e
.

1E gssapi_server_auth_functions_<version_number> B
userid_password_server_auth_functions_<version_number> Z5f4H, [Kf: plugintype
Z ¥ ik ® N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI #; DB2SEC_PLUGIN_TYPE_KERBEROS,
A ATER Sl APT A A 2 S E At

logMessage_fn
HiA. T8I HE DB2 Bl E B sEP) db2secLogMessage API 484t
db2secClientAuthPluginlnit API ] JHH db2secLogMessage API i1 B ic % 2
db2diag HE A, DIMESHFTFIHIRE S %, db2secLogMessage API 55—~
ZH0 (level) 8@ ¥ILRTE db2diag HAESLMPRIZWIHRIVER, HaMmt
SRS N F R B TR E N HAK ¥, dbesecLogMessage API 25 — 28 HA
THIEBE (BEATETE db2secPlugin.h HiE X Hy) -
« DB2SEC_LOG_NONE (0) A~ifs#
» DB2SEC_LOG_CRITICAL (1) IR %8 & 4 i
« DB2SEC_LOG_ERROR (2) K4:4Ei%
+ DB2SEC_LOG_WARNING (3) %%
« DB2SEC_LOG_INFO (4) &%

V24 db2secLogMessage API f{“level”Z B /T o & T 4008 s BBl B &
£ diaglevel HY{ERY, db2diag H A2 thBUH ESCA, Fian, 4
DB2SEC_LOG_INFO {H, ABAfC4% e e AL E 240 diaglevel X E A 4
if, db2diag H&ESCHFHA S HBLE E UK.,

errormsg

W, FEMHE R ASCIL #5iR 74 B 47 B bk 938 41, R P
db2secClientAuthPluginInit AP ARG, #t4xik [ thAk i E..

errormsglen
. fm— A HTER errormsg AP RYHETRIH B FAT R KL (LIFAIH)
DRSO EEa
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db2secClientAuthPluginTerm API - ;&= FHLNEBERE

RERCE PIAILDGE S £ BT (8 A B

DB2 i R Bl e E 3 P ALV A < BT e APL 7% DL —Ffor ok 52
WE: EXERTERE A AR IR, flan, B BT AR, %
VATEAE T 4T AR A B SCfF,  SC P 28 1 42, 4 A 7 7 MR B2 3 40 Wt 050 DA B g 5k 46 %
. FEAEAT Windows “F-5 L&A WAL AP,

AP FNEIRZEIDEE

SQL_API_RC ( SQL_API_FN *db2secClientAuthPluginTerm)
( char *%XErrormsg,
db2int32 *errormsglen);

db2secClientAuthPluginTerm APl £#{

errormsg
fdh, FEM A ECH ASCIL 45110 B FAF B U i 48 50, Wi A7
db2secClientAuthPluginTerm API ARG, w4k [ pbA% R T B,

errormsglen
. fem—HTHER errormsg ZHP RIS RN B FAT R (IFH1H)
BB 54T

db2secDoesAuthlDExist - #&EINEARIDE BT

212 R et is

% authid JEHFREANHP (B0, APL W[ RI¥ authid WS 2 SMEEH AR |

R authid A%, A4 API Wik[E{§ DB2SEC_PLUGIN_OK; 1% authid %%,
B2t API Wi& 7] DB2SEC_PLUGIN_INVALID_USERORGROUP: ISR AHEME authid
BT, B4l API Wik [E DB2SEC_PLUGIN_USERSTATUSNOTKNOWN,

APl FNEHREGHIEE

SQL_API_RC ( SQL_API_FN *db2secDoesAuthIDExist)
( const char =*authid,
db2int32 authidlen,
char *%@rrormsg,
db2int32 *errormsglen );

db2secDoesAuthlDExist APl S#{
authid #iA. EIGUEREAERIR, WARIRRAKRS, 3 HKA RIS,

authidlen
WA, authid ZHMEGKE (DFHT) |
errormsg

B, TR EEAHSECR ASCI B H B0 B bk i35 £, R $uAT
db2secDoesAuthIDExist APT AR, B2k o] 45 A,

errormsglen
fi. fEm— TR errormsg SRR B TAF K R Y B 4R
Bt



db2secFreelnitinfo API - 53 db2secGeneratelnitialCred &
AERIR
Bt db2secGeneratelnitialCred API 43 (AT 75, X L6785 n] LA HE S E ML L
)RR EE S GSS-APT SR 5 o 25 77 A1 2 1 5 IE 5 B % 77

APl FNEHREEHIEE

SQL_API_RC ( SQL_API_FN xdb2secFreeInitInfo)
( void *initinfo,
char **errormsg,
db2int32 *errormsglen);

db2secFreelnitinfo APl &%f

initinfo
Wi, 1510 DB2 HiR P P g R A O BAR RS BRI ERT DL R R A7 ke 4
PP A SRR A AT R r i B A SRR A A2, mad R B APT SRR iX e ¥E

errormsg
fth. fRmHEE S ECR) ASCIT B iRTH B 74T R b hk iy 468 51, 2R AT
db2secFreelnitinfo API NAY), 4R B L ES 12 7H ..

errormsglen
fth. 4810 —HTHER errormsg ZHUHHIEHRIT BT (RIFH)
RS GOE R

db2secFreeToken APl - B HirCH AR TE
R PRIC A AR, 24 DB2 i/ E B B AT token SEUUT 5 FRY N A7 5

2P L APL
APl FOEREEFIEE

SQL_API_RC ( SQL_API_FN =*db2secFreeToken)
( void =*token,
char **errormsg,
db2int32 *errormsglen );

db2secFreeToken APl %]
token Hij A, 5 1A1 BRI NTERIHE AT

errormsg
Wi, TR B ECR ASCIT 8512 0H B0 BB bk iy 35 £, SR $uAT
db2secFreeToken API ANy, W4k [l 1RE 5.

errormsglen
. AR — TR errormsg SRR EHE R B T B RIE (RIFHTH)
US4 GibErR A

db2secGeneratelnitialCred API - & #1148 EE
db2secGeneratelnitialCred API R4 T 1% A F P bR i i Sk SR I 4 GSS-APL AEiIE,

X F Kerberos, X E# TEMANER (TGT) . pGSSCredHandle 2%+ iR 7] f) FEIE 4]
WiJ&5 gss_init_sec_context API it & IR AJAH, FF H0A% )& INITIATE = BOTH %
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E, PSR T P ARIE CGERTRER UL T %69 ) A4 &)1 db2secGeneratelnitialCred
API, &M, M gss_init_sec_context API B, DB2 %R FE& B K18 EHE
GSS_C_NO_CREDENTIAL, DL/ F M 24 178 5% T SCR AR B B R E,

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN =db2secGenerateInitialCred)
( const char =userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char xdbname,
db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xInitInfo,
char **@rrormsg,
db2int32 xerrormsglen );

db2secGeneratelnitialCred APl &%
userid i A, FAERE MR 55 4% B0 AE L AL H P AR,

useridlen
k. userid ZEUEMNEKE (LIFEI) .
usernamespace

BN, MHAIRAG P bR IR R 2R ],
usernamespacelen
f . usernamespace ZHEHMKE (LIFIT) .

usernamespacetype
A, ZFRAS AR,
password
LY N TR T
passwordlen
fiA. password ZEUEMKEE (DIFA53t) .

newpassword
WA, AN (WREFREN) . MRKRERELEG, B4
newpassword ZEUK X E & NULL, R EAA NULL, ARALL API 1244 H%
A5 B BT S 2 AU SR IH S, Bt APT A AR 58 BUE U RS H 35 R, (B
PR/ S ST 7= 1 N 79 vl i | B R i
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED [fij ANY6E |H 214,

newpasswordien

. newpassword ZEHMKE (LIF1iH) .

dbname
WA, BEEEZNBIEEN AR L APL AL ZKISH, Rt AP A
(S I i [T T S SO 7/ ST ) B 1 [
DB2SEC_PLUGIN_CONNECTION_DISALLOWED; 75X $e i Fé B B 5%

wHY.



dbnamelen
fii A, dbname ZEUEMEKE (DIFIT) .

pGSSCredHandle
iy, 8 GSS-API FEiE A FE £,

Initinfo
fiHs, f81n) DB2 ANHITE BRI Er, A nT DU e A7 Sk g e AR iR IE
AR AR T L IR A1 . A AR LS R, DB2 Fdl R F AR A
db2secFreelnitinfo API, FUHPHERERGXSLTEIR, AN db2secGeneratelnitialCred API
AT B —FE, ICAEMiZRE NULL,

errormsg

i, fEm B ECR) ASCIT 4527 B4 8 Mok A9 38 &1, R $hA7
db2secGeneratelnitialCred API AJF), i<k B 1RE B,

iE XTI APL fERGR A SRR R A AR IR B, IR AN R R
B QAL APT FRRAET — AN ERER 1R T BHL L€ IE 6 58 iU, A Bk [1] — 5%
IR R.

errormsglen
R, 80— HTHER errormsg SRR R R R FAT B RIE (LIFHH)
DS IR R

db2secGetAuthlDs API - FxEBUAIERRID

R EEER T SQL B AR, X T AR iR a4 Ml GSS-APIL IAIETT %, 1
S ST IR P A R0 TR G AP

AP| FOEIREMIEE

SQL_API RC ( SQL_API FN *db2secGetAuthIDs)
( const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char SystemAuthID[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 *SystemAuthIDlen,
char InitialSessionAuthID[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 *InitialSessionAuthIDlen,
char username[DB2SEC_MAX_USERID_LENGTH],
db2int32 *usernamelen,
db2int32 *initsessionidtype,
char **kerrormsg,
db2int32 *errormsglen );

db2secGetAuthlDs APl %]

userid A, CONIER A, BRAEE X T ME BT SO aT U4 i P EE T o R
HATIANIE, B0, EEASKHSEIIT GSS-APL iE. FEBLEN T, &K A
Yl i SRR AL P AR Bt 2 50,

useridlen
. userid ZEEMKE (DIFTI) .
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usernamespace
A MNHARAG PRI 2R =S ],
usernamespacelen
fi . usernamespace ZHUEHMKE (LIFIT) .

usernamespacetype
WA, AW ERNE, HAr, M- ZXFMAaRSHEMEZ
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X}V 25l F domain\myname f{]
M2 .

dbname
WA, BEEEZNEIEER LR, It API o] DL ZB IS5, 4FE— AP EER
ANFEVEAREER, B APT A RLR [EURRI AR IR, IS8T 2L A NULL,
dbnamelen
A, dbname ZEHEMKE (DIFWIE) . W2 dbname %08 NULL, JB4
HEHRE N 0,
token i Asifit. 4RI LLN] db2secGetGroupsForUser API 1433 (%5, XFF GSS-
APL X & FFSCAIMR (gss_ctx_id_t) . @, token f&— Ui AE%, B
ME = M db2secValidatePassword API HFAREUT), S41ER P ML BT IGEFFA
BRI db2secValidatePassword API I, HEEn] DUEHHE S5, EE
X T A5 £ FSCH AT I e O B R OE W AR B R 8R H,
db2secGetAuthIDs API W/ fiEfs 2 token ZEUAU{E - NULL, 3 HAE05HR
P EiR userid Al useridlen fif ASHUORIRA: RGEZAARIN.
SystemAuthlD
fid, SCNIER P PRIRAN Y RSB AGRIN, HK/NA 255 ANFET,
{HJ2 DB2 Hdf 4 A Y AT (U A 30 NETT 1 BB ARIN.
SystemAuthiDlen
fit. SystemAuthID ZH{EMKE (DIFAI) .

InitialSessionAuthID
i, AT HEZRSIENRAGRR, BE% 5 SystemAuthD SEU{EHF, (HZ
TE R R AT DURARE, N, &3 SET SESSION AUTHORIZATION iE
AT LLRAR, AN 255 545, (H2 DB2 Kol s 5 8 2 i (i
KR 30 M RRRARA,
InitialSessionAuthiDlen
Hit. InitialSessionAuthID ZHEMKE (LIFTIT) .
username
., SCUGEN PR EGREAT AP 4, BT,
JOSKTE CONNECT ifH A HvHCst py« PR B, W APT RiA
7t username Z%§, A4 DB2 #da % BT K N userid ZE0+H R il S HH.
usernamelen
i, username ZHUEHMKE (IFTI) .
initsessionidtype
i, SUEEAERINZEAFS /R InitialSessionAuthid Z50E — > i 18 & B AR
iR, It API WaR[E FAEZ — (GXEE(EETE db2secPluginh H15E X)) :
e DB2SEC_ID_TYPE_AUTHID (0)



e DB2SEC_ID_TYPE_ROLE (1)

errormsg
i, fEm AR ECR ASCIT 51 B 74 B bk i35 41, S AT
db2secGetAuthIDs API AJ§L, stk [l i iRy .

errormsglen
fth. 4810 — TR errormsg SRR SR B FAF B RIE (RIF1IH)
R 54T

db2secGetDefaultLoginContext API - FXEUHLEE R LT
B E 5 R s BN SCHSCIRI I P, )il nd, B R Balds E P isiR (1)
Bl EAEATR AN, SUCE ST ARMEAL) MRS T DB2 4 A DB2 %
BARIR, I APL 5251 [R] I 3% [B] FZ AR TR A P ARA.

APl FEREMIEE

SQL_API_RC ( SQL_API_FN xdb2secGetDefaultLoginContext)

( char authid[DB2SEC_MAX_AUTHID LENGTH],
db2int32 xauthidlen,
char userid[DB2SEC_MAX_USERID_LENGTH],
db2int32 xuseridlen,
db2int32 useridtype,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char **@rrormsg,
db2int32 xerrormsglen );

db2secGetDefaultLoginContext APl £#f

authid i}, ROR[EEZABRREISE, R B HELARF G DB2 HAWRIRAY dr 45 S,
WL A2 B P AT BT R A9 3R 1R,
authidlen

fit. authid ZHUERKE (RIFHIH) |
userid firtti, JiR o] 5 AR BE B S B SURSRIBCHY P AR IR S AL

useridlen
ik, userid Z2HEMEMEKE (KIFTI) .
useridtype

fA. PRIRTEE RIS PRI A BN P FRR, (R Windows b, H
FAESE R P HRIN, fE UNIX Al Linux b, Q0URN AR uid PR SR
Tzt RE 0 P BARIROR TR, 8 252 P AR IR 5 &R P As IR A DU TR,
userid ZHCAA THIHARE (EMTZAE db2secPluginh H15E LAY )
DB2SEC_PLUGIN_REAL_USER_NAME

TR E 1YL 52 H PRI,
DB2SEC_PLUGIN_EFFECTIVE_USER_NAME

fo/RAEE YA RN PRI,
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iEr LR O S R] RE AN DX A S AR IR AR AR R, R
&, A UNIX 8 Linux By k@7 DB2 EAWRIR A 1
A DL 22 22 A 2 G

usernamespace

. AR A AR T,

usernamesp309|en
i, usernamespace ZEUEMKE (DIFHit) . T4/ usernamespacetype
SRV E N DB2SEC_NAMESPACE_SAM_COMPATIBLE ( S /& 7E
db2secPlugin.h H17E SCHY ) X — bR,  BREY B SRR 15 5770,

usernamespacetype
W, AR ERAE, HAr, M2 R ARS KR
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X} 258l F domain\myname f{]
MR AR |

dbname
BN, BB R A EE PR AR (CAn SRR B A R SR A A
M) . T AR AR E s SL &R, LS50k E A NULL,

dbnamelen
. dbname SEHMKE (DIF1IT) .

token i, Xt — N8 ] A O 0 FC A B B AR AT, T AR T RE SR R4S 14
i e S IET ], WA T RE AL B s A AR A 1. A 1 45 AL Fh A 1 2
HEWE.

errormsg
B, TR BRAEEE R ASCI AR TH B 547 5 bk i 8 41, W R AT
db2secGetDefaultLoginContext APT A3, #l2sik [m] 45 iR TH .

errormsglen
. fEmE— P HTHER errormsg ZHHRIHE R E PR KE (LIFAIH)
BB 54T

db2secProcessServerPrincipalName API - {8 MARSE 221R [EIRY
AR E AR

218 R e this

db2secProcessServerPrincipalName API 4b ¥ MR 55 25 3% [\ 19 IR 45 F 4K 0%, FF4%
gss_name_t [N HRA% IR 1B X gss_init_sec_context API i Ff{) 31K & 75,

ffi | Kerberos TAIERT, db2secProcessServerPrincipalName API iS4 4P FH¥d 1% H
sk H MR %5 EAAAFR. @H, U] gss_import_name API, @3 b N ZJF,
$iB A gss_release_name APl RFEJ gss_name_t X%, UM gssName ZS%050]
B GSS #F, A4 db2secProcessServerPrincipalName API ¥ 1% [B]
DB2SEC_PLUGIN_OK; R F &4 FR sk, I 2% & I[H
DB2SEC_PLUGIN_BAD_PRINCIPAL_NAME 4% {tf1.

APl FE R EEEE
SQL_API_RC ( SQL_API_FN =db2secProcessServerPrincipalName)

( const char *name,
db2int32 namelen,



gss_name_t xgssName,
char **errormsg,
db2int32 xerrormsglen );

db2secProcessServerPrincipalName APl £#f
name fijA. % GSS_C_NT_USER_NAME #% IR % RN SCAS 28R, ilhn, ser-

vice/host@REALM,
namelen

fA, name ZHMEMIKE (LIt |
gssName

i, 10R A GSS-APL Ptk 2 A0 S ik 95 T AR 2 PR $R4T,
errormsg

Wiy, FE A ECE ASCIL 4 iR 1 B 74T Hf Lk 0 48 41, W R AT
db2secProcessServerPrincipalName API ANRGY), 4 [l b 45150 B,

errormsglen
R, 80— HTHER errormsg SRR RIHRI R FAT B KE (LIFHH)
DRSSO E A

db2secRemapUserid API - E#ikET A AR 02350
& i) DB2 Bidi S BRERUH I AP Krgh 2 i H P iR A aY (ol e Je B ig A H
P AFRASTE] ) B 2 5 A ST A o ) IS S (B AN AR [R] (L.

(S AEE R A T AP ARRRIE ST, DB2 Kol B B A S AE % 7 i UL APLL
RO B L6 PR P AR iR AS By BB B P AR RS, BE APT JERTIERY, ASRE
AEHZEEIF RSN, AR 2L APL

API FER A
SQL_API_RC ( SQL_API_FN =*db2secRemapUserid)
( char userid[DB2SEC_MAX_USERID LENGTH],

db2int32 xuseridlen,
char usernamespace[DB2SEC_MAX USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
char password[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *passwordlen,
char newpasswd[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *newpasswdlen,
const char xdbname,
db2int32 dbnamelen,
char **@rrormsg,
db2int32 xerrormsglen);

db2secRemapUserid APl S#{

userid fi A s i, EHEFBUE AL IR AR RIRE, IR APT &
B A — I P R AU, e R AR TR E T S B AR AR R E AR [R] =
AL WRBA AR ARIRUE, AL APT ARk [ 45 P AR IR (A,

useridlen
A S, userid ZEEMKE (RIFTIH) .
usernamespace

WS L. PSRRI AR R, (i) AT RUECET O e, AR R
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EMASEUE, B2Z&E T B E, B4 DB2 K EAE B AR H A
usernamespace Jfl 7 CLIENT ZERIIAGE, X HAth DA Gk 26 1Y #5 2 Z i
usernamespace 2 #{(,

usernamespacelen
fg A\ S f Y, usernamespace ZEEMEKE (UFWIit) . B THE
usernamespacetype S E R E
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( I { Z7F db2secPlugin.h H15E X
1)) X —mREME, FEHCYFCCF R R RKES 15 75,
usernamespacetype
T A B, IHAUFR A AR S B 2R RUE, BT, ME— 32 SRR AR s (A 2
{42 DB2SEC_NAMESPACE_SAM_COMPATIBLE ( %}/ 25l F domain\
myname [P AR |

password
i AU, ARAE AR, IR AE R U AR, AR A, I
K BT R, MRS IR E T RAE, ABALL APT WAJHRE
R 55 AEA R A E, WCRBCA IR EMAE, B4t APT —EARRER
(B 4yt 2 A (.

passwordien
D, password SEUEMKE (IF5H) .

newpasswd
A B, WRAE AR A, IR AE R BRI, R RS, B4
B A B D,

i XJE DB2 BdE A B B R S LR 5 A (R T R R AR I
28 authentication FJ{H ) ff db2secValidatePassword API f{ newpassword %
BB, R A AR, IEALt APL AAZ0RE 5 1R ] i
B, JFH&EHE DUEARNE BB, R A SR i AL,
ABE APT AR [\ i T 4 D

newpasswdlen

by NS . newpasswd ZEUEMKE (MIF1) |

dbname

B, & PHLELE e A A B R Y AR,
dbnamelen

fi . dbname ZEEHAICE (DIF i) .
errormsg

Bds. AR AR ECR ASCIT B5 R T B AT B Ly e 51, W R AT
db2secRemapUserid API AN, w4k A A R TH A,

errormsglen
fr. 80— HTHER errormsg SRR RIH R E FAT B RIE (LIFAH)
DRSSO R

db2secServerAuthPlugininit - #¥WEWRE=INEGHE
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XtF GSS-API, TEWIIRFLES, 1Z4E M i 57#E gssapi_server_auth_functions &5 )
serverPrincipalName 241 7R 55 25 A0 1R & HR%, FEAE gssapi_server_auth_functions £
i) serverCredHandle — Z#rp 2 ik 55 & @0 FEIE AJ AR, 46 26 i
db2secServerAuthPluginTerm API i ] gss_release_name F1 gss_release_cred X
A APL SRR HE 73 BC 9 T A7 18 3 AR AR AR IR AR B4 9 A7

APl FOEIREMIEE

SQL_API_RC SQL_API_FN db2secServerAuthPluginInit
( db2int32 version,
void *server_fns,
db2secGetConDetails *getConDetails_fn,
db2secLogMessage *1ogMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPlugininit APl &%

version
By A, DB2 BEZE% BIEE 4 A R0 APL MU IA S, db2secPlugin.h
ff) DB2SEC_API_VERSION f{H fu ¢ DB2 #{iff 44 Bl 4% 214 i L £5 (0 APL (1%
BRAS,

server_fns
Wi, WARENT GSS-API Ik, MBAMSEFR/RAE M DB2 Hi A8 Hl ds h
db2secGssapiServerAuthFunctions_<version_number> £5#) ( FR A
gssapi_server_auth_functions_<version_number> ) &4t N AF TR E; a4
TM PR IRI RS NIE, B A SRR DB2 H4E EE AN
db2secUseridPasswordServerAuthFunctions_<version_number> #5#) (75 H
userid_password_server_auth_functions_<version_number> ) & {it f] PN 17 ) 45
. db2secGssapiServerAuthFunctions_<version_number> &5 Hl
db2secUseridPasswordServerAuthFunctions_<version_number> %5 #4747 Il 3 & 48 0]

4 GSS-APL DI A P AR iR 0 DGR A S BERY. APT (948 4T.
server_fns Z B o il 28 B B e O i 1) 55 46 1R © 52 09 RA AR X R B

gssapi_server_auth_functions_<version_number> &5 # 135 41 .
gssapi_server_auth_functions_<version_number> ey AT
userid_password_server_auth_functions_<version_number> 54K 55 — /> S B0k AT

WAFE SR APL HIRIA S R DB2 Hodls 7 B 4k,

iE: (Y DB2 WA TS THIFC LA APL AR 74 2 HEAT s ) e L e
i,

TE gssapi_server_auth_functions_<version_number> Bl
userid_password_server_auth_functions_<version_number> 540, [ plugintype
Z 8% E N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI 1, DB2SEC_PLUGIN_TYPE_KERBEROS,
AT AFERS R APL R4S o A (.,

getConDetails_fn
WO, 8l DB2 SZIMAY db2secGetConDetails API [l 354,
db2secServerAuthPluginlnit API W] DL f H A AT AT — 4~ 1IAGE APT H i)
db2secGetConDetails APL, DUIREUS 0 ARG VRN R . X LERIE B
FAEA K G IERA SRR EE VLR E B (i, 71 TCPAP WrEtH) IP
k), S E TR R E I ] fE R S X R AIfE . B, 4
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PRI DI Z ok B e P i ER:, BRABZH P EMNER e 1P bk A ).
S db2secGetConDetails APT & 1] ¥E1,

ISR AR B B s R E B T I T JH A db2secGetConDetails API, A4 T K
iR [F DB2SEC_PLUGIN_NO_CON_DETAILS, & %7 IR E 0,

db2secGetConDetails API B4 I THAN I ASE: — & pConDetails, T &18
m] db2sec_con_details_<version_number> ZEM 545 B — 1S5 E
conDetailsVersion, ©&—TMAS, HTFEREM W4 db2sec_con_details 4
. 4l db2sec_con_detailsl I, HEH K
DB2SEC_CON_DETAILS_VERSION_1; %4{#i H] db2sec_con_details2 B, HfH
% DB2SEC_CON_DETAILS_VERSION_2., #E i A5 &
DB2SEC_CON_DETAILS_VERSION_2,

Mk TR F B, db2sec_con_details %54 (db2sec_con_detailsl =f

db2sec_con_details2 ) K &L TEB:

o AT EE2RFSHUML. WTUTEN TaE& H % E sqlenv.h SCAEHHE]HRY
EMFNFK (SQL_PROTOCOL_*) , IifE BU21E clientProtocol ZEXrPIH T,

e WNX#  clientProtocol K SQL_PROTOCOL_TCPIP &
SQL_PROTOCOL_TCPIP4, 2253 R 5554 A& 21 TCP/IP Hi
HE, M EEEAE clientlPAddress S IE Y.

o BRI ERE R B BIEE TR, TSR EN AR EER, HE
B ZTE dbname Al dbnameLen ZE{rIE 7MY,

o HERAEENKE, BHEYS db2secValidatePassword API [ connection_details
ZHh UL A VEAR (S BEAHR (5 B, (5 B 27E connect_info_bitmap S5
M.

« N4 clientProtocol 24 SQL_PROTOCOL_TCPIP6, FfAUtZ R 5R 54
A HE ) TCPAP Huhik, MAFEJRTE clientP6Address ST, (L
>4 DB2SEC_CON_DETAILS_VERSION 2 i db2secGetConDetails API i
A 23 AE B

logMessage_fn

BN, feinf DB2 HdE A HAR SCHLA db2secLogMessage API Y484,
db2secClientAuthPluginlnit API ]I H db2secLogMessage API ¥ B icskF]
db2diag H&E3CFH, DMESEATIIEZ%, db2secLogMessage API (55—
2R (level ) FRERICRIE db2diag HESCAFHRIZWIEERIIRE, )54
SE MR BT K, dbesecLogMessage AP [J5 — NS HHA
THERME CEMTELE db2secPlugin.h Hi7E L[ :
DB2SEC_LOG_NONE (0)

ANidsg
DB2SEC_LOG_CRITICAL (1)

e 55 4 & HE A 1R

DB2SEC_LOG_ERROR (2)
KR
DB2SEC_LOG_WARNING (3)

He
=

I



DB2SEC_LOG_INFO (4)
2%

1224 db2secLogMessage API [i{“level” &t i {H /N T 80 %5 T 80k 5 L g il B =
£ diaglevel M, db2diag H &5 3CfFH A 2 HILTH B SUA.

fitn, wiRff A DB2SEC_LOG_INFO fH, AN 48 e B & i B 24
diaglevel % &N 4 W}, db2diag H & CMrRA 2 HELH B SO,

errormsg
Wy, AR ERAE R ECR ASCIT B iR TH B AT B b 8 41, W R AT
db2secServerAuthPluginlnit APT ANRGY), 2R [ bb s iR H E.

errormsglen
. fem—HTHER errormsg S RYES R E FAT R KIE (IFHH)
BB R 4T

db2secServerAuthPluginTerm API - ERRES|INEBHEHZRIR
db2secServerAuthPluginTerm API Rl iR 55 w5 A TE A7 248 i FH i 5 .
DB2 K4l 4 P A W AR EN 3R 5528 UGG 2F 2 AR I APL B 3% DL R —Fh 7 k52
WE: ERIERE BRI A AR, lan, RS B AR N AR, K
AL F 4T FRAR S SO, e P& 0 12, 476 14 1 5T MR B2 X 4 % 0 D 6 R i 5 26 9%
. TEAEAT Windows V-5 EERA TR I APL
APl FOEIBEEMIEE

SQL_API_RC ( SQL_API_FN *db2secServerAuthPluginTerm)

( char *%Xerrormsg,
db2int32 *errormsglen );

db2secServerAuthPluginTerm APl $#{

errormsg
. FRM AR ASCIL #5iR 1 B 74T B bk 38 41, R AT
db2secServerAuthPluginTerm API A&, ik 4si [A] A 35 1 .

errormsglen
fi. fem— A HTHER errormsg SR RYEE DRI E FAT R RIE (LIFAH)
DRSS OE R

db2secValidatePassword APl - I§jFZ45
Pt — PPTE B P HE AR BRI BT P An TR 3 A X IE B .

i TER P umisATI APL I, Bl T CONNECT &/ i P B Rk 4T APT AL
%, {24 authentication fit &S 4% & & CLIENT B} A SAER P umii it APILL

FEMR 55 e dimiatT ot APL I, K6 sSSP A & R AORIZ 4T APT TS,

AR TR EARF IR (0, 76 UNIX _ESEATRGGIRGEVIN ) , AR AMH 4 S # 1Y
%18 LRI,

IR B AR, B4t API R [A{H DB2SEC_PLUGIN_OK ( FE/RMY)) ; e
ihTesk, Aast APL WAGR [ 4512 AAY (#1U1 DB2SEC_PLUGIN_BADPWD) |,
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APl Fn¥iREIEE
SQL_API_RC ( SQL_API_FN
(

*db2secValidatePassword)
const char =*userid,
db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,

const char *newpasswd,
db2int32 newpasswdlen,
const char *dbname,
db2int32 dbnamelen,
db2Uint32 connection_details,
void *xtoken,

char **errormsg,
db2int32 *errormsglen );

db2secValidatePassword APl %]
userid i A. EIFH B AP ARIE,

useridlen

fA. userid ZHMEMKE (KIFHi) .

usernamespace

. MR AR IR A AR T,

usernamespacelen
ﬁ%/\o usernamespace

usernamespacetype

WA, AFREs SR,

ZHMEMKE (DFHi) .

db2secPlugin.h HE L)

+ DB2SEC_NAMESPACE_SAM_COMPATIBLE Xf[ T — ke 26T domain\

myname [ 4
e DB2SEC_NAMES

PACE_USER_PRINCIPAL X} F — kX EMT

myname @domain.ibm.com f{ Ffj ' 44

B, DB2 %) R4 DB2SEC_NAMESPACE_SAM_COMPATIBLE
SR ENE

. HoR4EM A,

XHy) .
password
FA. FERAEM Y,

passwordlen

Fril W}, usernamespacetype
DB2SEC_USER_NAMESPACE_UNDEFINED ( M8 /&7F db2secPlugin.h H7E

A, password ZEEMKE (DI .

newpasswd

WA, —FER (IREESUER) . IR R E U, A28k
4 NULL, QURSHORA NULL, B4t APL 7EKFIH 269 0 S B g 2
RS AEIH RS, B APT AJRARARSE UE BUERSAYIR, B URR5E Mt

K, A2 S ED R R fE

DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED Tfij A& i [H %565,
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newpasswdlen
A, newpasswd ZEEMIKE (LIFI5i) |

dbname
A, EEEBNEIEEN AR, APL ] LIZ0 dbname 2%, WREHAMR
il P ) 28 s R s, AR 4 B R RLaR [ (E
DB2SEC_PLUGIN_CONNECTIONREFUSED; Il 5% 86 fi] f % H A5 5 508
4, WZHE LIS NULL,

dbnamelen
HiA. dboname ZHUAMKSE (RIFAIT) . W} dbname 2%k NULL, A4
WSHEE N 0,
connection_details
A, XE—A 32 iS5, CYArfE S 3 AR T E B
o A B — 08 P FRR TS db2secGetDefaultLoginContext API H i ikt
B, ERETEE I D Y.
o MM AR R EEREAERE (I HCHRERLERE (IPC) MiE#E
X PERREEH Y db2nodes. cfg HAYH AR — N1 S TSRS ) iE ST
PRI (Gl M SRS ) . X APL BRI ER — VLA ERY%
FIULRES T TRt v DIERE S DB2 454, BT HEETERIEREN
fAA P PRIR R A, PR SR TR — AILES B P AL SR AT A
Bemo ety (R A BAEERRED .
o B = AT DB2 Al R B L MR 95 48 il A2 2 i i . AP
Pl E7E db2secPlugin.h HgE SLAY:
« DB2SEC_USERID_FROM_0S (0x00000001) f&71 A S AniH & MFRAE R 45 Fh 3B,
M AsEfE CONNECT 35 /4) I i 045 5@ 1.
* DB2SEC_CONNECTION_ISLOCAL (0x00000002) #&7m7sithi% 2,
* DB2SEC_VALIDATING ON_SERVER SIDE (0x0000004) %57~ DB2 i %% Fi g
JE MR 5 s imd v R RO APL DSBS IEZE A, R & T qE, A
DB2 il A8 B H IR 55 2 o EAT AL, 00, BB N P i AT .
XFFEaCAIE, DB2 Bdli A RS0 IR 1T hye S Ve BN AN AT AR ) B i
Wk, (HJE, dAF IR & E T DA BN i AT R DGR, X G O T Kk (A
DB2SEC_PLUGIN_BADPASSWORD 45i%,
token i A, FEMIEE LT S BAR RS AR ATER IR, AT DUR R R A
SRAEBA G APL W, TTRIEAN AP f33% db2secGetAuthIDs API Fil
db2secGetGroupsForUser API,

errormsg

Wi, IR BB ASCIT 25 U580H B 74T B bk g 38 &0, R AT
db2secValidatePassword API A ¥y, #h2sik [F AR TE E..

errormsglen
fi. fm— A HTHER errormsg AR RYEETRIH B FAT R KL (LIFAH)
DRSO EEa

GSS-API TMEFEFRILFE APl FIEX
DU DB2 44 PHH LT GSS-APL 5 1%,
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ZHEER) APL EAE TN KB L EMERES N HEFHE#ZORA 2 (IETF
RFEC2743) FI2Kjg@ 4IRS API i 2: C #8# (IETF RFC2744) . JESLPIET
GSS-API Wi 2 7, MAE T ffiX S i,

7 38. GSS-API AL 1F 7509 APL FlliE X

B ik

% P13 API gss_init_sec_context B ARGy AR Pk Jm sh 24 B 3C

I 45 g3t API gss_accept_sec_context ez th R UYL F Ja 3y %4 B 3,

I 55 253k API gss_display_name He A BB AR 2 A PR A SOAR,

Adt API gss_delete sec_context TR B LY 224 B R 3L,

A4k API gss_display_status RIS GSS-APL ARAHD AR IR Y SCA B 1T .

At API gss_release_buffer T 22 X

A3 APL gss_release_cred B GSS-APL EIEAR IR A A< H K 25 44

A4k APL gss_release_name T8 PR A 2 24 5.

Wt Y SE L GSS_C_DELEG_FLAG THERIZAL,

W Y SE X GSS_C_EMPTY_BUFFER 5% gss_buffer_desc A& LM 5dE,

Wit Y 5E L GSS_C_GSS_CODE 8/ GSS FIELRAEM.

WENE X GSS_C_INDEFINITE FRARHLHIAS SR £ SCE .

W 1 E L GSS_C_MECH_CODE f87R GSS RERAERY,

ENE X GSS_C_MUTUAL_FLAG R T A EINE,

WVEE X GSS_C_NO_BUFFER FoR gss_buffer_t ZERIFARFRIARLN gss_buffer_desc
gy,

WFEHIE L GSS_C_NO_CHANNEL_BINDINGS BAE S fREE.

DER Y GSS_C_NO_CONTEXT Fon gss_ctx_id_t AFRIFRIG AT B

Wh 1 5 L GSS_C_NO_CREDENTIAL F7n gss_cred_id_t AL A A R UL AR,

Do i X GSS_C_NO_NAME FIn gss_name_t AFE ISR AR N ARAA PR,

W XL GSS_C_NO_0ID o FH R A DA TEATL A,

WY E L GSS_C_NULL_O0ID_SET il FHBRAE B,

TR E S GSS_S_COMPLETE I SE L APL

WA SE L GSS_S_CONTINUE_NEEDED RGEWACER, U PRI A 3 1 17 25 4> R P I
API,

GSS-API J\IEfEHRIBR I
T & GSS-APL DA UE S (4R 7778 Y BR 1 19 51 26
o MRZMRUE R EE e ELE, R, AFFAE OID VEE 4RI,
« gss_init_sec_context() HiFKMME— GSS MRFIEH ELINUEFIZAL, DB2 ¥l &
EHE G LR TR DMEEAL,  E A 12 58 5 A B 1
o (R THEA B SCE],
* AR¥ gss_delete_sec_context() WYL T XHRCAE FALLIE RIRSF 2, LZIRR,
© REFFEA.
© REFREIEE.
o WERWIRSEIESI M, T2 DB2 Kl AR B AR S B SR EATHEAT R
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+ GSS-API #IJEMiE, HIffi gss_init_sec_context() =i gss_accept_sec_context()
R, AR — BRE AR ] —MRIC LR R B RZ. (H)2, BT/ DRDA JRfR M,
I, 1224 gss_init_sec_context() R HAEE I AL BUARICHT, DB2 %ufla
EHSA S RIERIC.
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£ 9 B HitZEILRME
W F o R R, A AT A4 o R,
AR — AL,

Ziea g — IR BoRFEAR R AR, —RER—17, R I ERIUF S
IRUHR AR i 5 ZOULE S 5 S 114 i s WL A [

E

Lo RIEHF TSR E, HAER ORI 7B A, R TBRPBAE, B4
FERTH 4 i o A R 12T B
2. HEEEFE (N viE) DUE R ASCI AR AE M AL, (HOR, TESFIR

HOCE, X B RO — AU, RO (.

HITiD R R R

TR T X T EFE O R R 5 2,
SECMAINT 1,

# 39, BT HLEATH T ICRT R KA

TEET LA, CHECKING, OBJMAINT Fi

REEE]

CHECKING =14

OBJMAINT =14

SECMAINT =14

ACCESS_RULE

X

ALIAS

ALL

AUDIT_POLICY

BUFFERPOOL

K| X

o

CHECK_CONSTRAINT

o

DATABASE

DATA TYPE

EVENT_MONITOR

e

FOREIGN_KEY

FUNCTION

FUNCTION MAPPING

GLOBAL_VARIABLE

HISTOGRAM TEMPLATE

INDEX

XXX

INDEX EXTENSION

R R R R A e R e R R R e

INSTANCE

o

JAR_FILE

METHOD_BODY

MODULE

>

NICKNAME

NODEGROUP

X K | <

X R > R R

© Copyright IBM Corp. 1993, 2012
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K 39. BT HITHFRF LRI R R (2E)

FRAER CHECKING =4 OBJMAINT =14 SECMAINT =4

NONE X X X

OPTIMIZATION PROFILE

X
PACKAGE X X X
PACKAGE CACHE X

PRIMARY_KEY

o

REOPT_VALUES

o

ROLE

o

SCHEMA X

>

SECURITY LABEL

SECURITY LABEL COMPONENT

SECURITY POLICY

SEQUENCE

SERVER

SERVER OPTION

SERVICE CLASS

STORED_PROCEDURE

SUMMARY TABLES

TABLE

X R R X

TABLESPACE

L R S R R R R R R

THRESHOLD

TRIGGER

TRUSTED CONTEXT

ke

TYPE MAPPING

o

TYPE&TRANSFORM

ke

UNIQUE_CONSTRAINT

USER MAPPING

VIEW

WORK ACTION SET

WORK CLASS SET

WORKLOAD

WRAPPER

R AR e R e e A R e A e R R e R R R e A R R e A R R R A e A R A e A R R e A R A o R e

A R A R R e

XSR Xf4

AUDIT EHMEITHERTE
THEE/RT AUDIT FHMHHE TG,

FEA LR

timestamp=2007-04-10-08.29.52.000001;
category=AUDIT;

audit event=START;

event correlator=0;
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event status=0;
userid=newton;
authid=NEWTON;

application id=+«LOCAL_APPLICATION;
application name=db2audit.exe;

7 40. AUDIT F{FH)# it iCw8A1 )

B B ik
1) CHAR(26) BIVE SR H AT ],
25 CHAR(8) BRI R, T RE A (E B
AUDIT
WA VARCHAR(32) e E g,
HRATREAE M FIER, TES W5 257 TRy r #HSE{F 0 AUDIT 255
T,
FAR T INTEGER IETER VAR A AT AR, AT AR IR LE R T 5 5 S A F AR
xK.
FRES INTEGER FIFHEMAIRA, |1 SQLCODE #JR,
WU EE > =0
R < 0
TP #RIR VARCHAR(1024) BT SR AR 0 PRI,
BARIA VARCHAR(128) BT SR A R,
B 2 A4 R CHAR(8) I HAE T SR B R A AR, QR E R S AU S, A
=R
JE AR S SMALLINT BV SRR AR TR Y RS
PR A SMALLINT PRI P35 SR
2 AR FFARIR VARCHAR(255) BIVE SR R A I IEAEAE A N R pR i,
IS IR P 44 VARCHAR(1024) BV SR AR I IEAEAE A Y AR #4475,
(GRS VARCHAR(128) BIVE SR R A I IR AR AR P A X,
A 245 VARCHAR(128) BVF SR AR I IEAEAE AR 7 L A A4 7K.
By SMALLINT ATV R R A I IEAE (R G R 1 5,
7 B A VARCHAR(64) BTG R AR I IEAEAE AR 7 R A AR AR,
A 55 ARIR VARCHAR(10) FOR | #it 5 fF & A IEAEME FI R A S5 55 bRl X2 AE b 555 H &5 — &0
BIT DATA fi] SQLU_TID &5#4,
EITE S in VARCHAR(30) FOR |® T8 F & AN IEFEME HH 2 RmE S5 inil. XEERHESHE 550
BIT DATA 1] SQLP_GXID &4 (14 7B,
U ARIR VARCHAR(255) Bt & 42 CURRENT CLIENT USERID % 27 (£ 24 By H.
L AR, A FR VARCHAR(255) B S & £ CURRENT CLIENT_WRKSTNNAME % H %577 % [
fH.
Z LN TEF &7 | VARCHAR(255) 1S4 % 4T CURRENT CLIENT_APPLNAME % 27 47 21 1H.
& P HIC K AT B VARCHAR(255) HFF & 4T CURRENT CLIENT_ACCTNG % 2577 #s (.,
LIRS &4 VARCHAR(128) S AMEE R ] 5 B R SR A4 FR.
BEEAFAEZRR INTEGER A RE Y08 B0 4

IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
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76 40. AUDIT HFRHiFIER—A R (55)

AR

%3

iR

MR MG

VARCHAR(128)

M 1 AT R AR I .

LS

VARCHAR(128)

SR A4 FR.

PSRN it

CHAR(1)

LR SO SR R I 25, nT B A AL A
« N = B

+ S = MQT

« T = 3£ (JBER)

* i = BAWRA

+ g= MR

* x = Aff LR

« BA = BdEE

PSS DI TSt

CHAR(1)

SHTE RS SR A 2R, QR SR 2 (BARIR) , TR
2] REFH (45

« U= HFr

- G=4

* R = fiifa

M SR R 4

VARCHAR(128)

5 T SRS G F X G2 9 44 7K.

RS QIIE

VARCHAR(128)

5TV S IR R AR 4, TR SR ST G A AR R AR
BRI S, HBAER N NULL.

HHRZ

CHAR(1)

B NEH AUDIT 2E5IRIRA. FTRERY(H 45
B - W

* F - R

* N- T

© S - M

CHAR(1)

HiTHmsH CHECKING K AIRPIRAS. ATREM (H [ 4:
* B - W
« F - KK
e N- %
* S -

ETFCRES

CHAR(1)

HE Mt CONTEXT JHIMIRAS, A REAY (45
B - HH
« F - R
* N- T
* S -

PATIRZS

CHAR(1)

BTN EXECUTE 285 MIRZS. T REM(H (45
* B - Hi#H
F - R
* N- T
S - W
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# 40. AUDIT F(FRyfitidfAJq (4£)

B &3 ik

il B AT CHAR(1) #iT#m EXECUTE 2650 WITH DATA G0, #] REA)(H (45
<Y - ER

© N - Al AR

Objmaint R CHAR(1) FIT R OBIMAINT 28 5IARAS, AT AE (8 (L 45:

* B-WH

* F- R

¢« N - 7le

* S -

Secmaint K75 CHAR(1) HIT A SECMAINT K 5IRAE. HS M “HIHREFEB LT T
REMY{E.

Sysadmin R CHAR(1) HiF At SYSADMIN ZEHIAIRA, Al AERY(H (45

* B - W&

* F- R

* N- I

© S - R

Validate R CHAR(1) FHITHMsh VALIDATE 28500 RA, 7T REA(H A0 4:

* B - W

« F- R

¢« N - jﬁ

* S -

H iR CHAR(S) H A AR, FTRERY(E S AUDIT #1 NORMAL,
B g1z VARCHAR(1024) db2audit configure fir % iiHe e MG s a T H &1 B 12,
TR AR VARCHAR(1024) db2audit configure #7445 E R E ITRIHI H R ERER

CHECKING EH4M=HEITIEEHE
TEE/RT CHECKING FHAMH 1110 5645 2,

FEAH O R

timestamp=1998-06-24-08.42.11.622984;
category=CHECKING;

audit event=CHECKING_OBJECT;

event correlator=2;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SYSSH200;

package section=0;

object schema=GSTAGER;

object name=NONE;

object type=REOPT_VALUES;

access approval reason=DBADM;

access attempted=STORE;
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#41. CHECKING F{FRyH vl i0 747 Ja

B B3 iR

IRRCTEE 47 CHAR(26) BTSRRI ],

eSSl CHAR(8) FOF RS0, TR A 15

CHECKING

CiRgE X VARCHAR(32) R I TS,
HIRFREME DI, WS M5 257 IR 1 #itgiff 1 o CHECKING
B

AR T INTEGER IETER VT AR AR AR, AT AR IRIR Lt 5 5 A F AR
x.

E LRI INTEGER B SFRRZS, B SQLCODE #£IR, Hr

WU FEE > =0
KM FE < 0

B AR CHAR(8) HHA T FAFR AR R AR, MR BRSO A, A
=R

PR VARCHAR(1024) BV RAE # RR IR,

BRI VARCHAR(128) BT & A B B B BRI,

AT S SMALLINT FIVE A R AR AR 05 S

PRRRE Y A SMALLINT PRI 1Y RO

[ R AR iR VARCHAR(255) BV SRR AR I IEAEE Y B AR AR ik,

J7 AR Fr 24 7R VARCHAR(1024) HOF G R A I A A B AR 7 4.

TP s VARCHAR(128) BV SRR AR IE AR AR 7 R K

A0 R VARCHAR(128) HOE S R A I IETE A RO AR P LAY & 7R,

BFaS SMALLINT BV SRR AR EAE A R T b i 15 5.

X g VARCHAR(128) R AR U SR X 4 L

4 4 VARCHAR(128) SR LA B T S B G Y R

e S VARCHAR(32) N HA VSRR SRR, ATREME RS BORTERR N 1
THCRXTR R 0 /Y F 8 ALY,

T [ 4 S R CHAR(18) Fe7R B R HEHE VT R B SR, AT REAE s oRAEds
r [ REMY CHECKING 7 [ E S R 1 51028 o (1) 3= A pry I e

XA ) CHAR(18) fE ST 2R, ATRER RS WORTEARE R 1 AT REMY
CHECKING Jjj[n] 221 2RV 4138 0 4 32 e A IR S,

By @A VARCHAR (64) TV P A B A O PR P R O R A

KA 2 AP VARCHAR(128) BRI G AR BB AR ORI, KA AR IR,
i, ERLIjE TRANSFER OWNERSHIP &4 H i) B A #&.
Myt F oy SWITCH_USER R}, M5B #m tiit 2 iR AUR I,

%S LE SNl VARCHAR(10) FOR | # it {F & AN EAEGE R A S 5 hriH, X RAE NS5 H & —#5

BIT DATA i SQLU_TID %544,
EALES 2 TV VARCHAR(30) FOR | #it S fF & LN EAEME A2 /9 5 inil, XEE RN $ 5 HE— &0
BIT DATA fi1 SQLP_GXID & e i i 5 Bt .
AL P AR VARCHAR(255) B F & AT CURRENT CLIENT USERID % FH 27 /7 #8i01E.
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Z41. CHECKING FHFHHitic#7 7 (£)

B & iR

K PHLT AR 25K VARCHAR(255) BV FE & ERF CURRENT CLIENT_WRKSTNNAME % J| 25 77 g (1)
{H.

%L MFEF &% | VARCHAR(255) B EE A &4 CURRENT CLIENT_APPLNAME % J] 2 17 £5 i {5,

& PG AT VARCHAR(255) FvFF 4 & 4R CURRENT CLIENT_ACCTNG % I fE#R Y.

CIECE S &2 VARCHAR(128) SRR B ] A BT SC ) &R,

EEGEEY INTEGER FJRE (Y 8 f 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

AR I F1 2 VARCHAR(128) W W F AR A,

CHECKING i ot &R E

PUFFIF R T H[fERY CHECKING 1 [n]4it i 5 A,

WHERE, HItEXTRE T2 un A HERE, #lin: access approval
reason=DATAACCESS,ACCESSCTRL;, 4777EZ NI HLHE R By, P s A C F
B A AL BR AR AL, A R I % I 23 ] A B2 ARG
0x0000000000000001 ACCESS DENIED

AAHEVTR]; BYIHUE, 4 T V),
0x0000000000000002 SYSADM

CHtMEDTIH); N RS H S 2 SYSADM R,
0x0000000000000004 SYSCTRL

St HETTIR; 1z RSP s A EA SYSCTRL #UFR.
0x0000000000000008 SYSMAINT

CHLHEIN; N ARFS A BA SYSMAINT (R,
0x0000000000000010 DBADM

CHHEIE]; N AR P A B DBADM AR,
0x0000000000000020 DATABASE

CHEHEDTIH); 128 AR s B 2 8 e ) S U AL
0x0000000000000040 OBJECT

EHEHETTIE]; 128 AR P sl P 5 1200 42 s 2 g A AL
0x0000000000000080 DEFINER

CHEHEDTIH); 1% AR Pl 20 4 sl T RE Y 8 3
0x0000000000000100 OWNER

CHEHEDTIN); 1% AR e s P R 4 sl I RE R AT
0x0000000000000200 CONTROL

EHEDTIN]; 1% R U P Z A 2 i 5 CONTROL 454U,

0x0000000000000400 BIND
CHEAEDT IR, %R FRR Py sl P X2 Ry 0 A 90 AL
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0x0000000000000800 SYSQUIESCE

CHEHEDTIR);  an SRS ) sl B 2R AL Ty X, B R sl PRl i,
0x0000000000001000 SYSMON

ot HEDIIN; N RS H T B SYSMON (R,
0x0000000000002000 SECADM

Lt HEDTIE); 1z P H B SECADM R,
0x0000000000004000 SETSESSIONUSER

LM, %W R F S ) B4 SETSESSIONUSER AR,
0x0000000000008000 TRUSTED_CONTEXT_MATCH

EEYESTE DB2 RS54 SCHME —ml {5 BN ey g T,
0x0000000000010000 TRUSTED_CONTEXT_USE

L v 7 1] DU F AT 5 1R 3,
0x0000000000020000 SQLADM

CHtEm; %W AR TS HS EH SQLADM FUFR.
0x0000000000040000 WLMADM

CHtHEDIIN; N AR PSP 2 WLMADM AR,
0x0000000000080000 EXPLAIN

St HET;, 1Y AR P P A EXPLAIN AR,
0x0000000000100000 DATAACCESS

CttHETE; %Y AP P A DATAACCESS AR,

0x0000000000200000 ACCESSCTRL
EAtHEVTI; R AR e A ACCESSSCTRL ALRR.

CHECKING if|o =it 28!
I T332 08 T RER CHECKING )22t 25

W HIF g2 CHECKING_TRANSFER, Il 5 T T4 J2 L 75 40 4 R AL

0x0000000000000001 CONTROL
LRI B A CONTROL HRAL,

0x0000000000000002 ALTER
IR F /&2 CHECKING_TRANSFER, 542238 o028 ) 4 sk 36 30F & 30 A
ALTER $5HL,

0x0000000000000004 DELETE

IR $ 4 & CHECKING_TRANSFER, JII5 42235 M 6 %) 4 o 33 2 A 4 A
DELETE 44

0x0000000000000008 INDEX
U T H P CHECKING_TRANSFER, AP2 2540l 2 5 | s ga ik 2 5 A
INDEX H5#%.

0x0000000000000010 INSERT
WA A CHECKING_TRANSFER, 225354l A 0 G b sl g ik 2 7
#14A INSERT $#4L.
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0x0000000000000020 SELECT
AR H S 2 CHECKING_TRANSFER, 4 %215 A5 1412 sl 40 ] sl 36 iE 2 75
#14 SELECT F#Al.
0x0000000000000040 UPDATE
TR 2 CHECKING_TRANSFER, 52 2% i B 7% 42 Hb (14 504 sl 3 ik
EGHH UPDATE AL,
0x0000000000000080 REFERENCE
RS 2 CHECKING_TRANSFER, 422875 % 4 2 [6 857 5 | 2
G IE A REFERENCE 4574¢,
0x0000000000000100 CREATE
R A — R,
0x0000000000000200 DROP
SR MR — R4,
0x0000000000000400 CREATEIN
ZRAE 5 — R N A — X4
0x0000000000000800 DROPIN
SR M BRAE 7 — A P AR B A X4,
0x0000000000001000 ALTERIN
S AR B A 55— BN R B R 4.
0x0000000000002000 EXECUTE
WARH TS & CHECKING_TRANSFER, 220780217 R P 5
AEIRE, AR T BIFER R A ((GEH T eR%k) 8ifE{Ef DDL &4 5| i
2, SERIEESIA EXECUTE $7AL,
0x0000000000004000 BIND
SR G0 B — AN T RE T
0x0000000000008000 SET EVENT MONITOR
S B O MR T,
0x0000000000010000 SET CONSTRAINTS
ZR I B — R R LR,
0x0000000000020000 COMMENT ON
A K — LR,
0x0000000000040000 GRANT
SRR — AR R B AR T4 5 — AR,
0x0000000000080000 REVOKE
SR X G B AR TR R A A £,
0x0000000000100000 LOCK
ZORBUE — PRE.
0x0000000000200000 RENAME
ZE M4 — A,
0x0000000000400000 CONNECT
Sl — B
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0x0000000000800000 SYS ZHfIm R

ZAR VS SYS 4 iA.
0x0000000001000000 Access All

ZHMATIER, M EZH AL TRNEHERE ((LHT DBADM/

SYSADM) .,
0x0000000002000000 Drop All

AR MBR Z R4,
0x0000000004000000 LOAD

ZIRTERZZ AP AR,
0x0000000008000000 USE

WA H v F 42 CHECKING_TRANSFER, B4 %18 7F 3% 25 [A] o Al e 38 sl B8 ik

EGPIH USE AL
0x0000000010000000 SET SESSION_USER

2238 $fT SET SESSION_USER &%),
0x0000000020000000 FLUSH

ZA AT FLUSH i),
0x0000000040000000 STORE

223X F EXPLAIN_PREDICATE #H 5 Ji AL 1B 4] i (.
0x0000000400000000 TRANSFER

ZARAEIE — PR,
0x0000000800000000 ALTER_WITH_GRANT

Z IR 2 B A ALTER with GRANT HRL,
0x0000001000000000 DELETE_WITH_GRANT

LR IGIF R 54 DELETE with GRANT 454%,
0x0000002000000000 INDEX_WITH_GRANT

K& EHA INDEX with GRANT F#AL,
0x0000004000000000 INSERT_WITH_GRANT

2R IF 2 5404 INSERT with GRANT 454X,
0x0000008000000000 SELECT_WITH_GRANT

RIS A SELECT with GRANT 4541,
0x0000010000000000 UPDATE_WITH_GRANT

Z IR 2 S UPDATE with GRANT AL,
0x0000020000000000 REFERENCE_WITH_GRANT

LR IGIF & 54 REFERENCE with GRANT $RFL,

0x0000040000000000 USAGE
IR HIF$ 4 & CHECKING _TRANSFER, #2422t f# HJF 5ok XSR %4 ok
FHRIE RSP USAGE FFL,

0x0000080000000000 SET ROLE
FH B A M,

0x0000100000000000 EXPLICIT_TRUSTED_CONNECTION
RN WA WIS
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0x0000200000000000 IMPLICIT_TRUSTED_CONNECTION

Sl ST R Al 5 1
0x0000400000000000 READ

Sk A R AR
0x0000800000000000 WRITE

ZIMBAR R,
0x0001000000000000 SWITCH_USER

S e AT E 4 E U1 P AR IR,
0x0002000000000000 AUDIT_USING

SR AT SR 5 — R R OCHK,
0x0004000000000000 AUDIT_REPLACE

S — DR GO B SR
0x0008000000000000 AUDIT_REMOVE

SRR E S — DRZICHRAY BT S
0x0010000000000000 AUDIT_ARCHIVE

Sl AR HE H AR,
0x0020000000000000 AUDIT_EXTRACT

Sl AT H R,
0x0040000000000000 AUDIT_LIST_LOGS

Z R H K.
0x0080000000000000 IGNORE_TRIGGERS

S 2 5 BB T X G A DG TR Y fl 2 2%
0x0100000000000000 PREPARE

SAX ¥ SQL 154, I HH PRI L7 B0 S 450U DATAACCESS

FRR.

0x0200000000000000 DESCRIBE
FARHRE R, I BRI BTG R S AU S DATAACCESS R,

OBJMAINT E4MEITERGRE
TERE/RT OBIMAINT /41 H 110 5844 2L,

FEAH O R

timestamp=1998-06-24-08.42.41.957524;
category=0BJMAINT;

audit event=CREATE_OBJECT;

event correlator=3;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;
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package section=0;
object schema=B0SS;
object name=AUDIT;
object type=TABLE;

# 42. OBJMAINT F{FHYHT 107 A o

B B Ei::puy
s (] 0 CHAR(26) VTG H AR ],
25 CHAR(8) BRI H). AT RE Y E 4
OBIMAINT
Wit VARCHAR(32) e I AT S0,
BT FIF, WHSE 257 T 1 #iH34 F OBIMAINT
EiOR: 7
HAFHLH T INTEGER TEAEH I EAE AR SCAR I, AT SRR IR LE B 0 3% 5 B A~ S A
*.
L LRI INTEGER FIF SRR, i SQLCODE #k, Hrp
B FAE > =0
KM EM < 0
Wl e 44 % CHAR(8) AR BT SR B R AR, IR TR LB R H S, B4
NEH.
M FHRiR VARCHAR(1024) B S R A P AR,
BRHRIR VARCHAR(128) B SRR A AR,
JE IR RS SMALLINT BTG R A BT
PR 1Y RS SMALLINT PR T Y R R
R AR AR IR VARCHAR(255) FVE SR A I IEAEAE A Y PR hR ik,
SRS A VARCHAR(1024) BV SRR AR EAE G I YRR 44.
FEIF A= VARCHAR(128) VT A I TEAE R P B A A =,
A 447 VARCHAR(256) FVE AR AR I IEAE AR P B Y 44 .,
B SMALLINT BV SR RAE EAEAE AR 7 P A 5,
X g VARCHAR(128) S LA T S B S L
X% 4 VARCHAR(128) O HAE B VTS X S 1 44 PR,
X5 A VARCHAR(32) N HAE TSR X R, WREME S RORTERREY 1
VO G260 0 [ 3 880 AR L (.,
FEFF B A VARCHAR(64) BV SRR I IE AR AR 7 R ARAS.
ARG AR VARCHAR(128) ARG A FR (WX A E TABLE Jf Hi%3R 5% 4 SR A OCHK

i)
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# 42. OBIMAINT FAFRHTICRA G (4E)

B &3 ik
AR B VARCHAR(32) i 3 BUB BRAE
A HE A (A 4
+ ADD_PROTECTED_COLUMN
+ ADD_COLUMN_PROTECTION
+ DROP_COLUMN_PROTECTION
+ ADD_ROW_PROTECTION
+ ADD_SECURITY_POLICY
+ ADD_ELEMENT
+ ADD COMPONENT
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
+ RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
TIN5 2 VARCHAR(128) MR A#IEE ADD_COLUMN_PROTECTION
DROP_COLUMN_PROTECTION, Hf 41X 4 32 S0 i 51 45
R s VARCHAR(128) PRAPT) 227 B PR 2 I 2 n 5
BT 4 VARCHAR(128) BE RIPTH L 2R 5 5 4,
A5 4t 2 55 H iR VARCHAR(10) FOR | #it S fF &AM IEAEME AR A S 55 briH, X EAE N 555 H &5 — &0
BIT DATA fl) SQLU_TID Z5#4,
EALE S g iy VARCHAR(30) FOR |H T8 F& AN IETEME B 2R3 S5 inil, X ERS 5 HE -0
BIT DATA f1 SQLP_GXID £t rf it i 5 B¢
AL AR VARCHAR(255) FHH &4 CURRENT CLIENT USERID % JH27 /743 (14 fH.
L AR B FR VARCHAR(255) B S & £} CURRENT CLIENT_WRKSTNNAME % F 7577 #% (1
fH.
BN HFEF 48R | VARCHAR(255) Wit H & 4R CURRENT CLIENT _APPLNAME & JT 25 7 4% (4.
& P HICIK A R VARCHAR(255) FIF G K4 CURRENT CLIENT_ACCTNG % H#F A7 1.
CIRCHEs & VARCHAR(128) SR KN o SR Y
HRE IR INTEGER Al AEAY{E 4% IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR F1 VARCHAR(128) I RIE ORI A .
X Z R VARCHAR(128) Xof G i i AR R B 24 .

SECMAINT E4MHEIHEERE
THEE/RT SECMAINT HIFRHEITEFHR,

HEAR LR

timestamp=1998-06-24-11.57.45.188101;

category=SECMAINT;
audit event=GRANT;
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event correlator=4;

event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.boss.980624155728;
application name=db2bp;
package schema=NULLID;
package name=SQLC28A1;

package section=0;
object schema=B0SS;

object name=T1;

object type=TABLE;

grantor=B0SS;
grantee=WORKER;

grantee type=USER;
privilege=SELECT;

# 43. SECMAINT FH{FHYH i iC R A oy

B B iR
fiof [E] i CHAR(26) HOF SRR H R A,
gl CHAR(8) WA, AT RE M 45
SECMAINT
A VARCHAR(32) FEE HH LA
HXRAREME MR, HSHE 257 IR« #HiHSF 1 1 SECMAINT
AR,
AT INTEGER TEAES VIR A SEAR IR, AT SRR IR EE B 10 53¢ 5 B A~ S A
*.
E IS INS INTEGER FiFEFRIRE, B SQLCODE #/i, Hrh
W EMS > =0
R EM <0
Kl e 44 % CHAR(8) A LT SRR P AR, SR e RO TS, IR A
NEH.
iPRRA VARCHAR(1024) H S & AR PRI,
BARIR VARCHAR(128) IR R A A AR,
JE IR T T SMALLINT FF SR AN TR Y 55,
PR A SMALLINT PRI 1Y AR R
B R PP AR iR VARCHAR(255) HOE SR AR R EAE G T TR AR IR,
I FHRE ¥ 2495 VARCHAR(1024) VTR A I LA 1 AR 44,
7 R VARCHAR(128) SR AR B AR AR P (i A,
AR 44 7R VARCHAR(128) VTR A I TEAE R P B 1 44 .
BREis SMALLINT B PR R A IEAE R e g 155
XA VARCHAR(128) S HAE B S X S R

U AT KT B ACCESS_RULE,  HP4 It 5 BE A 55 L e Bk 11
LA A, U SFRAFETE X R 477 B,

MR 5 E RSBl SECURITY_LABEL, JF2MFREME &6%4%
S22 R HFR. LRSI AR N 247 B,
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# 43. SECMAINT FAFRGHCEA G (4E)

AR %3 132
R4 VARCHAR(128) O H A R T SRR R A 255K

MR AR T ST — IR, R a Rk
» ADD_DEFAULT_ROLE

+ DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

+ ADD_USER

» DROP_USER

+ ALTER_USER_ADD_ROLE

* ALTER_USER_DROP_ROLE

+ ALTER_USER_AUTHENTICATION

WA M 5 B ACCESS_RULE,  HB A4S FB & MK 278, 5
LI X B Y 22 2 SRS A4 A7 b A 3 A 0 B

TSN} % 2 By Sy SECURITY_LABEL, HR4 M FEL & % k21
B, TR T 10T (1 ARG S F B,

X R AH VARCHAR(32) A RS G2, TRER RS WoRTErREl 1
THEFX G2 5 ) R IR LA,
YRS T AL — I, {5 ROLE:
+ ADD_DEFAULT_ROLE

+ DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

* ADD_USER

+ DROP_USER
 ALTER_USER_ADD_ROLE

+ ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

B VARCHAR(128) A AR (Y B2 A3 BB AR,

P pE VARCHAR(128) BT SRR BB BR BB A iR,

Y FA T AL — T, R Al {E R3O 4
*+ ADD_DEFAULT_ROLE

+ DROP_DEFAULT_ROLE

* ALTER_DEFAULT_ROLE

+ ADD_USER 5, DROP_USER

+ ALTER_USER_ADD_ROLE

+ ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION
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#K 43. SECMAINT HA{FRYH i iCRAT 6 (4E)

AR

%3

iR

ey E-ESit

VARCHAR(32)

BT B AR A S, 4 S A R IR — I
o, FRERY(E 45 USER, GROUP, ROLE, AMBIGUOUS #l
TRUSTED_CONTEXT:

 ADD_DEFAULT_ROLE

* DROP_DEFAULT_ROLE

* ALTER DEFAULT_ROLE

* ADD_USER

* DROP_USER

* ALTER_USER_ADD_ROLE

* ALTER_USER_DROP_ROLE

* ALTER_USER_AUTHENTICATION

R E U

CHAR(34)

FRREL T S MR AR R (2R, RTRB O s W RTEAR A
rAIHERY SECMAINT AF AR A 5136 0 Y b B IR SE (.,
MEVFE N FHUEM — i, E% ROLE MEMBERSHIP:

+ ADD_DEFAULT_ROLE & DROP_DEFAULT_ROLE

+ ALTER_DEFAULT_ROLE

« ADD_USER

+ DROP_USER

e ALTER_USER_ADD_ROLE

+ ALTER_USER_DROP_ROLE

e ALTER_USER_AUTHENTICATION

R RANES

VARCHAR(64)

B SR R AR I IEAE S R L A AR A

RS

VARCHAR(32)

BT R RS V5 R 28
AT RE (8
+ READ

* WRITE
e ALL

R L 2 e S Y V) A, R RERA(E A

* USE GROUP AUTHORIZATIONS

* IGNORE GROUP AUTHORIZATIONS

* USE ROLE AUTHORIZATIONS

* IGNORE ROLE AUTHORIZATIONS

* OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
e RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL

PSR EAAR IR

VARCHAR(128)

L THIRACN SETSESSIONUSER AU, Xt LIPS e B N
SRR AR,

A 555 R IR

VARCHAR(10) FOR
BIT DATA

BTSRRI B AR A I A S S5m0, X RAE M F %5 H & — B8
1 SQLU_TID &4,

EISE TR

VARCHAR(30) FOR
BIT DATA

FOF SO AR IR A 2R F SRR, XA 355 H & —#50
i) SQLP_GXID &it4rf i) $icdis 7 Be.
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£ 43. SECMAINT F {90740 7 (45)

B & iR

BAE F VARCHAR(32) BHCEM ISR, FTREM(E 45 USER.

&AL FARIR VARCHAR(255) FiHF L&A CURRENT CLIENT USERID % J{aF A 1.

&P T A A VARCHAR(255) B & ERF CURRENT CLIENT_WRKSTNNAME % J| 2577 g5 (1)
{H.

PN TEF &7 | VARCHAR(255) B E A &K A CURRENT CLIENT_APPLNAME % J| 25 17 £5 A {8,

B PG AT VARCHAR(255) FvFF 4 & 4R CURRENT CLIENT_ACCTNG % FFfE#- Y.

g BT VARCHAR(128) FrRiR 24 #1134 ADD_USER 3 DROP_USER I f{A] {5 £ T F.

A5 EFSCHUGIE - | INTEGER ‘eI FESER ADD_USER, DROP_USER )
ALTER_USER_AUTHENTICATION [} r] {5 b F 32 A P A INIE IR B,
1 FFEIAE
0 : AFEEIME

g B VARCHAR(128) =SS KN SR Y 1

B ERT INTEGER A RE M (D4
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

YRR I Ff1 2 VARCHAR(128) TR AF AR I A,

SECMAINT 43 s 4R

LIRS R T Al RERY SECMAINT FFASURU R,
0x00000000000000000000000000000001 Control Table

BT 1) U A X e AL PR 1 P Al R AL
0x00000000000000000000000000000002 ALTER

BT ) SR A A A 2 U A R AR
0x00000000000000000000000000000004 ALTER with GRANT

X TSV B TR — AR BUTH, 157 19 sl A i A2 12 R U A1 I R AL
0x00000000000000000000000000000008 DELETE TABLE

5T HA SRR A 63 2 SR I AR
0x00000000000000000000000000000010 DELETE TABLE with GRANT

X F S BRT RN AR, 5T [ S I PR 12 3R AR AL
0x00000000000000000000000000000020 Table Index

BT I SR X R 5 AR

0x00000000000000000000000000000040 Table Index with GRANT
XF TR RS, 5T 0 S HZ R 5 R
0x00000000000000000000000000000080 Table INSERT
5T HA AR P X o SSORR T R AT 4 A DR AL
0x00000000000000000000000000000100 Table INSERT with GRANT
XF SV TR R, 32T 0 SR F X% 2R A T4 A AR
0x00000000000000000000000000000200 Table SELECT
BT ) SR X AT A R AL
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246 i e e A

0x00000000000000000000000000000400 Table SELECT with GRANT

YT VR TR, 27 00 SO0 1 6 12 R EA T B B R AL,
0x00000000000000000000000000000800 Table UPDATE

5 T 1 AR ) X 2 A P A T BB R AL
0x00000000000000000000000000001000 Table UPDATE with GRANT

T VAR TR R BRI, $52 7 19 SO X 12 3% OO0 L3R 1 7 B BT A AR AL
0x00000000000000000000000000002000 Table REFERENCE

7 1 SR i 6 R R AT 5 AR A
0x00000000000000000000000000004000 Table REFERENCE with GRANT

XF VR TR R, 2T 0 sl gy ) x5 2 & 3575 | R RRAL,
0x00000000000000000000000000020000 CREATEIN Schema

B 7 W s X U CREATEIN HRAL,
0x00000000000000000000000000040000 CREATEIN Schema with GRANT

XF ARV PRI, 7T s i 1% CREATEIN F5AX,
0x00000000000000000000000000080000 DROPIN Schema

7 1) 8 i XA DROPIN FFAY,
0x00000000000000000000000000100000 DROPIN Schema with GRANT

XF RV TR, BT R SR X Z A ) DROPIN 54X,
0x00000000000000000000000000200000 ALTERIN Schema

BT W s s L) ALTERIN FRAL,
0x00000000000000000000000000400000 ALTERIN Schema with GRANT

YT AV TR, & 7R smes i x 1% 81 ALTERIN 5L,
0x00000000000000000000000000800000 DBADM Authority

7 851 DBADM FUBR.,
0x00000000000000000000000001000000 CREATETAB Authority

BT 84S Createtab FUFR

0x00000000000000000000000002000000 BINDADD Authority
BT o844 M Bindadd AURR,
0x00000000000000000000000004000000 CONNECT Authority
T a4 R CONNECT AR,
0x00000000000000000000000008000000 Create not fenced Authority
YT 4S ) Create not fenced R,
0x00000000000000000000000010000000 Implicit Schema Authority
T 8RS Implicit Schema AR,
0x00000000000000000000000020000000 Server PASSTHRU
7 0 SR AR IR 55 (UK s R 8RR ) AIA% 3% (Pass-Through )
T H AL,
0x00000000000000000000000040000000 ESTABLISH TRUSTED CONNECTION
WREIFECINERUE )
0x00000000000000000000000100000000 Table Space USE
B2 7 1 A B9 7E 3R = [H] TP B R YRR AL,



0x00000000000000000000000200000000 Table Space USE with GRANT
T 10 SRR A 3% 25 1] R B 3 5 AR IR AT R B AL R AL,
0x00000000000000000000000400000000 Column UPDATE
B 1 SR B — A R 1 — N B AR E SR AT T R AL,
0x00000000000000000000000800000000 Column UPDATE with GRANT
T AR TR R, 527 1 ol s 1 % 1% 22 1 — A3 22 4 e 51 64T 38T
HIHRFAL,
0x00000000000000000000001000000000 Column REFERENCE
B 7 W SR 6 — AR 1 — N AR E AT TR AL,
0x00000000000000000000002000000000 Column REFERENCE with GRANT
XF VR TR, BT sEaEs g E 0 — Al 2 AR e k5|
AL,
0x00000000000000000000004000000000 LOAD Authority
BT o iE ) LOAD AR,
0x00000000000000000000008000000000 Package BIND
27 0 s i S AR F AL BIND HRAL,
0x00000000000000000000010000000000 Package BIND with GRANT
XF R TR T, BT ez T A BIND R4
0x00000000000000000000020000000000 EXECUTE
7 0 SR M RR P AL sl I FE ) EXECUTE H7AL.
0x00000000000000000000040000000000 EXECUTE with GRANT
YT RV TR AR T s B AR, BT 0 SRR Y X % R A a4 AR
EXECUTE 454,
0x00000000000000000000080000000000 EXECUTE IN SCHEMA
7 W s B o B B BT BIAR R EXECUTE HRAL,
0x00000000000000000000100000000000 EXECUTE IN SCHEMA with GRANT
T R T R R R R R A IR, A% T 0 B R X B )RR 1
EXECUTE 4%,
0x00000000000000000000200000000000 EXECUTE IN TYPE
T 1 SRR 6 AN 2R T B ) EXECUTE $RAL,
0x00000000000000000000400000000000 EXECUTE IN TYPE with GRANT
X F 4% TR B ST R B AR, $2 T 00 SRS Y R X B ) R 1
EXECUTE 44,

0x00000000000000000000800000000000 CREATE EXTERNAL ROUTINE
7 58U CREATE EXTERNAL ROUTINE F§AX,

0x00000000000000000001000000000000 QUIESCE_CONNECT
BT B QUIESCE_CONNECT f#AL.

0x00000000000000000004000000000000 SECADM Authority
BT SR SECADM FUFR.

0x00000000000000000008000000000000 USAGE Authority
BT R EEREH R R A1) USAGE $#AX.
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0x00000000000000000010000000000000 USAGE with GRANT Authority

YT R PR R, BT 0 SREE X 1ZF 81 USAGE FRAL,
0x00000000000000000020000000000000 WITH ADMIN Option

B F s Xt ) WITH ADMIN Option,
0x00000000000000000040000000000000 SETSESSIONUSER Privilege

7 8451 SETSESSIONUSER,
0x00000000000000000080000000000000 Exemption

7 0 SRR 1 e BR AL
0x00000000000000000100000000000000 Security label

B 7 W s 1 2 e bn e,
0x00000000000000000200000000000000 WRITE with GRANT

YT VR TR & RS &, BT RS NS A Z 2 RS & AL
0x00000000000000000400000000000000 Role Membership

T 1 SRR 1Y A 2 B R PR
0x00000000000000000800000000000000 Role Membership with ADMIN Option

P s RS ADMIN BRI £ 2 R 7w
0x00000000000000001000000000000000 READ

27 0 AR 1Y R 4 R AR B R,
0x00000000000000002000000000000000 READ with GRANT

YT AV TR 2 RS &, 127 09 s 12 0% 2 R A8 & 1 RRAL.
0x00000000000000004000000000000000 WRITE

BT s 5 A2 RA B R R
0x00000000000000010000000000000000 SQLADM

B 7 84S SQLADM FUIR,
0x00000000000000020000000000000000 WLMADM

B 7 8 WLMADM RUBR,
0x00000000000000040000000000000000 EXPLAIN

B 7 8U4E 1 EXPLAIN AR,
0x00000000000000080000000000000000 DATAACCESS

7 o451 DATAACCESS #UFR.

0x00000000000000100000000000000000 ACCESSCTRL
BT B ACCESSCTRL AR,

SYSADMIN =#RIEITERTR

248 e S

T#ERT SYSADMIN = {8110 545 .

FEARR 5%
timestamp=1998-06-24-11.54.04.129923;
category=SYSADMIN;

audit event=DB2AUDIT;
event correlator=1;



event status=0;

userid=boss;authid=B0SS;
application id=+*LOCAL.boss.980624155404;
application name=db2audit;

# 44. SYSADMIN F 1R i 107 Ai o

B B Ei::puy
i[RI G CHAR(26) CEaaR RURORE R CpIn e
25 CHAR(8) BRI 5. AT RE M E 4
SYSADMIN
i VARCHAR(32) FEE R EH T AE,
XA, HSE 257 TH iS4 o SYSADMIN
EiOR 7
HFFLHE T INTEGER TEAEH I EAAE A SCAR I, n] SRR IR LE B 0 53t 5 B A~ S A
*,
FRE INTEGER B F IR ZS, B SQLCODE %7k, Hh
B > =0
KM FE < 0
B R 245 CHAR(S) AT FAF B PR AR, AR TR SISO RS, R4
NEH.
M HRIR VARCHAR(1024) B R AR 0 PRI,
BARIA VARCHAR(128) BT SR A R,
JE IR SMALLINT B R AR AR 15 8
PR T Y RS SMALLINT IR P 1Y ST RS
B2 AR AR IR VARCHAR(255) BV R A I IR AR A B AR P AmiR.
ISR A VARCHAR(1024) BT SR R AR EAE G I Y R 44.
[N S VARCHAR(128) VAR A I TEAE AR P B A
R4 5 VARCHAR(128) BV SRR AR I IE AR R 7 1 A4 7K.
AN SMALLINT SR R A I IEAE AR P e i 1 5
FEIF L p A VARCHAR(64) FVE SR AR I TEAE A R P B0 Y AR
A 55 ARAR VARCHAR(10) FOR | #1134 &AL IEAE M A G 55450, R AE 355 H i — B4y
BIT DATA i1 SQLU_TID &5t
YL 2 Ty VARCHAR(30) FOR | #it S fF & AN EAEME R 2 /9 55 hnil, X EE N 555 H & — &0
BIT DATA {1 SQLP_GXID & e il it 5 Bt
& PHLH P ARIR VARCHAR(255) B & 4T CURRENT CLIENT USERID % 27 /7 2 HI1H.
&L AR, &R VARCHAR(255) il H & 2ERF CURRENT CLIENT_WRKSTNNAME % 25 47 5 (1)
.
FPHUN AT #F% | VARCHAR(255) B EF & 4 CURRENT CLIENT_APPLNAME % H %5 A7 4 (118,
2 AL AT VARCHAR(255) FH &N CURRENT CLIENT_ACCTNG % & fE 4R (A,
CIEER ' &2 VARCHAR(128) 5 A5 HEHORTRAY AT 5 R SCHI A4 K,
BEREF AR INTEGER T RE A E B 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
oGPl VARCHAR(128) W AR T BRI A £,
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VALIDATE E4MEITIERHE
TFEE/RT VALIDATE 4R #0578 4% 2,

FEA R R

timestamp=2007-05-07-10.30.51.585626;

category=VALIDATE;

audit event=AUTHENTICATION;

event correlator=1;

event status=0;
userid=newton;
authid=NEWTON;

execution id=gstager;
application id=+*LOCAL.gstager.070507143051;

application name=db2bp;

auth type=SERVER;

plugin name=IBMOSauthserver;

# 45. VALIDATE F{FRyH i1 iCRA 7

=L %3 iR
i ] CHAR(26) AR H A a].
25 CHAR(8) BV SRRIZE A, TRE M E [
VALIDATE
CiRaE R Es VARCHAR(32) R € f T S,
FTREM(E f4%: GET_GROUPS, GET_USERID, AUTHENTICATE_PASSWORD,
VALIDATE_USER, AUTHENTICATION Al
GET_USERMAPPING_FROM_PLUGIN,
HIFH KA T INTEGER IEAEH I BAE A G, AT R R IRIRLE B0 5 5 B A~ S A
x.
FRRES INTEGER HIFHFPRA, th SQLCODE %R,
IR > =0
KM HEME < 0
Wl A PR CHAR(8) AT F A B PR AR, IR TR S RS, R4
HEEH.
TP #RIR VARCHAR(1024) B SR AR P AR IR,
BRI VARCHAR(128) B R AN R BAR IR,
PATHRIR VARCHAR(1024) HOF S R A IETE S R BATAR IR,
JEIR T R SMALLINT HF SR AN FTTER Y 55,
PR Y RS SMALLINT PRI P 1Y R R
B2 R P AR R VARCHAR(255) BIVE SR R A I IEAEAE A B R AR i,
I AR 7 24 VARCHAR(1024) BV SR R A I TR R A Y AR PP 44,
IEZRA! VARCHAR(32) BT R AN AR,
e VARCHAR(128) BV JAF R A I IETE AR P A A AL,
A0 AR VARCHAR(128) BV FAF R A I IEAE AR P L 24 R,
HFAY S SMALLINT B FF R A IETE AR P e 3 5
FE 7 AL A VARCHAR(64) HVF R A I TEAE G R e A R RS
1 1 2 75 VARCHAR(32) FVE AR A IS TR A48 1 1 44
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7¢45. VALIDATE FH{FRI#H I ICR R (4E)

AR &K iR
ENCIE g VARCHAR(10) FOR | ®# [ 4F kAN IEFEM A H 554710, XORVE R 355 H & — 380
BIT DATA i SQLU_TID %544,
NGE %l VARCHAR(30) FOR|#H [ HE4kAER EEMFE N2 R/ESARIN, XEENFSHE S
BIT DATA [17 SQLP_GXID %4 (1508 5 B
LU FARN VARCHAR(255) TS % 4ERf CURRENT CLIENT USERID % fH 27 fE#e i,
B P LA 2% VARCHAR(255) W12 % P CURRENT CLIENT_WRKSTNNAME % 25 47 %11
{8,
KPP AT 4K | VARCHAR(255) it #H &4 CURRENT CLIENT_APPLNAME % JT| 2547 42 04K,
B POLIEK AT R VARCHAR(255) i F & 4N CURRENT CLIENT_ACCTNG & 274745 M (H.,
CIEEE N & VARCHAR(128) S5 B T {5 R SO K.
AR AT INTEGER A e M f 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
AR A VARCHAR(128) T e] 15 R SRR ) AR O 4R,

CONTEXT EH4H=HITIEREHE

FEREART CONTEXT HHAFHYHTIHCRA .

FEAH T HOR:

timestamp=1998-06-24-08.42.41.476840;
category=CONTEXT;

audit event=EXECUTE_IMMEDIATE;

event correlator=3;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=203;

text=create table audit(cl char(10), c2 integer);

# 46. CONTEXT H{FHIH i1 ICF A

AR EN fhigk

I8 CHAR(26) B R A H I ]

KA CHAR(8) WA RA], ATREAY (A A

CONTEXT

T VARCHAR(32) 5 E ) BT S
ARATREME MR, WSS 257 TRy r #HFF 1 | CONTEXT £
HIHERST

TR T INTEGER IEFER TR ERAERIAR SRR IR, AT AR AR IR LE o 5% 5 S AR
x.

Bl I 4% CHAR(8) AT AR RR R A4 FR. AR E RSO R S, B4
HEA.
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7¢46. CONTEXT FH{FHIH I ICR G (4E)

AR &3 iR
ik’ VARCHAR(1024) BV R AR PRSI,
LTS SWITCH_USER B, M5 Ef
FoR YR 2 P ARR,
BARR VARCHAR(128) B R A A RARR IR,
LTS SWITCH_USER I, M5B
Fon U 21 P RIR.
6T SMALLINT A R A TR 0
ERL T B SMALLINT PR T SR T RS
B R P AR R VARCHAR(255) VT S R AR N TR AR A R RTRR A iR,
7 R FF 44 F% VARCHAR(1024) BV R AR AR T AR 44,
(SRR S VARCHAR(128) BT S R AR I IEAE A AR A AL
BAF R 447K VARCHAR(128) FVE S R AR I IR AR TR 0 K.
EFas SMALLINT B S R I A (AR PR 15
D &N CLOB(8M) SQL & XQuery HAIYSCA (WHEGEH) . WHR SQL 8 XQuery &
R SCARARA A, #84A NULL,
(RN TTEN VARCHAR(64) T S R AR I IEAE A AR G A
A H 55 HRiR VARCHAR(10) FOR |yt & AR IEAE M A F55hRiR, X BAE NS5 HE - #5
BIT DATA B SQLU_TID ##y,
2 RE SRR VARCHAR(30) FOR |# it &AM IEAEM N2 RHFHFmIR, XEENFSHE D
BIT DATA ] SQLP_GXID &5 4t = B,
B ARIR VARCHAR(255) TS /E R A CURRENT CLIENT USERID % FH 40 £ 2 (1.,
LT A 28K VARCHAR(255) BT & B CURRENT CLIENT_WRKSTNNAME % JH %7 f7 2511
fH.
FPHLN AT &5 | VARCHAR(255) TS E & A CURRENT CLIENT_APPLNAME % 27 4£ #5114 {8,
E- LIRSSt VARCHAR(255) FHF &R CURRENT CLIENT_ACCTNG % & fEAR (.
LIRS VARCHAR(128) Ll fE R0 a5 BN SLm A RR.
HRE R INTEGER I RE 1Y 8 fL 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR A VARCHAR(128) W T E AR I A

EXECUTE EH/HITIEEHE

252 R A

TEMA TIEN EXECUTE 5 H) — #6708 i #I Br A 7 B

FEA R R

i SHAE VR, fELAEAE AR/ H I HER, EXECUTE KA En%
MTHE = A F. RO A TR, JF LSS E KT STATE-

MENT, HARATHESHhrc s £,

A2 —17, FHENREAFIEE

KT DATA, DS AFHITHEN, A—&Kidxk, HERENEREZ &
H. DATA X7 R AERMK A,



timestamp=2006-04-10-13.20.51.029203;
category=EXECUTE;
audit event=STATEMENT;
event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;
session authid=SMITH;
application id=+*LOCAL.prodrig.060410172044;
application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;
package section=201;
uow id=2;
activity id=3;
statement invocation id=0;
statement nesting Tevel=0;

statement text=SELECT = FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;

statement isolation Tevel=CS;
compilation environment=
isolation Tevel=CS
query optimization=5
min_dec_div_3=NO
degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
value data=C01;
value index=1;
value type=VARCHAR;
value extended indicator=-1;
value index=INFORMATION CENTER;

K 47. EXECUTE H{FHIHIHiC A e

Tocal _start time=2006-04-10-13.20.51.021507

Bt &3

A Tl CHAR(26)

BV H AT ]

250 CHAR(8)

WF SRR, TTREAY (R
#: EXECUTE,

I VARCHAR(32)

FEE [ BT S,

HRAREMIFIER, ESHE
257 U v R
EXECUTE Z& 510345,

T AT INTEGER

TEAE BT T B3R 1 A G AR L
A] SR AR PRI L TR 5
AFHAFAER.

R INTEGER

T FMFMIRE, B
SQLCODE %75, HA I
M o> =0, KMWFMH <
0

B 2R CHAR(S)

o AR ST S R P R 4
PR, U E R S
, M2 A=A.
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254 R

7647 EXECUTE H{FHIH I ICF G (4E)

AR 520 iR

ik’ VARCHAR(1024) BV R AR P RR IR,

BRI VARCHAR(128) Cipa Lo g iR E
.

G RARIA VARCHAR(128) BV EE 1 AR I 1) 4 TR AR
M.

JE R S SMALLINT S R AR BT T S
7.

AR T A SMALLINT PRRRR 15 S35 R0

I R AR IR VARCHAR(255) FV S 1 R A I I AR A R
IR AR,

N AR 7 2485 VARCHAR(1024) AV S5 R AR B DR AR T R
T 4.

AL P ARIR VARCHAR(255) Bt g & 4 f CURRENT
CLIENT USERID % % 1f 4
.

& FALC K AT R VARCHAR(255) Bt #E A &4 CURRENT
CLIENT_ACCTING % 251744
.

K PHLT AR 245K VARCHAR(255) v & 4B CURRENT
CLIENT_WRKSTNNAME % Jfi
AR,

& PHLY IR T 24K VARCHAR(255) Bl 34 & 4B CURRENT
CLIENT_APPLNAME % {217
HE.

A E RO VARCHAR(128) L ME R A fE BT
[ £ 7%,

HEEE R INTEGER ] A (AL 4
IMPLICIT_TRUSTED_
CONNECTION FI
EXPLICIT_TRUSTED_
CONNECTION,

YRR A VARCHAR(128) W TE AR I A

PR VARCHAR(128) VL ZE A LR I D AR A A
FP AL,

AR R VARCHAR(128) T R A I I AR
7 AL AR,

Hpay SMALLINT VL ZE A AR IS IR AR A
PR,

FEIR RN TN VARCHAR(164) HOVT S R AR I IR AR AR
PR A,

A SRR VARCHAR(10) FOR BIT | ® {34 & 4B IEAE 0 A

DATA

W5 pnii, XREAE R HE S H
& —#kT ) SQLU_TID £ 4.




7647 EXECUTE HMFHI#HIHIC R/ (4E)

AR %3 i
EJRFFIRA VARCHAR(30) FOR BIT | #1535 f A L Al ) 4

DATA

Fg sl XRAE NS5 H
B —#Psr ) SQLP_GXID ity
Hh A Rl o B

UOW #5il

BIGINT

PR S TAEROTAR . 1
(EAE 4> TAR BT R B AR
PRI — .

TG EhRIR

BIGINT

TAEH I HIME— 15 3hARIA.

R AR IR

BIGINT

=R, BRI AX 2 TR
JCH AR [A] i 4 Y U
R A A IR IR ., X T
g ER S, EETERT
O ME— .

BIGINT

B AT ) I A R ik ol
B BAE RN — 4
1 Rk H o XY R
(UDF) £ ai 438 1.

(CEESIH

VARCHAR(32)

T SR,

T AR A (A B

+ READ_DML
* WRITE_DML
-+ DDL

-+ CALL

- NONE

AR

CLOB(8M)

SQL 1 XQuery i) fy LA
(InRIEH) .

R B S

CHAR(S)

BT AT A 1% 35 7 A R B
.

A HE (A 4

* NONE (ARHA5ZEW &)
* UR (R IFRYEL)

« CS (¥trtasEtt)

* RS (@)

* RR (WHEHE)

BLOB(8K)

ZiiF SQL H A FH I i A
B, wEAIL T RKER

COMPILATION_ENV R #[1
WA, S#HVEN SET COMPL-
LATION ENVIRONMENT SQL

WAL
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7647 EXECUTE H{FHIH I ICF G (4E)

AR %3

iR

CR LR INTEGER

WEH T NI BRIETMER,

A ECHHT AT R

o AEMHER B AE B e S AT
4R

G SEibuRy SR MRS TN
KARMAE) SQL A

WMEFEATHE S SQL B4,
L EBE A A X AT
B Ep, fEREELT, 1
BRI, WEBas —A4
TEE, BRNFRE IR
WHEMEST SQLCA
sqlerrd(5) L.

R ] T4k BIGINT

AR AR (B AT L

PRAF ASARIR BIGINT

1B ATV A I X A R R
SR TS A U RS o LS|
SAVEPOINT,
RELEASE_SAVEPOINT &
ROLLBACK_SAVEPOINT,
HBABRAF SRR 3 2 IEAE BE
BB R B R AT R

EAERT] INTEGER

SQL if Ay A4 A 2 Hohs
IEHEA RN E.

) (E 2T CHAR(16)

5 SQL AR SKIR A AR 2
()75 B R, AT RE A (E R B
4 INTEGER & CHAR,

EGIRIER Vi CLOB(128K)

SQL JA/H) B B0 (8 ) 74 R
7/~. LOB, LONG, XML Fi%5
MRS HORTAE. HL
IIF ] K1 IF (8] 830 7 BEid sk
ISO ##3L,

WY AR R AT INTEGER

XF BB A (E 48 E Y R A R AT
HIE, TREMIE A
o 0 WARFEEMIERHE SR
A 53 BC A (A ]
-1 WRBRMHEIEET
NULL f#,
S5 WMARARRFFEIEE T
DEFAULT {H,
-7 MR RAHIEET
UNASSIGNED {8,




7647 EXECUTE HMFHI#HIHIC R/ (4E)

AR

%3

iR

A T 4f et [H]

CHAR(26)

B BhE 4y X _E FFaE TAE Y
f], HiZEShAHERF A
BF, BT DUR S AT,
@l m, st F

CONNECT., CONNECT
RESET. COMMIT #l ROLL-
BACK 5}, {H¥ DLAHIS [A]1E

x.

HITES

T AR, SR ) P T QIR A D
AUDIT ZE5IR9Z=1

ALTER_AUDIT_POLICY
ARCHIVE

AUDIT_REMOVE

AUDIT_REPLACE

AUDIT_USING

CONFIGURE

CREATE_AUDIT_POLICY

DB2AUD

DROP_AUDIT_POLICY

EXTRACT

FLUSH

LIST_LOGS

PRUNE (fEMUAS 9.5 FIHE @ RAS HpORAE G (E )
START

STOP

UPDATE_DBM_CFG

CHECKING #FIg9=4

CHECKING_FUNCTION
CHECKING_MEMBERSHIP_IN_ROLES
CHECKING_OBJECT
CHECKING_TRANSFER
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CONTEXT #ZIfE4

72 48. CONTEXT KR53

CONNECT

CONNECT_RESET

ATTACH

DETACH

DARI_START

DARI_STOP

BACKUP_DB

RESTORE_DB
ROLLFORWARD_DB
OPEN_TABLESPACE_QUERY
FETCH_TABLESPACE
CLOSE_TABLESPACE_QUERY
OPEN_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
SET_TABLESPACE_CONTAINERS
GET_TABLESPACE_STATISTIC
READ_ASYNC_LOG_RECORD
QUIESCE_TABLESPACE
LOAD_TABLE
UNLOAD_TABLE
UPDATE_RECOVERY_HISTORY
PRUNE_RECOVERY_HISTORY
SINGLE_TABLESPACE_QUERY
LOAD_MSG_FILE
UNQUIESCE_TABLESPACE
ENABLE_MULTIPAGE
DESCRIBE_DATABASE
DROP_DATABASE
CREATE_DATABASE
ADD_NODE
FORCE_APPLICATION

SET_APPL_PRIORITY
RESET_DB_CFG
GET_DB_CFG
GET_DFLT_CFG
UPDATE_DBM_CFG
SET_MONITOR
GET_SNAPSHOT
ESTIMATE_SNAPSHOT_SIZE
RESET_MONITOR
OPEN_HISTORY_FILE
CLOSE_HISTORY_FILE
FETCH_HISTORY_FILE
SET_RUNTIME_DEGREE
UPDATE_AUDIT
DBM_CFG_OPERATION
DISCOVER
OPEN_CURSOR
CLOSE_CURSOR
FETCH_CURSOR
EXECUTE
EXECUTE_IMMEDIATE
PREPAREDESCRIBE
BIND
REBIND
RUNSTATS REORG
REDISTRIBUTE
COMMIT
ROLLBACK
REQUEST_ROLLBACK
IMPLICIT_REBIND
EXTERNAL_CANCEL
SWITCH_USER

EXECUTE JIHEH

* COMMIT ##f7 COMMIT ifi4]

* CONNECT 7 $if e % 2

+ CONNECT RESET % || ¥4 e i 1

* DATA Em) 1) £ & s S Hohn i Bl

WHEENEPUENE N TR EMCER. B R HIEE APy st
HE&EH.

* GLOBAL COMMIT 7£4: JRyg 45 N AT 5L

+ GLOBAL ROLLBACK fE4 mE 4 NHATE A

« RELEASE SAVEPOINT #(f7 RELEASE SAVEPOINT i ]

* ROLLBACK #fT ROLLBACK i&#]

258 R e e



* SAVEPOINT #if7 SAVEPOINT 15 %]
* STATEMENT #f7 SQL i&%h]
« SWITCH USER f£ 0] {5 ¥ NI -

OBJMAINT ZFIa9EH

* ALTER_OBJECT (4E jf T 8028 32 SR 37 1) ZR I 11 B0 A8 BB )
« CREATE_OBJECT

« DROP_OBJECT

« RENAME_OBIJECT

SECMAINT Z£7I89E4
 ADD_DEFAULT_ROLE

* ADD_USER
 ALTER_DEFAULT_ROLE

* ALTER SECURITY POLICY
* ALTER_USER_ADD_ROLE
* ALTER_USER_AUTHENTICATION
 ALTER_USER_DROP_ROLE
* DROP_DEFAULT_ROLE

* DROP_USER

* GRANT

e IMPLICIT_GRANT

e IMPLICIT_REVOKE

* REVOKE

e SET_SESSION_USER

* TRANSFER_OWNERSHIP

« UPDATE_DBM_CFG
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SYSADMIN ZEHIEEH

749, SYSADMIN 2531|193 1

START_DB2

STOP_DB2
CREATE_DATABASE
ALTER_DATABASE
DROP_DATABASE
UPDATE_DBM_CFG
UPDATE_DB_CFG
CREATE_TABLESPACE
DROP_TABLESPACE
ALTER_TABLESPACE
RENAME_TABLESPACE
CREATE_NODEGROUP
DROP_NODEGROUP
ALTER_NODEGROUP
CREATE_BUFFERPOOL
DROP_BUFFERPOOL
ALTER_BUFFERPOOL
CREATE_EVENT_MONITOR
DROP_EVENT_MONITOR
ENABLE_MULTIPAGE
MIGRATE_DB_DIR
DB2TRC

DB2SET

ACTIVATE_DB
ADD_NODE
BACKUP_DB
CATALOG_NODE
CATALOG_DB
CATALOG_DCS_DB
CHANGE_DB_COMMENT
DEACTIVATE_DB
DROP_NODE_VERIFY
FORCE_APPLICATION
GET_SNAPSHOT
LIST_DRDA_INDOUBT_TRANSACTIONS
MIGRATE_DB
RESET_ADMIN_CFG
RESET_DB_CFG
RESET_DBM_CFG
RESET_MONITOR
RESTORE_DB

VALIDATE Z7I89EH
* AUTHENTICATE

ROLLFORWARD_DB
SET_RUNTIME_DEGREE
SET_TABLESPACE_CONTAINERS
UNCATALOG_DB
UNCATALOG_DCS_DB
UNCATALOG_NODE
UPDATE_ADMIN_CFG
UPDATE_MON_SWITCHES
LOAD_TABLE

DB2AUDIT
SET_APPL_PRIORITY
CREATE_DB_AT_NODE
KILLDBM
MIGRATE_SYSTEM_DIRECTORY
DB2REMOT

DB2AUD
MERGE_DBM_CONFIG_FILE
UPDATE_CLI_CONFIGURATION
OPEN_TABLESPACE_QUERY
SINGLE_TABLESPACE_QUERY
CLOSE_TABLESPACE_QUERY
FETCH_TABLESPACE
OPEN_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
GET_TABLESPACE_STATISTICS
DESCRIBE_DATABASE
ESTIMATE_SNAPSHOT_SIZE
READ_ASYNC_LOG_RECORD
PRUNE_RECOVERY_HISTORY
UPDATE_RECOVERY_HISTORY
QUIESCE_TABLESPACE
UNLOAD_TABLE
UPDATE_DATABASE_VERSION
CREATE_INSTANCE
DELETE_INSTANCE
SET_EVENT_MONITOR
GRANT_DBADM (V97: AFAA)
REVOKE_DBADM (V97: A~FEAER)
GRANT_DB_AUTH (V97: AFEA )
REVOKE_DB_AUTH (V97: AFA)
REDISTRIBUTE_NODEGROUP

¢ CHECK_GROUP_MEMBERSHIP ( fERRAS 9.5 FIH & hiA R A4 AL )
+ GET_USERMAPPING_FROM_PLUGIN
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* GET_GROUPS (fEMiAS 9.5 FIHH & f A A A R )
* GET_USERID (fEJfi7 9.5 FIHE & A b A4 )
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#£ 10 ¥ FHERFREREN

BAE RGP Mt L 2 VEDIRERROE,  EaT LURE e T IR SR Rl R 223 1 22 e 1

DB2 #1 Windows Z £t

Windows I3 i HE A FLIGE — 10 0B RO P BLRII 95 3600404 FLIGTERR 4
VIV TR (SAM) H 84 JHL i P P e Foeh — & VPR LR B 2 B
o 2 I Pl 5 0 DG 4

Sl o g e PSP P e S P v B BRI SRR P L T A, AR
BH— AR E R AR (PDC) |, fEE P, 0] DIA & O 145§ 8%
(BDC) , ‘EAEBA s il o 2 3 i il ds A vl e ik 2, &y Bl il 45
P17 Windows Security Account Manager (SAM ) £l ERRIA, 24X PDC By
R4S E WIR 25,

St AR s e P ORI - P AR ORI gt m] DA [ S O,

i¥: CONNECT 5 Ml ATTACH fir % SCHe i AR B P ARiR. 5 SAM JA Y
PP FRIR R 2 )2 — M RER h“Domain\User” [ &4 78, HEAKE N 15 4.

Xt T %%€ Windows fIg 55 #0115 Bl AR, mIERRAE T A 4

o TEBTI A 3 A

o TEC A A A Sl

o TEC R A S R 55

TEBT P PR #2012 M 55 2 i T A Y

FIF AT REELR ALY, 8038 M47E “Windows HUHh 4L ARET, JH P ol g B8 % 14
B, FUEH, DB2 EuA AL, SRIE KA S AT B R, e R
PEd A AR A AR T — A n] {5 4,

2 TR AN AT Y, B DB2 SRR B 45 4 AGE. 1T E AR TR
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1 I 2

<|—ﬁ41~ —|>
S|y f sk | %R | S| i
| “Dct” ‘ » [=] “TDC2”
A
Gk
1
v
EP LIS 351
Ivan DU i 2
*
PE LT
+ v
Windows | .
g5 “Servr” | «%éaﬁ:‘v
T%ﬁ)@iﬂ?—lﬁ*—|>

&l 7. ] Windows 1 [1AIE

BENEAE — 2t BdaE, Bl2ertiinE s (SAM) . DC1 ks, H
HEIL TR UL Ivan Al DB2 fled54% Servr, TDC2 & DC1 M—An[fEH, &/l
Abdul J& TDC2 3 — >R bt

NI E S

264 Rt is

BHREZF[AERFA R (Windows )
PUF 7R R T e 454 % TP B IAEE.
1. Abdul &3t TDC2 i (B, B TDC2 SAM /b & iR 3y ) |
2. Abdul RJ55—1 DB2 #diEdsE, AR EH g E 0T SRV3 L
db2 connect to remotedb user Abdul using fredpw
3. SRV3 HiERHA Abdul AL E. HTEHRIGEER APT § G KA AL
(SRV3) , SRJFHMREFERE (DC1) , el REMAER, £ TDC2 E#k
FIH 4 Abdul,  BEA8 2R P L] PRI A A~ RS ],
4. $RJ5 SRV3:
a. f£ TDC2 LIk M/ A%,
b. @A TDC2 >k T fi# Abdul 752 % 6,
c. JEiLIfIR] TDC2 KF%E A Abdul 4.

BEEZANGNEF Windows Z P AR
DL R B R 7 UG P AE,
1. HG Dale 5t SRV3, FRRs 5l 2E 52 1 DA IE 8 B R P L

db2 update dbm cfg using authentication client
db2stop
db2start

2. Ivan 7 Windows & F#L E&F DCI1 5 (B, fibfE DC1 SAM %d 2 nliH 5l
) .
3. Ivan K55 —1 DB2 ¥¥e/FiEs:, EHIEEES 4 E M T SRV3 L



DB2 CONNECT to remotedb user Ivan using johnpw

4. Ivan HUPLARSEIE A A4 A0S, T EHRILAE R AT APL B SR A ML (Tvan) |
RIFEREER R (DC1) , REZMEREMAFE. /£ DC1 ERBIHM 4

Ivan,
5. #RJE, Ivan WMLES A DCL SRIGIE A P A 4L,
6. S&J5 SRV3:

a. WiE RS Ivan AINLE,

b. Eidifjin] DC1 & T Ivan & & T A,

c. diLifiln] DC1 k2P A Ivan HY4.
iE EEIER S DB2 HREZH, W C A DB2 L ilss. “weMsRIEN
Windows ZE4M) —Hfor &4y, Ra, %3 DB2 K E“FM " F Windows R4, [H
REEAZAIES. S DB2 L4557, iEH A NET START DB2NTSECSERVER 4>,

M FHEMLZFF (Windows )
DB2 ¥ RG L a Rid.,

L R, LA eRAUEE - AL . 5 DB2 Bl A E HaBERE A
FrJE W pr A 4L, EWRsR f EHE TR A A (T - e R4d, miZzeh
ARG RN RS D AHA R ) |

AJFE PR AT RE A 7 S Pl 4 R L
o WIRTEARHA R, N A M B T RTAY,
o IETERETI S L, AU I 4 R TV RTAL,

Windows _tfj DB2 AR EFIZAEEE

ARZFEZREH (Windows )

R E T Windows FRE M mIR M. N FIE L DB2 X4 iy 44 #0038 .

« Windows T &ARKAKNG; (HR, BIYKA KNS,

s MR MAZATURKEFR S/ NEFRNASG, B2, M47E DB2 HdE )z i I,
CATEE S KRG, Fltn, R ERESE E Q@R schemal.tablel, HAf4
M#fE% SCHEMAITABLEL fERA(ERURMET, (IIRAREMANG S,
LA AT B2 & A 2 R & 28RS S, Bl %8 =7 ODBC i T
H., )

* DB2 #imEE B scRr AN 2R, B, AEn] g rhas Ty, AR &R H
ik PRI AE A A SRR S5 2R (A4S SAM 1 o — Il A7 7,

o AP ZARMNIZSH A,

o AR AR IS BION A BA R LR,

Windows _ERYZRF0FA FIAIE
T Windows b, b AR b H A &A1 Windows 45 FL T B AIEE H ik ok L
P, A E AN (R ) 1k P — 4.,
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266 i e et

A feiF Windows B B G [F] IS5 AS ROV T ACHR T 4L A A9 254 FLPY i S s 43 47 4

P, SRS — R, dURAEZ 2T B (SAM) B 7 5 SO ZE 4

i

A PIRRE R Y 24

o ALl Asdln] DU SEAEAR K S R P R R R T T, AR A M A A B
MEGE -, IE2AHA LR RIS Windows i rb i sk F FfIZH,  Qnii A4 2
FE ARG EAIEERY, HPAERRE T1Z TARUR.

« RRH. 2RERFETHERS L, HASEM SAM B RSP ke, B,
ERARUSERL LRI E s Ak AR S ST A AL AL 5.
AR R 4L E ORI AR 55 25 A AR ik DL AT A el e A 4 R AL

Windows _HiEz [BH{EEXE
(54T 9 222 P/ Jol 2 i A BRIV A B Sl 2 i 0 135 4 26 2R e e 2 ST P i
PR A P S el AN 4 SR

FE O 5 B DL AT 5 kP R 2 DR A P i P A 4 SR 4L AR A T AL, fs AT 2R
FRal 1 P A~ 2 A A £ RS B B TR A 4K R A L

T AR A A A~k

o fEMUE.  SEEEEUS — I GEE TR,

o A, BREIRER (fEW) 5 — e .

RAERRREA LB, X3RN EAE 2 [ A7 ) B L B SRR &,
i, FA I AT fEAS — R S Al k.

& AZAFIE R £ MHRTIAE (Windows )
BT R SURIRGUINS, DB2 B E RG VG A 4ok 2 R4l

RFUAES

TSR P A i 7 R A A 3 2 Jr 2 PP S SCRY, s A D SO A 4 R D Y
Je L B st S, IR A 5 P SR ALY LA

DB2 Hudfe e 8 L S T ALY 24 -
o A4

- 2R

o VENA AL B 0 42 Jr 2L

DB2 Hode E HLG B7 FH A 7 BT AE 9 2 2 O e R A28 12 T B s 1) AR M 2 A 42 Sy
41. DB2 ¥iRERGARM T P S, T K RO E A, SR A 2R T
DB2 Hdfa [ (A Windows il 55 &% EACZE4E. W] DUGE T 41 i 4 SR A L o
- Mt aeRikE:

db2set -g DB2_GRP_LOOKUP=Tocal
- M T S E:

db2set -i <instance_name> DB2_GRP_LOOKUP=1ocal



Kibar %2 Ja, wELE DB2 HdaEsll, SRR A M R, &
Ja, BUHA A IR Bk 7 s R A FEAE A e A

EEEFEWREMNTA DB2 MEEMERE R, WA
db2set -all

5 DB2_GRP_LOOKUP HEEL 1 M F245 i% B B local, 54 DB2 HUdf a4 1 o4
HEUTEAMLEE B P 094, WA P e A4 1 AR 0 S B TE A
M2 MR RL R, IBAAMZEEAE SR, DB2 R R B E A a2 e 1%
7 — AL E SRR IR E A% T R AL

U2k DB2 Kfl 2R B A AE A D 9 R e 2 s ) i O S a0 AL s AT,
2 E RE S BT ) A] (7 50 BT AT Az A% SRR RO SRR AT e A o O e
i A B A4 R AR ot il i b A REB R,

& A< kR A FRARR (Windows )

V) 4 B R A 0 R AR A 22 & RSOOSR )4 R e 0 £ B R A S R ik
RESCIHY i P AR PRI AR

HORI, ARG B RS 2 RO A R Y BRI Y. AR S A EA
Wk, ABARGEH 2R i ] 4 . A2 AT B A R 8 Gl FH A 7 ] 4 ot ) AR
AR e v B G A7 SEUE ARG ] 4 . B RFENEZ )5, #R1E RS & 5 5 A7
MSEIE, HONREIE B bRy, AT DAL R A7 5 | b — OB SR D7 ] 4 R

T 0] 4 WA 45 P 4 SR A G AR R AR (2R, A 4 Al
4) .

i AR R, RIS T U5 A SRR, I PAILAIE Y 2 A RO 37 32
£,

SR ) A ST Fy, L Z5E ) db2set 74 BT DB2_GRP_LOOKUP VI 745 &,
DB2_GRP_LOOKUP w] I BB WS R LA, ENLLES 5 b:
s F-MSHEHTENMALR, TIEHTFAIE: © 7. “LOCAL #“DOMAIN”,
BoABSEATAEEAE M, o DI AT 5E:
“TOKEN”. “TOKENDOMAIN"#“TOKENLOCAL”,

WRIEE T 5 -1 2% (TOKEN, TOKENDOMAIN # TOKENLOCAL) , IS4
TR AR ZE, RS RAMZERM, 2748 % T DB2_GRP_LOOKUP (14—~
SHMEOT, ST HE A A,

{ TOKEN. TOKENDOMAIN FI TOKENLOCAL /)& UnF i s:

+ TOKENLOCAL

2 R RAEA AL A7 LML (XA S T LAY “LOCAL 41 #3f) ) .
+ TOKENDOMAIN

AR RAEE PRI ALE (R TAMA ™, AL, X85, W0
B, BT HME 78 DOMAIN"4H £ ],
* TOKEN
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AR RAE AN A AL &7 MO AL, X T AR 7, R E R4 A A AL T
SR, R E A S SR AR 4. TOKEN ZH8UNE A% THE NS HUE: «
", “LOCAL”H“DOMAIN",

flfm, DB2_GRP_LOOKUP #LLT 5 B f5 FITI ] 4 i S5 DL A e A 2 -
db2set DB2_GRP_LOOKUP=LOCAL , TOKENLOCAL

TR lE VA SR, DAEAEAS L & DLBCE S P iR i 6 B a2k
FEBRE SCHY ) BOE4L:
db2set DB2_GRP_LOOKUP=, TOKEN

B JE XA R GR VT A RS2 R, DUREAEE SCHLP R iR (o B A S AL
db2set DB2_GRP_LOOKUP=DOMAIN, TOKENDOMAIN

i AR IAIEZRE] (CLIENT tAIEBRAM ) Jo sl 4 b S 55,

DB2_GRP_LOOKUP ifiET 241 DB2 ZH#% (Windows)
76 Windows &, P AT DUR T3040 51 it SR si A MBS b s SR A

DB2_GRP_LOOKUP FRI5iAr 4% il EAEAHIML 8 PR RAEE P AL E (W TAH A P,
RAMMLES; W TEUR, W) Mgl B, 42 W R T AR
REAUE,  DAZFE BT UL B DB2_GRP_LOOKUP, Tffi {3 1F Afy FI /- #9200 3 i 47 4 2 AL

WKL E DB2_GRP_LOOKUP #ZL LM RAr &, HBA:

1. DB2 $dls/FE Za i ez e —lds EER .

2. MR P g DAl gy e S, B2 iAs SO EZ P

3. WARAEAMIAREIZ M, B4 DB2 $dli R4 42184 B Ml b &% 4,
SRJE TE T 5 4 b EAT A 4k,

fitn, &% LI T AV B DB2_GRP_LOOKUP 141 ii.:

1. B/ DUSERI & T4l GROUPI,

2. ZRMEMG (14 SECADM MR ) ¥ DBADM #FR#Z T4 GROUPI,
GRANT DBADM ON database TO GROUP GROUP1

3. BIWoRi%E DB2_GRP_LOOKUP, FIrDIosfie I P MINI BEMZEA, Bk, 27
LM% DUSERI1 4l B M#EWZ % . DUSER1 AJg T4l GROUPIL, fifld
DUSER1 A~ £&:#:U%] DBADM AR,

Mo, EE BT EE RS, HF 9k UPGRADE DATABASE 4 Jf H Ri%E
DB2_GRP_LOOKUP:

1. S H " DUSER2 Jg& T 4<#i Administrators 2,

2. AR E sysadm_group FiL ES4L, FrLIASHL Administrators 41 R 2 H aiiA
SYSADM H{JE.

3. Ji/ DUSER2 figfis% ! UPGRADE DATABASE 4 ([H& DUSER2 #i4 SYSADM
AFR ) . UPGRADE DATABASE i 45 %) B UK 1Y) DBADM U fR#% T SYSADM
H, TFEMIFNT, %4 N Administrators 21,

4. FMAKBEE DB2_GRP_LOOKUP, fTDASTEE X RIN B4, Wik, SFEg s
M2 DUSER2 [, [ M7EIRZL 5] DUSER2 ANJ&T Administrators 4, D
DUSER2 A~£:#l%| DBADM AR,



XFFRXMEAL, AT RER AR TR T S22 2R AT R A — T

* %' DB2_GRP_LOOKUP = local

o TEBERI G OR 1% B DBADM AR M P ER A% Administrators 5 GROUP1
AH.

A LIl SYSPROC.AUTH_LIST_AUTHORITIES_FOR_AUTHID 2 i R 5:3iF F 7 31
AR, Gngtxt DUSERL LA 7 81 T /R:

SELECT AUTHORITY, D_USER, D_GROUP, D_PUBLIC, ROLE_USER, ROLE_GROUP, ROLE_PUBLIC, D_ROLE
FROM TABLE (SYSPROC.AUTH_LIST_AUTHORITIES_FOR_AUTHID ('DUSERL', 'U') ) AS T
ORDER BY AUTHORITY

ol PU# H SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID ZFRECkIGIE DB2 $if %
EHESOHER P TEMA, WEX DUSERL MLLTF/s i i s:
SELECT * FROM TABLE (SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID ('DUSER1')) AS T

E WRAERGOH FIA AL AR B AR 44, ARy DB2 Kudfe A HAR SR SE 4
BRE XL, B DL AT S EUR AL,

1 AE A FFRIBTI R R ITINIE

AT b A T 20 SO PRRIRL, T ORI A R AT S B

XFHMES

e300 JE P A G0 PR PR LT B 5 R R 5 — P PR PR AR, T
FEAT T IURAERS, T AE 25 AR

o DNESIA IR FH PR BT AR R et 0 2 P

- G, DLEHRIEALEE TR AL.

- KUEH.

- P L

T GO IR A P B AT R P PR TS R AR, 6] db2set YA

# DB2DOMAINLIST & L HEF 3, s EIUTES, HEES b 82 sk 6 3 3,
UE FH P, 020030 48 22 a0 It A S A 285 i Bk 5

U SR EUE R 51 2 i B A AR R DL T[], IR A 20 i 441X 48 AR
128

A A AR U] AN, AR R EORESI R, B4R AR RIS .

FE (YRR A A B R g B T CLIENT JAIERT, DB2DOMAINLIST 348 &
AH#, R Windows I EH T EMN Windows FMHHSHEFR, HAFTFE
DB2DOMAINLIST 7 /J} #5745 . DB2DOMAINLIST 57 :S6pg A ) DB2 IR 548 % 45,
HE, WMREPUHARS BRI AN T Windows H¥gEd, IB2% A2 okl
DB2DOMAINLIST.,

mEEMZHF (Windows )

AR /RG] T DB2 Hodle o B AR G0 ] LUUNAR 3245 Windows (%2 axE, PO 44
SAMALER — s L, Br Ul DL R,

TEAT 7 %8, BN R S5 A s 4 R4 fE R — s b, BrRInT DLgEAT i 4%,

%10 B RERG e 269



ER, WP AE A e R A To /& 3 AT 8l e e 55 # 1 s B S, (B E T AHE R

— A b,
7 50. il FHBR 75 % 1 8 By 1
Domain1 Domain2
fFES Domain2 MfHEXRE. « ffEY Domainl HIfFIEXR,

o ENTAMIEmA grp2,
« EXTHF4 id2,
o M4 id2 & grp2 [1—#R5r,

DB2 fi 55 e AE st hiaty. MUtEH % T F 5 DB2 fir
A

<

REVOKE CONNECT ON db FROM public
GRANT CONNECT ON db TO GROUP grp2
CONNECT TO db USER id2

PiA S e R, [HHERAR 1d2. HHiZ et

TERI 3R E 44 id2. DB2 REBCET UL ARy HAlE
B R, B4 grp2 By—#B5) .

WP #4544 Jm A AE ] — 3k, B DUA] DLt AT 3%
%,

E N FLE FH FiE7E SYSADM #FR ( Windows )

TSR AR B RO A BRI B 240 sysadm_group (HI, T4 NULL) , AR H
A SYSADM #UIR.

XL Py

o ZKHl Administrators ZH 1Y 5 51

o BWEGIEE T Administrators ZH PR 5T (24 DB2 ol S g B & MAE E ST A
B EMOE XL P AN R ] DB2_GRP_LOOKUP P45 A5 & >fe il B 2H #c %% )

« DB2ADMNS AR (243 HT Windows P JE 24 PEif) . DB2ADMNS 41fi{i
BRI A E

* LocalSystem [ f?

TERLEE R, DL EEREIT NI GIE, 0l DU T 2 A — P o s i S e 4

HALE 2% sysadm_group K7H #ILATR:

* 7£ DB2 w554 LA A i A3 AR S E A SYSADM BRI (3%
R EAMA ) . DB2 HdE A B 2% W A B e A ML AR AR R P 4L

o QL T LT AL A SYSADM AUBR G P, DB2 K e B % v it
BONTEE LRI E BRI 4.

SRIG, i F T A A ke Bl 1 BN IC B 2 8k sysadm_group HURT A A

DB2 UPDATE DBM CFG USING SYSADM_GROUP group_name
DB2STOP
DB2START
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Windows LocalSystem fit 37§

1 Windows “F-5& b, DB2 %¥i g &40 35 W AR i i A 2 0% 3 7E LocalSystem
ik ;' (LSA) 155 Fizf7. LocalSystem i F7 [ AAR A& SYSTEM,

MOEE S B IL B S 80 sysadm_group 1% # & NULL K}, LocalSystem k)" #{IA A
RERGEM ($14F SYSADM RR) .

MR T ELY FEFFAE LocalSystem 1K /' 3458 F iz T AT AJE T SYSADM A RSk A 1Y
B ERRAE, IR AR o BB R R AU R 4% 7 LocalSystem ik f7, @40, ik
N R P 7 B S PR T RE, W GRANT (BdEFERR ) 14K DBADM Y
FR4%F LocalSystem M 7,

X4 5 BLE A Ik s AT N AR P R A S, MR EAIE DB2 BEE RGN

R ALLSYS TR A G A — SuBR . t, R FARR A & e DB2 i Xt 411

DDL iE4], ABAR 54 T 5Bk gn 5 X L6 i A2 7

o XTERSAEM, BAIMI%S QUALIFIER EIRE (A LE4(E SYSTEM ) 455
TE—i,

o XTI, TR AR DB2 BiEES R LA 2 B e, i
H W CURRENT SCHEMA ZF{7#RiX B A DB2 Fud FEas B4 S F i 4.

DB2 Bl el R sh)E, SAEHEATE A M RINILLE LocalSystem 1k U415 .,
I B EB R S0 Z B A 2 Rl LA R

/£ F§ DB2ADMNS #1 DB2USERS ZBi9# & Windows Z 44

BTSN S, 1£ Windows #AE RS -, 27EFR IBM Data Server Runtime Client il DB2
WKENREF 2 ST DB2 $di e = i g Y &2, £ Windows -5 |, IBM
Data Server Runtime Client I DB2 e P A XI5 B & att,

24238 DB2 HdRE i, BRAREREREME EES B IMAEXT DB2 WK ERAE
EgsREEEMR L. BRIESMILED, S0, ZEBRFSQENNSH4A:
DB2ADMNS #il DB2USERS, DB2ADMNS #il DB2USERS &4 4 44; Al DIk fAr e
EIT A X SO 2 5 R E B AR (AN R BB 2o g, B4 mT DUTE 2 e e 37 ST A P B i
XEEFHR) . WERERE RS EOAAFTEM A, B0 HITE X A 2 15 X e 20 1 R
B PR R BN X S T R R TSR B R AL, T X e R TR ARE R
ZRIATIRA, M5 DB2 AURZ S (#1141, SYSADM, SYSMAINT F1 SYSCTRL) #%
AAEAIOCHR, (HJE,  Hd A B 03 T DUMR P 22 35 A8 34 03 (1 R 0 — a7 DB2 4L
P2 54 | DB2ADMNS #, [ Al B Administrator 41, #30  A1R A 2 12
SYSADM #, R4l A4 1% DB2ADMNS £l %20 0] D7 22285 W a] a 2235 DA
Je B B B g ST

3£ AT DB2 Administrators 41 ( DB2ADMNS 5% 375 2725 ] [A] 26 £ 11 &4 %% ) 1 DB2
A4 (DB2USERS S ETE LA MEIEBE M 7R ) 488 A il d], XA~ 70
JE TR -2, B, BAHGEAMY, FAHEEA.

ISR AL 2 FR, 3 HITE L4 DB2ADMNS Fl DB2USERS A #i i1 E A4,
A2 70 5 7 4 JRiE i 32 DB2_ADMINGROUP #1 DB2_USERSGROUP, HE{ET 1442
G M EA R E R AR, EET e

1. T2 3R AT,
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2. 1517 db2extsec A LIHE B e E:

db2extsec -a new computer name\DB2ADMNS -u new computer name\DB2USERS

iE: WRAE Windows Vista L[ DB2 =g T Bz aet, BaRART
DB2ADMNS i/ A4 i lizf7 DB2 KIEEH T H, It4h, DB2ADMNS 41fY i 51
TEP G EFH AR TR, wRLEN A ey o, SRR IR 5
Uiz f7 R 5E .

BT DB2ADMNS #1 DB2USERS #B3:158IINEE

DB2ADMNS #HI DB2USERS 4 ()i it 2 A DL T HiRE:
« DB2ADMNS

SEEEHITA DB2 ME (ES M T2 R4 513 )
- DB2USERS

X T 22 ML B H kb B9 T4 DB2 X LB BEAPAT IR, (B 8l 1 R4t H
KT ZBA VIR, X IPC B AA ARV

X TR G, T ENA] DU AR AR AL (BN, SRR S 0 e SR SRR A SR
) L BRALH A T BT TR B AR G H SR TR A

e PUATURRIRC & SCB T G fitm, AT .l 5 .exe SCfE, HA AT IRIAL
TR A RBATIZ SO, HEXTHE, BRRERBNEIZE SE.
FAEA T, Frfs DB2 &3 G # V1% 2 DB2ADMNS A G ([FI 2 7H# Admin-
istrators ZHAG A 51 ) , (HEEER EXTHOIFEA A EK, TR ELYIIn) DB2 HdE A RS AR ]
N#R577% DB2USERS MR . B8 0P i 2] Horp — N4
Jaghe P s e TR,
MBI R SRR B e L 4.
g, EEME O, Sl b R,
e oAt B e 3.
RG22 s R 2 1 4.

ELRERARMT BLZEM (db2extsec %)

WERTER B AP B2 2B F43 T DB2 ik R4, 84l DUl AT
db2extsec fir 4 kAT EHHAITIHM. BT db2extsec 74, WAAUEAM Adminis-
trators ZHFN 0L, XEEEA GG IZ RPN 2 A ACL,

A S e

TR E 2 a7 db2extsec fiv %, Hisfr5eZ/a, BORARESS Y L at,
BRAETE X HAT db2extsec 5 Rl % i db2extsec -r fir %,

BRET RREN

A
SFE=
Ifm.s-

ERERT BREMZE BAEREYTRBZEM BRIFEWNTEIHEMY.

W LLEE1T db2extsec -r S REREY R LM, (HkE, RAEBHYRZeEE
W R DT HAO R AR A Cfiltn, QUi e, B 00 Se AT fn e =< ) 45 25 ) i



Bedn A W, AT EREY B2 e PE IR R % 2 K 7 iR 52 DB2 B R4,
R AT A HISCH) DB2 Ha (WEEdRFEHR) , REEAE AT Lk T E
B DB2 Bl R4,

SERIPRIXTR

A LL{# Jl DB2ADMNS FI DB2USERS £ R 41111 i 50 4 4
© RS
- Xt
- H#
< k5%
© MR
A PLf# Jl DB2ADMNS #l DB2USERS {47 (1 sl 454 5 -

DB2ADMNS #1 DB2USERS B HHI4F1

%75 T44/2% DB2ADMNS fil DB2USERS 41fH5H1:

# 5]1. DB2ADMNS F DB2USERS 4 [454K

HRL DB2ADMNS | DB2USERS =S|
B A5 i X & Y N PRICAb B (FEEbRICAE BARERR 2L, T IAIE
( SeCreateTokenPrivilege ) AL )
B e ik B 2 AR g Y N PLSs — A P Sy G AR
( SeAssignPrimaryTokenPrivilege )
BN AT ( SelncreaseQuotaPrivilege ) | Y N PLSS — AN TP By A g A
1€ N #1E R 50y &6 Y N LogonUser ( Windows XP 2 Bl RRA Ny T 4T
( SeTcbPrivilege ) IETi$UTF LogonUser API I 45E )
A% A Y N Ab BTV A 2 H RS
( SeSecurityPrivilege )
WHXCHFSEHMFEHAEN |Y N B4 ACL
( SeTakeOwnershipPrivilege )
N G v Y N B TAE4E
( SeIncreaseBasePriorityPrivilege )
#HOySCUEFIH 57 (SeBackupPrivilege ) | Y N BREESCAF RN AR (AT 2 ) P A S A
FVE I 2 Ab B ] AR AR R
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey #l
RegLoadKey(Ex) )
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HHR DB2ADMNS | DB2USERS BEH
SFSCEFTH 5% (SeRestorePrivilege ) | Y N WEBSCAFATE A RAL B (ST HE L8 P A B
A i 3R b B ) AR I AR
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey H#
ReglLoadKey(Ex) )
P FEF (SeDebugPrivilege ) Y N FRicAb s ( FEEetric b IR ERE, M AE
AL )
FEHHEITMZ2MEHEK Y N A E I HERH
( SeAuditPrivilege )
fE M55 %% (SeServiceLogonRight) |Y N VE}IR %3247 DB2
M 25 T 1) 86 T AL Y Y FVFMZEEIE (fLF DB2 Hde R4 B 45 8
( SeNetworkLogonRight ) LOGON32_LOGON_NETWORK #EIi KA,
X 23 X RE AR S )
EINIEZ 5 B & N Y N % PHLE 4 (Windows 7E i/ i I HELE API >k
( SeImpersonatePrivilege ) B 7 DB2 SRR
ImpersonateLoggedOnUser, ImpersonateSelf #/1
RevertToSelf %)
BiE AR Y N NS EL]
( SeLockMemoryPrivilege )
Bl & Fy X & Y Y Terminal Server 3#f (Windows EFFE )
( SeCreateGlobalPrivilege )

Windows 2008 #1 Windows Vista sy SR ARE=SE: AP
G elEHI TheE BB
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Windows 2008, Windows Vista 1 Windows 7 [ 7 yi[a 461" (UAC) IhREE4 % DA
T A DB2 B E R 4.

AR E B IS M TR T

BB BN, 75 Windows 2008, Windows Vista Fl Windows 7 I, (X DIARHE P 4L
Mg shiy R, BIEE R PR A4S B G2 k. BEDUE 25808 5 3 v 2 T,
T BN DUT A 8 B RGBT i 2 8 O 3 24, DB2 i PRl H iy Windows
2008, Windows Vista il Windows 7 Fi A1 — AR b “dn S 0 - 4 P00 fREE 5
X, MREBHBITEGS, IBAdIE G shib e ik,

W R T A A B AT, IR 227 Windows 2008, Windows Vista #I Windows 7
i Ay A SRR S E T T EOR$UT DB2 EHALS, IPABSBEI RSN R, R
7 TR U [ 0 4 208 5 FLRE TG I B2 58 Bk $E4 T 55

FHfE PATIHRE R TNV E BT S5, ARG G MM L:
« 7% SYSADM, SYSCTRL m, SYSMAINT {[}

o ZBIEMFEFR HKLM 43 3% T By
e« B A Program Files Hx THIH =
Bian, DT ERAE R 4 SR A A AT 55



* BIEAMMER DB2 S

« JAZAIE I DB2 S

o AEEE PR

o HUEECE A AR E 240 DB2 RIS (DAS) Bl ESH

« BB CLI BLESHMEE RFGEHIRIE 4 (DSN)

« A3 DB2 T H

* izf7 db2pd SLHREF

« T DB2 MEEI SO M RAR &

B (], AR 50 4 B LR RS AT I i A R AT s DY T AT DB2
145, BELE2EM ORI SRR ETE TR, GpdisE sy, Raik
FILETE B HHHE1T.

i OWRBHATY RE 2N, EUAUE DB2ADMNS AR A e G S EE A T A
(i, i 4 g s d L)

RPHRMAE

MPEdE (Fin, SCEHSFEH S ) fF#fE ProgramData\IBM\DB2\copy_name H 3%
., H copy_name j& DB2 RIARAFR (BAE1EH T, DB2COPY1 &35 — 1
BIA4%%) . {EFR Windows 2008, Windows Vista il Windows 7 2 #MifH At Win-
dows R I, FH P EAEFEAME/E Documents and Settings\A11 Users\Application Data\
IBM\DB2\copy name

DB2 #1 UNIX Z 4
S T T UNIX 8 M2 2 S0,

DB2 $fli FEANZHF root HIF B 70 M5 EE B L, W] su - <instance owner>
VE R8P o H

W, N7 AR, EAEM LG AEN Fenced ID, {HJE, WERFTH A 2
) UDF slifrfifid®e, IEAR LI Fenced ID B EASLHI, 1A HEIE S —4 M
PRIk,

IR —MOA S S BEAUR SRR ARiR. K2 B9 ) UDF RIA7 i 22 9 1 48

SE RSN A S5 (db2icrt ... -u <FencedID>) . %% T“DB2 % 'Hl
"5 “DB2 AP RE TR, WARTTEXFEA.

DB2 #1 Linux L4
T EEE TS E T Linux FEMNZEMTEEHEIN,

B (Linux)
T Linux #4EZR 40 L, DB2 Bl JFE /= i S 45 5 o6y,
7 Fr 2@ i R IBMOSchgpwdclient.so F1 IBMOSchgpwdserver.so HYZ-4ififf
FESEILIY,
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BAE Linux b S0 MRy, TE 8 PR FLAR L 2 240 CLNT_PW_PLUGIN % &4
IBMOSchgpwdclient, % SRVCON_PW_PLUGIN % & 4 IBMOSchgpwdserver,

[F]If I8 M Z0AE /etc/pam.d H g N AIEZAFR K db2”f) PAM JL & SO,

#BEEFNZHEH ( Linux)

TE Linux b, ZEXHFFEN DB2 Bl - b i %6, WZIRCE DB2 S| DL 224
64 IBMOSchgpwdclient I IBMOSchgpwdserver,

T Z |l

WA T T3 H e
o INSTHOME/sq11ib/securityXX/plugin/IBM/client/IBMOSchgpwdclient.so
o INSTHOME/sql11ib/securityXX/plugin/IBM/server/IBMOSchgpwdserver.so

H INSTHOME 52T #E M EH %, securityXX J& security32 5{ security64 (H{

YT 58 )
UK

Ef DB2 SLHHERE L aidfr, AT YRR
. VEREA root HIFACRR 9 H 8 5%,
2. flE# PAM PFCE XM /etc/pam.d/db2

B R LSRR 1 el R G0 D SCR — HE S U], 4, AE SLES 9 I, W
PSRN B 7 o FH e S

auth required pam_unix2.so nullok

account required pam_unix2.so

password required pam_pwcheck.so nullok tries=1

password required pam_unix2.so nullok use_authtok use first_pass
session required pam_unix2.so

£ RHEL b, 0]RIA0 P 7 fift F e SC 1

#%PAM-1.0

auth required /Tib/security/$ISA/pam env.so

auth sufficient /1ib/security/$ISA/pam_unix.so 1ikeauth nullok
auth required /Tib/security/$ISA/pam_deny.so

account required /Tib/security/$ISA/pam unix.so
account sufficient /Tib/security/$ISA/pam succeed_if.so uid < 100 quiet
account required /Tib/security/$ISA/pam permit.so

password requisite /Tib/security/$ISA/pam cracklib.so retry=3 dcredit=-1

ucredit=-1

password sufficient /1ib/security/$ISA/pam_unix.so nullok use authtok md5
shadow remember=3

password required /Tib/security/$ISA/pam deny.so

session required /lib/security/$ISA/pam_limits.so
session required /1ib/security/$ISA/pam unix.so

3. JAH DB2 SEfirf ) % 4t 1

a. CPEECE S PR AR B 280 SRVCON_PW_PLUGIN [9{E ¥ # & IBMOSchgpwdserver:
db2 update dbm cfg using srvcon_pw_plugin IBMOSchgpwdserver

b. W RdE A B RS D S50 CLNT_PW_PLUGIN ({4 B %7 &y IBMOSchgpwdclient:
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db2 update dbm cfg using CLNT_PW_PLUGIN IBMOSchgpwdclient

BB B 2R A P SR IC 2 %0 SRVCON_AUTH f{Ei% B & CLIENT, SERVER,
SERVER_ENCRYPT, DATA ENCRYPT =z DATA ENCRYPT CMP, & ¥ i /& 3 g fic

B 2% SRVCON_AUTH FY{E 1% & >4 NOT_SPECIFIED, Jf4% AUTHENTICATION ff{Ei%

B}y CLIENT, SERVER, SERVER ENCRYPT, DATA_ENCRYPT zf DATA ENCRYPT_CMP,
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& s = EREENRIRR L — R BT E)
Net Search Extender SC27-2469-02 & 2010 4F 9 H
Administration and User’s

Guide

X HIER 15 S151-1190-02 &= 2009 4E 11 A
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Query Patroller Adminis- SC27-2467-00 &= 2009 4F 8 H
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Spatial Extender and SC27-2468-02 & 2010 4 9 A
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ment Feature User’s

Guide and Reference

SOL IEEE: W S151-1171-02 = 2010 4 9 H
JFJE A

SQL Reference, Volume 1 SC27-2456-03 = 2010 4 9 A
SQL Reference, Volume 2 SC27-2457-03 L 2010 4F 9 H
L B 12 9 A O B K - S151-1164-03 I 2010 4F 9 H
PERE

FF DB2 V9.7 S151-1173-03 £ 2010 4 9 H
Visual Explain # 1% S151-1184-00 & 2009 4 8 A
DB2 V9.7 #lph 2 S151-1179-03 B 2010 4 9 f
Workload Manager Guide SC27-2464-03 s 2010 4 9 H
and Reference

XQuery 7% S151-1181-01 & 2009 4 11 A
#53. ¥ TF DB2 Connect AR

& s B REEN IR =IE— X EHETE
‘wAEFIAL & DB2 Con- SC40-2456-03 = 2010 # 9 H
nect AR

ZAERIN & DB2 Con- SC40-2458-03 = 2010 4 9 H
nect R4

DB2 Connect User’s SC27-2434-02 = 2010 4 9 A
Guide

2 54. Information Integration ;K158

& £S5 =T REENRIAR ST — R EHETE
Information Integration: SC19-1020-02 = 2009 4 8 H
Administration Guide for

Federated Systems

Information Integration: SC19-1018-04 L 2009 4 8 H

ASNCLP Program Refer-
ence for Replication and
Event Publishing
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4 £S5 B RMEENRIRR RIL— R EHET[E
Information Integration: SC19-1034-02 w 2009 4F 8 H
Configuration Guide for

Federated Data Sources

Information Integration: SC19-1030-02 & 2009 4F 8 H
SQL Replication Guide

and Reference

Information Integration: GC19-1028-02 JE 2009 4 8 H

Introduction to Replica-
tion and Event Publish-

ing
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