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1. Introduction

IBM zEvent is a notification and monitoring app for the management of IBM z/OS systems enabling to
quickly react to critical system messages, process failures, or resource shortages.

zEvent receives and displays system events and snapshots sent via push messages and aims to
provide system administrators with sufficient information to assess important situations on the mobile
device. Based on this information, the administrator can decide whether the system event requires
immediate attention.

The notification can be enriched with context information. This information coupled with zEvent's
integrated interfaces to z/OS tools, such as IBM Resource Measurement Facility (RMF) and IBM z/OS
Management Facility (zZOSMF), allows to drill down and pinpoint the system message source. Using
these monitoring facilities, the administrator can then decide whether a direct reaction at his workspace
is required.

The app is focused on z/OS systems and is tailored to functionality provided by z/OS, which is a
prerequisite to exploit the full capabilities of this app.

For more information refer to the zEvent website
http://www-03.ibm.com/systems/z/os/zos/tools/zevent/

2. Quick Start
2.1 Prerequisites

e Supported platforms:
o i0S
o Android
¢ Internet connection
e Email setup on the mobile device

2.2 Enable Push Notifications to receive Events and Snapshots

To receive events, the app needs to be enabled to receive push notifications. Furthermore, the required
information of the mobile device needs to be saved on the host system that is responsible to send the
notifications. More specifically, the push token of the device (“device token” in iOS terminology,
“registration id” in Android terminology) is required to identify the device when sending a push
notification and the device owner information is required to configure the appropriate receiver for the
events.

To realize this, first navigate to Settings — Push as shown in Figure 1 and enter the information
provided by your administrator. Then, tap Connect and accept any prompts should they appear. If you
have already tapped Connect, a notification might appear to indicate that the internal settings have not
changed since the last connection. After, an email draft will appear as shown in Figure 2. The
information is to allow the setup on the host, you do not need to modify the email. Finally, send the
email to the administrator.
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Important: Repeat this step if it is the first time the app is installed or if you have uninstalled the app
before.

Important for iOS only: To process the events if the app is inactive, do not terminate the app. This
allows to collect the incoming events in the background. If the app is terminated, the incoming events,
which are displayed in the notification center, need to be manually transmitted to the app by tapping on
them.

i)
@ Settings

TABs

Settings for Events/Snapshot

e )
Your name  [Harald Bender

Connections Project name [zEvent

Project ID  [946438602427
' Encrypt. Key [2b7e151628aed2ababf71!
Admin. email [bhbe@de.ibm.com

Reg. ID [APA91bEEaqiSVnuSNZjwr

Security

[Push

About zEvent

J

Connect

!

ok

r§§ Scan E'A Show

l

Figure 1: Push Settings
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Schreiben @ » i

An bhbe@de.ibm.com v

A zEvent user wants to register

Hello

A user requests to connect
his device to the zEvent
project 'zEvent'
(946438602427)

{"UsrAdr":"APA91bEEaqiSVnuSNZjwrfCK
0WWvb28RpCJn_nIWoMMUEjOlgWeJhK
Wa3LGL1glPc8x5Kn7vj1YTTu43s2J0Fn
wSDAJIlq7fSp9qgiBa_nSguUxwLft1FjN4cL
Dg6gCcuTmcjKleyTWk2a",'UsrPrj":"9464
38602427","UsrTgt""Android",'UsrNam""
Harald Bender"}

i

Figure 2: Email of the Push Settings to Administrator

2.3 Connect to Monitors (RMF and z/OSMF)

To display monitors, the required information for a web connection needs to be specified, such as
URLSs and credentials. Furthermore, the connection should not be blocked by firewalls.

To setup a monitor connection, navigate to Settings — Connections as shown in Figure 3. Use an
existing connection definition (if possible) or create a new connection definition with the add button (+).

Type in a new label as well as the URL(s) in the host fields, see Figure 4. The RMF host requires the
form
[host]: [port]/gpm/root.xml,
Whereas the zZOSMF host needs to be of the form
[host] : [port]/zosmf or
[host]: [port]/zosmf/izur.
The former navigates to the starting page of zZOSMF, the latter displays a list of defined dashboards to
display one of them without having to navigate through z/OSMF. Finally, enter the user credentials and
save the connection definition.

Important: The label should be the name of the system as it will appear in the notifications. This allows
to associate the right connection definition when connecting and navigating to a specific host from the
event’'s context menu (illustrated in Figure 11).

In the list of connections (Figure 3), tap on one of the connections and choose Connect. If the
connection was successful, the symbol of the connection turns green, otherwise an error message
appears. Leave the settings and choose the monitor tab(s) for which a URL was specified to retrieve
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the provided information. Examples of the RMF and the zZOSMF monitor are shown in Figure 5 and
Figure 6.

Important: Connecting to a system may take a moment. An error message will appear after a
connection has failed even if in the meantime another attempt for a connection was initiated. Further,
the connection attempt will appear successful (green icon) if at least one of the connections was
successful. An error message will still indicate connection errors.

New Connections

boa ANYT disconnected
E MVS1 connected
boa Mvs2 disconnected
s Mvss disconnected

ZMF1 disconnected

o ZMF2 disconnected

IMF3 disconnected

Figure 3: Connection Settings
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D
(@ settings

New Connection

Label [ANY1

RMF host  [ip.rmf

2/OSMF host [ip.zosmf

Timeout [2000
LS

-

User name [userid

Password [seeeeees

| save | cancel

Figure 4: Definition of a New Connection
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ALXMIUSS [0136] 17013
XCFAS[0008] 17012
RMFGAT [0049] 16158
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Figure 5: Example RMF View
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@ IBM zEvent

.
;

Dashboards for ZMF2

Common Storage Activity (Running)

B8 Ccommon Storage Activity e . : e
B8 coupling Facility Overview v CSA & ECSA (Systems)
BB Execution Velocity poo | N 20
[
EEETEIAGY =
wd Y b 20
I 5
B8 Overall Image Activity
po; | N 20
I 6
B8 Performance Index
por | N 0
; I S
B8 Response Time
B8 Using & Delays [ LOCALPLEXSYSPLEX % GSA utization by MVS image
[l LOCALPLEXSYSPLEX % ECSA utiization by MVS image
B8 XCF Activity {
05/07/201510:31:30- 05/07/2015 10:32:00
» SQA & ESQA (Systems)
» CSA (Jobs)
G

Figure 6: Example z/OSMF Dashboard View

3. User Interface (Ul)

The User Interface (Ul) consist mainly of the following elements shown in Figure 7:

1. Back Button: The back button has multiple tasks. It is primarily used to go back within the
settings menu. It further navigates to the main tab Events when tapped within other tabs. It also
closes certain popup menus, e.g., the connection menu. It can also navigate from a z/ OSMF
dashboard to the dashboard list.

2. Title: The title indicates the content of the app. It switches to “Settings” when the settings button
is tapped.

3. Settings Button: The settings button displays the settings menu. Use the back button to close
the settings menu.

4. Tab Bar: The tab bar can be customized in the settings to show only the required tabs. It can be
used to quickly switch the view.

5. Tab Content: The largest part of the display shows the content of a given tab. The content can
resize if the mobile device is rotated.
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6 Dashboards for ZMF2

Common Storage Activity

Coupling Facility Overview

Execution Velocity

General Activity

Overall Image Activity

Performance Index

Response Time

Using & Delays

XCF Activity

Figure 7: Elements of the User Interface

4. App Settings

Use the settings button in the upper right corner to customize and to configure the app. The following
sections describe the settings pages in more detail.

4.1 TABs

As displayed in Figure 8, the TABs settings allow to check and uncheck the tabs that should be
displayed in the app. Previously hidden tabs can also be displayed again. The events tab cannot be
hidden, because it is the main tab of the app.
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B
@ Settings

Enable/Disable TABs

Snapshot

RMF

RS

z/OSMF

Figure 8: Settings for TABs

4.2 Connections

The connections settings can be used to define the URLs and the credentials of the system monitor
facilities (cf. Section 2.3). After using the add button (+), a new connection definition can be specified
as illustrated in Figure 9. The connection can be labeled with a name and with location URLs. Currently
supported monitoring facilities are RMF and z/ OSMF. The RMF host requires the URL form
[host]: [port]/gpm/root.xml,
Whereas the z/ OSMF host needs to be of the form
[host]: [port]/zosmf to connect to the starting page of zZOSMF or

[host]: [port]/zosmf/izur to retrieve a list of defined dashboards and navigate to them.

Finally, the credentials are required for authentication.

Important: The label should be the name of the system as it will appear in the notifications. This allows

to associate the right connection definition when connecting and navigating to a specific host from the
event’s context menu (illustrated in Figure 11).
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)
@ Settings

New Connection

bs ANYT disconnected

Label |ANY1

by MvsT disconnected
RMF host ip.rmf
by Mvs2 disconnected (ipm
2/OSMF host [ip.zosmf
b-a Mvs3 disconnected
----- Timeout (2000
o ZMF disconnected ‘
b ZMF2 disconnected

User name [userid

bs ZMF3 disconnected Password [+eeseees

Save Cancel ‘

(

Figure 9: Settings for Connections

4.3 Security

The security settings can be used to protect the app with a password. Each time the app was
terminated, the user is prompted with the password if the app is opened.

Important: The password is not stored in the app and it is therefore not possible to restore the
password if it is forgotten. To clear the password, the app must be uninstalled and reinstalled.

4.4 Push

The push settings need to be used to connect the app to the push services. If the app is installed the
first time, enter the information provided by your administrator in the fields. Some of the information can
also be passed by displaying and scanning QR codes using the respective buttons. After the
information is entered, tap Connect to establish the push setup.

After connecting to the push service (i.e., accepting all prompts), a popup appears to send the
information to administrator per email. This is to setup the sending of the messages from the host to the
device. This step requires an email setup on the mobile device.

Important: Repeat this step if it is the first time the app is installed or if you have uninstalled the app
before.
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4.5 About zEvent

This page contains legal information and version information of the app.

5. Events Tab

The events tab is the main tab of the app and illustrated in Figure 10. New events are displayed here
with a timestamp, the affected system, a short description, and a given severity indicated by the color of
the event. To obtain more information, the event can be expanded by tapping on it.

If certain keys are specified (e.g., rmfdds in Figure 10), the event can be linked with specific monitor
metrics or dashboards. This information can be retrieved by tapping on the expanded event that
triggers a popup menu, see Figure 11. Apart from cleaning up events, this menu allows to directly
connect to a monitor of the affected system — given this label exists in the connections settings — and
further investigate the source of the event. The monitors are opened in their respective tabs as further
detailed in Sections 7 and 8.

[Date:  15/04/28
(Time:  04:01:55
[System: Mvs1

) . Too much CPU Soakers are
[Message. currently in the System

... reports: CPU
lrmfdds‘ xmldoc: rmfpp

04:01:55 MVS2 Performance Index Alert
04:01:55 MVS2 Capping Alert

Figure 10: Events Tab
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3 7 Ll 0

)
@ IBM zEvent

Select...

open RMF

open zOSMF

delete this event

delete all events

Figure 11: Events Tab — Context Menu

6. Snapshots Tab

Similar to the events, the host can provide snapshot information of the system to the app. These
snapshots are static, graphical information and are provided with a timestamp, the affected system, and
a brief description. Tapping on this element expands the shapshot and displays its information, see
Figure 12. Tapping on the snapshot displays a context menu as shown in Figure 13.
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)
@ IBM zEvent

4h rolling average

p—o—e

10 P o ey,
12:00 1210 1220 12:30 12:40

limit average

Figure 12: Snapshots Tab

Select...

delete this chart

delete all charts

enable zooming

Figure 13: Snapshots Tab — Context Menu
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7. RMF Tab

After the connection to a RMF host has been established successfully, the monitor information can be
retrieved in the RMF tab and its content can be browsed interactively, see Figure 14. This view is the

embedded web interface of RMF, however, some functionality may be not available (e.g., printing the
document).

For a comprehensive overview of RMF, refer to
http://ww-03.ibm.com/systems/z/os/zos/features/zosmf/.

2 T il 100%M

) B
@ IBM zEvent @ IBM zEvent

v =
* @8 XX

P00,* STORAGE -- # frames total by job [8D0CDO] (count)

¥ @

Time Range: 05/07/2015 10:35:30 - 05/07/2015 10:36:00
ZFS [0048] 271000

P00s22s0 [025E] 148000 [

RASP [0003] 116000 [N

OMVS [0011] 87161

OOKASPT1 [0124] 52925
JES2 [0044] 46220
IXGLOGR [0014] 42406
GRS [0007] 33937

CPOSERV [0202] 30862
RRS [0166] 30695
CFZCIM[0139] 22848
LCKoOIMS [017F] 20180
LCKOOGRS [0169] 19211
EYUX410[0034] 19150
LCKOODB2 [0178] 18424
CMASP00 [0035] 17789
CMASP02 [0148] 17684
ALXMIUSS [0136] 17013
XCFAS[0008] 17012
RMFGAT [0049] 16158

Welcome, you are connected to:
,SVPLEX6,SYSPLEX

RMF Monitor Ill Data:

lcon  Resource Metrics Attributes Res-Type
/SVPLEX6,SYSPLEX Metrics Show SYSPLEX

RMF Postprocessor Reports:

—Reports:

® CACHE CHAN cPU CRYPTO
cF SDEVICE ) WLMGL
ovw

D

r—Filter Options:

Date(Start End)

SysID
| Add to My View |

Time of Day

)
\

Figure 14: RMF Tab

8. z/OSMF Tab

The zZ/OSMF tab has similar functions as the RMF tab. It provides monitor information using the
z/OSMF web interface. Depending on the configuration as indicated in Section 4.2, the tab loads the
starting page of zZOSMF or displays a list of defined dashboards from which the user can choose.
Shown in Figure 15, tapping on one of the items in the list loads the dashboard information. Using the
back button closes the dashboard and displays the list again, where the last accessed dashboard is
hold in cache.

For a comprehensive overview of zZOSMF, refer to
http://www-03.ibm.com/systems/z/os/zos/features/rmf/.
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Figure 15: z/OSMF Tab

9. FAQ and Known Issues
9.1 Events

e i0S only: App does not contain new notifications if it was terminated.

On iOS, the app is not able to detect new notifications if it is terminated. Thus to process the
notifications if the app is inactive, do not terminate the app. This allows to collect the incoming
events in the background. If the app is terminated, the incoming events, which are displayed in
the natification center, need to be manually transmitted to the app by tapping on them.

e |received a notification that an event arrived, but the app does not show a new event.

The app filters duplicate events, i.e., if an event with the same attributes already exists, identical
new events will be discarded.

e | cannot connect to a host from the context menu of an event even though the system is defined
in the connection settings

Make sure the connection definition is labeled as the system name. This allows to associate the

right connection definition when connecting and navigating to a specific host from the event’s
context menu.
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9.2 z/OSMF Dashboards

iOS only: When opening z/OSMF using the context menu of an event, the dashboard is not
loading or is not shown properly.

Earlier versions of zZOSMF cannot be displayed properly and may appear as unavailable.

Furthermore, the dashboards can be only retrieved by name, i.e., dynamically defined
dashboards within an event (parameters in the payload of the event) cannot be retrieved.
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