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Smarter Solutions for a Smarter Government

Cyber Security Solutions

Key Trends
= Holistic Approach to Security

= Customer Examples
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Welcome to the smarter planet i
Tt
The planet is getting more H"ll

Instrumented, Interconnected and Intelligent.

. = e ————,

90% 1 trillion 162 million
Innovation in automobiles is Connected objects — cars, Smart phones sold in
related to software and appliances, cameras, roadways, 2008, surpassing
electronics systems, with pipelines — comprising the Igptop sales for the
30-60% of the value in the “Internet of Things” and about 2 first time
software billion people will be on the Web

Approximately 70% of the digital universe is created by individuals,
but enterprises are responsible for 85% of the security, privacy,
reliability, and compliance.




As the world gets smarter, demands on #
I'T will grow. i

o

Smart traffic  Intelligent Smart food Smart Smart energy  Smart retail
systems oil field systems healthcare grids

technologies

i,

Smart water Smart supply  Smart Smart Smart Smart cities
management chains countries weather regions

Despite the risk, the reason we will all begin to transform our systems, operations,
enterprises and personal lives to take advantage of a smart planet isn’t just because we
can. It’s because we must.




Additional security and privacy risks impacting
customers

 Numerous system integrations and
configurations are required to make a
city smarter . '

Protectlon of sensors & Protection of digital

* Tremendous_. analytic power is actuators in the wild identities s
needed to discover new treatments N =4 E PYEm P P
for cancer - -

* Massive amounts of data flowing from
hundreds of thousands of smart
meters must be read multiple times

per hour A/
. ) Addressing the new Adoptlon of virtualization
« Staggering numbers of images must cyber threat landscape and Clgyd computlng

be captured, stored, managed and
linked to billing and collection
systems in real time

Most significantly, we must
begin to address new IT  ONDER LA [N
Security and Privacy risks Addressing compliance

complexity
i [ |

Expectation of
privacy
T—— T—
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Protection of sensors and
actuators in the wild
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Organizations must it

Il
- manage large, H"ll
changing number of
endpoints, owned by
multiple parties and
connected via Internet

Challenges: Point to consider:
= Everything is “attackable” = Do you have controls in place
= Endpoint nodes largely unsecured to monitor and secure

and physically vulnerable endpoints?

= Endpoint communication networks
with varied degrees of security



Protection of digitél identities I A single individual
may have information ::Hiii:
resident in hundreds H:":H

of thousands of
databases, and
simultaneously
maintain multiple
legitimate identities.

Challenges: Points to consider:

= Multiple “identities” for multiple = Are you managing privileged
purposes access to sensitive data and

= |dentity evolves over time critical assets?

= \Who are ALL the trusted
insiders? What about 3
parties?



Addressing the new \®
yber threat landscape

ull
Economic impact to iililii
organizations from [Jown]|
cyber attacks has
grown to over $226B

annually

Dept of Homeland Security

Challenges: Point to consider:

» Increase in cyber threats targeting key = |s cyber crime a significant
operations and assets source of risk to sensitive data

= Intrusion attempts are organized, and critical infrastructures?

disciplined, aggressive, and well
resourced



"Adoption of virtualization \L‘E;
: ] ||!!

and C__!OUdi___.,SomlpUtm% 21% of employees ||:IE||

' admitted to turning off H'"'h

or manipulating
firewalls and anti-virus
software

Ponemon Institute, June 2009
Trends in Insider Compliance

Challenges: Point to consider:

» Cloud computing models and » To what extent has adoption of
virtualization increase infrastructure new technologies changed your
complexity approach to security and

= Web 2.0 and SOA style composite compliance management?
applications introduce new level of
challenges

= Smart devices present a new breed of

security threats
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Addressing compliance @
II|I"!!

Depending upon the lF"'il
industry, some I|:..:|l
organizations face

multiple regulatory

mandates
Challenges: Point to consider:
» In search of “silver bullet” to pass the » How much security and
audit instead of focusing on risk-based compliance control is good
information security program enough?

= Complexity and confusion around a
starting point make it difficult to think
strategically
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Expectation of
privacy
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More than 4,500 people
divulge concerns with
safety of personal
information on the
Internet and a desire for
better identity protection

2010 Global Online Consumer Security
Survey, Jan 20, 2010

Ch_alleng_eS: | Point to consider:
*» File sharing software compromise = To what extent is privacy
personal computers via spyware and driving your security spend?

keystroke capture

= Consumer expectation is that security
should be built in certain online
transactions (i.e., banking, retalil,
Government transactions, etc.)



So how can security help us take advantage -
of opportunities in the smarter planet? i

Security enables us to take risks and innovate confidently.

Cloud Computing ST « Safely adopt new forms of technology
like cloud computing and virtualization

e Implement new business models like
outsourcing and teleworking

 Address emerging compliance
constructs, while decreasing IT
operations costs

Virtualization Tele Working e Assure quality, availability and integrity of
information required for real-time
decision making

e Address consumer expectation of
privacy by assuring “trusted brand” status




Japanese Auto Manufacturing o

Revolutionized Lifecycle Principles i
o
Design, Operations,
Customer Service - linked
early in the lifecycle
process

Simplified planning and
governance Cars Sold Worldwide (000s)

== )S =ll= Japan

Increased collaboration
between design engineering
and plant operations

11.057

Stronger customer feedback
focus

1960 1965 1970 1975 1980




IBM approach to security on a Smart Planet...
Secure by Design i

[y
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. |l
Assurance Intelligence

Foundational

Controls
IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT

@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

‘a NETWORK, SERVER AND END POINT

PHYSICAL INFRASTRUCTURE

Standards Governance
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SMART TRAFFIC

IBM is working with Brisbane, London, Singapore
and Stockholm to deploy smarter traffic systems.
At least 20 other cities have active bids to do the

same. |
Stockholm has seen approximately 20 percent less e 2

-~

traffic, a 12 percent drop in emissions and a ' 7

reported 40,000 additional daily users of public
transportation.




IBM Security Framework
A comprehensive approach to managing risk end-to-end
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e Security is a growing focus area as organizations try to: (1L}

— Stay ahead of evolving threats el

— Take advantage of new business opportunities

— Pursue more efficient IT business models (e.g. cloud
computing)

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

 IBM Security Framework, introduced in 2007, is ®pmmmmemm

embraced by customers to:

— Orchestrate their strategy across a broad set of issues in @ DATA AND INFORMATION

each domain

. L . . @ APPLICATION AND PROCESS
— ldentify gaps and prioritize investment to meet their
security goals @ NETWORK, SERVER AND END POINT

— Implement security where their specific environment most

requires it @ PHYSICAL INFRASTRUCTURE
« The Framework also guides IBM solutions:
- ﬁ\ccecllerated, customer-driven integrations across IBM il Wl il [Bipibilids
rands

— Improved customer-facing aspects of IBM Security



IBM security portfolio... solutions to
meet your needs i
-: Professional Services @ Security Governance, Risk and Compliance J Management

.-.I: Cloud-based &
Managed Services @ -d i
ement
- = Products Access Management

Data Loss Prevention

Data
Security

LD L Messaging Security

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

<@ PEOPLE AND IDENTITY

@ Lifecycle Management
Database Mon!tonng and Data Masking
Protection

Application Security Web Application Firewall

@ NETWORK, SERVER AND END POINT

@ PHYSICAL INFRASTRUCTURE

Common Folicy, Event Handling and Reporting

Access and Entitlement
Management

Infrastructure ok erability Mainframe Security Audit, i
Security essment Admin & Compliance Anpiid
Protection
D . |
Intrusion Prevention System Security
Configuration
Virtual System Security and Patch
Mgmt

m H ‘ ““‘ m “ H ‘ m” ‘ m“l S
I e rmnr e e nrmnmnmeeimmrrmrrmnnrnen

SOA Security

Professional
SETVICES




IBM Security Services — current portfolio 4

of services e
"m:nraged

(| =Professional services : : ; |
. GRC Security Governance, Risk and Security Log Mgt / . Tivoli
) = Managed services J Compliance Services Managed SIEM
- = Cloud-based services
. : Managed Identity and . Tivoli
m Identity & Access Mgmt Services Access Management
Data Security Services E-mail Security * M
Application Security Services Web/URL Filtering * Rational
Firewall
Management

€

IBM Security Framework
SECURITY GOVERNANCE, RISK MANAGEMENT @
AND COMPLIANCE »
PEOPLE AND IDENTITY

DATA AND INFORMATION | K—u*’

APPLICATION AND PROCESS

Vulnerability Assessment
PHYSICAL INFRASTRUCTURE | nq Security Intrision Web/URL Filtering ol
Prevention

NETWORK, SERVER AND END POINT

Infrastructure

Services*

e Security Event Management]
(Threat Mitigation) o

Unified Threat

Management Threat Assessment

Eg.‘/ Physical Security Services

LAV KAV AR R

Commuon Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software




Cloud compliance: Security Information and Event Management

Key Features

= Single, integrated product

= Log Management Reporting

= Unique ability to monitor user behavior
= Enterprise compliance dashboard

= Compliance management modules and
regulation-specific reports

= Broadest, most complete log and audit trail
capture capability

= W7 log normalization translates your logs into
business terms

= Easy ability to compare behavior to regulatory
and company policies

= Multi-tennancy support through scop

The IBM Tivoli SIEM Solution

User Activity
Monitoring

Compliance
Dashboard

Custom \
- Best Practices
- Compliance
1SO270)

PCI-DSSHEA
Basel TP
FISMATN
HIPAR

GLBATIN
SOX

Collect
& Store

People - Technology ' Manage Logs l Monitor, Audit & Report
| | opations

prmleged"ﬂ

users

Investigate '
& Retrieve

Log Contini
Report™

Manage ment
Madules

Security
Operations
DEELLLETL |

Real-Time
Collection

E&\_}ﬁ-gwkﬁl

Dashboard  Trends Reports Regulations  Policy Distribution Seflhngs

Security Event
Correlation

CIFDB » all_systems [ Partal
z i
| ¥ Event Information Seftings
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Real-Time Database Security & Monitoring \,

Application Servers

Database Servers E
0
2 @
S~ £ o
Guardium Host Based Probes - ~ Guardium Collectors Informix
(S-TAP)
* Non-invasive ® Granular policies & monitoring
* No DBMS changes * Who, what, when, how
® Minimal impact * Real-time alerting
* Does not rely on traditional DBMS-resident ® Monitors all activities including local access

logs that can easily be disabled by DBAs by privileged users

OO AR RN




Firewall, Intrusion prevention systems (IPS),
Unified Threat Management ]

Solution oveNIGHIEE |||:I|i

Firewall, IPS, IDS and UTM management are designed [fam]

to reduce the operational overhead associated with the % =< - g ’
. . o S J_;-*’/f‘ —

day to day management of core security technologies N et -

that provide the foundational elements for an i

organization’s overall security posture. These offerings

combine management, monitoring, and maintenance

across a variety of leading technologies and service
levels. *Support for IBM’s market leading

technologies —

as well as Checkpoint, Cisco,

Key Components

- Multi-vendor support that helps maximize your Fortinet,Juniper, McAfee
existing security investment *Industry leading service level
- Faster time to deploy and reduced operational agreements
overhead within multi-vendor environments. Multiple offering packages to ensure

- Provides 24x7 support for round the clock
monitoring, response, and management

- Guaranteed service levels designed to ensure
business continuity

- Potential for lower total cost of ownership (TCO),
due to reduced staffing requirement and reduced
maintenance, infrastructure and training costs




Server and Network Convergence #
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Physical NICs

Physical Network Virtual Network

23




DHS Online Architecture

Authenticaton Hulr Components

Australian Federal Government

DH= Portal and Authertication Huk
shares g common online architecture.
Athentication Hub is the
authentication service for the DH=
Portal, it authenticates and enrals DHS
Portal users.

Authentication Hub is loozsley coupled
to DHS= Portal, Hub can operate wwithout
DHS Portal site operating.

Authentication Sendce- verifies the

Envoiment Serice- creates users and
izzues online credentials

Federation Service- manages the
generation and verification of security
toeknz and hinding them to various
protocols. 12 used by the Authentication

=ervice and the Enralment Service, May

alzo be uszed in the future to support
inter-agency transactions.

&

identity of users using online credentialg

.

-

DHS

Portal

-~
ES

i

Avthentication Hub

Enrolment
Service

(%uﬂuﬂﬂhﬂﬁﬂ

Lervice

Federation
Lervice
ID

DHS |

Online
Architecture

Securlty

Gervica
Managem&nt

Logaing &
audit

Shared Tachnlcal
Garvicas

_
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Authertication Hub uses
common shared technical
zervices used by the DHS
Portal including:

Security Directary (users)

Security

Logyoing & Audit

=ervice Management
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Help and Contact

®
australia.gov.au

Australian Government  your connection with government

SERVICES PEOPLE TOPICS LIFE EVENTS ABOUT AUSTRALIA DIRECTORIES

australia.gov.au is changing What’s New?»

W hel ith... R
S A Government Initiatives

PV RN
%, . Stirulus Tax Bonus Payment
h \ % If you earned less than $100,000 last year you
3 " Be could be eligible to get a one-off payment of up
‘ R bonus to 3900. Visit the Tax Bonus Pavment website
: payments for more information.

Economic Stimulus Swine Flu Qutbreak > Consumer complaints and National Sexual Health Campaign
Plan gugrigs Sexually tranzmizsible infections are
For the general public, and people »Public holiday dates ALWAYS USE spreading fast. Vist the lational Sexual Health

Keep informed about the economy who have recently retumed framthe > What can you bring into A CONDON %ﬁﬂinzﬂ?:e;:dﬂ?:;i:t n:.?tf:;t:ent

and the progress of the Australian Amerllclt?s with fiu-ike s.ymptur.rs, visit Australia upt\unsg - "

Government's 542 bilion Nation tfh:thsi"' '"? i ?utbreak Welisile for s Ao iance :

Building - Economic Stimulug Plan EHTE I R SRR E AL B Ll i

e - ging

Visit the Economic Stimulus Plan ‘i:mm'_" Nurses Back into the

website for more information. HORONLE, ) )
The Australian Government iz offering up to
55,000 to help you return to nursing. Visit the
EBringing Nurzes Back into the Workforce
website for more information.

Topics Have Your Say

Medicare Electronic Claiming
“ou can now claim your Medicare rebate at

Mo Forms.

» Australian Facts & Figures > Family. Home & Community

> Benefits. Payments & Sewices » Government & Parliament Mo Qususs. the doctor's. Visit the Medicare Electronic
»>Business & Industry > Health & Safet \ No Worrles, Claiming website for more information
» Culture. History & Sport » [mmigration b
» Defence & International > [T & Communications
- : Eye Health A
> Economy. Monev & Tax > Law & Justice lﬁb , cye teallh awaleness (¥

hkkpsf v, australia, oy, au)

)
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myaccount - Department of Hu

Services - Windows Internet Explorer

mf - |‘.)' http: ffmyaccount . humanservices. gov. aufwps/partal/dhs_cap/
File Edit Wew Favorites Tools Help

w o

V| || X |Gnngle | 2~

Links [T w3 . Mews, com,au m ¥-Rate * World Clock @ | MSM Hotmail - Today @ | Bookmark this!

c.’ myaccount - Department of Human Services l }

G- B - ® - [Fpage- GTok- @ b

Australian Government
‘partment of Human Services

Help | ContactUs | A- | Ar
he secure entry point to Australian Government social and health related semvices. The
mment Department of Human Serices manages myaccount to improve the way these

Search Sites
sered.

gisieg o i

bsite t infi ti d ; ith FH Seni ) __Keywurd(s)
. website to access information and senvices with a range of Human Senvices agencies.
-
o ye
<’ - .
Centrelink Ausiralian Governasent medicare Find your closest office

Child Seppart Agency

‘lake online claims
ww your letters online

= Letters online
= Income estimate

= Update your details
= Child Immunisation statement

art employment income
= your Centrelink account

= Update care arrangements = Replacement Medicare card

= Medicare Safety Met balance
= Medicare tax statement

If you already use ae services provided by Centrelink, the Child Support Agency or Medicare Australia,
you can create a new. % 1gle logon with myaccount and link it to your existing accounts. Then you can logen
just once from myaccol. to access any of these senvices.

(6 Logon to Create myaccount
myaccount (new users)

Logon ko myaccounk

= Forgotten P o

EE =
l\,!/. 60 second survey

Links

+ Australian Hearing
+ Australian Taxation Office
+ Centrelink

/% More information on the Logon and Create myaccount new look

+ Child Support Agency
+ CRS Australia

News and Announcements
[¥] 04/03/2009 - SSAT review process becomes clearer

[¥ 20/02/2009 - Re-establishing ldentity

[¥] 16/12/2008 - The Carbon Pollution Reduction Scheme

» Family Assistance Office
+ Health Semices Australia
» Medicare Australia

http:f fmyaccount, humanservices, gov, au/https/login

~

[ € Internet F 1003 v




g in Page - Windows Internet Explorer

@\:‘/‘: - Ehttps:,l’,l’login.australia.gov.au,I’L0ginServices,l’source,l’Login.jsp?FinaIURL=http°f03A°.-"02F°.-"o2FI0gin.australia.gwy%ZFLoginServices°.-’o2FAuthenticate.do V| % 3| X |G00gle | Pz
Elle Edit Wiew Favorites Tools  Help Links 8 w3 [ Mews.com.au [j%-Rate & world Clock @] MSN Hotmail - Today & | Bookmark this! & - “I
" — 2. »»
W [ﬁ australia, gov.au Hub - Login - Log in Page I l G- 8 e v b Page v i Took - @~ 1 de I!lli

[l
. T
australia.gov.au [l

Australian Government  your connection with government

: Not registered?
Step 1 - Login g
|
1. User ID and password 2. Secret question & answer
Please enter your user 1D and password The registration process takes only a few minutes.

User ID —— Why Register?

F I > An australia.gov.au account provides easier and convenient acccess to

Australian Government services
g
Cancel Login

(Mext: Answer one of your Secret Question=§

> Mo need to remember more than one website address to deal with
government online

> Link your online accounts held at other government agencies

> Use one User ID and password for many government agencies

Forgotten your Password? > Personalise government services and information to your needs

Accessibiity  Copwright Disclaimer Help and Contact Privacy Statement Terms of Use Alltimes shown are Svdney, Australia Time

Cane [# € Internet H100% -
27
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ustralia.gov.au Hub gin - Log in Page - Windows Internet Explorer

@@ - Ehttps:,i,l’lugin.australia.guv.au;’LUginServices;’suurce,l’LUgin.jsp?Fir|a|URL=http°.fo3A°.fo2F°.-’o2F|Ugin.australia.gwy%ZFLUgir|Services%ZFAuthenticate.dU v| gﬂ || X ‘definitiun Fly

File Edt Wew Favorites Tools  Help Links [Wg w3 .News.com.au ﬂx-Rate #Worldclock & | M3 Hotmail - Today & | Bookmark this!

TQ? ke [Haustralia.gov.au Hub - Login - Log in Page l_l ﬁ * B EQA v @Eage < Q} Toals ~ ®' | R

53

IIII
About | Help and Contact I 1111}
|l

*
australia.gov.au

Australian Government  your connection with government

Not registered?

Step 1 - Login

1. Uzer ID and password 2. Secret question & answer

Please enter your user ID and password The registration process takes only a few minutes.

UserID W Why Register‘?

P; d > An australia.gov.au account provides easier and convenient acccess to

Australian Government senices

m Cancel Login government online

No need to remember more than one website address to deal with

w

(Next: Answer one of your Secret Questions)

w

Link your online accounts held at other government agencies

w

Use one User ID and password for many government agencies

w

Forgotten your Password? Personalise government senvices and information to your needs

Accessibiity Copyright Digclaimer Help and Contact Privacy Statement Terms of Use Alltimes shown are Sydney, Australia Time

Done ;B e Internet # 100% -




og in Page - Windows Internet Explorer

5:/" - Ehttps:,l’,l’login.australia.gov.au,l’LDginServices,l’source,l’LoginSQA.jsp?Fina\URL=http°f03A°.-"02F°.-"02FI0g\n.australia‘gwy%2FLoginServices°.-"02FAuthenticate.do V| Q 2 | X |G00gle | peib’
File Edit Yiew Favorites Tools  Help Lirks 77 w3 . Mews.com. au m #-Rate * World Clack g | MSN Hotmail - Today g | Bookmark this! @ - “I

—_— . s » =
e o [H alstralia, gov.au Hub - Login - 594 Log in Page l l - 8 f=h v [ Page v (O Tools - @~ 0w I! I"

out | Contact |II|
1111
|l

*
australia.gov.au

ian Government  your connection with government

Why Two Steps?

> Your information is important and we want to help you protect it as much
as possible. We have included the additional step of asking one of your

Step 2 - Login

1. Uzer ID and password 2. Secret question & answer secret questions each time yau Iogin.

Please answer your Secret Question » Asking a randomly selected secret question when you login makes it
harder for someone to access your account even if they have managed to
guess or gain access to your password.

EecEtoues oo » Read more about keeping vour account zafe

My mothers maiden name
Answer to Secret Question

|Carbunkle

Cancel Logiff

Tl Alltimes shown are  Sydney, Australia Time

Accessibiity Copyright Disclaimer Help and Contact  PrivaC

ILoginServices/Authenticate, do?URL="2F sps%2F auth%3FFedName % 30hub% 26Fedld%3Dunid6act2335-01 1d-10a3-8c94-83701F51 22 32 %26 Assertian EE @ Internet FoA00% < ‘ “‘ ‘ ‘ ‘ ‘ ‘ ‘
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f_ myaccount - Department of Human Services - Windows Internet Explorer

Vl % ‘_" X |Google

@@r - |"J https: fmyaccount. humanservices. gov, aufwps myporkalfdhs_cap

File Edit Wew Favorites Tools Help

Links m w3 . Mews.com.au @ ¥-Rate # world Clock & | MSN Hotmail - Today @& | Bookmark this!

") myaccount - Department of Human Services

Wk

=

»

@ - B @ = @Eage - '@Tgols - ®v P e

Australian Government

Department of Human Services

Search

Home

Lors

Centrelink / Fal
Estimator

ance Rate

20/02/2009 - Re-establishing ldentity

+1 16/12/2008 - The Carbon Pollution
Reduction Scheme

[¥] 10/12/2008 - Medibank Private and Health
Senices Australia (HSA) join as part of
overnment plan to create better health

eedom of information | Privacy statement |

Department of Human S

[
1yaccount

s| A-| Ar

a.gov.au

Help | Contact

Search Sites

S il

Manage MyAccount
@ My Login Settings

Login / Management History

Change Password

Manage Secret Questions

Delete Account

Logoff

Done

30

E 0 Inkernet

Fi00% v

Il

{TH

| -

[y
IIII

[

|l




Medicare Authentication - Transfer to DHS - Windows Internet Explorer

@ - |@ https: | fumanz, medicare austr alia. gov. au/pext fcoinfdhshub/singleSignOnagreement. do V| % ||E||E| |Google

File Edit Wew Favorites Tools Help inks MW3 .News.com.au EX—Rate *World Clock @ | M3M Hatmall - Today @ | Bookmark this!

'ig’ ke [@ Medicare Authentication - Transfer ko DH:

l_l @v R @'@Eﬁge'@TQDISva i

SEARCH | SITE MAP | FAQS | CONY. = | PRIVACY & SECURITY | PROVIDERS | VENDORS | ABOUT MEDICARE AUSTRALIA
*
: - Australian Government You r
e 2T Medicare Australia

- b
by o !
> L, i )
Authentication Access Online Services
Page
» Access Online

Services Your Medicare Australia Online Services log on information
+ Register for Online
Services Y our previous log on time: 10-Jun-2009
e« Reset Password Your previous Password change: 10-Jun-2009
Y our previous bank account details change: 10:45 AM EST 08 July 2008 via ©
Y our previous Medicare card address change (year only): 2007 advised to Medica
Proceed to Online Services
Last updated 04 March, 2009
Copyright @ 2005-2009 Medicare Australia
Medicare Australia | Legal Notices
(_, L] ] l,
[ &b mternet F100% v
31




{= Medicare Australia Consumer Authentication - Windows Internet Explorer

%ﬂ - |@ https: /w2 medicare australia. gov. aufpest /coin/pages/onlineServices. jsp v| %|E| |E| |GUUQ|9 ||‘Cl v|

Fle Edt View Favortes Tooks Help Links [ w3 [l Mews.com.au [ x-Rate 5P World Clock | MSH Hotmail - Today 2| Bookmark this! & - | -
= : _ » [lin

w [@ Medicare Australia Consumer Authentication l l @ - B @ = |:zbPage - @TQUE - @' b I IIII“

SEARCH | SITE MAP | FAQS | CONTACT US | PRIVACY & SECURITY | PROVIDERS | VENDORS | ABOUT MEDICARE AUSTRALIA I|I II|

* |l
% Australian Government Yo ur H ea It h

#7 Medicare Australia

Welcome to Online Services

Return to Online
Services Menu

View vour Medicare
Safety Met balance

Select an Online service from the list below:

¢ gfr:%:lr):rig:rra?ign * View vour Medicare Safety Net balance » Update vour personal details
details e View your Medicare Claims History + Update your banking details

View vour child's e View vour Medicare tax statement e Update vour email address
immunisation e Reguest a replacement or duplicate
history statement Medicare card
View vour Medicare
Claims History
View vour Medicare
tax statement
Reguest 3
replacement or
duplicate Medicare

a‘}'ﬁ“andoggr e View vour organ dono

immunisation * Yiew vour child's immunisatio

card Privacy
Lpdate your
* Update your Last updated 04 March, 2002

ersonal details Copyright @ 2005-2009 Medicare Australia
Update your Medicare Australia | Legal Notices
banking details

Update your email
address
Cancel Online
Services
Reaistration
Terms and
Conditions
Online Services
FAQs

Your Privacy
Return to

myaccount
Jiumanservices

goV.au

i ] 2|

T | HH H HH“ “H“H ‘ “‘l

£

https: v medicareaustralia, gov, aufabout

32




f_ myaccount - Department of Human Services - Windows Internet Explorer

@@r - |"J https: fmyaccount. humanservices. gov, aufwps myporkalfdhs_cap

Vl % *g || X |Google

File Edit Wew Favorites Tools Help

Links m w3 . Mews.com.au @ ¥-Rate * world Clock & | MSN Hotmail - Today @& | Bookmark this!

") myaccount - Department of Human Services

Wk

=

@ - B @ = @Eage - '@Tgols - ®v P e

»

Australian Government (N
Department of Human Services o

Search

Department of Huma a.gov.au

[
myaccount

s| A-| Ar

Help | Contact

Welcome Glen

Your last logon was on 10/06/2009 22:31:45

Search Sites

S il

News and

Announcements

[¥] 04/03/2009 - SSAT review process
becomes clearer

| Calcufs§ors

Centrelink / Fal
Estimator

ance Rate

Child support g [¥] 20/02/2009 - Re-establishing Identity

[¥] 16/12/2008 - The Carbon Pollution
Reduction Scheme

[¥] 10/12/2008 - Medibank Private and Health
Senices Australia (HSA) join as part of
overnment plan to create better health

Manage MyAccount
@ My Login Settings

Login / Management History

Change Password

Manage Secret Questions

Delete Account

eedom of information | Privacy statement |

Logoff

Done

33

— -

E 0 Inkernet

L 100%

Il

{TH

| -

[y
IIII

[

|l




e - My Services - Menu - Windows Internet Explorer |
GE; - |$ https:fimyaccount, centrelink, gov, aufindividualsfrustonline PGLSESSION=1AF%7C- 1283660686 % 7CLWL-ELICII4PUS Y ORICGXZ AL ID=42 1077 1 00HRCRN=42 1077 100H2APPT V| & |‘1‘| | X | |deFiniti0n Fly ||j:l '|

Eile Edit Wiew Favorites Toolks elp Lirks m w3 . Mews. com. au m #-Rate # Waorld Clock g | MSM Hotmail - Today g | Bookmark this! @ -
— N »
W [g Customer Services Onli v Services - Menu ] l @ T @ T @’ Page ~ @ Tools - @' P

Skip t tent ip to main menu Department of Human Servi australi

&

Centrelink

Aunstralian Go giving you aptions

Ato 7 | Help | Contact us | About us | Customer Service Charter | Complaints | Reviews and Appeals

Centrelin)

Ty A { About (& ». Publications,
Services ' I Services . Forms and Links

Sayment 3

Reminders
stance . .
e Change your password before it expires on Wednesday 08 July 2009.

« You can now manage your own Secret Questions and Answers.
+ Remember to notify us of changes in your circumstances.

etails »

e Access

Accessibility | Copyright | Disclaimer | Feedback | Erivacy and Security | Your Rights

Centrelink ABN: 25 468 422 437

| o Internet

34



35

(_ myaccount - Department of Human Services - Windows Internet Explorer

@;}* - |¢'J https: fmyaccount. humanservices. gov, aufwps myporkalfdhs_cap Vl & 2| K |Google | =~
File Edit Wiew Favorites Tools  Help Links m w3 . Mews.com.au @ #-Rate # world Clock & | MSN Hotmail - Today @& | Bookmark this! '@ -

— i 3
‘l,} ﬂﬁ' ")myaccount-Department of Human Services ] l @ v Q @ = @Eage o .,@' Tools ~ @Y E e

I Search Help | ContactUs | A- | A+

Department of Human Services stralia.gov.au

(d
.7~ myaccount

Australian Government

Department of Human Services

Access Welcome Glen Search Sites
B Centrelink services
Your last logon was on 10/06/2009 22:31:45 Samch

B Medicare services

News and
Manage MyAccount
Calculators Announcements
Centrelink / Famil nce Rate D] 04/03/2009 - SSAT review process ml My Login Settings
E: becomes clearer
Login / Management History
Child support calcula [¥] 20/02/2009 - Re-establishing Identity
[¥] 16/12/2008 - The Carbon Pollution Change Password

[;j) 60 second survey Reduction Scheme

[¥] 10/12/2008 - Medibank Private and Health
Senices Australia (HSA) join as part of
Government plan to create better health
solutions

Manage Secret Questions

Delete Account

== Logoff

Copyright notice | Disclaimer | Freedom of information | Privacy statement |

Done

[ € nternet H 00 v

Il
{TH
|I||_,
[y
IIII
[
|l




Thank You. &

|I||i:!!
[[Wivyy
\ |7 ONE voice for [IBMISECURITNAY |

™~

’ security. [SOLUTIONS

INNOVATIVE BENESIESIVIEINNG
products and services. (BRSSO

COMMITTED to the vision
of a Secure Smarter Planet.




