Pulse

IBM SolutionsConnect 2013

Mobile Device Management
trends and roadmap

Anthony Aurigemma

Global Leader, IBM Endpoint & Mobility Solutions

EEEN



In the New Computing Era, We Have Moved From...

Single transactions to) personalized €nNgagement

Millions of PCs to ) billloNS of mobile devices

Structured data to ) massive amounts of UNStructured data

Static applications to ) dynamic services

Rigid infrastructure to ) an elastic cloud infrastructure

Reactive security ) Intelligent, proactive protection




Mobile is primary

91% of mobile users keep their device within arm’s reach 100% of the
time

Insights from mobile data provide new opportunities

75% of mobile shoppers take action after receiving a location based
messages

Mobile is about transacting

96% year to year increase in mobile cyber Monday sales between 2012 and
2011

Mobile must create a continuous brand experience

90% of users use multiple screens as channels come together to create integrated
experiences

Mobile enables the Internet of Things

Global Machine-to-machine connections will increase from 2 billion in 2011 to 18 billion
at the end of 2022
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Life was so much easier when everyone simply had a Blackberry

Share of global Q1 2012 smartphone = Android and iOS accounted for 79% of
sales to end users, by OS all smartphone shipments

= Many employees want to use their
devices to access work information

R = Mobile devices offer significant

advantages for companies

Android
56%

= ‘Halo effect’ of Apple Mac'’s

= Before companies can realise the
benefits of mobile devices, they need
to be able to manage the associated
risks

m Android miOS mSymbian mRIM © Bada = Microsoft mOthers

Source: Gartner 2012; does not include media tablets




Managing Devices — Old Philosophy

IT manages risks by maintaining control points

Qf?? Control the Device
— Enterprises provide all equipment

«/ Control the Complexity |
— Small set of supported platforms / models Lf}
Windows 7/
JControl the OS HES

— Operating systems configured, managed, and updated by IT Dj
«/" Control the Apps Office

— IT controls which apps are allowed and the configuration L}l CITRIX

Q!?Control the Network

— Network traffic controlled with proxies and web filters




Managing Devices — The New Reality

With BYOD, IT loses control

&€ control the Device

— Employees bring personal devices (BYOD)
3 Control the Complexity

— Many different combinations of devices and OSes (-\
¥ control the 0S g

— OS version and upgrades managed by carriers, OEMs, users

* Control the Apps
— Apps updated automatically by App Stores and users

x Control the Network
— Devices connect through 3G/4G, WiFi,

Q e
- o
1 3
.
5 i




\ IBM understands the demands of managing a global heterogeneous IT infrastructure with BYOD

* 450,000 IBM employees in over 120
countries.

* Deployment to over 1,000,000 endpoints

* A 78 per cent decrease in endpoint security
issues

*|BM is also in the process of deploying IBM
Endpoint Manager for Mobile Devices across
its entire mobile workforce of over 120,000
staff

* |IBM Endpoint Manager is being deployed
across many global outsourced accounts

* BYOD with 200,000+ smartphones projected

* 2099+ Terabytes of WAN traffic per month
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Six steps IBM employees need to follow to keep their devices safe

1. Register your computer, tablet, and mobile devices with IBM

2. Use IBM’s tools to secure and encrypt your computer, tablet,
mobile device and storage devices

3. Don't mix IBM data with non-IBM clouds
4. Declare public wireless networks untrusted

5. Know if you qualify to use a personally-owned device for
specific IBM business purposes

6. Report incidents on personally-owned technologies to IBM
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Mobile Device Management

Services: Benefits:

- Providing enterprise-wide ~ ° Address business and
visibility (eg. device details, technology issues of security,
apps installed, device complexity and bring your own
location) device (BYOD) in mobile

. : environments
- Ensuring data security and

compliance + Manage enterprise and
personal data separately with

 Device configuration oo )
capabilities such as selective

« Support devices on the wipe i
e S andiath - Leverage a sl o
. y . infrastructure to manage all GOOQ'G Android
Windows Mobile and enterprise devices—
Microsoft Windows Phone P Nokia Symbian

smartphones, tablets, {
platforms desktops, laptops and servers Windows Phone,

Windows Mobile &

Blackberry 10




Security & Management Challenges

»Potential unauthorized access (lost,
stolen)

»Disabled encryption

=Insecure devices connecting to
network

»Corporate data leakage

Managing Mobile Devices — The Problem

(“‘g\
End
User ”\ﬁ“

5 L) g2 e
 Mail / Calendar / Contacts l 1
» Access (VPN / WiFi)

* Apps (app store)

« Enterprise Apps VPN / Corporate

Network
Access

Encryption not enforced

iCloud «

__ —8ync
iTunes

Sync




Endpoint Manager for Mobile
Devices

»Enable password policies
»Enable device encryption
»Force encrypted backup
»Disable iCloud sync

»Access to corporate email, apps, VPN,

WiFi contingent on policy compliance!
»Selectively wipe corporate data if
employee leaves company

=Fully wipe if lost or stolen

P

) Sec_;ured by BigFi
1 | policy

il
» Personal Mall / Calendar
» Personal Apps

Corporate Profile

» Enterprise Mail / Calendar

» Enterprise Access (VPN/WiFi)

» Enterprise Apps (App store or Cu

(M),  Encryption Enabled

¢

VPN / Corporate
WiFi Network
Access



Category

Platform Support

MDM Functionality Overview

Endpoint Manager Capabilities

Management Actions

Apple iOS, Google, Nokia Symbian, Windows Phone, Windows Mobile Android

Selective/full wipe, deny email access, remote lock, user notification, clear passcode

Application Management

Application inventory, enterprise app store, iOS WebClips, whitelisting/blacklisting

Policy and Security Management

Password policies, device encryption, jailbreak/root detection, disable iCloud

Location Services

Track devices and locate on map

Enterprise Access Management

Configuration of Email, VPN, Wi-Fi, Authenticated Enroliment, Self Service
Portal

Expense Management

Enable/disable voice and data roaming

Cloud Email Device Management

Office 365 support

Containerisation

Email Container: Nitrodesk Touchdown & App Container: Enterproid Divide




Y
IEM MDM Management Interface

* Advanced management on iOS through Apple’s MDM APls

- Advanced management on Android through a BigFix agent

] B

- Email-based management through Exchange (ActiveSync) App|e 10S
and Lotus Traveler (IBMSync) GOOQ'G Android

- 10S
Android Nokia Symbian
Windows Phone Windows Phone,
Windows Mobile Windows Mobile &

Symbian Blackberry 10



Simple & Clear: [IEM MDM Dashboard

Mobile Device Overview

Device Count by 05
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A “Single Device View” enables administrators and helpdesk personnel
to easily view device details and take required action
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Evernote
4,18
Evarnols | Upgrade
* MNow York Times Top 10 Must-Have App',
Winner: TechCrunch Crupchies, Mashable
Awards and the Weabbys, ¥

Evernole & an sasy-io-use, fres app that
helps you ramember everything acmss all of
the devicas you uga. Stay organized, save
yor ideas and improve productivity. Evernols
lets you take notes, caplure photos, create io-
do lists, record volca reminders--and makas
thess notes complalaly searchable, whather
you are ot home, at work, or an the go.
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User-friendly iOS Profile Configuration Wizard exposes all capabilities of Apple’s MDM-API’'s

Profile Details

Identity Passcode

|¥| Require passcode on device
Enforce the use of a passcode before using device

L Allow simple value
Permit the use of repeating, ascending, and descending charcter sequences

[ Require alphanumeric value
FReguire passcodes to contain at least one letter

1 « | Minimum password length
B Smallest number of passcode characters allowed

1 « | Minimum number of complex characters
B Smallest number of non-alphanumeric characters allowed

80 ij Maximum passcode age (1-730 days, or none)
Days after which passcode must be changed

1 ij Auto-Lock (1-5) minutes, or 0 for none
Device automatically locks when time period elapses

4 ij Passcode history (1-50 passcodes, or {f for none
The number of unigque passcodes reguired before reuse

Hone - race period for device loc
| | G iod for device lock
Amount of time device can be locked without prompting for passcode on unlock

10 ij Maximum number of failed attempts
Mumber of passcode entry attempts allowed before all data on device will be erased

Bk Exit New Profile Mode B Save Profile




Mobile Device Enrollment

Enroliment Questions

Plaase answer the following questions

Device ownership *

) | own this device

© My organization owns this
device

Department

| Deavelopment '

(_] Full-time employee

Please explain why you want
to be managed by MDM

A flexible enroliment process can include an EULA and collect critical device
and employee data via customizable questions

e e EWE SO TS TOT TS

awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MOM solution. It must ba
wsed for good and not for evil, Hare
are the awasome ferms for this
awesome MDM solution. It must be
used for good and not for evil, Here
are the awesome terms for this
awesome MDM solution. It must ba

vimrned Fow msmenal sl ek B e dll L

| agree

Contact support

(_submit ) ( Cancel )

BM BigFix

VariTiod
Description  Install this profile to enroll for
managament by [BM BigFix
Signed 1BM BigFix Profile Service
Received Fab 9, 3012
Contains Device enrollmént challsnga

More Details

IBM BigFix Profile...

|tk Verizon 2:47 PM o % ns=

There are no recommended
apps available at this time.

Wioas wall n@feryee A pnoticafion whan th
pdminisiralor recommands now apps for
you, You chn alsd press 1he malnesh Bullon

on ho op of the screen 10 chack lor now
apps

AR Apd




Mobile Device Enroliment

Logln J Actions ” Dewvice Details ” 105 Profiles ” Apps ” Security
Flease enter your Username and
FPassword .

Device Commands
Email . Show Command History
[vtdarryl@home int ] Show Command History

Show Command History
Password *
[......... }

Dewvice Name
wtdarryl's iPhone
o003 User Name
wvtdarryl@home.int
Dperating System
05 5.1.1
Model
iPhone 3GS
Location
-37.932671000000000

Last Report Time 7/26/2012 9:53:27 PM
Manufacturer Apple

Carrier Telstra

Phone Number +61412234918

Agent Version 8.2.20005.0




Endpoint complexity continues to increase

nts,

Patch pplication Mobil
vulner ith hours

endpoints

New for and platforms
Rapid tomated

needed Empl ed devices




PCs and mobile devices have many of the same management needs

Traditional Endpoint Management Mobile Device Management

= OS provisioning = Device Wipe
= Location info

= Jailbreak/Root
detection

Enterprise App
store

Self-service

= Patching

= Power Mgmt
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Why IBM Endpoint Manager ?

Concord Hospital achieves 98% first-pass
success in hours on their Microsoft and 3rd
party patches

Stena Lines achieved a 12:1 labor savings
ratio by reducing administrative overhead
time for patch processes

" @

Patch Lifecycle
Management Management

&

Power

Management Protection Compliance

Bendigo Bank expects to save
$175,000 off its power bill within 12
months and avoid 2190 tonnes of
carbon emissions

Hutchinson Builders can now easily track
the software installed and running
computers across the company’s 16 offices
and up to 160 construction sites

B ©

Software Use Mobile
Analysis Devices

g =

Core oy IBM has deployed Endpoint Manager to over

700,000+ endpoints on three servers. Expects to
save over $10M in Year 1

Security Management
Over 13,000 mobile devices enrolled in 72 hours!




Lifecycle
Management Software Use
Analysis
5 Patch o
B Management Software
Inventory
Basic HW & o | Software
- SW Inventory Usage
Reporting
° Software
Software
Distribution Avamle as Catalog
“Starter Kit” Correlation
[===g@ OS Deployment
p Remote Control

TPM
evolution

Server Automation
(Add-On)

TADd / ILMT
convergence

Cross-Server Sequenced Task

' Automation (e.g. Patch OS on Server

Cluster)

y Physical & Virtual

Server Lifecycle Management

Middleware Management

f——@ Multi-Platform OS Deployment

Patch

Management

(ON]
Patching ¢

Application
Patching @

Offline
Patching @

<

Power
Management

Desktop
Power
Management

Usage
Tracking

Distributed
WoL

Mobile
Devices

Mobile
Device ¢
Mgmt

App Mgmt

Compliance

SmartCloud Patch
Management

X

Patch
Management

» Smart Cloud
~ Provisioning

Unified Device Management: IEM Product Packaging & Capabilities

Security &
: Core
Compliance Protection
Patch a
Management Anti-Malware
Security Firewall
Configuration @
Management Data Loss ey
- Prevention /
Vulnerability Device Control
Assessment (Data Protection add-
on)
Compliance
Analytics
31 Party Endpoint

Protection &=

Management

* |EM offerings share a common platform.

« Clients can start on any above and easily add
more, when and where needed




Why IBM Endpoint Manager ?

1) Manage more than Windows, including OSX and
mobile

2) An integrated "“cloud” content delivery service which
includes operating system and application patches

3) Near real-time reporting on patches, inventory and
compliance

4) Easy to deploy Power management for-Windows and
Mac

5) Know what software is deployed and used on all of
your servers and workstations

© 2013 IBM Corporation




IBM Positioned In Leaders Quadrant

challengers leaders
r
Microsoft
- IBM
=
- LANDesk
i .
—_':l CA Technologies E'_-.-'rr‘lar'ltE:l:BE | Kace
fary BMC Software
= Mowall kKaseya
m Absolute Software
- FrontRange
Matrix42 Gartner does not endorse any vendor, product or service depicted in its
research publications, and does not advise technology users to select only
those vendors with the highest ratings. Gartner research publications consist of
the opinions of Gartner's research organization and should not be construed as
statements of fact. Gartner disclaims all warranties, expressed or implied, with
| | respect to this research, including any warranties of merchantability or fitness
s " for a particular purpose
niche players visionaries

| completeness of vision ———p

As of Apnl 2013




& More than MDM - New technology forces

13 billion

Security:
13 billion security events monitored per day

1.2 zettabytes 350 million

Data: BYOD:

BYOD users expected to double by 2014 to 350

1.2 trillion gigabytes in the digital
million

universe.




Imagine the Opportunities for a Mobile-First Organization

Transform the
Value Chain

Leverage
Industry
Transformations

AN

Deliver Contextually
Relevant Experience

N =

Drive Revenue
and Productivity

CPuse N\




IBM Has Been Building comprehensive Mobile Enterprise Capabilities

10 acquisitions to 125+ patents for wireless Doubling 2013
strengthen our position inventions in 2012, investment
in mobile since 2006 ... bringing the total to 270
1Q2012 3Q2012 1Q2013
w;ﬁcﬁfgm i e 'Emﬂfﬁ'“[ Tealeat GX Mooke New IBM MobilaFirst Parttolio
ﬁWﬂl‘iﬂight CAST IRON - zftealeaf IBM MObﬂE

me ¢ | ° v *
2Q2012 402012

IBM Motile Foundation IBM Ineractive Managed Mobility and |En Mobile
INamad Laader in MAPM servicas Development & Connections Matile
S — — App Design Litecycle Solution
INTERACTIVE IBM Security ACcess , ,
D u g g e Manager for Gloud and T i
Mabile u'a Bl
-l Hia
L -

200+ IBM Software apps Cited as a leader in app design
available in App Stores; and managed services by
~ 1M downloads ... Forrester and Gartner ...




Announcing the Industry’s Most Comprehensive Mobile Portfolio

LY
~

ﬂﬂﬂ,

IBM MobileFirst
1 2

The Broadest The Deepest Set | New Industry

A

Portfolio of of Services Partnerships

Mobile Expertise and Resources
Solutions for Developers

Put Your Business in Motion.

CPuse N\




IBM MobileFirst Offering Portfolio

m Industry Solutions (Y
K/

[ I I | ! | | \ s
AR AN SR K AN-AR 2k
e
) 4 D
>4 ‘b @9 . s
Banking | Insurance Retail Transpo Telecom [Government | Healthcar = |Automotive
rt e

IBM & Partner Applications

Application & Data Platform

~ ¢ @

Strategy & Design Services
S99IA19S uonelabaju| B Juswdojanaqg

Management Security Analytics

Devices ¢ Network . Servers

Cloud & Managed Services
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IBM MobileFirst

1

» Automated testing for high quality apps

The Broadest Portfolio
of Mobile Solutions

« Single sign-on & support for latest
platforms

» Scale to millions of connections &
messages

» Federal FIPS 140-2 certified & support for

latest platforms

» Identify security vulnerabilities in iOS apps

» Gain complete visibility of mobile

customers experiences across website,

hybrid and native apps

The Deepest Set of
Services Expertise

» Best Practices - IBM
Mobile Maturity Model

* IBM Interactive Design
Services for Mobile

* New IBM Mobile Client
Workshops

* Innovation Workshop
(Free 1-day workshop)

* Discovery Workshop

» Mobile Strategy
Accelerator

* Mobile Infrastructure
Strategy & Planning

New Industry
3 Partnerships and

Resources for
Developers

IBM technology to be
deployed to Nokia
Siemens Networks base
stations

Innovative Partnerships

New Resources
for Developers

New Ready for
IBM Mobile Program

New SVP Mobile
Reseller Authorization

Al
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2500 Companies have chosen IBM’s Mobile Cross Platform Capabilities: 240 in Nov / Dec ‘12
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Summary

%5 - IBM Endpoint Manager enables unified management of all enterprise
g devices — desktops, laptops, servers, smartphones, and tablets

é ! - Real-time/proactive endpoint management:. Patch management, anti-
( virus/malware, power management and device location information

¢ - Continuous compliance reduces costs and risk
- Power management

& Management of assets
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Lightweight, Robust Infrastructure
» Use existing systems as Relays
* Built-in redundancy .
, _ Cloud-based Content Delivery
o B * Support/secure roaming endpoints ] _
== * Highly extensible
i  Automatic, on-demand functionality
An existirg

workstaticn can
become an optional

b BigFix
relay in mnutes ® W Content
ﬁ% Delivery
BigFix Server Lo

Single Server & Console
* Highly secure, highly scalable
 Aggregates data, analyzes & reports

(Y

« Pushes out pre-defined/custom policies "

i /\—a (M
i Cable,DSL P W
/ Heme \\///

"

| | - RO =
Single Intelligent Agent Datacenter ' P \?& o] P i
» Performs multiple functions il w "\~ coffee Shop
+ Continuous self-assessment & policy enforcement

* Minimal system impact (< 2% CPU)

© 2013 IBM Corporation



1BM Endpoint Manager Architecture Components w2013-04

Life Cycle Management Security and Compliance Mabile Device Mgmt Server Automation Endpaint Protection

Remote Control Software Use Analbysis [SLEA) Security Compliance Analytics Mgt Extenders
(SCA)

Caore Protection
Mlodule (CPRM)

Virtualization

E 3

Flalets Content Library
[7) wobite pevices
E Patch Management
E Power Management

Lifecycle Management

E Security and Compliance

I:.i Software Usage Analysis

SOREP &

E Core Pratection

B3 server automation

E Virtual [ﬁaﬂktuq:
Platiorm AR REST &M n Cusoener Specif




