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BACKGROUND

» Our organisation operates and maintains several legacy systems with local
authentication & authorisation databases

) Staff) have several username/passwords to remember (Call Centre staff have 21 in
total

» 25% - 40% of Service Desk calls are password related
» The banking industry in Australia gets regularly audited
» Fraud risk due to inappropriate access

» For a couple of years now we have identified the need for a true enterprise identity and
access management solution
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BUSINESS CASE

» We leveraged the impending Systems Transformation Programme by
convincing stakeholders that identity and access management was a
critical foundational piece for the rest of the programme.

» Compliant with the business strategy of increasing operational
efficiencies and reducing cost

» Generate return on investment (ROI) quickly through easy to deploy
initiatives like self service password reset and single sign on.
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THE SOLUTION

» IBM products:
IBM Security Access Manager

IBM Security Identity Manager

IBM Security Role and Policy Modeller

IBM Security Access Manager Enterprise Single Sign On
IBM Security Information and Event Manager

» IBM Services

» Integration with legacy applications was through Single Sign On and
manual services in ldentity Manager

» Full identity integration with Active Directory and Unix/Linux systems
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THE BENEFITS

» Provided a robust and secure platform for all subsequent applications
implemented and was critical to the success of the Systems Transformation
Programme

» Reduced time in provisioning and deprovisioning primary accounts (Active
Directory & email) from up to 2 weeks to 1 day.

» Reduction in the time spent with auditors in gathering information on application
access levels

» Increased security through accurate and timely provisioning and deprovisioning of
appropriate application access

» Better application interaction experience due to quicker sign on to applications
» Reduction in Service Desk calls

» Increase in positivity towards IT and its capabilities (Partner instead of Supplier)
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LESSONS LEARNT

» Role Based Access Control makes the job of identity and access management a
lot easier BUT.............

» Self service password reset and single sign on are quick wins for the business.
These technologies are also easy to deploy.

» Plan, plan, plan!! You know your business better than any vendor so get yourself,
HR, Risk, Internal Audit involved EARLY in the design of the solution.

» User Acceptance Training is critical in the workflow design of identity
management.

» Establish business champions.
» Establish information channels to executive management.

» Deploying IDAM is less about technology and more about business workflow,
approvals and useability.
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TRADEMARKS AND DISCLAIMERS

© Copyright IBM Australia Limited 2012 ABN 79 000 024 733 © Copyright IBM Corporation 2012 All Rights Reserved. TRADEMARKS: IBM,
the IBM logos, ibm.com, Smarter Planet and the planet icon are trademarks of IBM Corp registered in many jurisdictions worldwide. Other
company, product and services marks may be trademarks or services marks of others. A current list of IBM trademarks is available on the
Web at "Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may
have achieved. Actual environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other
publicly available sources and does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and
performance numbers are taken from publicly available information, including vendor announcements and vendor worldwide homepages.
IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM
products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and
objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to
specific levels of performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM
product announcements. The information is presented here to communicate IBM's current investment and development activities as a good
faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput
or performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the 1/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an
individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system
or other features. Contact your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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