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What is BioGrid Australia?

e Grown from pilot project in 2004 to non-profit incorporated
company currently employing 15 people.

e Provides a technical platform and data analysis services to facilitate
collaborative translational health research.
e Values:
— Patient confidentiality
— Protection of data contributors and researchers’ intellectual property
— Advancement of health research through collaboration

e For more information go to: www.biogrid.org.au
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BioGrid User Account Creation
Naomi Rafael
8 February 2011

I Number —| T Create user steps Comment . _
1. For Training use training users Clean owut directories
2. Check for uscer credentials in BioGrid Accoess application Create if mmissing
3. = Add credentials for new users TUse Password Corral to generate 12 character complex passwords
4. o Open Windows explorer and navigate to -
C:ABioGrid\liserCreate on the local computer i
5. Create copy of GenericlUserProforma.xls Give current date in file name
& 7 Run Approved Access Report for each approved
- application in thhe Access Reguest system
7. _|-Paste (special) results in Raw Information tab of new
User Proforma
B. | Populate OS tab with required information. Save as text Username, full name, description. password
& (Tab delimited) calling it users.txt
EN - ™Take list of users in Nolopad wilth scmicolon between For usc in.group assignments
them
10. v Log into mhmmimits as ndmunu trator (GbZ2admin)
11. Run T.ocalllsersCreateMHMMIMTS.vbs by double Watch carefully for any crrors. Check in Local Computer
“1 clicking in Windows Explorer mapped to local drive. MManagemcent to see if all users were created. Most likely preblem
will be wilh password complexity. Fix where necessary.
12. 1A dd all new uscrs to Remote Desktop Users group Add to research group((s) for shared folder access
13, ~/ | Return to local computer
14, Edit remaining tabs inz Exccl file as necded. Save UserPassword tab as Text (Tab delimited) in
HNASAS92Work.
Save newsasuserlist tab as CSV (Comma delimeted) in
HASASS2Work.
Close files after saving.
15, Start computer manage on lecal po Use for reference to ascertain successful creation of users and

S3ioGridil 1. Policies P’rocedures & Fomas\Procedures\TechnicalnCurrentvCreate user steps3.doc

Papge 1 of 4

BioGrid User Account Creation
Naomi Rafacl
8 February 2011

| Number Create user sfeps Comment
group management after uscr creation
r 16. J-Run ILocalUsersCroate BGSAS2P0O1 .vbs by double
clicking in Windows Explorer
17. Connect to BGSAS2P01 in Computer Manage. Add now
Yl users to DR2VSERS and SAS Server Users OS proups.
18. -Run LocalUsersCreateMhmminifdi. vbs by double
clicking in Windows Explorer -
19. [ Connect to Mhrmmimitdi in Computer Manage. Add new Refer to Access Request System authorisation. email.
< users to authorised databasc groups as per RioGrid No groups required for Saunple users.
Access Application.
20. 4O BGSASZP0O1 Windows Explorer navigate to WEL SAS Enterprise Guide 4.3 will opcon up the praoject.
(AIUSISNSASIZWorikk. Open UscrGroupsImport.egp Close Excel files before running.
21. ~ ] Invoke SAS Management Console 9.2 Aoﬁxlvlrmrﬁ‘ﬁsas‘ put in groups and reles on BGSASZPO1 . ]
Create directories for uwsers on bgsas2p0l
22, 2~ | DNASAS\SASData
23. " | Name folder by usemame
24. e " Security settings Add username, grant modify permissionas(Advanced) Un-tick
Copy; Remove Users permission
25. Connect to mhmaaimfeli Iinvoke DB2 Comunand Editor fom desktop icon
26, -] Connect as dbZadmin
27. e | Copy and paste connect commands from FDI_Connect
T tab of User*Proforma. Run commands.
28. sopYy and pastc User Mapping Create commands from This will map user to each LRR for which it has permission.
1 EDI _User tab of User Proforma. Run commands.
9. T Aadd to TAM PROID (LDAP) and put in groups Copy script from LIDAT tab in User Proforrna. B
30. ITpdate Access Request Application According to instructions in lotter (or add if user is introduced
from a SAS Training enrolment).
31. When all above arc successful, user has been -

SABioGridil 1.
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Page 2 of 4




Why Tivoli Identity Manager?

e After a full blown needs analysis
e [dentified 31 requirements
e \We needed something!

e TIM emerged as best fit for purpose
solution




Challenges: The Usual

e User productivity

e Excessive administration cost
e Risk of inconsistent user data
e [Lack of] user self-service

e [Lack of] de-provisioning process

e Security vulnerabilities

e [Lack of] audit and reporting

e Possible [lack of] regulatory compliance ®




Challenges: BioGrid Specific

e Custom built user feed
e Complex group membership assignments

e Synchronisation with SAS Enterprise Bl Server
Metadata

e Different classes of users, eg
— Biogrid employees
— Researchers

— Advisory and management committee members




Insights

e Could not implement without specialists — Decipher Works is
our service provider for this project — Thank you, Nick!

e Also required a SAS specialist to provide a tool for user and
group synchronisation — Real Numbers provided the solution
for us

e Discovery of product capabilities along the way has to be
controlled!

e Essential for success:
— ldentifying TIM specific project requirements
— Clear scope definition
— Dependencies for production roll-out &

e There is always more that TIM can do! il




Next Steps

e Complete the testing in Development
e Prepare and deploy in Production

e Scheduled upgrades of 2 of the 3 end-point
servers — really excited to see the power of
TIM when ready for user migration!

e |dentify future projects to harness the rules
and workflow capability of TIM




Benefits

e 28 out of 30 manual steps incorporated
in TIM

e User de-provisioning in place
e Server migration manageable

e BioGrid is positioned for scalability in its
anticipated growth period




Trademarks and disclaimers

© Copyright IBM Australia Limited 2012 ABN 79 000 024 733 © Copyright IBM Corporation 2012 All Rights Reserved.
TRADEMARKS: IBM, the IBM logos, ibm.com, Smarter Planet and the planet icon are trademarks of IBM Corp registered in many
jurisdictions worldwide. Other company, product and services marks may be trademarks or services marks of others. A current
list of IBM trademarks is available on the Web at "Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml|

The customer examples described are presented as illustrations of how those customers have used IBM products and the results
they may have achieved. Actual environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or
other publicly available sources and does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices
and performance numbers are taken from publicly available information, including vendor announcements and vendor worldwide
homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims
related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those
products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals
and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a
commitment to specific levels of performance, function or delivery schedules with respect to any future products. Such
commitments are only made in IBM product announcements. The information is presented here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual
throughput or performance that any user will experience will vary depending upon considerations such as the amount of
multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to
the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive,
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operating system or other features. Contact your IBM representative or Business Partner for the most current pricing in your @

geography. Iyl
Photographs shown may be engineering prototypes. Changes may be incorporated in production models. ||||||||
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