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IT Transformation Roadmap for Virtualized Environments

Physical
Consolidation

Advanced Virtual
Resource Pools

ppop =9

= Improve utilization
= Reduce costs
= Lower power usage

Improve capacity
utilization by as much
as 60%, while reducing
the power and cooling
costs

— Pulse2012
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= Decouple complexity from
scale

= Share resources optimally

= Automate workload
management

= Incorporate HA & DR

Hands-free operation,
eliminate mundane tasks
and manual processes and
deploy workloads in
minutes

Fully virtualized IT with
Integrated Service
Management

|

= Sense and respond to workload
requirements

= Dynamically move
workloads to best-fit
infrastructures

= Integrated virtualization
management with IT processes

Save time and reduce skill
level required for workload
provisioning through pre-
packaged automation
templates

Cloud

= Low cost through economies
of scale

= Always on

= Globally available
= Elastic scaling

= Pay for use

= Self-service with rapid
provisioning
= Service catalog

Give users the flexibility to
request and pay for services
they want without the
complexities of establishing an
IT infrastructure
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Comprehensive IBM Virtualization Offerings

Server Virtualization
= System p, System i, System z LPARs, VMware ESX, IBM Smart Business Desktop Cloud
= Virtually consolidate workloads on servers

File and File System Virtualization

= Scale out NAS (SoNAS), Storwize V7000 Unified, DFSMS, IBM General Parallel File System, N-series
= Virtually consolidate files in one namespace across servers

Disk and Tape Storage Virtualization

= SAN Volume Controller (SVC), ProtecTIER
= Industry leading Storage Virtualization solutions

Server and Storage Infrastructure Management
= Data protection with Tivoli Storage Manager and TSM FastBack
= Advanced management of virtual environments with TPC, IBM Director VMcontrol, TADDM, ITM, TPM
= Consolidated management of virtual and physical storage resources

IBM Storage Cloud Solutions
= Smart Business Storage Cloud (SoNAS ACE), IBM SmartCloud Managed Backup

= Virtualization and automation of storage capacity, data protection, and other storage services

— Pulse2012 :
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Data Protection and Recovery for
Virtual Environments
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Q File Sacver M_ ﬁ Install TSM or TSM FastBack client inside the \

II> Wlndusu:f;uﬁgtrarﬂge —— | Windows 2003 guest OS
2. Perform very efficient block level incremental
Application 9: snapshots to FastBack server
VMWare ESX Server 3. For longer retention you can migrate the data to

Physical Hardware QSM J

CPU Memory MNetwork Intermal Exiernal
Disk DIEH.

Backup Server
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Storage Array
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O TSM client, TSM FastBack, or TSM for

DB/Mail/SAP/SharePoint agent lywi
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Traditional (Guest OS) Backup — Pros and Cons

A large percentage of users are still using this approach. TSM supports many hypervisors (KVM,
Hyper-V, VMware, LPARs, Solaris Containers, HP nPartitions, etc) and guest OSs (Windows, Linux, ' {
zLinux, z/OS, Solaris, etc). TSM Fastback’s Block level incremental forever backup makes it a very
good fit for this approach since the Fastback client has very low overhead.

Pros Cons

Application awareness during backup Multiple agents

Better recovery for application Management challenges

CDP protection with TSM FastBack Lacking VMware integration

Business as usual, use existing management @

methodologies i
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TSM for Virtual Environments (TSM for VE)

DP for VMware ‘
Running on Windows proxy* :

F =
' Tivoli Storage Manager
@ Backup VM Storage Pools

Mount image
directly from TSM

disk storage pool, "
expose it locally or @

using an iSCSI n

||||
Restore single file |||||

@ ,,,,, target interface i
directly to guest (or any * Proxy server can be a physical or [l

other target) virtual machine [l
— Pulse2012 :
Mot the oxperts Optmise your nastrciure. R




TSM for Virtual Environments (TSM for VE) — Pros and Cons

Supported only on VMware, this approach tries to combine the benefits of traditional and host based
approaches by providing an API to talk to the console and move the data through the proxy server. This is

the recommended approach by VMware_ http://www-01.ibm.com/support/docview.wss?uid=swg21394300
Pros Cons

Saves money Questionable application integration (VMware does
*no physical proxy with disk required trigger VSS for windows guests)

*saves valuable administration time

Reduces downtime Requires regular full backups (VMware)

“LAN Free” backup (needs physical proxy) Additional disk storage Requirements on TSM

server

Offloads backups to proxy server

Flexibility — supports both file level and image level
backup.

Utilizing VMware API including Changed Blocks
AP ﬁ

III
Recommended by VMware II||"||
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http://www-01.ibm.com/support/docview.wss?uid=swg21394300

TSM for Virtual Environments (TSM for VE)

* VMware creates a temporary snapshot of a virtual machine:
— VMware device driver flushes buffers on filesystem within VM

— MS VSS Provider interfaces with OS, File System and VSS Writers (Applications and
system components)

— Snapshot of VM is taken (.VMDKs are frozen)
— Redo log is created — all writes are redirected to redo log
— Virtual machine is backed up

— Virtual Machine Snapshot is deleted, causing Redo log data to be applied to the
original .VMDKs

— Backup complete
* Every step involves I/O

* The faster the backup, the sooner performance impacting snapshots can be removed! -

Myl
Iy

Illll-
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TSM for VE Data Movers

= Multiple Datamovers on multiple machines

— Run in parallel on different machines

— Can be Virtual Machines
— Can be Physical Machines

— Support multiple vSphere Datacenters

= Multiple Datamovers on one machine
— Run in parallel on the same machine
— Concurrent backup

— Can have different schedules

= Plug-in Integration

g

®

— Can be configured from the same Plug-in "'|""

— Can be scheduled and managed from the same Plug-in H:li'ii
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TSM for VE vCenter Plug-In
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TSM for VE - vCenter Plug-In

1 winnstract orenablement shenab -.--'.ph.-r.-n..-.nr
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Getting Started [ Summary 1 Backup -_

What is IBM Tivoli Storage
Manager for Virtual
Environments?

IBM Tiveh Storage Manager for
Virtual Environments is a data
protection solution designed
specifically for VMware. The Tivol
Storage Manager data mover
performs block-level backups and
restores of virtual machines to a
Tvoh Storage Manager server. These
single source backups can also be
used for file restore or instant
restore of a volume.

What do you want to do?
7 Define a backup task
«Rinitiate a restore

& view active task status..

Restore | | Reparts [ cunl’lgura.lloﬂ:

Hsst
Datacenter

Veenter
Vsphere Sereer
Cliamt

1
7l understanding restores

Hame, Target or Status containg. = | Clasr X

Ay
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TSM for VE - vCenter Plug-In Scheduler

Schedule a Backup

| & Welcome Repetition
| 1 General
I'Ed Snurll:e * Date and time of the first backup: |
&9 Destination 10/25/2011 T 3:00 PM Q
i+ Schedule B
Repetition IBack up weekly
Summary (IBack up every |

rnanths
@ Back up on the following days of the week
[#]Monday [¢] Tuesday [#] Wednesday [#] Thursday

l_«_f—_l Friday [7_' Saturday '7_' Sunday

MNewly added wirtual machines are included in this backup task

< Back Mext > | Cancal |

Ay

\@.
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TSM for VE - Data Movers

[+ REPMONSERWER - wSphere Client B i =] 3|
Fle Edt Wiew Invenbory Administration Plgins Help

g B |g Home b Jg) Sohsions and Apphcations b () Thvol Data Protection For YMware - REPMONSERVER b (5] REPMONSERVER |Wf-w-*- rrvent

repmonseryer

| Schedule a Backup

=] Af reprmor
g

o B0 Catd & wWalcoma Destination
= General The destinstion you choose detarmines whers the VMwars snapshot is stored on the Tivol
& Source Storage Manager,
Destination
Schedule Select the Tivoli Storage Manager data rover node that will run the backup.
Summary Pick & data mover node that is not used by another process to improve backup
performance.
[vc1 pc1 omi |-
oA _DCA DR

| < Back | Next >  Cancel g

\\ . ‘t
Recent Tasks ;4 @

Marne | Target | Status | Detais | Initisted by | vCenter Server ||||||||
[y
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TSM for VE Business Benefits

« Reduces costs

— No additional hardware required

— Retention management integrated into Tivoli Storage Manager policies

— Simplified agent management with the centralized IBM Tivoli® Storage
Manager console and one agent supports multiple VMs

* Reduces risk

— Automated discovery of new VMs ensuring you environment remains protected

(L}
®
|I||
III II||




TSM for VE - Business Benefits (continued)

 Improves RTOs and RPOs

— Leverages vStorage APIs for Data Protection (VADP) and Change Block
Tracking (CBT)

— Non-disruptive, single-pass, content-aware, block-level backup enabling faster,
more frequent protection for virtual machines

— Support for LAN-free data transfer from the VMware server’s storage to the
backup server - preserving bandwidth for other uses

— Flexible recovery options: file, volume, VM image (BMR)

— Near-instant restore of files and disk volumes (Windows and Linux)

 Improves production server response times

— ‘Near Zero Impact Backup’ - Offload the backup workload from virtual machines ﬁ
and production VMware ESX hosts to vStorage backup proxy servers iﬂ;ii
ol
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FlashCopy Manager (FCM) for
Virtual Environments
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Hardware Based — Triggering Hardware Based Snapshots

PrOdUCtion llllllllIIIII%IIIIIIIIIIIIIIII

Batch Processing Batch Update™~ " *

0:00 12:00
T

Offload Backup with Flashcopy

_backup anytime
database DPegin __end

ESS .
LA
FlashCopy

TSM on backup server (e=» oe» o eo» o> o o -
write data to tape @,

——— I
Storage FlashCopy Manager (FCM) o

— Pulse2012 2
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Hardware Based — Triggering Hardware Based Snapshots

HI Machine x El Machine y BI Machine =
Operating System || Operating Systam || Opaating System

Application || Application || Application o Tivoli Storage Manager

B . Storage Pool
}-!yper\fisor FIaShCOpy g J
Fhysical Hardware Manager

W ooy  ll — . v -

CPuU Momory Metwork Internal Extarmal

CHsk Dhisk
—

Al
®
||||||||
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Full-VM Backup with FCM Leveraging vStorage API

1. FCM initiates a software snapshot of
virtual guest volumes (vSphere API)

Linux Proxy
Server
(physical or

virtual machine)
. . FlashCo anager
SAN | . ESX\ESXi Server for VMware
VMFS a :
e —

e e
=i

B

SAN Storage Subsystem TSM Server ::“ii::
(VIR
| |
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Full-VM Backup with FCM Leveraging vStorage API

1. FCM initiates a software snapshot of
virtual guest volumes (vSphere API)

Linux Proxy

Server |
(physical or \
VM2 virtual machine)

L)
FIashCFﬁTM:nager

for VMware

2. FCM determines which LUN(s) are
associated with virtual machines

SAN | . ESX\ESXi Server
VMFS | =.

Tivoli. Ny
Storage @e
TSM Server II||--'!
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Full-VM Backup with FCM Leveraging vStorage API

1. FCM initiates a software snapshot of
virtual guest volumes (vSphere API)

Linux Proxy

2. FCM determines which LUN(s) are |

associated with virtual machines SeI:VGI' \
(physical or

3. FCM invokes hardware FlashCopy to virtual machine)

create a persistent snapshot copy of the
LUN(s) hosting the .vmdk and software
snapshot

L)
FIashCFﬁTM:nager

for VMware

TSM Server 'I||""

— Pulse2012 =
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Full-VM Backup with FCM Leveraging vStorage API

SAN Storage Subsystem

1. FCM initiates a software snapshot of
virtual guest volumes (vSphere API)

Linux Proxy

2. FCM determines which LUN(s) are \

associated with virtual machines SeI:VGI' \
(physical or

3. FCM invokes hardware FlashCopy to virtual machine)

create a persistent snapshot copy of the
LUN(s) hosting the .vmdk and software
snapshot

L)
Flashcmnager

for VMware

4. Hardware snapshot is
persisted for use as source
for recovery operation,
software snapshots are
deleted.

TSM Server ||||u||

[l
| |
24
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Full-VM Backup with FCM Leveraging vStorage API

SAN Storage Subsystem

1. FCM initiates a software snapshot of
virtual guest volumes (vSphere API)

Linux Proxy

Server :

(physical or h
virtual machine)

@B,
FIasth?pTM:nager

for VMware

2. FCM determines which LUN(s) are
associated with virtual machines

3. FCM invokes hardware FishCopy to
create a persistent snapshot copy of the
LUN(s) hosting the .vmdk and software
snapshot

4. Hardware snapshot is
persisted for use as source
for recovery operation,
software snapshots are

I deleted.
» a 5. FCM optionally creates
-— additional copy of data on
TSM server (Objects saved .,
Storage | y

in common data format to @
enable individual file p
TSM Server recovery using Recovery ::"::"

Agent Mount) " Il "
I

| |
25
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FlashCopy Manager 3.1 for VMware — Features at a glance
» Supports ESX / vSphere 4.1 and 5.0

Off-host (proxy based) hardware snapshot backups with VMFS datastore
granularity

— Scheduled or ad-hoc execution
— No need to deploy OS specific agents to each VM

Optional offloaded backup to TSM with VM granularity
— Supporting block level incremental backups with VMware Changed Block Tracking

Restore of individual VMs from
» a) from a Hardware snapshot of a VMFS datastore

* b) from oflloaded TSM backup to original or alternative VMFS datastore under original s

name or new one I|||Hﬁ
gy
(VR
| |
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FlashCopy Manager 3.1 for VMware — Features at a glance

« User Interface
— vCenter client integration (plug-in web GUI)
— Command Line Interface (on proxy node)

* Reporting and Monitoring
— summary view with drill down for details
— backup & restore stats
— Managed capacity report

» Policy based management of local snapshot backups

Al
®
el

n
|I||Il-
gy

I||I
[1ll)
| |
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FCM — Application Aware Near-Instance Hardware Based

This approach requires a level of integration and coordination between different components:
1. Underlying disk subsystem ‘
2. Hypervisor (VMware)
3. Applications within the guest OS

Pros Cons

Very quick and efficient HW snapshots HW snapshot will include all the virtual disks that
reside on the same LUN

No resource consumption on guest or host Hard to coordinate the HW Snapshot with the
application consistency

Data can be moved to TSM (offloaded backups) Recovering the LUN will recover all of the virtual

disks on the same LUN

Al
®
el

n
|I||Il-
gy

I||I
[1ll)
| |
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Management of Virtual
Server Storage
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What Needs to be Managed?

- Servers

— ESX'servers
— VM images [ _JI __

— — Applications | jL[]} [

o — Databases e
— File Systems . Storage Components
— Volume Managers — Volume mapping / virtualization
— Host Bus Adaptors — Storage Array Provisioning
— Virtual HBAs — VMFS, NAS Filers, SONAS
— Multi-Path Drivers — Tape Libraries
Gbteca tastad

* Network Components )
— Switches, Hubs, Routers ‘@’

— Intelligent Switch Replication H"H

P 30
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How Does it Need to be Managed?

- Discovery . Perfogn:talncekNIAanlaggment
— Topology Views - LO degef nalysis
— Asset Management — Load Balancing
- Configuration Management * Monitoring, Alerting, and Reporting
Provisioni — Asset/Capacity/Utilization
— Provisioning :
o — Accounting/Chargeback
— Optimization Perf Trendi
— Problem Determination — reriormance/irending
— Problem Reports
— Storage and Data Analysis

As we are dealing with a network, we need to work with the "l@
end-to-end network configuration, not just the individual components

P 31
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Current TPC Virtual Server Management Capabilities

« TPC provides advanced management for virtual server and storage
environments:

— Discovery: ESX server, VM Guest OS images, VMFS, storage and which VM has
storage allocated from where

— Topology and Visualization: Hypervisor views including drill down to show all VM
images, end to end correlation of SAN storage to ESX server and VM guests

— Monitoring and Reporting for ESX server / VM guests: health status and
monitoring, asset reporting, capacity utilization (total, free, used), ..

— Problem Determination and root cause analysis of storage problems:
assistance discovering the ‘real’ problem in a virtual world il

— Storage Provisioning: from any storage array to ESX server il

P 32
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Download vCenter
Certificate

Import Certificate

Add VC credentials as
a data source
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Run Probe

Adding VMware Data Source
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VMware Discovery
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VMware Topology and Visualization

» Discover and report the
logical aspects of the
VMware environment:

— VMwatre virtual machines
and mapping to the host
physical machine

— Storage resources used
by the ESX server

* For detailed information
on the VMware virtual
machine, a TPC
Storage Resource
Agent (SRA) need to
be installed within the
guest

— Pulse2012
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VMware ESX Host Details

* Detailed Asset
reports about
VMware ESX
Systems

— Pulse2012
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VMware Guest OS Properties

» Detailed Asset reports about VMware virtual guests with the TPC SRA
installed
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VMware Capacity Utilization Report

» Detailed Capacity Reports for VMware ESX System and VMware virtual
guests with the TPC SRA installed
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Storage Virtualisation — SAN Volume Controller (SVC)

 Only the SAN Volume Controller seen
by the storage disk arrays

— No advanced function software licensing
required on the storage controller

— Simply provision all the storage to the SVC

— Replacing storage does not require
changes to the host (no downtime)

— Allows thin provisioning, grow your storage
only when required

SVC storage virtualization is a perfect match for virtual server environments H'"ii
[
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Optimized Storage Resource Utilization

Tradltlonal SAN SAN Volume Controller

Shared physical network Hosts own “virtual” disks \
* Limited capacity sharing - Capacity can be more easily reallocated \
«  Capacity purchased for, and «  Capacity purchases can be deferred until

owned by individual processors the physical capacity of the SAN reaches a
« Poor capacity utilization trigger point.

— Pulse2012 -
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Improved Application Availability - Migration

Traditional SAN SAN Volume Controller

1. Establish host connections to new 1. Allocate new storage to SVC
storage (reboot may be required) .
2. Assign to storage pool

2. Stop the application

3. Decommission traditional storage 3. Move d?ta

4. Move data No downtime - Host systems

5. Restart application and applications are not
affected

SAN

N Volum ontroller

CELE “@umu s
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IBM Scale Out NAS - System Managed Storage in a Box

Interface
Nodes

Node

Storage Storage Storage Storage
i Node Node Node Node
1

1

1 TSI - T -~ - - - Tt

1

1

1 aaa

1

1

1

1

1

1

HighRrasily Highrasily
HRSRRARY sy
Ywirg Pl Yk Pl

Can deploy as private or public cloud

{I { ,.
RN

Enterprise class solution for IP based
filesystem storage (NFS, CIFS, FTP, ..)

One global repository for application and user
files: >1B files per file system, 256 filesystems
per SONAS, simplified management of PBs of
storage

Extreme performance (near linear aggregate
throughput) and extreme capacity scaling

Work load and data is evenly distributed across
all nodes and disk pools, eliminating hot spots

Policy based tiered storage - high-performance
SAS and high-capacity SATA HDD'’s

Provision, monitor, report, chargeback by @
application, user, department, etc "'l""
iy

Accelerated backup, HSM and recovery by ()
TSM | |
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Summary
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Operating

Application

Hvper Visor
Physical Hardware

CPU Memory Network Internal ‘@ ‘S 8 |S
Disk Disiz - .

Storage Array

Efficiently protect and recover virtual
server data with advanced TSM, FCM g

As you virtualize your servers, and TSM FastBack solutions

maximize efficiencies by also
virtualizing your block storage with SVC and your ()
file storage with SONAS ":,,:"
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faith effort to help with our customers' future planning.
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throughput or performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming

in the user's job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given

that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system ~@'

or other features. Contact your IBM representative or Business Partner for the most current pricing in your geography.
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