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43 billion

mobile applications will be

34% _ downloaded in 2012 and 76

employees in 2012 billion in 20144

are mobile
25%
of employees using smart phones 62% @
will have advanced mobile unified individual-liable (BYOD*) devices i
communications, including mobile used for business, compared to il
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IBM Endpoint Manager for Mobile Devices
Built on BigFix technology
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Benefits of Endpoint Manager’s Mobile Device Management

» “Organizations...would prefer to use the same tools across PCs, tablets and smartphones,
because it's increasingly the same people who support those device types”
— Gartner, PCCLM Magic Quadrant, January 2011

» Although at some level mobile is unique, the devices are just another form of endpoints in your
infrastructure. This means whichever technologies you procure should have a road map for
integration into your broader endpoint protection strategy.

— Forrester, Market Overview: Mobile Security, Q4, 2011

Reduces Hardware & Foct T o Val
Administration Costs ast lime-to-Value

* “Single pane” for mobile e Enterprise-grade APIs
devices, laptops, desktops, enable integration with
and servers service desks, CMDBs, etc
*Single TEM Server scales to (Integrated Service
250,000+ devices Management)
e Unified infrastructure ¢ Cloud-based delivery model ‘@'
administration model reduces allows for rapid updates with ::H::::
FTE requirements no software upgrade or [l

PUI392012 installation required II;"II
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Solution Sets = pre-Packaged Knowledge “out of the box”

BM Endpoint Manager

Network Dlscovery, GIobaI Propertles Inventory, Custom lelets Wake-on-LAN, n-Tier Relay Archltecture Dynamic

\VIDB R and othe managemen e and compliance st

Fi B4 Ei

Lifecycle Software Power Mobile Patch Security Core
Management Use Management Devices Management and - Protection
Analysis Compliance
— Ed Pateh Management [ Anti-Malware
Patch Manaﬂm— —~ Firewall
—_ Hardware, Software, : : : *-w DLP / Device
Configuration Inventory Security Configuration_ Control
Management
—- Software Distribution 3 (add on) ..,
Vulnerability Assessment— @

—~ OS Deployment _ . [
Compliance Analyties— ||||..||

~—~ Remote Control 3 Party Endpoint_ H.ll H

— Pulse201 2 Protection Manag_;ement .
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Endpoint Manager delivers a unified Systems and Security
management solution for all enterprise devices

Windows & Mac Windows Mobile / Kiosks /
Desktops/Laptops POS devices

Unix / Linux Servers Android / iOS / Symbian /

Windows Phone devices

Question: Why not offer services for managing all these devices?
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How CSPs Leverage IEM (BigFix)




Endpoint Manager is Proven in Service Provider Operations

Offers both SaaS (hosted) and Managed Services
Branded as “Secure My Device”

orange”

FQEER LINK Offers Managed Service for Remote Access PCs

L_ Branded as “Mobility as a Service” MaaS 360
y Sing’I‘el Offers Managed Service for Remote Access PCs
= Branded as “Managed Endpoint Services”
e .
BTQ Offers Cloud (SaaS) Service for PC Management ®

Branded as “MobileXpress Desktop Management’ :Illiif}
[l
| |
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CSP can Rapidly Gain New Services Margin
Security

A -]
BERLINK

DLP

Device
Control

Security
Config orange”
Mgmt

HITACHI
Inspire the Next

End Pt.
Protection

Patch
Mgmt

~ PC @

Power Asset Software Software Asset Lifecyde ::I ii::

Mgmt. Discovery Distribution Management H-ll "
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Profile of Success: Orange Business Services

orange”

* Orange planned to introduce their ‘SecureMyDevice’ service for mobile
endpoint management (laptops and now smartphones)

— Initially they had selected several different point solutions for
e Patch Management * Anti-Malware * Endpoint Firewall
» Security Configuration * License Inventor * Software Distribution

— With [EM, they were able to consolidate onto one unifying platform for delivery
of all these solutions, and attained

* Much lower complexity & costs for development and operations
* A platform with high leverage — multiple solutions & multi-tenancy

* Capability for rapid delivery of new services ﬁ
Ili:,.
i)

* Un-rivaled real-time visibility & control H!":"
o
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Multiple Solutions, Multiple Segments, One Platform ‘&

\

MNC LNA MID SMB
Nodes Secure My Device service framework
100K

Business EveryWhere .
50K ( Global ) g:zjr;gcctasPro Service
20K
10K Mobile Office
( Americas) Managed IT for SMB
A (EMEA)
1 Managed
Firewall ( France

100 -

Internal
IT

IEM
( Internal )

2008 200

8

201

0

20
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200

IBM Endpoint Manager shared services platform
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IBM Software Group

@

IEM “Extensible” Architecture

Fixlet message libraries (
*Ongoing updates
* Lightweight
* Instant-on
* Dynamic
» Secure \

—

BigFix Ag.ent Policy In
* Low impact 4 XML
» Small footprint . . . Result Out
- Bandwidth frugal - — _ g P ——
* Secure Extensible Specialty Compliance
Inspectors Engines API

1 © 2012 IBM Corporation



Centerbeam’s Progression of IEM Solutions

centerbeamw
Data Leak \
Prevention

Asset
Discovery

A

Configuration
Vulnerabilities

Malware

(AVIAS) % N
Custom License Software NAC Power Mobile Dewdalgh
F|xIets Inventory Distribution Mgmt Mgmt il
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Fiberlink Aggressively Leveraged IEM Extensibility

Zero-day Threat Protection BackUp & Restore

USB Device Management ‘

Mobile NAC 1

Data Leak
Prevention

Asset
Discovery

Configuration

Vulnerabilities >
Malware )
(AV/AS) @
llll;:!!
Patch "!':"
(VIR
Custom License Software NAC Power Mobile Device [l
Fixlets Inventor_\‘ Distribution Mgmt Mgmt 17
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Routes to Market for EndPoint Management Services

Vendor Integrate  Operate Sell Enjoy

Managed Service Unit of Tier 1 Telco

SCC France —)

Independent Service Provider

Service Reseller Customer

42

CYBERNET vl
SoftBank Telecom i
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Examples of IEM Service Providers by Delivery Model

Transformation and Optimization

Clas

sic Infrastructure Outsourcing

* Leverage Customer’s

existing

infrastructure and/or

personnel

Standardize and consolidate

tools
* Rationalize processes

* Improve service delivery
* Extend offerings

RIMO MSP / SaaS
* Distribute labor to * Consolidate
cost advantaged customer base on
locations and single shared
centers of expertise infrastructure

-/ZE o

SAIC

Lockheed Martin

Ise20
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Leveraging IBM Mobile Foundation
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Mobile is a growing challenge, but there is help

*Enterprise customers are challenged and concerned how they can keep control of
enterprise devices but also take advantage of the many apps now availble for
mobile devices.

*The soltion is for service providers too meet two basic requirements.
— They need to host and manage multiple apps and versions for a variety of customers

—  They need to manage endpoint mobile devices, keeping them secured with
software and patches updates

*IBM Mobile Foundation platform that enables PaaS and laaS solutions to increase
development efficiency and resource utilization and management

— PaaS Offering
* Enables the development of HTMLS5, hybrid and native apps for all leading
smartphones and tablets.

* Developers can build from the simplest of apps to the most complex by
utilizing nothing but HTML, CSS and JavaScript — commonly available resources
in any organization that require very short learning curves.

— laaS Offering :
* Provides unified endpoint management, with integrated mobile security (o]
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— Pulse2012

Services Providers need to build PaaS and laaS offerings for
Application Development & Mobile Device Management

END-USER OR ISV SERVICES PROVIDER IBM SOFTWARE
MOBILE NEEDS MOBILE SOLUTIONS PLATFORM

« Building and testing mobile IBM Worklight: an

applications without H open, complete, and

impacting own IT PaaS Solution advanced mobile

environment Mobile application application platform for
+ Creating new business development and testing HTML, hybrid, and

opportunities environment native applications

+ Managing mobile devices IBM Endpoint
and applications laaS Solution Manager for Mobile
* Connecting to and running Mobile device management Dewcgs: unified
backend systems in . endpoint management, ...
support of mobile SEIVICES with integrated mobile @
security ::II::::

» Securing my mobile

business (W)
| |

22 |
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IBM Mobile Solution Bundles

*  Opportunity for service

provider to create service
bundles for their enterprise
clients.
« Customers often look to Customer
purchase several related A

solutions to solve their mobility

needs CustomerB
* IBM can provide different SR
solutions for service provider Messaging

clients.

Customer

e Solutions can be added to c

meet the changing needs of
the mobile enterprise
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Thank you!

Follow-up materials:

() IBM Case Study on Fiberlink

() IBM Case Study on Centerbeam

() Sample service brochures from Orange, NCS, etc.

Let me know if | can help you spin up TEM-based services ‘-)

Contacts:  George Billman gbillman@us.ibm.com
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it Teiakran 200 47 PM %

PuiseZ012

PLEASE RATE THIS SESSION
VIA THE PULSE 2012
MOBILE CONFERENCE GUIDE!

Agenda Details

By Time

Cenferencd) | 302: Using Advanced Analytics Technologies to Support

Exhibition i g
sessimcs | Improved Decision-Making

Date: Thursday, May 31, 2012
General 84| | TIME: 11:55am - 12:40pm

Better Busi| | Location: Castlereagh Il
Business A

o8-08A - 10 Addto Session
G My Schedule Feedback
CofMes Bre,
10:3548 - 19
H TT P :// P U LS E 2 O 1 2 ° M O B I _E:_“Ig_;'“w i:l?;:v?r?nments become more dynamic and critical, the

challenges of managing them are growing. From experience, we
have learned that the more information you have, the better
decisions you can make. However, processing that information in
anintelligent way and at the speed that is required far you to take
timely actions is daunting. Come see what IBM is doing around
predictive and streaming analytics, log file analytics and automated
best practices, and automation for decision support.

username: <your email address>
password: pulse2012

Each session you rate gives you Speakers
an additional entry into the Pulse prize draw! e
. . . ) m IBM Tivoli Cloud & Analytics Executive > @’
The winner will be announced during the conference close on Friday. i
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Driving Mobile Device Management & Application Requirements

Mobile Security Intelligence

Mobile Device Data, Network & Access Security App/Test
Management Development

Mobile Device

Mobile Device '~ Mobile Threat Mobile Mobile Network Mobile Identity& Secure Mobile

Mapagtmeric Security Management Information Protection Access Management Application
Management Protection
v Acquire/Deploy Rz Development
v~ Register v" Device wipe & v+  Anti-malware v Data encryption v Secure Management w e
¥ Activation lockdown ¥’ Anti-spyware (device,file & Communications v Authorize & :’ulg_e- Eabub v
v Content Mgmt ¥ Password v Anti-spam app) (VPN) Authenticate esting
v Manage/Monitor Management v Firewall/IP5 v Mobile data loss v Edge Protection v Certificate ¥ Mobile app
v Self Service ¥ Configuration ¥ Web filtering prevention Management testing
v Reporti rohicy o almsroaides v Multi-factor ~ Enforced by tools
P Ret:'zo ng + Compliance ¥~ Enterprise
v~ De-provision ‘ . . . . . policies

Mobile Applications
i.e. Native, Hybrid, Web Application

Platform Extension OS/ Application L.ayer (Optional)
i.e. Application Container (Sandboxing ), Virtualization

Device Platforms

30 device Manufacturers, 10 operating platforms
i.e. i0S, Android, Windows Mobile, Symbian, etc

Pulse2012 -
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APPENDIX ON IEM (aka BigFix) MDM

Ay
\@’
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Apple Push
Notification

https
Email Server ‘ Arpe )
ActiveSyncZ _ L o S oo N
\ / IBM.Sync ActiveSyne: “T s
. Desktops/ i Servers | W~ rhones / Tablets |
: e e | ' w/Email !
BT et - |
1 S Ka; “““‘ll! o :
| Ry | |
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Endpoint Manager for Mobile Devices Dashboard

Mebile Device Management < Moebile Device Owverview
_ai| Mobile Device Owverview -~
Y Setup (9) Mobile Device Overview

@ TEM 8.2 Windows Components Upgrac
@ Warnings (2]
2 T3 Mobile Devices (26)

Device Count by Type

- (8 Android Agents (1) [ lis I L I EH ]
- (i Apple MDM (1) 14
i [y MS Exchange (11)
[ % Lotus Traweler (13) 12
] E Inventory
@ Device Information (9) = 10

> 2] Location Information
a & Apps Management

ﬂ Installed Apps

ﬂ Offered Apps

@ App Offer Tasks (0]
Eal Security Policies g
& Apple i0S Profiles

ﬂ 105 Profile Configuration =

@ Passcode (0] | 5

@ Exchange ActiveSync (0] 0

B Restrictions (0) Android iPad iPhone WinMobile

Device Count

[
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A “Single Device View” enables administrators and helpdesk \\\‘u

personnel to easily view device details and take required action \

Pulse2012
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A uniriead report or passworda policies across all mopiie U
makes it easy for administrators to identify non-compliant
devices

Pulse2012
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An on-device app can be used to distribute enterprise apps and
detect whether an iOS or Android device is jailbroken or rooted

il Werizon = 2:46 PM o % g% ]| [l verizon = 2:46 PM FEE [ sl Werizan = 2:47 PM o % sz%ned]  [aailverizon = 2:47 PM o % 91 %=
Server URL
[ % '?NTDB'EF‘ Profile.. Enroliment Information >
Work Email Address "'ﬁ, f & Varifind
-Mnn@mmm : About -

Description  Install this profile to enrcll for
management by 1BM BigFix,
Signed 1BM BigFix Profile Servios There are no recommended

1 o this device o Received Feb B, 2002 apps available at this time.
Contains  Device enroliment challenge

Device Ownership
Email support

My crganization owns this dewvice
More Details > You will recaive a notification whan the Provide App Feedback
admanistiralor recommends new apps for
youu. ¥You can also press the selrgsh Bullon
on the lop of the screen 10 check for mew
apps

188 Endpoint Manager for Mobile Deveces w1.0

_
Al
®
||||||||
[y
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App Management

— Pulse2012
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waill Merizon = - —]

Categeries

an Apps

IBEM Lotus Notes ©
IEM Lobus

Proxdivctieily
Keynote e
Appia

Traved
Triplt - Travel Organizer &
Tripit

Productivify
Evernote [ >
Evarncie

o B o1%|

Productivity

Evernote
4.1.9
h Evernote

“% New York Times ‘Top 10 Must-Have App’,
Winner: TechCrunch Crunchies, Mashable
Awards and the Webbys. %

Evernote is an easy-to-use, free app that
helps you remember everything across all of
the devices you use. Stay organized, save
your ideas and improve productivity. Evernote
lets you take notes, capture photos, create to-
do lists, record voice reminders--and makes
these notes completely searchable, whether
you are at home, at work, or on the go.

Key Features:

Updates

L



i0S Jailbreak Notification

=il Verizon <=

TR

Thursday, February 9

«ull Verizo

Thu Fri Sat Sun Mon Tue
64/48 61/52 57/46 55/46 54/43 54/45

» we g,

500 1,352.83 AAPL 494.22 (cle

A 287 Cap: 461.3B A 17.54

== Mobile Client

Mobile Client
"Warning: Your device is jailboroken"

Mobile Client

"Warning: Your device is
jailbroken™
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Configure and deploy Lotus Traveler policies directly from the
Endpoint Manager Console

Lotus Traveler Device Security Settings - Configuration

Windows Mobile Nokia Apple Android

Device Security Violation Action
|»] Reqguire device password Enforce
|| Prohibit ascending. descending and repeating sequences

Require alphanumeric value

Minimum password length: 8 |j
Minimum number of complex characters: o E

Auto lock period (maximum): 30 E minutes
FPassword expiration period: S0 E days
FPassword history count: o E

-

| Wrong passwords before wiping device

-

|| Prohibit unencrypted devices

|»] Prohibit camera Enforce
1

Ay

Prohibit devices incapable of security enablement Enforce ‘@’
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A user-friendly iOS Profile Configuration Wizard exposes all of
the configuration capabilities in Apple’s MDM APIs

Identity Passcode

¥ Require passcode on davice
Enforce the use of a passcode before using device

L Allow simple value
Permit the use of repeating. ascending, and descending charcter sequences

| Require alphanumeric value
Require passcodes to contain at least one letter

- | Minimum password length
IL] Smallest number of passcode characters allowed

3 = | Minimum number of complex characters
|L] Smallest number of non-alphanumeric characters allowed

a0 &J Maximum passcode age (1-7T30 days, or mome)
Days after which passcode must be changed

1 EJ Aute-Lock (1-5) minutes, or 0 for none
Device automatically locks when time penod elapses

F EJ Fasscode history (1-50 passcodes, or 0 for none
The number of unique passcodes required before reuse

| Hone * | Grace period for device lock
Amount of time device can be locked without prompting for passcode on unlock

Ay
~ -

10 EJ Maximum number of failed attempts @
Humber of passcode entry attempts allowed before all data on device will be erased ||||||II

i)
| |
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Deny Email Access by Policy

Description

his task will deny targeted mobile devices access to their email server (Lotus Traveler or
Microsoft Exchange). Use Allow Email Accessto restore access.

Actions

® Click here to deny email access.

| Description | Details | Applicable Computers (13) | Action History (0) |

W

mvvvvvvvvvvvvvvv

00000DDDOOE0DDD

F @ Applicable Computers (13)
4 ] By Retrieved Properties

By Computer Mame

By O5

By Agent Type

By Last Report Time

By User Name

By Metwork Adapter - Windows
By Locked

By BES Relay Selection Method
By Relay

By Free Space on Systermn Drive
By Total Size of Systerm Drive
By Subnet Address

By BES Relay Service Installed
By Test 0%

By IP Address

Group

Computer Mame

B Android_bfi&fac3fildeele
B Android_f32067 a6 cfdb00SE
B AppisKI31B6DA4T

! Android_5514FCEDCOCO48FOSESEL...

B Android_354795044824958
B Android_c4207440ef0a152d
B ApplETo38I5M3NR

! 60A5BG1BE144024 A3698A9390933F...

B Appl7Wo5224E845
B Android_8f166312739dc043
B Applocsnzazanap
B Android_129280b9e00F5£0
B Applz049UUXADO

os

Android 2.3.6
Android 2.1

Apple-iPhone3C1/...

Android 2.2
Android 2.2
Android 2.3.4

Apple-iPhone2C1/...
PocketPC/6(5.2.19...
Apple-iPhone3C1/...

Android 2.3.3

Apple-iPod/705.18...

Android 2.3.4

Apple-iPadlC1/81...

— Pulse2012
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View installed apps on Android and iOS devices

Apps Management - Installed Apps
This dashboard reports back the applications that are installed on devices_
Android Apps Apple Apps
Apps List
Tag checked as: | —— >
[ | Display Name Tag 1 v Package Hame Description APl Versions Computer Count
L TEM Agent Enterprize com.bigfix.engine Tivoli Endpoint Manager 8.2 o 1
1 *-ge (Ese«4&7 8343 . ¥= Blacklisted com.android.inputmethod. p 10 1
L TTS Service android.tts 10 ull
L Contacts com.android.contacts 10 1
L Fallback com.android. fallback 10 1
|| calculator com.android. calculator2 10 1
L Custom Locale com.android. customlocale 10 1
L Settings Storage com.android. providers. sett 10 1
L Search com.android.guicksearchbc 10 1
L HTHL Wiewer com.android. htmhriewer 10 1
L Camera com.android.camera 10 1
L CpenVWnn ip.co.omronsoft.openwnn 10 1
|
L DRM Protected Content Sto com.android. providers. drm 10 1 ‘@’
L Dew Tools com.android. dewvelopment 10 1 "I . "
[ ] PicoTTS COM.SVOX.pico 10 1 "||||"
L Search Applications Prowvid com.android. providers. app 10 1 |||"|||
| |
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Trademarks and disclaimers

© Copyright IBM Australia Limited 2012 ABN 79 000 024 733 © Copyright IBM Corporation 2012 All Rights Reserved. TRADEMARKS: IBM, the IBM
logos, ibm.com, Smarter Planet and the planet icon are trademarks of IBM Corp registered in many jurisdictions worldwide. Other company, product
and services marks may be trademarks or services marks of others. A current list of IBM trademarks is available on the Web at "Copyright and
trademark information" at www.ibm.com/legal/copytrade.shtml

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have
achieved. Actual environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly
available sources and does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are
taken from publicly available information, including vendor announcements and vendor worldwide homepages. IBM has not tested these products and
cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the capability of non-IBM
products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific
levels of performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM product
announcements. The information is presented here to communicate IBM's current investment and development activities as a good faith effort to help
with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream,
the 1/0 configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve
throughput or performance improvements equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other

Ay

features. Contact your IBM representative or Business Partner for the most current pricing in your geography. ~@'
Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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