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% Your Mobile Device is Your...

Security concerns vary but are merged

Securiti concerns extendini from device to aiiliC{ic){md data



% Hackers Follow the Money

When asked why he
robbed banks, Sutton
reportedly replied,
"Because that's where
the money is.”

— Willie Sutton

CPuse NN\

"1 steal from co rs, 'cause that's where the money is."”
mobile devices

Arnie Leven

http://www.condenaststore.com/-sp/I-steal-from-computers-cau:
is-Cartoon-Prints_i8638625_.htm

se-that-s-where-the-mon




% Mobile Malware Growing Exponentially

INCREASE IN MALWARE

472"

201

JULY AUG SEPT oCT NOV10o™
Source: Juniper Mobile Threat Report, 2/12

Spyware and SMS Trojans Top Two
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Building a smarter planet

Data leakage Which QR code is evil?
Confidentiality leaks

— Private conversations leaked to E -E E E
public - b~ b~
— Private contact information leaked E'._ =1 -
to public
— Location leaked to public E - E
= Integrity violations « QR Code contained a URL to

— Corruption of local databases

N download malware
— Fraudulent use of application

 The malware sent SMS
messages to a premium rate
number (US $6 per message)

http://siliconangle.com/blog/2011/10/21/
infected-gr-malware-surfaces-on-
smartphones-apps/

Abuse of privileges

— Sending text messages
— Placing calls
— Surveillance of device’s user

© 2009 1BM Corporation



% No One Is Spared (...it's not just Android)

TOP 100 PAID APPS

Not Hacked

)

Hacked
40%
I 4

60% 20%

Not Hacked Not Hacked

Source: Arxan State of Security in the App Economy — 2012
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% Mobile Security Can Mean Different Things

ur focus
today

Application Buffer Overflows

Malware/ Physical
Anti-Virus Device Security




% Android vs. iOS >

i : ' -
Android iOS
Ecosystem Linux / Java Unix (Darwin) / Objective C
Vetting Process Sorta ®
App Sandbox ° °
Protection against
. (] ]
memory corruption attacks
Data Encryption ® o
Inter-app Communication . V?ry common Uncommon
(“Intents”, explicit vs. implicit)
Common Problems Malware Jailbreak

..but what about the other guys? Windows Phone 7/8, Blackberry 107?
Apache Cordova (JS, HTML, CSS), IBM Worklight
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Mobile Application Types
Mobile Web Apps Mobile Native Apps  Mobile Hybrid Apps

Mobile Browser Native App Native Shell

01101001001 Browser
10010010101 <HTML>
01010010010 </HTML>
10010100001

<HTML>

</HTML>




% Communication Architecture

Existing web technologies

checks

Mobile Web
Browser



% . Mobile App Vulnerabilities

Same as “regular” web app
client-side issues:

XSS, HTML5 issues, etc.

Server-side — -

Same as “regular” web apps:
SQL Injection, Path Traversal,
Response Splitting, File
Inclusion, OS Commanding,
etc.

Platform-specific:
XAS (hybrid), Insecure Local Storage,
Unencrypted Comm., Client-side SQLIi, Poor
Auth., Improper Session Handling, Data
Leakage, Information Disclosure, etc.
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% User vs. Enterprise Mobile Application Security Risk

User
— Threat from Malware (Trojans &

OWASP Mobile Security Project:
Top 10 Mobile Risks

Spyware) 1. Insecure Dat@
— Fake Android marketplace 2.  Weak Server Side Controls
. . . Insufficient Transport Layer Protection
Malware bundled with valid app 3 . . e Y
o 4.  Client Side Injection
- Ph|5h|ng 5.  Poor Authorization and Authentication
— Unauthorized Use of: E nter I'ise 6. Improper Session Handling
Contact DB p 7. Security Decisions Via Untrusted Inputs
Email — BYOD z Side Channel Data Leakage

— Hackers looking for weaknesses Broken Cryptography
» Easy access to applications
GPS (public location) * Reverse engineering

: — Data leakage >
@ on dev@  Attack from malware
» Account info on mobile device

CPuse NN\

SMS (text messages)
Phone (placing calls)

Sensitive Information Disclosure

Jury
=




Permissions Madness

&8

Lotus Traveler
(=)
Do you want to install this application?

Allow this application to:
#. Your personal information

“Glympse” Would Like to Use |

_ Services that cost you money Your Current Location

Your messages

Don’t Allow

Network communication

Your accounts

lisable start screen
Storage

Phone calls

» Users don’t understand
» Permissions vary by OS & release
» Path Address Book Upload

» Developers over permission

» Tyranny of the default _
Chuse NN\
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Building a smarter planet

-

vV V. V V V

BN < <

Protect devices and data
Defend the network
Ensure secure access
Safeguard mobile apps

Preserve user experience without compromising
security

Context aware risk-based access control
Mobile threat protection

Strong session management & Single Sign-on
Vulnerability analysis for mobile apps

Visibility and analysis of security events from the
device, network, user and app behavior

State-of-the-art high-quality vulnerability
analysis for mobile apps

Native support extended for iOS

to accelerate enterprise usage

Enhanced support for JavaScript analysis
in hybrid mobile apps

Out-of-the-box support for IBM Worklight
built apps to incorporate context aware
risk-based access

© 2009 IBM Corporation



The most comprehensive mobile application security!

® 1BM Security AppScan Source for Analysis = |
Fie Edt Scan Tools Admin View Perspective Help
| L) configuration 3 Triage | analysis
TS Trace 23 < »|i= @ - B > 3 = ==
> 5 N =re-av% Y -
ERE] - om.iben.
= .20 " v
ent.Intent. getStrngExtra D onActivityResuk —
com. b scan, 2xing. IntentResult, <init> &
b » getContent: @l
=[] com.ibm.appscan.DB.addltem e v
5] ancroid.contert. Cortentvalues.put e e
{3 android.database sdte. 5QLiteDatabase. nsert —
iby i ibm. i om.ibm.appscan.DB
[ parseactvyresur [ omtcontents [ sddrem
R et valie scanResult T scanResut . L
P
al T l / \
line | Context -
140 = com.bm . |android.content.intent | [ com.ibm.apy 2xing. android.content.Contentvalues |  [android. lite.SQL
142 ~ com.bm. i getCor
this.db . com.ibm. appscan.DB.addItem ( "hack”, scanRes L] getstringextra [5] <inie> [+] pue [=$ insert
T retunvaie || T eonkents T e T als T

= Support for Native Android and iOS applications
= Security SDK research & risk assessment of over 40,000 APIs

= Full call and data flow analysis
— Java
— JavaScript
— Objective-C
» |dentify where sensitive data is being leaked

= Ensures applications are not susceptible to malware




% Apple iOS Scanning

» Hot off the presses! Available in AppScan 8.7 March 2013 4

= Comprehensive Objective-C and JavaScript coverage

(aNs)

= Zero Config! (...sorta) Lot e M

Quick Start
mport an Xcode project...

—Drag and Drop Xcode import e

¥ S®All Applications

» @D FoundationFrameworkTests-1
» @D iTrader

= Native Mac OSX Support (10.7, 10.8) =
= Automated Scanning (build integration)

Reportvien| ® o o |- QB @ & 8 ¥ = O3 console | @ pundes |l customR... | B wunerabi... 13 [= O
===
= ¥ Findings (54) 1~ Seve... | Classification | Vulnerability T |_apra l_ 3 %
0% BufferOverflow.FormatString (16) High Type I BufferOverflow.FormatString <App!
0% CrossSiteScripting (2) High Type I BufferOverflow.FormatString <App! ‘7

o Info (19) High Type It BufferOverfiow.FormatString <App! “‘“ Vuinerabilty _ —
= O% Injection.SQL (1) High Type I BufferOverflow.FormatString <App!

# § . !
0% Malicious.DynamicCode.Execution (3) High Type I BufferOverflow.FormatString <App—
0% PathTraversal (3) High Type II BufferOverflow.FormatString <App!
0% Privacy.Dataleakage (5) High Type I BufferOverflow.FormatString <App!
O% Quality. TestCode (3) High Type I BufferOverflow.FormatString <App!
0% Validation.Required.URL (2) High Type I BufferOverflow.FormatString <App:
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <App!
High Type I BufferOverflow.FormatString <Aip':;‘
>

g 1 -
::; | | 4 jOpmAssesna-t

‘\\
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% 100% coverage of OWASP Mobile Top Ten

OWASP Mobile TOP 10 IBM Security AppScan Coverage

S B S BEY S BN N S

1

1

2
3
4
5.
6
7
8
9

. Insecure Data Storage

. Weak Server Side Controls

. Insufficient Transport Layer Protection
. Client Side Injection

Poor Authentication and Authorization

. Improper Session Handling

. Security Decisions via Untrusted Inputs

. Side Channel Data Leakage
. Broken Cryptography

0. Sensitive Information Disclosure

Trace routes of sensitive data

Security scanning of server side code

Check for use of SSL/TLS

Checks for common injection flaws including SQLi, HTMLi, and XSS
Track where IDs and Passwords enter/exit the system

Verify UUID is not used for session management

Track where data originates and how it is used

Test for data leakage to log files, pasteboard, property lists, etc

Identify proper usage of cryptographic usage

Test for data leakage to peripherals, network, sockets, etc.




% Common Problems That AppScan Can Detect in Mobile Applications

= Inter-Application Messaging
— Not validating data before using it
— Not removing confidential data before sending message
» Databases
— Creating and using unsafe SQL
— Using unsafe DB API's
» Data leakage
— Sensitive data leaving the boundaries of the application
— Sensitive data stored on the device in plain text
= Command Injection
— Not validating data before executing it
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Web Server

#10 OWASP Mobile Top 10
Sensitive Information
Disclosure

= Mobile app is collecting
GPS location

= GPS data being sent via
http request

= If hacker snoops the traffic
coming into the web server,
they would gain access to
customer’s location

= AppScan identifies sensitive
information disclosures
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% Case Study: HTC America settles FTC charges

02/22/2013: HTC America has agreed to settle Federal Trade
Commission charges that the company failed to take reasonable steps
to secure the software it developed for its smartphones and tablet
computers, introducing security flaws that placed sensitive information
about millions of consumers at risk.

\ e/
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HTC

Case Study: HTC America settles FTC charges

America has customized the software on these devices in order to

differentiate itself from competitors and to comply with the requirements of mobile
network operators. These customizations have introduced security vulnerabilities.

FTC

1.

2.
3.

CPuse NN

Charges: HTC America failed to...

Employ reasonable and appropriate security practices in the design and
customization of the software on its mobile devices.

Provide its engineering staff with adequate security training

Review or test the software on its mobile devices for potential security
vulnerabilities

Follow well-known and commonly accepted secure coding practices

Establish a process for receiving and addressing vulnerability reports from
third parties.




% Case Study: HTC America settles FTC charges

Consequences of Failures:

» Insecure implementation of two logging
applications on HTC devices - Carrier IQ and
HTC Loggers -> theft and leakage of private
consumer data

» Introduction of programming flaws that allow
third-party applications to bypass Android’s
permission-based security model.

cARRIER[[®)

Mobile Privacy Concerns Prompt Class Action Lawsuit Over Carrier 1Q:
http://www.mobilemarketingwatch.com/mobile-privacy-concerns-prompt-class-action-lawsuit-over-carrier-iqg-19839/

HTC settles with FTC over leaving Carrier IQ and other logging tools open to hackers:
http://www.theverge.com/2013/2/22/4017746/htc-settles-with-ftc-over-insecure-logqging-software




Case Study: HTC America settles FTC charges

Consequences of Failures:

> Millions of HTC devices compromised sensitive device
functionality, permitting malicious applications to:

 Read and Send SMS text messages
* Record audio
« Install additional malware onto a consumer’s device
* Record and transmit data entered into or stored on the device:
For example; Financial account numbers and related access codes or
. medical information such as text messages received from healthcare
providers and calendar entries concerning doctor’s appointments.
« Gain access to users geo-location data
 Read and Write private contact data on devices

CPuse NN\




% Case Study: HTC America settles FTC charges

FTC Requirements:

O Develop and release software patches to fix
vulnerabilities found in millions of HTC devices.

O Establish a comprehensive security program
designed to address security risks during the
development of HTC devices.

U Undergo independent security assessments
every other year for the next 20 years.

O HTC America prohibited from making any false
or misleading statements about the security and
privacy of consumers’ data on HTC devices.

CPuse NN\




£ Case Study: HTC America settles FTC charges

* FTC introduced Mobile App Developers: Start with Security
A new business guide that encourages app developers to aim for
reasonable data security. Set of high-level secure coding best practices
and guidelines.

IBM AppScan Source Edition can
enforce these guidelines and
more

Link to full guide: http:/business.ftc.gov/documents/bus83-mobile-app-developers-start-security

CPuse NN\




Case Study: HTC America settles FTC charges

Enforcing FTC “Start with Security” Guidelines

» Use transit encryption for usernames, passwords, and other important data. Deploy SSL/TLS in
the form of HTTPS

v" AppScan Source can identify code where SSL/TLS is not enforced
» Use due diligence on libraries and other third-party code

v" AppScan Source can scan third-party code and libraries for vulnerabilities
» Protecting data you store on a user’s device.

v" AppScan Source can identify when no encryption or weak encryption is used
» Don’t store passwords in plaintext

v" AppScan Source can identify issues with hard coded passwords and unprotected
credentials

» Maintain and Protect server communication
v" AppScan Source can identify cross-site scripting, injection issues, etc.
= Application Permissions

-
>y




'or1=1) --'

Tend intent to this App Name

Tadashi Tsumura

)] Resource Finder

Send intent to other A P R
end intentto other App Sends malicious search ET——
_ . . . . Info
Setut Il L T as an implicit intent STy —
Reset default search Register

Seach (by Name)

Delete (by Name)

om Target Activity.
- Insert entry: Tadashi Tsumura, dashi@example.

= . lcom, Security World-wide A-Team

Wada,chris.wada@example.com, Result Uri

Developer content://com.ibm.sec.demo.resfinder.
Hideo Morita hideo.morita@example. . personprovider/11

com, Tech lead C t t P d
Y¥osio Matuiyoshio.matsui@example. On en rOVI er
com, Sales Lead

Takeshi Yoshiokatakeshi. returns all records SQLIte

yoshida( ample.com, Consultant . .
L Mayoko Nakadamayoko. Q

nakada@example.com, Consultant Stored In S the DB
Peter Takeshitapeter.

Confldentlal ak ita@example.com,People
Manager

Asako Niwaasako niwa@example.com,
data exposed Sales Lead

Keisuke Andokeisuke. ando@mexample.
com, Consultant
Makoto Saitchymaakoto.
saitohf@example.com, Consultant
Jean Mikijean.miki@example.com,
People Manager
Tadashi Tsumura,dashi@example.com,
Security World-wide A-

Tadashi Tsumuradash

Security World-wide A-Team

Tadashi Tsumuradashi@example.com,
Security World-wide A-Team

Derek Chowaniec.dichowan@us.ibm.




Example: Malicious intent reaches query method of content provider

(= =)

File Edit Scan Tools Admin View Perspective Help

- [ Configuration EF Triage

£¥ Findings 52 | o | 2 - | Q g5 @ & B4 © = O|[¥ Finding Detail 52 =0
ZF Findings (17) Trace Sev... Classifica... APIL Source Sink ~ Details |l
<% Communications.Insecurelntent (2) || 22 Medium Vulnerability —android.content.ContentResol... android.widget.EditText.getT...  android.content.ContentResol... C:¥||
@% ErrorHandling.RevealDetails.StackTr|| o Medium Vulnerability —android.content.ContentResol... android.content.Intent.getCh...  android.content.ContentResol... C:¥l| Context: =
@2 Injection.SQL (2) Classification:
@3 Privacy.DataLeakage (10) Vulnerability Type:

@2 PrivilegeEscalation (1)

@2 validation.EncodingRequired (1) Severity:

~ Reporting

< T ] D

@] Remediation A... 52 | AR -L—L| = O

i » |« [ >
« D P EA-EBYE»» 2 Q T O Injection.SQL| Ini 89 - SOL injecti ‘
com.ibm.sec.demo.resfinder.ResourceFinderActi\ — p— = -
0O #] android tent.Intent aetChars | ibm. .demo. v Vulnerability Type =
.an roid.con! e'n . n-en .ge arSequenceExtry C’ s In]ectlon.SQL
&3 java.lang.StringBuilder.append === ) . .
& java.lang.StringBuildera nd Dynamically generating queries that
]7 -lang- . 9 ) - pper — include user input can lead to SQL
& java.lang.StringBuilder.toString . ________----——-:"// / \ \_ injection attacks. An attacker can insert
[# android.content.ContentResolver.query ol et ek ] — = = — = = S . . P - SQL commands or modifiers in the user
input that can cause the query to
< T ] » -EI‘F'C gamnd gawe"d SWHQ qu behave in an unsafe manner. L
Line Context return valus name new Stri s i = selection The most effective method of stopping B
43 name = intent . android.content.Intent.getC Soljunechonlatack=pektolonty, use
stored procedures or parameterized
46 new java.lang.StringBuilder . java.lang.Strin database calls that do not allow the
46 new java.lang.StringBuilder . java.lang.Strin ~ injection of code. This simple technique
< m ] o stops SQL injection attacks cold.
— N P = If you are unable to avoid building SQL
=}
[3) MaliciousIntent.java |rs] ResourceFinderActivity.java 2 calls on the fly, then parameter L
41 if (Intent.ACTION_SEARCH.equals(intent.getfAction())) { = validation is the next best defense
42 against this attack. Validation is normally
43 CharSequence name = intent.getCharSequenceExtra ("Name"):; (=] done in conjunction with a SQL-injection
D a2 Log.v("MainActivity™, "intent.getCharSequenceExtra (\"Name\"):" + name) : defense such as the use of stored
as procedures.
46 String selection = "name='" + name + "'"; B || All user input should be filtered, not to
47 StringBuffer sb = new StringBuffexr(): 8 disallow bad characters such as a single
e a= Cursor cursor = getContentResolver () .query(PersonProvider.CONTENT_URI, null, selection, null, null): quote (') and double quotes ("), but
49 boolean moved = cursor.moveToFirst(): 2 rather to only allow safe characters.

- » Narrowlv define the set of safe

o® & A &




% SQLi (try finding this with a manual code review)

[s¥=) IBM Security AppScan Source for Analysis.

[ Configuration EglTriage |B]Analysis

I BD-BYUY™DH T Q TE |-

external_caller>
#].<external_source> |

¥ &3 AppDelegate.-application:handleOpenURL: \:I e g
[#]NSURL.-absoluteString 1 = -

&9 NSString.-substringFromindex: (
& NSString.-substringFromindex:

&3 NSString.-componentsSeparatedByString: -
£3 NSArray.-objectAtindex: —
&3 NSString.-componentsSeparatedByString: == | <external_source> AppDelegate
£3 NSArray.-objectAtindex: - -
ictionary. forkey: url &S -application:handleOpenURL: -
&3 NsDictionary.-valueForKey: url
v [ i .+p Ord ‘
&3 NSString. +stringWithFormat: \
v [ saLi NSDictionary
RL i
NSString NSString TransactionsManager |

&3 NSString.-UTF8String
[= .sqlite3_prepare_v2 i = B @ " @ ~valueForKey:
9 &l

s [] +placepuchaseorder:
parametersDic

i
urlString urlString userName

NSMutableDictionary
NSString s s i

-setValue:forKey:

& ~componentsSeparatedByString:

Temp!l7 NSString SQlLLiteManager

parameters St oniee b O

& +stringWithFormat: [] +ereatestatement:

NSArray NSArray s stassiotn ottt s - =

GserName sal
& -objectatindex: & -objectatindex: / \
params singleParam
NSString
e Context NSString &) -utrsstring —plealtesiprepareivg

&J ~componentsSeparatedBystring: sqistate.... Temp!9

paramsString

A

° & [ | Open Assessment
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