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Highlights

Innovations help organizations build
confidence in their data to enable actions
that leverage new insights.

Automated integration accelerates
information-intensive projects.

Visual context for data accelerates
understanding of the data and any
associated issues.

Agile governance applies just the right
level of control, as appropriate to the data,
the use case and the organization.

InfoSphere

IBM InfoSphere
Information Integration
and Governance

Building confidence in big data

Big data has created a new era of opportunity for organizations of all
types. It offers insights that can lead to solutions to some of the thorniest
business challenges, and it opens the door to transformations that can
make organizations more efficient, more effective and more creative.
But the era of big data is the era of messy data. That is the big data
paradox— larger volumes and variety of new sources are inherently
complex, and that complexity can actually lower confidence. Successful
organizations understand that it’s no longer about making the data
perfect; it’s about making the data good enough for the task at hand.

Integration and governance must evolve and become more agile to handle
the challenges of big data. IBM’s latest innovations in integration and
governance deliver context for big data, provide agile governance with
automatic protection of big data, and automate ingestion of data from
both traditional internal sources and new, external sources. These
innovations are essential to build confidence in big data.
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Automated
Integration

Visual
Context

Governance

[
You're never to big ‘

to be nimble.

InfoSphere Data Integration

Self-service access to a growing
variety of big data in traditional,
NoSQL and Hadoop souces

Information Governance
Dashboard

Immediate, visual context for
critical decisions and actions
understand big data to better
leverage

InfoSphere Privacy and
Security

Find and protect sensitive big
data single pointof security for
traditional, NoSQL and big data

InfoSphere

The big data paradox: The rise in
volume, variety and complexity can

lower data confidence
Unanswered questions are reducing the confidence of business
people in the data they need to run the business.

Questions of Chief Marketing Officer

* Do | have the right context?
* Am | confident in the data used for this analyis?
« Is this data good enough to use?

Questions of Chief Data Officer

* Which data is correct?
« Am | protecting sensitive big data?
* Do | understand the risk of using this data “as is”?

To address the new challenges created by big data, IBM

has announced innovations in the InfoSphere® Information
Integration and Governance (IIG) portfolio to help
organizations to answer critical questions, build confidence in
their data, make well-founded decisions and take decisive actions
to accelerate a whole range of information-intensive projects.
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Automated integration: Understand and
integrate data more quickly

IBM innovations are making it easier than ever before for
business users to get the information they need for their own
analytical or operational projects.
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Through self service, data can now be sent to or
sourced from a whole host of traditional and big data
environments, including

IBM DB2€, Oracle, files, Greenplum, IBM Informix®, IBM
PureData™ for Analytics (formerly known as Netezza®),
salesforce.com, Microsoft® SQL Server, Teradata and more.

Expanded integration of NoSQL and big data
Organizations implementing information integration projects
can now efficiently leverage a whole range of traditional and
big data types, including JSON, IBM InfoSphere BigInsights™
and multiple JDBC-accessible sources.

OX

more big data sources and
targets supported'

Figure 1: InfoSphere Data Click—Self-service data provisioning

Self-service integration

IBM InfoSphere Data Click, with the latest enhancements,
enables self-service access to a growing variety of data in
traditional, NoSQL and big data sources. Rather than building
a queue of data requests to I'T, business users can initiate data
integration on their own, acquiring the data they need to
move ahead with their projects.
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Real-time updates to Hadoop

Keeping data in Hadoop repositories up-to-date with the latest
changes in source applications is now automated, because
changed data from multiple sources can be replicated directly
to Hadoop repositories.

Certifications with Hadoop distributions

InfoSphere information integration solutions are now certified
with key Hadoop distributions, including Cloudera (CDH 4.2),
Hortonworks (HDP 1.2) and InfoSphere BigInsights (2.0).

Automated analysis and validation of big data

"To use big data effectively, analysts, data scientists and business
users need to understand the content and quality of the data
sources. The Hive ODBC driver provides native access to
Hadoop-based file systems, for initial analysis as well as
ongoing data validation.

Accelerated delivery of big data to IBM System z®
IBM System z® is a frequent target for data workloads,
whether they originate in traditional or from big data sources.
Delivery to System z has now been accelerated by using native
DB2 z/0OS® partitioning capabilities to optimize data loads.

Visual context: Seeing is believing

One reason for the lack of confidence in data—especially big
data, with its high volume, velocity and variety—is the lack of
a clear understanding of the data. The source of the data and
its history are often unclear, and it is not clear how the data is
measuring up to the organization’s own data quality rules. Itis
also difficult to get a complete view of information governance
policies as well as an indication of how the current data is

InfoSphere

performing against those policies. New InfoSphere IIG
capabilities have been developed to address these causes of
uncertainty and to increase user confidence in data.

Information governance dashboard

A flexible dashboard clearly displays business-driven governance
policies and rules as well as current and historical results from
various sources—all tailored to meet your specific requirements.
For example, users might be able to view data integration,
data quality, master data management and data lifecycle-
related metrics, all in a single view, with facilities for drilling
down into further detail and taking appropriate action. In
addition, InfoSphere provides capabilities to build specific
dashboards and views as required.

Information Governance Performance Indicators

Master Data

Data Quality Data Integration
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Figure 2: InfoSphere Governance Dashboard
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Rapid metadata ingestion

A distinguishing feature of the InfoSphere IIG platform is the
shared metadata across multiple functional components. Now,
regardless of the number or complexity of data sources, metadata
can be quickly and easily imported from hundreds and thousands
of big data sources. In the era of big data, more data means
more metadata, and the performance and speed of discovery
and profiling become critical. Once the metadata is imported,
it becomes available for online viewing, so users can quickly
understand the new data sources.

170x

Improvement in metadata
import performance?

Streamlined metadata classification

New integration between InfoSphere Business Information
Exchange and InfoSphere Data Explorer extends IBM’s strength
in metadata management, making it easier for organizations to
identify and classify metadata for big data sources.

Agile governance: Providing appropriate
governance for each big data use case

A common misconception is that data governance is a heavy-
weight process that needs to be applied consistently against all
data, for all use cases, if at all. Fortunately, with the wide variety
of information-intensive projects as well as the expanding
array of available data, there is a much better approach: agile
governance, with controls that are appropriate to the data, the
use case and the organization. InfoSphere IIG now makes it
easier than ever before to manage governance with the agility
that today’s data landscape requires.

InfoSphere

Activity monitoring and auditing in big data
environments

IBM now provides agile privacy and security for sensitive
data in both traditional environments and newer NoSQL
platforms, including Cassandra, GreenPlum, Hortonworks
and MongoDB.

High performance security for big data
The new 64 bit architecture for high performance security
provides data security at big data scale.

300%

Faster automated security?

Masking of sensitive data for Hadoop

InfoSphere now allows masking of sensitive Personally
Identifiable Information in multiple data stores that feed data
into Hadoop projects. The data is fully usable for purposes
such as analytics and testing, but the sensitive information
remains anonymous for data privacy.

Hadoop-based access to archived data

Business leaders can now leverage analytics to make informed
decisions across structured data, including archived data, and
unstructured data, as cold historical data is archived from
traditional systems and loaded into Hadoop.
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Looking ahead: Statement of direction
Beyond the capabilities included in this announcement, IBM is
planning to extend its support for automated integration, visual
context and agile integration. Consider some of the additional
capabilities included in this plan.

Big Match

Matching master records is a compute-intensive process. With
the growing volume of data and more repositories to integrate
and match, this is becoming a significant challenge and
bottleneck to exploiting big data. Without understanding
master entities such as customers, products, and locations, how
can you derive actionable and accurate insight from big data?
Big Match capabilities are designed to marry the sophistication
of the master data management (MDM) probabilistic matching
engine with the raw computing power of Hadoop (InfoSphere
Biglnsights). By running the matching engine on Hadoop,
MDM can match at high speed and in real time. This enables
organizations to match data as they encounter it, and
therefore derive insights from big data faster.

Big Data Catalog

One of the hardest challenges of big data is simply finding the
right data. Even when it’s in one system, such as a Hadoop
landing zone, the sheer volume and variety make it hard to
find what you need.

A Big Data Catalog can make it easy for data users and scientists
to ‘shop for data.” It ingests and stores metadata from every
available source, classifies data (for example, its origin, lineage
and potential value), and makes it easy to search and find via a
user interface or SOA APIs. A Big Data Catalog is planned to
provide structure to Hadoop landing zones, enabling users to
search, find, and leverage big data more quickly.

InfoSphere

MDM for Big Data

Integration of InfoSphere MDM with InfoSphere Data Explorer
is designed to provide the true and complete 360° view across
structured and unstructured big data. InfoSphere Data Explorer
provides the capabilities to extend MDM across unstructured big
data with federated views and visualization of the complete
master record.

Organizations today have fluid requirements that cannot all
be addressed by a single MDM style, whether virtual or physical.
Organizations need flexible and simultaneous support for
multiple styles so they can rapidly onboard and master new
big data sources, link them to master records, and as the
data becomes more trusted, incorporate them into the
single master data record. A unified InfoSphere MDM
engine is planned to support implementations with virtual,

physical and hybrid MDM styles, with high performance.

Data
Explorer
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MDM

Figure 3: The Complete 360° View —InfoSphere MDM + InfoSphere
Data Explorer
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Delivering confidence for big data
use cases

The latest innovations help InfoSphere deliver critical
confidence for key big data projects. For example:

For enhanced 360° view | New support for hybrid styles of master

projects data management in a single system
helps to tailor architectures and accelerate
projects.

For data warehouse New integration of NoSQL and big data

augmentation plus auto-analysis and validation of big data

streamlines warehouse projects.

For big data exploration | Rapid imports of metadata help users move
quickly to visualize and understand new
data sources.

For security/intelligence | Monitoring and auditing activity in big data
extension environments provide critical protection.

For operations analysis | High-performance security for big data and
masking of sensitive data in Hadoop files
keep machine data protected for analysis.

InfoSphere

About IBM InfoSphere Information

Integration and Governance

Information Integration and Governance (IIG) capabilities bring
together data from diverse sources for diverse targets, manage its
quality and maintain master data for multiple domains. They
secure and protect data, manage it across its lifecycle and
facilitate information-based collaboration across business and
technical teams. These broad capabilities help organizations
increase the value of data for information-intensive projects like
big data and analytics, application consolidation and retirement,
security and compliance, 360° views and many others.

The new IIG capabilities are provided by products within
the InfoSphere IIG portfolio, including InfoSphere Data
Replication, InfoSphere Guardium, InfoSphere Information
Server, InfoSphere Master Data Management and
InfoSphere Optim.

For more information

To learn more about IBM InfoSphere Information
Integration and Governance, please contact your
IBM representative, or visit: ibm.com/software/data/
information-integration-governance


http://www.ibm.com/software/data/information-integration-governance
http://www.ibm.com/software/data/information-integration-governance
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Release-to-release functional comparison for InfoSphere Information Server
with InfoSphere Data Click feature

Source: IBM internal performance test results, comparing three test runs
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seconds vs 1,964 with the previous release

Release-to-release comparison for InfoSphere Guardium, with more
processing in parallel, processing in batches, improvements by a factor
of at least 3X
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