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Agenda

o Introductions & facilities

e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

o Automated Vulnerability Analysis
» IBM® Rational® AppScan Overview
» Hands on Lab 3
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Welcome to the Technical Exploration Center

e Introductions

e Access restrictions
e Restrooms

e Emergency Exits
e Smoking Policy

e Breakfast/Lunch/Snacks — location and times

e Special meal requirements?
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POT Objectives

By the end of this session you will:
® Understand the Web application environment

® Understand and differentiate between network and application level
vulnerabilities

® Understand where the vulnerabilities exist

® Understand how to leverage AppScan to perform an automated scan for
vulnerabilities
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Introductions

e Please introduce yourself
e Name and organization

e Current integration
technologies/tools in use

What do you want out of
this Exploration session?

Discovering the Value of Web Application Security Testing with IBM Rational AppScan
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Agenda

e Introductions & facilities

e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Cross Site Scripting
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3
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The Alarming Truth

‘Approximately 100 million Americans have been informed that they have suffered a
security breach so this problem has reached epidemic proportions.”
Jon Oltsik — Enterprise Strategy Group

“Up to 21,000 loan clients may have had data exposed”
Marcella Bombardieri, Globe Staff/August 24, 2006

“Personal information stolen from 2.2 million active-duty members of the military,
the government said...”
New York Times/June 7, 2006

“Hacker may have stolen personal identifiable information for 26,000 employees..”
ComputerWorld, June 22, 2006
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Why Application Security is a High Priority

Web applications are the #1 focus of hackers:
» 75% of attacks at Application layer (Gartner®)
» XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre®)

Most sites are vulnerable:

» 90% of sites are vulnerable to application attacks (Watchfire®)

» 78% percent of easily exploitable vulnerabilities affected Web applications (Symantec™)
» 80% of organizations will experience an application security incident by 2010 (Gartner)

Web applications are high value targets for hackers:
» Customer data, credit cards, ID theft, fraud, site defacement, etc

Compliance requirements:

» Payment Card Industry (PCl) Standards, GLBA, HIPPA, FISMA,
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Building Security & Compliance into the Software

Development Lifecycle (SDLC)

Production ‘

Build QA Security

I Coding

v i

. 1 2
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High Level Web Application Architecture Review

Transport
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E Network Defenses for Web Applications

Perimeter IDS IPS App Firewall

v i |
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Agenda

e Introductions & facilities
e Security Landscape

o Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

o Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3
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Where are the Vulnerabilities?

Code Scanning
Emerging Tech

AppScan DE/BE Web Applications
Fortify
Ounce Labs Third-party Components
Klockwork
Parasoft®

Client-Side Custom Web Services

Database

Applications

Operating System

Network
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,“"i The Myth: “Our Site Is Safe”

Security

We Have Firewalls

in Place I’ We Audit It Once a
N - Quarter with Pen Testers

e

w

‘w-‘\
'”.‘f
<
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We Use Network
Vulnerability Scanners
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The Reality: Security and Spending Are Unbalanced

Security Spending

%o of Attacks 9% of Dollars

Network
Server

75% of All Attacks on Information Security
Are Directed to the Web Application Layer

2/3 of All Web Applications Are Vulnerable
Gartner

[ T -
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What is a Web Application?

e The business logic that enables:
» User’s interaction with Web site

» Transacting/interfacing with back-end data
systems (databases, Change and Release
Management(CRM), Packaged Applications
etc)

e In the form of:

» 3rd party packaged software; i.e. Web
server, application server, software
packages etc.

» Code developed in-house / Web builder /
system integrator

Input and Output flow through each layer of the application

A break in any layer breaks the whole application

[ .
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Security Defects: Those | manage vs. Those | own

Infrastructure Vulnerabilities or Application Specific Vulnerabilities
Common Web Vulnerabilities (CWVs) | (ASVs)

Cause of Defect Insecure application development by Insecure application development In-
3rd party SW house

Location within 3 party technical building blocks or | Business logic - dynamic data

Application infrastructure (Web servers,) consumed by an application

Known vulnerabilities (patches issued), SQL injection, path tampering, Cross site

Type(s) of Exploits misconfiguration scpptlr!g, Suspect content & cookie
poisoning
Detection M_atch S|gnatgres & check for known Requires application specific knowledge
misconfigurations.
Business Risk Patch latency primary issue Reqm_res automatic application lifecycle
security
Cost Control As secure as 3" party software Early detection saves $$$

— = i 3 =
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Open Web Application Security Project (OWASP) and the
OWASP Top 10 list

e Open Web Application Security Project (OWASP) — an open organization
dedicated to fight insecure software

e “The OWASP Top Ten document represents a broad consensus about what the
most critical Web application security flaws are”

o We will use the Top 10 list to cover some of the most common security issues in
Web applications

© 2009 IBM Corporation
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The OWASP Top 10 list

Application Threat

®

Cross-Site™ scripting

Negative Impact

Identity Theft, Sensitive Information
Leakage, ...

Example Impact

Hackers can impersonate legitimate users, and
control their accounts.

Injection Flaws

Attacker can manipulate queries to the
DB / LDAP / Other system

Hackers can access backend database
information, alter it or steal it.

Malicious File Execution

Execute shell commands on server, up
to full control

Site modified to transfer all interactions to the
hacker.

Insecure Direct Object
Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file
(instead of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on
Web applications, impersonating as a
trusted user

Blind requests to bank account transfer money to
hacker

Information Leakage and
Improper Error Handling

Attackers can gain detailed system
information

Malicious system reconnaissance may assist in
developing further attacks

Broken Authentication &
Session Management

Session tokens not guarded or
invalidated properly

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Insecure Cryptographic
Storage

Weak encryption techniques may lead
to broken encryption

Confidential information (SSN, Credit Cards) can
be decrypted by malicious users

Insecure Communications

Sensitive info sent unencrypted over
insecure channel

Unencrypted credentials “sniffed” and used by
hacker to impersonate user

Failure to Restrict URL Access | Hacker can access unauthorized Hacker can forcefully browse and access a page
I resources past the login page I
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1. Cross-Site Scripting (XSS)

e Whatis it?

» Malicious script echoed back into HTML returned from a trusted site, and runs under trusted

context

e What are the implications?
» Session Tokens stolen (browser security circumvented)

» Complete page content compromised
» Future pages in browser compromised

© 2009 IBM Corporation
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Demonstration — Cross Site Scripting

e Main points covered in the demo:
» Locating an a place where user input which is echoed back to the browser
» Seeing if the user input is echoed back ‘as-is’ or if it is properly encoded
» Exploiting the vulnerability

} ) ne i

© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan

IBM Software Group

XSS Example |

é ~ g - e] %] ﬂ |EI http:waw.testﬁre.netfsearch.aspx?b(tSeardﬂ{;de—] |Y| b] '|Gc-c-gle |k-\,]| - B xX
e ——
|(Cse ]

Sign In | Contact Us | Feedback | Search||/asdf

AltoroMutual » ﬂ(

m ONLINE BANKING LOGIN PERSOMAL SMALL BUSINESS | INSIDE ALTORD MUTUAL

PERSOMNAL
e Search Results
* Checking

e Loz=n Products Mo results were found for the querny:
.

.

Cards
Investments &

Insurance
» Other Services

SMALL BUSINESS HTML code:

Deposit Products <p>No results were found for the gquerv:<br /[><br />

"E"Td'-"qw <span id=" ctld ctl0 Content Main 1b15&arch">ﬁ<!span)—<
Cards - — - = —

Insurance

-
-
-
-
+ Retirement
» Other Services
INSIDE ALTORO MUTUAL
* About Us Tl
Contact Us

-
+ Locations

» Investor Relations
+ Press Room

* Careers

Brivacy Policy | Security Statement | @© 2007 Altore Mutual, Inc.

ﬁﬁnd:l |G @ =

T
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XSS Example |l

‘Gi - p - el i3 ﬂ | earch. aspﬂtxlsaard"lchcrlpt>alert\(document mol-qe)cfscrlpt>n'| P] |_ |C::c& |k\] | - 5 X

Sign In | Contact Us | Feedback | Search| |[ Go ] —1

Altorovutual > GINDER [ g

W ODOHNLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORDO MUTUAL

PERSCMNAL
o Diso Emsi Search Results
+ Checking = .
« Loan Products 1 The page at http://www.testfire.net says:
+ Cards
et o ,!E ASP.NET_SessionId=trohgq450cpiSr45rr 2pl 1fg; amSessionld=1324418181

Insurance

+ Other Services

SMALL BUSINESS

Deposit Producks
Lending Services
Cards

Insurance

Ratirsment HTML code:

s Other Services

INSIDE ALTORO MUTUW<p>Ho results were found for the guery:<br /><br />

+ About Us <Span id="_c.tlO_ctlO_Content_Main_lblSEarch"’}(script)-m (document.cookie) < /script></span
+ Contact Us

Locations

Investor Relations
Press Room

Carcars

Erivacy Policy | Security Ststement | & 2007 Altore Mutual, Inc.

5} Find:| |G & =

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

2) User sends script embedded as data

»

A

3) Script/data returned, executed by browser
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

o Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3

-

© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan

IBM Software Group
Lab 1 Profile Web Application and XSS

e The Goal of this lab is to:
» profile the demo.testfire.net application

» utilize a Cross-Site Scripting vulnerability on the demo.testfire.net application in order to
access cookies on a target user’s browser

-
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

o Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3
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2 - Injection Flaws

e Whatis it?

» User-supplied data is sent to an interpreter as part of a command, query or data.

e What are the implications?
» SQL Injection — Access/modify data in DB

» SSI Injection — Execute commands on server and access sensitive data
» LDAP Injection — Bypass authentication

-
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SQL Injection

e User input inserted into SQL Command:

» Get product details by id:
Select * from products where id="$REQUEST[“id"];

» Hack: send param id with value ‘ or “1’="1

» Resulting executed SQL:
Select * from products where id=" or ‘1'="1’

» All products returned

{ }

-
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Demonstration — SQL Injection

e Main points covered in the demo or video:
» How to find a SQLL injection vulnerability
» How to exploit a SQL injection vulnerability

N }

-
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SQL Injection Example |

Qi' T B - e] ﬂ ||:| http: ffwww. testfire. netybankflogin.aspx

AltoroMutual 2

—

B ONLINE BANKING LOGIN PERSOMAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL
PERSOMNAL - - -
> EorroR T Online Banking Login

» Checking
#» Loan Products

M Username: | |
+ Investments &
Insurance Password: |*aaa |

* Other Services -
Qier Services
SMALL BUSINESS
+ Deposit Products
#» Lending Services
» Cards
e Insurance
+ Retirement
* Other Services

INSIDE ALTORS MUTUAL
* About Us
+ Contact Us
+ Locations

+ Inwestor Relations
+ Press Room

* Carears

Privacy Policy | Security Statement | & 2007 Altore Mutual, Inc.
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SQL Injection Example Il

@ - - - e] ﬂ ||:| http: ffwwww. testfire.net/bank/login. aspx

AltoroM utl_@_l)

Sign In | Contact Us | Feedback | Sean:hl |[ Go _]

An Error Has Occurred

Summary:

(Svntax error (missing operator) in query expression 'username = """ AND password = "asdf'". ]

Error Message:

System.Data.OleDb.OleDbExcaption: Syntax error (mMissing operator) in query expression 'username = """ AND password =
'asdf''. at System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDBPARAMS dbParams, Objecth
exaecuteResult) at System.Data.OleDb.OleDbCommand.ExecuteCommandText{ Objecti executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteCommand{CommandBehavior behavior, Objecth executeReasult) at
System.Data.OleDb.CleDbCommand.ExecuteReaderlnternal{CommandBehavior behavior, String method) at
System.Data.OleDb.CleDbCommand.ExecuteReader{CommandBehavior behavior) at
System.Data.OleDb.OleDbCommand.System.Data.IDbCommand.ExecuteReader{CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Filllnternal{DataSet dataset, DataTable[] datatables, Int32 startRecord, Int32
maxRecords, String srcTable, IDBCommand command, CemmandBehavior behavior) at
System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand command., CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet. String
srcTable]) at Altoro.Authentication.WalidateUsear({String uMame, String pWord) in
d:\downloads\AltoroMutual_wShywebsite\bankilogin.aspx.cs:line 68 at Altoro.Authentication.Page_Load({Object sender, EventArgs
a) in d:i\downloads\AltoroMutual_vSiwebsite\bank\login.aspx.cs:line 32 at
System.Web.Util.CalliHelper.EventArgFunctionCaller{ IntPtr fp. Object o. Object t. EventArgs =) at
System.Web.Util.CalliEventHandlerDelegateProxy.Callback({Object sender, EventArgs =) at
System.Web.UI.Control.OnLoad(Eventirgs =) at System.Web.UI.Control.LoadRecursive() at
System.Web.UI.Page.ProcessRequestMain{Boclean includeStagesBeforefsyncPoint, Boclean includeStagesAfterAsyncPoint])
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SQL Injection Example - Exploit

é d * - 'E' K ﬁ} |E| http: ffwvwe, testfire.net/banklogin.aspx |v| b] v|Gc.c.g|e

[&)] -

Sign In | Contact Us | Feedback | Search |I

|(Ge)

AltoroMutual »

[$| 271

m ONLINE BANKING LOGIN PERSONAL

| SMALL BUSINESS

| INSIDE ALTORO MUTUAL

PERSOMAL - - -
« Deposit Product Online Banking Login

» Checking

» Loan Products

* Cards Username: |' or 1=1-- I |
+ Investments & rd
Insurance Password: || |

» Other Services

SMALL BUSINESS
+ Deposit Products
» Lending Services
+ Cards
+ Insurance
+ Retirement
» Other Services

INSIDE ALTORO MUTUAL
+ About Us
» Contact Us
+ Locations
» Investor Relations
+ Press Room
*= Careers

Brivacy Policy | Security Stastement | & 2007 Altoro Mutual, Inc.

- {
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SQL Injection Example - Outcome

é - B - e ad ﬂ |E| http: ffwww. testfire.netybank/main.aspx

EI5) [Gfeemss

Sign OFf | Contact Us | Feedback | Search |

¥

AltoroMutual »

s {

W

-

m MY ACCOUNT PERSONAL | SMALL BUSINESS

| INSIDE ALTORO MUTUAL

IWANTTO ...

View Account
Summary
View Recant
Transactions
Transfer
Funds

Search News
Articles
Customize
Site Language

Hello, John Smith

Welcome to Altoro Mutual Online.

View Account Details:

[ 1001180140 Checking ~|

Congratulations!

Y¥ou have been pre-approved for an Altoro Gold Visa with a credit limit of $100001

Click Here to apply.

Erivacy Policy | Security Statement | @& 2007 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not 2 real banking site. Similarities, if any, to third party
products and/or websites are purely coincidental. This site is provided "as is” without warranty of any kind, either express or implied.

http:/ /v vatchfire.com/statements/terms.aspx.

E Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to E
E Copyright @ 2007, Watchfire Corporation, All rights reserved. E

4

-
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Injection Flaws (SSI Injection Example)
Creating commands from input

Stroet Aadvass, Intersection or Adpoot Coda
Iq l——fexec cat fecc/sslfprivace.pem— |

Stop
hittp: A, 123, comAmaps. hitml =] | =1l
= E E E =

Street Address, Intersection or Airport Code

|<t——#exec /bin/scat setc/ssl/private)

City, State Zip or & ZIP

© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan
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3 - Malicious File Execution

e What is it?
» Application tricked into executing commands or creating files on server

e What are the implications?
» Command execution on server — complete takeover
» Site Defacement, including XSS option

© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan
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Malicious File Execution — Example |
é - * - e‘ %] ﬂ‘ |E| http: /fwww, testfire.net/feedback. aspx v | B ' Google k—\

(*

H‘"“‘———J

B OHNLINE
RO MUTUAL
BANKING LOGIN P
PERSONAL o http: ffwww. testfire.net/comment.aspx ~
_— - Request Header Name RequestHeader value 1| PestParameter Name Post Parameter Value
Tl Host www. testfire.net cfile {{ comments. et |
+ Checking User-Agent Mozilla/5.0 {Windows; U; Windoy| name asdf
+ Loazn Accept text i, applicationxml, applicat, email_sddr
Broducts | | scceprongunce e
— scceprencosing corerts
+ Investmentsg
- P — i i =
e —— Accept-Charset 150-8859-1,utf-8;9=0.7,%q=0. submit =
. Other | | reane
S=rvices Connecton
SMALL BUSINESS Referer http:/fwww. testfire.net/feedbar
— ook
Broducts
+ Lending
Services
+ Cards
+ Insurance
+ Retirement B |
+ Other
Services
INSIDE ALTORO [oc ] [ caneel
MUTUAL
+ About Us |
Contact U B
© e=limmais [ Submit ] [ Clear Form |
*» Locations
+ Investor
|

ol ]

= Tl
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Malicious File Execution — Example cont.

Tamper Popup |X|
~ http: ffwww. testfire.netfcomment. aspx =
Request Header Name Request Header Value Post Parameter Name ,EnstEaﬁmﬂtEu@be al
Host | wwew, testfire.net | cfile | myevilfile.aspx I |
User-Agent | Mozilla/5.0 (Windows; U; W’lndou| name | asdf |
Accept | hext!xml,appliaﬁonjml,appliat| email_addr | asdf |
Accept-Language | en-us,en;q=0.5 | subject asdf |
Accept-Encoding | gzip,deflate | comments | %e3C%:25%40 +Page+LanguagE|
Accept-Charset | 150-8855-1,utf-8;0=0.7,%g=0.] | ||| submit [ +submit+ |
Keep-alive [ 300 |
Connection | keep-alive | <36 Page Langue_lge="'c# " -
<% Response.Write (System.IC.File.ReadillText
Referer |htu:l:ﬂwww.hestfire.net,{feedba:| ("c:/windows/system32/ /drivers/ecc/hosts") ) &>
Cookie | amUserIinfo=UserMame =Jy‘B\rci.¢|

[ o

==

|
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Malicious File Execution — Example cont.

FI5) [ [emss )| - =

asdf, asdf. asdf, # Copyright (c) 1993-1999 Microsoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for
Windows. # # This file contains the mappings of [P addresses to host names. Each # entry should be kept on an individual line.
The IP address should # be placed in the first colmmn followed by the corresponding host name. # The IP address and the host
name should be separated bwv at least one # space. # # Additionally, comments (such as these) may be inserted on individual #
lines or following the machine name denoted by a '#' symbol. # £ For example: # # 102.54 .94 97 rhino.acme.com # source server
# 38.25.63.10 x.acme.com # x client host 127.0.0.1 localhost

é b ej kad ﬂ‘ |EI http:;’..’www.testﬁre.net(myevilﬁle.aspx]
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4 - Insecure Direct Object Reference

e What is it?
» Part or all of a resource (file, table, etc.) name controlled by user input.

e What are the implications?
» Access to sensitive resources
» Information Leakage, aids future hacks

© 2009 IBM Corporation Dlscoverlng the Value of Web Application Security Testing with IBM Rational AppScan
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Insecure Direct Object Reference - Example

* -~ B - e‘ kad ﬂ |E| :,.’Iwww.bestﬁre.netfdefault.asp)é_c\ontent=business_deposit.htrn-|]‘| P] '|Gc-c-g|e |L«\,]| - & x
| (e )

Sign In | Contact Us | Feedback | Searchl

AltoroMutual » ﬂ

~

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS
PERSOMAL -
« Deposit Product Deposit Products
» Checking
+ Lozn Products At Altoro Mutual, we offer businass deposit products
+ Cards designed to help vou manage your money and grow your
+ Investments & business incuding:

Insurance

e Other Services + Commercial Savings Accounts
+ Commercial Money Market Accounts
+ Time Deposits
¢ Deposit Products + High Yield Investments
* Lending Services
. Cords For more information asbout these products, please
+ Insurance contact Altore Mutusl.
* Retirement
+ Other Services Mote: all Altore Mutual business depesit accounts include

free access to Altoro Mutuals secure, Online Banking site,
INSIDE ALTORC MUTUAL

* About Us
Contact Us

where you can view account information, make payments
and transfers and more.

Locations

.
.
* Investor Relations
s Press Room

.

Carsers

Erivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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Insecure Direct Object Reference — Example Cont.

é - g - e‘ ("] ﬂ‘ |E| http:waw.bestﬁre.netjdefault.asp{mntent:..,.fboot.ini -] |V| b] v|Cn:-c-r=|le |K—0\] | - 5 x

Sign In | Contact Us | Fsedback | Search | | Cee) =

AltoroMutual 2 ﬂ

m ONLINE BANKING LOGIN PERSONAL

SMALL BUSTNESS | INSIDE ALTORO MUTUAL

(_Errar! File must be of type bxt or htrn-]

PERSOCMNAL

* Deposit Product
» Checking

« Loan Products

« Cards

* Investments B
Insurance

s Other Services

SMALL BUSIMESS
* Deposit Products
» Lending Services
* Cards
+ Insurance
* BRetiramant
s Other Services

INSIDE ALTORC MUTUAL
About Us
Contact Us

Locations

Investor Relations

-
-
-
-
# Pross Room
-

Caraars

FPrivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

yet 1

! 1
© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan

IBM Software Group

Insecure Direct Object Reference — Example Cont.

@ -~ gy - e‘ %] ﬂ |E| .1:|:|:waw.bestﬁre.netfdefault.asp)é_mntent;.;’boot.ini%ﬂn.hh'n]'| P] |Gc-c-gle |k—\,]| - &F x
Sign In | Contact Us | Feedback | Searchl | [ So J -

AltoroMutual »

m ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS | INSIDE ALTORO MUTUAL

r[buat loaderltimeout=30default=multi{0)disk(0)rdisk{0 ) partition (1 )\ WINDOWS[operating
systems]multi{0)disk(0)rdisk(0)partition {1 )V WINDOWS="Microsoft Windows XP Professional"

+ Deposit Product /noexecute=optin /fastdetect

* Checking n

s Loan Products

+ Cards

* Investments B

Insurance

Other Services

PERSONAL

SMALL BUSINESS

» Deposit Products
Lending Services
* Cards

Insurance

Retirement
» Other Services

INSIDE ALTORC MUTUAL
About Us
* Contact Us

+ Locations

» Investor Relstions
+ Press Room

* Carsers

Erivacy Policy | Security Statement | & 2007 Altore Mutusl, Inc.
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5 - Information Leakage and Improper Error Handling

e What is it?
» Unneeded information made available via errors or other means.

e What are the implications?
» Sensitive data exposed
» Web App internals and logic exposed (source code, SQL syntax, exception call stacks, etc.)
» Information aids in further hacks

} ) ne i
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Information Leakage - Example

é - B - e kad ﬂ‘ |E| http: f v, testfire. net/bankflogin.aspx |V| >] '|Gc-c-g|e |L«\]| - 5 X

|
Sign In | Contact Us | Feedback | Search| B

AltoroMutual » ﬂ

m DONLINE BANKING LOGIN PERSONAL SMALL BUSINESS | INSIDE ALTORD MUTUAL

PERSOMAL - - -
. Online Banking Login
Checking

Loan Products
Cards Username: [ |
Investments &
I — Password: [ |

» Other Services
-

SMALL BUSIMNESS

Deposit Products
Lending Services
Cards

Insurance
Retirement
Other Services

INSIDE ALTORO MUTLIAL

o e e <hl1>0nline Banking Login</hl>

+ Contact Us
+ Locations <!-- To get the latest admin login, please contact Site0ps at £15-555-6159 —-3
* Investor Relations <pr<span id="'_ct10|_ct10_Content_Hain_message"' b
s Bress Boom
* Carsers
Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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Improper Error Handling - Example

¢ - g - e] ﬁ ||:| http: f . testfire. netfbanklogin. aspx |"| P]

Sign In | Contact Us | Feedback | Sean:h| “_ Go _]

AltoroMutual > ' @R

An Error Has Occurred

Summary:

(Svntax error (missing operator) in query expression "'username = """ AND password = "asdf''. ]

Error Message:

(" System.Data.CleDb.CleDbException: Syntax error (mMissing operator] in query expression 'username = "' AND password =
'asdf". at System.Data.Olebb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDEPARAMS dbParams, Objecks
executeResult) at System.Data.CleDb.CleDbCommand.ExecuteCommandText{ Objecth executeResult) at
System.Data.OleDb.CleDbCommand.ExecuteCommand({CommandBehavior behavior, Objecth executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteR eaderlnternal{CommandBehavior behavior, String method) at
System.Data.OleDb.OleDbCommand.ExecuteR eader{CommandBehavior behavior) at
System.Data.CleDb.CleDbCommand.System.Data. IDbCommand.ExecuteReader{ CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Filllnternal{DataSet dataset, DataTable[] datatables, Int32 startRecord, Int32
maxRecords, String srcTable, IDBCommand command, CommandBehavior behawvior) at
Systarm.Data.Common.DbDatsAdspter.Fill(DataSat dataSet, Int32 startRacord, Int22 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDatafAdapter.Fill(DataSet dataSet, String
srcTable) at Altoro.Authentication.validateUser{String uName, String pwWord) in
didownloadshAltoroMutual_vSywebsitet\bankilogin.aspx.cs:line 68 at Altoro.Authentication.Page_Load{Object sender, EventArgs
a) in d:\downloads\AltoroMutual_v3\websitelbankilogin.aspx.csiline 32 at
System.Web.Util.CalliHelper.EventArgFunctionCaller{ IntPtr fp. Object o. Object t. Eventfrgs <) at
Systam.Waeab.Util.CalliEventHandlarDalagataProsy.Callback{ Objact sendear, Eventirgs <) at
System.Web.UI.Control.OnLoad(EventArgs =) st System.Weseb.UI.Control.LoadRecursive() at
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforefAsyncPoint, Boolean includeStagesAfterAsyncPoint])

=~ i
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Information Leakage — Different User/Pass Error

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUA
EBERSONAL - - -
S e Online Banking Login

+ Checking

e Login Failed - Invalid Password

+ Cards

* Investments & —

Insurance Username: |]sm|th |
+ Other Servicas Pazsward: || |

SMALL BUSINESS
+ Deposit Products

= ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS INSIDE ALTORO MUTU.
PERSONAL - - -

I Online Banking Login

+ Checking

B Login Failed - Invalid Username

* Cards

+» Investments &

o =nEs Username: |I"IDLISEF |
+ Other Services Password: || |

SMALL BUSINESS

* Deposit Products

=z ~ |
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6 - Failure to Restrict URL Access

e Whatis it?

» Resources that should only be available to authorized users can be accessed by forcefully
browsing them

e What are the implications?
» Sensitive information leaked/modified
» Admin privileges made available to hacker

=

[ .
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Failure to Restrict URL Access - Admin User login

= ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS
BERSOMAL - - -
- Depust Product Online Banking Login
+ Checking
+ Loan Products
+ Cards Username: |E||:|mir‘| |
* Investments &
Insurance Password: |***** |
+« Other Services -
-Lugm
SMALL BUSINESS
m MY ACCOUNT PERSONAL | SMALL BUSINESS

I WANTTO ... =
« viewsccount summeny | HEllO, Admin User

+ View Recent
Transactions Welcome to Altore Mutual Online.

» Transfer Funds

* Search Mews Articles View Account Detsils:

* Customize Site

Language
ADMINISTRATION
* View Application Values
+ Edit Users )]
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Simple user logs in, forcefully browses to admin page

a DNLINE BANKING LOGIN PERSONAL | SMALL BUSINESS
BERSONAL - - -
S Online Banking Login
+ Checking
+ Loan Products
+ Cards Username: |jsmith |
+ Investments &
Insurance Password: |********| |
* Other Services
Login
é B - e‘ %X ] ﬂ |E| hth:l:waw.testﬁre.negl-adminfadmin.aspx-] |'| P] |G'|Gc-c-ale |L\,]

Sign Off | Contact Us | Feedback | Search

AltoroMutual » ﬂ -[

a MY ACCOUNT PERSONAL | SMALL BEUSINESS INSIDE ALTORO MUTUAL
IWANTTO ... - -
+ View Edit User Information
Application
Values L.
+ Edit Users Add an account to an existing user.
Users: Account Types:
| 100116014 jsmith | | Savings
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Failure to Restrict URL Access: Privilege Escalation Types

e Access given to completely restricted resources
» Accessing files that shouldn’t be served (*.bak, “Copy Of”, *.inc, *.cs, ws_ftp.log, etc.)

e Vertical Privilege Escalation
» Unknown user accessing pages past login page
» Simple user accessing admin pages

e Horizontal Privilege Escalation
» User accessing other user’'s pages
» Example: Bank account user accessing another’s

© 2009 IBM Corporation Discovering the Value of Web Application Security Testing with IBM Rational AppScan
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

o Vulnerability Analysis (continued)

) Hands on Lab 2

e Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3

© 2009 IBM Corporation

[ .

Discovering the Value of Web Application Security Testing with IBM Rational AppScan

Lab 1 — Profile Web Application, Steal Cookies

Lab 2 — Login without Credentials, Steal Usernames and Passwords, Logging

into the Administrative Portal

Lab 3 — Automated Scan of Website

[ .
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Agenda

e Introductions & facilities
e Security Landscape
e Vulnerability Analysis

» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

o Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3

Sie’ y= 4

-
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Watchfire in the Rational Portfolio

BUSINESS
SOFTWARE QUALITY SOLU Test Automation
Test and Change Managern
Interface Content
Requirements Test Compliance Compliance
Rational Rational ClearQuest®
RequisitePro®

|_

Z

LU =
= ) O
% Test Automation l::
| Developer Test Functional Test Performance Test %
> Rational PurifvPlus Rational Functional Tester Plus %
'g y Automated Manual Rational

Rational Test Rational Rational Performance Tester
RealTime Functional Tester| Manual Tester
Rational Robot
Quality Metrics
Project Dashboards Detailed Test Results Quality Reports
~ ~1In" A AL
NV I
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AppScan

e What is it?

» AppScan is an automated tool used to perform vulnerability
assessments on Web Applications

e Why do | need it?
» To simplify finding and fixing Web application security problems
e What does it do?

» Scans Web applications, finds security issues and reports on them in
an actionable fashion

e Who uses it?
» Security Auditors — main users today
» QA engineers — when the auditors become the bottle neck
» Developers — to find issues as early as possible (most efficient)

g e
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IBM Rational AppScan Ecosystem

AppScan Enterprise / Reporting Console

| |
1 \/ 1 \

r———
& i -5

: N
AppScan  AppScan Ent. : (scanning agen - AppScan AppScan
Developer Ed  QuickScan A(pch);grfrirr: Bg”gngd (QA clients) Enterprise us¢+ Standard Ed
(desktop) (Web client) 929 AppScan Tester Ed (Web client) (desktop)
I I/l
L2 AppScan Express
Rational Rational _ (desktop)
Application Software Rational Rational Rational Quality &
Developer Analyzer ClearCase Build Forge Manager .’ \\1
“
< Rational ClearQuest / Issue Management = >——
CODE BUILD QA SECURITY
Build security testing into the IDE* Automate Security / Compliance Security / compliance testing Security & Compliance Testing,
testing in the Build Process incorporated into testing & oversight, control, policy, audits
\ / \ / \ remediation workflows / \ /
( IBM Rational Web Based Training for AppScan >
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What does AppScan test for?

Web Applications

Third-party Components
D~

Database
Applications
Operating System

Network

i
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How does AppScan work?

Approaches an application as a black-box

Traverses a Web application and builds the site model

Determines the attack vectors based on the selected Test policy

Tests by sending modified HTTP requests to the application and examining the HTTP
response according to validate rules

Web Application

HTTP Request
— App“cagnon
g Databases

Web

HTTP Response Servers

2 Identify security Develop fix
vulnerabilities recommendation
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Actionable Fix Recommendations

File Edit View Scan JTools Help

D @ H @ oScan - oStop ﬂManual Explore NSCEH Configuration Scan Log p mReport ‘ Update

View G} Wy Application (53) ‘i) Scanis Incomplete More Information X
-4 hitp://dema testfire.net/ (53)
/3 Amanged By: Severty  Highest on top
ﬁ cgiexe (1) ﬂ 53 Security lssues (368 variants) for My Application’
T a commert acp @ = @ Bind SL Injection (4) A
= 5 ;“ -ESD; hitp://demo testfire net/bank /account aspx (1)
5 fe'id:m::' m . http://demo testfire net/bank/login.aspx (2)
. rd? ESP’; (1 http://dema testfire net/bank Aransaction.aspx (1)
search.aspx (1) @ Cross-Ste Scripting (5)
Remediation Tasks Serversor 2spx @ Format Sting Remote Command Execution (1)
subscribe aspx (3) .
baciibe onf @ HTTP Response Spitting (1)
- 5 e @ SOL Inisction (6)
B 3 {g S:WEYE?]“E fons.aspx @ XPath Injection (1)
. -2 admin . "
Fepplication Do ) bank (40) W Cookie Poisoning SQL Injection (1)
1) images (1) i = Hecommendation || 4% Request/Response

\@&/ Blind SQL Injection

* General

There are several issues whose remediation lies in sanitizing user input

By verifying that user input does not contain hazardous characters, itis possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SQL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[1]1 (pipe sign)
[2]& (ampersand sign)
[3]; (semicalon sign) i
4 il ) -

91 W4

Visited URLs 108/108 Completed Tests 14194/14184

B W T
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ﬁ 53 Security lssues

© 2009 IBM Corporation

IBM Software Group

(X
Fie Edt Vew San  Tock Help [
O & K & | ©scen - O stop FManual Explore | & Scan Configuration [] ScanLog ) | [ii] Report  § Update
View ﬁ My Application (54 i) Scanis Incomplete More Information X
=43 hitp://demo testfire net/ (54)
73 Amanged By: Severity | Highest on top
ﬁ] cgiexe (1) ﬂ 54 Security Issues (370 variants) for "My Application’

Security Issues comment aspx (2) % @ Bind SOL injection (4] Al
defautt.aspx - =
digclaimer htm Severity
feedback.aspx (1)

search aspx (1) = Re-test
Remediation Tasks SENVESTOr 380X 20 T Defect Details
subseribe.aspx (3) =0 Delete Credentisk:
subscribe.swf
i = W Set as Non-vulnerable Usemname:
survey_guestions.aspx @
B ) o Possword | |
Application Data D admin (1) @ W Predictable Log Report False Positive
10D bank {41) # W Unencrypted Lt Defect Details
Qimages (1) = & Application Summany: [ S0L Injection in hitp://revelation/acmehackme/bank/login.asg [Parameter passu]

id |:| State:
Project: _ Keywords: _ b |
Frioiity Tnmediatcl ') Owner

ive High Aftenion|

H

y Advisory

0 Hial

ormal Queue

oot 4L ow Piorit =]
# Type: Application-level te3 o P v
- - . N Description
# WASC Threat Classification: Client-side Attacks{ = =
riection

Scripting &

¥ CVE Reference(s): N/A Application-evel test 3
* Security Risk: It is possible to sted WASE Thieat Dlassification: Command Execution: SAL Injsstion =
customer session a| | Secuwity Risk: Itis possible to view, madify or delete database enliies and tables |

which may be used
a legitimate user, alf Atachments
hacker to view or al| | [J open [E]Edit X Remove & Add Attachment...

323[10 perform tran| é é gi

Advizor.html - FisRec.himl  Variart]-On.. Yarisntl-Tes... Variant20n.. VYaisn2-Tes.. Yariant3-0ri

<

Visited URLs 112112 Completed Tests 14255/14255 [} 545ecurtylssues | @ 19 W
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Lab 3 overview

e The goal of this lab is to use AppScan in order to automate the detection of
vulnerabilities within a Web application

W~ 8> i,
) 1' j L=
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Session summary

An IBM Proof of Technology

© 2009 IBM Corporation




- IBM Software Group

Session summary

® Understand the Web application environment

Understand and differentiate between network and application level
vulnerabilities

® Understand where the vulnerabilities exist
Hands on exercises to understand types of vulnerabilities

Hands on exercise to leverage automated scan for vulnerabilities

© 2009 IBM Corporation
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Next steps

e We can schedule a Vulnerability Assessment of one our your Applications -

4

-
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Reference materials

e IBM.com

» http://www-306.ibm.com/software/rational/welcome/watchfire/products.html

© Copyright IBM Corporation 2009. All rights reserved.

The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. IBM shall not be responsible

for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any warranties or
representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software. References in these materials

to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. This information is based on current IBM product plans and strategy, which are
subject to change by IBM without notice. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or
other factors, and are not intended to be a commitment to future product or feature availability in any way.

IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation,

in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.
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Please fill out the survey form in order

Discovering the Value of

We appreciate your feedback.

to improve this educational event.

-
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