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Lab 1. HTTP Server (powered by Apache) introduction

Welcome to the A V5R2 Look at the HTTP Server (powered by Apache) lab. This
lab will give you a hands-on experience with the HTTP server (powered by
Apache) on the iSeries at V5R2 and V5R1 (minus the FRCA support which is
V5R2 only). Figure 1 shows you a high-level view of your lab environment.
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Figure 1. Your team nn’s lab environment

Objectives

You will learn how to:

Use the Web-based GUI for HTTP server configuration and administration
Create an IBM HTTP Server (powered by Apache) on iSeries from scratch
Get a Web site running on an HTTP server (powered by Apache)

Start a HTTP server (powered by Apache)

Configure common features of the HTTP server (powered by Apache) (see the
Table of Contents for a list)

Display your Web site to visually see how configuration changes affect your
Web site

Manage your HTTP server (powered by Apache)

Identify problems with your HTTP server (powered by Apache)

This lab does not intend to:

© Copyright IBM Corp. 2003

Teach you how to create HTTP Servers (original)
Teach HTML or how to create HTML files
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* Teach Web browser skills
» Teach designing of Web sites
* Provide education on TCP/IP

Each team will create and use their own HTTP Server (powered by Apache).
Each team has their own set of Web sites (located in /tcp52dnn directory on the
iSeries).

Underneath the lab root directory, there are several subdirectories as shown in
Figure 1 on page 1.

Each team will be assigned a unique team number. This number is attached to
your PC. Usually the numbers are between 01 and 30. You will use your team
number in your server name and port number to maintain uniqueness between
teams doing this lab.

In the following list and table, the team number will be referred to as 'nn'. Use
these values as requested during your lab.

Your lab userid TCP52Unn

Your lab password V5R2

Table 1. List of all the tasks, objectives, HTTP server name, Server root and IP address: port
Objectives HTTP Server Server root IP address

Name (/tcp52dnn/..) and Port
Create server, PBABASICnn basicConfig All: 80nn
Start server, All: 443nn
Net.Data , (SSL)
Basic
Authentication,
SSL,
FRCA local file,
Create module
Problem PBAPDnNN PD All: 81nn
determination
IP based virtual | PBAVHOSTnn vhost XXX XXX XXX XXX
host :82nn
YYY-YYY.YYY.YYY
:82nn

ASF Tomcat PBATMCINNN asfTomcatin All: 83nn
in-process
FRCA proxy PBAFRCAnNN FRCA All: 86nn
cache

In this lab, basically we will alternate between configuring one feature and then
have you test before and after so you can see the difference. But in the tasks for
virtual host, ASF Tomcat, problem determination, we will use each independent
configuration file for ease of understanding.

Lab Setup
___1. Bring up an iSeries 5250 terminal session by double-clicking on the
<iSeries> icon on your PC desktop.

There may be more than one iSeries icons on your desktop. Ensure you
bring up the correct iSeries that is being used for this lab.
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2. Sign on using your lab userid and password. During the lab you will be
instructed when to use iSeries commands.

3. Bring up a Web browser (Internet Explorer is preferred) by double-clicking
on the icon on your PC desktop.

This Web browser session will be used for configuring your HTTP server.
4. Bring up a second Web browser.

This Web browser session will be used for testing your HTTP server by
displaying the Web site.

5. Make sure caching on the browser you will use for testing.

This is allow the same Web page to be tested multiple times without an old
version of the page coming from the browser cache.

1. On Internet Explorer: Tools -> Internet Options. Under Temporary
Internet Files, click Delete Files.

2. Click Settings, select Every visit to the page, change the Amount of
disk space to use to the lowest settings.

Notes:

Begin with Task 1: HTTP server configuration and administration GUI and
continue on through all lab exercises. Work at your own pace. If you have
guestions, raise your hand to get the instructor's attention.

If the Web page you want is already being displayed, click Reload or
Shift-Reload.

The lab exercises are designed to be done in the order in which they are
documented. If you are not successful with a lab do not continue to the next
without talking to your instructor first.

When filling out configuration forms during the labs, you will be asked to click
Apply after filling out each form. After clicking Apply, the form will be
refreshed and a message will be shown in the message area at the bottom.
The message should say that the action was successfully completed.

If instead it shows an error, try to determine what might be wrong. If
necessary, notify the instructor of the error. Do not continue with other lab
exercises until the error condition is solved.

When filling out forms, if you are not explicitly told to change a field, do not
change its current setting.

Have fun. Ask questions. Do not be afraid to try different ways to solve the
same problem.

Task 1: HTTP server configuration and administration GUI

The IBM HTTP Server for iSeries has a Web based GUI that allow Webmasters to
remotely configure and work with their HTTP servers. These Web pages offer
easy-to-use wizards and forms for performing the server configuration. In
addition, a Web-based help facility is provided which contains help for each form.

1. Display the iSeries Tasks Web page by entering this URL in your Web
browser:

http://<i Series>: 2001



4

___ 2. Enter your lab userid and password when prompted. Click OK.

Enter Network Password

Site: as20 tzoroch ibm . com

Realm HTTP Admin

% Pleaze type your user name and password.

Uzer Mame I topS2unn

Pazsword I ********|

[ Savethis passward in your password list

o]

Cancel

The iSeries Tasks Web page should now appear. This page shows the IBM
Internet products installed on this iSeries system which can be administered
using Web pages. (There are other IBM Internet products that are not installed on
this iSeries system and thus do not appear on this page.)

3. Clickon IBM HTTP Server for iSeries or the icon to the left of the link. You
may be asked to enter your lab userid and password again.

&

() IEM Corperation 2000

iSeries Tasks

ey
=T

AR ITSOROCH IEM .COM

Configure the Commerce Suite server

| Digital Certificate Manager

= 8| IBM IPF Server for iSeries
== Configure the IBI IPP Server

Configure the 4758 coprocessor

@} IBM HTTP Server for iSeries
M Configure the iSeries HTTP Server and 331

IEM WebSphere Commerce Suite, Pro Edition for iSeries

Create, distribute, and manage Digital Cettificates

4758 Cryptographic Coprocessor

The IBM HTTP Server for iSeries Welcome page should now appear. This page
provides a set of links to other related information. Some of these links are on the
Internet and may not be accessible during this lab.

Note: The new V5R2 GUI will remember where you were last time - so you may
not see the Welcome page. You can always click on the Welcome tab to get here.
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___ 4. Spend some time familiarizing yourself with the tabs across the top
(Welcome, Setup, Manage, TCM, Related Links) and major links within.

@TTPSewer for iSeries

___ 5. Follow some of the links to find then click on some help icons:

@

__ 6. See if you can find out how to Manage all the HTTP Servers (Original and
powered by Apache).

Task 2: Create your HTTP Server (powered by Apache)

On the iSeries, multiple HTTP servers (powered by Apache and original) can
coexist. Each team will be creating their own HTTP server.

The Create New HTTP Server will start a wizard that will walk you through a
series of Web pages.

Each page in the series will provide brief information and will ask you to answer a
guestion. The objective of the wizard is to prompt you for the necessary
information required to easily get a basic HTTP Server (powered by Apache)
configured.



Use the information in Table 2 to complete the wizard.

Table 2. Each team will create their own HTTP Server (powered by Apache) with these values

Parameter

Value

Which type of server do you want to create?

HTTP server (powered by Apache) -
recommended

Server name?

PBABASICnn
(where nn equals your team number)

your server root?

Would you like to configure your new server | No

based on the configuration of an existing

server?

Which directory would you like to use for /tcp52dnn/basicConfig

(where nn equals your team number)

What directory would you like to use for your
document root?

/tcp52dnn/basicConfig/ITSOco
(where nn equals your team number)

On which IP address and TCP/IP port would
you like your server to listen?

All addresses and
Port 80nn

Do you want your new server to use an
access log?

Yes

Your path through the wizard will vary depending on how you answer the

guestions.

OK, let's get started.

__ 1. Using your admin GUI, select the Setup tab and click Create New HTTP

Server.

Tome

TTP Server for iSeries

Welcome to the (

This will start a wizard that will walk you through a series of Web pages.

2. The first Web page asks which type of HTTP server you want to create.

This wizard allows you to create either a Powered by Apache or original

HTTP server.

3. You are asked for the name you would like to give your HTTP server.

This name will uniquely identify the server from the other servers on the
system. In the future, you will use the name to identify the server you want

to configure.

Customers of your Web site will not know or use this name.

4. The next question asks whether you want your new Apache server

configured based on an existing Original server.
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If you have no need to migrate your original server, you should always
answer No.

If you select Yes, you have the chance to migrate the configuration of an
existing original HTTP server and have that equivalent configuration used
by the new HTTP server (powered by Apache). If you answer No, the
remaining questions will step you through the basic configuration setup.

. You will need to specify a parent directory where you want your server's
configuration and logging information stored.

This is referred to as your server root. A default of /www/PBABASICnn is
displayed for your consideration.

. A document root needs to be specified next.

The document root is the directory that contains your documents and Web
pages to be served by your HTTP server (powered by Apache) when
customers use your Web site.

A default directory is provided. Change this to your directory and click
Next.

. The HTTP server must be told which of the IP addresses on the iSeries
system to look for HTTP requests on.

For this lab, pick all IP addresses.

A unique port must be used by each server application that runs
concurrently on the system. The port tells the system which server
application handles the requests coming in on that port. For this lab your
port number is 80nn. Each server created with this lab is using a unique
server name and port number.

. Specify the type of logging you want for your web server

Most Web sites keep an audit trail of what their HTTP server is doing.
Configuring your HTTP Server (powered by Apache) server to log every
request made to the server allows you to know which Web pages are being
accessed via your server and which users are accessing those pages.

To answer the question on the Web page 'Do you want your new server to
use an access log?’, which will enable both access and error logging. We
will take a look at the contents of these log files later in the lab after your
Web server is running and you have viewed your Web site pages.



___ 9. You will be presented with a summary of the initial configuration for your
Powered by Apache server. Click the Finish button to create your server. It
should look something like:

Create New HTTP Server

“When vou click Finish, vour new HITE server (powered
kv Apache) will be created with the following propetties:

Server name: PEABASTCO0

Server root; ftepS2d00basico onfig
Document root: ftep 52400/ basicoonfightsoco
IP address: A1 addresses

Port: #2000

Log divectory; ftcpo2d00/basicoonfiglogs
Access log file: access log

Error log file:  error log

___10.The final Web page directs you to either start your server or do further
configuration. Click Manage newly created server

Create New HTTP Server

Congratulations! Y ou have successfully created a new
HTTE server (powered by Apache) named
PEABAZTCO0.

Tou may firther configure your new server, rewiew the
properties set up by the wizard, or start your new server
by managing it. Cr, you may set up and create another
HEW SEfVEL.

D Ilanace newly created server

2@ Create another server

The base TEL for vour new server 15 http/CAS20:8000.
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___11.Congratulations! You have created an HTTP Server (powered by Apache).
You will “Start your server” on page 9.

~~HTTPServer for iSeries

ped I-I[-Er' r

Apache Config Examples

If you wish, a sample configuration file can be found in “End Task 2
Configuration File” on page 47.

Task 3: Start your server
You will now start your server to see if it works.

___1. Ifyou are not already on the Manage HTTP Servers form, click the Manage
tab and select your server PBABASICnn from the Server pull down list.

@l PEABASICO0 - Apache

MEWTEAMO1A - Apache
DRIGMIGHAT 9'3-\

PEAPDOD - Apache ;
PBAPDIS - Apache he-hased |
PBATMCINDD - Apache o
PEAYHOSTOD - Apache _
¥ PCHAIN - Apache ed virtual ho
P09 - Apache IP add
e PROXY - Apache :
Sl QIPPSYR - Apache Lfple 10023

Issue the start command For the selected server.




___ 3. Wait a moment, and then click the Refresh button once or twice to refresh
the status of your server.

It should stay Running.

To verify the server is running and functioning correctly test the Web site's home
page.
___ 4. On your test browser enter the following URL:

http://<i Series>: 80nn

You should see your ITSOco home page:

Home

Welcome

Prowide uszers a description of the fiunction of this
web site. In addition, you might want to define each
of the top sections of this site. Briefly describe what
the user will find in each of these sections. Resize,
maove, add or delete thiz and other page elements to
accommodate your information needs. Lorem ipsum
Diolor sit amet, consectetuer adipiscing elit, sed diam
noturumy nibh evismod tincidunt u laorest dolore
magna aliquam erat volutpat. Tt wist enim ad minim
veniam, quis nostrud exere tation uyllamacorper
suscipt lobortis msl ut aliquip ex ea commeodo

consequat. Duis autern vel eum irure dolor in Caption - Love ipsum Diolor sit
. amet vulputate velit esse
hendrerit 1 consecuat. molestichmdvert in

5. Click Product on the left and click Product List on the next window.

This page gives an error. This is because these pages are generated from
Net.Data macros which are a special kind of CGI program. You will
configure for Net.Data in “Enable CGI Programs and Net.Data” on page 16.

Task 4: Problem Determination

In this exercise, you will experience some problems with an httpd.conf
configuration file that we have provided for you. You will determine the problems
with some tools and correct them to make your HTTP server work.

The following table shows you the HTTP server configuration you will use in this

task.
Parameter Value
Server name PBAPDNN
Server root /tcp52dnn/PD
Document root /tcp52dnn/PD/ITSOco
IP address All
Port 81nn

First, you will use the Create New HTTP Server wizard to create a new HTTP
server named PBAPDNN.
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The wizard will work like normal - until the point at which you will specify the
Server root of /t cp52dnn/ PD. At this point the wizard will recognized that an

htt pd. conf file already exists and we will simply skip the rest of the wizard. Follow
the steps:

__ 1. Using your admin GUI, select the Setup tab and click Create New HTTP
Server.

p TTP Server for iSeries

Welcome to the (

This will start a wizard that will walk you through a series of Web pages.
2. The first Web page asks which type of HTTP server you want to create.
Create Powered by Apache. Click Next.
3. You are asked for the name you would like to give your HTTP server.
Specify PBAPDnNnN. Click Next.

4. The next question asks whether you want your new Apache server
configured based on an existing Original server.

Answer No. Click Next.

5. You will need to specify a parent directory where you want your server's
configuration and logging information stored.

Enter for your server root / TGP52Dnn/ PD. Click Next.

6. A message will be displayed indicating that there is already a file by that
name. This is good.



Select Use the existing file for this server configuration without
change. Click Next.

Create New HTTP Server

There 1z already a file named fop 524000 dicontfhttp d. conf where the wizard rust
save the new configuration.

Tou may specify a different server root, replace the exsting file, or choose to uge the

existing file as wour configuration file.

" TTze a different server root

server root IftcpEEdDElfpd

Note: If'the server root directory does not exst, the wizard will create it for
Fou.

___ 7. You will be presented an abbreviated confirmation screen. Click Finish.

Create New HTTP Server

"When vou chick Fish, your new HTTP server (powered by Apache) will be
created with the following propetties:

Server name: PEAPTIO0
Server root ftopd2d400/pd

Now, onto problem determination. Try to start this server.
___ 8. Startthe HTTP server named PBAPDnn using admin GUI.

___ 9. Click the Refresh button to update the status. You will find this server will
not stay running.

___10.Let’s take a look at the joblog of the failing HTTP server named PBAPDnn. We
will use the Work with Output Queue (WRKOUTQ) command from a 5250
command line:

WRKQUTQ QEZJCBLOG

___11.Find the latest joblog of your HTTP server PBAPDnn and open it typing option
5=Display. For your convenience, use F18 key to reach the bottom of the
joblog entries.

The joblog should show you some error messages with description, and
may show you how it be recovered. As an example:
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Cause . . . . . : The syntax for directive Listenis

not correct. The HITP

server did not start. Recovery . . . : Gorrect the directive statenent
and start the HTTP server again. Technical description .

See the HITP server docunentation on configuration and adm ni stratl on for

nore information.

and. . .

Cause . . . . . : HTTP Server instance PBAPDOO fail ed because of a

configuration error online 2 in configuration file
/tcp52d00/ pd/ conf/ httpd. conf. Note: |f the specified

directiveis either a

container directive (e.g. <Drectory>), or adirective wthin a container,

the line nunber identified above nay not be correct
need to verify that all directives in the container
itself do not have configuration errors. Recovery

job Il og nessages. Correct the problemand start the

. Inthat case, you wll
, and the cont ai ner

See previ ous
server again.

Next action is to look at the configuration file using admin
should be very interested in Listen directive on line 2!

GUI. Specifically, you

___12.Click Manage tab and select your server PBAPDnn from Server pull down

box.

___13.Click Display Configuration File on the left pane.

You shold see the directive in red color and the message saying Value

'81nn’ is not a valid integer.
Display Configuration File

HTTP server: FEAPDOO
Selected file:  ftopd2d000 dicontfhttpd conf

2 Listen *:51nn

Velue '81inn'is not a valid integer.

1 # Confisuration originally created by Apache Setup Wizard Mon Apr 01

Next, you will want to fix this problem.

___14.You can either click Edit Configuration File to directly update the port
number or click General Server Configuration (as shown below) and

update the port number there
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Fix the port number.

Sy el =lobal configuration

Aijboztant: |G|t|I:|aI 'I 5 4]

Server root directory: AcpS2d00ipd
Configuration fle £0 d. conf

| General Settings & | |INSISORSTREER) NOSRNRISHSREIET,

Document root AcpS2dnnipd TS 0c0

Server name;

Fully qualified server host name: |
Fott: @

Server IP addresses and ports to bsten on: (8

| | IP address
|Erample |41 IF addresses

(o'}
Add| Remove | Move Move down

or.

___15.Another bug. Change the:
Docunent Root  /t cp52dnn/ pd/ | TSCco

to reflect your team number (nn) as shown above. Save your configuration

file.

___16.Start your server PBAPDNN.

You will see the server can start up this time.

Next, you will see another problem and find it using server logs.

___17.Type this URL in your browser and submit the request.
http://<i Series>:81nn

The welcome page won't be displayed and you will see HTTP Error 403.

You are not authorized to view this
page

You might not have permission to view this directory or page using
the credentials you supplied.

If you believe you should be able to view this directory or page,
please try to contact the web site by using any e-mail address or
phone number that may be listed on the
asZ0.itsoroch.ibrm.com: 5100 hame page.

You can click search to look for information on the Internst,

HTTP Error 403 - Forbidden
Internet Explarer

Then, you will look at the error log and find the problem.

__18.Using 5250 screen, enter the command below.
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WRKLNK ' / t cp52dnn/ pd/ | ogs'
___19.Using option 5=display, open the logs subdirectory and then display
basic_error_log file.

You should see an error message that says ZSRv_Ms@362: dient denied by
server configuration: /tcp52dnn/pd/ | TSCco/ .

This means the client request was denied when accessing the directory
/tcp52dnn/pd/ITSOco. You have to look at the configuration file and make sure
the Directory directive is specified correctly.

__20.Using admin GUI, select your server PBAPDnn. Make sure you are in the
Server area: Global configuration.

___21.Click Container Management.
___ 22.Click Directories tab.

___23.Make sure the <Directory> directive specifies the directory
/tcp52dnn/pd/ITSOco correctly. If you find some mistakes, correct them.

Container Management @

ST |

DirectoryDirectory Match containers: @

Type Directory path or expression
Example |Directfory S
Example |Directory Mafch Swwrws HTOA 130
i Directory !
g [Directary | [tcps2d@pdTs0
Add | Remove | Move up | Move down Continue

___24.Click OK to save your configuration changes.

Now, start the server and see if it works correctly.
___25.Stop and Start Server.
___ 26.Refresh until it stays running.
___ 27.Enter the URL:
http://<i Series>: 81lnn

This time, you should see the welcome page. If not, keep debugging! Sometimes
ending and restarting your Web browser session can help.



Apache Config Examples

If you wish, a sample configuration file can be found in “End Task 4
Configuration File” on page 47.

Task 5: Enable CGI Programs and Net.Data
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This exercise will show you how to enable your server to support dynamically
generated Web pages.

The following table shows you the HTTP server configuration you will use in this
task.

Parameter Value

Server name PBABASICnn

Server root /tcp52dnn/basicConfig
Document root /tcp52dnn/basicConfig/ITSOco
IP address All

Port 80nn

The first thing we need to do is to give the server permission to serve CGlI
programs in a certain directory.

___ 1. Using your Admin browser, select the Manage tab.

___ 2. Select your server PBABASICnn from the Server pull down list.
Always make sure the server you are configuring is your own
(PBABASICnn)!

First, you need to create an alias to the library on the iSeries system which
contains the CGI program for Net.Data. This alias is used in the URLs so the
library structure and physical names of directories and files are not revealed to
end users of your Web site.

__ 3. Click URL mapping on the left pane.

Waerver Properties
B General Server Configuration
B Container Management
B URL Mapping

4. Click Aliases tab and click Add to add an entry to the table.
Be careful! URL path and directory or file name are case sensitive.
Alias Type Pull down for Script Alias
URL path /cgi-bin/
Host directory or file /QSYS.LIB/TCP52LMAST.LIB/DB2WWW.PGM/

Your input to the form should look something like:
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URIL. Mapping &

[ Aliases | [ Redirects | | TRL Rewritting | | TUser Directories

TEL to host file system mappings: &

Alias Type TRL path Host directory or file
Example |Alias Acons SIEMFrod Data/HTTFAdcons
Example |Scripf Alias ~cgi-bing ") Awwwiwebserver liogi-bindl
o [ Seript Alias = fregibing [/0S¥S LIB/TCP52LMAS™
[ Add | [ Remove | [ Move up | [ Move down | [ Continue |
[ OK ] [ Apply ] [ Cancel l Preview

Click Continue, then OK at the bottom of the form.

Next you need to tell your server that it is allowed to run CGI programs from this
directory. One of the ways to do this is to create a new context (container) for this
directory in which you will place directives allowing access to the CGI program
(DB2WWW.PGM).

___ 5. Click Container Management on the left pane and click Directories tab

Under the Directory/Directory Match containers you will see two entries in
the table. The first was created automatically when the server was created
using the create wizard.

The root directory / is secured by default.

The second entry was also added during the create wizard and it allows the
server to serve the home page, other public Web pages and image files.

1. Under the Directory/Directory Match containers, click Add to add an
entry to the table. Enter:

/ QBYS. LI B/ TGPS2LNAST. LI B

This is the physical path of the library containing the CGI programs. In this
case it is the program DB2WWW.PGM, which is Net.Data. For security
reasons your instructor has moved the DB2WWW.PGM program to this
library to support the lab environment.



Container Management &

[ Virtual Hosts | [ Limits | [ Proxies |
[ Directories | [ Locations | [ Files |

Directory/Directory atch contaners: \J,

Type Directory path or expression
Example |Directory S
[ Directory !
[ Directory Jep52di%basicConfigTT=Oco
[ Directory ftep52d99basic Configl TS OcoPeoplef
o [ Directary =] [/0svYS LB/TCPE2LMAST LIB/
[ Add | [ Remove | [ Move up | [ Move down | [ Continue |
[ OK ] [ Apply ] [ Cancel l Preview

(&

2. Click Continue to save this in the config file. Click OK to get back to the
list of forms.
Now we need to tell the server who is allowed to access the CGI programs.

___ 6. Select Directory /QSYS.LIB/TCP52LMAST.LIB/ from the Server area pull
down list to identify which directory we want to control access to.

Server area: I Directory /OSY'S.LIBTCPRZLMAST.LIB! j

___ 7. Then, click Security on the left, and click Control Access tab.

Statuz: Stopped = Security 2 =
FTasks and Wizards - r

(1 St e Dfowmmy ) [ SSL.General Se.ttm\%s | [ Control Certificate Access | [ SSL Advanced |

B asic 4SF Tomeat wizard Rasic Authentication | [ Control Access |

[ teate HTTE Server
Sk P e Control access based on who 15 making the request: &

S gen:r.al Seﬂer Conﬁgutration * Inherit

ontainer Management .
B URL Mapping © All authenticated users (valid user name and password)
5 " Spectfic uzers and groups
Request Processin, . .

B HTC_IFP Responses d Control access based on where the request is coming from:

B Content Settings b

Bl Directory Handling L Order for evaluating access: IInherit 'l &

@ .

B Virtual Hosts e

Bl Dynamic Content and CGI " Deny access to all, except the following

B Securit .

A © Allow access to all, except the following: =
B Proxy [ DKJ [ Applyl [ Ca.m:el_l Preview

1. Under Control access based on where the request is coming from:, pull
down for Allow then deny.

Control access hased on where the request is coming from:

Crder for evaluating access: IAIIDwthen deny 'I Z

2. Select Specifically allow and deny access and click Add under
Specific allowed client hosts. Enter:

Domain Name or IP Address all
Subnet Mask (leave blank)
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Control access based on where the request 15 corung from:

Order for evaluating access: IAIIDW then denyj @
" Inhent
" Deny access to all, except the following:

" Allow access to all, except the following:
+ Specifically allow and deny access:

Specific allowed client hosts: @

Domain name or IP address Subnet mask

Example |www. mpcompany.com
Example (100116
Example |I10.1.0.40 2558552550

L |

Add| Remove | Move up MMove down | Continue |

This combination will allow all users (whether authenticated or not) to run
the CGI programs.

3. Click Continue.
4. Click Apply, then OK.

Next you need to tell your server that it is allowed to run CGI programs.

___ 8. Make sure you are still selecting the Directory
/QSYS.LIB/TCP52LMAST.LIB/:

Server area:| Directory /QSYS LIB/TCPLIBMAST.LIB/ =]

___ 9. Click Dynamic Content and CGI on the left pane and click General
Settings tab.

B Virtual Hosts
B Dynamic Content and CGI
B Security

___10.Select Enabled from Allow CGI scripts to be run pull down list.

Dynamic Content and CGI &

[ Server Startup | | Persistent ©GI | | Advanced |
[ {Feneral Settings | [ Environment Wariables | [ Server Side Includes |

Allew CGI scripts to be mun: |Enabled =] 2

___11.Click Apply. Click OK.



—— Apache Config Examples

Now would be a good time to display the configuration file for your
PBABASICnn server. Under Tools on the left pane, select Display
Configuration File.

FTools
“eDisplay Configuration File
“eEdit Configuration File
“eLDAP Configuration
“eDirective Index

It is a very good idea, while you are learning the Apache directives, to keep
looking at the changes to the configuration file that the GUI is making each
time you click Apply and OK.

If you wish, a sample configuration file can be found in “End Task 5
Configuration File” on page 48.

Let us stop and start your server to re-read the new configuration changes you
have just made.

___12.Select All servers from Server pull down list.
___13.Select your server PBABASICnn in the list.
___14.Click Stop.

Refresh until it is stopped.
___15.Click Start.

Refresh until it is started.

Let us test these changes to ensure your HTTP server is properly running CGI
scripts. Enter http://<i Seri es>: 80nn from your browser.

__16.0n the ITSOco home page click Products on the left.

___17.Click Product list.

You should now see the Web page. This Web page is created by the running of a
Net.Data macro as a CGlI script.

Task 6: Using Basic Authentication to protect a directory

On the ITSOco home page, click on the People link. This page is shown to you
but really should be protected so only the right people can access these
information.

The following table shows you the HTTP server configuration you will use in this

task.
Parameter Value
Server name PBABASICnn
Server root ltcp52dnn/basicConfig
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Parameter Value

Document root /tcp52dnn/basicConfig/ITSOco
IP address All
Port 80nn

The first thing that should be done is to change the authorities of the actual
directory or file to limit it to just our lab students.

However, for ease of this lab we will skip that step.

Also, for ease this Web page and the image it uses are stored in a directory by
itself. This makes it convenient for controlling access for the web server. It is in
/tcp52dnn/basicConfig/ITSOco/People directory.

=] TCPS20e9
&1 asFTamcatIn
& asFTameatout
=177 basicCanfig
=27 IT50c0

&1 Downloads

S S
@1 Employees
-] Products
-] Prajects
& Services
-] SiteMap

1. Make sure PBABASICnn in the Server box and Global configuration in
the Server area box are shown.

2. Click Container Management on the left pane.

3. Click Directories tab and click Add.

4. Under Directory path or expression, type in as follows:
/t cp52dnn/ basi cConf i g/ | TSCco/ Peopl e

___ 5. Click Continue. Click OK.

DirectorwDirectory Match contaners: &

Iype Directory path or expression

Example |Directory |fwww

& Darectory |/
o Darectory [ftcp22d00Mbasic Config TTS Oco

( Durectory [/Q3Y 3 LIB/TCPS2LIAST. LIES

o Directory [ftcp52d00/basic Conlig TTE OcoPeople
Add

[ OK l [ Apply ] [ Cancel l

Let's allow everyone who has an iSeries user profile on this particular lab system,
access to this employees web page. This might be similar to allowing only people
within your company to have access to the Web page containing the list of
employee names.
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6. Select Directory /tcp52dnn/basicConfig/ITSOco/People from the Server
area pull down list.

7. Click Security on the left pane and click Basic Authentication tab.
Specify as follows:

1. User authentication method: select Use OS/400 profile of client.
2. Enter Authentication name or realm as: C8400user

3. OS/400 user profile to process requests: select from the pull down
menu User profile of the client which will use the user profile that you
enter in the user ID and password prompt. You will see %%CLIENT%%
automatically filled in for you.

. [ 351 General Settings | [ Control Certificate Access | | 351 Advanced |
[ Basic Authentication | [ Control Access |

User authentication method: 20
" Inhent
" Tze Internet users in validation lists
& Tze O3/400 profile of client

Authentication name or realm; |OS4DDuser %7,

" Tlze user entries m LDAP server
Related information

03400 user profile to process requests: I%%CLIENT%% ar... j

4. Click Apply.
___ 8. Then click Control Access tab.

1. Select All authenticated users (valid user name and password)

ABSSEAMEGEARON) | Conrol Access |

Control access based on whe iz making the request @

" Spectfic users and groups

2. Click Apply. Click OK.

Let’s test this new configuration

9. Stop and Start Server

___10.Refresh until it is started.

Once you have your PBABASICnn server started, go back to the ITSOco home
page, click on People and you should see a window prompting for your iSeries

user profile and password. Enter your lab userid and password. After clicking
OK you should then see the People page.
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Apache Config Examples

If you wish, a sample configuration file can be found in “End Task 6
Configuration File” on page 49.

Task 7: Configure Name based virtual host

In this task, you will create two Name based virtual hosts in your HTTP server
configuration.

1. Create a new HTTP server configuration using the information in the
following table.

Parameter Value

Server name PBAVHOSTNN

Server root /tcp52dnn/virtualHost
Document root /tcp52dnn/virtualHost/docs
IP address <IPaddr>

Port 82nn

___ 2. After you created the configuration, start this server and type the following
URL in your browser to make sure how it works now.

http://<i Series>: 82nn

Now you should see the sample home page of your server.

Tue Apr 02 20:21:44 GMTHO0:00 2002

This is the sample home page for the
PBAVHOSTO00 server

IFyou want to serve addittonal pages using PEAVHORZTO0, place them m the fop52d00/ v irtualHost'docs directory.
Te serve a different hotme page than this one, replace the index htrnl file in that directory.

Additional HTTP servers can be created and configured by pointing your Web browser to the 2001 port of your
ideries. Touwil need to make sure the *ADNIN Server iz started.

To learn more, please refer to the list of documentation available on the HTTP server documentation page.

Next, you will change this configuration to support two virtual hosts using the
basic resources below.

ServerName <iSeries> <iSeries>b

IP addess:port <IPaddr>:82nn <IPaddr>:82nn

DocumentRoot /tcp52dnn/virtualHost/ITSOcoA /tcp52dnn/virtualHost/ITSOcoB

Welcome page index.html index.html




The first thing to do here is to make two virtual host contexts for the Name based
virtual hosts.

3. Start the admin GUI, and click the Manage tab.

4. Select the server PBAVHOSTnNnN in the Server list box. Then make sure
that you can see Global configuration in the Server area list box.

5. Click Virtual Hosts on the left pane.
Virtual Hosts &

[ Name based Yirtual Hosting | [ TP based ¥irtual Hosting | [ Advanced |

MNamed Virtual Hosts: &
IP address Port Named host
Virtual Host containers for 10.1.2.3:80:

Server name | Document root

Example |101.2.7 &
companya.com |www/CompanyA

companyb. cotn | wwwCompanyB

Add

(K] [Awly] | Cancel]

&

___ 6. Click Name based Virtual Hosting tab and click Add on this window.
___ 7. Add entry to the table as follows:

IP address <IPaddr> (or use the pull down)
Port 82nn
___ 8. Click Add below Virtual Host containers for on the right of the window.
IP address Port Named host
Wirtnal Host contaners for 10.1.2.3:80:
Server name | Document root
Example |1001.2.3 &0
companya. com |www/Companyd
companyb. com |www! CompanyB
« 9.592.28 ar.. =] IBEDD Wirtual Host containers for
Server name | Document root
Example |myserver www/mpdocuments
Add
___ 9. Add entry to the table as follows:
Server name <iSeries>
Document root /tcp52dnn/virtualHost/ITSOcoA

___10.Click Continue and then click Add again.
___11.Add entry to the table as follows:

Server name <iSeries>b
Document root /tcp52dnn/virtualHost/ITSOcoB
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Virtual Host containers for 9592 28:8200:

Server name Document root
Example |myserver www/mydocuments
[ as20 tsorochibm com  |fop22d00fmrualHostTISOcod
& |ss20b.itsorach.ibm.com |[#cpS2di0pinualHosy I TSOcoB

[ Add | [ Remove || Move up | [ Move down | [ Continue |

___12.Click Continue and then click OK.

The next step is to create directory contexts inside the virtual host.
___13.Select the upper Virtual Host <IPaddr>:82nn in the Server area pull down

list.

|GIDbaI configuration j

Global configuration
Directory /
Directory fcpb2d00AdrtualHostdocs
Yirtual Host 8.5.82 14:8300
Directory ftop52d00AdrualHostITSO0n

“irtual Host 8.5 9 *00

Yirtual Host 8.5.82 28:8200

___14.Click Container Management on the left pane.

___15.Click Directories tab and click Add on this window.

___16.Enter the directory path you use for this virtual host.
Directory path or expression /tcp52dnn/virtualHost/ITSOcoA

Type Directory path or expression
Example |Directory A
o [ Directory = |[reps2doopinualHosy TS 0co4|

___17.Click Continue. And click OK.
___18.Select the lower Virtual Host <IPaddr>:82nn in the Server area list box..

| Wirtual Host 9.5.92.28:8200 |

Global configuration

Directony /
Directory ftcpb2d00firtualHostidocs

Yirtual Host 9.5.92.14:8300
Directory ftcpb2d00firtualHostITS0co

Yirtual Host 9.6.92 28:8200
Yirtual Ho |

___19.Click Container Management on the left pane.

___ 20.Click Directories tab and click Add on this window.

___21.Enter the directory path you use for this virtual host.
Directory path or expression /tcp52dnn/virtualHost/ITSOcoB.

Type Directory path or expression

Example |Direcfory Awww
« IDirel::tDry j I,.'tl:pEEdUDNir‘tualHDSt-"ITSOCDEil




___22.Click Continue and then click OK.

Next, you need to tell the server who is allowed to access this directory.

___23.Select Directory /tcp52dnn/virtualHost/ITSOcoA in the Server area pull
down list.

___24.Then, click Security on the left, and click Control Access tab.

Status: Stopped = Security 2 =
vssl(:wa:;‘:‘?ﬁﬁscwwmard | 851 General Settings | [ Control Certificate Access | [ 851 Advanced |
[E=IBasic ASF Tomeat wizard Basic Authentication I Control Access ]
[ESlcreate HTTE Server
TSl Pt Control access based on who is making the recquest: &
B General Server Configuration & Trherit
B Container Management .
B URL Mapping Al authenticated users (valid uzer name and password)
 Specific users and groups
B Request Processing ) )
B HTTE Responses Control access based on where the request is coming from:
B Content Settings . - - b
Bl Ditectory Handling — Order for evaluating access: IInherlt 'I L
e .
B Virtual Hosts Lnberiy
B Dynamic Cosntent and CGI " Deny access to all, except the following
B 3 1t .
HREEY  Allowr access to all, except the following: =l
E Proxy [ DKJ [ Apply_] [ Cam:el_l Preview I

1. Under Control access based on where the request is coming from:, pull
down for Allow then deny.

Control access based on where the request is coming from:
Order for evaluating access: IAIIDwthen deny vl Z

2. Select Specifically allow and deny access and click Add under
Specific allowed client hosts. Enter:

Domain Name or IP Address all
Subnet Mask (Leave this blank)

Control access based on where the request 1s coming from:

Order for evaluating access: |AII|:|W then deny j @

" Inhent

" Deny access to all, except the following:
" Allow access to all, except the following:
' Specifically allow and deny access:

Specific allowed client hosts; @

Domam name or IP address Subnet mask

Example |www. mypcompany.com
Example |1QOQ 116

Example |I01.00 2552552550
© Jall |
Add | Remove | Move up | Move down Continue
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3. Click Continue.
4. Click Apply, then OK.

___ 25.Next, select Directory /tcp52dnn/virtualHost/ITSOcoB in the Server area
pull down list, and do the same thing as you did in previous step.

Now you completed the Name based virtual hosts configuration. Let’s start the
server and see how they work.

___26.Select your server PBAVHOSTnn from Manage HTTP Servers window of
the admin GUI.

___27.Click Stop to end the server if your server is now running, and click
Refresh to make sure it stopped. Then click Start.

___28.Enter the URL from your browser:
http://<i Series>: 82nn

You should see the welcome page like this.

Home

Welcome to ITSOcoA

Prowide uszers a description of the fiunction of this
web site. In addition, you might want to define each
of the top sections of this site. Briefly describe what
the user will find in each of these sections. Resize,
maove, add or delete thiz and other page elements to
accommodate your information needs. Lorem ipsum
Diolor sit amet, consectetuer adipiscing elit, sed diam
noturumy nibh evismod tincidunt u laorest dolore
magna aliquam erat volutpat. Tt wist enim ad minim
veniam, quis nostrud exere tation uyllamacorper
suscipt lobortis msl ut aliquip ex ea commeodo

consequat. Duis autern vel eum irure dolor in Caption - Love ipsum Diolor sit
. amet vulputate velit esse
hendrerit 1 consecuat. wmolestichmavert in
vulputatecmsactatiuey

___ 29.Next, enter the URL as follows:
http://<i Series>b: 82nn

This time, you should see the different welcome page like:

Welcome to ITSOcoB

Prowide uszers a description of the fiunction of this
web site. In addition, you rmight want to define each
of the top sections of this site. Briefly describe what
the user will find in each of these sections. Resize,
move, add or delete thiz and other page elements to
accommodate your information needs. Lorem ipsum
Diolor sit amet, consectetuer adipizcing elit, sed diam
noturmy nibh evismod tincidunt u laoreet dolore
magna aliquam erat volutpat. Tt wist enim ad minm
ventam, quis nostrud exerc tation uyllamacorper
susciptt lobortis msl ut aliquip ex ea commeodo

consequat. Duis autern vel eum irure dolor in Gt Lovew ssiaw Dol ot
o et valputate velit esse
hendrerit 1 consecuat. molestichmaert in

vulputatecmsactatiey




Task 8: Secure Your Web Site Using SSL/TLS

In this exercise you will enable your server for network privacy using SSL/TLS.
Essentially what you are doing is configuring your server so it can use SSL/TLS,
and then you specify which pages are allowed to be requested using SSL.

The following table shows you the HTTP server configuration you will use in this

task.
Parameter Value
Server name PBABASICnn
Server root /tcp52dnn/basicConfig
Document root /tcp52dnn/basicConfig/ITSOco
IP address All
Port 80nn
443nn (for SSL)

The first thing you have to do is to create a virtual host that serves a request
comes to the SSL port. The https: request from your browser will be served by
this virtual host and it can be secured by SSL.

__1. Using admin GUI, click Manage tab and select your PBABASICnn server.
And make sure now you can see Global configuration in the Server area list
box.

___ 2. Select General Server Configuration.
1. Under Server IP address and ports to listen on, click Add.
2. Enter All or * (asterisk) for the IP Address and 443nn for the port.

IP address or hosthame Port FRCA
Example |All IF addresses &0 Disabled
e 959228 2000 |Dizabled
& [ [ar.. =] |[44300 || Disabled |

3. Click Continue. Click OK.
__ 3. Click Virtual hosts on the left pane.
1. Select the IP based Virtual Hosting tab and click Add

2. Enter the IP address and secure port number in this form:*:443nn

Virtual Hosts &
Name based Virtual Hosting | [ IP based Virtual Hosting | [ Advanced |

Virtual Host containers: 2/

IP address or hostname Port Server name Document root
Example 10123 1 myserver www/mpdocuments
@ * Jor.. =l ||44300 |f
[Add ) [ Remove | [ Move up | [ Move down | [ Continue |

3. Click Continue. Click OK.
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___ 4. Select the virtual host that was just created from the Server area pull down

list.

|Glabal canfiguration j

Global configuration
Directony /
Directory ftcp52d00/basicConfig/ TS0co
Directory JOSYS LIB/TCPRZLMAST.LIB/
Diractary topb2dllfhasicCanfig/ TE0co/FPean
al Hos 300

___ 5. Click Security on the left pane.
___ 6. Select SSL with Certificate Authentication tab.

| SSL with Certificate Authentication | JSSISUOSMINSNISE) (SSRGS

SEL. @

" Inherit
" Dizable S5L
= Enable S5L

Server certficate application name:  |[QIBM_HTTP_SERVER_PBABASICT [or -

Client certificates when establishing the connection: @ QIEM HTTP SERVER PRABASICOO
" Inhent
* Dio not request chent cerificate for conmection
" Accept chent certificate if avalable before making connecton
" Bequire client certificate for connechion

1. Select Enable SSL.
2. Use the pull down for the Application name.

This is the name that will be registered with the Digital Certificate
Manager so your server is a known secure application on the system.

3. Select Do not request client certificate for connection.
4. Click Apply. Click OK.

This will enable SSL/TLS on the server and will also register your HTTP Server
as a known secure application with the Digital Certificate Manager.

However, more steps need to be performed before browsers can send secure
requests to your HTTP server instance (using the SSL port). You will now proceed
to assign a server digital certificate with your application.

1. Open a new Web browser for your work with DCM.
2. Goto the iSeries Tasks page
http://<i Series>: 2001

3. From there select the Digital Certificate Manager.

' hgital Certificate NManacer
: Create, distribute, and manage Digital Certificates




First thing we want to do is to select the Certificate Store in which your instructor
has already created and placed a valid server certificate.

___4. Inthe left navigation bar, Select a Certificate Store.

Select a Cerificate Store

___ 5. Select Certificate Store: *System.

___ 6. Certificate Store Password: password.

Next, you need to assign to your application a server certificate. There are many
paths through the DCM to do this, but let's use the Fast Path.

___ 7. Inthe left navigation bar, pull down the Fast Path, then Work with server

applications.

You will be presented with a long list of server applications that have already
been registered with the DCM. When you enabled SSL for your PBABASICnn
server, the GUI automatically registered your Apache server with the DCM. By
default the application id that was used was:

SSLAppNane Q@ BV HTTP_SERVER PBABASI Onn

You can confirm this by displaying your Apache server configuration file and
finding the SSLAppName directive.

___ 8. Select your application, then click Work with Application.

9. Select Update Certificate Assignment.

Certificate Assigned: (Aone assigned)

Lipdate Cerificate Assignment |

___10.Select the ITSOservercert (that has been created for you by your
instructor) and Assign New Certificate to your server application..

=elect the certificate that vou want to assign to the application.

Certificate Cominon name

@ | IT5Oservercert [TTS0co

WEISwrCert00 | VP Server00

DEFATILT forum02 facjapan ibtn. com

Note: Anyhime yvou change cerbficate selections, you may need to
end your server and start it again to hawve the change take effect.

Aszsign Mew Certificate | ‘x-“iewl “alidate Cancel
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___11.Confirm that you get the message that the certificate was assigned to the
application.

The certificate was assigned to the application.

Now you will test your server by accessing it using the HTTPS protocol.

1. Stop and Start Server.

Refresh until it is started.

2. Enter the URL:
https://<i Series>: 443nn

Attention! It's not http but https!

You should see a Security Alert message pop up. This has to do with how the
server certificate was created on this lab system.

Security Alert x|

ri"‘l Information yvou exchange with this site cannot be viewwed or
? changed by athers, However, there iz a problem with the site's
A

i security certificate.

& The zecurity cerificate was izsued by a company you
have not chosen ta trust. View the cedificate to determine
wehiether you weant to trust the cerifying authority .

a The security certificate date is walid.

& The name on the security ceificate does not metch the
name of the site.

Do you weant to proceed?

| wiew Certificate |

3. Do you want to proceed? First, click View Certificate. It is interesting to
see the details behind the certificate. You might want to go back to DCM to
see the same information from the iSeries DCM'’s point of view.

4. Do you want to proceed? Click Yes.

You will notice the security icon at the bottom of your Web browser:

&

Apache Config Examples

If you wish, a sample configuration file can be found in “End Task 8
Configuration File” on page 51.
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Lab 2. Advanced Study

If you have finished all the lab tasks and still have some time at the end here are
some suggestions for some additional things you could try to configure for your
HTTP Server (powered by Apache) server.

For these labs you will need to be more self-guided.

These advanced study labs are:

» Task 9: “Using ASF Tomcat (in-process)” on page 33.

» Task 10: “Using FRCA local file cache” on page 35.

e Task 11: “Using FRCA proxy cache” on page 40.

« Task 12: “Create your own module using the Apache Portable Runtime (APR)”
on page 43.

Task 9: Using ASF Tomcat (in-process)
The ASF Tomcat servlet engine can be configured to run in-process or
out-of-process. In this task, we are going to make the in-process configuration.
Using the in-process approach, what we have to do is just create the "virtual’ link
between the HTTP server and the servlet engine of the ASF Tomcat.

___1. Create a new HTTP server using the information in the following table.

Parameter Value
Server name PBATMCINNN
Server root /tcp52dnn/asfTomcatin

Note: the last two letters in the asfTomcatin
directory are In (opposite of out-of-process).

Document root /tcp52dnn/asfTomcatin/htdocs
Note: the last two letters in the asfTomcatin
directory are In (opposite of out-of-process).

IP address All addresses

Port 83nn

___ 2. After you created the new server, select the Manage tab and choose the
server now you created using Server box, and make sure the Server area
box is showing Global configuration.

3. Click Servlet and JSP Enablement on the left pane.

4. Click Next.

5. Select | want to use a servlet or Java Server Page (JSP), and | either
already have them or will provide them later and click Next.
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___ 6. Select | want to use a servlet. | either already have a class or jar file
containing the servlet or will provide it later. Then Server class name
field appears.

Run Servlets with ASF Tomcat®

HTTP server: PEATHCTHOO
Selected context:  Jjtop52d00/asfTomeatn/c onfihttpd. conf

Select the type of servlet to confioure. :«

¥ T want to use a serviet. I either already have a class or jar file containing the servlet or will provide it later.

Serviet class name: IMySewIet W,

" I want to use a Java Server Page (JSF). I already have a TSP file or will provide it later
[ Back ” Next ] [ Cancel ]

7. Enter the name of the sample servlet class replacing MyServlet.
Server class name  CalculatorExample

8. Click Next.

9. On the next page, click Finish.

___10.Click OK on the next page.

Next, to make the servlet name simpler than CalculatorExample, you will change
the name to invoke the servlet.
___11.Select ASF Tomcat Setup Task on the left pane.

B 3ystem Resources

ES)AZF Tomeat Setup task

B ASF Tomcat Settings

B WebZphere Application Server

___12.Click Next till you find In-Process Application Context Definition page.

___13.At the bottom of the page, you will find the Application contexts part.
Click Configure on the entry of /appl.

Applcation contesxts: &

TRL path |Application base directory |[Reloadable | Configure application
Example |/mpapp wehappsiapp i
& fzervlet webappsBOOT

o fappl webappslfapp Configure |

Then the ASF Tomcat Application Configuration page comes up.

___14.Click the radio button on the left of CalculatorExample.

___15.Enter the servlet path to invoke this servlet replacing /CalculatorExample.
URL patterns /calc

___16.Click OK at the bottom.

___17.Click Next and click Finish on the next page.

___18.Click OK on the next page.
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Now you have finished the setting of ASF Tomcat in the configuration file. Next
step is to put a servlet class file in a directory.

___19.You will find the CalculatorExample.class file in the
ltcp52dnn/asfTomcatin/samples/classes directory. Copy this file to the
/tcp52dnn/asfTomcatin/webapps/appl/WEB-INF/classes directory.

Next, you start the HTTP server and run the servlet.

___20.Start your server now you created from the Manage HTTP Servers
window.

___21.Enter the URL from your browser:
http://<i Series>: 83nn/ appl/cal c
Note: If you would start reading it after the port number 83nn it would be:
"slash app one slash calc"

Now you will see the servlet working.

Task 10: Using FRCA local file cache

FRCA is a new, very powerful cache mechanism introduced by OS/400 V5R2.
You can accelerate the file serving performance of the HTTP server (powered by
Apache) using FRCA, and can reduce CPU time.

In this exercise, you will see how to configure the HTTP server to have your files
cached by FRCA. And then, see how it works. Since FRCA is a mechanism for
performance improvement, you may need performance comparison if you want to
see how it really works. This is difficult in this lab environment.

One of the ways that we can tell if FRCA local cache is working is to note the
difference of authorization behavior between the FRCA and non-FRCA
environments. Remember, FRCA does not check user authentication... so if
FRCA is working - anybody can see the directory!

Another way is a special header that FRCA local cache will write:

X B ¥*J. . @%*. %, % KXPx Rk xk
*@***P, -** _HITP/ 1.1 200 CK . DA
*TE: SAT, 03 AUG 2002 13:15:54 G
*T.. SERVER APACHE 2. 0. 43(FRCA) . . *
* ACCEPT- RANGES:  BYTES. . GCONNECTI QN
*: KEEP-ALI VE. . LAST-MDI FI ED  SAT*
* 03 AUG 2002 13:15: 48 GVI. . QCONT*
*ENT-TYPE  TEXT/ HTM.. . CONTENT- LEN
*GH 971..X% CACHE H T FROM APACH
*HE/ 2. 0. 43(FRCA).. . . . <HTM.>. FR AU+

As compared to the same index.html page served from the HTTP Server
(powered by Apache):

o E..*G.@*K* * **pr* *x *x
*oxkoxp DNLHITP/ 1.1 200 OK . DA*
*TE SAT, 03 AUG 2002 13:15: 47 Qw
*T.. SERVER APACHE . LAST- MDD H ED*
*: SAT, 03 AUG 2002 01:37:39 QWI. *
*.ETAG "4B33-3CB- 7A7TEQ". . ACEF



*PT- RANGES:  BYTES. . GONTENT- LENGTH"
* O71. . KEEP-ALI VE  TI MEQUT=15, M
*AX=100. . CONNECTI O\ KEEP- ALI VE . *
*QONTENT- TYPE  TEXT/ HTM.; CHARSET*
*=1 S0 8859-1....<HM>. FR AUG 02*

In this lab we will use Start Communications Trace (STRCMNTRC) to gather
information that you can use to determine if a file has been served by FRCA.

The following table shows you the HTTP server configuration you will use in this

task.
Parameter Value
Server name PBABASICnn
Server root ltcp52dnn/basicConfig

Document root

/tcp52dnn/basicConfig/ITSOco

Directory to be cached by FRCA local cache

ltcp52dnn/basicConfig/ITSOco/SiteMap/*

IP address

All

Port

80nn (FRCA Enabled)
443nn (for SSL)

Now, let's get started.

FRCA cache can be enabled for each Listen port. So, the first thing to do is

enable FRCA for the port.

1. Select Manage tab and make sure your server PBABASICnn is selected in

the Server box and Global configuration is selected in the Server area

box.

Port.

2. Click General Server Configuration on the left pane.

3. Click the radio button on the left of the entry that has value of 80nn under

4. Under FRCA, select Enabled using pull down menu.

Server I[P addresses and ports to listen on: (&)

IP address

Port FRCA

Example

Al IF addresses

e Dizablad

iy

I [or.. =] [[eono -

r-h

¥

44300 Dizabled

Add| Remove Move up DMove down

Continue

5. Click Continue. And click OK.

At this time, your configuration file has been changed like:

5 Listen *:44300

4 Tisten *:5000 FRCA
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Next, you will enable local file cache function of FRCA and specify which file you
want to be cached.

___ 6. Click FRCA on the left pane.

WESOUCES

7. Select FRCA File Cache tab and select Enable from the FRCA file cache
pull down list.

FRCA &

FRCA Togs | [ FRCA Reverse Proxy Cache |
[ General Settings | [ FRCA File Cache |

FECA file cache: |Disabled 'I %7,

\Disabled

___ 8. Specify these parameters.

Maximum cache size: 2048 (kilobytes)
Maximum file size to cache: 100 (kilobytes)

9. Click Add under Files to cache during server runtime and specify File
paths and names as:

SiteMap/ *

This setting makes the files in this directory (relative to DocumentRoot) to
be cached after the first time the files are requested from the web
browswer.

Files to cache during server runtime: 2

File paths and names

Example |fvrwwswelcome himl
Example |Svwwseached ™  himl
Example |fwwwricons ™ gif

® ISiteMapﬂ

Add | Remove | Move up | MMove down | Continue |

___10.Click Continue and click OK.

At this moment, you should see the directives for FRCA in your HTTP server like:

FRCAFEnableFile Cache On
FRCACacheLocalSizeLinit 2048
FRCACacheLocalFile SizeLimmt 102400
FRCACacheLocalFileRunTime SiteMap/*

Now, start the server and see how it works.
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___11.Stop and Start server.

___12.Refresh until it is started.

Next, let's prepare the web browser that will be used to access the SiteMap and
cause the FRCA cache to be used. As the Internet Explorer (IE) client likes to
cache things internally we must take some extra steps to make sure IE is clean.

__13.0n your web browser enter the URL.:
http://<i Series>: 80nn

__14.From the IE menu of options select Tools -> Internet Options. On the
General tab click Delete Files to delete all the temporary Internet files that
have been cached on the client. Click OK to confirm the delete. Click
Cancel to exit the Internet Options panel.

We will test to see if FRCA local cache is working by accessing the SiteMap in
our web application while we have a communications trace running. Since only
one communication trace can be active on the system at one time your lab
manager will manage a board controlling access to this function.

This is the symbol you will use to indicate your team is IN a restricted area.

— Comm Trace - Use the Board

You MUST use the board to wait your turn to access the Comm Trace area!

This symbol means my team is IN - and everybody else must be OUT.

OK, your server is running and waiting and your client is ready and waiting. Now,
let us start communications trace to capture the get requests and the responses
from the Apache server and the FRCA local cache.

___15.From a 5250 session start the communications trace:

STROWTRC GFABI(<CFGBI>) CFGTYPE(*LIN) MAXSTQE 2N USRDTA(* MAX)
TEXT(' Teamnn')

___16.0n your web browser client select SiteMap in the left hand nav bar.

___17.Again, from the IE menu of options select Tools -> Internet Options. On
the General tab click Delete Files to delete all the temporary Internet files

ITSO V5R2 HTTP Server (powered by Apache) Update



that have been cached on the client. Click OK to confirm the delete. Click
Cancel to exit the Internet Options panel.

___18.Again, on your web browser client select SiteMap in the left hand nav bar.

Important note!!l

The reason you must do this twice is that no matter how FRCA is
configured (either with the startup or runtime options) the first request of
the object is processed like a cache-miss. The second and subsequent
will be treated as cache-hits.

___19.From a 5250 session end the communications trace:
ENDOWNTRC CFQCBI( <OFGBI>) OFGTYPE(*LIN)
___20.And then print the communications trace:
PRTOWTRC CFQBI(<CFGBI>) COFGTYPE(*LIN) OODE(*ASA 1) FMIBCD *NO

___21.And then delete the communications trace to allow the next team to start a
new one:

DLTOWNTRC CFGOBI(<CFGABI>) COFGTYPE(*LI N)

——Comm Trace - Use the Board

You MUST use the board to leave the Comm Trace area!

This symbol means my team is OUT - let the next team that is in queue know.

Now we will examine the contents of the communications trace that was spooled
to your job.

___22.From a 5250 session enter Work with Job (WRKJOB):
wr kj ob

___23.Select option 4. Work with spooled files.

___24.Find the last spool file that will look something like this:

QPCSMPRT  GPRINT RDY 79
___25.Use 5=Display to view its contents.



Search for FRCA (F16 (Shift-F4) will repeat the find). This will show you all
the places where the FRCA local cache served the file instead of the
Apache server. Once you have found the string

SERVER APACHE 2. 0. 43( FRCA)

then page up a bit to see the correlation between the original GET request
from the web browser and the response from FRCA.

Another search might be for APACHE. This will show you all the HTTP/1.1
200 OK responses - both the ones served by Apache and those served by
FRCA local cache FOR ALL THE ACTIVE SERVERS.

Task 11: Using FRCA proxy cache
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In this exercise, you will learn how to configure the FRCA proxy cache and see
how it works. The proxy cache is one of the functions of FRCA cache and it
enables the dynamic contents to be cached. These dynamic contents can be
served by other remote servers or same iSeries server using CGl, web
application server, or some other ways. FRCA proxy cache can be used not only
for the cache but just for the proxy to pass the request to another server.

First, create a new HTTP server configuration using the information in this table.

Parameter Value

Server name PBAFRCAnNN

Server root /tcp52dnn/FRCA
Document root /tcp52dnn/FRCA/ITSOco
IP address All addresses

Port 86nn

After you created the configuration, start this server and type the following URL in
your browser to make sure it works.

http://<i Series>: 86nn
Now, let’s start FRCA proxy configuration.

The first thing to do is to enable FRCA for the port.

___ 1. Select Manage tab and make sure your server PBAFRCAnNN is selected in
the Server box and Global configuration is selected in the Server area
box.

2. Click General Server Configuration on the left pane.

3. Under Server IP address and ports to listen on, select the entry that has
port 86nn.

4. Under FRCA, select Enabled from pull down list.
5. Click Continue. And click OK.

Next, you will enable proxy cache function and specify what request you want to
be cached.
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6. Select Manage tab and make sure your server PBAFRCAnNN is selected in
the Server box and Global configuration is selected in the Server area
box.

7. Click FRCA on the left pane.
8. Select FRCA Reverse Proxy Cache tab.

FRCA &
General Settings | | FRCA File Cache |

FRCA Logs rFRCA Reverse Proxy Cache ]_

FECA proxy cache: [{mjEElEE

9. Select Enable from the FRCA proxy cache pull down list and specify these

parameters.
Maximum proxy cache size: 10240 (kilobytes)
Maximum proxy response size to cache: 1024 (kilobytes)

___10.Click Add under Proxy requests to remote servers and specify as follows:
(case sensitive)

Local Virtual Path /cgi-bin/MACRO1.MBR/
Remote Server URL  http://<iSeries>:80nn/cgi-bin/MACRO1.MBR/

2
Promy requests to remote servers: 2o

Local Virtual Path Remote Server URL
Example |flocalipath hffp AW mpserver. com
8 feg-bindACRO T MEBERS hitp/TSERIES HOST 80m/cg-binIACE O MEERS

By this setting, the request for CGl is passed to the specified URL. In this
task, the target server is PBABASICnn you created before.

___11.Click Continue.
___12.Click Add under Document refresh policies: and specify as:

Match URL /cgi-binflMACRO1.MBR/
Period 300 (seconds)

This parameters specify the period that the cached content expires. If zero
is specified in the Period parameter, the content is not cached and it works
just as a proxy.

___13.Click Continue. Click OK.

The directives for FRCA proxy should be seen like this in the server
configuration:

FRCAEnableProxy On

FRCAProxyCacheSizeLinit 10240

FE.CAProxvCacheEntitySizeLumat 1048576

FECAProxyvPass /cg-bm/MACROLNMBR! http: //opsl: 8000/ ¢ gi-bin MACERO1.MBRY
FRCAProxyCacheRefreshinterval /cgi-bmMACRO1.MBR/ 300

Now, start the server and see how it works.
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__14.Stop and Start Server.
__15.Refresh until it is started.
___l16.Start PBABASICnn server if it's not started.
___17.Type the URL and display the welcome page.
http://<i Series>: 86nn
This port number should be of PBAFRCAnNN.
___18.Click Products on the left and then click Product list.

Now you should see the window that is served by the CGI program.
___19.Enter WRACTIJCB command from the command line of 5250 screen.

__20.Enter 12 on the left of your HTTP server’s CGl job that shows
PGM-QZSRCGI under Function.

Work with HActiwve Jo

THHTTFP

QTMHHTTF

MHHTTP

THHTTF

THHTTFP

THHTTF
JTMHHTTP e . ’
OTMHHTTF C LB FGM RLOG

or command

___21.Watch the value of Total CPU on Work with Threads window while you click
Refresh button on your browser.

Job:

Tune

Status
TIML

You should see the CPU time won't be changed if you submit URL request using
refresh button. This shows you that the CGI program is not working because the
content is being served from the FRCA cache.

For comparison, send a CGI request directory to the server PBABASICnn and
watch the Work with Threads screen. You will see the Total CPU changes.
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Task 12: Create your own module using the Apache Portable Runtime (APR)

In this exercise, you will create a module that will add text at a start of a Web

page.
The following table shows you the HTTP server configuration you will use in this
task.

Parameter Value

Server name PBABASICnn

Server root /tcp52dnn/basicConfig

Document root /tcp52dnn/basicConfig/ITSOco

IP address All

Port 80nn

443nn (for SSL)

It will do so only within the context(s) in which we define an output filter handler.
That is, we will make use of the very same way that all Apache directives can
inherent and/or override the settings of directives found above this context. This,
in effect, gives us private storage for our module. One per directory context.

The features of the module you will create are presented here.

Feature How is it defined or used
DocumentRoot /tcp52dnn/basicConfig/ITSOco
HeaderFilter active in context <Directory /tcp52dnn/basicConfig/ITSOco/People>

Define the text that will be added to | HeaderText “<center><B><i>Listen to all the
just before the start of the <html> people</i></B></center>"

tag with all pages sent from within
the active context.

Cause the header_module module LoadModule header_module
to be loaded /QSYS.LIB/TCP52Lnn.LIB/IMOD_HEADER.SRVP
GM
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What you are going to is described in this figure.

Compile & create Service program:
APR libraries T ™| MoD HEADER

Source code:
mod_header.c

HTTP server configuration file: APACHENN

¥
LoadModule header_module /QSYS LIBTCPS2Lnn LIBAWOD _HEADER SRVFGM

=[irectory fitsofitso 1 2itsoca’people >
HeaderText "<center><E=><i=\elcome ta aur home page l=fi==/B></center>"
=/Directary>

Now, let’s get started.

The first thing to do is to write the source code for your module. In this lab, the C
language source code is provided for you. This source code can be found in:

Library TCP52Lnn
Source file QCSRC
Member MOD_HEADER

Next, you have to create a source code that exports the service program. In this
lab, this source code is also provided and can be found in:

Library TCP52Lnn
Source file QSRVSRC
Member MOD_HEADER

which contains:

STRPGVEXP PGWVLVL(* QURRENT)
EXPCRT SYMBCL( " header _nodul ")
ENDPQVEXP

Let us start by compiling the C language source code and creating the service
program. We have written a small CL program for you to save time.

Library TCP52Lnn
Source file QCLSRC
Member CRTMODHDR

This CL program contains:

PQVI
MONVBG GPFO000
CRTOMD  MCDULE( TCP52Lnn/ MOD HEADER) +
SRCSTMR(' / QBYS. LI B/ TGPS2Lnn. LI B/ QCSRC. FI LE/ +
MCD HEADER MBR ) DEFI NE(AS400) +
LOCALETYPE(*LOCALE) +
I NCDI R(" / Q@ BM PRCDDATA/ HTTPA' | NCLUDE )
CRTSRVPGM  SRVPGM TCP52Lnn/ MOD HEADER) +
MCDULE( TGPS2Lnn/ MCD_HEADER) +
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EXPORT( * SRCFI LE) +
SROFI LE( TOPS2Lnn/ GBRVSRO)  +
SROMBR MOD_HEADER)  +
BNDSRVPG CHTTPSVR (ZSRAPR +
HTTPSVR (ZSROCRE. CHTTPSVR' ZSRXMLP +
QHTTPSVR (ZSRSDBV)
ENDPGM
1. Edit the CRTMODHDR CL program to replace all the 'nn’s with your team
number. Make sure you are in your TCP52Lnn library!

2. Compile the CRTMODHDR CL program.
3. Run the CRTMODHDR CL program:
CALL PGM TCP52Lnn/ CRTMODHDR)

Please

Make sure the compile of the service program was sucessful by
examining your job log.

Next, you will edit your HTTP server configuration file to activate the module now
created.

4. Click Manage tab and select your configuration file PBABASICnn from the
Server pull down list.

5. Click Edit Configuration File on the left pane.

6. Add the LoadModule directive as below. This causes the module
header_module to be loaded by the HTTP Server (powered by Apache) at
server start up time.

LoadMbdul e header _nodul e / QSYS. LI B/ TGP52Lnn. LI B MOD_HEADER SRVPGM

7. Add the directives for this module to be executed within the Directory
context <Directory /tcp52dnn/basicConfig/ITSOco/People> like:

<O rectory /tcp52dnn/ basi cConfi g/ | TSQzo/ Peopl e>
Header Text "<center><B><i >Listen to all the peopl e</i></B></cent er>"
</Drectory>

HeaderText is a directive that defines the HTML text that will be added to
the start of any HTML page within this context.

Now you can see how it works.

___ 8. Stop and Start Server.

9. Refresh until it is started.

___10.Type the URL and display the welcome page.
http://<i Series>: 80nn

___11.Click People on the left and input your user ID and password.

Then, you will see the People page and notice some words added on the top.



Listen to all the peaple

People Overview

Include brief biographies about key department contacts, in addition to a basic
directory of the current employees. Eesize, move, add or delete thiz and other
page elements to accommedate your nformation needs.

Main Contacts Employees

Prowide mformation about how to Tlse the data list below to link to
contact key people. Resize, move, stacked pages. Resize, move, add or
add or delete this and other page delete this and other page elements to
elements to accommodate your accommodate your mformation needs.

wformation needs.

First Mame Last Mame
Contact Mame

Department MName » First Mame Last Mame
Email: name(@ecomp any.com

Phone: (000) 555-1234

Fax: (000) 555-1235

— |E client warning
Internet Explorer really likes to cache pages. If your "Listen to all the people"
message does not show up clear the IE cache:

Tools -> Internet Options... On the General tab, click Delete Files... Then
click OK to delete all the files and Cancel to exit the Internet Options.
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Lab 3. Configuration Files

After many of the lab exercises you will have made a number of changes to the
configuration file for your web site. If something does not work the way you
expect it to, you may look to these configuration files to possibly find the problem
and how to fix it.

End Task 2 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Create your HTTP Server (powered by Apache)” on page 5.

HITP server: PBABASI Q00
Selected file: /tcp52d00/ basi cConfi g/ conf/ htt pd. conf

1 # Qonfiguration originally created by Apache Setup Wzard Veéd Jul 03
14: 33: 31 GQVIr+00: 00 2002

Li sten *: 8000

Docunent Root  / t cp52d00/ basi cconfi g/ i t soco

Server Root /tcp52d00/ basi cconfi g

Defaul t Type text/plain

otions -ExecOd - Fol | owSynbi nks - Synii nksl f Oaner Mat ch - I ncl udes
- I ncl udesNoExec -1 ndexes - Mil ti Vi ens

7 ErrorLog | ogs/error_| og

8 LogLevel \érn

9 D rectoryl ndex i ndex. ht m

10 LogFormat "% % % 9% \"%\" %s % \"%RReferer}i\" \"%User-Agent}i\""
conbi ned

11 LogFor mat "% Cooki e}n \"%\" %" cookie

12 LogFor mat "% User-agent}i" agent

13 LogFormat "% Referer}i -> %J' referer

14 LogFormat "% % % % \"%\" %s %" comon

15 Qust onLog | ogs/ access_| og conbi ned

16 SetEnvlf "UWser-Agent" "Mzilla/2" nokeepal ive

17 Set Envlf "UWser-Agent" "JDK/ 1\.0" force-response-1.0

18 Set Envlf "UWser-Agent" "Java/1\.0" force-response-1.0

19 SetEnvlf "User-Agent" "Real M ayer 4\.0" force-response-1.0
20 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" nokeepal i ve

21 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" force-response-1.0

22 <Drectory />

23 Q der Deny, Al ow

24 Deny Fromall

25 </Drectory>

26 <O rectory /tcp52d00/ basi cconfi g/itsoco>

27 Qder Al ow Deny

28 Alow Fromall

29 </D rectory>

OOk WN

End Task 4 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Problem Determination” on page 10.

HITP server: PDBPCOO
Selected file: / t cp52d00/ pd/ conf / ht t pd. conf

1 # Gonfiguration originally created by Apache Setup Wzard Mon Apr 01
20: 30: 01 @QvIr+00: 00 2002
2 Li sten *: 8100



3 Docunent Root  / t cp52d00/ pd/ | TSCco

4 otions -ExecOd - Fol | owSynbi nks - Synii nksl f Oaner Mat ch - I ncl udes

- I ncl udesNoExec - | ndexes

5 ErrorLog | ogs/ basic_error_| og

6 AccessFi | eNane . ht access

7 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%UWser-Agent}i\""
conbi ned

8 LogFormat "% Cooki e}n \"%\" %" cookie

9 LogFormat "% User-agent}i" agent

10 LogFormat "% Referer}i -> W' referer

11 LogFormat "% % % % \"%\" %s %" comon

12 Qust onLog | ogs/ access_| og conbi ned

13 Browser Mat ch "Myzi |l a/ 2" nokeepal i ve

14 Browser Mat ch "JDK/ 1\. 0" force-response- 1.0

15 Browser Mat ch "Java/ 1\. 0" force-response-1.0

16 Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0

17 Browser Mat ch "MBI E 4\. 0b2; " nokeepal i ve force-response-1.0

18 I ndexQpti ons -Descripti onWdt h - Fancyl ndexi ng - Fol dersFirst -Iconkei ght
-l consAreLinks -1conWdth -IgnoreQient -NanmeWdth - NaneM nWdt h
-ScanHTM.Titl es -Sel ectiveD rAccess - ShowOaner - SuppressCol utmmSorti ng

- Suppr essDescri ption - Suppr essHTM.Pr eanbl e - Suppr essl con - Suppr essLast Mdi fi ed
- Suppr essRul es - SuppressS ze - TrackMdi fi ed - Versi onSort

19 D rect oryl ndex i ndex. ht m

20 <Drectory />

21 deny fromall

22 </Drectory>

23 <O rectory /tcp52d00/ pd/ | TSGco>

24 order Al ow Deny

25 allow fromall

26 </Drectory>

End Task 5 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Enable CGI Programs and Net.Data” on page 16.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBABASI Q00
Selected file: / t cp52d00/ basi cConfi g/ conf/ ht t pd. conf

1 # Configuration originally created by Apache Setup Wzard Tue Apr 02
23:37: 47 QVI+00: 00 2002

2 Listen *:8000

3 Docunent Root /tcp52d00/ basi cConfi g/ | TSCco

4 otions -ExecQd -Fol | owSynki nks - Synii nksl f Oaner Mat ch -1 ncl udes

-1 ncl udesNbExec -1 ndexes -Mil tiVi ews

5 ErorlLog | ogs/basic_error_| og

6 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%lser-Agent}i\""
conbi ned

7 LogFormat "% Cookie}n \"%\" %" cookie

8 LogFormat "% User-agent}i" agent

9 LogFornat "%Referer}i -> %J' referer

10 LogFornat "% % % % \"%\" %s %" common

11 Qustomiog | ogs/ access_| og conbi ned

12 Browser Match "Mzill a/ 2" nokeepal i ve

13 Browser Match "JDK/ 1\. 0" force-response-1.0

14 Browser Match "Java/ 1\. 0" force-response-1.0
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15 Browser Match "Real Pl ayer 4\.0" force-response-1.0

16 Browser Match "Ml E 4\.0b2; " nokeepal i ve force-response-1.0
17 ScriptAias /cgi-bin/ /QBYS LI B/ TCPS2LNVAST. LI B/ DB2VWWV PGV
18 <Drectory />

19 deny fromall

20 </Drectory>

21 <Directory /tcp52d00/ basi cConfi g/ | TSCco>

22 order Al ow, Deny

23 allowfromall

24 </Directory>

25 <Directory /(BYS. LI Bf TGPS52LNAST. LI B/ >

26 Qder Al ow Deny

27 Alowfromall

28 ot i ons +Execd

29 </Drectory>

End Task 6 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Using Basic Authentication to protect a directory” on page 20.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

1 # Gonfiguration originally created by Apache Setup Wzard Veéd Jul 03
14: 33: 31 GQVI+00: 00 2002

ScriptAias /cgi-bin/ /QBYS LI B/ TOPS2LNAST. LI B/ DB2VWWV PGV
Li sten *: 8000

Docunent Root  / t cp52d00/ basi cconfi g/ i t soco

Server Root /tcp52d00/ basi cconfi g

6 otions -ExecOd - Fol | owSynbi nks - Synii nksl f Oaner Mat ch - I ncl udes
- I ncl udesNoExec -1 ndexes - Mil ti Vi ens

7 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%UWser-Agent}i\""
conbi ned

8 LogFormat "% Cooki e}n \"%\" %" cookie

9 LogFormat "% User-agent}i" agent

10 LogFormat "% Referer}i -> %J' referer

11 LogFormat "% % % % \"%\" %s %" comon

12 Qust onLog | ogs/ access_| og conbi ned

13 SetEnvlf "UWser-Agent" "Mzilla/2" nokeepal ive

14 Set Envl f "UWser-Agent" "JDK/ 1\.0" force-response-1.0

15 Set Envl f "UWser-Agent" "Java/1\.0" force-response-1.0

16 Set Envlf "UWser-Agent" "Real M ayer 4\.0" force-response-1.0
17 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" nokeepal i ve

18 SetEnvlf "UWser-Agent" "MBI E 4\.0b2;" force-response-1.0

19 <Orectory />

20 Q der Deny, Al ow

21 Deny Fromall

22 </Drectory>

23 <O rectory /tcp52d00/ basi cconfi g/itsoco>

24 QO der Al ow Deny

25 Alow Fromal |

26 </D rectory>

27 <D rectory /QBYS. LI Bf TOPS2LMAST. LI B >

28 Qder Al ow Deny

29 Alow Fromal |

30 otions +Execd
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31 </Drectory>
32 <O rectory /tcp52d00/ basi cconfi g/ itsoco/ peopl e>

33 PasswdFi | e 98GYSTEMASL
34 Wser | D 98411 ENT98%

35 Aut hType Basi ¢

36 Aut hNane 0s400user

37 Requi re vali d-user

38 </Drectory>

End Task 7 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Configure Name based virtual host” on page 23.

HITP server: PBAVHCSETOO
Selected file: /t cp52d00/ vi rt ual host / conf/ ht t pd. conf

1 # onfiguration originally created by Apache Setup Wzard Véd Jul 03
19: 15: 25 @QVIr+00: 00 2002

2 Li sten <l Paddr >: 8200

3 Docunent Root /t cp52d00/ vi rt ual host / docs

4 Server Root /tcp52d00/ vi rt ual host

5 Qotions -ExecQd -Fol | owSynii nks - Synii nksl f Oaner Mat ch - I ncl udes
-1 ncl udesNbExec -1 ndexes -Mil tiVi ews

6 NaneVi rt ual Host <l Paddr >: 8200

7 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%Wser-Agent}i\""
conbi ned

8 LogFormat "% Cooki e}n \"%\" %" cookie

9 LogFormat "% User-agent}i" agent

10 LogFormat "% Referer}i -> W' referer

11 LogFormat "% % % % \"%\" %s %" comon

12 Qust onLog | ogs/ access_| og conbi ned

13 SetEnvlf "UWser-Agent" "Mgzilla/2" nokeepal ive

14 SetEnvlf "UWser-Agent" "JDK/ 1\.0" force-response-1.0

15 SetEnvlf "UWser-Agent" "Java/1\.0" force-response-1.0

16 SetEnvlf "UWser-Agent" "Real A ayer 4\.0" force-response-1.0

17 SetEnvlf "UWser-Agent” "Ml E 4\.0b2;" nokeepal i ve

18 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" force-response-1.0

19 <Drectory />

20 Q der Deny, Al l ow

21 Deny Fromall

22 </Drectory>

23 <D rectory /tcp52d00/ vi rt ual host / docs>

24 Qder Al ow Deny

25 Alow Fromall

26 </Drectory>

27 <M rtual Host <l Paddr >: 8200>

28 Server Nare <i Series>

29 Docunent Root /t cp52d00/ vi rt ual host/ i t socoa
30 <D rectory /tcp52d00/ virtual host/itsocoa>
31 QO der Al ow Deny

32 Alow Fromal |

33 </Drectory>

34 </ Vi rtual Host >
35 <M rtual Host <I Paddr >: 8200>

36 Server Nane <i Series>b
37 Docunent Root /t cp52d00/ vi rt ual host /i t socob
38 <D rectory /tcp52d00/ virtual host/it socob>
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39 QO der Al ow Deny
40 Alow Fromall
41 </Drectory>

42 </ M rtual Host >

End Task 8 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Secure Your Web Site Using SSL/TLS” on page 28.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBABASI Q00
Selected file: / t cp52d00/ basi cconfi g/ conf/ ht t pd. conf

1 # Qonfiguration originally created by Apache Setup Wzard Véd Jul 03
14: 33: 31 GVI+00: 00 2002

LoadMbdul e i bm ssl _nmodul e / QBYS. LI Bf (HTTPSVR LI B/ (ZSRVSSL. SR/PGM
ScriptAias /cgi-bin/ /QBYS LI B TOPS2LNVAST. LI B/ DB2VWWV PGV

Li sten *: 8000

Li sten *: 44300

Docunent Root  / t cp52d00/ basi cconfi g/ i t soco

Server Root /tcp52d00/ basi cconfi g

8 Qotions -ExecQd - Fol | owSynii nks - Synii nksl f Oaner Mat ch - I ncl udes
- I ncl udesNoExec - | ndexes

9 AccessFi | eNane . ht access

10 LogFormat "% % % 9% \"%\" %s % \"%Referer}i\" \"%User-Agent}i\""
conbi ned

11 LogFormat "% Cooki e}n \"%\" %" cookie

12 LogFormat "% User-agent}i" agent

13 LogFormat "% Referer}i -> W' referer

14 LogFormat "% % % % \"%\" %s %" comon

15 Qust onLog | ogs/ access_| og conbi ned

16 SetEnvlf "UWser-Agent" "Mzilla/2" nokeepal ive

17 SetEnvlf "UWser-Agent" "JDK/ 1\.0" force-response-1.0

18 SetEnvlf "UWser-Agent" "Java/1\.0" force-response-1.0

19 SetEnvlf "UWser-Agent" "Real A ayer 4\.0" force-response-1.0

20 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" nokeepal i ve

21 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" force-response-1.0

22 D rect oryl ndex i ndex. ht m

23 <Drectory />

24 Q der Deny, Al l ow

25 Deny Fromall

26 </Drectory>

27 <O rectory /tcp52d00/ basi cconfi g/itsoco>

28 Qder Al ow Deny

29 Alow Fromall

30 </Drectory>

31 <O rectory /QBYS. LI B/ TOPS2LMAST. LI B >

~NOoO O~ WNN

32 Qder Al ow Deny
33 Alow Fromall
34 ot i ons +Execd

35 </D rectory>
36 <D rectory /tcp52d00/ basi cconfi g/ itsoco/ peopl e>

37 PasswdFi | e 98&GYSTEMA6
38 User | D %8611 ENT%%
39 Aut hType Basic

40 Aut hNane 0s400user



41 Requi re val i d-user
42 </Directory>
43 <M rtual Host *:44300>

44 SSLEnabl e
45 SSLAppNae Q BV HTTP_SERVER PRABASI Q00
46 SSLd i ent Auth None

47 </Virtual Host >

End Task 9 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Using ASF Tomcat (in-process)” on page 33.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBATMO NOO
Selected file: /t cp52d00/ asft ontat i n/ conf/ ht t pd. conf

1 # Gonfiguration originally created by Apache Setup Wzard Veéd Jul 03
20: 08: 17 QvIr+00: 00 2002

LoadMbdul e j k_modul e / QSYS. LI B/ CHTTPSWR LI B/ ZTCIK. SRVPGM

Li sten *: 8300

Docunent Root  /t cp52d00/ asft ontat i n/ ht docs

Server Root /tcp52d00/ asftontatin

otions -ExecOd -Fol | owSynbi nks - Synii nksl f Oaner Mat ch - I ncl udes
- I ncl udesNoExec -1 ndexes -Mil ti Vi ens

7 Hot Backup Cf f

8 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%Wser-Agent}i\""
conbi ned

9 LogFormat "% Cooki e}n \"%\" %" cookie

10 LogFor mat "% User-agent}i" agent

11 LogFormat "% Referer}i -> %J' referer

12 LogFormat "% % % % \"%\" %s %" comon

13 Qust onLog | ogs/ access_| og conbi ned

14 SetEnvlf "UWser-Agent" "Mzilla/2" nokeepal ive

15 Set Envl f "UWser-Agent" "JDK/ 1\.0" force-response-1.0

16 Set Envlf "UWser-Agent" "Java/1\.0" force-response-1.0

17 SetEnvlf "UWser-Agent" "Real M ayer 4\.0" force-response-1.0
18 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" nokeepal i ve

19 SetEnvlf "UWser-Agent" "Ml E 4\.0b2;" force-response-1.0

20 JkVWr ker sFi |l e /tcp52d00/ asf t ontat i n/ conf/wor kers. properties
21 JkLogFi | e /tcp52d00/ asftontatin/l ogs/jk. | og

22 JkLogLevel Eror

23 JkMount /appl/* i nprocess

24 JkMount /servl et/* inprocess

25 <Orectory />

26 Q der Deny, Al ow

27 Deny Fromall

28 </Drectory>

29 <D rectory /tcp52d00/ asftontati n/ ht docs>

30 Qder Al ow Deny

31 Alow Fromal |

32 </Drectory>
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End Task 10 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Using FRCA local file cache” on page 35.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBABASI Q00
Selected file: / t cp52d00/ basi cConfi g/ conf/ ht t pd. conf

1 # Configuration originally created by Apache Setup Wzard Tue Apr 02
23: 37: 47 QVIr+00: 00 2002

LoadMbdul e i bmssl _nodul e / QBYS. LI Bf GHTTPSVR LI B/ (ZSRVSSL. SRVPGV
Li sten *: 8000 FRCA

Li sten *: 44300

Docunent Root /t cp52d00/ basi cConfi g/ | TSCco

6 ptions -ExecO3d -Fol | owSynii nks - Synbi nksl f Oaner Mat ch -1 ncl udes
- I ncl udesNoExec -1 ndexes -Mil ti Vi ens

7 ErorLog | ogs/basic_error_| og

8 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%User-Agent}i\""
conbi ned

9 LogFornat "% Cookie}n \"%\" %" cookie

10 LogFormat "% User-agent}i " agent

11 LogFormat "% Referer}i -> %' referer

12 LogFormat "% % % % \"%\" %s %" common

13 Qustoniog | ogs/ access_| og conbi ned

14 Browser Match "Mzill a/ 2" nokeepal i ve

15 Browser Match "JDK/ 1\.0" force-response-1.0

16 Browser Match "Java/ 1\. 0" force-response-1.0

17 Browser Match "Real Pl ayer 4\.0" force-response-1.0

18 Browser Match "Ml E 4\.0b2; " nokeepal i ve force-response-1.0
19 ScriptAias /cgi-bin/ /QBYS LI B TCPS52LNVAST. LI B/ DB2WW PGV
20 FRCAEnabl eFi | eCache On

21 FRCACachelocal S zeLi mt 2048

22 FRCACachelLocal Fi | eS zeLimt 102400

23 FRCACachelLocal Fi | eRunTi ne St eMap/ *

25 <Drectory />

26 deny fromall

27 </Drectory>

28 <Directory /tcp52d00/ basi cConfi g/ | TSCco>

29 order Al ow, Deny

30 allowfromall

31 </Drectory>

32 <Drectory /(BYS. LI Bl TCPS52LNAST. LI B/ >

33 Qder Al ow Deny

34 Alowfromall

35 oti ons +Execd

36 </Drectory>

37 <Drectory /tcp52d00/ basi cConfi g/ | TSCco/ Peopl e>

38 PasswdFi | e 98GYSTEMASS

39 User | d 98€LI ENT98%

40 Aut hType Basi c

41 Aut hNane C3400user

42 Requi re val i d- user

43 </Directory>

44 <M rtual Host *:44300>

45 SS_AppNane Q@ BV HTTP_SERVER PBABAS (00

46 SSLEnabl e

abwdN
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47 SSL.CacheD sabl e
48 </ M rtual Host >

End Task 11 Configuration File
Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Using FRCA proxy cache” on page 40.

Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBAFRCADO
Selected file: / t cp52d00/ FRCA conf/ htt pd. conf

1 # Configuration originally created by Apache Setup Wzard Véd Apr 03
16: 55: 57 GQVII+00: 00 2002

2 Listen *:8500 FRCA

3 Docunent Root /tcp52d00/ FRCA/ | TSCzo

4 ptions -ExecQd -Fol |l owSynii nks - Synii nksl f Oaner Mat ch -1 ncl udes

-1 ncl udesNoExec -1 ndexes -Mil ti Vi ews

5 ErorlLog | ogs/basic_error_| og

6 AccessFi | eNane . htaccess

7 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"%lser-Agent}i\""
conbi ned

8 LogFornat "% Cookie}n \"%\" %" cookie

9 LogFormat "% User-agent}i" agent

10 LogFormat "% Referer}i -> %J' referer

11 LogFormat "% % % % \"%\" %s %" common

12 Qustomiog | ogs/ access_| og conbi ned

13 Browser Match "Mzill a/ 2" nokeepal i ve

14 Browser Match "JDK/ 1\.0" force-response-1.0

15 Browser Match "Java/ 1\. 0" force-response- 1.0

16 Browser Match "Real Pl ayer 4\.0" force-response-1.0

17 Browser Match "M E 4\.0b2;" nokeepal i ve force-response-1.0

18 Directoryl ndex index. htm

19 I ndexQptions -Descri ptionWdth -Fancyl ndexi ng - Fol dersFirst -1 conkei ght
-l consAreLinks -1conWdth -IgnoreQient -NanmeWdth - NaneM nWdt h
-ScanHTM.Titl es -Sel ectiveD rAccess - ShowOaner - SuppressCol utmSorti ng

- Suppr essDescri ption - Suppr essHTM.Pr eanbl e - Suppr essl con - Suppr essLast Mdi fi ed
- Suppr essRul es - SuppressS ze - TrackMdi fi ed - Versi onSort

20 FRCAEnabl eProxy On

21 FRCAProxyCacheS zeLi mt 10240

22 FRCAProxyCacheEntityS zeLinit 1048576

23 FRCAPr oxyPass /cgi - bi n/ MACROL. MBR/

http://as20.itsoroch.i bmcom 8000/ cgi - bi n/ MACROL. MBR

24 FRCAPr oxyCacheRef reshl nterval /cgi-bi n/ MA\GRQ MBR' 300

25 <Drectory />

26 deny fromall

27 </Drectory>

28 <Directory /tcp52d00/ FRCA | TSCco>

39 order Al ow, Deny

30 allowfromall

31 </Drectory>

End Task 12 Configuration File

Here is a sample configuration file for Team 00. This 'snap shot’ was taken at the
end of “Create your own module using the Apache Portable Runtime (APR)” on
page 43.
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Note: The important items that are new or changed from the previous
configuration 'snap shot’ have been highlighted.

HITP server: PBABASI Q00
Selected file: / t cp52d00/ basi cConfi g/ conf/ ht t pd. conf

1 # Configuration originally created by Apache Setup Wzard Tue Apr 02
23: 37: 47 QVIr+00: 00 2002

LoadMbdul e i bm ssl _nodul e / QBYS. LI Bf GHTTPSVR LI B/ (ZSRVSSL. SRVPGV
LoadMbdul e header _nodul e / @SYS. LI B/ TGP52L00. LI B MOD_ HEADER SRVPGM
Li sten *: 8000 FRCA

Li sten *: 44300

Docunent Root /t cp52d00/ basi cConfi g/ | TSCco

ptions - ExecOd - Fol | owSynbi nks - Synii nksl f Oaner Mat ch - I ncl udes

- I ncl udesNoExec -1 ndexes -Mil ti Vi ens

8 FErorLog | ogs/basic_error_| og

9 AccessFil eNane . ht access

10 LogFormat "% % % % \"%\" %s % \"%Referer}i\" \"% User-Agent}i\""
conbi ned

11 LogFormat "% Cookie}n \"%\" %" cooki e

12 LogFormat "% User-agent}i" agent

13 LogFormat "% Referer}i -> %' referer

14 LogFormat "% % % % \"%\" %s %" common

15 Qustoniog | ogs/ access_| og conbi ned

16 Browser Match "Mzill a/ 2" nokeepal i ve

17 Browser Match "JDK/ 1\.0" force-response-1.0

18 Browser Match "Java/ 1\. 0" force-response-1.0

19 Browser Match "Real Pl ayer 4\.0" force-response-1.0

20 BrowserMatch "Ml E 4\. 0b2; " nokeepal i ve force-response-1.0

21 <criptAias /cgi-bin/ /QBYS LI B TOPS2LNAST. LI B/ DB2WWY PGV

22 Drectorylndex index. ht m

23 I ndexQpti ons -Descri pti onWdt h - Fancyl ndexi ng - Fol dersFirst -1 conHei ght
-l consAreLinks -1conWdth -IgnoreQient -NameWdth - NaneM nWdt h
-ScanHTM.Titl es -Sel ectiveD rAccess - ShowOaner - SuppressCol umSorti ng
- Suppr essDescri ption - Suppr essHTM.Pr eanbl e - Suppr essl con - Suppr essLast Mdi fi ed
- Suppr essRul es - Suppr essS ze - TrackModi fi ed - Ver si onSort

24 FRCAEnabl eFi | eCache On

25 FRCACachelocal S zeLi mt 2048

26 FRCACachelLocal Fil eS zeLinit 102400

27 FRCACachelLocal Fil eStart W /tcp52d00/ basi cConfi g/ | TSCco/ Peopl e/ *

28 FRCACacheLocal Fi | eRunTi ne /t cp52d00/ basi cConfi g/ | TSQco/ Peopl e/ Enpl oyees/ *
29 <Drectory />

30 deny fromall

31 </Drectory>

32 <Directory /tcp52d00/ basi cConfi g/ | TSCco>

33 order Al ow, Deny

34 allowfromall

35 </Drectory>

36 <Directory /@BYS. LI Bf TOPS52LMAST. LI B/ >

37 Qder Al ow Deny

38 Alowfromall

39 ot i ons +Execd

40 </Directory>

41 <D rectory /tcp52d00/ basi cConfi g/ | TSQco/ Peopl e>

42 PasswdFi | e 9%8GYSTEMAL

43 User | d 98€LI ENT98%

44 Aut hType Basic

45 Aut hNane C5400user
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46 Requi re val i d- user

48 Header Text "<center><B><i >Listen to all the peopl e</i></B></center>"
49 </Directory>

50 <M rtual Host *:44300>

51 SSLAppNane @ BM HTTP_SERVER PBABAS| Q00

52 SSLEnabl e

53 SSL.CacheD sabl e

54 </Virtual Host >
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