bm.com [ Symantec Enterprise Firewall for the IBM
@ eServer iSeries running Linux

e-business

=3

ITSO i1Series Technical Forum

Yessong Johng '

Redbooks

International Technical Support Organization
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[Disclaimer Jg\b@

Information is provided "AS IS" without warranty of any kind.
Mention or reference to non-IBM products is for informational
purposes only and does not constitute an endorsement of

such products by IBM.

This presentation contains IBM plans and directions. Such
plans are subject to change without notice.

This presentation is for pre-GA product of Symantec
Enterprise Firewall for iSeries running Linux V7.0.3. The actual
Implementation of the product can be different from what are
covered here.

© 2003 IBM Corporation
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Objectives

Learn SEF for iSeries of its:
= Features and terminology
= [nstallation
= Basic setup
= Configuration
= Administration

SEF for iSeries is used for Symantec Enterprise
Firewall for 1Series running Linux throughout this
presentation.

© 2003 IBM Corporation
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{Why SEF for iSeries?

Manageability

= Consolidating SEF to run on iSeries Linux
¥ Reduces the number of machines to administer and eases manageability

Reliability
= iSeries provides an extremely reliable hardware platform for the firewall

v iSeries has hardware redundancy
multiple power supplies
uses RAID to protect data on disk drives

Backup and Recovery

= Combined backup and recovery features
v SEF for iSeries uses NWSD storage space for storage
This storage space is saved when the iSeries is saved providing a complete backup
of your firewall
v SEF for iSeries also has its own backup and recovery functionality that backs
up the firewall configuration

© 2003 IBM Corporation
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[Why SEF for iSeries? (cont.)

Performance
= |Series LPAR provides dynamic resource allocation

Cost

= Consolidating SEF onto iSeries Linux
v Eliminates the extra cost involved of purchasing additional hardware and
software licenses

High Speed Communication

= |Series provides virtual LAN communication between partitions

v Allowing extremely high speed communication SEF and other partitions
including OS/400 partitions

© 2003 IBM Corporation
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Topology 1

Symantec Enterprise Firewall with an Intranet

LPAR1 LPAR2 . LPAR3 :
0S/400 Symantec ¢ OS/400 or Linux 3
Enterprise + (1 or more LPARS)
Firewall : '
Firewall
A Y A A
Virtual LAN \ Virtual LAN

to Intraiet/

5

© 2003 IBM Corporation
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Topology 2

SEF with an Intranet and a virtual LAN perimeter

network

LPARL { LPAR2 |  LPARS3 | LPARM
0S/400 i Symantec ; 0S/400 5 Linux

{  Enterprise + (1 or more LPARS)

: Firewall i
DB ; _ 5 HTTP i Apache

: '/Ffvi‘ ¢ WebSphere :

) I Y S W \ L)
Virtual LAN v o Vel LAN

:E E perimeter network

to Iny
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Topology 3

SEF with an Intranet and with a perimeter network

[
L

LPAR1 LPAR2 LPAR3
0S/400 Symantec ; 0S/400
Enterprise * (1 or more LPARS)
Firewall

DB _ HTTP
'/F'Le."ﬂ‘ WebSphere

A A [ A A
Virual LAN J Virtual LAN

to my

. e
[ B[ &

Perimeter Network

© 2003 IBM Corporation
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{SEF for iSeries Features

SEF for iSeries Is a comprehensive hybrid firewall
= That is designed to provide secure and fast communications
= Employing all three firewall types with features include:

v

v with many built in
and a generic service proxy called the Generic Service Passer
(GSP)

v Built in

v and address hiding

v Supports user with S/Key, SecurlD, RADIUS,

Defender, TACACS+, and OOBA
v Protection from denial of service ( ) attacks

© 2003 IBM Corporation
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{SEF for iSeries Features (cont.)

v Detalled logging facilities such as session duration, full URLS,
user names and authentication methods

v Notification based on user defined events

v Diagnostic tools

v Web content filtering available with purchase of a license
v GUI configuration and easy to use setup wizards

v Remote management with the Symantec Raptor Management
Console (SRMC)

v Easy installation from CD
v

v Supports 10/100MB iSeries ethernet adapters (2838 and 2849)
and iSeries virtual LAN

© 2003 IBM Corporation
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SRMC

Symantec Raptor Management Console (SRMC)
= The graphical user interface to configure SEF

= Supported on Windows NT4.0 / Windows 2000

m rmc?5 - [Console RoothSymantec Enterprise Management'Symantec Raptor Managen

Jkﬁ] Console  Window  Help

=101 %]

i)

D= W || -8

|J Action  Miew  Favorites |J = = | | | ® |J L e BT E®

Tree I Favorites I

[ Console Root
= '} Syrmantec Enterprise Management
= 4§> Symantec Rapkar Management Cor
El-4 _i_,. firewall {Connected)
= {:l Base Components
----- } Routes
----- Remote Management P
----- % DMS Records

----- 1| Suthentications
Tirnes

&% Protocols

..... Gateway Services

"L Filters
B Access Conkrols

- Conkent Profiles
----- ﬂ Redirected Services
----- 3 f maT Pocls

— % Address TransForms
H323 aliases

Prowy Services
-2 Monitoring Controls

| | H©

Configuring your Symantec System

® @ v m

QuicksStart SMTP Wizard Symantec Disconnect from
Enterprise Firewall firewall
for iSeries Setup

|D0ne

© 2003 IBM Corporation
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{Features and Terminology

Network Entities

= The objects composing your network
v Host
v Subnet

v Domain
v Group: An entity combined hosts or subnets into one network entity

Protocols

= The protocols the requested services use
v SEF provided protocols: HTTP*, TELNET?, ......

v User defined protocols:
Base protocol: IP, TCP, UDP, or ICMP
Source and Destination port range: in the case of base protocol TCP

Protocol number: in the case of IP
Message type: in the case of ICMP

© 2003 IBM Corporation
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{Features and Terminology

Filters

= Provide packet filtering

v Allow/Deny protocol (service)
From Network entity A

To Network entity B
= Applied to inbound or outbound traffic on an interface

= Only one filter can be applied to a direction for an interface
= No application level checks are performed
= No user authentication is possible

© 2003 IBM Corporation
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{Features and Terminology

Rules

= Provide full application level checks with stateful inspection

v Allow/Deny protocol (service) between Network entities
Coming in / out Network interfaces
Allows user authentication
Time restraints

= Application level checks on all packets
= More secure than filters
= Easier to configure

© 2003 IBM Corporation
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{Features and Terminology J@@

Network address translation

v Used to change the destination IP address of incoming packets
v Allow a server with a private (non-routable) IP address to be publicly

accessible
Example: Redirect HTTP from 208.222.150.17 to 10.1.1.17

virtual address:

208.222.150

WEb 10.1.1.17 SEF
Server e 10111 208.222.150.1

© 2003 IBM Corporation
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[Features and Terminology

Network address translation

v Sets of IP address

v SEF can use address transforms to replace client IP addresses with IP

addresses from a NAT pool

v Used to hide private IP addresses from the Internet

v Two types of NAT pools:
Dynamic
Static: one-to-one

10.1.1.100
—

10.1.1.200

NAT pool addresses
208.222.150.100
208.222.150.200

SEF R
208.020 150 T—\

IC

© 2003 IBM Corporation
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[Features and Terminology

Network address translation

|
v Used to change the source IP address of outgoing packets
v Has three options:
Use SEF address (default behavior)
Use original client address
Use an IP address from a NAT pool

NAT Pool address: ExternaIFHost
208.222.150.1 - rom
——— 208.222.150.17
Seryer L2417 10111 208.222.150.1

© 2003 IBM Corporation
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Features and Terminology

Application proxies for many
common services such as:

= FTP

= HTTP

= TELNET
= SMTP
= DNS

= NTP

= NNTP

= Ping

Configure from the SRMC

= CIFS

= GSPD

= NBDGRAM
= RTSP

= SQLNet

= H.32

© 2003 IBM Corporation

21



SEF for 1Series:
Planning and Installation




prz

FO3LPO3_EMEA.

Configuration Example: Big Picture

10.3.3.68 208.222.150.68

- == ==
o
SRMC Pc\‘\,\ Client PC
10.3.3. 1 H ||||| [ ]
eth0| ethl
0S/400 V5R1 SEF for Linux
Database ISeries Apache HTTP
V7.0.3 Tomcat
10.1.1.17 10.1.1.1 10.2.2.1 10.2.2.100
¢ eth2 ¢ Aeth3 :
Virtual LAN Virtual LAN .
Perimeter
- Network

© 2003 IBM Corporation
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[System Preparation

System Requirement:
= |Series 270 one-way or two-way systems
= 0S/400 V5R1 installed

= Apply the latest CUM
v Confirm the latest Linux related PTFs are applied. All Linux related PTFs can

be found at this website:
http:/lwww-912.ibm.com/supporthome.nsf/document/17403848

© 2003 IBM Corporation
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[System Preparation

System Prerequisites:

= Create a guest partition of LPAR

v Assign direct IOA resource(s) as needed
SEF supports 10/100MB iSeries ethernet adapters (2838 and 2849) only

= Create a NWSD object for SEF firewall

v IPL source : *STMF
v |PL stream file: 'lgopt/sef-v703/ppc/iseries/vmlinux’
v IPL parameters: ' ks=file:/tmp/ks.cfg'

= Create a NWSSTG object for SEF firewall

© 2003 IBM Corporation
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NWSD and NWSSTG

/ Create Network Server Desc (CRTNWSD) \

Network server description . ...: FIREWALL
Option..............: *BASIC
Resourcename ..........: *NONE
Resource type-model .......:
Network servertype .......: *GUEST
OnlineatIPL ..........: *YES
Varyonwait........... : *NOWAIT
Partition ............: FIREWALL
Codepage ............: 437
Server message queue . ......: *JOBLOG
Library ............:
Synchronize date and time ....: *NO
IPLsource . ...........: *STMF
IPL stream file ......... : 'lqopt/sef-v703/ppc/iseries/vmlinux’

IPL parameters . .........: 'ks=file:/tmp/ks.cfg'
th *BLANK /

© 2003 IBM Corporation
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NWSD and NWSSTG

/

\

Create NWS Storage Space (CRTNWSSTG)

Network server storage space ..: FIREWALL
Network server description . . . : FIREWALL
Drive............... 1

Size in megabytes . .......: 10000

Format ............. : *OPEN

Format complete . ........: No

Auxiliary storage pool . ....: 1

Text ..............: Storage space for SEF firewall

\

/

© 2003 IBM Corporation
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Place CD
in

CD-ROM

1

Start
Telnet
session

JL

Vary on
NWSD

|\

- =

SEF
install and
setup
wizard

J L

Change
NWSD

1. Place SEF installation CD in the CD-ROM
device of iSeries

= Session Baszic options for your PUTTY seszion
S Loaging — Specity your connection by hozt name or IP address——
] -‘- T:erminal Hozt Mame [or IF addrezs] Part
2. Start_ Tehjet session from a PC to port 2301 - Keyboard T A —— [230]
of any iSeries interface. - - Bell .
) .. - Window Frotocal _
2a. Select Firewall partition i " Baw * Telhet © Rlogn ¢ SSH

2b. Type DST userlD and press Enter
2c¢. Type DST password and press Enter

3. Vary on the NWSD object from a green screen
3a. Type WRKCFGSTS *NWS command
3b. Take Optl (Vary on)

4. Setup wizard starts now. Follow the instructions.
¢ Configure network interface: IPaddress / Subnet mask

¢ Define the IP address and password for an SRMC client

* Reboot

5.Change NWSD

03/400 Guest Partition Console

1: FIREWALL

2: LINUZ
Enter the console partition number:
1
FIREWALL:

Enter 027400 service tools userid:

firewall
FIREWALL: Enter 03/400 =service tools password:

FIREWALL:

Console connecting. ..

5a. Vary off the NWSD using Option 2 (Vary off) from WRKCFGSTS *NWS

5b. Change NWSD parameter as follows:
* |PL source: *NWSSTG / IPL stream file: *NONE /

IPL parameters: *NONE

© 2003 IBM Corporation
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{ Step 1. Symantec SW License Agreement }

ATMANTEC SOFTWARE LICENIE AGEEEMENT

For 3YMANTEC ENTERFRISE FIREWALL, 3TMANTEC
ENTERPRISE FIREWALL with VPHN, and 3YMANTEC
ENTERFRIZE VPN

SYMANTEC CORPORATICN AND/OE ITS SUBSIDIARIES
(3YMANTEC) IS WILLING To LICENSE THE S0FTWARE TO

Read the license and choose your option. If you select | Agree,
installation proceeds.

—
fres I-'
w
o ——

© 2003 IBM Corporation
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| Select the interface SFEMC will connect through

[ % ) ethd

<ethO>
IP;: 10.3.3.1
ask : 255.255.255.0

LPAR1

0S/400
V5R1

I } ethi [wirtual)

Configure ethl interface

2a. Choose the interface the SRMC
connects to.

IP address:

Netmask: ey e e S

Mext hop:

2b. Enter IP address and
subnet mask of that interface.

© 2003 IBM Corporation
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{Step 3: Config SRMC Network Interface }

IP: 10.3.3.68
Mask : 255.255.255.0

<ethO>
LPARL |LPARZ | |p. 10331

0S/400 |Symanted Mask : 255.255.255.0
V5R1 | Firewall

| Enter the 3EMC IP address and password |

SBRMC IP address: 10.3.3.68
:-::I FI III I: FI Ias 3 TIT I:I r I:1 :

I: ) rlf l - EI 1:!. III I: I:I B I:l |

E

Enter IP address and password of the SRMC client.

© 2003 IBM Corporation
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Step 4: Set Password

| Zet the root password for this system |

r I:I I:I t FI Ias 3 TIT I:I r I:l :

4a.Set the root password for Linux (RedHat).

Confirm root password: EEREELELE

— | 5et the 3RL password for the firewzall |—

S FIL PI IaE: S IIII:I r I:l :

Confirm 23BL password: TEEEREEE

4b.Set the SRL password.

© 2003 IBM Corporation
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Host ID . 34994134 : : :
e 5a.Confirm setup information,
IP Address : 10.3.3.1 and save it.

Netmazsk R e e e e )

Iext hop

3RMC IF Address : 10.3.3.68

£ asm03 - PuTTY

]

. Zymantec Enterprise Firewall V7.0.3 for i3eries
5b. The Iogln screen host login: [
appears after rebooting.

You should not login!
[

© 2003 IBM Corporation
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{Post-lnstallation Step

Change the NWSD object from the green screen
= Change the NWSD to boot from disk (NWSSTG) rather than CD-ROM

after the installation

= Steps:
v Vary off the NWSD
v Change the NWSD

IPL source : *NWSSTG

IPL steam file: *NONE
IPL parameters : *NONE

v Vary on the NWSD

/ Change Network Server Desc (CHGNWSD)

Network server description . . . . :
Opton.............. :

Resourcename ..........:
Resource type-model . ......:
Network servertype .......:
OnlineatIPL ..........:
Varyonwait...........:
Partition ............:
Codepage ............:
Server message queue . . .....:
Library ............:
Synchronize date and time . . . .:
IPLsource............ :

IPL streamfile .........:

IPL parameters..........:

Kl'ext

FIREWALL
*BASIC

*NONE

*GUEST
*YES
*NOWAIT
FIREWALL
437
*JOBLOG

*NO
*NWSSTG
*NONE
*NONE
*BLANK

~

© 2003 IBM Corporation
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SRMC.:
Installation and Configuration

, symantec.

Symantec Raptor Management Console

35
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{SRI\/IC Setup

Requirement:
= Windows2000/NT with the latest Service Packs

= Static IP address for a SRMC console

Installation
= Start the installation wizard by double clicking ar‘-* ’
<ClientSoftware\SymantecRMC\Setup.exe> on the SEF installation CD &
. . . Raptor
= Follow the installation wizard weanm

= Start the SRMC by double clicking the icon on the desktop

* To uninstall the SRMC, do the following:
e Start -> Programs -> Symantec Raptor Management Console -> Uninstall Raptor Management Console

or
e Start -> Settings -> Control Panel -> Add/Remove Programs

© 2003 IBM Corporation
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Installing SRMC on PC

Symantec Raptor Management Console Setup 3

X

Welcome to the InstallShield Wizard for
Symantec Raptor Management Conzole

The zetup wizard will inztall Symantec R aptor Management
Congole on vour computer. To continue, click Mest

Choose Destination Location
Select folder where Setup will install files.

Symantec Raptor Management Console Setup. .

arother folder,

Select the folder for the SRMC
installation.

Setup will inztall Symantec B aptor Management Conzole inthe following folder.

T o install to thiz folder, chck Mest. Toinztall ko a different folder, chck Browse and select

— Destination Faolder

C:h . ASpmantechB aptor Management Conzole

Browse... |

|ratallShield

¢ Back

[ [=F

Cancel |

© 2003 IBM Corporation
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Installing SRMC on PC (cont.)

Symantec Raptor Management Console Setup El

Start Copying Files
Review zettings before copying files.

Setup haz enough information ko start copying the program files. | pou want bo review ar
change any zettings, click Back. f you are zatizfied with the settings, click Mest to begin

copying files.

Current Settings: Symantec Raptor Management Console Setup El

T arget Directon Setup Status
Folder: C:%Fraogram FileshSymantechB aptor b anagement Conzale

A&dditional Compaonents

Maone

I

Symantec B aptor M anagement Conzole Setup iz performing the requested operations.

Inztaling:  Program and data files

I

< Back Meut =

When the installation ends successfully, the
icon appears on your desktop. You can start
the SRMC by double clicking this icon. InstallGhield

Console

i

@ Symantec Raptor Management Console installed successFully

L9

© 2003 IBM Corporation
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{ Basic Setup of the Firewall

Connect the SRMC to the Firewall

= Already configured while installing SEF:
v Firewall network interface (10.3.3.1)
v SRMC network interface (10.3.3.68) and password

= Sign on to the Firewall
v Use the SRMC password configured during installation

Launch the SEF Basic Setup Wizard
= Set the firewall name and domain name
= Configure all network interfaces
= Set the system time and date

© 2003 IBM Corporation
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[ Create Connection to Firewall

I o

Tﬁ. rmc?S  [Consale Root Symantec Entcrprisc Management, Sy

Jﬁ Cnranle Windnw  Hep

antce Raptor Man

desktop or select:

Jﬂ:l:im Yiewy  Eavoribes

e+ |B@E F 2] L F Start =>Programs

QEMENT SIS | Favu:url:-asl
onsole

3 Console Font Getting Connected

E? Syt ant=; EnErprize Menagensr
Seina lew Rdpoor Manageine

¥ G

Pewr Cornnen Livm Py I luas Leer

1. Start the SRMC by double clicking the icon on the

=> Symantec Raptor Management Console

=> Raptor Management Console

2. Click New Connection.

Symantec Raptor Management Console - ' X il El

3. Sign on to the firewall.

Name: name or IP address of the firewall
Password: Which you already set at the
installation (SRMC password)

Port: 418

Check the box for Obtain read/write access
upon connecting.

, symantec.

Symantec Raptor Management Console
0—-—.

Welcome to the Symantec Raptor
Management Console

M ame:

Faszwaord:

tanagement Port;

10.2.3.1

418 i’

¥ Obtain readswite access upon connecting

ak

Cancel

© 2003 IBM Corporation
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J[ﬁ] Consale  Mjndow  Help

=101 x|
DS | @ | =181

|J Ackion  Wiew  Faworites |J = = | | | 2 |J B 9 R r’% ! ‘ ) |

Tree I Favarites |

I:I Consale Roak
E? Symankec Enterprise Managermenk

EH:l EBase Components

----- ___,-" Routes

----- Remote Managemen
----- DMS Records

----- E& Metwork Interfaces

----- Metwork Entities
User Groups

----- 01 Aduthentications
Times
--2#% Protocols
Gakteway Services
b Filkars
=1-Z0 Access Contraols
..... ! Rules
m-[_3 Content Profiles
----- Y Redirected Services
MAT Pools
35 Address Transforms
H323 aliases
Proxy Serwvices
-2 Monitoring Contraols

| I

EP

=

Configuring your Symantec System

QuicksStart

SMTP Wizard

Setup Wizard

Symantec
Enterprise Firewall
for iSeries Setup

S

Disconnect from
firewall

1. Click Symante¢c Enterprise
Firewall for iSeries Setup Wizard.
x|

Welcome to the Symantec Enterprise
Firewall for iSeries Setup Wizard

ou MUST complete this wizard to begin managing the
system.
Thi= wizard configures the following information:

* gystem name

* domain name

* default gateway

* license key

* gystem features

* netweork interfaces

* aystem date and time

If wou cancel ouwt of this wizard without completing it st
least once, you cannot connect to the system.

Click Mext to continue.

2. Click Next.

© 2003 IBM Corporation
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SEF Basic Setup Wizard

Setup Wizard -

Sy=tem Information
Specify the system information to be used by thiz system.

X

3. Type the system information.

System name: I firenwall

Domain name: I yaurdomain.com

Default gatesway IP: I 208 . 222 150 . 254 Setup Wizard | EI
Licenze: | eval-fisa0forbeas Netwrnil Intetaces ; ;
Specify the inzide and outside netweork interfaces.
Metwark Interfaces:
Mame IP Address | hiazk Type | Description |
Eethl] 103.31 2552552550 Cut=ice Physical Interf..
B et Outsice Physical Interf...
4. Configure Network Interfaces. B ethz Outside Virtual Interface
B ethiz Outsids wirtual Interface
Irtertface: IP address: Mk Type:
|ethl2| T 3 ERE 0 255 255.255. 0 Ilnside j
Apply
[T Ao external ping to firesesll
© 2003 IBM Corporation
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SEF Basic Setup Wizard

Setup Wizard

Hetwork Interfaces
Specify the inzide and outside netwaork interfaces.

|

Metwork Interfaces:

Mame IF Address | Mazk | Type | Dezcription |
Eethtl 103341 2E5 2552550 In=ide Phy=ical Interf...
Heth'l 2082221501 2852552550 Outsice Pheysical Intert. ..
Hethz 10114 QRS 2852550 Inzide “irtual Interface
EethS 10221 2852552550 In=ide “irtual Interface
Irterface: IP addreszs: ek Ty poe:

IethEl 0.3 .3 .1 255, 255, 255, 0 ||nsme j

v &llow external ping to firewesl

5. Set system's date and time

Setup Wizard | )

Sy=stem's Date and Time
Set Date and Time of the system

—Iv Set Date and Time

[Date and Time: IEIEIJ‘ESJ‘EEIEIE 12:00

H

Titnezone: ILISJ'CentraI

© 2003 IBM Corporation
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Setup Wizard

: X
Completing Symantec Enterprise Firewall for
iSeries Setup Wizard

The Setup YWizard has successtully:

V'( Completed the initial zetup of your system.

In arder for these changes to take effect, you must click on
Finizh to zave the setup, exit the wizard and reboot the
syatem.

6. Click Finish.

Cancel |

= Back

Symantec Raptor Management Console Properties

7. The SEF reboots automatically.

@ The swskem configuration has been modified. You will be disconnected and the system will be rebooted. Please

reconnect ko werify the changes.

8] 4

© 2003 IBM Corporation
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Connect to SEF

Tree I Favorites |

(] Consale Root CO n fi g u ri

EI? Symantec Enterprise Management
EMQ@ Svmantec Raptor Management Console

...... 10.3.3.1
i

Connect to

10.3.?1

The Connection appears.

1. Click the created connection.

Connect to this
system.

2. Enter the following :
e SEF system name or IP address
e The password defined in SEF installation
e Port number : 418

3. The SEF system accepts the connection,
the folders appear on the SRMC screen.

\, symantec.

Symantec Raptor Management Console

D—-—-

(L7 Console Rook
EI? Symantec Enterprise Management
EM§> Symantec Raptor Management Console
EI*f;_':r Firewall {Connected)
-] Base Components
{:l Access Controls
{:I Monitaring Conkrals

Management Console

M ame:

Faszward:

tanagerent Port:

symantec Raptor Management Console . :

d Py

YWelcome to the Symantec RHaptor

10.2.2.1

xxxxxxx>1

418

£}

[v Obtain readAwrite access upoh conhecting

ak

Cancel

© 2003 IBM Corporation
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# 1

Configuration Example 1: HTTP J

10.3.3.68 208.222.150.68

s EEEl=
A
SRMC PC\.\,\ Client PC
10.3.3.1 208.222.150.1
0S/400 V5R1 SEF for Linux
Database ISeries _Apache
V7.0.3 e | HTTP
Tomcat
10.1.1.17 10.1.1.1 10.2.2.1 10.2.2.100
: b ?
Virtual LAN Virtual LAN
Perimeter
Network
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[ Configuration Example 1: HTTP

10.3.3.68 208.222.150.68
=
-\
SRMC PC Client PC .
10.3.3.1 ”@ ¥ 503.222.150.1 {HTTP
OS/400 V5R1 SEF for Linux :
Database ISeries _Apache i O
V7.0.3 utte | HTTP
Tomcat
101.1.17) 10.1.1.1 10221 10.2.2.100 :
4 $ 4 4 o
Virtual LAN Virtual LAN _ E
Perimeter '
Network ¢ O

New Network
Entities

Y

Define New
Protocols

Y

New Redirected
Service

i

Create New
Rules
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First, Starting SRMC

*
#1071
Ed+

Syranktec
FRaptor
Managementk
Caonsale

Tree I Faworites |

[ Console Root
EI'? Symantec Enterprise Management
EM@ Symantec Raptor Management Console

A m 10.3.3.1

Configuri

LT
Connect to

10.3.%1

Connect to this
system.

Symantec Raptor Management Console

, symantec.

Symantec Raptor Management Console

O——.

2l x

‘Welcome to the Symantec Raptor

Management Console

I arme:

Faszwoard:

b anagement Port;

10.3.31

xxxxxxw-1

418

5

[V Obtain read/wite access upon connecting

Ok,

Cancel
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Starting SRMC...continued

prz

Tm rmc?5 - [Console Rooth Symantec Enterprise Management'Symantec Raptor Managemenk

J[‘Eﬂ Console  Window  Help J DI = H | ;lilil

J fction  Miew  Favorites J@ -P|||@ JEI@ i n%! 'E

Tree I Favarites |

3 Console Roct Configuring your Symantec System

EI? Symantec Enterprise Management
E|4§> Swmantec Raptor Management Cor

B R - ¢ = i
El"*-.,E..; firewall { Connected) (" T
=-{_1 Base Companents ‘> @ ﬁ
----- = Routes ﬁ I

----- Remoke Management P Quickstart SMTP Wizard Symanktec Disconnect from
..... DMS Records Enterprise Firewall firewall
for iSeries Setup

— P Creating New Network Entities

----- o Authentications
Times

-8 Protocals

| Gateway Services

-~ E} Filkers
=17 Access Contrals

----- ! Fules

-1 Content Profiles
----- ﬂ Redirected Services
----- 1.f AT Poals
g % fddress Transforms
H323 aliases

Proxy Services
-2 Monitoring Controls

Jl | H

|Dune

\
<EE
[11]
o
E
(=]
=
o
m
=2
o
o
[a1]
un

FO3LPO3_EMEA.
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Step 1: Creating New Network Entity | <@

Network Entities
= Objects used when configuring rules
= Defines the computers that pass data through the SEF system

Type Explanation Definition

Host A single computer IP address; MAC address
Subnet | All computers in the same subnet address address; subnet mask
Domain | A group of computers sharing the same domain domain name

Group | A group you choose from hosts, subnets, domains hosts, subnets, domains

LPAR1 |LPAR2 LPAR3

iSeriesA [Symantec | Linux
0S/400 Firewall
V5R1

HTTP
server

-~

yourdomain.com

\

O
W

i

¥
w

il

:
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Step 1: Creating New Network Entity }%%

Needed Network Entities for Configuration Example 1
for Linux partition

= Host Entity:

LPAR1 |LPAR2 L PAR3

iSeriesA [Symantec | [inux

Firewall
0S/400 HTTP
V5R1 server

~

yourdomain.com

in

=

/IlJJI
T

>

:
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Step 1: Creating New Network Entity

prz

i rmc75 - [Console Root',Symantec Enterprise Management', Symantec Raptor Manag . -10] x|

J% Console  Window  Help J D = E | ;lilil
J Acktion Wiew  Eawarites J G mp | ||@ JEI @9 n Fﬁ ’ ' Ly

Tree IFavu:urites | Mame | Type | Description | Address | Mask, |

E|---I ; Symankec Enterprise Management ﬂ @ Universe® Hast 0.0.0.0
Elﬂéé Symantec Raptor Management »
EI&:, firewall (Metwark Errar)
L—‘_Il:l Base Components

:_; Routes

% Femake Managemer

P DMS Records
-8 Metwork, Interfaces

A% User Group A : M
&ll Tasks b Subnet

! Users

% Authenticat oo » Diamain
Times Mew WWindow From Here - Goe
-8 Protocols
~oudd| Gabeway 56 Mew Taskpad Wiew. ..
& Filkers _
=[] Access Conkrole  <PartList...
! Rules Help

-7 Content Prormes
¥ Redirected Services
-3 F NAT Pacls
38 f Address TransForms
H323 Aliases
Proxy Services
{22 Manitaring Conkrols
Eﬂ--af;_; firewall { Connected) =

al | e

|Fl.u:|u:|s a new network entity,

FO3LPO3_EMEA.
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Step 1: Creating New Network Entity }(&/@

Creating Host type Network Entity for Linux partition

firewall',Network Entity' Linux Properties il |

General |Address | I Use By I

Fleaze enter a hame and description and select the Hetwark
Entity tupe,

M ame: ILinu:-:

Description: ILiHUH partition with Apache and Tomcat

Type: Host ¥

Subnet
Clomain
Group

On General tab:

la. Enter name (entity name)
1b. Select type: Host
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Step 1: Creating New Network Entity J(&/@

Creating Host type Network Entity for Linux partition

firewall' Network Entity' Linux Pruperfies ﬂ El O n A d d ress t ab .

General  Address |In Uge By |

\. Please enter the IP address or DMS name, and optional MAC 1C Enter I P address Of LI NUX
i ' address for thiz Host. Entering a MAC address will associate p artition: 10 ] 2 ] 2 ] 100

the IP address with a specific network card,

Address:

MaC Address;
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Step 2: Defining New Protocol }Q@

SEF for iSeries provides predefined protocol for HTTP
= You don't need to create new protocol.
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[Step 3: Creating Redirected Service

Redirected services

= Redirect traffic from one IP address and port to another IP address and

port

= Allow a server to be publicly accessible while having a private IP

address

.
—— |N{ranet

10.3.3.1

OS/400 V5R1
IBM HTTP Svr

Web application
10.1.1.17
A

SEF Linux
HTTP Apache
™ Tomcat
10.1.1.1
A ) 10.2.;.100

sample DB
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{Step 3: Creating Redirected Service J%&;@

Redirected services

= Definition:
v Service: HTTP
v Requested IP address : 208.222.150.1
IP address used by outside users
v Redirected IP address : 10.2.2.100

Real IP address of an application server

L
. |N{ranet
SRMC
10.3.3.1 i ) i
0S/400 V5R1 SEF Linux
IBM HTTP Svr HTTP Apache
Web applicati
ep appilication »Tomcat
10.1.1.17 10.1.1.1
i A 1022100
A
sample DB i

© 2003 IBM Corporation

58



prz

'i'{ﬁ rmc?5 - [Console Root Symantec Enterprise Management'Symantec Raptor Managen

J[%] Console Window  Help J D = E |
J Action  Wiew  Favorites J e = | | E% J 7 F @ % ; ‘ LY
Tree I Favorites | 0 | Feguested Address | Mask. | SErvice | Fedirected Address

EI---I ; Symantec Enterprise Management ﬂ
E|4§> Swmantec Rapkor Management Cons

Elfg; firewall {Connected)

L——_Il:| Base Components

----- :,= Routes

----- Rerote Managerent Pa
----- % DMS Records

----- ES retwork Interfaces

----- Metwark Entities
Iser Groups

----- 7] duthenticakions
Times

48 Protocols
oy Gateway Services
b Filkers

=-[_ Access Conkrals

----- C ppm—
----- ;‘j NAT Pools Redirected Service
g ¥ pddress Trar Pl Tasks E

H323 aliases Wig b

Proxy Servic
{23 Monitaring Contr
EEI--{L firewall (Connected)  Mew Taskpad Migw...

1 I Export List. .. I _’I

|Create a new redirected service, el |
=]

Mew Window From Here

FO3LPO3_EMEA.
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[ Step 3: Creating Redirected Service h&/@

el

firewall'Redirected Services #6 : REdiI‘EEf:

SErvice |

#™w Flease select the service to be redirected, requested  _ o
W  addiess and mask to which service requests arg gant.and
redirected addrezs and port number. e

= - -

Requested Address: | 208.222.150.1

Address M azk:

Semvice: I hitp

| 255.255.255.255 |

-
\.
L
L
L
L
L
.~
-

[ Rediect all gateway interfaces

Redrected Address:

| 10.2.2.100
| B -

Fedrected Port:

Help

3a. Select http from the drop

J--~" down selection box.

3b. Type in the public IP address in the
field.

3c. Type in the subnet mask for the
requested address in
filed.

.
®e
-
-
-
-
LI
-

3d. Type in the real IP address where

" the service resides in the
field.

Cancel |
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{Step 4: Creating Rules

Rules

= Used to define access controls through the SEF

= Define a protocol X from entity Y to entity Z

= Rule definitions include:
v Allow or deny
v Source and destination entities
v Interface packets are coming in
v Interface packets are going out

v Services
Allow/Deny Interface From which To which Interface Services
coming in entity entity going out
| Allow 208.222.150.1 | anybody Linux 10.2.2.1 | HTTP

FO3LPO3_EMEA.
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[ Step 4: Creating Rules

firewall'Rule’,Rule £5 Properties (New} ilil
pledt Thresbolds | Mizcelaneos | Advanced Services l
Sepvices I Titme I Luthertication

Please enter a dezcription and zelect the Source
Destination and Access type

§ a -
=

Description;

I.i'-.lluw HTTP from the Intermet to the Linus partitio

For connections coming in wia; From sounce:

B8 oth1]208.222.150.1] i I@ Uriverse® Fish
Destined far: Coming out via:
& Linuw e T  aid

Rulez can be witten to allow or deny access o zervices:

-

% Allow Access To Services

4a. Type in a meaningful

description for the rule in the

PeSCRI88ERI % h1(208.222.150.1) for

connections coming in field.
/ 4d. Select Linux for Destined for
field.

4de. Select eth3(10.2.2.1) for
Coming out via field.

4c. Select Universe* for source
field.

.

4f. Click on Allow Access to

" Deny Access To Services

prz

Help

Cancel |

Services radio button.

FO3LPO3_EMEA.
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[ Step 4: Creating Rules &

firewall’, Rule’,Rule #1 Properties {(New)

§ Fleaze zelect the services far thiz rule.

21X

Alert Thresholds Mizcelaneous | Advanced Services
General w' Titme | Authentication

Excluded Services Included Services

alr . g |

cifs*
exec”
ftp*

iugher”

[ogin®
nbdgram® B
(lglin
ping”
ratings” cx
realaudio® —
rtzp®
shell® v

N =zl

Configure. .}

/

4g. On Service tab, add the http protocol
" tothe Included Services field.

— 4h. Click OK to save the new rule.

Help
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Saving Changes

J% Console  Window  Help

| O

= M| @

J fction  Yiew  Favorites J = = | | &%

hw HEEE N

Tree I Favotites |

= ‘%? Symantec R.aptar Management Cons
= 4._5_,{ Firewall {Cannected)

El{:l Base Components

----- :-’"" Routes

----- Remate Management Pa
----- % DM Records

----- o] Authentications
Times

-4 Protocals
Gateway Services

Filkers
=7 Access Controls

-7 Conkent Profiles
----- ™ Redirected Services
----- 1} MAT Pools
3 $ Address Transforms
H323 aliases
Prozy Services
-7 Monitoring Contrals

[+

m '-.u'la\ | SouUrce

| Destination | out via |

I; Swmantec Enterprise Management ﬂ R

]4}; firewall {Connecked)

=
< R

Save and recl:unﬁ Lre
rse* Li le—mrUW‘nTrPg—le b1

niver...

Lirm: eth3
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Test New Configuration Changes

3 Test Page for Apache Installation - Microsoft Internet Explorer g o [m]

File Edit Miew Fawvorites Tools  Help ﬁ

@W—p T | m.aarch GelFavorites  (fMedia £4 | B & =

address [ nttp://208.222.150.1 | ) x| @eo

Eym the installation of the Apache web server software on this system

was successful You may now add content to this directory and replace this page.

Seeing this instead of the website you expected?

Thiz page 15 here because the site admnistrator has changed the configuration of this web server.
Pleaze contact the person responsible for maintaining this server with questions. The Apache
moftware Foundation, which wrote the web server software this site admuimstrator 13 using, has

nothing to do wath mamtarung this site and cannot help resolve configuration 1ssues.

The Apache documentation has been mcluded wath this distnbution.

Tou are free to use the mage below on an Apache-powered web server. Thanlks for using Apachel

X

I

€] I_ l_ l_ 4 Internet
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[ Configuration Example 2: JDBC Access}

10.3.3.68

__II_
SRMC PC

208.222.150.68

0S/400 V5R1 SEF for Linux
Database iSeries | | Apache HTTP
V7.0.3 aynrre Tomcat
10.1.1.17| 10.1.11 10.2.2.1| 10.2.2.100
t £t :
Virtual LAN Virtual LAN berimet
erimeter
- (2) JIDBC access Network

(1) HTTP

(2) JDBC
access

O

New Network
Entity O

{

Define New

Protocol O

Y

New Redirected
Service

!

Create New
Rule O

©
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General  Address |In Lze By I Host

Fleaze enter the IP addrezs or DHS name, and optional MAC
addresz for thiz Host. Entenng a MAC address will azzociate
the [P addresz with a specific network card.

Fleaze enter a name and description and select the Network:
Ertity type.

Marme; ILinu:-:

Liie 10 Ll

Diescription: ILinu:-: partition with Apache and Tomcat

f.ﬂ;.;::z-; ew! il EI

Type: IH':'S'i - General Mame | In L By | Domain Enter D
SUbnE.’t Fleaze enter the NS domain name for thiz domain,
Drarmain
[Group
On General tab,

1. Enter name (entity name).
2. Select type: Host / subnet / domain / group.

Fleaze enter the detailz o describe the addreszsing of thiz
Subnet.

Enter IP address

main name.

Address: {10.3.2.0
Enter the address and

subnet mask. Metwork Mask: |255.255.255.EI

FO3LPO3_EMEA.
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Step 1: Creating New Network Entities C.
|

. .
r% LT heconds
-HE nehantk nbFrares

Mo Lzer Group
ZCFS F|"T h - i = i IO s, -
L S i firewall'\Network Entity',NewHost Properkies (New} 2| x|
--‘?ﬁ Subherkczt S P 5
e e | Address | In Lse By

2=

Please enter a name and description and select the M firewall'Network Entity',NewHost Proper!

Ertify type.
General Address Iln Usze By |

() HTTP

Define Linux as Mame:  [Cinus
a hOSt entlty Description: ILinu:-: partition with Apache and Tomcat

Fleaze enter the |P addresz ar DMS name, and optional MAC
addrezs for thiz Host. Entenng a MAC addrezs will aszociate
the IP address with a specific network card.

Address: |10.2.2.100

Type:

hAAT & Jdress: |
21X

(2) JDBC access

Fleaze enter a name and dezcription and zelect the Mebwork
E nitity tupe.

) ) ) 21 x|
Define iSeries

as a hOSt entlty tame: IiSeriesSewer

Fleaze enter the |P addrezz or DMS name, and optional MALC
addrezz far thiz Hozst. Entering a MAC addrezs will azsociate
the |FP addrezz with a zpecific network. card.

Descrption; IiSeries Server with databasze

prz

Type: IHDSt Addresz |1EI.‘I.1.1F"

MAC Address: |

© 2003 IBM Corporation
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{Step 2: Defining New Protocols

Protocols:

= Protocols are used to define types of traffic or services, such as HTTP,
FTP, Telnet, etc.

= SEF has many predefined protocols

v If SEF doesn't have protocols defined that you need, you must define them.
You need to know which protocols, or services, are needed in your firewall
configuration.

= For example:

v Internet <=> Linux:
HTTP(80)

v Linux <=> 0S/400:
Database(8471)
Signon(8476)
Server mapper(449)
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Step 2: Defining New Protocols C

firewall'Protocol,NewProtocol Properties ed |
: @ i “E¢netbios_14/_udp
il Times i 1m0 e Genersl Mumber |in Use By |
a Gatews'
ﬁ Filtars All Tasks K 139 _tcp Fleaze enter the pratocol number that represents thiz IFI%
= i protocal.
- Enter protocol
General | TCPAJDF Port Ranges | In Use By | number.
Protocol Mumber: |2 ﬂ
Fleaze enter a name, descrption, and baze protocal for this
tocal, o
Rk firewall',Protocol’, NewProtocol Properkies {Ne e
General  TCPUDP Port Ranges | In Use By |
I amne: INewPrDt-:u:l:ul
Please enter destination and source port ranges for s~ ENtel destination port
Ciescrption: Icreating new pratocal A TCF/UDF based pratocal number and source
port humber.
Base Pratocol: | TCP j Deztination Part B ange: |E4?1
IP
v Dizplay in Fiy UDP Source Port Bange: |1 024-65535
ICHP firewall',Protocol NewProtocol Properkies 21x|
Genersl  Message Type | In Lse By |
On General tab, Q 5 ; Fleaze enter the mezsage type for this ICMP bazed protocal,

1. Enter name (protocol name).
2. Select Base Protocol: IP/ TCP / UCP / ICMP.
3. Check Display in Rule Window. Message Type: [H i’

Enter message type
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Step 2: Defining New Protocols

(1) HTTP: You don't need to configure protocol for HTTP because SEF provides it by default.

(2) JIDBC access

firewmall’,Protocolt, IDBCaccess1 Pruper'l:ié'_s _ il .

General | TCPAUDP Port Ranges | In Uss By firewall',Protocol’, JDBCaccess1 Properties e
] Ceneral  TCPAUDE Port Ranges | In Use By I
Define prOtOC()lS Please enter a name, description, and base protocal for
protocal,
J D BC access Fleaze enter deztination and source port ranges for thiz
: TCRAJDP bazed pratocal.
uses. g
M ame: JOEBC 1
e database(8471) i EEERET
. Deztination Port B ange; |E4?1
i Slg n_on(8476) Dezcription: |.-’-‘-.II::|w JDBC access
e server Saource Port Banage: I'I 024-65535
mapper(449) Base Pratocol: | TCP —
. N N ies (New) 2| x
m firewall',Protocol’, JDBCaccess2 Properties (New) 2=l
: General | TCPAIDP Port Ranges | In Use By |
Allow JDBC access

@ Flease llenter CREN A e R firewall', Protocol’, JDBCaccess2 Pruperl:i_é‘s_f___':_'::;
e protocol. e

General  TEPUDP Port Ranges | In Uz By I

You can clone the protocol to g T
.. ! = Fleaze enter destination and zource port ranges for this
create a similar protocol. ‘%> TCP/UDP based protocal
P R|ght'Cl|Ck the pI’O’[OCO| [Dezcription: |.-’-\-.IIDWJDEE ACCELE
Wh|Ch yOU Want tO Clone Ease Protocal |TEF' Destination Port Fange; |84?E

and edit it.
[ Display i Huie indow Saource Paort Banage: |1 024-65535
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[ Step 3: Creating Redirected Services J

10.3.5.68 208.222.150.68
SRMC PC
10 3 3 1 H MI“I
0S/400 V5R1 SEF for Linux
Database ISeries _Apache HTTP

Tomcat

10.1.1.17 | 10.1.1.1 10.2.2.1| 10.2.2.100
t $t f
Virtual LAN Virtual LAN _
Perimeter
(2) JDBC access
- Network
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[ Define Redirected Services h&/@

{:l Access Controls ‘ ‘
Jn-' '

e ! Rules

l:l Cnntent Prafiles
(1) HTTP
AT Poals i . F:Edirect_aj ervice - S a—
|rewa'-.,RE|rectE Services' &1 :Redlrec;,: 1 llil

Service |

™ Fleaze select the service to be redirected. requested
W  address and mask to which service requests are sent, and
redirected address and port number.

Service: I hittp j
You can redirect the
requested service from Requested Address:  [208.222.1501
any gateway tO the Address Mask: |255_255.255.255 |f yOU use the different

specific IP address.
port number from the

default port of the service
| you select, you must
Redirected Address: I1D.2.2.'IEIEI deﬁne Redirected port.

Redirected Part; I i’ -

P [ FRediect all gateway interfaces

Ik Cancel Help
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Step 4: Defining Rules

A CEN
=

0S/400 V5R1 _SEF_for Linux
Database ISeries Apache
V7.0.3 (1) HTTP| HTTP
Tomcat
t £t t
Virtual LAN Virtual LAN .
Perimeter
(2) JDBC access Network
Allow/Deny Interface From which To which Interface Services
coming in entity entity going out
Allow (1) 208.222.150.1 | anybody Linux 10.2.2.1 HTTP
?\Ilow (2) 10.2.2.1 | Linux ISeriesServer 10.1.1.1 | JIDBC access

*In this case, JDBC access needs database(8471), sigh on(8476), server mapper(449)

FO3LPO3_EME
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Step 4: Defining Rules

firewmall® Rule’Rule #5 Properties (Mew) llﬂ
Alert Thresholds I Mizcelaneous I Advanced Services
enetsl Services I Time I Authertication
Pleaze enter a dezcription and zelect the Source,
Destination and Access lpe.

D escriphion:

I.-'l'-.llow HTTP from the Internet to the Linus partition

From source:
I@ Uriverse® > I

Corming out via:

|=8 ethapnnzzi) =l

Far connections coming in via:

|E8 ethizogzzz1501) x|

[ eztined for:
I@ Lirwix j
FEE firewall' Rule’ Rule #1 Properties (New)
o A
Dy

Acvanced Services
Authertication

Alert Threshalds I Mizcellansaus I

General Services | Tifmie |

§ Fleaze select the services faor thiz mle.

Inzluded Services

Exclided Services

all* -
cifs*
exec”
fep®

EDEher“

login®
nbdgram®

-

(2)JDBC access
firewall Rule' Rule #2 Properties (New) llil
Alert Thresholds | Miscellaneous I Advanced Services
Genersl Services | Time | suthentication
Pleaze enter a dezscription and zelect the Source,
[Diestination and Access tpe.

21|

Diescription:

I.-'-‘A.Ilcuw JDBC access from Linuy partition to iSeries server DB

For connectionz coming in wia: From source:

|3 ethannoz 2 & e |
[Destined for: Coming out via:
[§ iserieserver | = ewzion) =l

Rules can be written o allow ar deny access to services:

% Allow Sccess To Services

'l Firewall',Rule', Rule #2 Properties (New)

Advanced Services
Authertication

Alert Thresholds | Mizcellansous |

Services |

General Time |

JDBCaccessl : registered 8471(database)
JDBCaccess? : registered 8476(signon)
JDBCaccess3 : registered 449(srv mapper)

Included Services

Escluded Services

all -
cifs®
exec”
frp®
gopher

[Eatatat

®

2 x|
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{Longes

Logfile:

= Information that the system logs about all connections and connection
attempts

= You can look for malicious traffic such as:

v denial of service attacks
v port scans
v attempts to access protected services

v etc.
EJE; firewall {Cannected) EP®Intorm... r?rewall readbiawk 2352
=-{27] Base Components ﬂInF-:nrm... Firewsall readhawk, 2293
l:l Access Conkrals € 1rform... Firewall readhbaved 2352 _
EH:I Manitoring Conkrals ¥ inform... Firewal et vent Properties i =
c@g Matifications € Inform... Fireval FESC Euert Details |
----- Active Connections Q@ alert Firewall FEac
[_]% LagFiles EP1rform... Firewall reac
E_E Sepkember, 2002 @Warnil’l Firewsall Qi @ 09/23/2002 20:01:20.4383
1
48 logfile @ Alert Firewall Feac
'El logFile, 20020924 ¥ inform... Firewal reac System  firewall
.E IDgFlIE.EDDEDQES EIHFDI’I‘H. o Firewall reac Evert Type  Alert FID 2353
Component  readhaswk Meszzage Mumber 212
retnate connect attempt from host 10.3.3.65 (no entry in remkeys -- ﬂ
access to remate management functions are denied)

FO3LPO3_EMEA.
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[Logfiles (cont.)

Filtering the logfile:

= Sort through the data collected in a logfile | &k

e Easy to locate information
based on criteria you define,
such as:

— Event type:
» Emergency
» Alert
» Error
» Warning
» Critical
> etc.
= Time
= System names
= Text patterns

| @

E Logfiles

=-§ October, 2002

&¥Inform... Firewall
@ Alert Firgwall
6 Inform... Firewall

Filter Event Properties ]

Fiter Event Log |

Please enter the parameters for the logfile event fiter.

— Time:

From |[¥ 9:00:00 Amﬁ To j':"“ 5:00:00 PM j

—Event Tyvpes
[ Info v Error ¥ Emergency
IV Mote W alert [ Unknown

v Warning [ s Text Pattern

Meszage Mumbers...

Swstem Mames ... Iflrewall e
Componerts. . I
PID= ... I

Text Patterns. . I denied

Cle

2k | Cancel

&dd

Hemoye

ok

Cancel
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[Configuration Reports

Let other administrators know your configuration easily

= Create reports on SEF configuration
v SEF provides reports for all parts of your configuration includding:

Master configuration report
Authentication report
Address transform report
DNS records report

NAT pools report

Network entities report
Protocols report

You can copy and paste
the reports, and create
text files (.txt) for sending
to other administrators or
for printing.

B ackive Connections

E] i) Logfiles

é 3 Configuration Reparts

m Master Configuration Repart
J'Eﬂ Authentication Report

‘ Address Transform Repart

-4 Config.cf Settings

-] DNS Records Report

ijj Filter Repart
3] H323 Alias Report

4] MAT Paals Report

48 Metwark Entity Report
-] Metwork Interface Report
~44] Protocal Report

B Prowy Services Repart
;@] zateway Services Repart

] Redrect Services Repart
- @1 Rules Repart
BB - g 4

Rules Report

Fule ID: 1
Dezcription: http access from 205.222.150.4 to i3erieqg
Aecezss Mode: Allow

Aervices: http*

Service Limits: http http-allurl http-allext

Proxy Limits: ftp-disallow-gets:0 ftp-disallow-puts:0
Advanced 3Jervices:

Application Scanning: 1

In Via: ethO

Cut Via: ethl

Zource: Universe®

Destination: iSeries

Time:

Authentication: gwpasswd

User: ALKIKOY

User:

Group:

Group:
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Create re

norts on specific objects C

rikes I

5; F0z {Connected) ;I
=k {:l Eiase Components

--H,- Routes

Remote Management Passwords

: DMS Records

- E8 Metwork Interfaces

g Metwork Entities

5 Idser Groups

]

Isers

Select and copy the script.

Click View as summary Text.

Mame | Drescripkion | Password | Groups | 5Ky
& ko Yes Ma
& akkoy Yes Ma
FWI]Z"-.,User"-.,AICIKD‘f Properties ili

— in Use By
General | authertication | Groups N Use By

£

Below iz a izt of objects which use this user in their
configuration.

a0.4 to iSenes

Paste the script.

- Ej YourConfiguration.txk - Nute

File Edit Format Help

Rule ID: 1

Description: http access from 208.222.1!
Access Mode: allow

services: http®

service Limits: http http-allurl http-:
Proxy Limits: ftp-disallow-gets:0 frp-d
acvanced Services:

application scanning: 1

In via:

Wigw summary a5 Tres Il i sumnrmany azs Test Name: ethl
- Gateway: Fwiz

Description: Physical Interface
IF address: 208.222.150.12
ConnectedToInside: 0
I1legal address:
Allow Multicast:
SynFlood Protection:
POrtscan Protection:
Members:

o |

Cancel
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{ Configuring additional SRMC clients }

Administer SEF system with additional SRMC clients

e SRMC remote management types

» Remote Management
» Read Only

» Logfile Retrieval

» Log Event Submission
 Intrusion Detection

e To allow SRMC2 (10.3.3.11) to administer the SEF, .
in addition to SRMC1 (10.3.3.68) that was setup —
during the SEF install, we must configure an |
additional Remote Management Password on the AR
SEF from SRMCL. SR'yC(

10.3.3.68 sogms

10.3.3.11

LPAR1

0S/400
V5R1

LPAR2

SEF

10.3.3.1
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[ Define Remote Management Console J(&,@

Configuring additional SRMC
e Configure a new Remote Management Password to allow an SRMC
connection from 10.3.3.11 from existing SRMC

» I[P address : 10.3.3.11
> Password : *kkkkkkkkk

firewall,Remote Management Password’, Pr , X

Femote Management Pazsyword

“‘ a
Specify remote management tpe, syztem and password,

—HRemote Management Tope

{* Femote Management ¢ Log Event Submission © Intrusion Detection
" Logfile Retrieval " Fead Only

|'Intrusin:un D etection

Part Murnber: |425 Blacklist Timeout [minutes]: |1 440

— Femate Management Syztem
[10.2:211

— Remate Management Pazsword
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Backup and Recovery

Two Ways for backup and recovery:

= Save NWSSTG object on iSeries
v NWSSTG exists on IFS

IQFPNWSSTG/XXXX (NWSSTG name)
SAV DEV('...[...[...") OBJ(('qfpnwsstg/NWSSTG_name'))
SAV DEV('gsys.lib/qgpl.lib/ffirewall.savf') OBJ(('gfpnwsstg/fw_stg'))
SAV DEV('tap01") OBJ(('gfpnwsstg/fw_stg'))
RST DEV('.../...[...") OBJ(('gfpnwsstg/NWSSTG_name'))
RST DEV('gsys.lib/qgpl.lib/firewall.savf') OBJ((‘gfpnwsstg/NWSSTG_name"))
RST DEV('tap01') OBJ(('gfpnwsstg/fw_stg'))

= Save SEF configuration files from a SRMC client
v The backup configuration file is stored locally on the SRMC client.
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Backup Configuration Files

(L] Console Roat @ Lirw: Hast Linuz parkition with
Elq Symantec Enterprise Managemer EE Mat_Entity Subnet
E|4§> Symantec Raptor Manageme Universe® Host
E_l"i:: FirE'."‘.'EI" |::'::|:|r|r|E=|:tEil 5 & A s i ks Il mb D H i i';_ AT o B |
=I-{_1 Base Compone G _ _
..... == Routes o ol 1. Right click any SRMC component.
----- Remake M start and select All Tasks -> Backup.
..... DMNS Recon Propetties System Shutdown
..... B8 retwork In Systemn Reboot
o o e Help
g Network Fromme el
Iser Groups | Backup
21
Note: The back up configuration files
D Fleaze enter the lozal backup file name are created on the SRMC PC with
2 the .rfwcfg extension and by default
are stored in C:\Program
Files\Symantec\Raptor Management
Local backup file name: Console\backup\.
2. Enter the backup file name. Iau:'xFlaptu:ur b anagement Consolesbackuphbackupl.ifwcig Browse, . |
If you Want tO reStore the Address |@C:\Prugram Files!SymanteciRaptor Management Consoletbackup
conflguratlon to another SEF, [V Set Recover pazsword o % |[hae ¢ T e | Toe Tiodiies
you need to set a recover E B0 Symantec || Hbshptifudy K RRWCRRe  Sfrln2azRY
password. Otherwise it is Recover passward: Ixmxm ‘ %”Vﬁumaw
. Rapter Management Console
optional. SER
Werify: I ******** Ot
] reparts
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Restore configuration files C

23 Corsele Rt Contiguring you

Elq Svrantec Enterprise Managermer
EHQG' Swmankec Raptor Managerne
EI--{:;_; Firewall (Connectad)

1. Right click any component and select

{:l Base Compor Disconneck A" Tasks -> Restore.
{:I Access Conbr = Editor
#-{_1 Monitaring < Start

Mew Window F H
S NG from Fers Syskem Shutdown

Mew Taskpad Yiew. .. Syskem Rebook

Restore

(e

2l
@ Fleaze enter the local backup file name
w4

Local backup file name:

2. Browse to an exiSting filename or !E:'xF'rn:ngram Filez\SymantechR aptor M anagement Conzole Browse... |
type in the backup file name.

¥ Set Recover password

3. Type in a recover password if needed. Recover password: [
4.Click OK to restore, Veriy: —
Symante Raptor Management Consale Properties x
3. CIICk_ OK Qn the SRMC The configuration has been restored. The swskem will now be rebooted and wou will be disconnected. Please
propemes dlalog to reboot reconnect ko verify the restored configuration.

the SEF. After rebooting,
the configuration is restored.
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‘Summary | @

= Easy installation from CD
v Install SEF on iSeries, Install SRMC on PC

= GUI configuration and easy to use setup wizards

= Remote management
v Symantec Raptor Management Console(SRMC)

= Logging facilities

v Such as user names, session duration, authentication methods
= Full-applicaiton packet inspection

v Rules, Filters

= Network address translation and address hiding
v Redirected address, NAT pools, Address transform

= Backup and recovery

v Backup and recover configuration files using the SRMC or backup the
NWSSTG from the iSeries server using the SAV command.
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Symantec
= hitp://www.symantec.com

= On SEF installation CD
v SEF_Config.pdf
v SEF_Install.pdf
v SEFVPN_Ref.pdf

Redbooks and Redpieces
= Symantec Enterprise Firewall on Linux for iSeries (book# SG24-6872)

= Linux on the IBM eServer iSeries
v http://www.redbooks.ibm.com/pubs/pdfs/redbooks/sg246232.pdf
= LPAR Configuration and Management Working with IBM eServer

ISeries Logical Partitions
v http://www.redbooks.ibm.com/pubs/pdfs/redbooks/sg246251.pdf

© 2003 IBM Corporation

88



