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Managing threats in
the digital age

Addressing security, risk and
compliance in the C-suite
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2011: Year of the Targeted Atfa

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Spear Phishing Enter- Defense ‘
tainment Centrql .
Governme n Online
ch ing Services
Banking ‘ .
Nahonal Gaming Heavy
Police Consulting Industry

Internet
Services Entertainment

Defense
Consumer
I Electronics ’ ‘ [
Security Enieriqlnmeni
Central .
) . Central Government
Financial Government | Consulting

Attack Type
SQL Injection Gaming

URL Tampering

SecurelD

Governmen
State
Police
IT Defense Market
Security qumg
Consumer Inie!’nei Central
Electronics Services G
Cenirul
Size of circle estimates relative impact of Governmeni

overnmen
breach in terms of cost to business ‘
Defense .
c00000 cons @ &
Governmen Centfral Police Consumer
Government Electronics

Jan Feb Apr May Jun Jul Aug Sep Oct Nov

IBMbeC'l.ll‘ Ix X‘m S1U
Somljrce IBM X-F orce Trend and Risk Report
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Business
results

Sony estimates
potential $1B
long term
impact —
$171M /100
customers*

IT Security is a board room discussion - ZE;::_

~Brand image

HSBC data
breach
discloses 24K
private banking
customers

Epsilon breach
impacts 100
national brands

IBMSecuritySymposium

Intelligence

*Sources Tor all breac

)

tes

Integration L Expertise

es shown in speaker n

exposure

TJX estimates
$150M class
action
settlement in
release of
credit / debit
card info

Impact of
hacktivism

Lulzsec 50-day
hack-at-will
spree impacts
Nintendo, CIA,
PBS, UK NHS,
UK SOCA,
Sony ...

Zurich
Insurance PLc
fined.£2.275M
($3.8M) for the
loss and
exposure of
46K customer
records




managing threats in the digital age

External data
breach of third
party data and

Complexity of
malware, ability
to slowly leak

Internal abuse

Ofir\?gr;e:tis:rl\ve data and affect theft of
critical business customer
processes information

o

WIKILEAKS STUXNET EPSILON

Unauthorized release of Targeted changes to process Theft of customer data
classified records controllers refining uranium affected > 100 companies

IMPACT IMPACT IMPACT
Close to $100M for the U.S. Degraded ability to safely Up to $4 billion in costs for

Army alone; damaged foreign process and control highly initial clean-up and longer
relations worldwide volatile materials term litigation risks




managing threats in the digital age

The world is becoming more digitized and interconnected,
opening the door to emerging threats and leaks

EXPLODING DIGITAL UNIVERSE WORLDWIDE DATA VOLUMES PROJECTED TO
INCREASE 29X OVER 10 YEARS
(Data Volume Zetabytes?) 35,000 CAGR
Zetabytes* 60%
. 35000 -
E ﬂ J 30000 - * 1 Zetabyte = 10?" bytes = 1 trillion Gigabytes
30 billion RFID tags MFre F
(products, passports, Two bﬂfgr;nternet 25000 -
buildings, animals)
20000 -
15000 -
" 10000 -
1,800
‘ 5000 { Zetabytes*
( ol )
50 billion connected Five billion mobile 0
objects (cars, phones 2009 2010 2012 2013 2014 2015 > 2020

appliances, cameras)
“There are security leaks involving mobile browsers that

we don’t even know enough about yet.”
- CIO, Media Company

*Source: International Telecommunications Union. “Global Number of Internet Users, total and per 100 Inhabitants, 2000-2010.” United Nations. http://www.itu.int/ITU-
D/ict/statistics/material/excel/2010/Internet_users_00-10_2.xls; Ericsson. “More than 50 billion connected devices — taking connected devices to mass market
5 E’Rﬁcprﬂiatjbzigt%’ February 14, 2011. http://www.ericsson.com/news/110214_more_than 50 billion 244188811 c; IDC “Digital Universe S@%{’ﬁmg%rr%grg%n




managing threats in the digital age

Security challenges are increasing in number and scope...

EXTERNAL THREATS -
Sharp rise in external attacks Organized crime
from non-traditional sources Corporate espionage

Government-sponsored attacks
Social engineering

INTERNAL THREATS Administrative mistakes

Ongoing risk of careless and Careless inside behavior

malicious insider behavior Internal breaches
Disgruntled employees actions
Mix of private / corporate data

COMPLIANCE National regulations
Growing need to address a Industry standards
steadily increasing number of Local mandates
mandates

6 © 2011 IBM Corporation



managing threats in the digital age

...and will continue to have a significant impact on C-suite priorities™

CxO
priority

Security
risks
Potential
impact

*Source: Discussions with more than 13,000 C-suite executives as part of the IBM C-suite Study Series

7 © 2011 IBM Corporation



managing threats in the digital age

Increased threats and compliance requirements require more
automated, proactive approaches to security...

Organizations use
predictive and
automated security
analytics to drive
toward security
intelligence

Automated

Organizations
employ perimeter
protection, which

regulates access and
feeds manual
reporting

Security is layered into
the IT fabric and
business operations

Reactive Proactive

8 © 2011 IBM Corporation



managing threats in the digital age

...and must take a balanced approach to managing physical,

technological and human assets

Security
Domains

Today

People Manage identities per application

Deploy access control
and encryption

Scan for vulnerabilities

Applications

Block unwanted network access
and viruses

Security Gap

Tomorrow: Security Intelligence

Reactive o

» Proactive

© 2011 IBM Corporation



managing threats in the digital age

Addressing security issues in the boardroom

GETTING TO SECURITY INTELLIGENCE: A Three Point Plan

10 © 2011 IBM Corporation



managing threats in the digital age Get Informed

Take a structured approach to assessing business and IT risks

RISK MANAGEMENT FRAMEWORK
2010 IBM Global IT Risk Study

“‘ the haza,-d I.'

| Operational |
£ Management

ADDRESSING RISK MANAGEMENT

+ Align and integrate IT risk into the business’ Enterprise
Risk Management framework

* |dentify key threats and compliance mandates

* Implement and enforce a risk management process and
common controls framework

» Execute incident management processes when crises
occurs

11

THE BENEFITS OF IMPROVING IT RISK

MANAGEMENT
2010 IBM Global IT Risk Study

e i,

confinuity
reputation

It increases agility

It cuts operating costs
It creates new

17%
opportunities for growth

It reduces complexity

EMPOWERING THE RISK EXECUTIVE

» Appoint a C-level executive to manage security risk

» Maintain regular interlock with Board of Directors and
peers

* Drive the IT risk conversation into the Enterprise Risk
Management program

© 2011 IBM Corporation



managing threats in the digital age

Client example: A large U.S. financial institution revamped its IT
governance and business controls to address audit challenges

SITUATION

12

ACTION

RESULT

A large financial institution:

» Received three adverse opinions from its external auditor, citing significant material issues including
significant Sarbanes-Oxley (SOX) weaknesses

» Received multiple adverse IT security reports from its internal auditor

» Needed to implement strong controls based on industry best practices to address adverse audit reports
and ensure the controls were regularly updated and improved

Working with the CEO and CIO, IBM:

« Assessed information security governance by reviewing security processes and writing/updating policies,
standards, and procedures

» Closed gaps identified by the assessment by establishing four IT governance committees, writing the
committee charters, policies and procedures, and chairing the initial meetings until the client was
comfortable taking them over

» Applied IBM’s deep subject matter expertise and experience in implementing COBIT® to oversee quality
control for contractors implementing business and IT controls

The financial institution implemented an IT governance program with strong IT
and business controls based on COBIT®
» Achieved a clean financial statement audit and SOX opinion from its external auditor

* This allowed the company to register a new common stock offering with the Securities and Exchange
Commission (SEC) which increased investor confidence and increased its stock value.

+ Institutionalized the IT governance lifecycle program to ensure continuous improvement

© 2011 IBM Corporation



managing threats in the digital age

Implement and enforce security excellence across the
extended enterprise

EXTENDED ENTERPRISE
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managing threats in the digital age _

Client example: A U.S. health insurer becomes compliant with
iIndustry directives and governmental regulations

apl g le), || Faced with a multitude of audits each year, the company needed to respond to
audits more consistently and reduce the impact on the business
*Establish compliance with new insurance industry regulatory requirements

*Implement an appropriate IT governance program to address these issues, given the central role IT
played in the running of the business

\eqple)\'|| IBM worked with the Vice President and Information Compliance Officer and
Business Unit Leaders to:

 Institute industry-standard IT governance controls that span all of the company’s operations and
business units

Establish the standards for business partner Service Level Agreements

Align business and IT, manage risk and ensure security in addition to compliance based on IT audit
recommendations

Monitor compliance with industry regulations and standards (e.g., HIPAA, NAIC Model Audit Rule)
Implement IBM Security Access Manager for ebusiness

-l={l|l3p As aresult, the organization:
* Reduced the effort needed for audit response by approximately 50%;

» Created a more effective, uniform response to audits that: supports regulatory compliance; imparts
knowledge transfer through a collaborative “coaching” relationship; and implements IT governance
company-wide

14 © 2011 IBM Corporation



managing threats in the digital age

Use analytics to proactively highlight risks and identify, monitor
and address threats

Security
Intelligence

S t Activity monitoring Application firewall A BN
managemen D Endpoint / network
Strong ata Io§s Source fsode security
e prevention scanning
authentication management
Basic Passwords and Encryption Vulnerability Perimeter security
user identities Access control scanning Anti-virus

© 2011 IBM Corporation



managing threats in the digital age

Client example: A global pharmaceutical company uses
analytics to upgrade its security risk capabilities

SITUATION

16

ACTION

RESULT

A client needed a smarter way to address threats while reducing the cost and
complexity of a multi-vendor security environment

A lack of correlation between reported threats and vulnerability data made it difficult to identify truly
critical incidents

Skilled resources were needed to proactively monitor alerts real-time from multiple security devices and
take action before a breach occurs

Using IBM’s Managed Services, IBM Intrusion Prevention and IBM X-Force
Research:

Millions of multi-vendor security events were analyzed across the customer’'s computing environment
Sophisticated analytics processed real-time security event data
Expert remediation guidance was used to rapidly correct issues and reduce vulnerability windows

Reports allowed the organization to track and trend vulnerability and threat data over time to gain a
broader view of their security posture

In addition to taking a more proactive approach to threat management, the
client has reduced its security management costs by 57%

Reduced critical security events from 10,000 events per day to 15
Consolidated five vendor environments to one

© 2011 IBM Corporation



managing threats in the digital age

Security is a C-suite responsibility
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managing threats in the digital age

Where do you stand today?

18

Applications

To what extent have you rolled out an identity program?
How do you know what authorized users are doing?

What is your plan to automate identity and role-based
management?

In what ways have you classified and encrypted sensitive
data?

How do you know if sensitive data leaves your network?
How do you monitor (privileged) access to data?

How is security built into your application development
process from day one?

How do you regularly test your website for vulnerabilities?

What is your approach to test legacy applications for
potential exposures?

What is your plan to
assess your security
risks?

How do you detect
threats and report
compliance across
domains?

Do you have a log
retention and audit
capability?

Which processes do
you use to handle
incident response
and disaster
recovery?

How do you involve
key internal and
external stakeholders
in security matters?
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IBM is helping define the new role of the information security
leader

Self-assessment of maturity and preparedness

A Crvan Bt Appbed g
-
- o 0 @
Finding a strategic voice
Bucights from the 2002 IBM Chicf Informstion Security Officr Awemment 1 . . . ®
B
5
o @ O @
E ,
i1 0 o @ o
8
o
+ @ & #
7 ® & ®
3 . . . .
Low Security organization maturity High
® Influencers 25%
@ Protectors 47% =5 raspondants
# Responders 268%

Figtere 1 Only one-quarter of security leaders believe their organizations are
mature and have high confidence in their ability to avoid or contain a breach.
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Information security is a strategic priority for organizations with

an advanced security posture

Security profiles
Responders Protectors Influencers
Structure Dedicatad CIS0 . 25 I I
and management
Security./risk committos . 26 I 2 I
Budget line item I 7 I I
Budgat authority CIO (20%) CI0 (32%) CI0 (26%)
T VEYDirectorManager (24%) CFO (20%) CEC (26%)
CFO (18%) CEO (20%) CIS0 (12%)
Organizational reach Increased leadership atiention I U L Freaae [
Aegular board topic . I 8 I
Primary focus over next two years Mew sacurity Employes education (53%) Employes education (59%)
tachnology (46%)
MNew sacurity Commumcations’
Updating business technology [42%) collaboration [24%)
procasses (36%)
Measurement Standardizad metrics . e I .

Figtre 2: Influencers are much more likely o have elevated information security to a strategic priority.
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IBM’s unique security expertise and approach...

UNIQUE EXPERTISE SECURITY APPROACH
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...Is combined with IBM’s depth of capabilities

SECURITY INTELLIGENCE
* Advanced persistent threat

THE IBM SECURITY FRAMEWORK DEPTH OF CAPABILITY
IBM Security Framework SECURITY CONTROLS
» Governance
SECURITY GOVERNANGE, RISK MANAGEMENT - Risk assessments

AND COMPLIANCE

@ PEOPLE AND IDENTITY |

@ DATA AND INFORMATION |
@ APPLICATION AND PROCESS |

* Business and IT processes

» Security architecture

* Privacy assessments

» Patch management

» Application security

» Data security/integrity

» Data leakage/loss prevention
* Endpoint security

* Network security

@ NETWORK, SERVER AND END POINT |
+ ldentity and access
PHYSICAL INFRASTRUCTURE | management

* Incident management
Common Policy, Event Handling and Reporting o Resiliency management
 Digital video surveillance

Professional Managed Hardware
services Services and software

22

analysis
 Continuous monitoring
* Vulnerability assessments
* Third-party ethical hacking
* Advanced security
analytics
* Managed security services

 Security event
management

» X-Force Intelligence
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