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LZEEHHEREE (EHEXRE. HEfgEmils )
--->% HIBM x-force #t45
Sampling of security incidents by attack type, time and impact, 2013 through 2015

Size of circle estimates relative impact of incident in terms of cost to business, based on publicly disclosed information regarding leaked records and financial losses.

2013 2014 2015

Attack types
XSS Heartbleed Physical Brute force Misconfig. Malvertising Watering ~ Phishing SQLi DDoS Malware Undisclosed
access hole
256 days $6.5M
APTs 545 I it (7] — Rt TR T IR (RED)

iR IBM X-Force® FWAZFNFF K
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D

App Exchange
e N P 1

X-Force Exchange Jai/ii 154K

Network Protection XGS M %% A 25"
QRadar Incident Forensics 254 BuiiF

BigFix i

SECURITY OPERATIONS
AND RESPONSE
RETE RN

QRadar SIEMZ 2B HERFEE QRadar Risk Manager R\ &1

QRadar Vulnerability Manader R 12 +@ Resilient Incident Response [ (1] oot £ oot
% » |
MaaS360%3)) @ \\y o '*I'grl;jsjtggi( Mobile

©® Trusteer Rapport
TR Bt

INFORMATION RISK

ANP PROTECTION
& BRI R

Identity Governance and Access S{7&EF01j 1
Privileged Identity Manager 44 & {5 & I8
e ° Cloud Identity Service = &3 AR %%
FIH 22
Cloud Security zSecure KRB KL

Enforcer R E
SECURITY TRANSFORMATION SERVICES

REHDIRS
BHEN | RARR| ZEEH

Guardium#iiE e
Key ManagerZ4EE o
AppScaniifl @
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IBM Security Product Portfolio

IBM R£/= R RE— EEK

Security Intelligence and Analytics L& REM 59

QRadar QRadar QRadar QRadar QRadar Incident
Log Manager Security Intelligence Risk Manager Vulnerability Manager Forensics

Next Generation

Identity Governance Guardium Data AppScan Source Network Protection (XGS)
Trusteer Rapport Activity Monitoring .
SiteProtector
Identity Manager Threat Management
o AppScan Standard
Trusteer Pinpoint . , Guardium Data Trusteer Apex
Malware Detection PerlIeged Ident|ty Encryption
Manager o
AppScan Enterprise IBM BigFix
Trusteer Pinpoint Access Manager for Web
Access Manager for Mobile : ; ; ;
Criminal Detection g Optim Data Privacy DataE’ower Web IBM MaaS360 (FiberLink)
Federated Security Gateway IBM Cloud
Identity Manager Security Enforcer
Trusteer Mobile Directory Integrator / Key Lifecycle Manager Secl:\;ljg%ggrhcy JSecure

Directory Server

IBM X-Force Research &L=

2016-01-11
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2 Gartner Reprint A
- Vv
18M Security @ .IBMSccur'ny BM @
@ WP
Splunk
splunk @ @ @ sowunk LogRythm @y CKZ
@ Menfee @ el Security
LogRhythm @@y
EMC (RSA)@ @H
EMC [RSA]
EMC (RsA) @ @ Logrhythm ]. @ Intel Security
Netil
etia @ - Micro Focus
alariVinds e
SolarWinds @ (] Trustwave Thevaeg o
Trustwave @) Micra Focus (Netin) SolarWinds @ @ AlienVault
Tibco Software @) ..\l;m.v...m Fortinet U'\CCElODS.
@ Tenable Network Security @ Aienvault
ManageEngine vent
e geEngine @ BrentTrackergy
(-} w
EventTracker @ = et 2 T

= 3
N e 0. = Accolps g
S S = Blackstatus @y =
& = S
(] o= =
J BlackStratus @) z E
2 3
= 2

2 COMPLETENESS OF VISION As of July 201¢ COMPLETENESS OF VISION > As of August 2016

7CQM‘PL7EVTEN‘E‘SS OF VISION As of June 2014 source: Gartner (July 2015) Source: Gartner (August 2016)
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Extensive Data Sources

@ Security devices

2 Suspected
@M ) Servers and mainframes N

Incidents

Network and virtual activity imited data collec I

rage and analysis S
Data activity It in data classification

’) A lication activit tomatic asset, service and

PP y er discovery and profiling
al-time correlation
1 threat intelligence

Conflguratlon information
Vulnerabllltles and threats

Users and identities

v 3% Global threat intelligence

Embedded
Intelligence
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QRadar #1 Resilient £ 0%

IBEM QRadar Security Imaligence

Ounivbonrd JELEETLEE Log Astuiy  Metwork Ao, Assets  Repors  Waineadinl Addwen

Cffernes

— fEResilient MlQradar [f]% 4= FAFToEE] — —
ERIGIESTIPSITS s o] [ovoum

— FQradar P HIEHE MResi1ient H [ 58T FH O | Actviy Dashboard S s e
H:;é News Feed All~ Ny 30, 2046, 0:400

— =1 1= ~ Andrew Wadsworth reassigned task Research current attack intelligence and Unaszcrec
— E l:] Z\‘ =] I 2 hours ago . L ) .
—I/ ,L‘\ U ecent vulnerabilities on incident Malware Detected
2 hoes o o Andrew Wadsworth reassigned task Sandbox malware-infected systems on —
2
g incident Malware Detected Knowm Machine  Urknown

T R ] N g
T
- fEE R EEORANEANI e @ el
AR B T AT RS E % R E
— SRR SRR ()Y 55 TR SR 43 A wrom @) S| S

INC-20150730
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Resilient SystemsflQradaritZ & HAE— M ERE I Z B EMZ2EHmMF & EihFET/E

& o

&a

(Ui W] S

Help to continuously stop attacks and Identify the most important threats Respond to incidents in integrated
remediate vulnerabilities with advanced analytics and forensics | | and organized fashion |
I I

€ BV security » Resilient
BANEETENT SEHRN ANREEHMNERRUE—FS EIBMAIRME=SRARAELLER
Resilient Systems will extend IBM'’s Resilient Systems will allow security 2
offerings to create one of the industry’s  teams to orchestrate response Resilient Systems integrates with
most complete solutions to prevent, processes and resolve incidents faster, QRadar and other IBM and 3rd party
detect, and respond to threats more effectively, and more intelligently solutions so organizations of various

sizes can successfully resolve attacks
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* 2016 2Q Y)WResilient 224NN 6
 Watson for Cyber security

« UBACHH P A5 9o i)

* X—force exchange

* App exchange
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BREFFEIREAEMBERIES

= IBM QRadar Security Intelligence

Dashboard  Offenses Network Activity Assets Reports Risks Vulnerabilites Advisor  Admin

Log Activity

o ; X
&l Suspicious Action from Document
. fle o ‘QRadar has determined malware family or campaign may be related to the offense and 3 other hosts In your networks Send to Res“Ient 4
A vRL 9 appear 10 be affected. QRadar has also found these additional indicators possibly related to the Incident containing 14 Domains,
e 130 IP Addresses, 7 Geographies, 8 flle HASHes 77@
® Exooit 24 - — 1o es (1) Destinations (1) Watson
@ P Address 1 ‘7:7:::7— )
: Userhame " xtyubamidwvuyar.yt T Attack Campaigns Documents Found Domains Implicated Hosts Involved
User Agent
Relationships
Watson Insights Explore Insights

178.212.25

QRadar has determined malware family or campaign may be related to the offense
and 3 other hosts in your networks appear to be affected. QRadar has also found

these additional indicators possibly related to the incident containing 14 Domains,
130 IP Addresses, 7 Geographies, 8 file HASHes

1012132 yearend.xis
| /7
| // ,//
o o
yays

20.132.23.11  20.132.23.12  20.132.23.13

pvwinlrmwyccuo.eu

Supporting Details

Name Created Data Sources Reporting

Watson determines the specific campaign (Locky), (A V
discovers more infected endpoints, and sends results

to the incident response team
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ﬂ IBM X-Force

—u KEFG, A F & 8
) Exchange

NEEEAE

FH1E By (STIX/TAXII, API)

Research and collaboration platform and AP — NMERIIR R TT R, UAFE s

Security Security Security b o Rk bt ST 2
Analysts and Operations Products and HEEE BRI 5

Researchers Centers (SOCs) Technologies

& Ao LA § 2 4
- ' : E@ ggMEX—Forceﬁﬁ/r%ffﬁﬂﬁ
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Threat Intelligence ¥
o I 100K+ it St i K2k
PafE 2 —
X Force Threat Intelllgence o LTSN % B A 2 4 £
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Databases
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IBM Security App Exchange

RS AZNR: vk 7ae VAL

Refine By App Exchange

All Industries. ~ Featured

. - -
O appication 1
— A [0 custom Actions 8 Elole QRadar Reference Data Custom rules for retall
I:I O Custom Propertics 1 Manager Lite t cking
= BN
a = ara g
3 R T Sl
rmarey i every adar user

O Cusiom QidMap 3 e s *
En for BigFix Fastand eficient The Crignal 3¢ Reference Tris exension Is 3 valuatle
Setmaragem: ol hom: 2d rery R
More stzrenc inter
***** * ok ok K K * Kk kKK

jggj% % 'f/E 1}( ﬁlﬁ ﬁlj %]A‘ Al Applications (22) ey | oo .

Y ly BigFix - dashboard Cloud Enforcer Network
sssss hes CriineSec Frofessional = XFarce Security
Security StackFlow

Altnamy Bank

P FEQRadar ThRE S TBMZE & it vk 77 2 Rl 4R G 37 7 FR AR R B I DMEF &

FevFQradar I A E AR A RE BLSE R A7 2B B X A3 FH 241
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B FSTIX/ TAXT TR AR B M5 R L - JE TR
& N ; 115 3 YN NY
. fEQRadard| I (Reference sets) HiiEkm M EsT B MXFE A FLIRCE I TPHEE AR B IR LB 2R, IR — RN, 43K

AL AL R TP, $E T L™ B
» fHH5I % (Reference sets) RKREE, R, ik
o E R DA HE e R

~ - 2 v
Configured Threat Intelligence Feeds TAXE Endpoin
Authentication Method HTTP Basi
https://api.xforce.ibmcloud.com/taxii l O Usermame
Collection: xfe collections public R | Password
Reference Set: Web Sarvers 2 ecieve
Collection No collections discovered yet v

Action Name
Properties
Observable Type Pv4 Address

Indicator Type

X.. STIX e
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= HRNGEE
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IBM QRadar Security Intelligence

Dashboard Offenses LogActivity ~ NetworkActi..  Assets Reports Admin  HelloWorld [RICUNACACWEN Google Maps ... System Time: 10:25 AM

Target Vulnerable to Exploit
Details

Unknown
SIM User Authentication
SIM User Action

Categories

Duration 27 Seconds
Offense Type Source IP

-
1 : (TR W 29
. 1. oL Cuchame_ 1CMP_Foox
Offense Contributors . Maltomed B

Incxdents by Magnade

Average Incident Duraton

IP Relationships

Source IP Source Port Destination Port Destination IP
714.733.846.609 892.658.822.307

Top Incidents by Event

594.610.352.796 = 599.964.716.986

381.867.460.255 o = . 579.178.212.239

X-Force Threat Feed | Microsoft Windows OLE code execution
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Advanced

& {F{k ¥R - Carbon Black/BIt9 Parner

BitO + silack

TEQradar ST H ST A0 10 55 BETL B AT Aot T A . &%ﬁﬂﬁTwmﬁBmiiﬁ%%K@,ﬂ&u<%@%ﬁ%,
. EQradardihl & LIRS B FRERRARDL, 7T RS 2 ) <5

R R ST ¢ PREATET R &, W, qf) .
KRR AR SR ) iyttt i R e

IBM QRadar Security Intelligence

LITEERTEN Offenses  Log Activity  Network Activity Assets Reports  Vulnerabilities Admin  CarbonBlack

Show Dashboard: Threat and Securty Monitoring =1 [“/NewDashboard [ Rename Dashboard (@) Deleto Dashboard  Add ftem... ¥ Refrash Paused: 000005 P ¥ ]

Default-IDS / IPS-All: Top Alarm Signatures(~ 1 £3 My Offenses.

* No resuls ware retumed for this tem IBM QRadar Security Intelligence

Most Severe Offenses

Dashboard Offenses Log Activity Network Activity Assets Reports Vulnerabilities Admin et LhLIIETY

There was no Time Series data for the search
performed.

I CarbonBlack

Search Sensor Status Watchlist Hits

Search

Process Search >

Query
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http://apps.xforce.ibmcloud.com
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Welcome to the Security App Exchange

Find. Download. Use.

Verified extensions for a stronger enterprise defense.

Frta

BrightPoint

SECURITY

BrightPoint Security

Sentinel
BrightPoint Security Inc

BPS Sentinel Analytics Tab shows
details for an 10C

* Kk ok Kk Xk

CARBON
BLACK

Bit9

ARM YOUR ENDPOINTS.

Carbon Black App for

IBM QRadar
Bit9 + Carbon Black

Access process searches, endpoint
isolation and system status from
Carbo ...

* Kk Kk kX

/, exabeam

Exabeam User Behavior
Analytics

Exabeam

Exabeam is a user behavior
analytics solution that leverages
existing lo ..

* Kk ok Kk Kk

v Rresilient

SYSTEMS

Resilient Systems

Integration for QRadar
Resilient Systems, Inc.

Integrate the Resilient Incident
Response Platform (IRP) with IBM
QRadar ...
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