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3514 — connect virtually anything
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Reusable, complex function is provided
by the middleware, not the application.

Reliability, availability, and scalability
are provided by the middleware,
not the application.

Eies

Security policy enforcement and
resistance to attacks are provided by
the middleware, not the application.

XML SR . . .
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SSL
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WebSphere MQ Advanced Message Security
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Authentlcatlon (Iocal OS for server apps or peer authenticated SSL for client
apps)

Authorisation (OAM on distributed, RACF on z/OS)

Integrity (SSL for channels)

Privacy (SSL for channels)

Integrity (Digital signature of message content)

Privacy (Message content encryption)
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<k IBM WebSphere MQ Explorer
File Window Help

‘LS. MQ Explorer - Navigator &3

Double click policy t
view properties

oleration mode allows
essages not conforming

o policy
B SALFS.EUROPE - P

ame of policy is not
editable once created

General

General

/

Policy Name: | SALES.EUROPE =

Toleration

(&) Apply this policy to all messages

the policy are not delivered
() Tolerate messages that do not conform to this policy

All messages are delivered

Signing

= £53 18BM WebSphere MQ
== Queus Managers
=5l oM 1
== Queues
[== Tapics
[+ Subscriptions
== Advanced
[= Channels
= Client Connections
[= Listeners
[= Services
[ Process Definitions
[= MNamelists
[= Authentication Informa
ESYFrotection Policies
K test

| -~

|

[£

=Pops up adialog asking

Messages that conform to this policy are delivered. Messages that do not conform to

Removes the selected
DNsfrom thelist on left

Message signing algorithm: !SHAI

\ 2]

the user to supply aDN
-

SALES.EISROPE

<

() Accept signed messages from any originator

N

Distinguished names of permitted message originators:

(%) Only accept signed messages from the message originators listed below

‘CN=Robert Smith,OU=IBM Software Group,0=IBM,C=UK

Add

Encryption

Message encryption algorithm: | AES128

]

specified below.

Distinguished names of permitted message redpients:

Messages are only readable if encrypted for one of the permitted message recipients

CN=Robert Smith, OU=IBM Software Group,0=IBM,C=UK

Add

If aencryption policy is specified, message

| Last updated: 15:27:56

will be encrypted and at least one DN must

Right click nodeto
create anew policy

17

be entered
e enter

J [ Cancel ]
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ZEME
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0T & FF (2/0S, Linux (32 Bit), Solaris, AlX, HP, Windows)
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T Web R SC R4 7 A A%

@ In this example usage scenario the Web Gateway allows a business user to upload a
file (via the company web portal) to a back-end system where it can be processed

Head Office
Business user Report
on-site with — Back-end
customer &£ .
e System
Report is
processed
and loaded
into database
Logs on to Gateway
company web portal N
File transported using HTTP File transported using WMQ FTE
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T WebRISC R 7 A

@ In this example usage scenario the Web Gateway is used to enable a researcher to pick
up files that have been produced (hours earlier) by batch processing at a back-end

system
Data Centre

Web Research
Gateway Results. Lab

Back-end / _
System

Processes S
research data
during a 3am to 4am
batch processing window

File Space
a per user “in-tray” for files

Logs into research
portal to collect results

File transported using WMQ FTE File transported using HTTP
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WebSphere MQ V7 1§ & 45

+ Used to identify messages

Message Descriptor - Al messages support the same set of
header fields

+ Used to add optional header fields to a
message MQMD

- + Categories
Message Propertles + JMS optional header fields

« Application-specific properties PROPS
+ Provider-specific properties
XX=YY

» Actual message data to be delivered
« Data is any string of bytes meaningful BODY
to its application program

Data

®Fields in the message descriptor can also be handled as

message properties
»Root.MQMD.<Field> as the message property name, where <Field> is
the C language declaration for the MQMD field name
»For example, Root. MOMD.MsgType
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WebSphere MQ v7 $1£4Lt7H BRIk

eWebSphere MQ V742 1L B R I fiE;

O S FEAR SR Z AP A, #HlanIMS. XMSEEMQI

MQOPEN
ObjName = “MyDestQ”
hObj MyDestQ
MQSUB
SelectionString = “sport = football”
hObj
TopicString = “Results”

MyDestQ

23

Publisher

Delivered!

team = hursley
sport = football

-.._,_..-4'—_-—

Not Delivered!

team = hursley
sport = basehall

gL

Delivered!

team = romsey

sport = football
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ﬁiﬁ_/_iéﬁf'ﬁﬁ Channel Compression

®SDRE1%iH 18 — RCVRE:WE 1B
v Message Header K& 147671 (bytes) /> #1667 15 (bytes)
v 45 L #4186 %

®CLNTCONNZ F il 1 — SVRCONNAR 55 25 if 18
v Message Header K & F1500 71 (bytes) ik /> 318917 (bytes)
v R4 h82 %

o HEH B R4
v S A LSRR T B A 2
v K B S 2590 1 11 41 S0 AS B de

CompRate | CompTime

RLE S5% 220
ZLIBFAST 81% 1300
ZLIBHIGH 82% 1700
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Service Provider

W PRI IR A B

WebSphere MQHe 7 &= I il
%, HBISOAPAZ A K
v HHTTP & 1) 35109 &35 77 2 =S
v %ﬁf}" —/@ l{tﬂﬁ%ﬁzﬁgﬁ% Service Requestor T
SOAPIayer -------------------------------------------------- y

B, RPN, — AL
v
o WebSphereMQ

FEVE W R k2 i
v JEHE T EA
v I JE] A7 P — 5 D B I
GEE NI 17K
MQ delivers on the promise
of reliable Web services today

//)’_%L HeE
v XRS5 i KA T 728
v ZIRF HEHEE K HTHISOAP

IR GEE R T AP,
v IRZ 2751 GEFE ZGSOAP /17

WA B
v LRI
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MQZmFE

TAL, RPG, VB, VC, PB,

MQBEGIN

MQCONN

- MQOPEN

MQPUT [—

— -

w MQGET

MQINQ

i
—®= MQSET
-

MQPUT1

MQCLOSE

—- MQDISC

MQCMIT

F— s N

MQBACK
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MQ for AIX

MQ for Solar'si
- [

== MQ for HPU

L
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MQ for Windows

30



31

R IR
P
MQ
MQ
I

BRI

Hlk sfr

© 2010 IBM Corporation



© 2010 IBM Corporation

32



