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Purpose

Provide an overview of all the areas that need to be updated, when a password change
is required for the user id used to start the Gentran Server for Windows services
(Release 3.01 and higher).

Background

There are many possible areas that can be affected by a password change to the
Windows user id that is used to start the Gentran Server for Windows services, such as
the database, Gentran, and DCOM access.

Not all areas need to be updated, but for the sake of keeping the User ID and password
consistent across all areas, it is suggested that the password is updated in all areas.
Specifically, the database user id and password, and the Gentran’s ODBC access user
id and password do not have to be updated when the Windows user id has been
updated when using Windows integrated authentication.

It is strongly suggested that a network administrator make all changes regarding the
Windows user id and password, along with the changes to the user id and password for
the services. It is also recommended that a database administrator make any changes
to a password for the database user id.

As always, before making any changes to a production machine, make sure that a
current backup has been made, and verify the backup is valid.

Windows Integrated Authentication

When using Windows integrated authentication with Microsoft SQL Server, the
passwords in Microsoft SQL Server and in Gentran Server for Windows’ ODBC access
areas do not have to be updated. In fact, the password fields are unavailable from
within Microsoft SQL Server when using Windows integration authentication.

Standard Security (SQL Server Authentication or Oracle RDBMS)

When using Standard Security with Microsoft SQL Server (SQL Server authentication)
or Oracle, the passwords do not have to be updated unless the ODBC access areas in
Gentran have been updated, or vice verse. It is a good idea to update the password in
all areas to keep user id and password in sync with the ones used in Windows.
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Solution Steps

Gentran

When the password is to be updated in the database, the first place to update it will be
in the Gentran Server for Windows ODBC access areas of the Gentran Server System
Configuration and then the Gentran Server Mailbox properties.

1) Open Gentran Server Configuration.
2) Enter the new password in the ‘Password’ and ‘Confirm’ fields.

This changes the ODBC database login password for the GENTRAN Server Executive
service.

o GENTRAN:Server for Windows NT System Configuration =] 3 |

Directanes | Security I |mports I External D ata
Contrallers I Syztem I bd ailbon I Splittar I Aty atification I [zerz

ta the GEMTRAM: Server systemn named GEMTRANZZ
Contraller |GENMAEHINEI

Settings for  SCARGALVMZKSREY

Uze this account to access the ODEC Data Soun:

IJzer Igenadmin Passward |7 Confiim IT
8 SERIV R Zeaullie Stop | ¥ Auto start Dependencies...l

[prirmary systemn contraller)

Interval

8 GEMTRAMN Paller Stop | W Auto stat |60 _I seconds
Interval
8 GENTRAM Scheduler Shop | v Autostat  |EO _I zeconds

[~ Limit concurrent process contral events Iaw events I

0k I Cancel Amply Help
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In Gentran Server Configuration (cont.):

1) Click on the ‘Audit/Notification tab.

2) Click on the ‘Server’ button.

3) Enter the new password in the ‘Password’ field.

This changes the ODBC database login password for the Gentran Audit Notification

service.
) GENTRAN Audit/Notification Server Properties - SCARG... [H[E |
Database | Matifications
Audit/M atification uzes ODEX to connect o pour databaze sustem. ‘which
data zource would pou ke to\uze?
ODBC Data Source:
YWhat Uzer D and Paszword should Audit/M otification uze to log on to the
databaze zystem?
Uszer |D: Igenadmin &
Fazsward: Ixxxxmx
Audit/Motifization Service
8 Stop Service. .. | Dependencies... |
] I Cancel | Apply | Help |
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Next the password must be changed in the Gentran Server for Windows Mailbox
properties.

1) Open Gentran Server Mailbox Server Manager.
2) Right click on the server name, and select ‘Properties.’

3) On the ‘Database’ tab enter the new password in the ‘Password’ field.

This changes the ODBC database login password for the Gentran Server Mailbox

service.
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Server Properties For SCARGALYMZKSRY
Database | Securityl Messagesl Filez I Startupl

GEMTRAM: Server Mailbow usez ODBLC o connect to pour database system.
whhich data source would vou like to use ?

ODBLC Data Source

To improve perfformance, GEMTRAMN:Server Mailbox can simultaneouzly uze
multiple ODBC connections. How many connections would you like o uge ?

a

ODEC Canrections |1 =

wihat Uzer 1d and Pazsword should GEMTRAM:
the databaze syztem 7

jerver ailboy Lze to log an ta

User Id Igenadmin J

Ixxxxxxxx

Paszword

) sterling commerce

k. I Cancel Help
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When using the SAP Extension for Gentran Server for Windows, the password will need
to be updated within the Gentran Server for Windows SAP Configuration.

1) Open Gentran Server for Windows SAP Configuration.
2) Click on the ‘System’ tab.

3) Enter the new password in the ‘Password’ field.

¢ Gentran:gerver for Windows SAP Configuration

Connection F'arametersl Gereral  System I

b achine Mame to Fun Outbound Translation IGENM-&EVNE

Select the ODBC Data Source uzed by the GEMTRAM /AP Interfface.

ODEC Data Source IGENTH:&NDatahase

|lze thiz account to acceszs the ODBC Data Source

LISE[ IgEnadmln Paggwg[d EEEEE R R R

ak. I Cancel Apply Help
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When using RosettaNet for Gentran Server for Windows version 3.1.1 and 3.2, the
password will need to be updated in the Gentran RosettaNet Server Configuration
screen.

1) Open Gentran RosettaNet Server Configuration.
2) Enter the new password in the ‘Password’ field.

B GENTRAN RosettaNet Server - Configurati - 0] x|

Fozettak et uzez ODEC to connect bo pour databasze spstem. Which data
gource would vow ke bo uszel

ODBC Data Source: | GENTRANMS Dracle |

Which User ID and Pazaword Ehould Rozettabet uze to log on to the
databaze svstem?

d=zer D Igena mir

Fazsword:

Ixxxxxxxx

Cancel Help
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If the User ID that is used to start the Gentran Services is also used to log into Gentran
and Gentran is setup to use Windows Integrated Security or Mixed Security, then the
password will need to be updated within the Users tab of Gentran Server Configuration.
When using Standard Security the password does not have to be updated, however it is
suggested to keep all the passwords same.

1) Open Gentran Server Configuration.
2) Click on the ‘Users’ tab.
3) Select the User Id and click ‘Edit.’

=& GENTRAN:Server for Windows NT System Configuration [ _ ] |
Directories I Security I Importz I Estemnal Data |
Controllers I Syshem I b ailbo I Splitter I Audit/Matification Users
ger D | IJzer Mame |

igenadrmin Systern Administrator

....................... Edi

Delete

i

Cloze I Canzel Spply Help
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4) Enter the new password in the ‘Password’ and ‘Verify Password’ fields.

Security ACcess

: — Security b atrix
[zer [0 Igena Ta] | k. I
¥ System Adminiztration
Ilzer Mame: IS_I,I Em/dministrah:ur ¥ Partner Profiles Cancel |
” .
Passwond: mmzl W Send/Receive
V¥ Import
Werify Passward: I”“”“”“”“ ¥ Expot
v Screen Enty
v Unattended
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Database

After the password has been updated in the Gentran Server for Windows’ ODBC
access areas, the password will need to be updated in the database.

When using Microsoft SQL Server the password can be updated from within Microsoft
SQL Server Enterprise Manager. When using Oracle 8i the password can be changed
from within DBA Studio, or when using Oracle 9i the password can be changed from
within Oracle Enterprise Manager.

For more information regarding changing or updating passwords in the database, see
the database vendor software documentation or a database administrator.

Data Source Name (DSN)

Microsoft SQL Server

When using Microsoft SQL Server, the ODBC Data Source name (DSN) contains a

User ID and password area. This user id and password entry is only used during an
ODBC test for the DSN when using Standard Security (SQL Server Authentication).
This user id and password is not used during normal operations and processing.

For the test to be successful when using Standard Security, the password will need to
be updated prior to performing an ODBC test.

**Please note: Any entry in the password field of the DSN setup is not saved once the
DSN configuration is closed, and must be re-entered prior to a DSN test. As mentioned
before, these user id and password fields are used only when testing the DSN from the
DSN setup applet. The user id and password fields here in the DSN setup are only
used during the testing of the DSN when using Standard Security, and they are not
used by Gentran to access the database.

Oracle

The DSN setup for Oracle 8i and 9i do not require a password, so the DSN will not need
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to be modified. The user id and password in the DSN are used only when testing the
DSN.
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Windows

After updating the password for the database access and Gentran Server for Windows’
ODBC access areas then the Windows user id and password will need to be updated.
The Windows user id that is used to start the Gentran Server for Windows services can
be a local user or a domain user. In either case, this user’s password will need to be
updated.

It is suggested that a network or administrator make any changes regarding any local or
domain user accounts.

This Windows user id’s password will first need to be updated. Once the password for

that id has been updated, then the new password for will need to be entered for each of
the Gentran Server for Windows services using the steps below.

Windows 2000

1) Open the Microsoft Management Console for Services. This is located within
Administrative Tools.

5, Services

| action vew ||« o | @@ DB @] > = 0 »
Marme  / I Descripkion | Skatus | Startup Tvpe I Log On As | il
%Distributed Transac... Coordinate... Marnual LocalTystem
%DNS Client Resolves a...  Started Sutomatic LocalTystem
%Event Log Logs event,..  Starked Aukornatic Local3yskem J
%Fax Service Helps wou ... Manual Localswskem
%GENTRAN Audit Mok, Skarted Aukarnatic Jscargal
%GENTRQN:SEWEF Co Started Aukarnatic Jscargal
%GENTRQN:SEF\-‘EF E... Skarted Aukarnatic Ascargal
%GENTRHN:SEWH M. .. Started Aukarnatic Ascargal
%Indexing Service Indexes co,..  Starked Aukarnatic Local3yskem
%Internet Connectio,.. Provides n... Manual Localsystem
%IPSEC Policy Agent Manages I...  Started Automatic Localswskem
%Lngical Disk Manager  Logical Disk,,, Started Aukarnatic Local3yskem
mﬁl e =] Priele B = = AArRimimke = F [T EXTRE | I mm =S imkmrn d

| |
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1) Double click Gentran Audit Notification.
2) Click the ‘Log On’ tab
3) Enter the new password in the ‘Password’ and ‘Confirm password’ fields.

GEMTRAM Audit Motification Properties {Local Computer)

General LogOn | Redpowveny Dependenciesl

Log on as:

" Local Spstem account

[T llovs semvice ko interaig with deskiop

{% This account: I-\Qenéiﬂin Browse... |

Pazzword: I

Lonfirm password: I

You can enable or disable thig service for the hardware profiles listed below:

Hardware Prafile | Service |
Profile 1 Enabled
Endbe | Disable |

kK I Cancel | Apply |

4) Repeat the steps above for Gentran Server Mailbox and Gentran Server
Executive, and if installed, Gentran Server Communications and RosettaNet
Server PIP services.
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Windows NT

1) Open the Services console from within the Control Panel.

Services |
Service Skatus Startup
Computer Browser Started Automatic ﬂ
DHCP Client Started Automatic Start |
Directory Replicator b aral
EventLog Started Automatic Stop |
GEMTRAM Audit Matification Started Automatic
GEMTRAM: Server Communications Started Automatic il
GEMTRAM: Server Executive Started Automatic e (e |
GEMTRAM: Server Mailbox Started Automatic —
License Logging Service Started Automatic Stagtup |
Meszenger Started sutomatic || ==
Hw Profiles. .. |
Startup Parameters:
| Help |

2) Double click Gentran Audit Notification.
3) Enter the new password in the ‘Password’ and ‘Confirm password’ fields.

GEMTRAMN Audi Motification

— Starlup Tyupe

M |

Cancel

Help |

— Log On b \
 System Acciunt

[T Allow Servike to Interact with Desktop

& This Account; Ig%admin |
Pazsword: Ixxxxxxxxxxxxxx
LCanfirm Ixxxxxxxxxxxxxx
Paszword:

4) Repeat the steps above for Gentran Server Mailbox and Gentran Server
Executive, and if installed, Gentran Server Communications and RosettaNet
Server PIP services.
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Distributed COM Configuration (DCOM)

After the password has been updated in Windows for the user id that is used to start the
Gentran Server for Windows services, the password will then need to be changed within
Distributed COM Configuration.

The user id and password that will be updated within Distributed COM Configuration is
the exact same user id and password that is used to start the Gentran services, so the
user id and password here has to be the same as the one used before when updating
the user id that starts the services (Windows user id).

It is suggested that network administrator make the necessary changes in the
Distributed COM configurations.
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To update the password for the id being used in the Distributed COM configuration,
follow the instructions below.

1) Click on the Windows ‘Start’ button.
2) Select ‘Run’.
3) Type DCOMCNEFG, and click ‘OK’ to open the Distributed COM Configuration

Properties.

Distributed COM Configuration Properties E |

Applications:

Applications |Default F'ru:upertiesl Drefalt Securit_ul Drefault F'ru:utu:u:u:ulsl

COk+ Event Spztem

ComE vents. ComServiceE vents

CuztReg Class

Defrag FAT engine

Defrag MTFS engine

Ewvent Object Change

GEMTRAM Audit Matification Application
GEMTRAM Audit Motification Service
GEMTRAMAUEHatifLagll
GMT=Engine

HTHL Application

15 Adrnin Crypto E stension

15 &dmin Service

1S \WAMRBEG admin Service

ikt

Image D ocument

Internet Explorerer 1.0]

logagent

Logical Digk Manager ddministrative Service

Properties... |

=]

o]

Cancel

Apply
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4) Highlight Gentran Audit Notification Application in the list of Applications on the
‘Applications’ tab and click the ‘Properties’ button.

5) Select the ‘Identity’ tab, and enter the new password in the ‘Password’ and
‘Confirm Password’ fields in the “This user’ area.

GEMTRAN Audit Motification Application Properties

General | Securty  |den 't}"EndpDints

YWhich user account do vol want to use ta run this application’?

= The interactive user

£ The launching user

£ Thiz user
User: GENMM#@Ehgenadmin Erowse. . |
Easswnrd WHEEEEEN

EEREEEEEY

Canfirmn Pazswaord:

" The Syztem&ccount [zervices only)

k. I Cancel Apply

Page 18 of 19

© 2000 Sterling Commerce. All rights reserved.



GENTRAN:Server for Windows ) sterling commerce

6) Highlight Gentran Audit Notification Service in the list of Applications on the
‘Applications’ tab and click the ‘Properties’ button.
7) Select the ‘Identity’ tab, and enter the new password in the ‘Password’ and
‘Confirm Password’ fields in the ‘This user’ area.
a. If the ‘This User’ radio button is not selected, select ‘This User’, click the
‘Browse’ button and select the correct User ID, and enter the password in
the ‘Password’ and Confirm Password’ fields.

GENTRAN Audit Motification Service Properties

Generall Lu:u:atiu:unl Securty [ dentity | E hdpoinits

YWhich user account do vau want to use ta run this application’?

= The interactive user

= The launching uzer

" Thiz uzer
User: GEMMACHIME \ genadmin Browze. .. |
Pazsward: e

xxxxxxx:1

Confirm Password:

= The System Account [zervices only)

] I Cancel Apply

Verification

The password has now been updated in all areas required for Gentran Server for
Windows; the machine must be rebooted to test. Verify all services start up correctly as
well as testing Gentran’s access to other applications, process control events,
communications etc.
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