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IBM Sterling Connect:Direct Browser User
Interface Version 1.5.00 Release Notes

The IBM Sterling Connect:Direct Browser User Interface Version 1.5.00 Release Notes document 
supplements IBM® Sterling Connect:Direct® Browser User Interface Version 1.5 documentation. 
Release notes are updated with each release of the product and contain last-minute changes and 
product requirements, as well as other information pertinent to installing and implementing IBM 
Sterling Connect:Direct Browser User Interface. Read the document in its entirety before 
installation.

Product Requirements
Sterling Connect:Direct Browser User Interface requires the following software:

Component or Functionality Software Disk
Space
(min.)

Sterling Connect:Direct Browser 
User Interface

Microsoft Windows operating system options:

Windows XP (32 bit)

Windows 7

Microsoft Windows 2003 and 2008 Standard or Enterprise 
Edition (32 and 64 bit)

Microsoft Vista (32 bit and 64 bit)

Java Runtime Environment (JRE), version 1.6. The JRE is 
installed with Sterling Connect:Direct Browser User Interface 
for all Windows platforms.

64 MB
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Product Requirements
UNIX operating system options:

HP9000 HP-UX 11.23i 

HP Itanium 11.23

AIX 6.1

AIX 5.3 (64 bit)

Solaris SPARC 10

Solaris INTEL 10

RedHat Enterprise Linux Server 5.4 (either 32 bit or 64 bit)

SuSE Linux Enterprise Server 11

SuSE Linux Enterprise Server - Java

zSeries SuSE Enterprise Server 10

zSeries RedHat 5.0 (64 bit)

Java Runtime Environment (JRE), version 1.6. The Java 
JRE is installed with Sterling Connect:Direct Browser User 
Interface for all UNIX platforms.

64 MB

Mainframe operating system and Java options:

IBM System z/Linux

Java Runtime Environment (JRE), version 1.6.

Browser Browser options:

Microsoft Internet Explorer, version 6.0 or later

Note: You must enable cookies in your browser to run the 
Sterling Connect:Direct Browser User Interface.

Component or Functionality Software Disk
Space
(min.)
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Features and Enhancements
The IBM Sterling Connect:Direct Browser User Interface does not require a license key.

Features and Enhancements
Sterling Connect:Direct Browser User Interface version 1.5.00 has the following enhancements:

Secure connections The following versions of Sterling Connect:Direct and Sterling 
Connect:Direct Secure Plus are required:
UNIX OS

Sterling Connect:Direct for UNIX 3.7.00 or later with latest 
maintenance

Sterling Connect:Direct Secure Plus for UNIX 3.7.00 or later

Microsoft Windows OS

Sterling Connect:Direct for Microsoft Windows 4.2.00 or later

Sterling Connect:Direct Secure Plus for Microsoft Windows 
4.6.00 or later

z/OS

Sterling Connect:Direct for z/OS 4.6.00 or later

Sterling Connect:Direct Secure Plus for z/OS 3.1.00

HP NonStop OS

Sterling Connect:Direct for HP NonStop 3.4.02 or later

Sterling Connect:Direct for HP NonStop Secure Plus 3.0.00 
or later

Version Description

1.4.10 Added support for UDT netmap parameters for Sterling Connect:Direct for UNIX 
version 4.0.00 and later and Sterling Connect:Direct for z/OS version 4.8.00 and later.

Disabled directory browsing on the Jetty web server.

Obfuscated the admin password in trace file.

Made the Sterling Connect:Direct Browser User Interface documentation available 
from the Help menu under Documentation. 

Added support for netmap checking LOCAL|REMOTE for Sterling Connect:Direct for 
UNIX. 

Updated Sterling Connect:Direct JAI jar with support for submitting Processes larger 
than 8K.

Component or Functionality Software Disk
Space
(min.)
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Features and Enhancements
Modified the SubmitterParm method in the Sterling Connect:Direct JAI Parser code to 
retrieve statistics for Sterling Connect:Direct for z/OS by providing a submitter ID.

Changed the jettyBrowser.xml and webdefaultoverride.xml files to ASCII for the 
Connect:Direct for z/OS installation.

Added support for allowing “DAILY” keyword on start time.

Added support for honoring the trace setting specified in the configuration file.

Added new HTML help to remove DOM-based cross-site scripting vulnerability. The 
Help is accessed by navigating to the following URL: 
http://<HOSTNAME>:<PORT>/cdbrowser/html/main.html.

Upgraded Jetty Server to 6.1.21.

Set the default logging level for Sterling Connect:Direct Browser User Interface to 
“Minimal.” 

1.4.09 Added a new “Display Communication Fields” option in the System page. When this 
option is set to “No,” the API Address, Port, and Protocol fields are not displayed on 
the signon screen.

When submitting a Process, fixed issue that prevented using an “!” to override an 
SNODE password.

Added support for the modified version value passed by Sterling Connect:Direct for 
UNIX version 3.6.01 and later.

Added support for alt_comm_outbound and alternate comminfo in Sterling 
Connect:Direct for Microsoft Windows and Sterling Connect:Direct for UNIX Netmap.

Allowed keywords to be specified with no value by accepting <null> or ‘~[DATA]’.

Provided support for Group Authorities on Microsoft Windows. With this change, 
Functional Authorities include both User Authorities and Group Authorities.

Enabled Processes imported through the Process Builder to override the PNODEID or 
SNODEID with a user ID and no password.

1.4.08 Fixed issue with Byte Count value being displayed in the Select Process Details 
screen as a negative value when a large value is returned by the Sterling 
Connect:Direct server.

Added default values that are used when a new User Authority or Proxy object is 
created in Sterling Connect:Direct Browser User Interface. 

Fixed formatting issue with PDS member selection in the File Browser component. 

Fixed issue with file browsing using Mozilla Firefox.

Fixed issue with Sterling Connect:Direct Browser User Interface startup that occurred 
when users had changed the default keystore location or password.

Fixed issue that prevented users on IBM AIX from establishing a secure connection to 
Sterling Connect:Direct when the default truststore location had been changed.

Added a popup menu that allows users to change, delete, and suspend Processes, 
while still retaining the data on the main screen even after the a Process has been 
modified.

Version Description
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Special Considerations
Special Considerations
Sterling Connect:Direct Browser User Interface version 1.5.00 has the following special 
considerations:

✦ If you are using Microsoft Internet Explorer version 6.0, perform this procedure to avoid page 
display errors:
a. Launch Microsoft Internet Explorer. 
b. Select Tools>Internet Options. The Internet Options dialog box is displayed.

1.4.07 Support for Windows Vista. 

Upgraded Jetty servlet container to 6.1.5 to support z/OS-based installations.

Upgraded the JRE (1.5.12) shipped with Sterling Connect:Direct Browser to remove 
several security vulnerabilities.

Submit DSN, ALT.NODE, and Type fields added to Select Statistics Detail page.

Upgraded internal Sterling Connect:Direct JAI library that requires Sterling 
Connect:Direct Browser User Interface to run with Java Runtime Environment 1.5 or 
greater.

Added ALT.NODE and Type fields to Select Statistics Detail page.

1.4.06 Upgraded installer to install JRE 1.5.

Fixed Process import issue when the user is using Internet Explorer 6 with HTTPS.

Upgraded servlet container to Jetty 6.1.1 for security updates, JSP source file display, 
and weak encryption fixes.

Fixed issue in which no data was returned when specifying source or destination 
filename in select statistics.

1.4.03 Updated JRE to support new United States Daylight Saving Time rules for 2007.

1.4.02 Improved quality of the Chinese Sterling Connect:Direct Browser User Interface 
translation.

Adds support for Java JRE version 1.4.02.

1.4.00 Support for Sterling Connect:Direct for HP NonStop version 3.4.

Support for netmap node entry import and export. 

The Jetty server Web server is installed with the product and is automatically 
configured, eliminating the need to use a third-party Web server. 

An enhanced user interface makes better use of the screen area and simplifies 
navigation between functions. 

Support for secure connections through Java Secure Socket Extension (JSSE) 
between Sterling Connect:Direct Browser User Interface servlet and the Sterling 
Connect:Direct server.

Version Description
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Installation Instructions
c. Click Advanced. The advanced settings are displayed.
d. Disable Show friendly HTTP error messages.
e. Click OK.

✦ Occasionally, when importing a Process, you receive the following error:

If you click Refresh, you receive another error:

To resolve this problem, reimport the Process.

Installation Instructions
Depending on your operating system, use one of the following procedures to install Sterling 
Connect:Direct Browser User Interface.

Installing Sterling Connect:Direct Browser User Interface on a 
Microsoft Windows System

You must have administrative authority to install Sterling Connect:Direct Browser User Interface 
as a service. To install Sterling Connect:Direct Browser User Interface on a Microsoft Windows 
OS:

1. If your Services application is running, close it.
2. Navigate to the directory where you extracted the Sterling Connect:Direct Browser User 

Interface application. If you are installing the product from CD, the application is on the CD’s 
root directory.

3. Open the Microsoft Windows directory.
4. Launch CDBrowserInstall.exe.
5. Select the language and click OK to start the installation.
6. Read the introductory information and click Next.
7. Specify the installation directory or accept the default and click Next.
8. Specify a port for both secure and unsecure connections or accept the defaults and click Next.
9. Review the installation details. If you need to change any installation options, click Previous. 

To proceed with the installation, click Install. When the installation is complete, the 
Installation Complete screen is displayed.

10. Click Done.

HTTP ERROR: 500 Internal Server Error

Error Response Message Invalid request. Verify the parameters entered and try to 
import the process again it should import successfully.
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Installation Instructions
11. Refer to Chapter 2, Starting IBM Sterling Connect:Direct Browser User Interface in the IBM 
Sterling Connect:Direct Browser User Interface System Administration Guide for instructions 
on starting the Sterling Connect:Direct Browser User Interface

Installing Sterling Connect:Direct Browser User Interface in a UNIX, 
Linux zSeries, or z/OS System

To install Sterling Connect:Direct Browser User Interface on the AIX, HP-UX, Solaris, Linux Intel, 
Linux zSeries, and z/OS operating systems:

1. Navigate to the directory where you extracted the Sterling Connect:Direct Browser User 
Interface application. If you are installing the product from CD, the application is on the CD’s 
root directory.

2. Open the directory associated with your platform. Use the following table as a guide:

3. Depending on your environment, start the installation using one of the following options:

On the AIX, HP-UX, Solaris, or Linux Intel operating systems, type one of the following 
commands and press Enter to start installing Sterling Connect:Direct Browser User 
Interface and the JRE:
• To run the installation program in the command line interface, type:

• To run the installation program in the graphical user interface (GUI), type:

The GUI option is available only in a Microsoft X Windows environment.

Platform Directory

IBM System p5 AIX

HP 9000 Series HP-UX

HP Itanium HP-Itanium

Linux Linux

Linux zSeries Java

z/OS Java

Solaris SolarisSPARC

Solaris Intel SolarisINTEL

sh CDBrowserInstall.bin -i console

sh CDBrowserInstall.bin -i gui
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Known Restrictions
On the Linux zSeries or z/OS operating systems, type the following command and press 
Enter:

4. When you are prompted to Choose Locale, select the language or accept the default and click 
OK to start the installation.

5. Specify the installation directory or accept the default and press Enter.
6. Specify a port for nonsecure connections or accept the defaults and press Enter.
7. Specify a port for secure connections or accept the defaults and press Enter.
8. Review the installation details. If you need to change any installation options, press Ctrl and c 

and restart the installation. Press Enter to complete the installation. When the installation is 
complete, the command prompt is displayed.

9. Refer to Chapter 2, Starting Sterling Connect:Direct Browser User Interface in the IBM 
Sterling Connect:Direct Browser User Interface System Administration Guide for instructions 
on starting the Browser Interface.

Known Restrictions
Sterling Connect:Direct Browser User Interface has the following known restrictions:

✦ You cannot create a secure connection to Sterling Connect:Direct for UNIX using JSSE 
running on Linux zSeries. Sterling Connect:Direct Secure Plus for UNIX version 3.1 is 
required for secure JSSE connections; however, version 3.1 of Sterling Connect:Direct Secure 
Plus for UNIX is not supported on the Linux zSeries operating system.

✦ Sterling Connect:Direct Browser User Interface is not supported on Compaq Tru64 operating 
system.

Documentation Updates
This section describes last minute updates to the Sterling Connect:Direct Browser User Interface 
documentation:

IBM Sterling Connect:Direct Browser User Interface User’s Guide
On page 56 in the Microsoft Windows and UNIX Copy From Options section, replace the 
following:

java -jar CDBrowserInstall.jar -i console

Note: The Java installation assumes that the JRE is already installed.
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Documentation Updates
Microsoft Windows and UNIX Copy From Options
The Microsoft Windows and UNIX platforms use the same Copy From options. To specify these 
options:

1. Type the Source File Name. If the file is on the PNODE, you can click to browse to it.
2. Type the SYSOPTS.
3. Click Copy To to specify options for the platform that you are copying the file to.

See the online Help or Glossary for field descriptions.

On page 113, add the following note to the Source DISP definition:
Note:When the source file is being copied from Microsoft Windows or UNIX, the Source DISP value is 
always SHR. 

Note: When copying a file from Microsoft Windows or UNIX, the Source Disposition is always SHR. 
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Documentation Updates
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Notices

This information was developed for products and services offered in the U.S.A. 

IBM may not offer the products, services, or features discussed in this document in other 
countries. Consult your local IBM representative for information on the products and 
services currently available in your area. Any reference to an IBM product, program, or 
service is not intended to state or imply that only that IBM product, program, or service may 
be used. Any functionally equivalent product, program, or service that does not infringe any 
IBM intellectual property right may be used instead. However, it is the user's responsibility 
to evaluate and verify the operation of any non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in 
this document. The furnishing of this document does not grant you any license to these 
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the 
IBM Intellectual

Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi

Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country 
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS 
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT 
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT 
NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, 
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MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do 
not allow disclaimer of express or implied warranties in certain transactions, therefore, this 
statement may not apply to you. 

This information could include technical inaccuracies or typographical errors. Changes are 
periodically made to the information herein; these changes will be incorporated in new 
editions of the publication. IBM may make improvements and/or changes in the product(s) 
and/or the program(s) described in this publication at any time without notice. 

Any references in this information to non-IBM Web sites are provided for convenience 
only and do not in any manner serve as an endorsement of those Web sites. The materials 
at those Web sites are not part of the materials for this IBM product and use of those Web 
sites is at your own risk. 

IBM may use or distribute any of the information you supply in any way it believes 
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of 
enabling: (i) the exchange of information between independently created programs and 
other programs (including this one) and (ii) the mutual use of the information which has 
been exchanged, should contact:

IBM Corporation

J46A/G4

555 Bailey Avenue

San Jose, CA__95141-1003

U.S.A. 

Such information may be available, subject to appropriate terms and conditions, including 
in some cases, payment of a fee. 

The licensed program described in this document and all licensed material available for it 
are provided by IBM under terms of the IBM Customer Agreement, IBM International 
Program License Agreement or any equivalent agreement between us. 

Any performance data contained herein was determined in a controlled environment. 
Therefore, the results obtained in other operating environments may vary significantly. 
Some measurements may have been made on development-level systems and there is no 
guarantee that these measurements will be the same on generally available systems. 
Furthermore, some measurements may have been estimated through extrapolation. Actual 
results may vary. Users of this document should verify the applicable data for their specific 
environment. 

Information concerning non-IBM products was obtained from the suppliers of those 
products, their published announcements or other publicly available sources. IBM has not 
tested those products and cannot confirm the accuracy of performance, compatibility or any 
other claims related to non-IBM products. Questions on the capabilities of non-IBM 
products should be addressed to the suppliers of those products. 

All statements regarding IBM's future direction or intent are subject to change or 
withdrawal without notice, and represent goals and objectives only. 
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This information is for planning purposes only. The information herein is subject to change 
before the products described become available. This information contains examples of 
data and reports used in daily business operations. To illustrate them as completely as 
possible, the examples include the names of individuals, companies, brands, and products. 
All of these names are ficticious and any similarity to the names and addresses used by an 
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate 
programming techniques on various operating platforms. You may copy, modify, and 
distribute these sample programs in any form without payment to IBM, for the purposes of 
developing, using, marketing or distributing application programs conforming to the 
application programming interface for the operating platform for which the sample 
programs are written. These examples have not been thoroughly tested under all conditions. 
IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these 
programs. The sample programs are provided "AS IS", without warranty of any kind. IBM 
shall not be liable for any damages arising out of your use of the sample programs. 

Each copy or any portion of these sample programs or any derivative work, must include a 
copyright notice as follows:

© IBM 2011. Portions of this code are derived from IBM Corp. Sample Programs. 
© Copyright IBM Corp. 2011.

If you are viewing this information softcopy, the photographs and color illustrations may 
not appear.

Trademarks
IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International 
Business Machines Corp., registered in many jurisdictions worldwide. Other product and 
service names might be trademarks of IBM or other companies. A current list of IBM 
trademarks is available on the Web at “Copyright and trademark information” at 
www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks 
or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and 
Telecommunications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, 
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks 
of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or 
both.
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Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft 
Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of 
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other 
countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of 
Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United 
States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium and the Ultrium Logo are trademarks of 
HP, IBM Corp. and Quantum in the U.S. and other countries.

Connect Control Center®, Connect:Direct®, Connect:Enterprise, Gentran®, 
Gentran:Basic®, Gentran:Control®, Gentran:Director®, Gentran:Plus®, 
Gentran:Realtime®, Gentran:Server®, Gentran:Viewpoint®, Sterling Commerce™, 
Sterling Information Broker®, and Sterling Integrator® are trademarks or registered 
trademarks of Sterling Commerce, Inc., an IBM Company.

Other company, product, and service names may be trademarks or service marks of others.
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