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Chapter 1

Important Notes

This document supplements IBM® Sterling Connect:Enterprise® HTTP version 1.4 documentation. Read
these release notes completely before installation.

Product Requirements

This section describes the software requirements for Sterling Connect:Enterprise HTTP version 1.4.00.

UNIX Systems

The following minimum levels of software are required to run Sterling Connect:Enterprise HTTP for UNIX.
< Web server software

+ Tomcat 6.0 or later

+  Sun ONE Web Server version 6.0 or later

+ IBM WebSphere Application Server version 6.1 or later
< Java Developer Kit version 1.5 or later

Microsoft Windows Systems

The following minimum levels of software are required to run Sterling Connect:Enterprise HTTP for Microsoft
Windows:

o,

< Microsoft Windows 2003, 2008, XP. This requirement is for running the installation program.
< Web server software

+ Tomcat 6.0 or later

+  Sun ONE Web Server version 6.0 or later

+ IBM WebSphere Application Server version 6.1 or later
< Java Developer Kit version 1.5 or later
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Web Browsers

Sterling Connect:Enterprise HTTP is supported the following Web browsers:
< Microsoft Internet Explorer version 7.0 or later
< Mozilla Firefox version 3.6 or later

SSL Support
For SSL support, you may need to install IBM® Sterling Certificate Wizard.

Installation Notes

This section contains installation considerations that you must observe in addition to the procedures contained
in the IBM Sterling Connect:Enterprise HTTP Installation and Administration Guide. Refer to the following
notes before beginning installation of the product:

< Review the IBM Sterling Connect:Enterprise HTTP Installation and Administration Guide, and complete
the worksheets prior to installing Sterling Connect:Enterprise HTTP.



Chapter 2

Summary of Updates

This chapter describes the enhancements and maintenance for Sterling Connect:Enterprise HTTP
version 1.4.00.

Enhancements in Version 1.3.00

This section describes the enhancements in Sterling Connect:Enterprise HTTP version 1.3.

o,
”Q

Firewall port navigation for SSL— Allows you to limit the firewall ports and implement a Clear Control
Channel (CCC).

Change password support-Enables users to change their Sterling Connect:Enterprise server password
using Sterling Connect:Enterprise HTTP, and allows an administrator to prompt users for expired
passwords.

SITE command support-Enables you to communicate with Sterling Connect:Enterprise Gateway using
SITE commands.

Support for 64-character batch ID-Enables Sterling Connect:Enterprise HTTP to issue up to 64-bit
batch 1Ds on systems that support 64-character batch IDs.

Passive mode FTP command support-Allows the Sterling Connect:Enterprise administrator to have
either the Sterling Connect:Enterprise server or Sterling Connect:Enterprise HTTP select the data transfer
port.

Error message descriptions included in the Help—All error message explanations and suggested actions
are included in the IBM Sterling Connect:Enterprise HTTP Installation and Administration Guide, and in
the Help system.

Support for Server-only authentication—Enables you to communicate securely with Sterling
Connect:Enterprise HTTP using only a server-side certificate.

directory_in_memory system property file parameter—This parameter enables Sterling
Connect:Enterprise HTTP to build a spool file in memory, allowing data received from Sterling
Connect:Enterprise servers to be further processed by Sterling Connect:Enterprise HTTP. Because the file
is written in memory, it does not conflict with write permissions on UNIX operating systems.
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Enhancements in Version 1.4.00

This section describes the enhancements in Sterling Connect:Enterprise HTTP version 1.4.

Support for Linux on Intel and zSeries. Refer to Product Requirements on page 5-5 for a list of versions
supported.

Increased tracing details—Enables you to log more details about your transactions. The following table
describes the approximate level of detail you can trace with each debug value:

Level Description

0 Initialization messages, all errors

1 Logon / Logoff

3 High level command - (directory, upload, download, status, etc)
5 FTP chit-chat

6 Directory listings

7 Redirection checking

8-9 For more invasive tracing.

Refer to the Monitoring Sterling Connect:Enterprise HTTP chapter of the IBM Sterling
Connect:Enterprise HTTP Installation and Administration Guide for more information on monitoring.

Redirection support for logon failure message—Enables you to redirect when a logon fails. The
Required HTML file name is MSG_LOGON_FAILED. Refer to the Customizing the User Interface
chapter of the IBM Sterling Connect:Enterprise HTTP Installation and Administration Guide for more
information on redirection.

Support for HTTP 1.0 Basic Authentication
Support for multiple file downloads
Support for CE zOS 64-character batch 1D

Maintenance Updates

This section details the maintenance included in Sterling Connect:Enterprise HTTP 1.3 and 1.4.00.

Maintenance in Version 1.3.00

The following table details the support requests (SRs) that were added in version 1.3:

SR Number Description

987492 Interrupted upload via HTTP is not flagged incomplete.

996533 HTTP upload status box does not close automatically.
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Maintenance in Version 1.4.00

The following table details the support requests (SRs) that were added in version 1.4.00:

SR Number Description

987492 Interrupted upload is not flagged incomplete.

987492 Abort transmissions not processed correctly.

993154 The SITE IDENT command failure is processed incorrectly.

996533 Upload status box does not close automatically.

1009926 Cross-site scripting vulnerability.

1019253 Files larger than 1 GB have an equal sign (=) in the name and cannot be downloaded.
1027490 Exception occurs while determining if a server supports 64-byte batch IDs.
1036800 The message Send complete is sent on upload when not logged on.
1047574 Need balancing <BODY> statement in message output.

1055094 SSL authentication Error 6994 when authenticating VeriSign chaining certificate.
1059273 Japanese characters incorrectly appear on initial directory listing.
1059273 Japanese characters were not appearing correctly

1102200 Better error detection, session management

1120612 Cannot send files that have a "carriage return” for the first character
1123559 A Receive command does not download files when using Netscape 4.7 or 6.2.
1125129 Large file uploads fail. Directory command causes logon to hang.
1171438 Getting "Return Code: 710 - There is a format error" after internal logon
1211564 HTTP 1.3.01 doesn't handle 539 Password Expired message correctly
1221949 There was a missing <TD> in the displayDir.jsp file

1236371 Failure sending one line file without CR/LF

1241564 With CR/LF at beginning of file, last record not transmitted

1248992 Uncaught Java error on some Tomcats when using Logoff button

1268830 Enhancement: Support HTTP 1.0 Basic Authentication

1270109 Better handling of upload status pop-up window

1292961 Add support for MSG_INITIAL_CONNECTION_CLOSED

1308600 Sessions from same IP address getting confused

1312973 Some internationalized characters not displaying on Netscape.

1338963 HTTP Upload hangs when trying to send empty file with SSL

1340634 Support redirect to MSG_CHGPWD_SUCCESSFUL.htm

1340670 C:E 0S/390 RDX remote names with $ in them get 718 - Invalid request
1340903 Sessions may not timeout after periods of high activity
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SR Number Description

1345429 Directory lists "M" batch without "R" flag as requestable (HyperLink)

1346229 Quote character in Receive or Send screens causes strange results

1347583 Product hangs when logoff occurs during timeout loop

1354017 Enhancement: Support multiple file downloads

1362646 Return Code: "709 - I/0 Error Receive When Executing a Directory Command" on a mailbox with
no batches.

1363343 CMDownloadSiteCmd multiple download CMException after cancel

1365311 "Upload is successful" page is received when servlet log shows "452 Put failed : ACCESS
denied”

1365376 Need leading zero in Julian date for CE zOZ: FTIME=200760 (must be 2007060)

1370490 C:E HTTP Failed transmission of large file treated as a success.

1372298 C:E HTTP vulnerable to session fixation weakness.

1372738 C:E HTTP Unable to suppress or redirect FTP error message

QC14418 Support new C:E z/OS directory format (DIRFORM=MBOX_EXT1_CLIENT64), which returns two
additional fields (record count and VBQID[status])

QC15617 C:E HTTP Help system vulnerability




Chapter 3

Known Restrictions

This section describes known restrictions for Sterling Connect:Enterprise HTTP version 1.4.

Known Restrictions

Sterling Connect:Enterprise HTTP version 1.4 has the following restrictions:

Sterling Connect:Enterprise HTTP cannot send files that are 2 gigabytes and larger.
On file transfers requiring more than 30 minutes, your browser will time-out and the file may not be sent.

If you click any button in the browser during a file transfer, the file transfer terminates prematurely. \Verify
that a file that has been sent has been received intact at the Sterling Connect:Enterprise server by viewing
the directory of the mailbox.

The maximum character length you can perform a directory filter on is 62 characters or 61 characters and
a wildcard (*).

When running IBM WebSphere on a UNIX platform and changing a password successfully, there may be
no response indicating the change was successful.

Receiving files through Sterling Connect:Enterprise HTTP can result in incomplete files due to the nature
of HTTP. This issue is not specific to Sterling Connect:Enterprise HTTP and exists between Web
browsers and Web servers in general. Verify the integrity of any file received using Sterling
Connect:Enterprise HTTP Directory function.

Note: Browser users are not notified of this error. If a user selects a file from the Directory page and the
mailbox request command fails, an error message is logged to the log file.

If your Web server is running on the Microsoft Windows operating system, and you are not using the file
transfer acknowledgment feature (download_confirm_mode=N), receiving files through Sterling
Connect:Enterprise HTTP can result in incomplete files. Due to the nature of Java sockets on the
Microsoft Windows operating systems, incomplete batches may be marked complete. Verify the integrity
of any batch sent. Therefore use the file transfer acknowledgment feature (download_confirm_mode=Y)
for best results.

Differences exist between the Internet Explorer and other browsers:

+ Ifyou are receiving files through Internet Explorer, a directory is displayed. From the directory, select
files to be received by clicking the file name. Files are downloaded one at a time and you may be
prompted to assign each a name through the Save As dialog box.

+ If you are receiving files through other browsers, available files will begin downloading as soon as
the receive screen is submitted. Files will go to the browser's download directory.
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Chapter 4

Documentation Updates

No documentation updates are required for Sterling Connect:Enterprise HTTP version 1.4.
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Chapter 5

Sterling Connect:Enterprise HTTP Online
Documentation

Sterling Connect:Enterprise HTTP Online Documentation can also be downloaded from the IBM Customer
Support Web site at www.sterlingcommerce.com. The Sterling Connect:Enterprise HTTP documentation set
consists of the following:

< IBM Sterling Connect:Enterprise HTTP Installation and Administration Guide


http://commerce.csg.stercomm.com
http://www.sterlingcommerce.com
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the
IBM Intellectual

Property Department in your country or send inquiries, in writing, to:
Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

1623-14, Shimotsuruma, Yamato-shi

Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
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MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only
and do not in any manner serve as an endorsement of those Web sites. The materials at those
Web sites are not part of the materials for this IBM product and use of those Web sites is at
your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling:
(i) the exchange of information between independently created programs and other programs
(including this one) and (ii) the mutual use of the information which has been exchanged,
should contact:

IBM Corporation

JA6A/GA

555 Bailey Avenue

San Jose, CA__95141-1003
US.A.

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it are
provided by IBM under terms of the IBM Customer Agreement, IBM International Program
License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee
that these measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary.
Users of this document should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products,
their published announcements or other publicly available sources. IBM has not tested those
products and cannot confirm the accuracy of performance, compatibility or any other claims
related to non-1BM products. Questions on the capabilities of non-IBM products should be
addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal
without notice, and represent goals and objectives only.

This information is for planning purposes only. The information herein is subject to change
before the products described become available. This information contains examples of data
and reports used in daily business operations. To illustrate them as completely as possible, the
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examples include the names of individuals, companies, brands, and products. All of these
names are ficticious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs
are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.
The sample programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work, must include a
copyright notice as follows:

© IBM 2011. Portions of this code are derived from IBM Corp. Sample Programs.
© Copyright IBM Corp. 2011.

If you are viewing this information softcopy, the photographs and color illustrations may not
appear.

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International
Business Machines Corp., registered in many jurisdictions worldwide. Other product and
service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at “Copyright and trademark information” at
www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks
or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of
Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of
Oracle and/or its affiliates.


www.ibm.com/legal/copytrade.shtml
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Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United
States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium and the Ultrium Logo are trademarks of HP,
IBM Corp. and Quantum in the U.S. and other countries.

Connect Control Center®, Connect:Direct®, Connect:Enterprise, Gentran®,
Gentran:Basic®, Gentran:Control®, Gentran:Director®, Gentran:Plus®,
Gentran:Realtime®, Gentran:Server®, Gentran:Viewpoint®, Sterling Commerce™, Sterling
Information Broker®, and Sterling Integrator® are trademarks or registered trademarks of
Sterling Commerce, Inc., an IBM Company.

Other company, product, and service names may be trademarks or service marks of others.
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