
Configure Sterling Secure Proxy Single
Sign-on to Work with CA SiteMinder

Refer to the following table before you configure Sterling Secure Proxy and Sterling External 
Authentication Server:

Section Description

Software Requirements on page 2

Configure Token Validation and Authorization Handling on page 2 Use this procedure if you want 
to validate the token and check 
the authorization of the user 
associated with the token.

Custom Token Manager on page 4 This section describes how the 
Custom Token Manager works 
with CA SiteMinder to validate 
tokens.

User Authentication Exit on page 5 This section describes how the 
CA SiteMinder user 
authentication exit works and 
how to disable the user 
authorization check.

Modify the Token Validation Interval in Sterling Secure Proxy on page 6 This section describes how to 
change how often the token is 
validated in Sterling Secure 
Proxy. Use this procedure if 
you need to change the default 
validation interval of 60 
seconds.

Configure Token Validation by URI in Sterling Secure Proxy on page 6 Use this procedure if you need 
to validate tokens by URI.
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Software Requirements
This single sign-on solution requires the following software:

✦ Sterling Secure Proxy version 3.3.01 (with patch 3) or later
✦ Sterling External Authentication Server version 2.3.01 (with patch 4) or later
✦ CA Siteminder

Configure Token Validation and Authorization Handling
This procedure is required to display user authentication errors with a customized message based 
on the returned error code, or to redirect the browser to an external page based on the returned error 
code.

To configure token validation and authorization handling, edit the 
extendedTokenAuthHandling.properties file. This file is located in <install_dir>/Signon/resources, 
where install_dir is the directory where Sterling Secure Proxy is installed. 

The extendedTokenAuthHandling.properties file is deployed as 
sampleOf_extendedTokenAuthHandling.properties. To enable this option, rename the file to 
extendedTokenAuthHandling.properties.

The extendedTokenAuthHandling.properties file contains the following properties:

Property Value

AUTHORIZATION_CODE_PREFIX The prefix of the response code. AUTZ (uppercase) is 
the only valid value.

default.messageKey The default message key. This key and the message 
displayed to the user is specified in a separate 
message file.

default.responseType The default response type. AUTHORIZATION 
(uppercase) is the only valid value.

default.htmlPage The default html page that Sterling Secure Proxy 
displays when authorization fails.

ResponseCode.responseType The response type for this error. AUTHORIZATION 
(uppercase) is the only valid value.

ResponseCode.messageKey The message key for this error message. This key 
and the message displayed to the user is specified in 
a separate message file.

ResponseCode.redirectTo Web site that Sterling Secure Proxy redirects the user 
to when this error occurs.

ResponseCode.htmlPage The html page that Sterling Secure Proxy displays 
when this error occurs.
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Configure Token Validation and Authorization Handling
If the htmlPage property is specified, the redirectTo property is ignored. If htmlPage is not specified 
and redirectTo is specified, messageKey is ignored. Refer to the following table when you 
configure the extendedTokenAuthHandling.properties file:

A sample extendedTokenAuthHandling.properties file is shown below:

The messages that Sterling Secure Proxy displays on the page are configured in the 
Signon/resources/messageBundle.properties file. This file contains the messageKey and the 
associated message to display. A sample messageBundle.properties file is shown below:

Note: ResponseCode is the response code returned from the user authentication exit. Currently, this value 
is AUTZ300D.

messageKey 
Specified?

htmlPage 
Specified?

redirectTo 
Specified?

Action taken by Sterling Secure Proxy

Yes Yes Yes Displays the htmlPage with message

Yes Yes No Displays the htmlPage with message

Yes No Yes Redirects to the redirectTo URL

No Yes Yes Displays the htmlPage with the default message

No No Yes Redirects to the redirectTo URL

Yes No No Displays the default page with message

No No No Displays the default page with default message

AUTHORIZATION_CODE_PREFIX = AUTZ

default.messageKey      =   TOKEN_VALIDATION_FAILED
default.responseType    =   AUTHORIZATION
default.htmlPage        =   error.html

AUTZ300D.responseType   =   AUTHORIZATION
AUTZ300D.messageKey     =   RESOURCE_NOT_ALLOWED
AUTZ300D.redirectTo     =   http://unauthorized.yoursite.com
AUTZ300D.htmlPage       =   error.html

TOKEN_VALIDATION_FAILED =You are not authorized to view this page.

RESOURCE_NOT_ALLOWED =You are not allowed to view this page. 
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Custom Token Manager
This section describes how the Custom Token Manager works with Sterling Secure Proxy and 
Sterling External Authentication Server.

The following information is passed to the Custom Token Manager in Sterling External 
Authentication Server from Sterling Secure Proxy when validating a token.

The Custom Token Manager validates the token by calling the CA SiteMinder decodeSSOToken 
API. This API decrypts the token and returns attributes specified when the token was generated. 
One of the token attributes returned is the session ID. The Custom Token Manager calls the CA 
SiteMinder login API to validate that the session ID is still active, and if it is active, to update its 
last access timestamp. The login API requires a protected resource. For this resource, the Custom 
Token Manager uses the destination service name if specified in the Netmap Outbound Node; 
otherwise it uses the value of the agent.resource property configured on the Custom Token Manager 
properties.

After the token is validated, the Custom Token Manager calls the CA SiteMinder authorize API to 
authorize the specified action and resource. The resource is the path part of the URL. For example, 
if the URL is "http://host:port/myFG/foo.html", the resource is "/myFG/foo.html". 

The client IP address is used to call the CA SiteMinder login API and authorize API. CA SiteMinder 
policies can specify IP address restrictions. By passing the client IP address, CA SiteMinder IP 
address restrictions can be enforced. The client IP address will also be written to the CA SiteMinder 
audit log.

When authorization fails, the following error will be logged in seas.log and the audit log:

Information Passed Description Example

Token The SSO token cookie

Action The HTTP method. GET, POST

URL The URL of the resource the user is 
trying to access

http://host:port/myFG/foo.html

DestinationServiceName The destination service name (configured 
in the Netmap Outbound Node for the 
Adapter

myFG

Client IP address IP address of the client accessing 
resource

10.20.30.50

AUTH074E Authentication failed for <userid>. Exception encountered during 
custom exit: AUTH071E Authentication failed for <userid> (Reason: not 
authorized to access resource <resource>).
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User Authentication Exit
User Authentication Exit 
This section describes how the user authentication exit process works and how to disable the user 
authorization check if required.

The CA SiteMinder user authentication exit is invoked when authenticating a user through the 
HTTP internal logon portal, HTTP basic authentication, and through the FTP, SFTP, and Sterling 
Connect:Direct protocol adapters. It is not invoked when using the HTTP external logon portal.

The following information is passed to the user authentication exit in Sterling External 
Authentication Server from Sterling Secure Proxy when authenticating a user.

The user authentication exit calls the CA SiteMinder login API to authenticate the user and 
password. The login API requires a protected resource. For this resource, the user authentication 
exit uses the destination service name if it is specified in the Netmap Outbound Node; otherwise it 
uses the value of the agent.resource property configured on the user authentication exit properties.

By default, the user authentication exit will also authorize the user against the resource used on the 
login API. If the authorization fails, the user is logged out and an AUTZ300D response code is 
returned to Sterling Secure Proxy. 

Use the following procedure to disable the user authorization check:

1. Launch the Sterling External Authentication Server user interface and log in.
2. On the Authentication Definitions window, select the profile to modify.
3. Ensure the Authenticate using custom exits check box is selected and press the ... button.
4. Click the ... button next to Java Class Properties.
5. Type authorize.enable in the Key field.
6. Type false in the Value field.
7. Click OK.
8. Click OK on the Update authentication definition page.

Information Passed Description Example

Userid User ID Partner1

Password The user password Password

DestinationServiceName The destination service name 
(configured in the Netmap Outbound 
Node for the Adapter)

myFG

Client IP address IP address of the clint 10.30.30.50
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Modify the Token Validation Interval in Sterling Secure Proxy
This procedure is optional.

The Token Validation Interval defines how long Sterling Secure Proxy caches the token for 
validation. The default value is 60 seconds. If a request is made while the token is cached, the token 
of that request will not be validated again. If you set this value to 0, Sterling Secure Proxy will not 
cache the token and will validate every request. To change this setting, complete the following 
procedure:

1. Launch the Sterling Secure Proxy Configuration Manager and log in.
2. Click Advanced from the menu bar.
3. From the navigation menu, click SSO Configurations.
4. Click the SSO configuration to modify.
5. Click on the Properties tab.
6. Click the Add button to add a new property.
7. Type sso.token.validation.interval in the Key field.

8. Type the new Token Validation Interval (in seconds) in the Value field.
9. Click the Save button to save the configuration.

Configure Token Validation by URI in Sterling Secure Proxy
This procedure is optional

When Token Validation by URI is enabled, Sterling Secure Proxy caches the validation status of all 
URIPaths for each HTTP connection. If the token with the URIPath has been validated and, 
therefore, authorized, Sterling Secure Proxy does not call Sterling External Authentication Server 
to validate the token with the associated URL again.

Sterling Secure Proxy will validate an HTTP request with an SSO token if any of the following 
conditions are met:

✦ Sterling Secure Proxy has no previous record about this token.
✦ The previous status for this URIPath was not authorized.
✦ The last token validation time is longer than the Token Validation Interval.
✦ The last token in this HTTP connection is different from the current token.
Sterling Secure Proxy creates a unique cache of the validation status for every HTTP connection. 
Resources from the same URIPath can get validated more than once depending on how and when 
the browser makes the connection. For example, the browser can request 
http://host:port/myfilegateway/isomorphic/system/modules/ISC_History.js on one connection and 
/myfilegateway/isomorphic/system/modules/ISC_Core.js on another connection. Both of these 
requests will trigger a call to Sterling External Authentication Server to validate the token. 
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Configure Token Validation by URI in Sterling Secure Proxy
However, if both requests were made on the same connection, Sterling Secure Proxy will only call 
Sterling External Authentication Server for the first request unless the validation of the token fails. 

The Token Validation by URI option is disabled by default. To enable Token Validation by URI, 
complete the following procedure:

1. Launch the Sterling Secure Proxy Configuration Manager and log in.
2. Click Configuration from the menu bar.
3. From the navigation menu, click Adapters.
4. Select the HTTP Adapter configuration to modify.
5. Click on the Properties tab.
6. Click the Add button to add a new property.
7. Type enable.token.validation.by.uri in the Key field.
8. Type true in the Value field.
9. Click the Save button to save the configuration.

Note: Token Validation by URI can impact performance. If you do not require authorization, consider 
leaving this feature disabled or increasing the Token Validation Interval.
Configure Sterling Secure Proxy Single Sign-on to Work with CA SiteMinder 7



   Configure Sterling Secure Proxy Single Sign-on to Work with CA SiteMinder
8 Configure Sterling Secure Proxy Single Sign-on to Work with CA SiteMinder


	Configure Sterling Secure Proxy Single Sign-on to Work with CA SiteMinder
	Software Requirements
	Configure Token Validation and Authorization Handling
	Custom Token Manager
	User Authentication Exit
	Modify the Token Validation Interval in Sterling Secure Proxy
	Configure Token Validation by URI in Sterling Secure Proxy



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


