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Using AS3 with Application

AS3 Overview

Application enablesyou to send and receive A S3 messages either through a custom written business process
or through a schedule created during the contract creation phase. AS3 (Applicability Statement 3) systems
exchange Electronic Data | nterchange-Internet Integration (EDIINT) messages using FTP as the transport
method (EDIINT messages are either MIME or SMIME (secure MIME) messages).

Use of Message Disposition Notifications

A message disposition notification (MDN) is areceipt document that contains the original message ID of a
message and status information about the original message. EDIINT isafamily of protocols developed by
the Internet Engineering Task Force (IETF) for securely packaging and transporting messages containing
business data over the Internet, using SSMIME.

MDNs that conform to the EDIINT specifications can contain a cryptographic hash calculated over the
content of the message after EDIINT processing. An MDN can be either:

4+ Signed — Contains an encrypted digital signature of the receiver.
4+ Unsigned — Contains only the original message ID and not adigital signature.

Signed MDNss that conform to the EDIINT specifications can provide acknowledgement of receipt in
addition to message statusinformation. A valid digital signatureover an EDIINT MDN showsthat the MDN
was sent by the trading partner possessing the relevant key pair. It also shows that the signed area of the
MDN (which includes the cryptographic hash calculated over the received content) was not altered after
signing. A message sender compares the hash in the MDN with the hash cal culated when the message was
generated. If the hashes match, the sender knows that the receiver received the content and has the MDN to
demonstrate the status.

Whether signed or not, MDNSs do not show that the received message content conforms to EDI or other
business document formatting requirements.

MDNs are sent asynchronoudly in which they are returned at alater time during a different communication
session. As shown in the following diagram, A initiates the connection to B and drops the data for delivery
to B. A closes the connection and does not wait for an MDN from B during the same communication
session. In alater session, B initiates a connection to A, and sends an MDN to A. When the MDN is
delivered, B closes the connection.

Sterling Commerce, Inc. 5



Using AS3 with Application
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The majority of the AS3 functionality in Application requires the use of the Mailbox features. Therefore,
you must purchasethe Mailbox licenseto use AS3 in Application. For inbound A S3 messages, payloadsare
extracted and stored in a designated mailbox. The payload will only be stored in the mailbox upon
successful delivery of the MDN (if required) to the trading partner. For outbound A S3 message exchanges,
payloads are encapsulated within the MIME or SMIME message and sent to the trading partner.

The Bulk Message Generation feature allows you to enable the schedule of the business process to collect
payloads from a specified folder, create an AS3 message, and send it to the intended trading partner.
Application supports initiating AS3 message exchanges in a scheduled manner. The option of searching a
specified folder for any files present within it or matching afile pattern is configured when you create an
AS3 contract.

A system generated business process is created and added to the schedule. This schedule is enabled if the
option to enable it was selected during the configuration of the Bulk Message Generation option. The
scheduled business processiswritten to collect the documents from a specified folder and invoke abusiness
process containing the AS3 Build service to create the AS3 message and initiate a message exchange with
the trading partner as specified in the AS3 contract.

To prevent system performance degradation that may occur if there are too many filesto process at once or
if the system keeps trying to send AS3 messages to an unavailable FTP Server, Application allows you to
throttle the AS3 message exchange rate by limiting the number of message exchanges per cycle and to
schedule optimal cycle periodsthat the system can handle. Y ou can a so throttle the A S3 message exchange
rate by limiting the number of filesto be picked up. Using throttling, if an FTP Server is down or too busy
to accept any new connections, Application sets atemporary lock on the AS3 contract and suspends
message transmission for the period of time you specify. If thelock isenabled, Application does not initiate
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Using AS3 with Application

any message exchange even when the schedule is executed, and only initiates amessage exchange when the
lock is disabled from the AS3 contract. This ensures that system resources are not wasted in attempts to
connect to an unavailable FTP Server.

Application also allowsyou to configure amaximum retry count for sending AS3 message and MDNSs. This
connection retry logic covers all possible transmission errors such as server unavailability, authentication
failures, handshake failures, network surge during data transfer, generic file system errors, and so forth. If
you enable the retry option, aretry attempt is executed if afailure is encountered at any stage of the
transmission process for a message or MDN.

Application ensuresthat MDNs have been sent to atrading partner before an AS3 payload is placed into the
PAYLOAD mailbox to be processed by the business process. If the MDN was not sent, the payload is not
placed into the PAY LOAD mailbox. Instead, it is placed into an Error mailbox for tracking only, and
subsequent messages from that trading partner as aresult of thefailed MDN are not recorded asa Duplicate
entry, but are considered to be a new message.

Note: This happensonly if the Sender requests for an MDN for the message sent. A Sender can also send
messages without requesting for an MDN.

A S3 messages having a message identifier that is already recorded in Application are considered to be a
duplicate if the payload of the original message was placed into the PAY LOAD mailbox. MDNSs are either
sent directly to atrading partner, or are placed in an outgoing mailbox for the trading partner to pick up
within a specific time period.

Restarting a Business Process and Resending Messages with the Original Message 1D

Application allows you to easily resend messages because the building and sending of messagesis all
handled by the predefined business processes. This enables you to resend messages using the original
message identifier by simply restarting the A S3M essagel nitiation business process. The business processis
invoked by the AS3 Build Service and has the AS3 message as the primary document. Y ou need to select
thefailed parent business process and then select the child business processes which have been invoked and
then restart the A S3M essagel nitiation business process. To restart a business process, you need to select the
failed business process, click on the Process ID to display the executed steps, and then select the Restart
option from the Action drop down list.
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How Application Supports AS3

This table describes how Application supports AS3:

Using AS3 with Application

Functionality

Details

Action You Need to Take to
Implement AS3

Services The AS3 Build service is used to build an ¢ For the AS3 Build service, update
AS3 message, including constructing the the predefined service
message header. configuration, if necessary.
The AS3 Parse service is used to parse an ~ ® For the AS3 Parse service, update
AS3 message. the predefined service
The FTP Server adapter transports the AS3 configuration, if necessary.
message to the trading partner. ¢ For the FTP Server adapter,
The File System adapter writes the AS3 create a new instance if
! necessary.
message to a file system.
¢ |f used, for the File System
adapter, create a new instance if
necessary.
Business processes AS3Messagelnitiation predefined business ¢ Write a business process to poll
process the designated mailbox for
AS3MDNInitiation predefined business inbound payloa_ds and to use the
rocess payload according to your
P business requirements.
AS3MbxProcessing predefined business * You do not need to modify any of
process the predefined business
processes.
Trading Partners The AS3 Partner Creation wizard enables ¢ Create the appropriate AS3
you to create an AS3 trading partner organization and profile for your
organization, trading partner profiles, and trading partners.
contracts between different trading partners. 4

The AS3 Partner Creation wizard enables
you to schedule bulk message generation.

The AS3 Partner Creation wizard can

automatically create the necessary
mailboxes, routing rules, and schedules.

Create a contract for each trading
partner relationship.

Note: Two AS3 contracts are

automatically created when
you use the AS3 Partner
Wizard to create a trading
partner contract.

Monitoring

Search for AS3 information and monitor AS3
messages.

Use the Application search
functionality to search for AS3
information.

Prerequisite Knowledge

Thefollowing are prerequisites to using Application with the AS3 standard:

4+ The audience using this software should be familiar with Application (including the Mailbox feature
and FTP Server configuration) and the AS3 standard.
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Using AS3 with Application

Note: This documentation is not intended to explain the AS3 standard.

4+ The customer isresponsible for purchasing a Mailbox license.

Using AS3 with Application

To use AS3 with Application, you must complete the following tasks:

1
2.

3.
4.

Create an instance of the FTP Server adapter.

Write a business process to poll the designated mailbox for inbound payloads and to use the payload
according to your business requirements.

Create atrading partner organization and profile.
Create a contract for each trading partner relationship.

Note: Application automatically creates two AS3 trading partners in this process.

5.

Create mailboxesif you did not create the AS3 mailbox structure and mailbox names automatically
when you created the partner profiles.

Create routing rules for inbound AS3 messages and inbound AS3 MDNsif you did not create the AS3
routing rules automatically when you created the partner profiles.

Assign the appropriate user permissions to your AS3 mailboxes and routing rules if you specified that
they should be automatically created when you create a trading partner profile. You need to assign
permissions for al the partners.

Send and receive AS3 messages to and from your trading partners.
To track AS3 messages or data flows, use the monitoring functionality.

Sterling Commerce, Inc. 9



AS3 Business Processes

AS3 Business Processes

Overview

To help you accomplish your business goals, Application provides predefined business processes (in
conjunction with predefined services) to implement the AS3 protocol. These predefined business processes
are automatically installed and configured when you install Application.

The AS3implementation uses these predefined busi ness processes along with servicesto build and transmit
messagesto trading partners. After Application extractsfilesfrom mailboxes, it launches business processes
that:

4+ Encapsulate the datafiles into an AS3-compliant message.
4+ Attempt to transmit those messages through FTP,
4+ Potentially process responses or acknowledgements to those messages.

Application provides business processes for sending messages and checking for acknowledgements
(Message Disposition Notifications, MDNSs).

The predefined AS3 business processes include enhanced retry logic for each partner. This disables the
Application from attempting to send messages to the system of atrading partner when it is down. These
business processes can detect severa types of errors and can inform users and restage datafilesif errors
occur. The business processes attempt to retry in the following situations:

4+ When what is potentialy atransient FTP error is detected based on the return code.

4+ When you are collecting and saving data using the file system, a scheduled business process invokes
the File System adapter, which collects data files from the file system.

The following steps summarize the activities completed by business processes when sending messages:

1. Business processes send messages requesting synchronous receipts, asynchronous receipts, or no
receipts.

2. Based on the receipt options specified for atrading partner, the business processes handle business
documents, as appropriate.

3. When receiving messages, the business processes complete the following activities:
a. Parse messages, generate and send receipts.
b. Extract business documents and place them in the payload mailbox.

The predefined business processes are initiated by services during AS3 processing and do not require you
to modify them. The following table lists business goals for the predefined AS3 business processes:

Business Process Business Goals

AS3Messagelnitiation Used by the AS3 Build Service to send AS3 messages, retrieve MDNs, and
add AS3 messages into mailboxes.

AS3MDNInitiation Used by the AS3 Build Service to send AS3 MDNSs, retrieve MDNs, and add
AS3 MDNSs into mailboxes.
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AS3 Business Processes

Business Process

Business Goals

AS3MbxProcessing

Invoked through the routing rule that you create (either automatically through
the partner profile create process or manually) that is specified on the
inbound AS3 message mailbox and the inbound AS3 MDN mailbox. For each
extracted message, the AS3MessageParsing business process is invoked to
process the message.

AS3Messagelnitiation Business Process

The AS3M essagel nitiation business process is used by the AS3 Build Service to send AS3 messages,
retrieve MDNs, and add AS3 messages into mailboxes. The AS3M essagel nitiation business processis
initiated as part of the following inbound process flow:

Sterling Commerce, Inc.
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Thistable lists the configuration parameters for the A S3M essagel nitiation business process:

Parameter Default

Description

Document Tracking False

When document tracking is enabled for a business process,
tracking information is carried with the message throughout the
process, and the tracking information persists with the
message regardless of the persistence level you configured
globally for Application.

Sterling Commerce, Inc.
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AS3 Business Processes

Parameter

Default

Description

Set onfault processing

False

Onfault processing allows the process to immediately execute
the onfault activity specified in the process, even if the process
has not yet reached that step in the process.

For example, if a process fails at step 3, but the onfault activity
is specified in step 7, if onfault processing is enabled, the
process proceeds to the step 7 onfault rather than halting at
step 3.

Queue

Application enables you to set performance optimizations by
queue, defining queue levels to allocate resources. This
number indicates the previously allocated queue level that you
want for this business process model.

Persistence Level

System Default

The level of data to retain for generating a status report that
describes each step that the business process completes.
System default indicates that the configuration is already
defined in Application to retain data.

Recovery Level

Manual

The level of recovery for this business process if the business
process should halt during execution. Manual requires you to
resume or restart the business process manually.

Document Storage Type

System Default

The level of document storage for messages that process
when the business process runs. System Default specifies to
store messages in the file system or database, according to
how you configured archiving and purging in Application.

Life Span

Life Span Days — 2
Life Span Hours — 0
Life Span Type —
System Level

Removal Method —
Archive

The length of time, in days and hours, to retain the data in
Application, along with the life span type and removal method.

Complete by Deadline

None Available

Note: To set a
deadline you
must change
it in the
business
process.

Complete by — The deadline time, in hours and minutes, by
which the business process must complete.

¢ First Notification: Hours and Minutes — Whether to receive
notification before a business process deadline.

¢ Second Notification: Hours and Minutes — Whether to
receive another notification before a business process
deadline.

Event Reporting Level

Full

The level of event reporting that is retrieved for this business
process when it runs. Full specifies to generate events for the
business process, including the business process start and
end time, start and end times for all services or services
running as a result of this business processes, and any
resulting errors and exceptions.

Thefollowing BPML code makes up the A S3M essagel nitiation business process:

Note: You should not change this BPML code unless you need to change the process flow.

<process name="AS3MessageInitiation">

Sterling Commerce, Inc. 13
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<rule name="isSendOperation">

<condition>string (/ProcessData/AS3Messagelnitiation/SendOperation/text ())

'YES'</condition>
</rule>
<rule name="isPutToMailbox">

<condition>string (/ProcessData/AS3Messagelnitiation/PutToMailbox/text())

'YES'</condition>
</rule>
<rule name="isPickOperation">

<condition>string (/ProcessData/AS3Messagelnitiation/PickupMessage/text ())

'YES'</condition>
</rule>
<rule name="isSendAndPickupMDN">

<condition>string (/ProcessData/AS3MessageInitiation/SendAndPickupMDN/text ())

= 'YES'</condition>
</rule>
<rule name="updateEDIINTTransactionStatus">

<condition>string-length(string(/ProcessData/AS3Messagelnitiation/MsgMdnCorrelationI

d)) > 0</condition>

</rule>

<sequence>
<!-- Determines to add AS3 message to outgoing mailbox
-—>

<choice name="Determine the operation to perform">

<select>

<case ref="isPutToMailbox" negative="false"
activity="PutToMailboxOperation"/>

</select>

<sequence name="PutToMailboxOperation">
<operation name="Invoke Sub_AS3PutMessageToMbx to add message

mailbox">

<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3PutMessageToMbx</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_PARENT ON_ERROR">ALL</assign>
</output>
<input message="Xin" >
<assign to="." from="*"></assign>
</input>

</operation>

</sequence>

</choice>

<!-- Determines to pickup message from partner FTP Server
-—>
<choice name="Determine the operation to perform">

<select>

<case ref="isPickOperation" negative="false"
activity="PickupMessageOperation" />
</select>
<sequence name="PickupMessageOperation">

Sterling Commerce, Inc.

into

14



AS3 Business Processes

<operation name="Invoke Sub_AS3PickupMessage to pickup message from
partner">

<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3PickupMessage</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_PARENT ON_ERROR">ALL</assign>
</output>
<input message="Xin" >
<assign to="." from="*"></assign>
</input>

</operation>

</sequence>

</choice>

<!-- Determines to send message to partner FTP Server
-——>
<choice name="Determine the operation to perform">
<select>
<case ref="isSendOperation" negative="false"
activity="SendMessageOperation" />
</select>
<sequence name="SendMessageOperation">
<operation name="Invoke Sub_AS3SendMessage to send message to partner">
<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3SendMessage</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_PARENT ON_ERROR">ALL</assign>
</output>
<input message="Xin" >
<assign to="." from="*"></assign>
</input>
</operation>
</sequence>
</choice>

<!-- Determines to send message and pickup MDN
-—>
<choice name="Determine the operation to perform">
<select>
<case ref="isSendAndPickupMDN" activity="SendAndPickupMDN"/>
</select>
<sequence name="SendAndPickupMDN">
<operation name="Invoke Sub_AS3SendMessage to send message to partner">
<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3SendMessage</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_PARENT_ON_ERROR">ALL</assign>

</output>
<input message="Xin" >
<assign to="." from="*"></assign>
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</input>
</operation>
</sequence>
</choice>

<onFault>
<sequence name="Error Handling">
<!-- Update EDIINT Transaction Status -->
<choice name="Determine is update EDIINT transaction status needed">
<select>
<case ref="updateEDIINTTransactionStatus" negative="false"
activity="UpdateStatus"/>
</select>
<sequence name="UpdateStatus">
<operation name="Update EDIINT Transaction Status">
<participant name="AS3LightweightJDBCAdapter" />
<output message="LightweightJDBCAdapterTypelInputMessage">
<assign to="query_type">UPDATE</assign>
<assign to="result_name">result</assign>
<assign to="row_name">row</assign>
<assign to="sgl">UPDATE MSGMDNCORRELATION SET TRANSACTION_STATUS
='processwitherrors' WHERE OBJECT_ID = ? </assign>
<assign to="paraml"

from="/ProcessData/AS3MessageInitiation/MsgMdnCorrelationId/text ()" />

<assign to="paramtypel">String</assign>
<assign to="." from="*"></assign>
</output>
<input message="inmsg">
<assign to="." from="*"></assign>
</input>

</operation>

</sequence>

</choice>

<operation name="generate Exception">
<participant name="BPExceptionService"/>
<output message="Xout">

<assign to="exceptionCode">AS3MessageInitiation:fails to
executed!</assign>

<assign to="." from="*"></assign>

</output>

<input message="Xin">
<assign to="." from="*"></assign>

</input>

</operation>
</sequence>
</onFault>
</sequence>
</process>
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AS3MDNInitiation Business Process

The AS3MDNInitiation business processis used by the AS3 Build Service to send AS3 MDNSs, retrieve
MDNs, and add AS3 MDNsinto mailboxes. The AS3MDNInitiation business processisinitiated as part of
the following inbound process flow:
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AS3 Business Processes

Thistable lists the configuration parameters for the AS3M DN nitiation business process:

Parameter

Default

Description

Document Tracking

False

When document tracking is enabled for a business process,
tracking information is carried with the message throughout the
process, and the tracking information persists with the
message regardless of the persistence level you configured
globally for Application.

Set onfault processing

False

Onfault processing allows the process to immediately execute
the onfault activity specified in the process, even if the process
has not yet reached that step in the process.

For example, if a process fails at step 3, but the onfault activity
is specified in step 7, if onfault processing is enabled, the
process proceeds to the step 7 onfault rather than halting at
step 3.

Queue

Application enables you to set performance optimizations by
queue, defining queue levels to allocate resources. This
number indicates the previously allocated queue level that you
want for this business process model.

Persistence Level

System Default

The level of data to retain for generating a status report that
describes each step that the business process completes.
System Default indicates that the configuration is already
defined in Application to retain data.

Recovery Level

Manual

The level of recovery for this business process if the business
process should halt during execution. Manual requires you to
resume or restart the business process manually.

Document Storage Type

System Default

The level of document storage for messages that process
when the business process runs. System Default specifies to
store messages in the file system or database, according to
how you configured archiving and purging in Application.

Life Span

Life Span Days — 2
Life Span Hours — 0
Life Span Type —
System Level

Removal Method —
Archive

The length of time, in days and hours, to retain the data in
Application, along with the life span type and removal method.

Complete by Deadline

None Available

Note: To set a
deadline you
must change
it in the
business
process.

Complete by — The deadline time, in hours and minutes, by
which the business process must complete.

¢ First Notification: Hours and Minutes — Whether to receive
notification before a business process deadline.

¢ Second Notification: Hours and Minutes — Whether to
receive another notification before a business process
deadline.

Sterling Commerce, Inc.
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Parameter Default Description

Event Reporting Level Full The level of event reporting that is retrieved for this business
process when it runs. Full specifies to generate events for the
business process, including the business process start and
end time, start and end times for all services or services
running as a result of this business processes, and any
resulting errors and exceptions.

Thefollowing BPML code makes up the AS3MDNInitiation business process.

<process name="AS3MDNInitiation">
<rule name="isSendOperation">
<condition>string (/ProcessData/AS3MDNInitiation/SendOperation/text()) =
'YES'</condition>
</rule>
<rule name="isPutToMailbox">
<condition>string (/ProcessData/AS3MDNInitiation/PutToMailbox/text()) =
'YES'</condition>
</rule>
<rule name="isMDNMonitoring">
<condition>string (/ProcessData/AS3MDNInitiation/MDNMonitoring/text()) =
'YES'</condition>
</rule>
<rule name="updateEDIINTTransactionStatus">

<condition>string-length(string(/ProcessData/AS3MDNInitiation/MsgMdnCorrelationId))
> O</condition>

</rule>
<sequence>
<!-- Determines to put received MDN into MDN mailbox or Payload into Payload
mailbox
-—>

<choice name="Determine the operation to perform">

<select>

<case ref="isPutToMailbox" negative="false"
activity="PutToMailboxOperation"/>

</select>

<sequence name="PutToMailboxOperation">
<operation name="Invoke Sub_AS3PutMDNToMbx to place MDN or Payload into

mailbox">

<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3PutMDNToMbx</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_ PARENT_ON_ERROR">ALL</assign>
</output>
<input message="Xin" >
<assign to="." from="*"></assign>
</input>

</operation>

</sequence>

</choice>
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<!-- Determines to send MDN to partner
-—>
<choice name="Determine the operation to perform">
<select>
<case ref="isSendOperation" negative="false"
activity="SendMDNOperation" />
</select>
<sequence name="SendMDNOperation">
<operation name="Invoke Sub_AS3SendMDN to send MDN to partner">
<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3SendMDN</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assign to="NOTIFY_PARENT ON_ERROR">ALL</assign>
</output>
<input message="Xin" >
<assign to="." from="*"></assign>
</input>
</operation>
</sequence>
</choice>

<!-- Determines to place MDN to MDN Outgoing mailbox and monitor if partner has
picked it up.
Place the Payload to Payload mailbox if MDN is picks up within the
specified time period.
If timeout and MDN has not been picked up, place Payload to Error mailbox.
While waiting, place Payload into Holding mailbox
-—>
<choice name="Determine the operation to perform">
<select>
<case ref="isMDNMonitoring" activity="MDNMonitoring"/>
</select>
<sequence name="MDNMonitoring">
<operation name="Invoke Sub_AS3MDNMonitoring to monitor if MDN has been
picked up">
<participant name="InvokeBusinessProcessService"/>
<output message="Xout">
<assign to="." from="*"></assign>
<assign to="WFD_NAME">Sub_AS3MDNMonitoring</assign>
<assign to="INVOKE_MODE">INLINE</assign>
<assi