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SWIFTNet with the Application

SWIFTNet with the Application

Overview

The application supports the use of Society for Worldwide Interbank Financial Telecommunications
(SWIFTNet), a standard for the financial industry from SWIFT™ that enables real-time store-and-forward
financial messaging through the InterAct and FileAct file protocols.

The SWIFTNet standards data dictionary is optionally installed from the Deployment > Standards page.
It supports all SWIFT Standards Release messages loaded in the standards database. The SWIFTNet
standards data dictionary also contains the special exception and code word validations, and the codes words
and qualifiers necessary for the validation of the ISO 15022 messages (500 series). This information is used
to automatically generate the translator_swift.properties.in file, which is used by the translator to perform
the validations.

Note: You can create a map for all SWIFTNet Standards Release messages through the Map Editor. All
messages are validated by the application for syntax (that is, field types, field lengths, and so forth).
All SWIFT message are validated for syntax and semantics.

The following messages are supported with both inbound and outbound syntax validation and semantic
validation (that is, validating the message rules) of the messages between the application and SWIFTNet:

All SWIFTNet 2005 message types
All SWIFTNet 2006 message types
All SWIFTNet 2007 message types
All SWIFTNet 2008 message types
SWIFTNet Funds (version 1.0, 3.0, and 4.0) and Funds Rulebook Version 4.0

SWIFTNet Cash Reporting (version 3.0, 3.1, 3.2, 4.0) and the Cash Reporting Rulebook (version 3.1
and 4.0)

SWIFTNet Cash Management version 4.0

SWIFTNet Transaction Reporting version 1.0

FpML version 1.0

SWIFTNet Exceptions & Investigations (version 1.0, 1.1, and 1.2)
SWIFTNet Trade Services (version 1.0)

SWIFTNet Bulk Payment 2.0

SWIFT SCORE 2.0

SWIFT Proxy Voting 1.0

Additionally, the application allows you to create maps to support the translation of market practices, and
provides the following two Market Practices:

4+ Germany: MT515: Trade Confirmation (Broker to Asset Manager)
4 United States: MT536: ISITC-IOA: Statement of Transactions

R IR R R

R IR I R I S
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SWIFTNet with the Application

For Market Practices, the SWIFT standard validations are performed unless the Market Practice has
customized a particular validation (for example, restricting a code word validation list). Market Practice
code word and qualifier validations are maintained in property files separate from the SWIFT standard
property files. By keeping the Market Practices you create separate, we can deliver updates to the SWIFT
standard without overwriting your custom-implemented Market Practices. Similarly, semantic validation
rules for Market Practices are stored in an extended rule library separate from the library that implements
the SWIFT standard semantic validation rules. Please note that the standard property files and semantic
validation rules are used when the implemented Market Practice does not override them.

In addition, support for SWIFTNet requires you to create inbound and outbound SWIFTNet envelopes. You
must also create a business process or processes to order the flow of the application activities so you can
accomplish your business objectives with SWIFTNet.

For more information on the SWIFTNet standard, access this web site:
http://www.swift.com

This table describes how the application supports SWIFTNet:

Functionality Enhancements Action You Need to Take to
Implement SWIFTNet
SWIFTNet Standards ¢ Provides all validation for field tags and ¢ Populate the external codes lists:

Data dictionary

structures for SWIFT messages. SWIFT_Addresses,

¢ References a SWIFT extended rule library SWIFT_BaseAddresses (only

that is automatically checked in so you can
use it with your maps.

SWIFT_FINMessageTypes code list,
supplied as part of the install, which contains
a list of valid SWIFT message types.

If you purchase a Financial Services license,
you have access to XML standards once you
download them.

needs to be populated when
address verification is enabled),
SWIFT_Currencies,
SWIFT_Countries,
IBAN_Formats,
SWIFT_BICPIusIBAN, and
SEPARouting.

If you want to use BIC+ Validation,
you must also populate the
BICPIusIBAN code list.

See SWIFTNet Envelopes on page
17.

¢ Install the SWIFTNet standards
data dictionary.

Note: The data dictionary is

optionally installed from the
Deployment > Standards
page. The SWIFT
extended rules library is
automatically installed
when you download the
Map Editor.

Sterling Commerce, Inc.



SWIFTNet with the Application

Functionality

Enhancements

Action You Need to Take to
Implement SWIFTNet

SWIFTNet Market

The following two market practices are available

*

Install the SWIFTNet standards

Practices in the application: data dictionary.
¢ Germany: MT515: Trade Confirmation The data dictionary is optionally
(Broker to Asset Manager) installed from the Deployment >
* United States: MT536: ISITC-IOA: Standards page. The SWIFT
Statement of Transactions _extended rules library is automatically
installed when you download the Map
You can create a new message type by Editor.
customizing a standard SWIFT message type .
map according to the specifications of the You can. Create a n_eW message
Market Practice. The customized map can be type by implementing the
imported into the SWIFTNet Market Practices additional restrictions related to
data dictionary through the SWIFTRulelmporter the desired Market Practice.
utility.
Services ¢ Install the SWIFTNet MEFG

¢ Generic Envelope service envelopes SWIFT
messages.
Note: The Generic envelope service
assumes that SWIFT expects a
starting CRLF (carriage return/line
feed) but not an ending CRLF.

¢ Generic Deenvelope service deenvelopes
SWIFT messages.

Note: The Generic Deenvelope service
assumes that SWIFT expects a
starting CRLF (carriage return/line
feed) but not an ending CRLF-.

¢ EDI Deenvelope service accepts SWIFT
messages.

¢ SWIFTNet Server Adapter.

¢ SWIFTNet Client Service.

¢ SWIFTNet Reconciliation Service.
¢ SWIFTNet HTTP Server Adapter.

¢ An application, SWIFTNet MEFG Server,
supports FileAct and InterAct processing, as
well as failover processing.

Server on a machine running
either the Sun Solaris 5.10,
Windows Server 2003 (Standard
or Enterprise Edition), or AIX 5.3
operating system.

Configure the SWIFTNet Client
Service.

Configure the SWIFTNet Server
adapter.

Sterling Commerce, Inc.
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Functionality Enhancements Action You Need to Take to
Implement SWIFTNet
Envelopes . ¢ Create the appropriate SWIFT

Inbound SWIFT envelope wizard to
implement inbound SWIFTNet.

Outbound SWIFT envelope wizard to
implement outbound SWIFTNet.

The SWIFT_FINMessageTypes code list is
automatically installed with the application.
This code list contains a list of valid
message types.

envelopes for each message type
you are sending and receiving.

¢ You need to populate four code
lists to use in conjunction with the
SWIFT_FINMessageTypes code
list to perform SWIFTNet
validations.

¢ Configure the EDI Encoder
service for use with the outbound
SWIFT messages.

Sterling Commerce, Inc.
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SWIFTNet with the Application

Functionality

Enhancements

Action You Need to Take to
Implement SWIFTNet

Predefined business
processes

¢ SWIFTDeenvelope business process
¢ SWIFTEnvelope business process

¢ SWIFTNetClient business process

The business processes that are
related to the SWIFTNet workflow
must have the Document Tracking
option enabled when you check in or

edit the business process.
Additionally, you need to configure
other parameters in the
SWIFTNetClient business process to
support SWIFTNet.

SWIFTNetClientFA business process
handleSWIFTNetServerSnFRequest
handleSWIFTNetinboundCorrelation
handleSWIFTNetOutboundCorrelation
handleSWIFTNetServerFADelNotif
handleSWIFTNetServerFAEvent
handleSWIFTNetServerFARequest
handleSWIFTNetServerFASnFDelNotif
handleSWIFTNetServerFASnFRequest
handleSWIFTNetServerRequest
handleSWIFTNetServerSnFDelNotif
handleSWIFTNetServerFASnFEvent
handleSWIFTNetSnFInboundCorrelation
handleSWIFTNetSnFOutboundCorrelation
SWIFTMessageEntryEnvelope
handleSWIFTNetOpenlnputChannel
SWIFTNetOpenInputChannel
SWIFTMessageEntryOutbound
SWIFTNet3rdPartyClientForceRefusal
SWIFTNet3rdPartyClientNotification
SWIFTNetClientRenewSecContext
SWIFTNetClientResend
SWIFTNetCloselnputChannel
SWIFTNetCreatelnputChannel
SWIFTNetDeletelnputChannel

Sterling Commerce, Inc.
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Functionality

Enhancements

Action You Need to Take to
Implement SWIFTNet

Map Editor

Map Editor wizard enables you to generate a
file layout using the MT or MX message that
you select. Included in the SWIFTNet map
are groups, records, composites, and fields
that are defined by SWIFT.

Properties dialog boxes that enable you to
define and modify SWIFTNet map
components.

Autolink function automatically creates links
between input and output fields that have the
same name or business name. This function
can be used with any data format.

Extended Rules Library function (used with
SWIFTNet and any other data format)
contains a list of rules in a separate file
outside of the Map Editor source. Map Editor
stores the name of the library in its source
file, so when you load a map the library is
also loaded and compiled. This enables you
to create a library of extended rules and then
add it to any other map, so you do not have
to recreate those extended rules after the
first time.

Extended rules are used to validate
SWIFTNet messages.

SWIFTNet MX validations are performed
and generated maps define the parameters
used to look up validations that are defined
in a properties file.

The extended rule libraries that are loaded
automatically when you download SWIFT
standards are:

¢ SWIFT_2006.erl (2006 MT and MX
messages)

¢  SWIFT_2007.erl (2006 MT and MX
messages)

¢ SWIFTMX_v1-0.erl (Common Rule
Library)

¢  SWIFTMX_ Funds_v4-0.erl for Funds
4.0

¢ SWIFTMX_CashReporting_3-1.erl for
CashReporting 3.1, 3.2, and 4.0

¢  SWIFT_2008.erl
¢  SWIFTMX_CashManagement_4-0.erl
¢  SWIFTMX_CashReporting_4-0.erl

*

*

Download Map Editor.

Create a map or maps to translate

your SWIFTNet messages.

Place custom extended rule code

inside a validation block.

Sterling Commerce, Inc.
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Functionality

Enhancements

Action You Need to Take to
Implement SWIFTNet

SWIFTNet Correlations

¢ Enables you to search for SWIFTNet
messages using specific criteria.

¢ Run inbound and outbound data

and then use the search interface
to search for messages.

If you are upgrading from a
previous version to the Sterling
Standards Library Version 5.3,
you must run the
SwnetCorrMigrate.cmd script to
migrate correlation detail records
to new database tables.

Document Tracking

¢ Support for monitoring SWIFTNet data
flows.

¢ Support for tracking SWIFTNet messages
within the application. The tracking and
correlation functionality automatically tracks
the SWIFTNet messages the same manner
as the other standards are tracked.

¢ Support for document repair and resend.

Use the data flow interface to
track inbound and outbound
SWIFTNet processes.

All the business processes that
are related to the SWIFTNet
workflow (SWIFTNetClient,
handleSWIFTNetServerRequest,
and
handleSWIFTNetServerSnfReque
st) must have the Document
Tracking option enabled when you
check in or edit the business
processes.

Access messages with Ready To
Edit status, repair, and resend
them.

SWIFTNet Routing Rule

¢ Interface to support creation, modification,
and deletion of SWIFTNet routing rules.

¢ The criteria specified in the SWIFTNet
Routing Rule enables a user to set a specific
business process to process the incoming
request from SWIFTNet.

¢ You can also use wildcards in the SWIFTNet
routing rule.

Create a business process or
modify the SWIFTNetClient
business process.

Create a SWIFTNet routing rule
that is linked to the business
process you created.

SWIFTNet Service
Profile

Enables you to associate SWIFTNet Request
Type with a Schema for Header Validation.

Create a new SWIFTNet Service
Profile.

SWIFTNet Copy Service
Profile

Enables you, as a third party, to specify the
relationship between a Service Name and Copy
Mode (T or Y Copy).

Create a SWIFTNet Copy Service
Profile if you are using T or Y
Copy.

Sterling Commerce, Inc.
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Functionality Enhancements Action You Need to Take to
Implement SWIFTNet

SWIFT Message Editor & |nterface to enable a user to correct a ¢ Assign permissions for two
SWIFTNet MT or MX message that was different roles: the Editor and the
returned due to an error either in Reviewer and give appropriate
transmission or translation. permission sets to each role.

¢ Support for validating messages. ¢ Correct appropriate messages

and notify the appropriate user
that activity is required.

¢ Review change history for

messages.

SWIFT Message Entry Interface to enable manual message entry using ¢ Assign permissions for the three

Workstation a structured message editor. different roles (Creator, Verifier.
Tracker).

¢ Create, verify, view (read-only),
and track new SWIFT messages
created through this interface.

Input Channel The SWIFTNet 6.1 release introduces the You must configure the following
concept of an input channel. Currently, the three application components to use
application only supports the use of input the input channel:
channel for InterAct messages in .

. SWIFTNet Server Adapter
store-and-forward (SnF) mode. An input channel P
can be used by the messaging interface to ¢ Resend Scheduler

establish an input session with SWIFT. The
input session starts when the messaging
interface opens the input channel and ends
when the messaging interface closes the input
channel. The input channel also supports
sender-to-receiver first-in-first-out (FIFO), which
means that each message is delivered only one
time and minimizes the number of possible
duplicates.

¢ SWIFTNet Client Service
(including configuring a predefined
business process to create a new
input channel)

Prerequisite Knowledge

The audience using this software should be familiar with the application, the SWIFTNet standard, and using
InterAct and/or FileAct.

Note: This documentation is not intended to explain the SWIFTNet standard.

Using SWIFTNet

To use SWIFTNet with the application, you must complete the following tasks:

1. Download the SWIFTNet standards data dictionary. See Downloading and Installing the SWIFTNet
Standards Data Dictionary on page 15.

2. Create inbound and outbound SWIFTNet envelopes. See SWIFTNet Envelopes on page 17.

Sterling Commerce, Inc. 14



SWIFTNet with the Application

3. Create the necessary code lists and maintain them as needed. See Maintaining the External Code Lists
on page 21.

4. Enable the document tracking option for all the business processes that are related to the SWIFTNet
workflow. See Document Tracking for SWIFTNet Transport on page 210 and SWIFT Business
Processes on page 64.

5. Configure the EDI Encoder service for use with outbound SWIFTNet messages. See Configuring the
EDI Encoder Service for SWIFTNet Outbound Messages on page 62.

6. Create the appropriate SWIFTNet maps. See Creating SWIFTNet Maps on page 107.

7. Configure the SWIFTNet routing rule. See Creating a SWIFTNet Routing Rule and Associating it with
a Business Process on page 268.

8. Create a SWIFTNet Service Profile.

9. Create a SWIFTNet Copy Service Profile.

10. Use SWIFT Alliance Access (SAA) for SWIFT support.

11. Use the WebSphere MQ adapter to communicate with SAA.

Using InterAct

To use InterAct with the application, you must complete the following tasks:

1. Configure the appropriate service parameters, including failover processing configuration. See
SWIFTNet Server Adapter and SWIFTNet Client Service.

2. Configure the SWIFTNet MEFG Server for InterAct processing. See SWIFTNet MEFG Server on
page 166.

Using FileAct

To use FileAct with the application, you must complete the following tasks:

1. Configure the appropriate service parameters. See SWIFTNet Server Adapter and SWIFTNet Client
Service.

2. Configure the SWIFTNet MEFG Server for FileAct processing. See SWIFTNet MEFG Server on page
166.

Downloading and Installing the SWIFTNet Standards Data Dictionary

Before you install the SWIFTNet standards data dictionary (standards database) on your desktop, consider
these guidelines:

4+ Download the Map Editor.

4+ For the most current version of the SWIFTNet standards, contact Sterling Commerce Customer
Support.

4+ Be sure your desktop meets the Windows Client requirements listed in the application System
Requirements.

Sterling Commerce, Inc. 15
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To download and install the standards database:
1. From the application Deployment menu, select Standards.
2. Inthe Download and Install section next to Download SWIFT Standards, click Go!
3. Inthe File Download dialog box, select a download option, then click OK.
+ If you choose to run the file click Run and the operating system downloads the files immediately.

+ If you choose to save the file, the operating system prompts you to save the file. Browse to the
location where you want to download the file and click OK. If you want to continue installing, run
the file you just saved from the location you specified.

4. In the Security Warning page, select Always trust content from Sterling Commerce (Mid
America), Inc. if you do not want to see similar security messages in the future when you download
software from Sterling Commerce. Click Yes.

5. In the Welcome window, click Next.
6. In the Choose Destination Location window, select where you want to install the standards database:
+ If you accept the default location, click Next.

+ If you want to specify a different location, click Browse, specify the path to the folder, click OK,
and click Next.

If you specify a folder name that does not exist, the application displays a message asking if you want
to create that folder.

7. In the Select Components window, verify that SWIFTStandardDatabase is selected (if you want to
use the preloaded SWIFT market practices, also ensure that SWIFTMarketPractice is selected) and
click Next.

The download wizard installs the standards database.
8. Inthe Setup Complete window, click Finish.

Sterling Commerce, Inc. 16
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SWIFTNet Envelopes

Overview

A document envelope consists of control information that enables organizations to effectively exchange
messages. This information is added in headers and trailers to messages. Document envelopes are specific
to the message protocol used. Creating document envelopes is hecessary to use SWIFTNet with your trading
partners.

SWIFTNet has only one level of envelope, which you must modify appropriately to reflect your information
and your trading partner’s information. Envelopes specify whether the message is inbound or outbound:

4+ The Inbound SWIFT envelope identifies messages that are received by Gentran Integration Suite so
they can be properly routed. Inbound envelopes also give you the option to translate messages when
you choose to check messages for compliance. By choosing to translate messages from within the
envelope, you can reduce message processing time because you do not need to specify a separate
Translation service step in the business process. You need to create an Inbound SWIFT envelope to
configure deenveloping information for MT or MX messages. See Inbound SWIFT envelope on page
24.

4+ The Outbound SWIFT envelope identifies messages so they can be sent to and received by trading
partners. You need to configure an Outbound SWIFT envelope to configure enveloping information
for MT or MX messages. See Outbound SWIFT envelope on page 41.

When you envelope an outbound SWIFTNet message, the SWIFTNet header and trailer are created. For an
inbound message, the envelope contains the header information (the trailer information is a summary
appended to the SWIFTNet data). The header types are MX or MT messages.

MT and MX messages are included within the Body element. MT messages are base-64 encoded and MX
messages are XML.

The application also enables you to use SWIFT XML Format 2, the envelope supported by SWIFT Alliance
Access 6.

As part of SWIFTNet enveloping, the application uses code lists to validate the data. The application uses
code pairs in code lists to identify items in transactions between two or more trading partners. A trading
partner code list consists of one or many pairs of code values containing a sender code and a receiver code.
Each code pair has one description and up to four additional codes relating to the pair. Code lists are
dynamic and are stored in a database.

The SWIFT_FINMessageTypes code list is automatically installed with the application. This code list
contains a list of valid SWIFT message types. The three-digit message number is entered for sender code
and receiver code, and the description is set to SWIFT Message Type. However, you need to populate four
additional code lists to perform SWIFTNet validations:

4+ SWIFT_Addresses—used to check the sender and receiver 1Ds within the message. This code list is
shared with message authentication. The code list used is the same code list that is used for message
validations. You will type the address in the Sender Code, Receiver Code, and Description parameters,
and use the Textl parameter to indicate the subtype of the address. The SWIFT_Addresses and
SWIFT_BaseAddresses code lists are used to differentiate between bad base addresses and bad branch
codes when necessary. The SWIFT_Addresses code list is also used for verification of those addresses
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that are contained within the body of a message. BIC and BEI addresses are validated against entries in
the SWIFT_Addresses code list

4+ SWIFT_BaseAddresses—this is a list of the 8-character address (the BIC minus the branch code) that
are valid as part of a sender address when generating 