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EBICS Server Services(V5.2.5 r|_f>)

Z Sterling B2B Integrator V5.2.5 r|_f>P,`v~qMJdwT EBICS IC#

EBICS )%Z(~q
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wT *bTKJdw,k9C HTTP M'K,+P'D EBICS ks{"Gk$d

CD EBICS HTTP ~qwJdw#

C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U

> > EBICS#

dC EBICS )%Z(~q

*dC EBICS )%Z(~q,Xk8(<N&m(#w (GPM) PTBVNDhC:

VN hv

;Wj6 Xh#k)%`XD;Wj6#1!5* null#

HostId Xh#EBICS xP~qwP(e"Z;WP9CDwzj6#

5qwL>}

ITZ GPM r BPML(5qwL(#oT)zkP`-5qwL,4Nqw#TB

BPML q=D5qwL>}5wKgN9C EBICS )%Z(~q4&m{"ks:

<operation>
<participant name="EBICSOrderAuthorizationService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB BPML q=D5qwL>}5wKgN9C EBICS )%Z(~q4&ml&{

":

<operation>
<participant name="EBICSOrderAuthorizationService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB BPML q=D5qwL>}5wKITgN9C EBICS )%Z(~q:

<process name="Order Authorization">
<sequence name="main">

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle incoming EBICS Order -->
<operation>

<participant name="EBICSOrderAuthorizationService"/>
<output message="handleRequest">
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<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<!*internal processing by invoking a subprocess-->
<!*The subprocess name will be dynamically

determined based on Order Type
in the ProcessData -->

<!*The invoke mode will be dynamically
determined based on order Type
in the ProcessData -->

<operation name="Invoke Sub Process Service">
<participant name="InvokeSubProcessService"/>
<output message="Xout">

<assign to="INVOKE_MODE”
from=”/ProcessData/OrderAuthInfo/InvokeBPMode/text()”/>

<assign to="WFD_NAME””
from=”/ProcessData/OrderAuthInfo/InvokeBPName/text()”/>

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle EBICS response -->
<operation>

<participant name="EBICSOrderAuthorizationService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

EBICS ES r|~q
Bma)K EBICS gS){ (ES) r|~qDEv:

53{F EBICS ES r|~q

<N&m(#w (GPM) `p yP~q

hv 9CC~q49urb9 EBICS ES#

5qC> 9CC~q49urb9ZT ES xP){Mi$1yCD\?E"#

C(>} w* EBICS D;?VD5qwL,h*(}dl&4b9\?E"r9u\?E"#

GqxPK$dC? ZwCC~q0Xk20M?pC~q#

Gqh*Z}=D~? q

=(ICT
yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? ^

wC +S5qwLPwCC~q#

5qwLOBD"bBn 9CC~q49urb9u ES#
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EBICS#

S5qwLPdvA EBICS ES r|~q

TBN}XkZwC1+]A ES r|~q,"+dv{"`M5hC* Unpackage#

N} hv

HostId Xh#EBICS xP~qwP(e"Z;WP9CDwzj6#

UserId Xh#;WP9CDC'j6#

PartnerId Xh#;WP9CDoij6#

OrderType Xh#;WP9CD)%`M,g INI"HIA#

ProtocolVersion Xh#\'VD EBICS -if>,g H003#

SymmetricKeyId Xh#|,TF\?DD5j6#

ESDocId Xh#ES DD5j6#CD5|,Kr| SignatureData *X#

TransactionId Xh#EBICS ;Wj6#

WfId Xh#k EBICS ksPt/D-<$wwL`X*D$wwLj6#

TBN}XkZwC1+]A ES r|~q,"+dv{"`M5hC* Package#

N} hv

SignatureValue Xh#Q9Cy> 64 ;==xP`kDFc){5#

TransactionId Xh#EBICS ;Wj6#

WfId Xh#k EBICS ksPt/D-<$wwL`X*D$wwLj6#

S EBICS ES r|~qPdvA5qwL

TBN}XkZwC1+]A5qwL,"+dv{"`M5hC* Unpackage#

N} hv

UserSignatureData Xh#|,PX ES DE"D XML *X#

TBN}XkZwC1+]A5qwL,"+dv{"`M5hC* Package#

N} hv

ESDocId Xh#ES DD5j6#CD5|, SignatureData *X#
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N} hv

SymmetricKeyId Xh#|,TF\?DD5j6#

5qwL>}

TB>}5qwL5wK"Tb9 ES 1DX!n#

<process name="getESUnpacked">
<sequence>

<operation name="ESInfo">
<participant name="EBICSESPackagingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’Unpackage’”/ >
<assign to="ESPackedDocId">neith::1100909</assign>

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

TB>}5qwL5wKI~q5XD UserSignatureData *XDC>:

<UserSignatureData>
<OrderSignatureData>

<SignatureVersion>A005</SignatureVersion>
<SignatureValue>ABCD</SignatureValue>
<CertId>neith::0090909</CertID>

</OrderSignatureData>
<OrderSignatureData>

<SignatureVersion>A005</SignatureVersion>
<SignatureValue>ABCD</SignatureValue>
<CertID>neith::1180909</CertID>

</OrderSignatureData>
</UserSignatureData>

TB>}5qwL5wKr| ES 1DX!n:

<process name="getESUnpacked">
<sequence>

<operation name="ESInfo">
<participant name="EBICSESPackagingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action">Package</assign>
<assign to="SignatureValue">dfdsf4454==</assign>

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS )%&m~q
Bma)K EBICS )%&m~qDEv:

53{F EBICS )%&m~q

<N&m(#w (GPM) `p yP~q
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hv C~qI4P EBICS ;WM)'lw,T0S\TF\?D9uMb9#

5qC> C~qICwPDc,Tlwd{~q9CDE",w*“)%}]&m”n/D;?

V#

C(>} +dCZ5qwL,CwLGh*E"T4P){"9u"S\My> 64 ;`k.`

NqD EBICS )%}]&mD;?V#

GqxPK$dC? ZwCC~q0Xk20M?pC~q#^hNNdCN}#

Gqh*Z}=D~? q
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`X~q ^

&CLrhs ^

Gqt/5qwL? ^

wC +S5qwLPwCC~q#

5qwLOBD"bBn 1h*kwD5"TF\?4(rlwT0;W4,|B`X*D;Wj8E"1,

IZ5qwLPKPC~q#
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EBICS#

S EBICS )%&m~qPdvA5qwL

BmP|,KZwC1S EBICS )%&m~q+]A5qwLDN},"+dv{"

`M5hC* getTrxDetails#

N} hv

HostId Xh#53Dwzj6#

PartnerId Xh#53Doij6#

UserId Xh#53DC'j6#

ProtocolVersion Xh#\'VD EBICS -if>,g H003#

CommSessionId Xh#Cw DMI G<D;?VDa0j6#7#Z,;a0BzYyPwL#

)%`M Xh#8()%`M#P'5*

INI"HIA"PUB"HCA"HCS"HPB"HPD"HEV"SPR"FUL M FDL#

FlowDirection Xh#mw)%}]D=r#P'5* Upload M Download#

OrderDataType Xh#mw)%}]D`M#P'5* System M Technical#

ResponseType Xh#mwl&`M#P'5* Sync M Async#

CompressReqd Xh#mwBXwGqh*9u,rOXwGqh*b9#P'5* True M False#
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N} hv

EncryptReqd Xh#mwBXwGqh*S\,rOXwGqh*b\#P'5* True M False#

SignReqd Xh#mwBXwGqh*){,rOXwGqh*i$#P'5* True M False#

SignVersion I!#mwZ){Mi$){D}LP9CDf>#

EncryptedDocId I!#S\\?DD5j6#C5ISOX{"PD DataEncryptionInfo *XPi!#

ESDocID I!#gS){ (ES) DD5j6#CD5|,KOX{"PDr| SignatureData *X#

HostEncrPrivKeyId Xh#b\;W\?1,CZlwTF\?Dwz(C$ij6#

HostEsPrivKeyId Xh#T{"){1yCDwz(C$ij6#

PtnerEncrPubKeyId I!#S\{"PyCDoiD+C$ij6#

WfId Xh#CZt/&m;WDu<5qwLD$wwLj6#Z+G<ekh*i5MV4

&\DmP1,a9CK$wwLj6,T7#`XG<Qw*ixPi5MV4#

BmP|,KZwC1S EBICS )%&m~q+]A5qwLDN},"+dv{"

`M5hC* getEncryptKey#

N} hv

SymmetricKeyId Xh#|,TF\?DD5Dj6#

BmP|,KZwC1S EBICS )%&m~q+]A5qwLDN},"+dv{"

`M5hC* setEncryptKey#

N} hv

EncryptedDocId Xh#|,S\TF\?DD5Dj6#

S5qwLdv= EBICS )%&m~q

BmP|,KZwC1S5qwL+]A EBICS )%&m~qDN},"+dv{"

`M5hC* getTrxDetails#

N} hv

wD5 Xh#|,)%}]DwD5#

BmP|,KZwC1S5qwL+]A EBICS )%&m~qDN},"+dv{"

`M5hC* getEncryptKey#

N} hv

EncryptedDocId Xh#|,S\TF\?DD5j6#

HostEncrPrivKeyId Xh#CZS\Dwz(C\?D$ij6#

HostEncrPubKeyId Xh#wzD+C\?D$ij6#CZi$)'y"MD"P5#

PtnerEncrPubKeyId Xh#CZS\D)'+C\?D$ij6#

BmP|,KZwC1S5qwL+]A EBICS )%&m~qDN},"+dv{"

`M5hC* setEncryptKey#
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N} hv

PtnerEncrPubKeyId Xh#CZS\TF\?D)'+C$iD$ij6#

TransactionId Xh#y]wD5}D{FlwD;Wj6#C;Wj6GyPk;W`XDG<DX|#

WfId Xh#;WD$wwLj6#CZ\mi5wL#

SymmetricKeyId Xh#|,TF\?DD5Dj6#

BmP|,KZwC1S5qwL+]A EBICS )%&m~qDN},"+dv{"

`M5hC* setStatus#

N} hv

Status Xh#mw&m4,#P'5* Success M Error#

TransactionId Xh#y]wD5}D{FlwD;Wj6#C;Wj6GyPk;W`XDG<DX

|#

WfId Xh#;WD$wwLj6#CZ\mi5wL#

FlowDirection Xh#)%wD=r#P'5* Upload M Download#

UncompressedSize I!#b9D5Ds!(VZ)#

OrderDataType Xh#)%D`M#P'5* System M Technical#

5qwL>}

TB>}5qwL5wKlw;WM)'j8E"1DX!n#K&Y(r|)%}

];ZwD5P:

<process name="getTrxDetails">
<sequence>

<operation name="TrxInfo">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’getTrxDetails’”/ >

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

TB>}5qwL5wKT|,b\TF\?DD5xPb9D}L:

<process name="getEncryptedKey">
<sequence>

<operation name="DecryptKey">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’getEncryptedKey’”/ >
<assign to="EncryptedDocId">

neith::1100909</assign>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>
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TB>}5wKT|,S\TF\?DD5xP9uD}L:

<process name="setEncryptedKey">
<sequence>

<operation name="EncryptKey">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’setEncryptedKey’”/ >
<assign to="SymmetricKeyId">

neith::2211909</assign>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

TB>}5wKgNhC&m4,#

<process name="setStatus">
<sequence>

<operation name="setStatus">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="Status" from=”’SUCCESS’”/ >

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS )%w==(~q
Bma)K EBICS )%w==(~qDEv:

53{F EBICS )%w==(~q

<N&m(#w (GPM) `p yP~q

hv C~q9C Sterling B2B Integrator PDw._&\4P)%`M}]D EBICS 9

uMb9u#

5qC> C~qCZTw==(9uMb9u EBICS {",fs+C{"+]=Kc#

C(>} Zw* EBICS )%}]&mD;?V"h*(}w==(jIP'Z]D9uMb

9uD5qwLP9CC~q#

GqxPK$dC? ZwCC~q0Xk20M?pC~q#^hNNdCN}#

Gqh*Z}=D~? q

=(ICT
yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? ^

wC +S5qwLPwCC~q#

5qwLOBD"bBn zXkl$wCC~qDZ?~q($wwLM5qwLN})#$wwLN}G

+]=Z?~qZD5#5qwLN}GZ BPML zkP8(D5#
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EBICS#

S5qwLdv= EBICS )%w==(~q

Bm|,S5qwL+]= EBICS )%w==(~qDN}:

N} hv

Mode I!#mw~qGqI EBICS xP~qwr EBICS M'zwC##tCYwDM'K=

=)+49C#P'5* Server M Client#1!5* Server#g{4a)CN}D5,G

4+9C1!5#

FlowDirection Xh#mw)%}]D=r#P'5* Upload M Download#1!5* Upload#

CommSessionId Xh#k~qX*D(Ea0j6#

TransactionId Xh#k~qX*D EBICS ;Wj6#

WfId Xh#k~qX*D$wwLj6#

SignReqd Xh#mw{"Gqh*){ri$#P'5* True M False#1!5* False#

EncryptReqd Xh#mw{"Gqh*S\rb\#P'5* True M False#1!5* False#

CompressReqd Xh#mw{"Gqh*9urb9#P'5* True M False#1!5* False#

PipelineTimeout I!#w._,15#1!5* 300 k#

UserSignatureData h*TOX{"xP){i$1*XhN}#|,PXgS){DE"D XML *X#

SymmetricKeyId XkTOX{"b\1*X!n#|,\?VZ}iDD5j6#

CertId I!#$ij6#

CertAlias I!#certId D5* null 1*XhN}#

SignatureVersion I!#){{"D){f>#P'5* A005 M A006#

S EBICS )%w==(~qdv=5qwL

Bm|,S EBICS )%w==(~q+]=5qwLDN}:

N} hv

SymmetricKeyId XkT{"S\1*X!n#|,\?VZ}iDD5j6#

SignatureValue I!#{""PD){5(9Cy> 64 ;`kq=)#

5qwL>}

TB>}5qwL5wKgN9C EBICS )%w==(~q:
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<process name="unPackage">
<sequence>

<operation name="TrxInfo">
<participant name="EBICSOrderStreamingService"/>
<output message="outMsg">

<assign to="." from="*"/>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS 9u~q
Bma)K EBICS 9u~qDEv:

53{F EBICS 9u~q

<N&m(#w (GPM) `p
yP~q

hv
C~qa9Cw._==D zlib 4P EBICS 9uMb9#

5qC>
EBICS 9u~q4P)%}]D?V9uMb9u#

C(>}
EBICS )%&m~qawC5qwL,T9urb9P'Z]}]#

GqxPK$dC?
ZwCC~q0Xk20M?pC~q#^hNNdCN}#

Gqh*Z}=D~? q

=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? q

wC
+S5qwLPwCC~q#

5qwLOBD"bBn 9C5qwLPDCn~qT9urb9)%}]#

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U> >

EBICS#

EBICS Server Services(V5.2.5 r|_f>) 11



S5qwLPdvA EBICS 9u~q

Bm|,KS5qwLP+]A EBICS 9u~qDN}:

N} hv

action Xh#*I!DYw#P'5* COMPRESS M DECOMPRESS#

CommSessionId Xh#~qytD(Ea0j6,g 012345#

pipelineTimeout I!#w._,15#1!5* 300 k#

TransactionId Xh#EBICS ;Wj6,g TransactionId012345#

WfId Xh#;WD$wwLj6,g WfId012345#

mode I!#mw~qGqI EBICS xP~qwr EBICS M'zwC#P'5* Server M Cli-

ent#1!5* Server#g{4a)CN}D5,G4+9C1!5#

5qwL>}

TB>}5qwL5wKP'Z]9u:

<process name="ebicscompression">
<sequence>

<operation>
<participant name="EBICSCompressionService"/>
<output message="compressRequest">

<assign to="." from="*"/>
<assign to="action"from="’COMPRESS’"/>

</output>
<input message="compressResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

TB>}5qwL5wKP'Z]b9:

<process name="ebicsdecompression">
<operation>

<participant name="EBICSCompressionService"/>
<output message="decompressRequest">

<assign to="." from="*"/>
<assign to="action" from="’DECOMPRESS’"/>

</output>
<input message="decompressResponse">

<assign to="." from="*"/>
</input>

</operation>
</process>

EBICS S\~q
Bma)K EBICS S\~qDEv:

53{F EBICS S\~q

<N&m(#w (GPM) `p
yP~q

hv
C~q9Cw._==D AES-128 c(4P)%}]D EBICS S\Mb\#
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5qC>
EBICS S\~qa4P)%}]D?V9uMb9u#

C(>}
EBICS )%&m~qawC5qwL,TTP'Z]}]xPS\rb\#

GqxPK$dC?
ZwCC~q0Xk20M?pC~q#^hNNdCN}#

Gqh*Z}=D~? q

=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? q

wC
+S5qwLPwCC~q#

5qwLOBD"bBn Z5qwLP9CC~qTT)%}]xPS\rb\#

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U> >

EBICS#

S5qwLPdvA EBICS S\~q

Bm|,KS5qwLP+]A EBICS S\~qDN}:

N} hv

action Xh#*4PDYw#P'5* ENCRYPT M DECRYPT#

CommSessionId Xh#~qytD(Ea0j6,g 012345#

pipelineTimeout I!#w._,15#1!5* 300 k#

SymmetricKeyId g{ action N}5* Encrypt,G4*I!n;g{ action N}5* Decrypt,G4*

X!n#|,\?VZ}iDD5Dj6,g sedna:node1:1200d56b272:400#

TransactionId Xh#EBICS ;Wj6,g TransactionId012345#

WfId Xh#;WD$wwLj6,g WfId012345#

mode I!#mw~qGqI EBICS xP~qwr EBICS M'zwC#P'5* Server M

Client#1!5* Server#g{4a)CN}D5,G4+9C1!5#
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S EBICS S\~qdv=5qwL

Bm|,S EBICS S\~q+]=5qwLDN}:

N} hv

SymmetricKeyId |,\?VZ}i(g{IC~qzI)DD5Dj6,g

sedna:node1:1200d56b272:400#

5qwL>}

TB>}5qwL5wKP'Z]S\:

<process name="ebicsencryption">
<sequence>

<operation>
<participant name="EBICSEncryptionService"/>
<output message="encryptRequest">

<assign to="." from="*"/>
<assign to="action"from="’ENCRYPT’"/>

</output>
<input message="encryptResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

TB>}5qwL5wKgNTP'Z]xPb\:

<process name="ebicsdecryption">
<operation>

<participant name="EBICSEncryptionService"/>
<output message="decryptRequest">

<assign to="." from="*"/>
<assign to="action" from="’DECRYPT’"/>

</output>
<input message="decryptResponse">

<assign to="." from="*"/>
</input>

</operation>
</process>

EBICS `k~q
Bma)K EBICS `k~qDEv:

53{F EBICS `k~q

<N&m(#w (GPM) `p
yP~q

hv
C~q9Cw._==Dy> 64 ;=(4P EBICS `kMbk#

5qC>
EBICS S\~qa4P)%}]D?V9uMb9u#

C(>}
EBICS )%&m~qawC5qwL,TTP'Z]}]xP`krbk#

GqxPK$dC?
ZwCC~q0Xk20M?pC~q#^hNNdCN}#

Gqh*Z}=D~? q
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=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? q

wC
+S5qwLPwCC~q#

5qwLOBD"bBn Z5qwLP9CC~qTT)%}]xP`krbk#

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U> >

EBICS#

S5qwLPdvA EBICS `k~q

Bm|,KS5qwLP+]A EBICS `k~qDN}:

N} hv

action Xh#*4PDYw#P'5* ENCODE M DECODE#

CommSessionId Xh#~qytD(Ea0j6,g 012345#

pipelineTimeout I!#w._,15#1!5* 300 k#

TransactionId Xh#EBICS ;Wj6,g TransactionId012345#

WfId Xh#;WD$wwLj6,g WfId012345#

mode I!#mw~qGqI EBICS xP~qwr EBICS M'zwC#P'5* Server M Cli-

ent#1!5* Server#g{4a)CN}D5,G4+9C1!5#

5qwL>}

TB>}5qwL5wKP'Z]`k#

<process name="ebicsencoding">
<sequence>

<operation>
<participant name="EBICSEncodingService"/>
<output message="encodeRequest">

<assign to="." from="*"/>
<assign to="action"from="’ENCODE’"/>

</output>
<input message="encodeResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>
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TB>}5qwL5wKP'Z]bk#

<process name="ebicsdecoding">
<operation>

<participant name="EBICSEncodingService"/>
<output message="decodeRequest">
<assign to="." from="*"/>
<assign to="action" from="’DECODE’"/>

</output>
<input message="decodeResponse">

<assign to="." from="*"/>
</input>
</operation>

</process>

EBICS ){~q
Bma)K EBICS ){~qDEv:

53{F EBICS ){~q

<N&m(#w (GPM) `p
yP~q

hv
C~q9CTw._==FcD SHA-256 **4P)%}]

D EBICS ){Mi$#

5qC>
EBICS ){~q4P)%}]D?V9uMb9u#

C(>}
EBICS )%&m~qwC5qwLT){ri$P'Z]}

]#

GqxPK$dC?
ZwCC~q0Xk20M?pC~q#^hNNdCN

}#

Gqh*Z}=D~? q

=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs ^

Gqt/5qwL? q

wC
+S5qwLPwCC~q#

5qwLOBD"bBn Z5qwLP9CC~qT){ri$)%}]#

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=

Yw > 53 > U> > EBICS#

16 Sterling B2B Integrator



S5qwLdv= EBICS ){~q

Bm|,KS5qwLP+]A EBICS ){~qDN}:

N} hv

action
Xh#*4PDYw#P'5* SIGN M VERIFY#

certAlias certId D5* null 1*XhN}#g{4a) certId,G4* EBICS M'z9CD EBICS x

P~qw$ip{#

certId Xh#$ij6#

CommSessionId Xh#~qytD(Ea0j6,g 012345#

pipelineTimeout I!#w._,15#1!5* 300 k#

signatureValue v1YwN}D5* Verify 1E*X!n#Xk*)%}]Di$a)D){5(9Cy> 64

;`kq=)#){;h*Cn#

signatureVersion Xh#EBICS ){f>,}g,A005 M A006#

TransactionId Xh#EBICS ;Wj6,g TransactionId012345#

WfId Xh#;WD$wwLj6,g WfId012345#

trxSignId 1 mode D5* Server 1*X!n#?v EBICS ){Dj6#

mode I!#mw~qGqI EBICS xP~qwr EBICS M'zwC#P'5* Server M Cli-

ent#1!5* Server#g{4a)CN}D5,G4+9C1!5#

S EBICS ){~qdv=5qwL

Bm|,S EBICS ){~q+]=5qwLDN}:

N} hv

signatureValue v1YwN}D5* Sign 1E*X!n#Xk*)%}]D){a)D){5(9Cy> 64 ;

`kq=)#i$;h*Cn#

5qwL>}

TB>}5qwL5wKP'Z]D){:

<process name="ebicssigning">
<sequence>

<operation>
<participant name="EBICSSigningService"/>
<output message="signRequest">

<assign to="." from="*"/>
<assign to="action"from="’SIGN’"/>
<assign to="certId" from="’certid’"/>

</output>
<input message="signResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

TB>}5qwL5wKP'Z]Di$:
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<process name="ebicssigning">
<operation>

<participant name="EBICSSigningService"/>
<output message="verifyRequest">

<assign to="." from="*"/>
<assign to="action" from="’VERIFY’"/>
<assign to="certId" from="’certid’"/>
<assign to="signatureValue"

from="’joeRiPzfV78gwZdENC3tH7nZqwWFPkMqT3fBmyUfNlFCAGUlGwLnBChRhRFr
l7jkg6IuRBhTDvhnmMIfl034XFbra6hzdyQicgdE3UzrDMAM5701RkrKFwueA0jdb8
BlBsm8ol5Ibe2PRDC10X5TMWsycfcR1LoxKvGsEGI/gXI=’"/>

</output>
<input message="verifyResponse">

<assign to="." from="*"/>
</input>

</operation>
</process>

EBICS $)\mw~q
Bma)K EBICS $)\mw~qDEv:

53{F EBICS $)\mw~q

<N&m(#w (GPM) `p yP~q

hv 9C EBICS $)\mw~q4PTBNq:

v Z INI M HIA Du</E~Oi$\?

v ;; EBICS {"0+C'4,|B*“<8Mw”

v <kr<v(}“$)\mw”4(D EBICS E*D~

5qC> 9CC~qi$ INI M HIA u</E~OD\?#i$I&s,a+C'4,|

B*“<8Mw”#

9CC~qZ}]bO<kr<v$)\mw}]#

C(>} i$zZu</E~PSU=D\?#

GqxPK$dC? C~qaw*5320D;?VxP$dC#

Gqh*Z}=D~? q

=(ICT
yP\'VD Sterling B2B Integrator =(#

`X~q ^

&CLrhs v $)\mww}]Xk;ZxP53P#

v XkdC EBICS ~qw#

v ;PZ+ INI M HIA u</E~"MxxPsE\4Pu</E~Di$#

Gqt/5qwL? ^

wC +S5qwLPwCC~q#

5qwLOBD"bBn 9CC~q49urb9u ES#

5XD4,5 B| - ;IV4ms

2, - IV4ms

_- - IV4ms

I&

/f
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^F ^

VCT6p 531!5

wT *bTC~q,kKP EBICS $)\mw~q5qwL,"i$|GqI&jI#

4,(f(CZi$Mu</E~)M5}}](CZ<kM<v)aT>bTa

{#

dC EBICS $)\mw~q

*dC EBICS $)\mw~q,zXkZ<N&m(#w (GPM) r_5qwL(#

oT (BPML) P8(TBVNDhC:

VN hv

oij6

(partnerID)

INI M HIA u</E~DX!n#M'Doij6#

C'j6

(userID)

INI M HIA u</E~DX!n#)'DC'j6#

+2gS){\? (INI)

(esKey)

i$M'z$iD"P51*X!n#*+C'4,hC*“<8Mw”,xPX

kSU INI M HIA u</E~#

INI Du</E~|,C'D+2){\?#

"P5*.yxF,}g,3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7#

+2S\\? (HIA)

(encrKey)

i$M'z$iD"P51*X!n#*+C'4,hC*“<8Mw”,xPX

kSU INI M HIA u</E~#

HIA Du</E~|,C'D+2S\\?#

"P5*.yxF,}g,3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7#

+2j6MO$\? (HIA)

(authKey)

i$M'z$iD"P51*X!n#*+C'4,hC*“<8Mw”,xPX

kSU INI M HIA u</E~#

HIA Du</E~|,C'D+2j6MO$\?#

"P5*.yxF,}g,3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7#

gS){\?"Pc(

(esKeyHashAlgo)

I!#C'+2gS){\?D"Pc(#P'5* SHA256 M SHA1#SHA256

*1!5#

S\\?"Pc(

(encrKeyHashAlgo)

I!#C'+2S\\?D"Pc(#P'5* SHA256 M SHA1#SHA256 *1

!5#

j6MO$\?"Pc(

(authKeyHashAlgo)

I!#C'j6MO$\?D"Pc(#P'5* SHA256 M SHA1#SHA256 *

1!5#
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5qwL>}

TB>}5qwL5wK9C EBICS $)\mw~q(}1! SHA256 "Pc(4i

$C'D INI M HIA u</E~:

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="validateSubscrKey">

<assign to="partnerID">partner002</assign>
<assign to="userID">user003</assign>
<assign to="esKey">D4 7A 24 27 5C 5F D8

0D 50 1B CF 28 C5 38 FE 1F 51 DD 24 8B 3E 5C
72 D5 CD 47 9D 82 79 0C EF 52</assign>

<assign to="encrKey">B8 3C B0 19 66 C9 9C
6E 2C A5 BA 6A 2B 56 01 92 35 2A B4 91 53 E9 0B BA 34
C1 5E B5 9F 4A 64 F7</assign>

<assign to="authKey">9D 2D C0 AF 55 6E D4 D9
04 00 BB 23 AF C8 1B AB 91 A3 7A 2E 97 A9 31 6D D0 01 79
5F C6 D0 CD 54</assign>

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB>}5wK<k$)\mw}]:

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="importSubscrMgrInfo">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB>}5wK<vkwz`XD}]#C'IwC FileSystem Jdwr“Jd~q”T

+D~EkJdP#

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="exportSubscrMgrInfo">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>
<!-- to extract to filesystem location -->
<operation name="To extract to a filesystem location">

<participant name="extractFSA"/>
<output message="extractFile">

<assign to="Action">FS_EXTRACT</assign>
<assign to="extractionFolder">/my/location</assign>
<assign to="assignFilename">true</assign>
<assign to="assignedFilename">exported.xml</assign>
<assign to="." from="PrimaryDocument"/>

</output>
<input message="NOP"/>

</operation>
<!-- or to add into a mailbox -->
<operation>

<participant name="MailboxAdd"/>
<output message="AddExportedFileInfoMailbox">
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<assign to="." from="*"/>
<assign to="MailboxPath">myMailbox</assign>
<assign to="MessageName">exported.xml</assign>
<assign to="ExtractableCount">1</assign>

</output>
<input message="inmsg">

<assign to="MessageAddResults" from="*"/>
</input>

</operation>

EBICS ~qw~q
Bma)K EBICS ~qw~qDEv:

53{F EBICS ~qw~q

<N&m(#w (GPM) `p yP~q

hv C~q:py] EBICS -if6&mkV EBICS ks((} HTTP M

HTTPS),zIOJDl&"+dXMA)'#

5qC> C~qCZy] EBICS -i&m EBICS ks"l&Mms{"#C~qD5

q[5ZZZ Sterling B2B Integrator P* EBICS -ia)'V#

C(>} +C~qM EBICS )%Z(~q;p9C,TS)'&SU_P)%`M FUL

D EBICS xP<u`)%}]#zIT9CC~q4bv"i${"ks,"

+)%}]*"x EBICS )%Z(~qTxPx;=Dl=&m#

GqxPK$dC? C~qaw*5320D;?VxP$dC#

Gqh*Z}=D~? q

=(ICT
yP\'VD Sterling B2B Integrator =(#

`X~q v kT EBICS D HTTP Server Jdw

v EBICS )%Z(~q

v EBICS 9u~q

v EBICS `k~q

v EBICS S\~q

v EBICS ){~q

v EBICS ES r|~q

&CLrhs zXk*KhCdC EBICS HTTP Server Jdw#

Gqt/5qwL? TZ53)%`MM<uBX)%`M,C~qwC EbicsOrderProcessing 5q

wL#TZ<uOX)%`M,C~qwC EbicsAuthOrderProcessing 5qw

L#

wC ZI EBICS HTTP Server JdwwCD5qwLZwCC~q#

5qwLOBD"bBn dCN}IC~qZKP1Zdt!#

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^
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VCT6p 531!5

wT *bTKJdw,k9C HTTP M'K,+P'D EBICS {"ksGk$d

CD EBICS HTTP ~qwJdw#

C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U

> > EBICS#

dC EBICS ~qw~q

*dC EBICS ~qw~q,zXkZ<N&m(#w (GPM) r_5qwL(#oT

(BPML) P8(TBVNDhC:

VN hv

n$UP1d

(MaxIdleTime)

I!#!{;W0*jI;WxVdDn$1dN(VS)#P'5*NN}

{}#1!5* 60 VS#

":

kT9CEr`M FUL r FDL DsMP'Z],hC* 300 VS#

?;)'Dnsr*;W}

(MaxOpenTransactionPerSubscriber)

I!#xP53I(}?;)'D}V4F}w4^Fr*;W}#P'5*

NN}{}#1!5* 0,mw;^FIr*D;W}#

XEbTD]mZ^

(ReplayTolerance)

I!#ks;\x(1dAGgZCZ^)"5XIIDXEmszk.0,

EBICS ~qwD]mZ^(T101d*<DVS})#P'5*NN}{}#

1!5* 360 VS#
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VN hv

<wHLrhC> Xh#1UP;W,}n$UP1dN1,5qwLKPNqT!{b);

W#

g{;WDUP1d,}dCDn$UP1d,G4wHLraU9b);

W#g{ FDL ;WDUP1d,}dCDn$UP1d,G4ZUP;WZd

RpDPd{"aV4*d-<{F#

wHLr+4PemNqT!{UP;W">}=ZD“V1j>”G<#

TBGP'5:

v ;9C1dm

g{z!qCVN,G4 EBICS ~qw~q;at/5qwL,"R;ay

]wHKP#(iz;*9CCN}#

v yZF1wKP

P'5*XkKP~qD!1MVS#g{z!q1ddt,G4P'5*

kC1ddtPXD!1MVS#y]h*mSr>}!q#k8(wHE

}rUZE}(g{P)#mwzGq#{Zt/1KPC~q#(iz?

t=!19CCN}#

v ?lKP

P'5*?lXkKP~qD!1MVS#g{z!q1ddt,G4P'

5*kC1ddtPXD!1MVS#y]h*mSr>}!q#k8(U

ZE}(g{P)#mwzGq#{Zt/1KPC~q#

v yZ?\PD3())lKP

P'5*8(N1XkKP~qD\PD3)l"!1T0VS#g{z!

q1ddt,G4P'5*kC1ddtPXD!1MVS#y]h*mS

r>}!q#k8(UZE}(g{P)#

v yZ?BPD3())lKP

P'5*8(N1XkKP~qDBPD3)l"!1T0VS#g{z!

q1ddt,G4P'5*kC1ddtPXD!1MVS#y]h*mS

r>}!q#k8(UZE}(g{P)#

5qwL>}

TB>}5qwL5wKgN9C EBICS ~qw~q&mks{":

<operation>
<participant name="EBICSServerService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB>}5qwL5wKgN9C EBICS ~qw~q&ml&{":

<operation>
<participant name="EBICSServerService"/>
<output message="handleResponse">
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<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

TB>}5wK9C EBICS ~qw~q:

<process name="handleEBICSRequest">
<rule name="SubProcessRequired">

<condition>EBICSRequestInfo/SubProcessRequired
= ’Y’</condition>
</rule>
<sequence name="main">

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle EBICS request -->
<operation>

<participant name="EBICSServerService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<choice name="SubProcess">

<select>
<case ref="SubProcessRequired" activity="Invoke Sub

Process Service"/>
</select>
<!-- internal processing by invoking a subprocess -->
<!-- The subprocess name will be dynamically determined based

on Order Type in the ProcessData -->
<!-- The invoke mode will be dynamically determined based

on order Type in the ProcessData -->
<operation name="Invoke Sub Process Service">

<participant name="InvokeSubProcessService"/>
<output message="Xout">

<assign to="INVOKE_MODE"
from="EBICSRequestInfo/InvokeBPMode/text()"/>

<assign to="WFD_NAME"
from="EBICSRequestInfo/InvokeBPName/text()"/>

<assign to="NOTIFY_PARENT_ON_ERROR">ALL</assign>
<assign to="." from="*"/>

</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
</choice>
<!-- handle EBICS response -->
<operation>

<participant name="EBICSServerService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="Xin">
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<assign to="." from="*"/>
</input>

</operation>
<operation name="HttpRespond">

<participant name="HttpRespond"/>
<output message="HttpRespondInputMessage">

<assign to="doc-has-headers">false</assign>
<assign to="." from="*"></assign>

</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
<onFault>
<!-- On Fault, we will clear PrimDoc and

construct response message -->
<sequence>

<operation name="ReleasePrimDoc">
<participant name="ReleaseService"/>
<output message="outmsg">

<assign to="TARGET">/ProcessData/PrimaryDocument
</assign>

<assign to="." from="*"/>
</output>
<input message="inmsg"/>

</operation>
<operation>

<participant name="EBICSServerService"/>
<output message="handleError">

<assign to="." from="*"/>
<assign to="transactionID"

from="EBICSRequestInfo/TransactionID/text()"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<operation name="HttpRespond">

<participant name="HttpRespond"/>
<output message="HttpRespondInputMessage">

<assign to="doc-has-headers">false</assign>
<assign to="." from="*"></assign>

</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</onFault>
</sequence>

</process>

EBICS <v$i~q
Bma)K EBICS <v$i~qDEv:

53{F EBICS <v$i~q

<N&m(#w (GPM) `p
yP~q

hv
9CC~q+$iS Sterling B2B Integrator f"b<vAy> 64 ;`kq=Dw

D5P#$iITi!"mSAb?f"bP#
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5qC>
9CC~q+ Sterling B2B Integrator PfZD$i<vAb?53#*+ Sterling

B2B Integrator PfZD$ikb?}]br53xP,=1,k9CK~q#

C(>}
z*+ Sterling B2B Integrator IE$ir CA $i<vA53P,T4PwnYw,

gS\"i$M SSL +d#

GqxPK$dC?
G

Gqh*Z}=D~? q

=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q <k$i~q

&CLrhs ^

Gqt/5qwL? q

wC
^

5qwLOBD"bBn ^

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U> >

EBICS#

5qwL>}

TB>}5qwL5wKgN+ Sterling B2B Integrator $i<v=b?f"b:

<process name="ebics_test_ExportCertService">
<sequence>

<operation name="Export Cert Service">
<participant name="EBICSExportCert"/>
<output message="EBICSExportCertTypeInputMessage">

<assign to="." from="*"></assign>
</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS <k$i~q
Bma)K EBICS <k$i~qDEv:

53{F EBICS <k$i~q
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5qC>
9CC~q+$iSb?f"bmSA Sterling B2B Integrator P#z9IT>}=Z

r^'D$i#

C(>}
9CC~q+$iSb?$if"b<k Sterling B2B Integrator P#

GqxPK$dC?
G

Gqh*Z}=D~? q

=(ICT yP\'VD Sterling B2B Integrator =(#

`X~q <v$i~q

&CLrhs ^

Gqt/5qwL? q

wC
^

5qwLOBD"bBn ^

5XD4,5 B| - ;IV4ms

2, – IV4ms

_- - IV4ms

I&

/f

^F ^

VCT6p 531!5

wT C~qDwTE";Z Sterling B2B Integrator P#/@=Yw > 53 > U> >

EBICS#

5qwL>}

TB>}5qwL5wKgN+$iSb?f"b<k Sterling B2B Integrator P:

<process name="ebics_testImportService">
<sequence>

<operation name="Import Cert Service">
<participant name="TestEBICSCertImport"/>
<output message="TestEBICSCertImportTypeInputMessage">

<assign to="." from="*"></assign>
</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>
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53{F EBICS (f~q

<N&m(#w (GPM) `p yP~q

hv C~q|,'64,(f (PSR)#
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P#
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wT C~qDwTE";Z Sterling B2B Integrator P#/@AYw > 53 > U> >

EBICSMYw > 53 > U> > EBICS ~qw#

S5qwLdv= EBICS (f~q

Bm|,S5qwL+]= EBICS (f~qDN}:

N} hv

trx_id
Xh#8( EBICS ;Wj6#
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S EBICS (f~qdv=5qwL

Bm|,S EBICS (f~q+]A5qwLDN}:

N} hv

EBICSReportInfo/StatusCode
Xh#~qa{D4,k#P'5* OK M Error#

5qwL>}

TB>}5qwL5wKgN9C EBICS (f~qzI PSR#wCC~q0XkZ

BPML PhCC'nF#Z BPML PhCC'nFI7#$wwL4P_5P+(f

ekJdD(^#Z E B I C S r e p o r t i n g S e r v i c e YwP,dv{"5*

generatePSRRequest#

<process name="EBICS_ReportingService">
<sequence>

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<operation name="EBICSReportingService">

<participant name="EBICSReportingService"/>
<output message="generatePSRReport">

<assign to="." from="*"/>
<assign to="trx_id">xxxx</assign>

</output>
<input message="generatePSRReportResult">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

PSR (f - >}

TB>}*1“GrpSts”hC*“RJCT”1D PSR (f:

<Document xmlns="urn:iso:std:iso:20022:tech:xsd:pain.002.001.02">
<pain.002.001.02>

<GrpHdr>
<MsgId>463353943D942C7E840110DA9D0494E5</MsgId>
<CreDtTm>2009-07-07T03:29:37Z</CreDtTm>
<InitgPty>

<Id>
<OrgId>

<BIC>HOSTIDAA</BIC>
</OrgId>

</Id>
</InitgPty>

</GrpHdr>
<OrgnlGrpInfAndSts>

<OrgnlMsgId>O001</OrgnlMsgId>
<OrgnlMsgNmId>pain.xxx.cfonb160.ict</OrgnlMsgNmId>
<GrpSts>RJCT</GrpSts>
<StsRsnInf>

<StsRsn>
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<Cd>NARR</Cd>
</StsRsn>
<AddtlStsRsnInf>EBICS_INVALID_SIGNATURE_FILE_FORMAT</AddtlStsRsnInf>

</StsRsnInf>
</OrgnlGrpInfAndSts>

</pain.002.001.02>
</Document>

TB>}*1“GrpSts”hC*“RCVD”1D PSR (f:

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="urn:iso:std:iso:20022:tech:xsd:pain.002.001.02">

<pain.002.001.02>
<GrpHdr>

<MsgId>33F60D9949576D6AE926CF3BD6BFF0BB</MsgId>
<CreDtTm>2009-07-07T03:29:39Z</CreDtTm>
<InitgPty>

<Id>
<OrgId>

<BIC>HOSTIDAA</BIC>
</OrgId>

</Id>
</InitgPty>

</GrpHdr>
<OrgnlGrpInfAndSts>

<OrgnlMsgId>O008</OrgnlMsgId>
<OrgnlMsgNmId>pain.xxx.cfonb160.ict</OrgnlMsgNmId>
<GrpSts>RCVD</GrpSts>

</OrgnlGrpInfAndSts>
</pain.002.001.02>

</Document>
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