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EBICS °A�A�]5.2.5 ��≤s���

b Sterling B2B Integrator 5.2.5 ��≤s��ñA�Yzi� EBICS ���A�Mt

��C

EBICS qμ�vA�

Uϕú�uEBICS qμ�vA�v�º[G

t�W� EBICS qμ�vA�

��{���� (GPM) �� ��A�

í� �A��w∩�μ�NW�qμ�¼�BzeJ�qμnDCpGqμw�

o�������A�A�N�Nqμα��q\�W�HcC�hA�A

��NqμΩ�OdbΩ�wñA���o���n�����C

���k oOt�A�A	� EBICS �í��C�A�b Sterling B2B Integrator ñ

ú� EBICS qT≤wBz{íΣ�C

�kd� ϕ�A�PuEBICS °A�vA�@����Ai�¼q\���º FUL q

μ�¼� EBICS �μ�NqμΩ�CqμΩ��gLBzBτ�A	α��

q\��W�HcC

ww²tmH o�A�ww²tm¿t�w��@í�C

�n�TΦ���H �

¡xi�� ��Σ�� Sterling B2B Integrator ¡xC

�÷A� v A�≤ EBICS �uHTTP °A�vt��

v EBICS °A�A�

v EBICS úYA�

v EBICS sXA�

v EBICS [KA�

v EBICS �pA�

v EBICS qμΩyA�

��{í�D L

n�l��{��H �A��Is EbicsOrderProcessing ��{�C
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�≥�h� t�w]�

ú� pGn���t��A��uHTTP �ß�v�G��� EBICS nDTº�

w²tm�uEBICS HTTP °A�vt��C

�A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� >

Θx > EBICSC

tm EBICS qμ�vA�

pGntmuEBICS qμ�vvA�Az��bu��{���� (GPM)vñAⁿwU

Cμ��]wG

μ� í�

μ÷ ID �nCPqμ�÷�μ÷ IDCw]����C

HostId �nCwqb EBICS Banking Server ñ	�≤μ÷ñ�D≈ IDC

��{�d�

��{�O@�@�y{Aib GPM � BPML]��{���yÑ�{íXñsΦC

UC BPML μí���{�d�í���uEBICS qμ�vvA��BznDTºG

<operation>
<participant name="EBICSOrderAuthorizationService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

UC BPML μí���{�d�í���uEBICS qμ�vvA��Bz
�TºG

<operation>
<participant name="EBICSOrderAuthorizationService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

UC BPML μí���{�d�í�p≤��uEBICS qμ�vvA�G

<process name="Order Authorization">
<sequence name="main">

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle incoming EBICS Order -->

<operation>
<participant name="EBICSOrderAuthorizationService"/>

2 Sterling B2B Integrator



<output message="handleRequest">
<assign to="." from="*"/>

</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<!—internal processing by invoking a subprocess-->

<!—The subprocess name will be dynamically
determined based on Order Type
in the ProcessData -->

<!—The invoke mode will be dynamically
determined based on order Type
in the ProcessData -->

<operation name="Invoke Sub Process Service">
<participant name="InvokeSubProcessService"/>
<output message="Xout">

<assign to="INVOKE_MODE”
from=”/ProcessData/OrderAuthInfo/InvokeBPMode/text()”/>

<assign to="WFD_NAME””
from=”/ProcessData/OrderAuthInfo/InvokeBPName/text()”/>

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle EBICS response -->
<operation>

<participant name="EBICSOrderAuthorizationService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

EBICS ES ��A�

Uϕú�uEBICS ql�� (ES) ��vA��º[G

t�W� EBICS ES ��A�

��{���� (GPM) �� ��A�

í� �A�i������ú�� EBICS ESC

���k �A�i������ú��b�p�τ� ES �A����≈�ΩTC

�kd� �≤ EBICS ñ���{�A�nQ�Σ
���ú��≈�ΩT���≈�ΩT�

s�vC

ww²tmH ��ww��íp�A�A	αIs�A�C

�n�TΦ���H �

¡xi��
��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H L

Is q��{�Is�A�C
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�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx >

EBICSC

q��{�ΘX� EBICS ES ��A�

bΘXTº�¼�]� Unpackage �ípUAIsuES ��vA��A��NUC�

����uES ��A�vC

�� í�

HostId �nCwqb EBICS Banking Server ñ	�≤μ÷ñ�D≈ IDC

UserId �nC�≤μ÷ñ���� IDC

PartnerId �nC�≤μ÷ñ��± IDC

OrderType �nC�≤μ÷ñ�qμ�¼A�p INIBHIAC

ProtocolVersion �nCΣ�� EBICS qT≤w��A�p H003C

SymmetricKeyId �nC]t∩�≈��σ≤ IDC

ESDocId �nCES �σ≤ IDC�σ≤]twM�� SignatureData ��C

TransactionId �nCEBICS μ÷� IDC

WfId �nCPb EBICS nDñ�lº�lu@y{�÷p�u@y{ IDC

bΘXTº�¼�]� Package �ípUAIsuES ]�vA��A��NUC��

���uES ]�vA�C

�� í�

SignatureValue �nCw� Base64 sX�pΓ���C

TransactionId �nCEBICS μ÷� IDC

WfId �nCPb EBICS nDñ�lº�lu@y{�÷p�u@y{ IDC

q EBICS ES ��A�ΘX���{�

bΘXTº�¼�]� Unpackage �ípUAIs��{��A��NUC�����

��{�C

�� í�

UserSignatureData �nC]t ES �÷ΩT� XML ��C
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bΘXTº�¼�]� Package �ípUAIs��{��A��NUC������

�{�C

�� í�

ESDocId �nCES �σ≤ IDC�σ≤]t SignatureData ��C

SymmetricKeyId �nC]t∩�≈��σ≤ IDC

��{�d�

UC��{�d�í����ú�� ES �A���∩�C

<process name="getESUnpacked">
<sequence>

<operation name="ESInfo">
<participant name="EBICSESPackagingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’Unpackage’”/ >
<assign to="ESPackedDocId">neith::1100909</assign>

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

UC��{�d�í�p≤��A��
� UserSignatureData ��G

<UserSignatureData>
<OrderSignatureData>

<SignatureVersion>A005</SignatureVersion>
<SignatureValue>ABCD</SignatureValue>
<CertId>neith::0090909</CertID>

</OrderSignatureData>
<OrderSignatureData>

<SignatureVersion>A005</SignatureVersion>
<SignatureValue>ABCD</SignatureValue>

<CertID>neith::1180909</CertID>
</OrderSignatureData>

</UserSignatureData>

UC��{�d�í�b�� ES �A���∩�G

<process name="getESUnpacked">
<sequence>

<operation name="ESInfo">
<participant name="EBICSESPackagingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action">Package</assign>
<assign to="SignatureValue">dfdsf4454==
</assign>

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>
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EBICS qμBzA�

Uϕú�uEBICS qμBzvA��º[G

t�W� EBICS qμBzA�

��{���� (GPM) �� ��A�

í� �A�i⌡μ EBICS μ÷Mq\���AH�w[K∩�≈����M�ú��C

���k �A�i�@��ΩT�ñ�IAH�oΣLA���ϕ@uqμΩ�Bzví�@

í��ΩTC

�kd� b��{�ñ���A�AoOuEBICS qμΩ�vBz�@í�A�nΩT�⌡μ

�pBúYB[K� Base64 sXº��@�C

ww²tmH ��ww��íp�A�A	αIs�A�Cú�ntm��C

�n�TΦ���H �
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�÷A� L

��{í�D L

n�l��{��H L

Is q��{�Is�A�C

��{�⌠�wq�q ϕz�nPuDnσ≤vB�����u∩�≈�vH�μ÷¼A≤s�÷p�μ÷

��Ω�AN�b��{�ñ⌡μ�A�C
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�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx >

EBICSC

q EBICS qμBzA�ΘX���{�

Uϕ]tbΘXTº�¼�]� getTrxDetails �ípUAIs��{��Aq

uEBICS qμBzvA������{����C

�� í�

HostId �nCt��D≈ IDC

PartnerId �nCt���± IDC

UserId �nCt����� IDC

ProtocolVersion �nCΣ�� EBICS qT≤w��A�p H003C

CommSessionId �nCb DMI OⁿL{ñ����Ñq@� IDC�TwOb�P�Ñq@�Ul���{

�C
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�� í�

qμ�¼ �nCⁿwqμ�¼C����

INIBHIABPUBBHCABHCSBHPBBHPDBHEVBSPRBFUL � FDLC

FlowDirection �nCⁿXqμΩ��ΦVC����uW�v�uUⁿvC

OrderDataType �nCⁿXqμΩ���¼C����ut�v�u�NvC

ResponseType �nCⁿX
��¼C����uPBv�uDPBvC

CompressReqd �nCⁿXuUⁿvy{O��núYA�OuW�vy{O��n�úYC���� True

� FalseC

EncryptReqd �nCⁿXuUⁿvy{O��n[KA�OuW�vy{O��n�KC���� True �

FalseC

SignReqd �nCⁿXuUⁿvy{O��n�pA�OuW�vy{O��nτ�C���� True �

FalseC

SignVersion ∩�CⁿX���p�τ������C

EncryptedDocId ∩�C[K≈��σ≤ IDC����	buW�vTºñΣ�� DataEncryptionInfo ��C

ESDocID ∩�Cuql�� (ES)v�σ≤ IDC�σ≤]tbuW�vTºñΣ��wM�

SignatureData ��C

HostEncrPrivKeyId �nCuD≈M��� IDvAbNμ÷≈��KAH��∩�≈��A���� IDC

HostEsPrivKeyId �nC�pTº�����uD≈M��� IDvC

PtnerEncrPubKeyId ∩�Cb[KTº����±����� IDC

WfId �nCu@y{ IDA����Bzμ÷��l��{�Cb�nOs���\α�ϕμñí

JO²�A���o�u@y{ IDAHTO�÷�O²�Os���¿@�s�C

Uϕ]tbΘXTº�¼�]� getEncryptKey �ípUAIs��{��Aq

uEBICS qμBzvA������{����C

�� í�

SymmetricKeyId �nC]t∩�≈��σ≤ IDC

Uϕ]tbΘXTº�¼�]� setEncryptKey �ípUAIs��{��Aq

uEBICS qμBzvA������{����C

�� í�

EncryptedDocId �nC]tw[K∩�≈��σ≤ IDC

q��{�ΘX� EBICS qμBzA�

Uϕ]tbΘXTº�¼�]� getTrxDetails �ípUAIs��{��Aq��{

����uEBICS qμBzvA����C

�� í�

Dnσ≤ �nC]tqμΩ��Dnσ≤C

Uϕ]tbΘXTº�¼�]� getEncryptKey �ípUAIs��{��Aq��{

����uEBICS qμBzvA����C
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�� í�

EncryptedDocId �nC]tw[K∩�≈��σ≤ IDC

HostEncrPrivKeyId �nC�≤[KºD≈pK≈���� IDC

HostEncrPubKeyId �nCD≈�}≈���� IDCi��τ�q\���e�°Ω�C

PtnerEncrPubKeyId �nC[K��q\��}≈��� IDC

Uϕ]tbΘXTº�¼�]� setEncryptKey �ípUAIs��{��Aq��{

����uEBICS qμBzvA����C

�� í�

PtnerEncrPubKeyId �nC[K∩�≈�����q\����� IDC

TransactionId �nC��uDnσ≤v�DΘW�����μ÷ IDC�μ÷ ID O��μ÷�÷O²�≈

�C

WfId �nCμ÷�u@y{ IDCi���zOs{�C

SymmetricKeyId �nC]t∩�≈��σ≤ IDC

Uϕ]tbΘXTº�¼�]� setStatus �ípUAIs��{��Aq��{��

��uEBICS qμBzvA����C

�� í�

¼A �nCⁿXBz¼AC����u¿\v�u��vC

TransactionId �nC��uDnσ≤v�DΘW�����μ÷ IDC�μ÷ ID O��μ÷�÷O²

�≈�C

WfId �nCμ÷�u@y{ IDCi���zOs{�C

FlowDirection �nCqμy{�ΦVC����uW�v�uUⁿvC

UncompressedSize ∩�C	gúY�σ≤jp]H����μ��C

OrderDataType �nCqμ�¼C����ut�v�u�NvC

��{�d�

UC��{�d�í�b��μ÷�q\���Ω��A���∩�CΣ�]wM�

�qμΩ�ObDnσ≤ñG

<process name="getTrxDetails">
<sequence>

<operation name="TrxInfo">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’getTrxDetails’”/ >

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

UC��{�d�í�Nt�w�K∩�≈�ºσ≤�ú���{�G
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<process name="getEncryptedKey">
<sequence>

<operation name="DecryptKey">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’getEncryptedKey’”/ >
<assign to="EncryptedDocId">

neith::1100909</assign>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

UCd�í�Nt�w[K∩�≈�ºσ≤���{�G

<process name="setEncryptedKey">
<sequence>

<operation name="EncryptKey">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="action" from=”’setEncryptedKey’”/ >
<assign to="SymmetricKeyId">

neith::2211909</assign>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

UCd�í�p≤]wBz¼AC

<process name="setStatus">
<sequence>

<operation name="setStatus">
<participant name="EBICSOrderProcessingService"/>
<output message="outMsg">

<assign to="." from="*"/>
<assign to="Status" from=”’SUCCESS’”/ >

</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS qμΩyA�

Uϕú�uEBICS q\ΩyvA��º[G

t�W� EBICS qμΩyA�

��{���� (GPM) �� ��A�

í� �A���� Sterling B2B Integrator ñ��u\αA⌡μqμ�¼Ω�� EBICS �

���ú��C

���k ���A�i²HΩyΦíAN EBICS Tº����ú��AANTº�e��IC

EBICS °A�A�]5.2.5 ��≤s��� 9



�kd� b�≤uEBICS qμΩ�Bzv�@í�AB�nbΩyñ�¿����ú����

tⁿ���{�ñA���A�C

ww²tmH ��ww��íp�A�A	αIs�A�Cú�ntm��C

�n�TΦ���H �

¡xi��
��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H L

Is q��{�Is�A�C

��{�⌠�wq�q z��⌠xIs�A���íA�]u@y{���{����Cu@y{��O

����íA�ñ��C��{���Oⁿwb BPML {íXñ��C

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx >

EBICSC

q��{�ΘX� EBICS qμΩyA�

Uϕ]tq��{����uEBICS qμΩyvA����G

�� í�

�í ∩�CⁿXA�O
 EBICS Banking Server �uEBICS �ß�vIsC@���ß��í

wOd�	���C����u°A�v�u�ß�vCw]��u°A�vCpGS�

ú������Ah���w]�C

FlowDirection �nCⁿXqμΩ��ΦVC����uW�v�uUⁿvCw]��uW�vC

CommSessionId �nCPA��÷p�qTÑq@� IDC

TransactionId �nCPA��÷p� EBICS μ÷ IDC

WfId �nCPA��÷p�u@y{ IDC

SignReqd �nCⁿXTºO��n�p�τ�C���� True � FalseCw]�O FalseC

EncryptReqd �nCⁿXTºO��n[K��KC���� True � FalseCw]�O FalseC

CompressReqd �nCⁿXTºO��núY��úYC���� True � FalseCw]�O FalseC

PipelineTimeout ∩�C�uO��Cw]�� 300 ϕC

UserSignatureData pGuW�vTº��gL��τ�Ah���n��C]tuql��v�÷ΩT� XML

��C

SymmetricKeyId pGW�Tº���KAh���n��C]t�K≈����}C�σ≤ IDC

CertId ∩�C�� IDC

CertAlias ∩�CpG certId ��O��Ah���n��C
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�� í�

SignatureVersion ∩�C���pTº�����C���� A005 � A006C

q EBICS qμΩyA�ΘX���{�

Uϕ]tquEBICS qμΩyvA������{����G

�� í�

SymmetricKeyId pGTº��[KAh���n��C]t�K≈����}C�σ≤ IDC

SignatureValue ∩�CTº°Ωº Base64 sXμí����C

��{�d�

U����{�d�í�p≤��uEBICS qμΩyvA�G

<process name="unPackage">
<sequence>

<operation name="TrxInfo">
<participant name="EBICSOrderStreamingService"/>
<output message="outMsg">

<assign to="." from="*"/>
</output>
<input message="inMsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

EBICS úYA�

Uϕú�uEBICS úYvA��º[G

t�W� EBICS úYA�

��{���� (GPM) ��
��A�

í�
�A��b�u�íUA�� zlib �⌡μ EBICS úY��úYC

���k
uEBICS úYvA��⌡μ����ú��qμΩ��í�u@C

�kd�
uEBICS qμBzvA��Is��{�AHN��tⁿΩ�úY��úYC

ww²tmH
��ww��íp�A�A	αIs�A�Cú�ntm��C

�n�TΦ���H �

¡xi�� ��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H �

Is
q��{�Is�A�C

��{�⌠�wq�q b��{�ñ���A�AHNqμΩ�úY��úYC
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ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx

> EBICSC

q��{�ΘX� EBICS úYA�

Uϕ]tq��{����uEBICS úYvA����G

�� í�

action �nC�n����@C���� COMPRESS � DECOMPRESSC

CommSessionId �nCA����qTÑq@� IDA�p 012345C

pipelineTimeout ∩�C�uO��Cw]�� 300 ϕC

TransactionId �nCEBICS μ÷� IDA�p TransactionId012345C

WfId �nCμ÷�u@y{ IDA�p WfId012345C

mode ∩�CⁿXA�O
 EBICS Banking Server �uEBICS �ß�vIsC����u°A

�v�u�ß�vCw]��u°A�vCpGS�ú������Ah���w]

�C

��{�d�

UC��{�d�í���tⁿúYG

<process name="ebicscompression">
<sequence>

<operation>
<participant name="EBICSCompressionService"/>
<output message="compressRequest">

<assign to="." from="*"/>
<assign to="action"from="’COMPRESS’"/>

</output>
<input message="compressResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

UC��{�d�í���tⁿ�úYG

<process name="ebicsdecompression">
<operation>

<participant name="EBICSCompressionService"/>
<output message="decompressRequest">

<assign to="." from="*"/>
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<assign to="action" from="’DECOMPRESS’"/>
</output>
<input message="decompressResponse">

<assign to="." from="*"/>
</input>

</operation>
</process>

EBICS [KA�

Uϕú�uEBICS [KvA��º[G

t�W� EBICS [KA�

��{���� (GPM) ��
��A�

í�
�A��b�u�íUA�� AES-128 tΓk�⌡μqμΩ�� EBICS [K��

KC

���k
uEBICS [KvA��⌡μ����ú��qμΩ��í�u@C

�kd�
uEBICS qμBzvA��Is��{�AHN��tⁿΩ�[K��KC

ww²tmH
��ww��íp�A�A	αIs�A�Cú�ntm��C

�n�TΦ���H �

¡xi�� ��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H �

Is
q��{�Is�A�C

��{�⌠�wq�q b��{�ñ���A�AHNqμΩ�[K��KC

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx >

EBICSC
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q��{�ΘX� EBICS [KA�

Uϕ]tq��{����uEBICS [KvA����G

�� í�

action �nC�n⌡μ��@C���� ENCRYPT � DECRYPTC

CommSessionId �nCA����qTÑq@� IDA�p 012345C

pipelineTimeout ∩�C�uO��Cw]�� 300 ϕC

SymmetricKeyId pG action ����O ENCRYPTAh��∩���ApG action ����O

D E C R Y P TAh���n��Ct��K≈����}C�σ≤ I DA�p

sedna:node1:1200d56b272:400C

TransactionId �nCEBICS μ÷� IDA�p TransactionId012345C

WfId �nCμ÷�u@y{ IDA�p WfId012345C

mode ∩�CⁿXA�O
 EBICS Banking Server �uEBICS �ß�vIsC����u°A

�v�u�ß�vCw]��u°A�vCpGS�ú������Ah���w]

�C

q EBICS [KA�ΘX���{�

Uϕ]tquEBICS [KvA������{����C

�� í�

SymmetricKeyId pGO
�A�ú��σ≤ I DAht��K≈����}CA�p

sedna:node1:1200d56b272:400C

��{�d�

UC��{�d�í���tⁿ[KG

<process name="ebicsencryption">
<sequence>

<operation>
<participant name="EBICSEncryptionService"/>
<output message="encryptRequest">

<assign to="." from="*"/>
<assign to="action"from="’ENCRYPT’"/>

</output>
<input message="encryptResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

UC��{�d�í�p≤�K��tⁿG

<process name="ebicsdecryption">
<operation>

<participant name="EBICSEncryptionService"/>
<output message="decryptRequest">

<assign to="." from="*"/>
<assign to="action" from="’DECRYPT’"/>

</output>
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<input message="decryptResponse">
<assign to="." from="*"/>

</input>
</operation>

</process>

EBICS sXA�

Uϕú�uEBICS sXvA��º[G

t�W� EBICS sXA�

��{���� (GPM) ��
��A�

í�
�A��b�u�íUA�� Base64 Φk�⌡μ EBICS sX��XC

���k
uEBICS [KvA��⌡μ����ú��qμΩ��í�u@C

�kd�
uEBICS qμBzvA��Is��{�AHN��tⁿΩ�sX��XC

ww²tmH
��ww��íp�A�A	αIs�A�Cú�ntm��C

�n�TΦ���H �

¡xi�� ��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H �

Is
q��{�Is�A�C

��{�⌠�wq�q b��{�ñ���A�AHNqμΩ�sX��XC

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θx

> EBICSC

q��{�ΘX� EBICS sXA�

Uϕ]tq��{����uEBICS sXvA����G

�� í�

action �nC�n⌡μ��@C���� ENCODE � DECODEC

CommSessionId �nCA����qTÑq@� IDA�p 012345C
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�� í�

pipelineTimeout ∩�C�uO��Cw]�� 300 ϕC

TransactionId �nCEBICS μ÷� IDA�p TransactionId012345C

WfId �nCμ÷�u@y{ IDA�p WfId012345C

mode ∩�CⁿXA�O
 EBICS Banking Server �uEBICS �ß�vIsC����u°A

�v�u�ß�vCw]��u°A�vCpGS�ú������Ah���w]�C

��{�d�

UC��{�d�í���tⁿsXC

<process name="ebicsencoding">
<sequence>

<operation>
<participant name="EBICSEncodingService"/>
<output message="encodeRequest">

<assign to="." from="*"/>
<assign to="action"from="’ENCODE’"/>

</output>
<input message="encodeResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

UC��{�d�í���tⁿ�XC

<process name="ebicsdecoding">
<operation>

<participant name="EBICSEncodingService"/>
<output message="decodeRequest">
<assign to="." from="*"/>
<assign to="action" from="’DECODE’"/>

</output>
<input message="decodeResponse">

<assign to="." from="*"/>
</input>
</operation>

</process>

EBICS �pA�

Uϕú�uEBICS �pvA��º[G

t�W� EBICS �pA�

��{���� (GPM) ��
��A�

í�
�A��bH�u�ípΓ� SHA-256 KnWA⌡μqμΩ

�� EBICS �p�τ�C

���k
uEBICS �pvA��⌡μ����ú��qμΩ��í�

u@C

�kd�
uEBICS qμBzvA��Is��{�AH�p�τ��

�tⁿΩ�C
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ww²tmH
��ww��íp�A�A	αIs�A�Cú�ntm�

�C

�n�TΦ���H �

¡xi�� ��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D L

n�l��{��H �

Is
q��{�Is�A�C

��{�⌠�wq�q b��{�ñ���A�AH�p�τ�qμΩ�C

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� �A��ú�ΩT�b Sterling B2B Integrator ñC��²

�@� > t� > Θx > EBICSC

q��{�ΘX� EBICS �pA�

Uϕ]tq��{����uEBICS �pvA����G

�� í�

action
�nC�n⌡μ��@C���� SIGN � VERIFYC

certAlias pG certId ��O��Ah���n��CpGS�ú� certIdAhoOuEBICS �ß�v�

�� EBICS Banking Server ��OWC

certId �nC�� IDC

CommSessionId �nCA����qTÑq@� IDA�p 012345C

pipelineTimeout ∩�C�uO��Cw]�� 300 ϕC

signatureValue 	�ϕ action ����O VERIFY �A	�n���CoO Base64 sXμí����A�

�ú���A	ατ�qμΩ�C�p	ú�n��C

signatureVersion �nCEBICS ����A�p A005 � A006C

TransactionId �nCEBICS μ÷� IDA�p TransactionId012345C

WfId �nCμ÷�u@y{ IDA�p WfId012345C

trxSignId pG mode ��Ou°A�vAh���n��CoOC@� EBICS ��� IDC

mode ∩�CⁿXA�O
 EBICS Banking Server �uEBICS �ß�vIsC����u°A�v

�u�ß�vCw]��u°A�vCpGS�ú������Ah���w]�C
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q EBICS �pA�ΘX���{�

Uϕ]tquEBICS �pvA������{����C

�� í�

signatureValue 	�ϕ action ����O SIGN �A	�n���CoO Base64 sXμí����A��ú

���A	α�pqμΩ�Cτ�	ú�n��C

��{�d�

UC��{�d�í���tⁿ�pG

<process name="ebicssigning">
<sequence>

<operation>
<participant name="EBICSSigningService"/>
<output message="signRequest">

<assign to="." from="*"/>
<assign to="action"from="’SIGN’"/>
<assign to="certId" from="’certid’"/>

</output>
<input message="signResponse">

<assign to="." from="*"/>
</input>

</operation>
</sequence>

</process>

UC��{�d�í���tⁿτ�G

<process name="ebicssigning">
<operation>

<participant name="EBICSSigningService"/>
<output message="verifyRequest">

<assign to="." from="*"/>
<assign to="action" from="’VERIFY’"/>
<assign to="certId" from="’certid’"/>
<assign to="signatureValue"

from="’joeRiPzfV78gwZdENC3tH7nZqwWFPkMqT3fBmyUfNlFCAGUlGwLnBChRhRFr
l7jkg6IuRBhTDvhnmMIfl034XFbra6hzdyQicgdE3UzrDMAM5701RkrKFwueA0jdb8
BlBsm8ol5Ibe2PRDC10X5TMWsycfcR1LoxKvGsEGI/gXI=’"/>

</output>
<input message="verifyResponse">

<assign to="." from="*"/>
</input>

</operation>
</process>

EBICS q\�z{íA�

Uϕú�uEBICS q\�z{ívA��º[G

t�W� EBICS q\�z{íA�

��{���� (GPM) �� ��A�

í� ��uEBICS q\�z{ívA��⌡μUC@�G

v τ� INI � HIA �l]wHW�≈�

v ²N����¼A≤s¿u�	vAAμ½ EBICS Tº

v �J��XzLuq\�z{ív���� EBICS ]w�
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���k ���A��τ� INI � HIA �l]wHW�≈�Cτ�¿\�A����¼A

�≤s¿u�	vC

���A��Nq\�z{íΩ��JΩ�wA�OqΩ�w�Xq\�z{íΩ

�C

�kd� τ�zb�l]wHñ¼��≈�C

ww²tmH o�A�ww²tm¿t�w��@í�C

�n�TΦ���H �

¡xi��
��Σ�� Sterling B2B Integrator ¡xC

�÷A� L

��{í�D v �μt�ñ��n�q\�z{íDnΩ�C

v ��tmuEBICS °A�vC

v ��bN INI � HIA �l]wH�e��μºßA	αiμ�l]wH�τ�C

n�l��{��H L

Is q��{�Is�A�C

��{�⌠�wq�q �A�i������ú�� ESC

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� pGn���A�A�⌡μuEBICS q\�z{ívA����{�A	τ�ΣO

��Q�¿C¼A°i]Y�τ�M�l]wH��Ω�Ω�]Y��JM�X�

�π����GC

tm EBICS q\�z{íA�

pGntmuEBICS q\�z{ívA�Az��bu��{���� (GPM)vA�O

u��{���yÑ (BPML)vñAⁿwUCμ��]wG

μ� í�

�± ID

]�± ID�

INI � HIA �l]wH��n��C�ß��± IDC

��� ID

]��� ID�

INI � HIA �l]wH��n��Cq\����� IDC
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μ� í�

�}ql��≈� (INI)

(esKey)

τ��ß����°Ω����CpGnN����¼A]w�u�	vA�μ

���¼ INI � HIA �l]wHC

INI ��l]wH]t�����}��≈�C

°Ω��Qi�A�p 3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7C

�}[K≈� (HIA)

(encrKey)

τ��ß����°Ω����CpGnN����¼A]w�u�	vA�μ

���¼ INI � HIA �l]wHC

HIA ��l]wH]t�����}[K≈�C

°Ω��Qi�A�p 3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7C

�}�OP�O≈� (HIA)

(authKey)

τ��ß����°Ω����CpGnN����¼A]w�u�	vA�μ

���¼ INI � HIA �l]wHC

HIA ��l]wH]t�����}�OP�O≈�C

°Ω��Qi�A�p 3C B0 19 66 C9 9C 6E 2C A5 BA 6A 2B 56 01 92

35 2A B4 91 53 E9 0B BA 34 C1 5E B5 9F 4A 64 F7C

ql��≈�°ΩtΓk

(esKeyHashAlgo)

∩�C����}ql��≈��°ΩtΓkC���� S H A 2 5 6 �

SHA1CSHA256 Ow]�C

[K≈�°ΩtΓk

(encrKeyHashAlgo)

∩�C����}[K≈��°ΩtΓkC���� SHA256 � SHA1CSHA256

Ow]�C

�OP�O≈�°ΩtΓk

(authKeyHashAlgo)

∩�C����OP�O≈��°ΩtΓkC���� SHA256 � SHA1CSHA256

Ow]�C

��{�d�

UC��{�d�í���uEBICS q\�z{ívA�AHw] SHA256 °ΩtΓ

k�τ������l]wH]INI � HIA Γ��O�C

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="validateSubscrKey">

<assign to="partnerID">partner002</assign>
<assign to="userID">user003</assign>
<assign to="esKey">D4 7A 24 27 5C 5F D8

0D 50 1B CF 28 C5 38 FE 1F 51 DD 24 8B 3E 5C
72 D5 CD 47 9D 82 79 0C EF 52</assign>

<assign to="encrKey">B8 3C B0 19 66 C9 9C
6E 2C A5 BA 6A 2B 56 01 92 35 2A B4 91 53 E9 0B BA 34
C1 5E B5 9F 4A 64 F7</assign>

<assign to="authKey">9D 2D C0 AF 55 6E D4 D9
04 00 BB 23 AF C8 1B AB 91 A3 7A 2E 97 A9 31 6D D0 01 79
5F C6 D0 CD 54</assign>

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>
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UCd�í��Juq\�z{ívΩ��ΦkG

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="importSubscrMgrInfo">
<assign to="." from="*"/>

</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

UCd�í��XD≈�÷Ω��ΦkC���iHIsu��t�vt���uH

cvA�AHKN��±bHcñC

<operation>
<participant name=" EBICSSubscrMgrService"/>
<output message="exportSubscrMgrInfo">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>
<!-- to extract to filesystem location -->
<operation name="To extract to a filesystem location">
<participant name="extractFSA"/>
<output message="extractFile">

<assign to="Action">FS_EXTRACT</assign>
<assign to="extractionFolder">/my/location</assign>
<assign to="assignFilename">true</assign>
<assign to="assignedFilename">exported.xml</assign>

<assign to="." from="PrimaryDocument"/>
</output>

<input message="NOP"/>
</operation>
<!-- or to add into a mailbox -->
<operation>

<participant name="MailboxAdd"/>
<output message="AddExportedFileInfoMailbox">

<assign to="." from="*"/>
<assign to="MailboxPath">myMailbox</assign>
<assign to="MessageName">exported.xml</assign>
<assign to="ExtractableCount">1</assign>

</output>
<input message="inmsg">

<assign to="MessageAddResults" from="*"/>
</input>

</operation>

EBICS °A�A�

Uϕú�uEBICS °A�vA��º[G

t�W� EBICS °A�A�

��{���� (GPM) �� ��A�

í� �A�td�� EBICS qT≤wWμ�BzeJ� EBICS nD]zL HTTP

M HTTPS�AH�ú�M�eAϕ�
��q\�C

���k �� EBICS qT≤wA���A��Bz EBICS nDB
����TºC�

A������Onb Sterling B2B Integrator ñA� EBICS qT≤wú�Σ

�C
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�kd� ϕ�A�PuEBICS qμ�vvA�@����Ai�¼q\���º FUL q

μ�¼� EBICS �μ�NqμΩ�CziH���A��σRMτ�nDT

ºA	NqμΩ�α��uEBICS qμ�vvA�AH�i@B�DPBBzC

ww²tmH o�A�ww²tm¿t�w��@í�C

�n�TΦ���H �

¡xi��
��Σ�� Sterling B2B Integrator ¡xC

�÷A� v A�≤ EBICS �uHTTP °A�vt��

v EBICS qμ�vA�

v EBICS úYA�

v EBICS sXA�

v EBICS [KA�

v EBICS �pA�

v EBICS ES ��A�

��{í�D z����]wtmuEBICS HTTP °A�vt��C

n�l��{��H Y�t�qμ�¼��NUⁿqμ�¼A�A��Is EbicsOrderProcessing �

�{�CY��NW�qμ�¼A�A��Is EbicsAuthOrderProcessing ��

{�C

Is �A�Ob��{�ñA
uEBICS HTTP °A�vt���IsC

��{�⌠�wq�q tm��Ob⌡μ��
A�D∩C

�
�¼A� Y½ - úi
����

��� - i
���

�Φ - i
���

¿\

�i

¡ε L

�≥�h� t�w]�

ú� pGn���t��A��uHTTP �ß�v�G��� EBICS nDTº�w

²tm�uEBICS HTTP °A�vt��C

�A��ú�ΩT�b Sterling B2B Integrator ñC��²�@� > t� > Θ

x > EBICSC

tm EBICS °A�A�

pGntmuEBICS °A�vA�Az��bu��{���� (GPM)vA�Ou��

{���yÑ (BPML)vñAⁿwUCμ��]wG

μ� í�

óm�íW¡

(MaxIdleTime)

∩�Ctm��¿μ÷��íW¡]���ALF���AN��°μ÷C�

���⌠≤π�Cw]�� 60 ��C

�G

pGO�� FUL � FDL qμ�¼�j¼��tⁿA�]� 300 ��C
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μ� í�

C�q\��}�μ÷W¡

(MaxOpenTransactionPerSubscriber)

∩�C�μt�iHQ�C�q\��
�p��A¡ε}�μ÷���C

����⌠≤π�Cw]�� 0Aϕ�ú¡εi}��μ÷��C

½����e¡�

(ReplayTolerance)

∩�CuEBICS °A�v�e¡�]q�e�í}l�����ALFoq�

íAN���nD]tWL�����íWO�A	ú�i��½���XC

����⌠≤π�Cw]�� 360 ��C

<�{�]w> �nCϕμ÷WLuóm�íW¡v���A��{��⌡μ@���°óm

�μ÷C

pGμ÷óm��íWL�tm�óm�íW¡A�{�N��⌠μ÷CpG

FDL μ÷óm��íWL�tm�óm�íW¡Abómμ÷�íOd�ñíT

º����Σ�lW�C

�{��⌡μ��Bz@�AH�°óm�μ÷A	RúL�� Nonce O²C

���pUG

v ú���{

pGz∩��μ�AuEBICS °A�vA�Nú�����{�A]ú�÷�

{⌡μC��zún�����C

v ��p��⌡μ

����p�����A��bⁿw��í⌡μA�CpGz∩��íí

jAh����Píj�÷�p�����C���nsW�Rú∩�Cⁿ

w�{�ú]w�Θ��ú]w]Y����CⁿXzO�nb���⌡μ

A�C��zCΓ�p���@����C

v CΘ⌡μ

����p�����AC�ú��b�ⁿw��í⌡μA�CpGz∩�

�ííjAh����Píj�÷�p�����C���nsW�Rú∩

�CⁿwΘ��ú]w]Y����CⁿXzO�nb���⌡μA�C

v CgY]X�Θ⌡μ

����P�]X�Bp����AHⁿw��⌡μA���íCpGz∩

��ííjAh����Píj�÷�p�����C���nsW�Rú

∩�CⁿwΘ��ú]w]Y����C

v CδY]X�Θ⌡μ

����@�δ�YXΘBp����AHⁿw��⌡μA���íCpG

z∩��ííjAh����Píj�÷�p�����C���nsW�

Rú∩�CⁿwΘ��ú]w]Y����C

��{�d�

UC��{�d�í�p≤��uEBICS °A�vA��BznDTºG

<operation>
<participant name="EBICSServerService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
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<input message="testing">
<assign to="." from="*"/>

</input>
</operation>

UC��{�d�í�p≤��uEBICS °A�vA��Bz
�TºG

<operation>
<participant name="EBICSServerService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="testing">

<assign to="." from="*"/>
</input>

</operation>

UCd�í���uEBICS °A�vA��ΦkG

<process name="handleEBICSRequest">
<rule name="SubProcessRequired">

<condition>EBICSRequestInfo/SubProcessRequired
= ’Y’</condition>
</rule>
<sequence name="main">

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<!-- handle EBICS request -->
<operation>

<participant name="EBICSServerService"/>
<output message="handleRequest">

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<choice name="SubProcess">

<select>
<case ref="SubProcessRequired" activity="Invoke Sub

Process Service"/>
</select>
<!-- internal processing by invoking a subprocess -->
<!-- The subprocess name will be dynamically determined based

on Order Type in the ProcessData -->
<!-- The invoke mode will be dynamically determined based

on order Type in the ProcessData -->
<operation name="Invoke Sub Process Service">

<participant name="InvokeSubProcessService"/>
<output message="Xout">

<assign to="INVOKE_MODE"
from="EBICSRequestInfo/InvokeBPMode/text()"/>

<assign to="WFD_NAME"
from="EBICSRequestInfo/InvokeBPName/text()"/>

<assign to="NOTIFY_PARENT_ON_ERROR">ALL</assign>
<assign to="." from="*"/>

</output>
<input message="Xin">

<assign to="." from="*"/>
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</input>
</operation>

</choice>
<!-- handle EBICS response -->
<operation>

<participant name="EBICSServerService"/>
<output message="handleResponse">

<assign to="." from="*"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<operation name="HttpRespond">

<participant name="HttpRespond"/>
<output message="HttpRespondInputMessage">

<assign to="doc-has-headers">false</assign>
<assign to="." from="*"></assign>

</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
<onFault>
<!-- On Fault, we will clear PrimDoc and

construct response message -->
<sequence>

<operation name="ReleasePrimDoc">
<participant name="ReleaseService"/>
<output message="outmsg">

<assign to="TARGET">/ProcessData/PrimaryDocument
</assign>

<assign to="." from="*"/>
</output>
<input message="inmsg"/>

</operation>
<operation>

<participant name="EBICSServerService"/>
<output message="handleError">

<assign to="." from="*"/>
<assign to="transactionID"

from="EBICSRequestInfo/TransactionID/text()"/>
</output>
<input message="Xin">

<assign to="." from="*"/>
</input>

</operation>
<operation name="HttpRespond">

<participant name="HttpRespond"/>
<output message="HttpRespondInputMessage">

<assign to="doc-has-headers">false</assign>
<assign to="." from="*"></assign>

</output>
<input message="inmsg">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</onFault>
</sequence>

</process>
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<process name="ebics_test_ExportCertService">
<sequence>

<operation name="Export Cert Service">
<participant name="EBICSExportCert"/>
<output message="EBICSExportCertTypeInputMessage">

<assign to="." from="*"></assign>
</output>
<input message="inmsg">

<assign to="." from="*"></assign>
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</input>
</operation>

</sequence>
</process>
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<process name="ebics_testImportService">
<sequence>

<operation name="Import Cert Service">
<participant name="TestEBICSCertImport"/>
<output message="TestEBICSCertImportTypeInputMessage">

<assign to="." from="*"></assign>
</output>
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<input message="inmsg">
<assign to="." from="*"></assign>

</input>
</operation>

</sequence>
</process>
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q EBICS °iA�ΘX���{�

Uϕ]tquEBICS ú�°ivA������{����G
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EBICSReportInfo/StatusCode
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μ�π�N°iíJHcñ�v¡Cb EBICSreportingService @�ñAΘXTº��

generatePSRRequestC

<process name="EBICS_ReportingService">
<sequence>

<operation name="set user token">
<participant name="SetUserToken"/>
<output message="SetUserTokenMessage">

<assign to="USER_TOKEN">admin</assign>
<assign to="." from="*"/>

</output>
<input message="inmsg">

<assign to="." from="*"/>
</input>

</operation>
<operation name="EBICSReportingService">

<participant name="EBICSReportingService"/>
<output message="generatePSRReport">

<assign to="." from="*"/>
<assign to="trx_id">xxxx</assign>

</output>
<input message="generatePSRReportResult">

<assign to="." from="*"></assign>
</input>

</operation>
</sequence>

</process>

PSR °i - d�

UCOϕ ’GrpSts’ ]� ’RJCT’ �� PSR °id�G

<Document xmlns="urn:iso:std:iso:20022:tech:xsd:pain.002.001.02">
<pain.002.001.02>

<GrpHdr>
<MsgId>463353943D942C7E840110DA9D0494E5</MsgId>
<CreDtTm>2009-07-07T03:29:37Z</CreDtTm>
<InitgPty>

<Id>
<OrgId>

<BIC>HOSTIDAA</BIC>
</OrgId>

</Id>
</InitgPty>

</GrpHdr>
<OrgnlGrpInfAndSts>

<OrgnlMsgId>O001</OrgnlMsgId>
<OrgnlMsgNmId>pain.xxx.cfonb160.ict</OrgnlMsgNmId>
<GrpSts>RJCT</GrpSts>
<StsRsnInf>

<StsRsn>
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<Cd>NARR</Cd>
</StsRsn>
<AddtlStsRsnInf>EBICS_INVALID_SIGNATURE_FILE_FORMAT</AddtlStsRsnInf>

</StsRsnInf>
</OrgnlGrpInfAndSts>

</pain.002.001.02>
</Document>

UCOϕ ’GrpSts’ ]� ’RCVD’ �� PSR °id�G

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="urn:iso:std:iso:20022:tech:xsd:pain.002.001.02">

<pain.002.001.02>
<GrpHdr>

<MsgId>33F60D9949576D6AE926CF3BD6BFF0BB</MsgId>
<CreDtTm>2009-07-07T03:29:39Z</CreDtTm>
<InitgPty>

<Id>
<OrgId>

<BIC>HOSTIDAA</BIC>
</OrgId>

</Id>
</InitgPty>

</GrpHdr>
<OrgnlGrpInfAndSts>

<OrgnlMsgId>O008</OrgnlMsgId>
<OrgnlMsgNmId>pain.xxx.cfonb160.ict</OrgnlMsgNmId>
<GrpSts>RCVD</GrpSts>

</OrgnlGrpInfAndSts>
</pain.002.001.02>

</Document>
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