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» DataStage client connection and how it works
 High level overview
 Step by step connection process

» How to set up basic DataStage users
» Overview
» Setting up DataStage Administrator account (dsadm)
« Setting up DataStage user account

« Common issues with user setup
» Possible scenarios for DataStage client login failures
« 80011 errors
« How to troubleshoot problem
» How to resolve error

The screenshots within this presentation are from InfoSphere Information Server v11.3 and v8.
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High level overview

Enter username and password

First

Authentication ]> Validate Login Credentials Verify User Roles

A 4

Shared registry Credential Mapping

T claoiaoe server

Authentication

Validate Login Credentials
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DataStage Client login screen - Enter
Username and Password

DataStage Client

Connection to Services Tier

Authenticate username and password against
active user registry

Authentication

Services Tier - WAS

Failure

. Engine Tier

Error: Failed to authenticate current Validate user roles
user against selected Domain

Success Failure

Get DataStage User — Shared Registry Error: Access Denied: Inadequate user
vs credential mapping permissions for connection client

Success

Login to DataStage server
Error: No Engine credentials were found on the

Services Tier for the specified user (username) on
Information Server Engine ‘servername’

Success

Validate DataStage roles

Error: Failed to connect to DataStage server:
<servername>, project: <projectname> Failure Success
(User name and/or password incorrect (80011))

Error: The current user does not have q
. D I
the required DataStage roles set up. Open DatasStage client



Steps in a DataStage connection (1 of 7)
» User enters login credential

« Connects to services tier

» Authenticates user against active user registry
» Successful — Validate user roles

« Failure - Error: Failed to authenticate current user against selected domain

Tl Attach to Project ] Jﬂ ﬂ

DataStage Client login screen - Enter Username
and Password

Connection to Services Tier

IBM" InfoSphere” DataStage” and QualityStage < . .
i, Authenticate username and password against

Host name of the services tier:

active user registry

[rervay-a443 -

User name:

Idsadm

Password

| Failure Success
Project:

IHARVEY.SWG.USMA\BM.COMldslage‘I j

o | Cancel

Error: Failed to authenticate current user
against selected Domain

Validate user roles
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Steps in a DataStage connection (2 of 7)

« Check user record in xmeta to validate user roles

* Roles are configured in Information Server Web Console

» Validation failure

 Error: Access Denied: Inadequate user permissions for connection client

« Validation successful
» Obtain DataStage login credentials

Validate user roles

Success Failure

Get DataStage User — Shared Registry vs Error: Access Denied: Inadequate user
credential mapping permissions for connection client

~7 Open User

Role and group changes will not affect the current users until their next login.

User Name: =

[ dsadm

Password: ©

Confirm Password:

Courtesy Title:

First Name (Given Mame):

Last Name (Family Name): *

[ Administrator

Instant Messaging ID:

Job Title:

Home Phone MNumber:

Office Phone Number:

Mobile Phone Number:

Pager Number:

Fax Number:

Email Address:

Roles

7 Suite 7

| Role Inherited

Common Metadata Administrator
Common Metadata Importer
Common Metadata User

Suite Administrator

EEEEE

Suite User

<7 5uite Component ?

| Role Inherited

Business Glossary Administrator
Business Glossary Asset Assigner
Business Glossary Author

Business Glossary Basic User

Business Glossary User

Data Quality Console Administrator
Data Quality Console Business Steward
Data Quality Console Review Manager
Data Quality Console Reviewer

1 DataStage and QualityStage Admirmwaigr
il DataStage and QualityStage User
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Steps in a DataStage connection (3 of 7)
« Shared registry

« Use same username and password used on DataStage login screen

NaYlmalel Emcm §
Cors
. 7 Set e Sorere hreon Serr e !
7 Do araenet
Get DataStage User — - \
Shared Registry vs é el i
credential mapping o Ut egery G (0 feneysiqusnatmen

Failure

Oy ez
O e s
Success

Error: No Engine credentials
were found on the Services
Tier for the specified user
(username) on Information
Server Engine ‘servername’

Login to
DataStage server

[Emnca] Cemen] [ ol
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Steps in a DataStage connection (4 of 7)

» Not Shared registry

» Must set up user credentials
» Username and password for DataStage server connection

 Default credentials for users without an individual credential mapping

in Fpees !

Ve e Syt me e e

Get DataStage User — Shared

Registry vs credential mapping i ey o
T i Cpen iy e
0 feismanen g —

Failure Success Erge G ¢ a

¥ Selectthe InoSphere Informalion Server engine

7 Open Confguraion “harvey swg.usma.ibm.com’

Login to DataStage InfoSphere Infomation Server Engine Configuration
Error: No Engine credentials server

0 o Share User Regiciry befwean InfoSphere Informafon Server and s engine
were found on the Services Tier O
el L Speleled use r. You can configure the InfbSphere Informaton Server and is engine b auhenficate users aganst the same User Registry (e.q. LDAP). ffyou den'twart or can not
(username) on Information

. share the same User Registry, you need b estabish credenfial mapping between the users defned in the regisiry used by the InfoSphere Informafon Server and the
Server Engine ‘servername’ one used by s engre.

enut Credentds

Debe the demi credenils beow B users na dor haue ther oum ardentdl manoing
(Hreriase esye bk Io use oy maiped crecines.

Ustr flame

}_dsadm

Passior
Conim Passiord

ilIiiiigiiiiiil

| CearFels |
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Steps in a DataStage connection (5 of 7)
 Individual user credentials can be set

» Takes precedence over default map

it
4

g

e

Get DataStage User — Shared
Registry vs credential mapping é

) o (e 0 oo

Engine Credenfals *

1 Gelectthe InfoSphere Informafion Server engine

Failure

Success

Error: No Engine credentials
were found on the Services
Tier for the specified user

(username) on Information

Login to DataStage
server

7 Open User Credenfals "harvey swg.usma ibm.com’

Server Engine ‘servername’

The record was saved successflly.

Map User Credentials

I &

Phae e

Lnering Susem s e Frone
h

Assign User Gredenfals

User Name:

Password

Gonfirm Password

[ Apply Only fo Users wihout Credenals
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« Second authentication takes place to DataStage server machine

 Authentication method set in uvconfig file
* Local OS or PAM

| InformationServer/Server/DSEngine/uvconfig

u t AUTHENTICATIOM — Specifies the method by wvhich UNHIE user
! authentication iz done. Cuorrently, the following methods
! are supported:

Login to DataStage server
l :

! A Standard 08 Authentication <default?
! 1> Pluggahle Authentication Module (PAM>

Thiz value zhould only he changed with a full wnderstanding
of the implications, as improper setting of this value can

! lead to the environment being unusahble.
AUTHENTICATION A
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Steps in a DataStage connection (7 of 7)

» Validate DataStage roles
» Set by user or group
» Successful => DataStage client opens

Unsuccessful => Error: The current user does not have the required DataStage roles set up

!":: Project Properties - HARVEY.WG.USMA.IBM.COM\dstage1

General Permissions | Iracingl gchedulel Mamframel Tgnablesl F‘grallell Sequenc_:el Bemcﬂel Logsl

—Roles
User / Group | Role -
[ littrellgrp DataStage and QualityStage Administrator
Validate DataStage roles ﬁsrinilgrp DataStage and QualityStage Administrator
£ dsadm DataStage and QualityStage Administrator
£ fidev DataStage and QualityStage Administrator
€ isadm DataStage and QualityStage Administrator
€ isadmin DataStage and QualityStage Administrator
Failure Success DataStage and QualityStage Super Operato
£ iittre DataStage and QualityStage Administrator —
£ srimitta DataStage and QualityStage Administrator
£ smitta DataStage and QualityStage Administrator
. £ t150rvz DataStage and QualityStage Administrator
Error: The current user Open DataStage client € t15cq5p DataStage and QualityStage Administrator .
does not have the ?I.m..., L s e—— | LlJ
required DataStage
roles set up. dEErREes
|DaIaStage and QualityStage Super Operator j
Add User or Group Remove |

|7 DataStage Operations Viewer and Operator can view full log

© 2015 IBM Corporation



Set up DataStage users

* Login to Information Server Web Console, the default URL for v11.3 is:
https://<hostname>:<port>/ibm/iis/console

Ex: https://myserver.mydomain.com:9443/ibm/iis/console
» Versions prior to 11.3
http://myserver.mydomain.com:9080/ibm/iis/console

IBM InfoSphere Informalion Server

hiips:/myserver.

[ Automascally log in

automalcally and ask you o sign in again.

Licensed Materials - Property of IBM. ® Copyright IBM Corporaion 2005, 2014,
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Create DataStage user

» Add new DataStage
 Click “Users” under “Users and Groups”
 Click “New User”

IBM InfoSuhere Information Server

[ Home-" Administration Inﬁmaﬁm Services Caiﬁ.l.og‘ - Reporting Repository Management‘ .

Help | About | Change Password | Log Out

MNavigation
|Cor1ter|ts |

Users =

[* Domain Management
[» Session Management

=7 Users and Groups

=7 Select Users to Work With

o Users

o (Groups

[ [» Additional Filter Criteria

| Filter Clear Filter

Item 1-2 outof 2

Items per Page: 25 50 100

[# Log Management
[» Schedule Monitoring

‘ Last Name ‘ First Name ‘ User Name ‘ Courtesy Title | Business Phone ‘ Location

isadmin
wasadmin

New User ¢—————

Open User
Add Roles to Multiple Users
Delete
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Assign user roles

» Enter all mandatory fields (marked with *)

» Check DataStage and QualityStage Administrator role

IBM InfoSphere Information Server

' Home | Administration | Information Services Catalog . Reporting

| Repository Management

Help | About | Change Password | Log Out

Mavigation
| Contents |

[ Domain Management
[» Session Management

7 Users and Groups

Users =

[+ Select Users to Work With
~7 Create New User

% Users

o Groups

[ Log Management
[» Schedule Monitoring

User Name: *

Roles

| dsadm

Password: *

7 Suite

?

| Role

Inherited

Confirm Password: *

Courtesy Title:

First Name (Given Name):

| Datastage

Common Metadata Administrator
Common Metadata Importer
Common Metadata User

Suite Administrator

Suite User

Last Mame (Family Mame): ~

| Administrator

=7 Suite Component

2

—HrCtarT TS

| Role

Inherited

Job Title:

Home Phone Number:

Office Phone Number:

Mobile Phone Number:

Pager Mumber:

Fax Number:

o

Business Glossary Administrator

Business Glossary Asset
Assigner

]

Business Glossary Author

Business Glossary Basic User

ooO

Business Glossary User

DataStage and QualityStage
Administrator

DataStage and QualityStage
User

FastTrack Project Administrator

—

| Remaove || Browse
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Set credential mapping (1 of 4)

« Map Information Server account to an OS account
» Without credential mapping

User unable to access DataStage client tools
User unable to run DataStage jobs

[BM InfoSphere Information Server

Hore Adniien Reog

Help | Abou| Change Passwiod | Log Out
Navigation Uses ¥ Engoe rederkds *
Canfrls
7 Slecthe InbSphee normalon Server enge ?
7 Doman Managemert
— Ergne Credentals Nare s Regety OMBM?”M:L
F N

o UserRegitry Coniguraion | haveysugusmaibm.com Mot Shared SE;USLCWHS
b Sesson Management T
b Users and Groups
b Schede Moniorng
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Set credential mapping (2 of 4)

« Map dsadm to DataStage Administrative UNIX® account (typically “dsadm”)

[BM InfoSphere Information Server =

Navigation s ® Engie Credrkils. X
Contents
b Seectthe InfoSphere Informafion Server engine
2 Do
Doman Management 7 Open User Credenfals *harvey.swg.usma bm.com’
o Engine Credentals o
o User Regisiry Configurafion <H il
) Session Management N ‘ Sule Users Operding Sy llsors b o Enina \
Search for Users b3
[ Users and Groups [ ] =
s Scheduls Monioring r \ || \ [ Cear Fter | =
( | Addional Filer Crieria ‘
= liem 1-25 out of 38 [4]12[»] ilems per Page: 25 50 100 || Selected Users
| | T Eishame | User Name | Courtesy Tée | Busiess F‘?mne| Loca 2 || dsadm El
I_ [¥] | DalaStage Administralor | dsadm
[ dsdev dw dsdev TEST | |
| [ cdw dwelid cdw ellid
|— st t fdev
I_ [T isadm isadm isadm
4 s Administralor | isadmin
- II: :rel Decl8 2014 :: frst ::reu -
r o — il (R
r pu—
B (LCenee | O] |
r
r \
|“Remove |
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Set credential mapping (3 of 4)

» Enter DataStage Administrative account details

IBM InfoSphere Information Server

Home = Adminisiralon = Reporing

Help | About | Change Password | Log Ou

Navigation

Contents

‘Users % Engie Gredentals

57 Domain Management

o  Engine Credenfals
o User Regisiry Configurafion

[ Selectthe InoSphere Inbormaton Server engine

57 Open User Credenfials "harvey.swg.usma.ibm.com®

[ Session Management
[ Users and Groups
[ Schedule Monioring

Map User Credantials

[ | SueUsers Opersing Sysiem Users for the Engine Assign User Credentals
[7  dsadm = User Name:

B ‘ dsadm

m feeses

- Confm Password

| [esees

m I Apply Oniy to Users wihout Credentals
=

=

r

-

r

-

-

r
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Set credential mapping (4 of 4)

« Mapped operating system user UNIX/Linux
» Must be member of DataStage Administrator’s primary group

» Mapped operating system user Window
» Must have “Log on locally”
« Windows® 2008 or higher must also have “Log on as a batch job”

Address [ Agminisratve Tools -
File and Folder Tasks ~ # @ F_Dﬂjﬁu.r!mt Services ;ﬂ! v:wnpum - Managemant
i Share this folder b ke
i Dats Sources (ODEC) 1 DESKTOR.B
& %—J_.__I agd figuration thing

B control Panel Ewerit Vidwaer
) My Documents haricut

= Shared Doouments

§ My Coenputer e Microsoft HET Framework 1.1 [ sz
4 My Natwork Flaces = Chatigernison B Local Security Set

tings

=1
Detalls - Performance | A e e J
| =~ 08 2 |
[P Security Settings Palicy + | Security Setting ]
= 3 Account Palicis i) Increase scheduling prieritl VWindows [nistraters
= (8 Local Palice 7] Load and unload device dri 2008 nistrators
2 Audit Palin 2| aek pBAGE iR FEMAR
- ; tch job SUFPORT_3839...
|8 SHTurTy Ot ) |l s g SYSTEM,NETWO....
@ [ Public Key Policies | Guest, Adminigtr...
@2 Software Restriction Policies fi¥] Manage auditing and security log Administrators
w3 1P Security Policies on Local Com ﬁ”m firrrveare ervironmant values Administrators J
Perform valume maintenance @asks Administrators
) Profile single process Administrators,P...
1 | ¥ E’.g Prafile systern performance Administraters ﬂ
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Assign DataStage roles (1 of 3)

» Login to DataStage Administrator

 Assign DataStage role for user

e

ol

IBM® InfoSphere™ DataStage® and QualityStage

Version 11.3

Host name of the services tier:

Iharvey:9443

User name:

Idsadm

Password:

I

Host name of the Information Server engine:

IHARVEY.SWG.USMA.IBM.COM

Login | Cancal

=1o] x|

!’:[' Infedphere D stabtuge Administration - HARVEY.JWG.USMA.IBM.COM |0 |ﬁ

General Projects
ANALYZERPROJECT . Add
DataClick
Dayo Delete
TODDM
TODDM ~,
: Properties
elaine
jgaona NLS...
julia b
Ini Command
mphan j e

Project pathname:

/u/is113/1BM/InformationServer/Server/Projects/dstage

Close

Help

Suite Admin
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Assign DataStage roles (2 of 3)

» Add user from internal registry to list of DataStage users

!r; Project Properties - HARVEY.SWG.USMA.IBM.COM\dstaget

General Permissions | Iracingl gchedulel Eainframel Tgnablesl F‘grallell Sequengel Bemutel Logs'

— Roles

User [ Group

| Role

littreligrp
2 srinilgrp
€ dsadm
€ fidev

€ isadm
€ isadmin

DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator

iittrell

DataStage and QualityStage Administrator

ﬁ srimitta
€ srmitta

£ t150nvz
£ t15cq5p
£ t15nbgc

O e
<]

DataStage and QualityStage Adrr K
DataStage and QualityStage Adrr 1 Add Users | Groups il

DataStage and QualityStage Adrr

Cancel

Help

Pl

DataStage and QualityStage Adrr Uzl

DataStage and QualityStage Adrr -
Pt e ST All available Users / Groups

€ dwetlid

User Role :

£ 192135

> Add User or Group

£ to2j2w2
£ sctetlid
Bemove & dsdev

£ t15jsqt

|7 DataStage Operations Viewer and Operator can view full log

€ tozjtad
£ to6jsb2

€ 192xb6
€ test_dsuser

€ iin

| Currently selected Users / Groups |
Add all -
4| € jin
Add ;

= ]
ramore |

— DK Cancel Help
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Assign DataStage roles (3 of 3)

« Choose DataStage role from drop down list

Y= Project Properties - HARVEY.3WG.USMA.IBM.COM\dstages |

General Permissions | Iracingl §chedu|e| Mainframel Tgnablesl F'gralieil Sequengel F_f‘.ermtel Logsl

OK

—Roles
User / Group | Role =
51 littrellgrp DataStage and GualityStage Administrator
ﬁsrinilgrp DataStage and QualityStage Administrator
£ dsadm DataStage and QualityStage Administrator
£ ftdev DataStage and QualityStage Administrator
£ isadm DataStage and GualityStage Administrator
£ isadmin DataStage and QualityStage Administrator
i DataStage and QualityStage Operator
£ littrel DataStage and QualityStage Administrator —
£ srimitta DataStage and QualityStage Administrator
£ smitta DataStage and QualityStage Administrator
£ t150rvz DataStage and QualityStage Administrator
i t15cq5p DataStage and QualityStage Administrator =
nld:lnlunn Mmoo o s TR I i B e N e
d | _>IJ
User Role :
IDataStage and QualityStage Operator j
Add User or Group Remove |

v DataStage Operations Viewer and Operator can view full log

Cancel

Help
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Common Issues (1 of 6)

« User does not have high enough role to login to DataStage Designer

Attach to project

You need to have at least DataStage Super Operator role to connect
fram this client - see your Administrator,

SCCESS DEMIED: Inadequate user permissions for connecting client.,

=

-

 To correct the issue, change user’s role to:
Super Operator, Developer or Production
Manager

Setting up basic DataStage users

—Roles

E‘ Project Properties - HARVEY.SWG.USMA.IEM.COM\dstage1

General Permissions | Iracingl §checlule| Mainframel Tgnablesl F‘g.rallell Sequengel Bemotel Logsl

User / Group

| Role

2 ittrengrp
ﬁsrmilgrp
£ dsadm
£ fidev
isadm
£ isadmin

£ ittren
£ srimitta
£ smitta
£ t15brvz
£ t15cq5p

hhhhhhh

DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator

DataStage and QualityStage Developer

DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator

PonbnCbnmn mmd Al o A dnaininbeabae

User Role : v

IDataStage and QualityStage Developer

Add User or Group

Remove |
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Common issues (2 of 6)

User does not have suite role defined

A, DataStage

-’:,‘ Failed to authenticate the curent uzer against the selected Services Tier

If you wigh to generate an emar repart for this problem, click here

IJzer [dzuzer ] does naot have the Suite Uger rale.

= —

s Catalog | Reporting | Repository Management

Users *

elect Users to Wark With
7 Open User

To correct the issue, add ‘Suite User’

role for user

[* Log Management
[ Schedule Maritaring

Mare | Cloze I pr Mame:
freiary
v/
baword:
o GGroups

Confirm Password:

Courtesy Title:

First Marne (Given Name):
[atastage

4 Last Mame (Farnily Mame):

User

Inskant Messaging I0:

Job Title:

Home Phone Mumber:

Office Phone Murnber:

Mabile Phone Mumber:

Pager Mumber:

Faix Mumber:

record was saved successfully,

Ruoles

7 Suite ?

Rale Inherited
Common Metadata Administrator

Common Metadata Importer

Comman Metadata User

Suibe Administrator

Suite User

7 Suite Component ?

O
O
(]
O
O
O
(]

Role Inherited
Business Glossary Adrinistrator

EBusiness Glossary Asset
Assigner

Business Glossary Author
EBusiness Glossary Basic User
EBusiness Glossary User

Datastage and QualityStage
Adrinistratar

Datastage and QualityStage
User
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Common issues (3 of 6)

» User does not have DataStage Engine credentials mapped

<%, Data Stage

If wou wish to generate an erar report for this problem, click here

-
! ‘: Mo Engine credentialz were found on the Services Tier for the gpecified uzer ['dzuszerl’] on Information Server Engine 1587RHT

» To correct the issue
» Map Internal Registry user to DataStage Engine’s OS account (slides 15-17)

Home  Adminisiraion ' Reporfing

Help | About | Change P

Navigation

Contents

=7 Domain Management

Engine Credenfials >

o Engine Credenfials
o User Registry Gonfigurafion

[» Session Management
[ Usars and Groups
» Schedule Monioring

[# Selectthe InfoSphere Informaion Server engine
7 Open User Credentals "harvey.swg.usma.ibm.com’

The record was saved successfully.

Map User Credentials

C s L Qoarag Svckn Voo ol e FLgte ssign User Crederials
[T dsadm dsadm I User Name:
(] |
- Password:
=
Confrm Password:
= |
= T Apply Only to Users wihout Credentals
=
-
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Common issues (4 of 6)

» User does not have any DataStage role defined

f& Datastage

Cloze

-
! E The curent uger does not have the required DataStage roles set up.

=

=

‘,E' Project Properties - HARVEY.SWG.USMA.IBM.COM\dstager

General Permissions | Iracingl §chedu\e| Maimframel Tgnablesl Fgrallell 5

Rol

Roles

[ Rote

User / Group
@ ittreligrp
Esrmi\grp

£ dsadm
£ ftdev
£ isadm
€ isadmin
£ ittrell
£ srimitta
Q srmitta
£ 150z
£ t15cq8p
£ t15hbge

e
i

* To correct the issue,
add DataStage user
role for user

DataStage and QualityStage Adr
DataStage and QualityStage Adr
DataStage and QualityStage Adr
DataStage and QualityStage Adr
DataStage and QualityStage Adr

I ERELCE RO TETISENE T Project Properties - HARVEY.SWG.USMA.IBM.COM\d

DataStage and QualityStage
DataStage and QualityStage
DataStage and QualityStage
DataStage and QualityStage
DataStage and QualityStage
DataStage and QualityStage

User Role -

——  Add User or Group

Bemove

v DataStage Operations Viewer and Operator can view full log

,V.',' Add Users | Groups

~Users | Groups

Al avalabe Users | Groups |
£ dweii
105713

£ tozi2

£ sctatia

£ dstev

£ it5isqt

£ ionitnd

£ 5150z

£ 1006
ﬁlesl_dsuse{

i

— Roles

/&

Curently selected Users / Groups

Add all

Remove

Remove all

General Permissions | Tracing| Scneauie | mainmrame| Tunables| Paraiiel] Sequence | Remote| Logs |

User [ Group

| Rote

3 littreligrp
€82 srinilgrp
£ asadm
£ naev

£ isagm
£ isaamin

b:2iin
2

ittrell
£ srimitta
£ srmitta
£ t15brvz
€ t15cq5p \

:\]m [

DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator

DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator
DataStage and QualityStage Administrator

DataStage and QualityStage Admini

User Role : *

IDaraStage and QualityStage Dewveloper

Add User or Group

© 2015 IBM Corporation
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Common issues (5 of 6)

» Provided DataStage Engine OS password is not valid or expired — Error 80011

. Data Stage

If wou wigh to generate an ernar report for this problem, click here

Failed to connect to Information Server Engine: 1S87RHT, project: dstagel.

[User name and/or password incorect. | credential mapping is used, check the credential mapped user name and password are corectly configured [3001717)

» To correct the issue
« Specify correct password

Hore — administration Information Services Catalog ' Reporting - Repository Management

Help | About | Change Password | Log <

Navigation User Reqgistry Configuration = Engine Credentials =

Contents

[» Select the InfoSphere Information Server engine

=7 Domain Management
= Open User Credentials "[SS7RHL"

= Engine Credentials
o User Registry Configuration The recard was saved successfully,

[ Session Management B
Map User Credentials
[* Users and Groups

InfoSphere Information Server Engine Operating

[ Logm k Suike L
og Managemen [C] | suite Users -
[ Schedule Maonitoring
[[]  dsadm dsadm
— > dsuserl dsuserl

/V

Assign User Credentials

User Mame:
dsuserl

Password:
L1221l

Confirm Passwiord:
L1211l .I

0 Apply Only to Users without Credentials
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Fu Data Stage @

Failed to connect to Information Server Engine: 1SBYRHT, project: dstagel. This emor can occur if pour mapped Engine Credential Uzer D does not have sufficient access ta the
underlving 05 on the Engine system.

[Internal Error [39202])

If you wizh to generate an emror report for this problem, chick here

kore | Cloze |

v/

« DataStage user does not belong to DataStage Administrator’s primary group
 Fix: Add DataStage user to DataStage Administrator's primary group

$ id dsadm
uid=206(dsadm) gid<205(dstage) groups=1(staff),14(mgm)

$ Is -Id DSEngine

drwxrwxr-x 44 dsad 6384 Apr 19 18:02 DSEngine
* Incorrect:

$ id bhnk
uid=258(bhnk) gid=1(staff)

« Correct:

$ id bhnk
uid=258(bhnk) gid=1(staff) groups=205(dstage)
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Tracing client logins — UNIX/Linux

truss or strace against the dsrpcd process:
« Get process ID (pid) of the dsrpcd process:
ps —ef |grep dsrpcd
« Attach the truss or strace to the running process
You must be root or the owner of dsrpcd
AIX: truss -fae —o /tmp/trace.out -p (processld) 2>&1
Linux: strace -fae -o /tmp/trace.out -p (processlid) 2>&1

Trace dsrpcd, refer to the IBM Education Assistant module:
PDF:

http://www.ibm.com/support/knowledgecenter/im iea/com.ibm.iea.datastage/datasta
qge/8.1/ProblemDetermination/IEA IPS dsrpcd.pdf?dmuid=20110808162150967585

Demo:

http://www.ibm.com/support/knowledgecenter/im iea/com.ibm.iea.datastage/datasta

qe/8.1/ProblemDetermination/IEA IPS dsrpcd/player.html?dmuid=20110808162148
546009
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* Invalid server name or port
« Verify server name in datastage login screen
ping <DataStage Server>
« Verify port number is correct (for v11.3)
* View the registered-servers.xml file under
/InformationServer/ASBNode/eclipse/plugins/com.ibm.iis.client/ registered-servers.xml
* Find “<asb-server”
<asb-server name="myServer.newco.com*
host-name="myServer.newco.com*
port="9443"
is-primary-server="true" />
» For versions prior to 11.3, view registered-servers.xml file
InformationServer/ASBNode/eclipse/plugins/com.ibm.isf.client_configuration_<is_version>/
registered-servers.xml
* Find “<asb-server”
<asb-server name=" myServer.newco.com”
host-name=" myServer.newco.com*
port="9080"

is-primary-server="true" />

« Client has invalid entry in hosts file for DataStage server
» Check Windows\System32\drivers\etc\hosts
ds_ip_address host _short hame host _long name
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» Server listening port may be blocked by firewall
« telnet <DataStage server> <port number>
e Linux®
nc —v —z <host> <port>
» Check with network administrator to see if port 9443 is blocked

» WebSphere not running
» Windows
« Check IBM WebSphere® Application Server status => Started
« UNIX® or Linux
ps -ef | grep java
root 25468 1 0 May 02 ? 33:33 /u1/IBM/WebSphere/AppServer/java/bin/java ...

54, Services [Local)

IBM WebSphere Application Server _Mame £ | Descripkion | Skatus I Startup Twpe I Log On As |
V6 - rmanikon- 2Noded1 %HID Input Service Enables qe... Started Automatic Local System
] %HTTP 55L This serwic. .. Marual Local Syskemn
%s%aﬂeﬂi:r:;iice %IBM Content Delivery Service Enables wi... Manual Local Syskemn
- %IBM InfoSphere Business Info...  IBM InfoSp... Automatic Local Syskemn
%IBM Standard Asset Manager ... Skarted Automatic Local Syskemn
gsiﬂﬁzﬁ'ﬂ; running of an I5M {"IE.H Wiebsphere fApplication S...  Controls th...  Skarted Automatic
WebSphere Application Server V6 server %IMAPI CD-Burning COM Service  Manages C... Manual Local Syskemn
named: serverl %Indexing Service Indexes co... Manual Local Syskemn
%InstallDriver Table Manager Provides s... Manual Local Syskemn
%IPSEC Services Manages 1... Skarted Automatic Local Syskemn
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What is error 800117

Failed to connect to DataStage server: <servername>, project: <projectname>
(User name and/or password incorrect (80011)).

This error indicates that the login to the DataStage server failed

Many things can cause this error to occur

Does not necessarily mean the password is incorrect

Wersion 8.1

Bta

[romain:
Datastage Repository Interface

Failed to connect to D ataStage zerver: LBC-02 5% 6. USMA. IBR.COM, project:
! support_us

[Uzer name and/or pazzword incormect [20011])

[~ Copy ta clipboard

L [=1=

Licensed Mate |LBC-02.5WG.U5MAIBM. COM/support_us j
Reserved. [Bh

thz
and logos are Trademarks or registered rademarks of oUun MICTosyEiems, Inc.. and all [ems are
trademarks or regiztered trademarks in the United States, other countries, or bath, (f
i |
Java
A OWPETIME
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« On all operating systems:
» Username or password, or both are incorrect
» User ID has expired or is locked
» User mapping has the incorrect user name or password

« On Windows®
» The user may not have the correct user rights assigned

« On UNIX®/Linux®:
* dsrpcd daemon is not running as the root user
* PAM not configured properly on the DataStage server
» DataStage is not configured properly to use PAM
» Required libraries missing or incorrect
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DataStage is setup to use Local OS Authentication

Check if the Information Server Registry is shared or not shared

Check if username and password is incorrect

Check if user needs to change their password on first login

Check if user ID has expired or is locked on the DataStage server

Check that user can login to the DataStage server machine with same username and
password

On UNIX and Linux:
— DataStage set to use PAM authentication also requires user to be able to login
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User mapping has incorrect username or password (1 of 2)

* Information Server User Registry set to “Not Shared”

» Check if user has an individual user credentials assigned

—+— Homep Administrakion | Reporting

Help | &bout |

Mawvigation

|C|:unl:enl:s |

Dataskage Credentials =

T PDomain Management

=7 Select a Server bo Work with

——»Datastage Credentials

o Directory Configuration

o Licensing

Marne

—
,+/Llser Reqiskry \

Cpen Configuration

« Ibc-02. swg. usma, b, com Mok Shared

Map User Credentials

Datastage L~ Assign User Credentials
and
™ | Suite Users Quiality5¥age Lser Marme:
Opergfing |
SyElis ji BT Password:
T uid=ldbrokaw,ou=pecple, de=ipssupport, de=ibm, dc=com dsad
uid=Idbrokaw,0u=people, de=ipssupport,dc=ibm, DC=com  dsadm Confirm Password:

R i g

i yl=ldpowers, ou=people, de=ipssupport, de=ibm, DC=com  test

N
pply Only bo Users without Credent)

Remove Browse

C

W I_fe i
Cpen User Credentia
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User mapping has incorrect username or password (2 of 2)

e Check default user credentials

Home  Adminiskrakion | Reporking

Help | &bout |

Mavigation CataStage Credentials

Conkents
| | =7 Select a Server bo Work with

57 Domain Management

» Datastage Credentials Marne

lser Reqiskry

lbc-02 ., swg.usma.ibm, com

o Directory Configuration

o Licensing

7 Open Configuration “lbc-02 . swg.usma.ibm, com”

(Open Configuration
Cpen My _redentials

Mok Shared
ok hare Cpen User Credentials

server Configuration

[~ Share User Registry between IBM Information Server and
DakaStage Server

share the same User Registry, wou need to E
credential mapping between the users defined in the registry
used by the IBM InFormation Server and the one bsed by
the DataStage Server.

Defaulk Datastage and Qualitystage Credentials

Define the default credentials belaw For users that don't
have their own credential mapping. Otherwise leave blank
to use only mapped credentials,

Lser Mame:

| dsadm |

Password:

Zonfirm Password:
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Incorrect user rights assignment - Windows

 All users must have the “Allow Log on locally”
« Windows 2008 and later must also have “Log on as a batch job”
» Make sure user/group is not in Deny Logon locally and Deny Logon as batch

| Address [ Acministrative Tools -
. Component Services Computer Management
File and Folder Tasks # @ Shortcut g Shortcut
&2 Share this folder ZKB [Al==p 2 k3

4 Data Sources (ODBC) . DESKTOP.INI
§l Shortcut F Configuration Settings
2 KB B

»

Other Places

@ control Fanel

F i Event Viewer Local Security Policy
E] My Documents ] ‘o j|'|F!r‘t-Z'.It Shortcut
=3 Shared Documents (A =J 2«8
My Computer Microsoft .NET Framework 1.1 . Framework 1.1
y p I ft k k
& My Network Places Eft? Sﬁgftgf'lza““” & Local Security Settings - O] x|
o . Performance File Action View Help
St e~ BB 2
@ Security Settings Policy ~ | Security Setting | ;I
-8 Account Policies &%) Increase scheduling prioriy  \Windows [nistrators
EI @ Local PU“CIES Luad and unlnad device dr] 2008 inistrators
SUPPORT_3880...
2 i Eﬂ 0g 0 SYSTEM,METWO...
G [:I Public Key Policies <{#8]Log on Iocally > Guest,Administr...
m-[Z0 Software Restriction Policies [##]Manage auditing and security log Administrators
@ IP Security Policies on Local Com [2¥] Modify firmware environment values Administrators
[2#] Perform volume maintenance tasks Administrators
%] Profile single process Administrators,P...
gle p
4 | | _;I [24] Profile system performance Administrators LI
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 Client connections are done through the dsrpcd daemon process
« If Impersonation Mode is turned on, the daemon must be running as root
» Run “ps —ef|grep dsrpcd” to check who owns the dsrpcd process
$ ps -ef |grep dsrpcd
dsadm 25056 1 0 Sepi10 ? 00:00:00 /opt/IS810/IBM/InformationServer/Server/DSEngine/bin/dsrpcd

« If it is running as any other user, check Impersonation Mode
$ cd $DSHOME
senv
$ bin/smat —t | grep —i impersonation
= 1

 If IMPERSONATION = 1 and the dsrpd is not running as root, check permission in
$DSHOME/bin
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« Change directories to the $DSHOME/bin directory

» Check the permissions
$Is -l |grep rws

X--X 1 dsadm 54912 Sep 4 2008 DBsetup
-rwsr-x--x 1 root dsadm 1318396 Sep 4 2008 dsdlockd
-rwsr-x--x 1 root dsadm 1287944 Sep 4 2008 dslictool
-rws--x--x 1 root dsadm 6952 Sep 4 2008 dstskup
-rwsr-x--x 1 root dsadm 1299916 Sep 4 2008 list_readu
-rwsr-x--x 1 root 1290580 Sep 9 15:02 load_NLS_shm
-rwsr-x--x 1 root dsadm 44452 Sep 4 2008 uv

+ Fix permissions and stop and restart DataStage
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dsrpcd daemon not running as root user — UNIX/Linux (3 of 3)

 Impersonation Mode off

» Permissions need to be set correctly
« Platform specific

» Review |IEA module on running Information Server DataStage engine as non-root
http://www.ibm.com/support/docview.wss?uid=swg27024947
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Impersonation mode off — AIX only

« Cannot use PAM authentication for the DataStage engine

« AlX requires the pam_aix library to be accessed by a process running as root

« See tech note:

https://www.ibm.com/support/docview.wss?uid=swg21516230
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DataStage authenticates against the local operating system by default
DataStage can be configured to authenticate using PAM

DataStage Server must be configured to use PAM

Be sure LDAP users can login to the DataStage server

Check if there is a username in /etc/passwd with the same username

Test with a user that is not in /etc/passwd

© 2015 IBM Corporation



DataStage not configured properly for PAM — UNIX/Linux

» DataStage needs to be configured to use PAM authentication

» Check uvconfig AUTHENTICATION setting
$ cd $DSHOME
$. ./dsenv
$ bin/smat —t | grep —i authentication
AUTHENTICATION = 1

» Check that the dsepam file/entries created
» Review DataStage and PAM configuration at:

— http://www.ibm.com/support/knowledgecenter/SSZJPZ 11.3.0/com.ibm.swq.im.iis.found.admin.common.doc/topics/ws
isinst config pam.html?lang=en

« If you are on AIX®, also see tech note 1398309
— http://www.ibm.com/support/docview.wss?uid=swg21398309
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» Check that the path for PAM libraries for the dsepam entries are correct

» Be sure that PAM and DataStage libraries have the same bitness (32bit versus 64 bit)
Example:
$ file $DSHOME/bin/uvsh
/u2/15810/IBM/InformationServer/Server/DSEngine/bin/uvsh: 64-bit XCOFF executable or
object module not stripped

$ file /usr/lib/security/64/pam_aix
/ust/lib/security/64/pam_aix: 64-bit XCOFF executable or object module not stripped
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Thank you for joining.

Are there any questions?
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