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IBM et Tivoli sécurité : assurer la sécurité a tous les niveaux

Périmetre défensif
Fermer la porte aux intrus avec:

* Firewalls
L ; _ e Anti-Virus
Périmetre Défensif « Détection d’intrusion, etc.
Couche de controle < Couche de contrédle

* Qui peut entrer?
* Que peuvent-ils voir et faire?
Couche d’assurance « Accés liés aux roles?
\ « Protection de la vie privée?
@ Couche d’assurance
» Conformité aux réglementations?
* Rapports et auditabilité?
* Suis-je en situation de risque?

* Réponse aux évenements de
sécurite?

IBM Software Group | Tivoli software
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IBIVIETHIVOlI Security: ©perations Vianager

Problématiques adressées

« Corrélation d’évenements réseau temps réel

« Attaques perpetrées de l'intérieur — comprendre et gérer ce
gue les utilisateurs internes font

« Satisfaction de l'auditeur et corrélation vers des régulations

specifiques (SOX, Bale Il, ISO, PCI, . . ))
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Les Challenges de Sécurité et de Conformité

= Besoins de conformité croissants

— Initiatives de conformité toujours plus nombreuses

— Nouveaux besoins de conformité dans de nombreux secteurs
industriels

— Surveillance et contréles fiables sont nécessaires pour gérer les
risques et éviter des pénalités ou la perte de business

= Complexité croissante

— Les technologies et les infrastructures disparates fragmentent et
alourdissent les efforts de supervision, de corrélation, d’analyse,
et d’audit de conformité

— Lier la conformité de l'infrastructure a celle du business est
souhaitable, mais difficile

= Codt croissant

— Peu de prédictibilité et de visibilité sur des infrastructures
complexes conduit & une inflation rapide des colts

— Ne pas atteindre la conformité ou ne pas prévenir des menaces

. ~ , CFO Survey: Current state & future direction,
peu imposer des colts énormes IBM Business Consulting Services

= |
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Quel impact d’une faille sécurité exploitée?

La sécurité s’applique a I'ensemble de I'entreprise.

Un point faible dans un seul domaine et c’est 'ensemble du
métier qui est mis en péril.

= Rupture des fonctions clés de I'entreprise;

= Impact direct sur le chiffre d’affaires;

= Perte de confiance des clients et des partenaires;
= Atteinte a I'image de marque;

= Perte de clients ;

= Vol d’'informations confidentielles;

= Risque quant a la conformité avec les régulations en vigueur;

= Responsabilité des dirigeants de I'entreprise;

Colt moyen résultant de I’exploitation d’une faille sérieuse, exploitée:
$1.8 million?

1. Bear Stearns and Co: Internet Security, June 2002
' o |
e -
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Ferez-vous la prochaine “Une” des journaux?

InformationVWeek

BUSINESS INNOVATION POWERED BY TECHNOLOGY

Massive Insider Breach At DuPont

A research chemist who worked for DuPont for 10 years before accepting
a job with a competitor downloaded 22,000 sensitive documents and
viewed 16,706

The Delaware U.S. attomey on Thursday revealed a massive insider data breach at
chemicals company DuPont where a former scientist late last vear pleaded guilty to
trving to steal $400 million worth of company trade secrets. He now facesup to a
decade in prison, a fine of $250,000, and restitution when sentenced in March.

Source: InformationWeek, Fe

-

b. 15, 2007
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Surveiller les utilisateurs privilégiés n’est plus une option

Who Causes Internal Incidents?
= 87% des incidents internes sont causés
par des utilisateurs privilégiés
= La plupart sont des incidents non
intentionnels causés par la violation:
— Des processus de gestion des changement
— Des politiques d'utilisation acceptables

= D’autres sont délibérés, les motifs étant:
— Revanche (84%)
— “Evénements négatifs” (92%) Source: USSS/CERT Insider Threat Survey 2005

= Quelle que soit leur raison, ces incidents Annual Sensitive Data Breaches
codtent trop cher et ne peuvent étre ignoreés:

— Les attaques internes représentent 6% du
chiffre d’affaire annuel

Over 22

— Aux USA, ceci représente un codt de 400

milliards de dollars Less than 3

Source: “Taking Action to Protect Sensitive Data,” IT Policy
Compliance Group, March 2007

Sources: Forrester research, IdM Trends 2006; USSS/CERT Insider Threat Survey 2005; CSI/FBI Survey, 2005; National Fraud Survey; CERT, various documents.

-
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Le questionnaire “Security Audit and Compliance”

Questions de la Direction Informatique et du Métier:

Q

0000

Pouvez vous surveiller si quelqu’un a touché ou modifié des données sensibles de maniére inappropriée?
Pouvez-vous vérifier si nos outsourcers gerent vos systemes et données de maniére responsable?
Disposez-vous de rapports sur les changements non autorisés sur notre environnement d’opérations?

La séparation des taches fonctionne-t’elle?

Avez-vous les moyens d’'investiguer des incidents sans délais?

Questions de vos auditeurs:

Q

O 000

Les journaux des vos application, databases, OS et dispositifs réseaux sont-ils archivés et analysés?

Les activités de vos administrateurs et opérateurs systeme sont-ils enregistrés et analysés régulierement?
Archivez-vous tous les accés aux données sensibles — incluant les accés root/administrateur et DBA?
Avez-vous des outils automatisés pour analyser les enregistrements d’audit?

Les incidents de sécurité et les activités suspectes sont-ils analysés, investigués? Et les actions de
remediations sont-elles prises?

IBM Software Group | Tivoli software
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Régulateurs & Auditeurs
' créent I'urgence

..-/' ISO |
% 25 { SIEM
L ENIST -

\~ VIsA Sarbaneq-Oxley

[1SO17799:2005]
10.10.1 Audit logging

Audit logs recording
user activities,
exceptions, and
information security
events should be
produced and kept
for an agreed period
to assist in future
investigations and
access control
monitoring.

O

= - Financial and Accounting Disclosure Informatio

Mais I’utilité tactique est

IBM Software Group | Tivoli software
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Le Challenge de I’'Audit et de la Conformité

Le Challenge consiste a mesurer et rapporter sur le comportement
de personnes et de systemes a travers |I’entreprise sans inhiber ou
dégrader la performance du métier.

IBM Software Group | Tivoli software
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Présentation de I'Offre Tivoli Security

Les Challenges de I'Audit et de la Conformité

Lo soluton: IBM Tivolfs SIEW e

Architecture proposée pour CA-SA

IBM Value Proposition
Proven Results

Questions
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What is Security Information & Event Management (SIEM)?

= SEM - Security Event Management
— Collecting & Manipulating Security Events to address real-time Security Operation Requirements

— Expected Characteristics

« Collect from a large & diverse range of devices & systems, especially network devices
« Strong correlation & normalization technology

« Efficient Interface to please Security Operators

« Operate essentially in Real-Time

= SIM — Security Information Management
— Transform security log events into Information
— Basic objects are User’s activities, Who touches What data

— Expected Characteristics

« Collect from systems, middleware & applications
* Present information in a format for managers, auditors
* Address regulations & standard compliances

IBM Software Group | Tivoli software
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Tivoli Security Information & Event Management TSIEM

Opérations IT & sécurité Audit interne Sécurité IT

Personnes
utilisatrices
= Attaques & alertes réseau, = Sécurité concernant les comportements
. _ = Trop de données de sécurité » Audit des utilisateurs privilégiés
Probleme: = Pondération des incidents " Reporting et conformite
Solution: !!!”!” !l!! ”|!|!!”l! activites des utilisateurs
Security Operations Manager Compliance Manager
: DT Y: =0
Produit: = )
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Gestion des Incidents temps-réel (SEM)

. > -B B @ |,. e = | & 2= B x [ [&] http://10.0.1.28/main.phtml

Dashboard | To - k Admin

Visuals Window Help

[dhcp-10-0-1-

Tivoli. Sec 3T ns Manager

@ 14:59:18 [CONFIG

ol ]
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Tableau de bord de conformité (SIM)

Compliance Dashboard &€
Enterprise Overview Settings Trend graphic Settings
Eventz by top event count by "What™ and "Whe" for Oct 1, 2005 till Mov. 28, 2005. Percentage of Policy Exceptions for Oct 1, 2005 fill Nov 28,
vt @ Lo s
Access Control b —T—\)—T—‘f— P — 1007
Audit Log Actions p — 0———— —‘rl |J,_ a0-

Restarts » — -

Retrieve Sys.Info b —o

!
System Actions » @ g—x; — ~ ,/ ]I
'l

System Updates »

User Actions » -?—?—?—,’—1)—1)—1)— ;p I AT I A

@ @f ¢ ;ﬁﬁy

= Database Overview

l,—"'_‘\-\ (—"'_"‘\ (—"'_‘-h — . Name: AggrDb
= Status: Loaded & Selected
Leading Date: Now 29, 2005

Content tion of all collected material for the last 90 days.
AgarDb sc-x anoe Easel I HR  Banking Test alial Smeak A ool L=
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Agenda “Gestion des menaces et de la sécurité”

Gestion des logs et audits avec Compliance In

1. Capturer — Gestion des logs de I'entreprise
2. Comprendre — Interprétation sophistiquéee

3. Communiquer — Reporting et audit de conf
solution

Corrélation d’évenements avec Security Operations Manager
1. Pre-filtrage et aggrégation des évenements de sécurité
2. Corrélation d’événements

3. Investigations, gestion d’incidents et alertes, reporting

IBM Software Group | Tivoli software




11I\'0) 0 software

Security Compliance & Audit Solutions

Consul Risk Management, founded in 1986, was a privately owned company based in Delft,
Netherlands, with a principal office in Herndon, Virginia. IBM acquired Consul in January 2007.

Consul Risk Management’s Business Focus

» Providing compliance and audit management software that speeds the delivery and lowers the cost of
tracking, investigating and reporting on non-compliant usage of information technology (IT) applications
and systems, such as unauthorized access by privileged users.

Consul Risk Management Reputation

» Two decades of experience in security audit and compliance, mainframe roots
» Leader in automated log collection, user monitoring and compliance reporting
* Products installed and used in 100’s of customers from 30 countries worldwide
» Partnerships and resellers established around the world

IBM Software Group | Tivoli software
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La spécialité de Consul: Supervision et Conformite

Consul InSight "Suite

.
¥ InSight zSecure

Security zAudit zAdmin
Manager

zVisual

zToolkit

Compliance
Modules

o admin

4
9 Manage‘“e

Gestion de journaux,
Supervision d’acces,
Rapports de Conformité

Pour systemes centraux
et serveurs distribués.

IBM Software Group | Tivoli software
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Collect
& Store

Investigate
& Retrieve

Log Continuity
Report™
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Gestion des Logs de toutes les plate-formes

Fonctionnalités:

= Collecte sécurisée et fiable depuis n'importe
guelle plate-forme

= Support complet de collecte de logs natifs
(Syslogs, audit trails, SNMP, LDAP, Active
Directory, etc.)

= Archivage dans un dépbét efficace et compressé
= Accéder aux informations a la demande

= Recherche a travers tous les logs

= Rapports prouvant la continuité de la collecte

Avantages:

= Reduction de colts par 'automatisation et la
centralisation de la collecte et de I'archivage

= Réduire la longueur des audits internes ou
externes.

mpienenaion: psg and iy

IBM Software Group | Tivoli software
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L: Portal Leg Manager = Continuity Report

| EEL

Log Continuity Report

» Graph Actions *
g X Export to PDF
< June 24, 2005 = < xpartia OV
% CRMO0Z I —— I ———|————|————|———— — B Export to Excel
g PublicWebsite | | Retrieve selected Logfiles
I I I I I
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el CRMOT2 I el I ___|____|____|________
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@»Ely Browser Timezone
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1 | | 1 |
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ohoo oo shoo 121.|:u:| 16h00 20000 A1 Audiied Machine iy
I hour Tl day I week T morth T WEar I
Legend -

=] Continuity Logfile
=] Mizsing Logfile

» List of Logfiles

|:| =| [3 [33 kb [June 25, 2005 10:00 June 25, 2005 (12:00 (GNMT +1}{IS Public website CRMOOT @ Miz=ing Sub Logfile
[1El |5 (21 ke (June 25, 2005  |11:00 June 25, 2005 |12:00 (GMT +1)|Windows Server Web Server Public CRMOOT Failed collect, not collected yet
[ |2 [1.3mb|sune 25,2005 [12:00 June 25, 2005 | 13:00 (GMT +1)|SAP Internet Banking Public | CRMOOT g?i’_’t‘f"ﬂlmmb T
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@ Done

a My Computer
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Dashboard History Continuity  Activity |nvesiigate Retrieval

L: Portal » Log Manager > Investigation Tool

Depot Investigation Tool

* Query builder

Step 1. Time period

maonth

day year manth day year
from: | apri v [1 [v] 2001 [w] 2= 8 [apri ¥ [21 [v] {2008 [v] =
Step 2. Event Source

InSight server Foint of presence Audited machine name  Event source type Event source name

all all all all all

server-01 SERVER-05 SERVER-05 InSight Server Activit, | InSight Server Activit
server-05 STYX InSightWeb Applica| |InternetInformation S
Internet Information S| | Oracle

Microsoft Windows

Step 3. Select Fieldnames €'

“You changed your selection in the eventsources, this may cause mizsing fields in this list. Refresh the list to see all relevant fieldnames
& Refresh Fieldname list

[ select All Fields

date |:| =_port |:| BEMVICE m
dst number |:| action

type [] granularity sor

|:| eventclazs |:| rezource |:| zublogtype

Step 4. Content Search

clearlog* |

"Start Search |

;ﬂ.:'ﬂx

Help

Actions

A Start Search
& Stop Search

.~ Refresh Fieldname List

Retrieve selected Logfiles
& Restore default settings

View

I By Other Timezone

AP Show Timezone (GMT)
By Browser Timezone

Search information

Status:

Creation Time:

Logfiles
Events

I:JI:JI:JE

Support

@ Dane

‘ Internet
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K BEE
File Edit Tools Syntax Buffers Window Help Fle Edit Tools 3wntax Buffers ‘window Help
2 AHRE 9@ fEnRRABIASA TR
AFA@AHA@ATA@AI{AIEC-_A@A@A[:A@A@A@A@A@A@A@A@ALA@AFA@SEBUHIT?ALA@2A@S§ “z " (Security audit (SECURITY) on APPLES, system id: 2674 =
“H@="EBATCH_440°H R/ @"D E"A @ H @ W Apijiij "H & ~3[Auditable event: Batch process login
"B H R ZH R E R R Event time: 1-MAR-2065 B80:02:09_.84
“@"G"@APPLES . "RB" S @DSAO:[SYS1.SYSCOMHON. J[SYSEXE]LOGINOUT .EXE“F @ g @~1"|PID: 20402B44
@ L B F RSECURITY H E+ @ Process name: BATCH_448
|i"N"G"E-"EMQH"Y @ [@xyzz.bananajunior.com”L mﬁe;wner S[:zﬁggtrl]
@ H YR :;Agf@@gu it ] ATH @ W AP TH @™ “"999 Image name: DSAB:[SYS1.5YSCOMHON. |[SYSEXE JLOGINOUT .EXE
Posix UID: -2
: “E°G"ECYGHUS . "B S EDSAB:[SYSO.SYSCOMMON. J[SYSEXEJLOGINOUT .EXE"F B A"E"T” Posix GID: -2 {(%XFFFFFFFE)
"@“LA@"F“@SEBURIT?“L"@Z"Escznz“ﬂﬁ"@“HA@)"@wl! $"EE"@SYSTEH
3THRs” Security audit (SECURITY) on CYGHUS, $ystem id: 2873
"R H @ Auditable event: Hetwork login
[CINE T “|Event time: 1-MAR-20085) 08:82:16.11
PID: 20821A46D
Wu3"H Flle Edit Tools Synkax  Buffers Wlndow Help o _P2_BGHL
! @“[al I|@@|%.E|@ﬁﬁ@|éé§&|?@@|?@ Lipeernane: SERUER
@ L [npr 5 17:28:38 syslog su{pam_ 9]: authenticatiop failure; logname= |[Image name: DSHB:[S?SB."?SBIJMMI]N.][S\'SExE]LI]I:INI]UT.EXE
- tty= ruser=acristal rhost= Remote node id
" Apr 5 17:22:83 syslog sshd{p3 A351]: session closed for user acrist|Remote node Fu ®xyzz.bananajunior.com
m » Apr 5 18:81:81 syslog crund(pam n1x)[1l]!|36]: session closed for user MQM |Remote username: HAGH
Apr 5 19:01:81 syslog crond{pam §nix)[10438]: session closed for user HQM |p.ciw yID: -9
= ™~ Apr 5 28:81:81 syslog crond{pam_| n1x)[1l]!|!|l]]: session closed for user HMQH Pocix GID: -2 (%XFFFFFFFE)
Apr 5 21:81:81 syslog crond{pam_| 18442]: session closed for user HQH
Apr 5 22:81:81 syslog crond{pam_| unlx) 18444]: session closed for user HQH q q 910 |-
Apr 5 23:81:81 syslog crond{pam_unix)[10446]: session closed for user HMQH SEI:L.Il‘lty A RS ECURITV RO N RCREHIS SyStem_ld' 2Bad
Apr 6 00:81:81 syslog crond{pam_unix)[18448]: session closed for user wgu [Auditable ewvent: Batch process login
Apr 6 01:01:01 syslog crond{pam_unix : session closed for user HQn [Event time: 1-MAR-2885 080:82:32.61
Apr 6 B82:81:81 syslog crond{pa +—session closed for user HoM ([PID: 20219477
Apr 6 83:01:81 syslog crond{pam | un1x)[1l]1|??]: tession closed for user MQM [Process name: BATCH_ 443
Apr 6 083:33:29 syslog crond{pam_unix)[18479]: Fession closed for user HQH |Username: SYSTEH
Apr 6 B84:81:82 syslog crond{pam_unix)[18589]: Eession closed for user HQHM |Process owner: [SYSTEM]
Apr 6 B4:83:46 syslog crond{pam_unix)[18511]: 5ession closed for user HQH
Apr 6 B4:38:82 syslog crond{pam_unix)}[11812]: session closed for user HMQH
Apr 6 B5:81:81 syslog crond{pam_unix)}[11831]: session closed for user HMQH
Apr 6 B6:81:81 syslog crond{pam_| un1x)[11l]33]: session closed for user MQM
Apr 6 B87:81:81 syslog crond{pam_unix T session closed for user HQM
Apr 6 B88:81:81 syslog crond(pam_unlx)[11l]3?]: session closed for user HQH
Apr 6 B8:42:11 syslog sshd({pam_unix)[11841]: session opened for user ebarrios by (uid=8)
Apr 6 B8:42:43 syslog sshd{pam_unix)[11871]: authentication failure; logname= uid=8 euid=8 tty=ssh
Fuser= rhost=18.181.1.154 user=ebarrios
Apr 6 B8:42:49 syslog sshd{pam_unix)[11877]: session opened for user ebarrios by (uid=8) =l
22,45 Top
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Plutot que de recourir a de nombreux experts...

B B B

EQDIT E’t;!an E_f_.tprr Eﬁ_mr E]f.jmn @nn

Auoir| [Ruor| [Ruoit Eﬂpn

Export Expert Expert Expert Expert Expert Expert Expert Expert Expert
Windows z/O0S AlX Oracle SAP ISS Firewall-1 Exchange IS Solaris

Comprendre
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Tous les journaux sont traduits en un méme language

windows | (205 | [ x| loace | [sap | s riewals [sichange | | 1S | solaris

ot Lttty

Etomprendre
=

IBM Software Group | Tivoli software
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Traduire les journaux dans un langage compréhensible
la méthodologie W7

1. Who did
7. What type of action

3. 0on What file/data

4. \When did he do it and ‘
5. Where

6. from Where Nous faisons le travail de traduction, I
7.Where to

IBM Software Group | Tivoli software
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Interpretation et Corrélation sophistiquée

Technology Manage Lugsl Monitor & Audit ‘ = Interpretation de n’importe

Analysis Engine quel log ou format

Fonctionalités:

= W7 : normalisation

Applications

= Comparaison de milliards
d’événements avec les
politiques et regles permises

Collect normalize
& Store & Who

i) What
Investigate & on What
& Retrieve ) When Avant ages:
) Where
Log Contintit ) Where from = Interpréter and superviser
Security Devices Report™ © Where to tous les logs avec moins de

ressources manuelles et
cheres

= Détecter et résoudre les
problémes de sécurité
rapidement.

— I

IBM Software Group | Tivoli software
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| Security Compliance & Audit Solutions

Que font les utilisateurs sur mes systemes et données sensibles?

Comparer le comportement “Deésiré” par rapport au “Réel”

does occur

Comprendre

IBM Software Group | Tivoli software
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Enterprise Ovensiew Settings Trend gra
[Database AGGRDB on Server CEASS by "on What' £ "Who" for Jan 22, 2004 till Mar 11, 2004 yYWhere do you weant to go
on What o 1004 Yieww S0 Compliance report
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System data » »—ig P | 40 ¥ Resources
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hboard Summary Heports Policy

§ @ W % A

Groups  Sefttings Regulations

tal > Dashboard » Reporte » Databaze Top 10 Reports * Direct Database Access

irect Database Access Report

Time period setup

Month Day

Year

Haur fin.

tart time |September u vl 2006 I I I

nd time |September u vl 2006 I I I

Execute Reset

me Zone | Eventtime zane

]

Event List

werity~ ~ | When o | e o | What 257 Where %7 [Who %7 |from Where... %7 | on What 2% Whereto...5f
Sun Sep 03 2006 09.00:02 GMT-05:00 (1 Legon : User / Success M3 SQL Server |Joe Security  |MS SOQL Server DATABASE ; -/ Unavailable MS SQL Server

- Sun Sep 03 2006 09:00:03 GMT-05:00 (1 Access . Dbobject / Success |Oracle Finance |Mike Bonfire |Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09.00:03 GMT-05.00 (1 Access ;. Dbobject / Success | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:.00:06 GMT-05:00 (1 Accessg : Dbobject / Succesz |Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance

- Sun Sep 03 2006 090006 GMT-05.00 (1 Access ;| Dbobject / Success |Oracle Finance |Max Doane Cracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:.00:06 GMT-05:00 (1 Logon : User / Success Oracle Finance |Max Doane Oracle Finance DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 092000 GMT-05.00 (1 Legon : User / Success W3S SOL Server |Max Doane MS SQL Server DATABASE ; -/ Unavailable Cracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Access : Dbobject / Success |Oracle Finance |Max Doane Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 092000 GMT-05.00 (1 Access ;| Dbobject / Success |Oracle Finance |Max Doane Cracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 (1 Logon : User / Success DB2 Server Jim Hofferman |DB2 Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 0920001 GMT-05.00 (1 Access ;| Dbobject / Success (DB2 Server Jdim Hofferman |DB2 Server DBOBJECT : Finance/fn_op / Fn_op (DB2Z Server
Sun Sep 03 2006 09:20:01 GMT-05:00 (1 Access . Dbobject / Success |MS SOL Server | Joe Security  |MS SQL Server DATABASE : -/ Unavailable DB2 Server
sun Sep 03 2006 09:40.00 GMT-05:00 (1 Logoff : User / Success DB2 Server Mike Bonfire [DBZ Server DATABASE : -/ Unavailable DB2 Server

- Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Accessg . Dbobject / Success |MS SOL Server |Mike Bonfire |MS SCQL Server DBOBJECT : Finance/fn_lg/ Fn_lg |Oracle Finance
Sun Sep 03 2006 094000 GMT-05.00 (1 Logoff: User/ Success M3 SQL Server |Joe Security  |MS SOQL Server DATABASE ; -/ Unavailable Cracle Finance
Sun Sep 03 2006 09:40:00 GMT-05:00 (1 Logoff : User § Success Oracle Finance |Max Doane Oracle Finance DATABASE : -/ Unavailable Oracle Finance

- Sun Sep 03 2006 094000 GMT-05:00 (1 Access : Dbobject / Success |Oracle Finance |Mike Bonfire | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance

I« «€123455% =
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| Security Compliance & Audit Solutions

Rapports d’Audit et de Conformite

Fonctionalités:

= Centaine de rapports

the ™M S
prédéfinis
Manage Logs \ Monitor, Audit & Report ‘ * Modules de Conformité
Analysis Engine Report Center = Alertes “Special Attention”

PUMA‘"’II
Collect normalize Custom
& Store © Who Best Practices Avantages:

4 @ Was 4\ Compliance _ L.
Investigate @ on What A\ so1r = Reéduire le temps et I'effort
& Retrieve & When Basel Il de réponse aux audits
O Where SAST0 . ;
LDg Contin_pity ) Where from HIPAA = RappOI"[S InStantaneS, sans
Report™ & Where to GLBA perte de temps

SOX

PCI = Reéduire le risque de menace

interne: :

= Rapports personnalisés

— Protection de l'information

— contrble du changement

— User management

IBM Software Group | Tivoli software
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Dashboard Summary Reports  Policies  Groups

Settings

Regulations Log

L: Dashboard = Regulations = Zarbanes Oxley Regulation Reportz

Sarbanes Oxley Regulation Reports

.

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report

No description given

Sarbanes Oxley (FFIEC 1.3.1.1) Classification report

No description supplied

Sarbanes Oxley (6.3, 8.1.3) Security alert

Alertz 2ent in rezponzse to policy exceptions or 2pecial attention
exceptions.

Sarbanes Oxley (8.1.2) Operational change control

Changes to the operating environment such as system updates, DBA
activity etc.

Sarbanes Oxley (8.1.8) External contractors

Exceptions and failures caused by External Contractors.

Sarbanes Oxley (8.3) Malicious attacks

Exceptionz and failures due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actions performed by the [T Admin staff.

Sarbanes Oxley (8.5) Metwork management

Actionz and eventz caused by users on Network Services.

Sarbanes Oxley (8.7.4.1) Mail =erver

Exceptionz and failures for the Mail Server assets.

Sarbanes Oxley (8.7.6) Publicly available systems

Actions and exceptions on Publicly Publizhed Data.

Sarbanes Oxley (9.2 4, 8.7) Review of user access rightz

Actionz performed by adminiztrators on uzers.

Sarbanes Oxley (9.2.4.c, 8.7) System access and use

Successes and failures against key assets

Sarbanes Oxley (9.3) User rezponsibilties and password use

Logon failures and =successes either locally or remotely.

Sarbanes Oxley (9.4) Network access control

Actions performed on and eventz and exceptions generated by
Network or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connections to remote computer systems

Sarbanes Oxley (9.4.5) Remote diagnostic pert access

Detection of accez=es to the diagnostic portz on =2ervers.

Sarbanes Oxley (9.5.3) User identification and authentication

Logon/Logoff successes and failures.

Sarbanes Oxley (9.5.5) System utilties

Uzage of system utilities

Sarbanes Oxley (9.6) Application access control

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.5.1) Infoermation access restrictions

Who accessed sensitive or private data successfully or
unsuccessfully.

Sarbanes Oxley (9.6.2) Senzitive yztem izolation

Exceptionz and failures againzt =ensitive 2y=tems data in az=et groups
U=zer, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing eventz

Exceptionz and failures recorded by the InSight ystem.

Sarbanes Oxley (9.8.1) Mobile worker

Exceptions and faiures for mobile workers.

Thiz will give you access to all the
products available with this specific
USErNAame.

If you forgot vour uzername and/or
pazzword pleaze contact your
adminiztrator.

Contact us

In the US5:
contactzalez@consul.com

Direct Line: +1 703 675 2022

Toll Free (US only}). 800 258 5077

EMEA and Asia Pac:
contactzales@consul.com
Direct Line: +31 15 251 3333
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Dashboard Summary Reporis

& @ W %% A

Policy

Groups  Seftings Regulations

L: Dashboard * Regulations * Sarbanes Oxley Regulation Reports = Operatiocnal Change Control

: Time period

setup

Manth

Day

Operational Change Control of Finance database

The system update report shows

Year Hour

Min.

Starttime | October vl 1 vl 2006 vl ] vl 40 vl

Reset

Endtime | Movemnber vl 1 vl 2006 vl ] vl 40 vl

Execute

Time zone | GMT-05:00 Mew_York, Mipigon, Fangnirtung

]

changes to key system components.
This report when used with the incident
tracking report allows changes to be
monitored and recorded and tracked via
an external incident tracking system.

Regulation »

Paragraph 8.1.2

Ce19 %

« Summary report Data Selection -
) ) ) = o This report is based on the folowing
Who group ... %5 |What group ...%f |OnWhat group ... %7 \Where to group ... %7 |#Events -~ #Pol.Excp. -~ |#Spec.Att -~ | #Fail, ~~ aroupe
Administrators System Administration |General Data Finance Server 1256 15 145 12 '
Adminiztrators Sy=tem Operationz Senzitive Data Finance Server 1352 a9 156 0 What DBA Actions,
Administrators System Updates Financial Data Finance Server 1543 154 456 45 - System Actions,
- Sy=stem Adminiztration,
FinAdmin Staff System Updates Sensitive Data Finance Server o544 16 165 0 - System Operations,
T Sy=tem Actions Financial Data Finance Server C456 125 14 0 - System Updates
1} System Operations Sensitve Data Mainframe FIN 8836 91 4
Contact us =
T Sy=stem Updates General Data Mainframe FIN 4875 4 45 2 F
- - - N - In the US:
T Admin Autherization Objectz | Financial Data Finance Server 56 [ 16 23 contactzales@conzul.com
T Adrmin System Operations Senszitive Data Mainframe FIN S48 189 16 0 Direct Line: +1 703 675 2022
T Admin System Updates General Data Mainframe FIN 5165 48 54 0 e
Sales System Actions Financial Data Finance Server T8 T T8 0 EMEA and Asia P
System System Actions Financial Data Finance Server 15654 ] 15 0 contactzales@consul.com
System System Administration | Sensitive Data Finance Server 546 15 4 0 S e
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Dashboard Summary Reports Policy Groups  Seftings Regulations  Portal
L Portal » Dashboard = Regulations = Sarbanes Oxley » Operational Change Report = Eventlist

Eventlist of IT Admin doing Autharization Objects on Financial Data on the Finance Se

» Time period setup

+ Ewvent List

Severity~~ | When o | # | What -2 57 Wnere o5 (Who .l

2 Tue Oct 24 2006 14:32:44 GMT+02:00(1 Grant : Privilege ! Success| SRV _DC_034 (Windows)|Mike Benfire  |WS_03442 USER : David0&s / SRV _DC_034
(Windows) David0&3 (Windows)

2 Tue Oct 24 2006 16:09:39 GMT+02:00 (1 Grant : Privilege / Success |SRWV_DC_034 (Windows)|Mike Bonfire |WS_03442 USER : David0&a / SRV_DC_034
(Windows) David038 (Windows)

2 Tue Oct 24 2006 16:20:49 GMT+02:00(1 Grant : Privilege / Success | SRV _DC_034 (Windows)|Jim Hofferman |WS_03442 USER : Adminizgtrator /  [SREV_DC_034
(Windows) Administrator (Windows)

2 Tue Oct 24 2006 16:20:52 GMT+02:00(1 Grant : Privilege / Success |SRWV_DC_034 (Windows)|Jim Hofferman |WS_03442 USER : Adminiztrator /  [SREV_DC_034
(Windows) Adminigtrator (Windows)

2 Sat Oct 28 2006 11:21:26 GNT+02.00 (1 Grant : Privilege / Success | SREV_DC_034 (Windows)}|Jim Hofferman | SRV_DC_034 USER : Administrator /| SRWV_DC_034
(Windows) Administrator (Windows)

2 Sat Oct 28 2008 11:21:45 GMT+02:00 (1 Grant : Privilege / Success |SRWV_DC_034 (Windows)|Mike Bonfire |SRV_DC_034 USER : Unavailable ! SRV_DC_034
(Windows) Unavailable (Windows)

2z Tue Oct 31 2006 08:03:02 GMT+02:00 (1 Grant : Privilege / Success | SEV_DC_034 (Windows)| Max Doane SRV_DC_034 USER : Richard018/ SRV_DC_034
(Windows) Richard0d19 (Windows)

2 Tue Oct 31 2006 08:03:02 GMT+02:00 (1 Grant : Privilege / Success |SREV_DC_034 (Windows)| Max Doane SRV_DC_D34 USER : Richard018/ SRV_DC_034
(Windows) Richard019% (Windows)

2z Tue Oct 31 2006 08:05:01 GMT+02:00 (1 Grant : Privilege / Success | SRV_DC_034 (Windows)|Jim Hofferman | SRV_DC_034 USER : Chin03S / SRV_DC_034
(Windows) Chin055 (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00 (1 Grant : Privilege / Success | SRV _DC_034 (Windows)|Jim Hofferman | SRV _DC_034 USER : Chin055 / SRV _DC_034
(Windows) Chin055 (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00 (1 Grant : Privilege / Success | SRV_DC_034 (Windows)|Joe Security | SRV_DC_034 USER : Seanl31/ SRV_DC_034
(Windows) Seanl3 (Windows)

2 Tue Oct 31 2006 08:05:01 GMT+02:00 (1 Grant : Privilege / Success | SRV _DC_034 (Windows)|Joe Security  |SRV_DC_034 USER : Sean031/ SRV _DC_034
(Windows) Sean031 (Windows)

2 Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Mike Bonfire |SRV_DC_034 USER : Rick053/ SRV _DC_034
(Windows) Rick053 (Windows)

2 Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Mike Bonfire |SRV_DC_034 USER : Rick053/ SRV _DC_034
(Windows) Rick053 (Windows)

2 Tue Oct 31 2006 08:30:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows) | Mike Bonfire |SRV_DC_034 USER : Ralph037 / SRV _DC_034
(Windows) Ralph037 (Windows)

2 Tue Oct 31 2006 08:30:00 GMT+02:00|1 Grant : Privilege / Success| SRV _DC_034 (Windows)| Mike Bonfire |SEV DC_034 USER : Ralph037 / SRV _DC_034

v
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Dashboard Summary  Reports Policy Groups  Seftings Regulations

L: Portal - Dashboard = Regulations * Sarbanes Oxley » Operational Change Report = Eventlist - Event-g

Event Detail

» Event information

onta us
Field Group In the US:
Severity 2 (1=} - contactzales@consul. com
. e . Direct Line: +1 703 675 2022

When Fri Oct 31, 2006 08:05:01 GMT +02:00 Office Hours (10} 10 Toll Free (US only): 800 258 5077
What Grant : Priviege ! Succesz Securty Changes 50

Adminiztration 40 EMEA and Asia Pac:
Where SRV _DC_034 (Windows) Finance Server 50 contactzales@consul. com
VWho Jim Hofferman Administrators 30 Direct Line: +31 15 251 3333

Databaze Admin 30 —

Finance Admin 20
From Where KPWKSTO3 (Windows) Werkstation 10
On What USER : Chin055 / Chin055 Authorization Objects 30

20
Where To SRV_DC_034 (Windows) Finance Server 50
+ |ncident Tracking ¥ AUDIT_200503.AUDIT (C:,Documents and Settings'ross'Desktop) - G¥IM2 - o] x|
File Edit Tools Syntax Buffers Window Help
» Additional information AHRE 0@ aaRRABISSA[TEACQ|? 2
. FEARTRKE, AR RRRERREREEREEL @ F @ECURITY L'B2 @S4" z A% @ H @) ED+R § @8 E@SYSTEM =
« Investigate ¢ “H"@*"@BATCH_L4O"H R/ “@"D @ A"@"H @ W Apijjij H @ X" Apiijj
. “E'H'R"ZH'E"RE"R
Time: Fri Oct 31, 2008 08:05:01 GMT +02:00 (=} 1 minute VI “@"G"@APPLES. @"S"@DSAB:[S¥S1.SYSCOMMON. J[SYSEXE]LOGINOUT.EXE"F @ E"R T @"N"EL"@"E"C"E"@"E"R"E B @
) ' ] . - “@"L"@"F"@SECURITY "H @+ @
Selected time zone: GMT+01:00 Rome, Zan_Marino, Sarajevo 13N G E-"BHQH"Y"@ “@xyzz.bananajunior.com L @2 @6N0dz"Ax"R H @) "@n=1 § @8 @HQH

D Fiter by Platform: SRV _DC_034 (Windows) L “RT@*"EBHQMTC_P2_BG164 " H @/ @ @™ AR™A™H @ W Apijijj "H @" X" Apijijij

@ H'E"YHR'R"E"R
(I Fitter by User: Jim Hofferman "@"C ECYGHUS . @S @DSAB:[SYSH.SYSCOMHMON. [[SYSEXE]LOGINOUT .EXE"F R A"E T @K E; "R @ "¢ "E @ 'R "B’ A"’
- . “@"L"@"F"@SECURITY L @2"@3c%nz"A*"@"H @) "@uE? $"@8“@SYSTEH “H'@="@BATCH_&4
Investigate | 43"H R/ "D @A @ H @ W AP “H @K " Apyiij
"ETHORTYHTRTRE"R
"@"C ECYGHUS. @S @DSAB:[SYSH.SYSCOMHMON. J[SYSEXE]LOGINOUT .EXE"G ™A@ T @K E; "R @ "¢ "E "R BB @ @
"@"L"@"F "@SECURITY L @2 "E@N"Lanz " A="@"H @) "Eult $ @8 E@SYSTEH "M @="@BATCH_
443 H R/ @D TETATEH @ W AP TH R K " apijijij
Logrecords... @ HETYCH R ENE R
“@" G ECYGHUS . "@"S"@DSAB: [SYSO.SYSCOMHON [J[SYSEXEJLOGINOUT.EXE"Z @ A @™V @ U eT A @ (" R B "R e 8"
“@"L"@"F"@SECURITY " H RI"EN! 3% H E"E" A @ A @ "H @ A"@ A R @ @ H E@% BF ILE
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| Security Compliance & Audit Solutions

Agenda “Gestion des menaces et de la sécurité”

Gestion des logs et audits avec Tivoli Compliance Insight Manager
1. Capturer — Gestion des logs de I'entreprise
2. Comprendre — Interprétation sophistiquée des logs

3. Communiquer — Reporting et audit de conformité Architecture de la
solution

Corrélation d’évenements avec Tivoli Security

1. Pre-filtrage et aggrégation des évenements
2. Corrélation d’évenements

3. Investigations, gestion d’incidents et alertes

IBM Software Group | Tivoli software
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Les tentatives de protection des biens de I’entreprise ont engendré un pilotage
complexe de la sécurité

Evaluer Mettre en Le déploiement d’outils et
. ceuvre les "aaui AR IFiEE
les risques d’égquipements de sécurite

polices de multiples implique:
securite .

< Un pilotage complexe de la
Securité;

“ Aucune vue consolidée de la
sécurite du SI;

“ Difficulté a isoler les véritables
menaces;

< De multiples alarmes et alertes
redondantes avec faux positifs

lon des risque
ldentifier JnNse aux mena
ur la sécurite

les biens ettre en

occuvre le

'\..\>

R < Difficulté a gérer les priorités et
. les escalades
Superviser _ i
et détecter + Une perception erronee du
les attaques niveau réel de sécurité

+ Mauvaise comprehension de
I'exposition reelle de I'entreprise

IBM Software Group | Tivoli software
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| Security Compliance & Audit Solutions

La problématique : Sources et Environnements multiples

Management Consoles Correlation
dissocié Multiples Manuelle

IIIIIIIIII>

Solutions
diverses

S&

Identity & Network Firewall  Antivirus  Servers Apps Routers
Access IDS

IBM Software Group | Tivoli software
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Security Compliance & Audit Solutions

La solution : Une Interface SIEM unique pour une collecte hetérogene

Heterogeneous .
collection & Secur.'ty
) Information &
correlation threat Event
analysis Management

(SIEM)

Vendor-specific Configuration &
configuration & Control Product
control of point

solutions i.e. Firewall-1, Site Protector

Vendor-
specific point
solutions

Sdl YJomieN
SNJIAJUY
suoneoljddy

IBM Software Group | Tivoli software
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Une solution de pilotage de la sécurite opéerationnelle

TSOM est aujourd’hui utilisé par les plus grandes sociétés (banques, opérateurs
télecom, gouvernements).

0!

v'"Consolidation des données de sécurité de
I'infrastructure

v'Gestion du risque pour les applications
metiers critiques

v'Fournisseurs de solutions de pilotage de la
sécurité hébergés (MSSP)

IBM Software Group | Tivoli software



11I\'0) 0 software

| Security Compliance & Audit Solutions

Apercu de Security Operations Manager

= TSOM est un outil de pilotage de la sécurité et de gestion des incidents; il est
concu pour améliorer I'efficacité opérationnelle du SOC en offrant une
solution intégrée d’analyse et de resolution des problemes:

— Agregation et centralisation des logs provenant d’environnements
hétérogenes

—  Correlation inter équipements et gestion des priorités en temps réel sur
détection d’'un incident

—  OQutils intégrés d'investigation et remediation aux problemes détectés
—  Tableaux de bord temps réel du statut du périmetre sécurité supervisé
—  Gestion intégrée des incidents grace au systeme de tickets

—  Reporting détaillé sur I'efficacité opérationnel, le pilotage et la conformité
aux standards (sox, Basel II, PCI...)

—  Pondération des biens metiers afin de prendre en compte cette dimension
dans la gestion du risque

IBM Software Group | Tivoli software
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Méthode de détection des incidents sécurité

Events ) o)

Logs
Vulnerabilities
Asset Info

®

Business
Relevant
Incident

9)eS83.188Yy
azI|eWION
3zI|en)xajuo) ' |
a}e)al110)

“TSOM automates the aggregation and correlation process. It mitigates false positives and alerts
my team to real threats in a timely manner. The product is more or less what | would have
designed and built myself, given four years and a pool of developers.”

— Jeff Hartley, Cox Communications

IBM Software Group | Tivoli software
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CMS

(Central Management Server)

LA fieni A gpialle el il
—— r—
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Event Collection

1 LTI, ’

—

Wirejags

|
'~ EAM (Event Aggregation hlndl'lel .
_i-:MTI'- {E:ent_nggregati:;-n Module)
EAM (Event Aggregation Module)
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e ” Investigation Tools
iy Convia J 2
PHi:r’hlu = it ZO PN Trace Routs

Hastral d Whis. Lok
PRRRERY SRS S UDPITCP Port Sean
Vulnerability Info 0% Fingerprirt
Host info Details Service Probes

Sran on Demand

Business Context

Event Contex! Assel Weighting
:un:ﬁ-:; . Warchilst - Asset Grougs
vent Mapping gt - i h
b Watchist - Business Unit

Validity, Severity Secuwrity Domains

Central Management Server
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Result

Actions

SHNMP Trap - HPOV, Tivoli
Ticket Escalation - Remedy ARS
firewall, Switch Block
e-mail, page

Alert

Meta-Event

Launch any Script

ACTIONS

. Nm

i

o
NOC, \T. Management

DASHBOARDS

Database

e
nenSECURE Dashboards
Web Browser [ Java

REPORTS  — =

Report
MySQL :
Oracle Engine

Central Management Server

Scheduled, via Email,
Portal, On Demand
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Tableaux de bord consolidés et temps réel

® > -B B %

o o D& =P X | 2] http://10.0.1.28/main.phtml =
Tivoll. Security Operations Manager

Dashboard

Visuals Window Help

[dhcp-10-0-1-

g E B
@ 14:59:18 GONFIG

|uﬂhugrgphi: Chart Style | SUPERIMPOSED BAR - | E

i | ist Events

a Security in Threats *

@1452.18
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EMEL Operations — UK
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Pwlo|w
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216.229.57.104 Medium | 16.667 | 0.067 A
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PowerGrid

processing

Event Class

Permit traffic.accept Finance.Accou Hetscreen
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28 |Meta:(Unauthorized Perimet policy.violation 100 100
22 drop traffic.reject 5 5 Atlanta.Perimet| Chackpaoint Fi
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CAIS 2.5 build 001746 04 Guardediet, Inc. All rights reserved Loz cut admin [*7




Un exemple : Logs PIX au format brut

|+ root@secsrvz~

$PIX-4-1060
$PIX-4-1060
3PIX-4-1060
3PIX-4-1060
3PIX-4-1060
3PIX-4-1060
$PIX-4-1060
$PIX-4-1060
$PIX-4-1060
$PIX-4-1060
$PIX-4-1060

[T ET I U U R N R N U X

3PIX-6-106015:
EPIX-4-106023:
3PIX-6-106015:
EPIX-4-106023:
FPIX-6-106015:
$PIX-4-106023:
$PIX-4-106023:
FPIX-6-106015:

T I T T T I U U TR FUR TR T 1)

tep
tep
tep
tcp
tcp
tcp
tcp
tep
tep
tep
tep
TCP
tcp
TCP
tcp
TCP
tep
tep
TCP

outside:l

outside:
outside:
outside:

outside:]

outside:
outside:

outside:2
outside:2

outside:
outside:
connecti
outside:
connecti
outside:
connecti
outside:
outside:
connecti

789 dst inside:204.56.46.
1294 dst inside:204.56.46.

9 dst inside:204.56.46.233/25

3
3

/25 by access-—
/25 by access-—

11I\'0) 0 software

group "outside acl"”
group "outside acl"”
by access-group "outside acl"™

54368 dst inside:204.56.46.233/25 by access-group "outszide acl”

12.1e0.0.

/ 252 dst inside:204.56.46.233/25 by access-group "outside acl”
64.109.152.3/50953 dst inside:204.56.46.233/25 by access-group "outside acl”
84.244/11774 dst inside:204.56.46.233/25 by access-group "outside acl”
58919 dst inside:204.56.46.233/25 by access-group "outside acl”
dst inside:204.56.46.233/25 by access-group "ocutside acl”

204.56.46.233/25 by access-group "outside acl”
on) from 58.209.30.69/11294 to 19%9.239.30.102/25 flags RST

194,139.33
on) from 3

81.223.187.7

/54668 dst inside:204.

on) from 70.42.39.14/2703 to 199.239.30.107/59488 flags R5T

1594.1
129,

an interface cutside

by access-group "outside acl"™

aon interface cutside

/ flags FIN ACK
5.135/40748 / by access-group "outside acl”
from 38.116.146.175/25 to 204.56.42.21 018 flags FIN P5H ACK on interface outsi
out2ide:216.74.162.15/19560 d=et inside:204.56.46.233/25 by access-group "outside acl"
outside: 3.74/34357 dst inside:204.56.46.233/25 by access-group "outside acl”
outside:217.7. 151/38036 dst inside:204.56.46.233/25 by access-group "outside_acl”
outside: 1 .2/53025 dst inside:204.56.46.233/25 by access-group "outside_acl®
outside: 2.135/51831 dst inside:204.56.46.233/25 by access-group "outside acl”
connection) from 10.4.9.27/3065% to 205.178.146.50/80 flags RS5T on interface inside
tcp outside:216.84.12 /55794 dst inside:
tcp outside:166.84. 10 d=t in=side:204.56.46.233/25 by access-group "outside acl™
tcp outside:64.132.7 /2432 dst inside:204.56.46.233/25 by access-group "outszide acl”
tcp outside:72.244.31.158/4144 dst inside:204.56.46.233/25 by access-group "outside acl™
tep outside:209.25
tep outside:134.1
tep outside: &4 % by access-group "outside_ acl®

tep outside:64.81. . /8261 dst inside:204.56.46.233/25 by access-group "outside acl”
£PIX-4-1060 tcp outside:213,252.49.30/4967
£PIX-6-10601 TCP (no connection) from 10.143.2.212/3045 to 69.15.190.18
3PTX-4-106023: tcp src out=side:66.183.233.67/
3PTX-6-106015: TCP (no connection) from 217.157.198.116/609%1 to 199.23%9.30.107/25 flags R5T on interface outside

EPIX-4-106023: tcp
3PIX-6-106015: TCP
EPIX-4-106023: tcp
EPIX-4-106023: tcp
$PIX-4-106023: tcp
$PIX-4-106023: tcp
$PIX-4-106023: tcp
FPIX-6-106015: TCFE
3PIX-4-1060
3PIX-4-1060
3PIX-4-1060
3PIX-4-1060
$PIX-4-1060
$PIX-4-1060
$PIX-4-1060
$PIX-4-1060

connecti

[T T I R I N N

[ L T U U T T I L L L B O T e T T I O L L T L I P VE I VU U 1 B L O U FUR P FU L
[ T O WS R WC Ty R WU Uy

23:
23:
23:
23:
23:
23:
231
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
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Reporting centralisé

Aggregated Event Frequency
Grouped by: Event Type

Description:
Displays the aggregate Event Frequency for a given time range based on Event Type

11I\'0) 0 software

Powerful Reporting Engine

77
|

Hosts with Vulnerabilities

Description:
Displays all Vulnerabilies by Host and Savarty

Leveraging the power of TSOM complete set
of reports and report templates provides a
comprehensive view of your security posture
over time. (68 standard reports +)

L1.11%
Host

%
%

Login Failures vs. Success
Eroupsd By: User Mams

Description-

Ditsoiays loghn falures versus success groeped by user
[ Feited Logim b brer
[T 101 Lagins by uzer

Mean Time to Ticket Resolution
By: Severity

Deseriplion:

Shows mean time to ticked resolution for the time range specified.

Pravidies assistance in debermining resource effectiviniss,

0 e e e
FFFEF LSS

Summary:
Ganeratd by: s
Ganersied on: 01012008
Start Dadw: 01/0172008 3=
End Dade: 01002004 Paramober 4; <icheni=

User Login Failures vs. Successes
For: Seansors
Groupad By: Day
Description
DCizpdays user login fallures versus success for specifed sensons)
[ Failed Lopies For Sanmars
W Svccesstal Laging For Sensors
) 1200
£l Laon
&
50 B
44 (111
n 410
=;
w 2
a o
% % S %, %
%, =, ES
%, %, R ", "
Genaruted Sy adnin Start Dute: 01212008 020030
Genersted On: 200802403 al: 143858 Erad Dute Q2R ND00S 000000
Senwor Kanen GH-WMNUCM
Db Falled Logine Euoocessful Logine
FRrRr=ry 18 s
s 1 e
QR0 18 a8
LREEE= e AL a8
OB . noas
I HECLME Sepiig Pagniafl

IBM Software Group | Tivoli software




Security Compliance & Audit Solutions

11I\'0) 0 software

TSOM - Support de plus de 230 event & log sources, incluant :

Firewalls

Check Point
Firewall-1

Cisco PIX
CyberGuard
Fortinet FortiGate
GNATBox

Juniper (Netscreen)
Linux IP Tables
Lucent Brick
Microsoft ISA Server
Nortel Switched
Firewall

Stonesoft's
StoneGate

Secure Computing's
Sidewinder
Symantec's
Enterprise Firewall
SonicWALL

Sun SunScreen

Vulnerability
Assessment
ISS Enterprise
Scanner

ISS Internet
Scanner

Nessus

Vigilante
QualysGuard
Foundstone

eEye Retina, REM
SPI Dynamics
Weblnspect
nCircle IP360
Harris STAT
Tenable Lightning

Routers/Switches
Cisco Routers
Cisco Catalyst
Switches

Cisco RCMD
Foundry Switches
F5 Big IP, 3-DNS
Juniper JunOS
TACACS/
TACACS+

Nortel Ethernet
Routing Switch
5500, 8300, 8600,
400 series
Extreme Networks

Policy
Compliance

Vericept

Application Security

Blue Coat Proxy
Nortel ITM (Intelligent
Traffic Mgmt)

Teros APS
Sentryware Hive
IBM
DataPower(coming
soon)

Discovery Tools
Lumeta IPSonar
NMAP

Sourcefire RNA

Applications
Apache

Microsoft IS

IBM WebSphere
Oracle Database
Server

Lotus Domino

SAP R3

Peoplesoft
Operating Systems
Logs, Logging
Platforms

Solaris (Sun) *

AIX (IBM)

0OS/400 (I Series)
RedHat Linux
SuUSE Linux

HP/UX

Microsoft Windows
Event Log

(W2K3 DHCP, W2K
DHCP, IIS)
Microsoft SNMP Trap
Sender

Nokia IPSO

Novell NetWare
OpenBSD

Tandem Non-Stop OS
(HP)

Tru64

Tripplight UPS
Monitorware SYSLOG
KiwiSyslog

zOS-Mainframe IDS
Consul zAlert (coming
Soon)

Antivirus

CipherTrust IronMail
McAfee Virus Scan
Norton AntiVirus
(Symantec)

Network Intrusion
Detect/Prevention

McAfee Intrushield
Sourcefire Network Sensor
Sourcefire RNA

Juniper IDP

ISS Proventia G

ISS Proventia M

ISS Proventia ADS

ISS RealSecure Network
Sensor

ISS BlackICE Sentry
Cisco Secure IDS

SNORT IDS

Enterasys Dragon

Nortel Threat Protection
System (TPS)

Intrusion's SecureNetPro
Mirage Networks

NFR NID

Symantec ManHunt
ForeScout ActiveScout
QRadar

Top Layer Attack Mitigator
Labrea TarPit

IP Angel

Lancope StealthWatch
Tipping Point UnityOne NDS
Arbor Networks PeakflowX
Mazu Networks
Host-based Intrusion
Detect/Prevention

ISS Proventia Server &
Deskitop

ISS Server & OS Sensor
Type80 SMA_RT (zOS-
Mainframe RACF)
PowerTech (iSeries-AS/400)
Cisco CSA

NFR HID

IBM Netcool SSMs

Sana

Snare

Symantec Intruder Alert (ITA)
Sygate Secure Enterprise
Tripwire

McAfee Entercept

Management
Systems

Source of events into
TSOM:

Check Point Provider-1
CiscoWorks

IBM Netcool
(Micromuse)

ISS SiteProtector

ISS Fusion Module
Juniper Global Pro
(Netscreen)

Juniper NSM (Netscreen)
Tripwire Manager
Intrusion, Inc. SecureNet
Manager

McAfee ePO

Nortel Defense Center
Sourcefire Defense
Center

Q1 QRadar Mgmt Server

VPN

Juniper SSL VPN

Nortel VPN Router
(Contivity)

Check Point

Cisco I0OS VPN, Cisco
VPN 3000

Juniper VPN, Nortel VPN
Gateway (SSL VPN)

Access and Identity
Management

IBM Tivoli Access
Manager

IBM Tivoli Identity
Manager

Microsoft Active
Directory

CA eTrust Access

CA eTrust Secure Proxy
Server

CA eTrust Siteminder
(Netegrity)

RSA SecurelD RADIUS
Oracle Identity
Management (Oblix)
Sun Java System
Directory Server

Cisco ACS

Wireless Security

AirMagnet
AirDefense

Management
Systems

TSOM escalates
IBM Netcool
(Micromuse)
IBM/Tivoli Enterprise
Console

Cisco Information Center
Remedy ARS

HP OpenView

CA Unicenter
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Les differentiateurs de Tivoli Security Operations Manager (TSOM)

v'COUVERTURE: Support de plus de 230 équipements en standard

TSOM collecte les événements pertinents de la plus large liste d’équipements sécurité
du marché (e.qg. firewalls, IDS, IPS, VPN, AV, Routers, Servers, OS’s, hosts, apps).

v'"MONTEE EN CHARGE: Plusieurs milliers d’événements par seconde

L’architecture sans agent et modulaire de TSOM permet aux architectures SOC a
plusieurs domaines de montée en puissance avec la base client.

vPERFORMANCE: Gestion de la sécurité en temps reel
La conception modulaire de TSOM permet de tenir la charge de d’un flux
extrémement important d’événements et d’assurer un stockage tout en offrant la
fonction de haute disponibilité.

vEFFICACITE: Optimiser la productivité grace a I'lautomatisation
L’automatisation possible grace a TSOM et les fonctions d’intégration permettent au
NOC d’améliorer I'efficacité des équipes et d’améliorer la disponibilité de
I'infrastructure et des applications.

v CONNAISSANCE: Mise en avant de notre expertise securite

L’expertise sécurité est construite dans le produit avec des algorithmes de
corrélation brevetés, des régles prédéfinies, des rapports préexistants et tout un
ensemble d’outil d’analyse des incidents sécurité.

IBM Software Group | Tivoli software
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Agenda

Présentation de I'Offre Tivoli Security
Les Challenges de I'Audit et de la Conformité
La solution: IBM Tivoli's SIEM

IBM Value Proposition

Proven Results

Questions

IBM Software Group | Tivoli software
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|
Architecture d’intégration: Tivoli Security and Compliance

Event Sources
;—"J
il :
T
Compliance Dashboard

. TCIM Enterprise Server
[ :‘.‘_‘l‘:.l-'-‘i- ona
ibe =

Applications
| Reports

| 0“‘} ] I
— TCIM Standard Servers | TCIM Standard Servers @
> (optional) ,.v“
\x "

Databases
(optional)
Retrieve Log-files

Collectors 3
TCIM S

Mainframe

\7

Operating Systems

l@ Agent less TSM M s

IDS & IPS
TSOM CMS Server

! e
Operational Dashboard

<

Third party integration

alerts

Firewalls
\§
IBM Software Group | Tivoli software
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High Level Integration Roadmap Tivoli SIEM

Cross-product alerting

Integrated event & log collection
infrastructure

Combined storage infrastructure

User Interface

— Contextual links, Tivoli common Ul
framework

Integrated reporting

IBM Software Group | Tivoli software
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TSOM & TCIM evolving into single, integrated product family

Improved event processing,
filtering, and correlation
architecture

Simplified, centralized device
configuration

Dashboard - customizable,
higher performance

Localized Language versions
& Internationalization support

Improved Incident
investigation, case

management, KB -, pjiance Module

DB2 support = COBIT

Compliance Module
" |SO 27001 update

Compliance
Module
" PCI

Tivoli Compliance Insight
Manager 8.0

Enhanced reporting
Automated Report Distribution
Toolkits for building indexers

Tivoli SIEM integrated release
Integrated release, but can purchase
SEM/SIM/Log Mgmt components
Harmonized, Integrated collection
layer for events and logs

Ul integration

Common Reporting Engine
Ticketing gateway, MRO integration
Full Unix or Windows deployment
SSO across components

SEM Device Wizard

Globalization

Common Compliance Modules
Integrated Terminology and Docs

Tivoli SIEM Log Management

Integrated Log Management
Infrastructure & configuration
Single Log depot

Log reporting

Ongoing Event Sources

Agentless i-Series Collec:

V ot es
= QOracle Financials
" mySAP

Event Sources
= Tivoli Identity

Manager: = Tivoli Fed. Identity Mgr,
= Tivoli Access TDS, TCM
Manager = Tivoli Configuration

= Continued Realtime Event Source integration
with IBM and 3rd party products

Extended correlation rules & security content
Additional Reports

ISS native events API

Native Netflow data

IBM Software Group | Tivoli software
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Integrated GUI, Tivoli Ul
Extended security intelligence,
pre-built KCls & KRIs and
content

Risk Management
Centralized agent rollout
Unified data storage

Single and centralized policy
Enhanced Usability
Appliances

62
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Présentation de I'Offre Tivoli Security

Les Challenges de I'Audit et de la Conformité
SEM versus SIM

La solution: IBM Tivoli's SIEM

Architecture

IBM Value Proposition

Proven Results

Questions

IBM Software Group | Tivoli software
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Principes de tarification

= Prise en considération des equipements réseau et applicatifs

= Nombre de Serveurs : AlX, Solaris, HP-UX, Windows, i5/0S, Linux,
Netware, OpenVMS, Tandem, Stratus)

= Nombre d’équipements Réseau : Routeurs, Switches, Hubs & Bridges

= Nombre d’équipements de Sécurité : Firewalls, IDS, IPS, VPNSs, anti-virus
gateways, Fltrage de conteny (Web, email), solution de détection des
comportents réseau anormaux et appliances de sécurité multi- fonctions.

= Nombre d’applications & bases de données : DB2, Oracle, SQL Server,
Sybase; incluant DB2 sur le mainframe. Les applications incluent SAP, MS
Exchange, Lotus Domino, et les middlewares comme les solutions de
Gestion des identités et des Acces. (par exemple les solutions IBM Tivoli
TIM, TAM, TFIM, TDS, etc

= Nombre de partition logiques du Mainframe

IBM Software Group | Tivoli software
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IBM Tivoli Software — Leader In Infrastructure Management

IBM Tivoli Software is used by over
20,000 enterprise customers worldwide:
*95% of Fortune 500 companies worldwide

IBM Tivoli Security software is used by:

4 of the top 5 telecommunications companies IBM Tivoli — A Global Support &
worldwide Development team:

15 of the top 20 commercial bank companies
worldwide

*6 top health care companies worldwide

6 of the top 10 aerospace and defense companies

+2100 development professionals in 6
worldwide labs

*Only Infrastructure Management
vendor with 500 people Lab in Europe

worldwide _ _ «Global presence with local delivery in
7 of the top 10 computer and data service companies Europe and Latin America, using
worldwide :

consistent proven methodology,
intellectual capital and best practices
worldwide

«24X7 Support

IBM Software Group | Tivoli software
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Tivoli : Innovation et leadership

Mise a jour : IBM rachete MRO pour 740 M$

Edition du 05082006 - par Michel Bourdier / IDG News Service

IBM adapte Tivoli Identity Manager aux
PME

Avec MRO, IBM pousse encore la promotion de son
architecture SO& et signe probablement son plus gros
rachat d'ici la fin de I'année. Surtout Big Blue répond -
aprés a HP qui avait trés tit gonflé OpenView en ir’
Peregrine pour la gestion d'actifs.

Edition du 22022006 - par Elian Cordoue

IBM se lance a I'assaut des PME/PMI avec
Tivoli Express. ........ ........ ........ ......

inistrer, sécuriser, superviser : les PME vont pouvoir P
ir des solutions abordables : ;

Toute l'actualite » Business + Article,

IBM avale ISS

par Chiistophe Dupont-Eliss, e 2382006 5 7 1

: lles solutions IT Service Management,
IBM s'offre Micromus

par Jerome Salz, Je 21122005 4 16:50

K&
an exclusivité ses nouvelles solutions IT Service
CMDB.

IEM  annonce l'acquisition de  ['éditeur
surveillance des applications et des systémes.
des technologies complémentaires afin d'enrichir
notamment en matiere de carrélation des événements sécur

IBM renforce ses outils d'audit en
securité et en conformité avec Consul
Risk Management

IEM muscle la gestion des actifs dans sa
gamme Tivoli con

Par Laurent Dupin
ZDMet France
17 aolt 2005

Edition du 06122006 - par Elian Cordoue

IBM dope sa gamme Tivoli avec ses
récentes acquisitions

IBM rachete Vallent

Edition du 06102006 - par Christophe Bardy
Edition du 307112006 - par Elian Cordoue

IBM Software Group | Tivoli software
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IBM Tivol
leader sur les marches
IAM, SIEM et SOA

La vue des Analystes
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IBM - # 1 by Market Share in Security Software (pc 2006)

Microsoft

Sun A% 3%

BMC 4%

Nowell
7%

Oracle
7%

34%

IBM Software Group | Tivoli software
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IBM - # 1 in Security & Event Management

Gartner Magic Quadrant & Forrester Wave - for Security Information and Event Management

challengers leaders
' ™y
Figure 3 Forrester Wave™: Enterprise Security Information Management, 04 '06
Cisco Systems Risky Strong
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IBM - # 1 in Identity Management

Meta: ITIM Product Leadership Gartner : Magic Quadrant for User Provisioning
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IBM - # 1in Access Management

Gartner Magic Quadrant for Web Access Management
Figure 1. Magic Quadrant for Web Access Management, 2ZH06
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IBM - # 1 in Enterprise Single Sign-On

Gartner Magic Quadrant for Enterprise Single Sign-On
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Tivoli Access Manager for Enteprise Single Sign-On (TAM eSSO)
is an OEM product from Passlogix
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To close compliance gaps for SOX; centralize collection, monitoring, and reporting of
millions of log files; and provide transparency into the activities of privileged users
across a heterogeneous network.

To prepare for federal regulations and to meet the requirements of the VISA CISP, this

large payment processor brought Consul onboard to help audit enterprise IT.

The Manager of Data Security began looking for a solution to audit their entire
enterprise IT environment.

Needed IT audit solution they could roll-out across the corporate network to audit AlX,
mainframe, UNIX, Windows and OS/400, and then to 2,500 stores.

In order to meet SOX requirements and IT Security best practices, the Director of IT
Security began looking for a product that could help them manage their log data.

Company received a mandate from their CEO to comply with federal regulatory
requirements, specifically Sarbanes-Oxley
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Reéférences IAM

IDENTITY MANAGEMENT

— ING Group : 113 000 utilisateurs ING
— Alcatel : 88 000 utilisateurs (France) v

— Royald Ahold : 70 000 utilisateurs e
— Beyond Petroleum : 155 000 utilisateurs w AhDId

— France Télécom : 200 000 utilisateurs (France)

L
WEB ACCESS MANAGEMENT TRDWEHILE‘&

— T Rowe Price : 1,5 Millions utilisateurs
— Orange : 10 Millions d'utilisateurs

— La Bangque Postale : 15 Millions d’utilisateurs LA BANQUE

— AT&T : 500 000 utilisateurs E

— IBM : 300 000 utilisateurs POSTALE
FORTIS -#i&-

— Fortis : 120 000 personnes
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Références francaises IAM
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