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IBM Symposium Systemes 2014

Dependability — | need to get some of that!
= Dependability refers to the ability for stakeholders to depend upon a
device for mission- and life-critical services
= Three primary aspects
— Safety — freedom from harm
— Reliability — availability of services
— Security — freedom from theft and interference

= Although there is some correlation among these aspects, they sometimes
are in conflict
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Typical Dependability Data

Hazard Analysis

— A deductive (top-down) approach that ties together hazards, faults, and safety
measures

Fault Tree Analysis (FTA)

— A deductive (top-down) approach that links causal factors (e.g. faults,
conditions, and events) together via logic operators to create hazards

— Is recommended in requirements, systems analysis, and design phases
Fault Means, Effect, and Criticality Analysis (FMECA)
— An inductive (bottom-up) approach that relates component faults with hazards

— Cannot be applied until you have a parts list, which is late in the development
process

Security Analysis Diagram
— UML Profile for modeling cybersecurity, threats, and countermeasures

==
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Hazard Analysis

Hazard Analysis for Target Misidentification .....-.

Severity (1 (low) - Likelihood (0 - Tolerance Detection Control Control Action
Fault 10 (high) ) 10) Computed Risk  Time units ~ Time Time Measure Time Exposure Time  |s Safe?
Use multiple
algorithms for
Target Noise reduction noise
Misidentification  JLiETliEE 10 8 80 seconds 1.00 0.1 reduction 0.05 015 TRUE
Use 2
SW error in primary computational
computation 10 4 40 seconds 0.20 0.001 algorithms 0.05 0.051 TRUE
SW errorin Use 2
secondary computational
computation 10 4 40 seconds 0.20 0.001 algorithms 0.05 0.051 TRUE
Message CRC on
corruption 10 7 70 seconds 0.20 0.001 messages 0.001 0.002 TRUE
Target spec
corruption 10 5 50 seconds 0.20 0.05 CRC 0.001 0.051 TRUE
-
('-’) Target data Bit inversion
. corruption 10 5 50 seconds 0.20 0.05 redundancy 0.002 0.052 TRUE
- Image data
. corruption 10 £ 50 seconds 0.20 0.05 CRC 0.001 0.051 TRUE
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Fault Tree Analysis
» Traceable links among requirements, ConnectionfPrablem T
analysis, design, and safety elements o
makeS your “Safety Caseu aResuItdeondltmnn
= FTA elements can have traceable, D
naV|gab|e |InkS tO Connecti* problem
— Requirements |
. co28ensor | 0 — > .(______l
— Elements that can manifest faults | |
— Elements that can detect faults r:\\r |D< I
— Elements that handle faults {\? I {_>D<—1
. aManifestss Diucias
= FTA elements contain metadata s e L asraits | :
. AR ik \\ «BasicFaults
— Severlty 6 BF BasicFautt «UndeveldpedFaults
Likelihood Expiratbry Linth CO2 Elﬁfu@;?oe: ' | <>
_ ensor fault | ient giscanniact from .
';"TEF VAR S e i L
_ IS \.\ |, e:E;fya'nuatesn /) ]l \\
L | ’ y
— Safety Integrity Level PR e O \x \\ Manfobien
* UML Fault Tree Analysis Profile — \
i E‘(ECtSD «Detegtsns
| Y
PressureSensor

GasFlowSensor
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FMEA / FMECA

Failure Means and Effect Analysis
| Pre-action Post-action
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Pedal doesn't
move; Make pedal Added sealed
Mo braking assembly self piston with
Pedal stuck action occurs 3 a9 10 270 none lubricating Joe lubrication b 9 180
Pedal
depresses; start up comm  Use 3 pedal Added 2 more
Pedal Pedal position  No braking check with position Sensors with
nonresponsive sensor fails occurs 4 9 8 288 sensor SEnsors Susan voting 2 9 144
Braking continuous
message not monitoring of
CAN Bus failure conveyed < 9 2 54 CAN bus none nia
update
monitoring to
Braking continuous send lifeticks to updated
Loose bus message not monitoring of  every node on lifetick
Comm fault connector conveyed 4 a 9 324 CAN bus bus Samuel protocol o 9 162
Processing Braking ECU  No braking Lifeticks every
fault Failure occurs 2 9 2 36 1.0seconds  none nia
Brake actuator Mo movement of updated
processing brake master Inciude in lifetick
failure cylinder 2 9 10 180 none litetick poll Samuel protocol 1 9 90
Brake hydraulic Add hydraulic Added sensor;
pressure low; pressure updated
O-ring leak; reduced or no SEensor; periodic driver
gasket leak braking force i 9 10 630 none Alert driver Joe mEessages 3850
Hydralic
- pressure not
Push rod increased on
@ fracture braking 1 9 10 90 none none n/a
.
» Sensor on
= Vacuum boost  Reduced pressure
= leak braking force 6 4 6 144 differential valve none nia
.
. Add periodic
§ driver reminder updated
- Wheel actuator Brake pads Reduced for service periodic driver
: fault worn braking force 9 4 10 360 none every 6 months Samuel messages 4 6 240

#IBMSymposiumSystemes Jeudi 27 mars 2014 & I'IBM Client Center Paris 5



[[n]
!!:u:
i@;iil
o

IBM Symposium Systemes 2014

Security Analysis Diagram

= Security Analysis Diagram (SAD)
is like an FTA but for security,
rather than safety

— It looks for the logical relation
between assets,
vulnerabilities, attacks, and
security violations

— Permits reasoning about
security

 What kind?
e How much?
 Risk assessments

b
M

M

uarch plate to make
ol i ezsible
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#CountermeasUres
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Standards Landscape and Process e
( Management environment k m:l*a
[ 150 13485 ]
1 Scope Quality Management System .
2. Normative References [:Appm:amﬁﬁﬂfanmma
3. Terms and Definitions [Tm fmmﬁatiﬂntqmﬂ
4. General Requirements et
5. Software Development Process
6. Software Maintenance Process
7. Software Risk Management
Process
8. Software Configuration
_ Management Process e e ﬂdﬂ';wt“j
@ 9. Software Problem Resolution e
: Process

Source: European Medical Device & Technology, June 2010
#IBMSymposiumSystemes Jeudi 27 mars 2014 & 'IBM Client Center Paris
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Customer Needs
/ Maintenance

2

Activities outside IEC 62304 scope

Overview of SW Development / Maintenance from IEC 62304

Customer Needs
/ Maintenance
Satisfied
7
Systems Development / Maintenance ACTIVITIES (including System RISK MANAGEMENT)
A
Software RISK MANAGEMENT
v
Development Requirements . UNIT Integration and
/ Maintenance / Problem & ARCHJZSEiCJURAL I?j(:[:i"?]d Implementation and integration SL?J:M Sr:r(tav:;;e
Planning Modification 9 9 VERIFICATION testing 9
Analysis
Modification implementation
Software configuration management
1 Software problem resolution
g S #IBMSymposiumSystemes
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Practices for Dependable Systems Development
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1 ¥ IEC 62304 Objectives
[+ = |EC 62304 General
Requirements
[+ EIIEC 62304 SW
Development Process
[+ (= IEC 62304 SW Risk
Management Process
[+ (= IEC 62304 SW
Configuration Management
[+] 2 IEC 62304 SW Problem
Resalution Process
[# 0} Practices
5 C5Roles Sets
[ I Tasks
[# 28 Work Products
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‘Welcome to the Rational Medical Devices Solution for [EC 62304

Welcome to the Rational Medical Devices Solution for IEC 62304

Search this Site:

comB &

The IEC 62304 mapping is a set of pages providing links between the objectives. plans, tasks, and work products specified in the IEC 62304standard and
the work tasks, work products, process roles and guidance provided by the Rational Practices. This mapping is meant to aid the development of software
intended to be certified under this standard by providing links between the standard and the process assets represented within the Rational Practice library

and processes

This process content represents Best Practices for Embedded Software development in a variety of safety critical industries. It is our expectation that
every deployment of this process will require customization in some form. Practices and work products may be inserted, deleted, or replaced as

appropriate for your organization and your project.

|=| Main Description

< About this configuration

Welcome to the Rational Medical
Devices Solution for IEC 62304!

This configuration includes the practices, delivery
process and the mapping to the |EC 62304 standard.

It also includes tool configuration assets and

instructions. See Tools Setup and Configuration for

more information.

Q Learning
* Getting Started

@ Resources
* [BM Rational Method Composer
» Practice-based enablement
« Additional Practice Plug-ins
» General IBM resources
« |BM Rational training
® Jazz.net

€ Navigation Links

s Work

L_} Roles

Opprocesses § Ppractices

Tasks

B2 Products

The IEC 62304 standard is focused on the software development processes for medical devices, but
note that the standard does not specify the processes, methodologies or the artifacts that have to be
produced. There are not constraints in terms of the organizational structure and no specific lifecyle
maodel is prescribed

o

2]
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©

. Terms and Definitions

. General Requirements

. Software Maintenance Process

Standards Landscape

Medical device
product st

Scope

Normative References

150 14971
Application of risk management

Software Development Process

Software Risk Management
Process

Software Configuration
Management Process

Software Problem Resolution
Process

#IBMSymposiumSystemes

‘Soure: Eumipesn Medical Device & Technology. Jone 200
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Mappings of standards to
process elements for
CMMI

*DO-178B (avionics)
*|[EC 62304 (medical)
*EN50128 (rail)
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Harmony Mapping to IEC 62304
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[EC 62304 Objectives

IEC 62304 Objectives

Search this Site: [

[EC 82204 Ohbjectives = IEC 62304 SW Risk Management Process

IECG2304

& Welcome to the Rational
Medical Devices Solution for
IEC 62304
[¥] B Getting Started
= F&Delivery Processes
=] @ IEC 62304 Objectives
= IEC 62304 General
Requirements
=IEC 62304 SW

Development Process
Management Process
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Configuration Managemer
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[# 9P Practices
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Search this Site: [
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Search this Site:
o
4 SW Risk Management Process > Objective 7.2.2
B, & o O Search this Site:
= |[ECE2304 )
Tasks > Software D et > 1t = Perform Safety and Reliabilty Analysis
Welcome to the Rational Medical Devices 5 x E
2 Solution for IEC 62304 Task: Perform Safety and Reliability Analysis c=EE

[+ § Getting Started
[+ R}Dalwery Processes
1= @ IEC 62304 Objectives
[+] [=|EC 62304 General Requirements
IEC 62304 SW Development Process
[GRENEC 62304 SW Risk Management]
Process|
[# (= |[EC 62304 SW Configuration
Management
[+] (= 1EC 62304 SW Problem Resolution
Process
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[+ (2% Work Products
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This task creates performs initial safety and reliability analysis and captures the results in a hazard analysis document.

Disciplines: Development

[= Purpose

The purpose of this task is to identify and clarify the initial safety and reliability issues of the system for the purpose of identifying relevant safety and
reliability requirements.

i+ Back to top

=] Rel hips
Roles Primary Performer Additional Performers
® Safety Czar * Reliability Czar
Inputs Mandatory Optional
» Systems Requirements Specification * Mone
Outputs ® Failure Modes and Effect Analysis

® Fault-Tree Analysis
® Hazard Analysis
» Threat Analysis

3 top

5 Back to top
|= Main Description

The hazard analysis is a key document that captures hazards. risks, faults, and control measures together The control measures mitigate the risks and so
must be captured as requirements on the system to manage the risks to an acceptable level.

4+ Back to top
=] Steps .
[¥] Expand All Steps [J] Collapse All Steps

[# Create initial hazard analysis

[+ Identify hazards

[# Quantify risks

[+ Peform Fault Tree Analysis

(# Perform Failure Modes and Effect Analysis

[+ Peform Threat Analysis

% Backtotop ()
YTUML &7 LLIULD 4QULT U 1 1DLVL VwlITLIL VW TLILTL IuULlDd
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Harmony ™ Embedded Software Practices

= Dynamic 2-tier planning

— Update plan based on Truth on the Ground acquired via on-going measurements
= Test Driven Development

- Develop & apply test cases at the same time you develop your software

= Continuous integration

— Integrate and test a common baseline at least daily

» Incremental Development

— Incrementally construct and validate your software every 4-6 weeks

= Optimizing with design patterns

- Identify & rank design criteria and identify patterns that address your needs

= Active (project) risk management

- Use a risk management plan to reduce risks throughout your project

» Frequent project retrospectives

- The “Party phase” at the end of each increment evaluates how the project is progressing
» Use model-code associativity

— Use automation to ensure models and code always remain in sync

» Automated Documentation generation
- Use tooling to generate required certification evidence from the work you’re already doing

L.? ? #IBMSymposiumSystemes
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Harmony/ESW Delivery process Practice: Requirements
Management

Practice: Dynamic

Two Tier Planning \

Prespiral Planning Define and Deploy the Develop Requirements
Dewelopment Environment

r 3
s
QA Audit
[ I'éj
Configuration
r“J . J |_ |I—.-y‘“T-,.i'? Management
ES 5
Control Project Microcwele Manage
Change

m ? Practice: Incremental (lterative) Development Practice: Change Management

nJ—{} #IBMSymposiumSystemes Jeudi 27 mars 2014 & 'IBM Client Center Paris



IBM Symposium Systemes 2014

Control Project

I
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Practice: Dynamic (Project)
Risk Management

Practice: Continuous

Dependability Assessment

aaaaaaaaaaaa

S
s R, BE
Lo Le o s
Manage teration Manage Risks Update Dependability Refine and Deploy the
Analyzis

Cevelopment Environment

Practice: Manage Project

==
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Practice: Continuous

Process Improvement
#IBMSymposiumSystemes
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Harmony Development lteration - ., Practice: Continuous
. wenene INtEQration

Story Analysis

g High-Fidelity Modeling
— o Q_lg i
& & G & ; Architectural Design - RT L
[ - | © } BE ot
E3 s o
miﬂn e [ ] '_bj Prepare for
l l m,fujw q Collaboration Design - AT Werification and
ra $ o 1/ Validation
contarproiet Menioe l > s
| I — Ebl_j
g o Detailed Design - RT
(&)
N
Q.
Ly

!

. erification TU Walidation C
Practice: Incremental e ‘,

Perform

(Iterative) Development

# &
f“,l@ o _,‘;,
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Incremental Requirements Analysis
N

~ sysemusecases  Practice: Use Case Modeling

Define Use-Case System Context

B L&
I Derive Use-Case Derive Use-Case :
Scenarios Functional Flow 1
1
1
1
1
1
1
1

S

e ——y & |
Define Portz and | } Update and Maintain :
Interfaces s Reguirements ]
1
1

Derive Use-Case
State Behavior

'—_1_,%'<—|

[use case incomplete] |__L§.
luse casedn"'ﬂi ANTFECEEDHWUHZ\ . g
o Practice: Manage Traceability

Perform Review

[more use cases] 3 1rs 2014 & I'IBM Client Center Paris
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High Fidelity (Functional) Modeling

& lteration use cases

Nanocycle: 1

Each loop is

< & | typically 20 - 60 '
. minutes in : . .

duration Practice: Continuous

Practice: Modeling T i ~Y
ldentify software elements  Develop test cases [more requifements]

Practice: Test 4,,

. Refine Collaboration
Driven Development - ”“35;7;3: i

o

[defect]
p Translate {statrle and usable]
o
l__\'\'i, i [no defect] glze
= 5

Verify Collaboration

H #|BMSymp @ [all reguirements implemented]
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lterative & Incremental Design

aasat |
o 5] U, * r FE
Plan tteration Use Case/ User m;ﬁim m;f;u f,f:i
change
l L I

Story Analysis

Practice: Design at

ES
Arch 'rtectl.ﬁesign -RT : Etglj
J =3 mtegraton

Prepare for

Verification and

Collaboration Design - RT
Validation

Detailed Design - RT

£

Werification and Validation

S

€5
Perform
Retrospective

Jeudi 27 mars 2014 & I'IBM Client Center Paris
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Architectural

Design

Architectural Design consists of 5 key
interrelated model views:

— Concurrency and Resource View
— Deployment View

— Distribution View

— Dependability View

— Subsystem and Component View

Each Architectural View will have its own design patterns.
The complete system architecture is the set of design patterns
used in all of the various aspects of physical architecture.

#IBMSymposiumSystemes Jeudi 27 mars 2014 & 'IBM Client Center Paris
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Architectural Design

Practice: Explicitly T
Optimize\ s

Cefine Criteria and Scope

N

L=

55

De=ign and Optimize -
Architectural Level

/

Practice: Optimizing with
Design Patterns

n? ? #IBMSymposiumSystemes

Practice: Test-Driven
Development

Translate and Verify -
Architecture Level
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Verification and Validation

| (@)

Practice: Incremental

(Iteratlvg). De_velopment Y i ‘

and Verification Tl B
\ Creste Baseline

[testing completed]

[el=e]

[critical defect]

S

Fepair and Febuild

==
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Putting it all together with Rational System Solution

Use modeling to validate requirements, architecture and
design throughout the development process

> Architecture & < Practices
1 Design 1 and Process
Rational Rhapsody
Requi t
g oMo » > Quality Management
I\Iil:tir(:?zgeDgloeRr;t B ; 1 ; > Rational Quality Manager
Manage all system Achieve “quality by design”
requirements with full Collaboration with an integrated, automated
traceabi/ity across Rational Team Concert

testing process
the lifecycle

Collaborate across diverse engineering
disciplines and development teams

" COLLABORAT

AchievEcommon
goals by optimizing
how people work :

AUTOMATE
Increase efficiency
and predictability by
. integrating workflows &=

REPORT

Continuously improve,
measuring and reporting
. progress in real time ¢

Repeatable activities producing a desired business outcome
#IBMSymposiumSystemes
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Summary
= Dependability has three aspects
— Safety
— Reliability
— Security

» Dependability is created with
— Initial and on-going risk assessments
— Traceability among relevant work products
— Verification activities (testing, QA)

» |EC 62304 is used as a standard metaprocess (process objectives) for medical device

delivery. Includes metaprocesses for

— Software Development
— Software Maintenance
— Software Risk Management
— Configuration Management
— Problem Resolution Management

» The Harmony process is an agile process providing a set of best practices that
— Perform the tasks to meet the FDA device certification needs

G — Map to the IEC 62304 standard

— Are supported by the Rational Systems and Software Solution

==
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_.: OING H T B AL'TIME DESI GN REAL-TIME AGILITY
DEVELOPING REAL-TIME PATTERNS
Sysrems with UML, OsJrcrs, ROBUST SCALABLE ARCHITECTURE
FRAMEWORKS, AND PATTERNS FOR REAL-TIME SYSTEMS

Newnes

BRUCE POWEL DOUGLASS

1N

DESIGN PATTERNS For
EMBEDDED SYSTEMSinC
An Embedded Software Engineering Toolkit
T |
JREESON JACOBSON
RUKBALGH AUMBAVGH

Medical Device Software

Verification,
Validation,

and Compliance

Bruce Powel Douglass

INEAL Tive UML
Hazard Analysis H}g)_%g&q
TECh ﬂiques . REAL'TCI.‘“‘!P‘SYSTEMS =
System Safety REAL-TIME UML
WORKSHOP FOR

EMBEDDED SYSTEMS

Second Edition

Bruce Powel Douglass
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