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Supervision sur toutes les plate-formes
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Quel est le comportement de mes utilisateurs sur mes
données sensibles? Comment le prouver?
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Supervision des Utilisateurs Privilégiés (90% des incidents internes); Audit des acces aux Databases et
Application, Compliane/Conformité (ISO, Sarbanes Oxley, ...); Comportement des utilisateurs, consultants
externes, outsourcers, ...
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Ferez-vous la prochaine “Une” des journaux?

BUSINESS INNOVATION POWERED BY TECHNOLOGY

Infor maﬂom Who Causes Internal Incidents?

Massive Insider Breach At DuPont

A research chemist who worked for DuPont for 10 years before accepting
a job with a competitor downloaded 22,000 sensitive documents and

viewed 16,706

The Delaware U.S. attomev on Thursday revealed a massive insider data breach at
chemicals companv DuPont where a former scientist late last vear pleaded guilty to
trving to steal $400 million worth of company trade secrets. He now facesup to a
decade in prison, a fine of $250,000, and restitution when sentenced in March.

Source: USSS/CERT Insider Threat Survey 2005

Annual Sensitive Data Breaches

Over 22

Less than 3

Inf ionWeek Feb. 15. 2007 Source: “Taking Action to Protect Sensitive Data,
Source: InformationWeek, Feb. 15, 200 IT Policy Compliance Group, March 2007




Le questionnaire “Security Audit and Compliance
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Pouvez vous surveiller si quelgu’un a touché ou modifié des données sensibles de maniére inappropriée?
Pouvez-vous vérifier si vos outsourcers gerent vos systemes et données de maniere responsable?
Avez-vous des rapports sur les changements non autorisés sur votre environnement d’opérations?
Etes-vous alerté quand des comptes administrateurs interdits sont créés?

Avez-vous les moyens d’investiguer des incidents sans délais?

Les journaux des vos application, databases, OS et dispositifs réseaux sont-ils archivés et analysés?
Les activités de vos administrateurs et opérateurs systeme sont-ils enregistrés et analysés régulierement?
Archivez-vous tous les acces aux données sensibles — incluant les accés root/administrateur et DBA?

Avez-vous des outils automatisés pour analyser les enregistrements d’audit?

Les incidents de sécurité et les activités suspectes sont-ils analysés, investigués? Et les actions de
remédiations sont-elles prises?
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Conformité aux législations

[1SO17799:2005]
\\ ) 10.10.1 Audit logging

Audit logs recording user activities,
exceptions, and information security
events should be produced and kept
for an agreed period to assist in future
investigations and access control
monitoring.

Sarbanes-Ox );-‘: \

Financial and Accounting Disclosurs [Bimanen
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Que font les utilisateurs sur mes systemes?

Comparer le comportement “Désire” Versus “Reel”

aAA2 # 1=

people

should occur does occul

omprendre
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Comment comprendre tous ces différents formats et
Informations?

¥ aUDIT_200503.AUDIT {C:\Documents and Settings'ross',Desktop) - GYIMZ2 ¥ =]

File Edit Tools Syntax Buffers ‘Window Help File Edit Tools Swntax Buffers ‘Window Help

AQERPE @@ i o RS A5 THA9|?2 2 ARRE (9 4o RRED AIIA | TaHO

FREARTEKE BRLEEEREEEEL @ F BSECURITY L @2 @83’ 2 Ax G[security audit (SECURITY) on APPLES, system id: 2074

|»

“H'@*"@BATCH_448"H @/ "@"D"@"A"E"H @ W Apijijii "H @™} nuditahille event: Batch process login
“ETHRTZCHTRTRTRTR Event time: 1-MAR-2005 00:02:089 84
“@"G EAPPLES . "@B*S“@DSA0:[SYS1.SYSCOMMON. J[SYSEXE JLOGINOUT .EXE~F @ E @ 1" [PID: 20402B4A
~@ L R F ESECURITY "H @+ @ Process name: BATCH_440
cAanAn A PN —$ P P oy ~[Username : SYSTEH
S ?MQM E @ [@xyz2.bananajunior.con LWPFDCESS ouwner : [SYSTEHM]
I = L U o ATHT@ W RDUYY H@ XTAPUUY 10500 nane: DSAB: [SYST . SYSCOMMON. 1[ SYSEXE]LOGINOUT . EXE
AERHACRY g gt gtigts o lPoOsix UID: -2
R [T e Ty L e o W ks § ottt o posix oD "2 (RAFFFFFFE)
canz A wil?
3T @/ T@DTETATETH R W AP T H R X " Ap Uiy Security audit (SECURITY) on CYGNUS, jystem id: 2873
“ETHRYTHIRTRR"RE Auditable event: Network login
"B G ECYGHUS . "E"S"EDSAB:TSYSA._SYSCOMMON . 1T SYSEXEILOGINOUT .EXE"G @ A A T  [Event time: 1-MAR-2085| 80:82:16 .11
@ PID: 2821A46D
NW437H Fle Edit Tools Syntax  Buffers ‘Window Help i _P2_BG64
S ASA:A:a EealionRRRB[(SSA[T@O][? B L[-ornane: . e SERUER
~@ LT 5 1?:20:30_syslug su{pam_unix Au?9]: authenticatioh failure; logname=|Image name: DSHB:[S'I'Sl]."'r'S[:I]MMI]N.][S'I'SEXE]L[IGINI]UT.EXE
- tty= ruser=acristal rhost= Remote node id
m L. Apr 5 17:22:83 syslog sshd({pam_ B351]: session closed for user acrist|Remote node fu ®yzz.bananajunior.com
- Apr 5 18:81:081 syslog crond{pam_| n?x)[1l]1|36]: sess%un closed for user MQH |Roamote username:
N Apr 5 19:81:81 syslog crond{pam_| I'IZ!.X)[1[1J-I38]: sessym closed for user MQM phciw UID- -9
= Apr 5 28:81:81 syslog crond{pam_| n:_Lx)[1l]1|!|l]]: session closed for user HQH Posix GID: -2 (%XFFFFFFFE)
Apr 5 21:01:81 syslog crond(pam Qnizx)[18442]: session closed for user HQH
Apr 5 22:81:81 syslog crond{pam_unix)[168444]: session closed for user HOQH . . .
Fl:;r 5 23:81:01 sﬁslog crond(::am:unix) 1011116}: session closed for user HQH SE(:I:Il‘lty U CER S ECUR NIV R0 NECYEH S SyStem_ld: 2has o
Apr 6 88:81:81 syslog crond{pam _unix)[18448]: session closed for user HQH Hudltah}e event: Batch process login
Apr 6 81:81:81 syslog crond(pam_unix)[18450]: session closed for user HQH [EVent time: 1-MAR-2885 00:02:32_61
Apr 6 02:01:01 syslog crond{pan—uni §45271:—session closed For user HQH |[PID: 28219477
Apr & B83:01:81 syslog crond{pam unix)[10477]: 5ession closed for user HQH [Process name: BATCH_u443
Apr 6 03:33:29 syslog crond{pam _unix)[10479]: 5ession closed for user HMQH [Username: SYSTEN
E Apr 6 B4:01:82 syslog crond{pam unix)}[10589]: 5ession closed for user HQH |Process owner: [SYSTEHM]
Apr 6 B4:83:46 syslog crond{pam unix)[18511]: 5ession closed for user HQH
Apr 6 B4:38:82 syslog crond{pam_unix}[11812]: session closed for user MQH
Apr 6 85:81:081 syslog crond{pam unix)}[11831]: 5ession closed for user HQH
Apr 6 B6:81:81 syslog crond{pam _unix)}[11833]: 5ession closed for user HQH
Apr 6 B7:81:81 syslog crond{pam_unix B T session closed for user HMQH
O Apr 6 08:81:01 syslog crond{pam unix)[11837]: session closed for user HQH
Apr 6 B8:42:11 syslog sshd{pam_unix)[11841]: session opened for user ebarrios by (uid=8)
Apr 6 B88:42:43 syslog sshd{pam_unix)[11871]: authentication failure; logname= uid=8 euid=8 tty=ssh
Fuser= rhost=18.181.1.154 user=ebarrios
Apr 6 B88:42:49 syslog sshd{pam_unix)[11877]: session opened for user ebarrios by {uid=8) |

22,45 Top
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Tous les journaux sont traduits en un méme language
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Traduire les journaux dans un language efficace:
la méthodologie W7

. Who did

. What type of action
.on What file/data

. When did he do it and
. Where

. from Where Nous faisons le travail de traduction, I
. Where to

omprendre
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Dashboard Trends  Reports Policies Groups  Settings Regulations Log off
Compliance Dashboard
Enterprise Overview Zetting= Trend graphic
[atabase AGGRDB on Serwer CEALS by "on What" / "Who" for Jan 22, 2004 till Mar 11, 2004 100
on What ()
Financedata) ) J <2 J 32 a0
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Content:

Adjust S0 Classification

Wiew S0 list of Reports
Wiew SO0 Archived Logfiles
Adjust wour persanal settings
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Whitepaper Consul InSight
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Whitepaper Consul InSight
and 12217799

Official Regulations of
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al = Dazhbeard » Reportz * Database Top 10 Reports = Direct Databaze Access

irect Database Access Report

Time period setup

Manth Day Year Haur [in.

art time |September LI I 2006 | I I I
dtime | September [w]| |7 [v] [2008 [v] [18 [v| [0 [+]

Execute Reset

me Zone |Euenttime zZone M

Event List

wverity- -« | When . o | o | What o5 |(Where .57 (Who ... from Where ... %7  on What -5 |Where to.. . 57
Sun Sep 03 2006 09:00:02 GMT-05:00 |1 Logon : User / Success MS SQL Server | Joe Security  |MS SQL Server DATABASE : -/ Unavailable MS SQL Server

- Sun Sep 03 2006 059:00:03 GMT-05:00 (1 Access : Dbobject / Succezs | Oracle Finance |Mike Bonfire | Oracle Finance DBOBJECT : Financel/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:00:03 GMT-05:00 |1 Access ;. Dbobject ! Success |Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 059:00:06 GMT-05:00 (1 Access : Dbobject / Succezs | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Financel/fn_pr/ Fn_pr |Oracle Finance

- Sun Sep 03 2006 09:00:06 GMT-05:00 |1 Access : Dbobject / Success |Oracle Finance |Max Doane Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 059:00:06 GMT-05:00 (1 Legon : User / Success Oracle Finance |Max Doane Oracle Finance DATABASE : - / Unavailable Oracle Finance
Sun Sep 03 2006 09:20:00 GMT-05:00 |1 Logon : User / Success MS SQL Server |Max Doane MS SQL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 05:20:00 GMT-05:00 (1 Access : Dbobject / Succeszs | Oracle Finance |Max Doane Oracle Finance DBOBJECT : Financelfn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 092000 GMT-05:00 |1 Access ;. Dbobject / Success |Oracle Finance |Max Doane Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 05:20:00 GMT-05:00 (1 Legon : User / Success DB2 Server Jim Hofferman | DB2 Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access | Dbobject / Success (DBZ Server Jim Hofferman | DB2 Server DBOBJECT : Finance/fn_op / Fn_op |DB2 Server
Sun Sep 03 2006 05:20:01 GMT-05:00 (1 Access : Dbobject / Succezs |MS SOL Server |Joe Security  |MS SQL Server DATABASE : -/ Unavailable DB2 Server
Sun Sep 03 2006 09:40:00 GMT-05:00 |1 Logoff : User { Success 082 Server Wike Bonfire |DB2 Server DATABASE - -/ Unavailable DB2 Server

- Sun Sep 03 2006 05:40:00 GMT-05:00 (1 Access : Dbobject / Succezs |MS SOL Server Mike Bonfire  |MS S0QL Server DBOBJECT : Financelfn_lg/ Fn_lg |Oracle Finance
Sun Sep 03 2006 094000 GMT-05:00 |1 Logoff : User/ Success MS SQL Server | Joe Security  |MS SQL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2006 05:40:00 GMT-05:00 (1 Logoff : Uzer/ Success Oracle Finance |Max Doane Oracle Finance DATABASE : -/ Unavailable Oracle Finance

- Sun Sep 03 2006 094000 GMT-05:00 |1 Access . Dbobject ! Success |Oracle Finance |Mike Bonfire | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance

¢ € 1234559 »
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Dashboard Summary Reports Policy Groups  Seftings FRegulations  Portal

L: Portal = Dashboard = Regulations * Sarbanes Oxley = Operational Change Report = Eventlizt » Event-detail

Event Detail

= Ewvent information

oy -

File Edit Tools Syntax Buffers Window Help

on us
Field Group In the Us:
Severity 2 (1x) - contactzales@consul.com
Direct Line: +1 703 675 2022
Vihen FriOct 21, 2006 08:05:01 GMT +02:00 | Office Hours (10) 10 Tllz:ﬁzFreflanU; e
What Grant : Privilege / Success Security Changes S50
Administration 40 EMEA and Asia Pac:
Where SREV_DC_034 (Windows) Finance Server 50 contactzalez@conzul.com
Who Jim Hofferman Administrators 30 Direct Line: +31 12 251 3333
Database Admin 30 —
Finance Admin 20
From Where XPWKSTO3 (Windows) Workstation 10
On What USER : Chin055 / Chin055 Authorization Objects 30
20
Vihere To SRV _DC_034 (Windows) Finance Server 50
+ Incident Tra cking ¥, AUDIT_200503.AUDIT {C:,Documents and Settings'ross',Deskbop) - GYIMZ =]

» Additional information

QERES 9@ i onRRRABISESA | THO

? %A

- "FR™ATR" T E"K'R; @ "R R "R"A"E"R"A @ R L@ F "@SECURITY "L @2 "@S3" "z Ax"@"H @) "@D+@ $"@8"@SYSTEM  ~|
- |nV55“gatE “H*@="@BATCH_440"H @/ @ D @™ A"@ H" @ W Apiiji "H @™ X" npiiji
. "R"H'R"Z"H @"R"E@"R
Time: Fri Oct 31, 2006 08:05:01 GMT +02:00 (+-) 1 minute VI "@"G"@APPLES . "R@"S"@DSAB:[SYS1.SYSCOMHON. [ SYSEXE]LOGINOUT .EXE"F @"E"@ T @ "N @i "R "R "R A "R "R @ @ "R
. ' . - "R"L"@"F"@SECURITY "H @+ R
Selected time zone: GMT+11:00 Rome, San_Marino, Sarajevo |i*N'6"@-"@HQH Y@ “@xyzz.bananajunior.con™L @2 @5N0dz A% @ H Q) "@nx! §"B8 BHQH
|:| Filter by Platform: SRV_DC_034 (Windows) “RUE*"EMQMTC_P2_BG1647"H @/ "B AR A™H @™ W ApH “"H @ 5" Apiijiy
- = "RTH'R"Y"H @R "R
|:| Fitter by User: Jim Hofferman "R"G"@CYGHUS . R"S"@DSAB:[SYSA.SYSCOMHON. [ SYSEXE]LOGINOUT .EXE"F @ AR T @ K Q;"R"R@"C "R A "R "R @ "R "R
- . - "@"L"@"F @SECURITY L @2"@$c%nz A% "B H @) "Gul? ${ @8 E@SYSTEH “H"@*"@BATCH_4
Investigate 43 H B/ TETDTRTATETH TR W AP T H R K T Abijijii
N
"R"G"@CYGHUS . R"S"@DSAB:[SYSA.SYSCOMHON. [ SYSEXE]LOGINOUT .EXE"G"@"AR T @ K Q;"R"R@"C "R A "R "R @ "R "R
"R"L"@"F"@SECURITY"L"@2"@N"Lanz"A%"@"H @) "GuNE* $"@8"@SYSTEH “H"@*"@BATCH_
443 H R/ "@TDTETATEH @ W A TH R K" apijijij
Legrecords... @R AN YR AR E
"@"G ECYGHUS . "@" S @DSAB:[SYSO.SYSCOMMON [J[SYSEXELOGINOUT .EXE"Z R™ A" U R U BT A B " BB R "E BB @
“ETLTE"FTESECURITY "H R0 "EN! 3% " H @ B AR E"R"H @™ A E"A"E @ @ H"@% "@F ILE
@ 10,35-41 ALl |
T§ My Compaer
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Des rapports, tout préts, pour communiquer
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Settings Regulations

l- Dashboard = Regulations

Compliance Modules

~ Baselll

8

Introduction
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Dashboard Summary Reports  Policies  Groups

*ﬁ%‘*@%

Settings

Regulations

l- Dashboard = Regulations * Sarbanes Oxley Regulation Reports

Sarbanes Oxley Regulation Reports

S

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy report

_

No description given

Sarbanes Oxley (FFIEC 1.3.1.1) Clagsification report

No dezcription =upplied

Sarbanes Oxley (6.3, 8.1.3) Security alert

Alerts =ent in response to policy exceptions or special attention
exceptions.

Sarbanes Oxley (8.1.2) Operaticnal change control

Changes to the operating environment 2uch az system updates, DBA
activity etc.

Sarbanes Oxley (8.1.6) External contractors

Exceptiong and failures caused by External Contractors.

Sarbanes Oxley (8.3) Malicious attacks

Exceptions and failures due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actionz performed by the T Admin =taff.

Sarbanes Oxley (8.5) Network management

Actions and events caused by users on Network Services.

Sarbanes Oxley (8.7.4.1) Mail 2erver

Exceptionz and failures for the Mail Server azzetz.

Sarbanes Oxley (8.7.6) Publicly available systems

Actions and exceptions on Publicly Publizhed Data.

Sarbanes Oxley (9.2.4, 9.7) Review of uzer access rights

Actions performed by administrators on users.

Sarbanes Oxley (9.2 .4.c, 9.7) Sy=tem acces= and use

Succezs=es and failures againzt key azzetz

Sarbanes Oxley (9.3) User responsibilities and password use

Logon failures and successes either locally or remotehy.

Sarbanes Oxley (9.4) Network accesz control

Actionz performed on and events and exceptions generated by
MNetwork or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connections to remote computer syvstems

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detection of accesses to the diagnestic ports on servers.

Sarbanes Oxley (9.5.3) U=zer identification and authentication

Legen/Logoff succes=es and failures.

Sarbanes Oxley (9.5.5) System utilties

Uszage of system utilties

Sarbanes Oxley (9.6) Application access control

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.6.1) Information access restrictions

Who accessed sensitive or private data successfully or
unguccessfully.

Sarbanes Oxley (9.6.2) Sensitive system izclation

Exceptions and failures against sensitive systems data in asset groups
User, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing events

Exceptionz and failures recorded by the InSight system.

Sarbanez Oxlev 9 2 1% Mobile worker

Fwxrention=z and failure= for mobile workers

If you forgot your username and/or
password please contact your
administrator.

Pleaze login into the Consul InSight Suite.
Thiz will give you access to all the
products available with thiz specific
U=ErMame.

Contact us

In the US:
contactzales@conzul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzales@congul.com
Direct Line: +31 15 251 3333
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Policy

Groups  Seftings Regulations

L: Dashboard * Regulations » Sarbanes Oxley Regulation Reports = Operational Change Control

: Time period setup

Month

Day

Operational Change Control of Finance database

Year Hour

Min.

Starttime | October I vl 2006 I I I

Reset

Endtime | Movemnber I I 2006 I I I

Execute

Time zone | GMT-05:00 Mew_York, Mipigon, Pangnirtung

[¥]

= Summary report

Usage Help -

The =y=tem update report 2hows
changes to key system components.
Thiz report when uzed with the incident
tracking report allows changes to be
monitored and recorded and tracked via
an external incident tracking system.

Regulation -

Paragraph 8.1.2

Who group ... %f Whatgroup ... %f |OnWhat group -...%f \Where to group ... %7 #Events -~ |#Pol.Excp. -~ | #Spec.Att - #Fail, =~
Adminiztrators Syztem Adminiztration | General Data Finance Server 1256 15 145 12
Administrators System Operations Sensitive Data Finance Server 1352 89 156 ]
Adminiztrators Syztem Updates Financial Data Finance Server 1543 154 455 45
FinAdmin Staff System Updates Sensitive Data Finance Server 544 16 165 ]
m Syatem Actionz Financial Data Finance Server 5466 126 14

m System Operations Sensitive Data IMainframe FIN 8836 o1 4

m Syztem Updates General Data Mainframe FIN 4875 4 45 2
IT Admin Authorization Objecte | Financial Data Finance Server 56 28 16 23
IT Admin Syztem Operationz Senzitive Data Mainframe FIN 545 189 16 ]
IT Admin System Updates General Data Mainframe FIN 5165 48 54 ]
Sales System Actions Financial Data Finance Server I I KL ]
System System Actions Financial Data Finance Server 15654 6 15 ]
System System Administration | Sensitive Data Finance Server 546 15 45 ]

IR

Data Selection =

This report iz based on the following
gQroups:

What DBA Actions,

- System Actions,

- System Administration,
- System Operations,

- System Updates

Contact us *

In the US5:
contactzales@conszul.com

Direct Line: +1 703 675 2022

Toll Free (US only): 800 258 5077

EMEA and Asia Pac:
contactzales@conzul.com
Direct Line: +31 15 251 3333
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