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IBM Acquires Guardium

• Joining IBM's Information Management business

• Why Guardium?  Unique ability to:
• Safeguard critical enterprise information 

• Reduce operational costs by automating compliance processes

• Simplify governance with centralized policies for heterogeneous infrastructures

• Continuously monitor access and changes to high-value databases



Database Monitoring: 3 Key Business Drivers

1. External threats
• Prevent theft

2. Internal threats
• Identify unauthorized 

changes (governance)

• Prevent data leakage

3. Compliance
• Simplify processes

• Reduce costs



Database Servers = Vast Majority of Compromised Records

“Although much angst and security 
funding is given to offline data, 

mobile devices, and end-user 
systems, these assets are simply 

not a major point of 
compromise.”

Online data = 99.9% of all 
compromised records

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

2009 Data Breach Report from Verizon Business RISK Team



Database Danger from Within

• “Organizations overlook the most 

imminent threat to their databases: 

authorized users.” (Dark Reading)

• “No one group seems to own database 

security … This is not a recipe for strong 

database security” … 63% depend 

primarily on manual processes.” (ESG)

• Most organizations (62%) cannot 

prevent super users from reading 

or tampering with sensitive information …

most are unable to even detect such 

incidents … only 1 out of 4 believe their 

data assets are securely configured 

(Independent Oracle User Group).

http://www.darkreading.com/database_security/security/app-security/showArticle.jhtml?articleID=220300753

http://www.guardium.com/index.php/landing/866/



The Compliance Mandate

DDL = Data Definition Language (aka schema changes)DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value change s)DML = Data Manipulation Language (data value change s)
DCL = Data Control LanguageDCL = Data Control Language



• Heterogeneous & distributed

• Multiple access paths

• Firewalls, IDS/IPS can’t 

prevent traffic that appears 

to be legitimate

• Most organizations have 

formal data security policies but ...

• No practical enforcement mechanisms

• No visibility into what’s really going on 

-- especially with privileged users

The Complexity & Visibility Challenges

DMZ
Networks

Criminals

Hackers

Privileged Users

Web and 
Application
Servers



Top Data Protection Challenges

Where is my sensitive data Where is my sensitive data -- and whoand who’’s s 
accessing it (including privileged users)?accessing it (including privileged users)?

How can I enforce How can I enforce access control & access control & 
change control policies for databases?change control policies for databases?

How do I check for vulnerabilities andHow do I check for vulnerabilities and
locklock--down database configurations?down database configurations?

How do I reduce costs by automating & How do I reduce costs by automating & 
centralizing compliance controls?centralizing compliance controls?



Real-Time Database Monitoring

• Non-invasive architecture
• Outside database
• Minimal performance impact (2-3%)
• No DBMS or application changes

• Cross-DBMS solution
• 100% visibility including local DBA access

• Enforces separation of duties
• Does not rely on DBMS-resident logs that can 

easily be erased by attackers, rogue insiders
• Granular, real-time policies & auditing

• Who, what, when, how
• Automated compliance reporting, sign-offs  & 

escalations (SOX, PCI, NIST, etc.)

DB2



Scalable Multi-Tier Architecture

Integration with LDAP, 
IAM, IBM Tivoli SIEM, 
IBM TSM, Remedy, …



Addressing the Full Lifecycle
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Provide insight such as . . .
– Who is changing database schemas or dropping tables? 

– When are there any unauthorized source programs changing data?

– What are DBAs or outsourced staff doing to the databases?

– How many failed login attempts have occurred?

– Who is extracting credit card data?

– What data is being accessed from which network node?

– What data is being accessed by which application?

– How is data being accessed?

– What are the access patterns based on time of day?

– What database errors are being generated?

– What is the exposure to sensitive objects?

– When is someone attempting an SQL injection attack?



Continuous Fine-grained Auditing and Security
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All SQL traffic contextually analyzed & filtered in real-time to provide 
specific information required by auditors

Client IP
Client host name
Domain login
Client OS
MAC
TTL
Origin
Failed logins

Server IP
Server port
Server name
Session
SQL patterns
Network protocol
Server OS
Timestamp
Access programs
App User ID

ALL SQL commands
Fields
Objects
Verbs
DDL
DML
DCL
DB user name
DB version
DB type
DB protocol
Origin
DB errors
SELECTs



Real time report 



Vulnerability & Configuration Assessment

• Based on industry standards (DISA STIG & CIS Benchmark)

• Customizable

– Via custom scripts, SQL queries, environment variables, etc.

• Combination of tests ensures comprehensive coverage:

– Database settings

– Operating system

– Observed behavior

Database 

User Activity
OS Tier

(Windows, Solaris, 

AIX, HP-UX, Linux)

Tests
• Permissions
• Roles
• Configurations
• Versions
• Custom tests

• Configuration files
• Environment variables
• Registry settings
• Custom tests

DB Tier
(Oracle, SQL Server, 

DB2, Informix, 

Sybase, MySQL)



Fine-Grained Policies with Real-Time Alerts

Application 
Server

10.10.9.244

Database 
Server

10.10.9.56
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Identifying fraud at the application layer

•Issue: Application server uses generic 

service account to access DB

– Doesn’t identify who initiated transaction 

(connection pooling)

•Solution: Guardium tracks access to 

application user associated with specific 

SQL commands

– Out-of-the-box support for all major 

enterprise applications (Oracle EBS, 

PeopleSoft, SAP, Siebel, Business Objects, 

Cognos…) and custom applications 

(WebSphere….)

Application 

Server
Database 

Server

Joe Marc

User



Vulnerability Assessment Example

Historical Progress or 
Regression

Overall Score

Detailed Scoring Matrix

Filter control for 
easy use



Automated Sign-offs & Escalations for Compliance



S-GATES-GATE

Hold SQL

Connection terminated

Policy Violation:

Drop Connection

Privileged 

Users

Issue SQL

Check Policy

On Appliance

Oracle, DB2, 

MySQL, Sybase,  

etc.

“DBMS software does not protect data from administrators, so DBAs today have the ability to 
view or steal confidential data stored in a database.” Forrester, “Database Security: Market Overview,” Feb. 2009

S-GATE: Blocking Access Without Inline Appliances

Session Terminated

SQLApplication Servers

Outsourced DBA



Databases can be monitored
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Supported Platforms  Supported Versions

Oracle 8i, 9i, 10g (r1, r2), 11g, 11i

Microsoft SQL Server 2000, 2005, 2008

IBM DB2 UBD (Windows, Unix, z/Linux) 8.0, 8.2, 9.1, 9.5

IBM DB2 for z/OS 7, 8, 9, 9.5

IBM DB2 UBD for iSeries (AS/400) V5R2, V5R3, V5R4, V6R1

IBM Informix 7, 8, 9, 10,11

MySQL 4.1, 5.0, 5.1

Sybase ASE 12, 15

Sybase IQ 12.6

Teradata 6.01, 6.02



Chosen by Leading Organizations Worldwide
• 5 of the top 5 global banks

• 2 of the top 3 global retailers
• 3 of the top 5 global insurers

• 2 of the world’s favorite beverage brands

• The most recognized name in PCs
• 15 of the world’s leading telcos

• Top government agencies

• Top 3 auto maker
• #1 dedicated security company

• Leading energy suppliers

• Major health care providers
• Media & entertainment brands



Summary & Conclusions

• Traditional log management, network scanners, SIEM & DLP 

insufficient to secure high-value databases

– No real-time monitoring at data level to detect unauthorized access

– Inability to detect fraud at application layer

– No knowledge about DBMS commands, vulnerabilities & structures

– Native logging/auditing require database changes & impact performance

• Guardium is the most widely-deployed solution, with ongoing 

feedback from the most demanding data center environments 

worldwide

– Scalable enterprise architecture

– Broad heterogeneous support

– 100% visibility & granular control

– Deep automation to reduce workload

– Holistic approach



Thank You!


