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IBM Acquires Guardium

e Joining IBM's Information Management business
e Why Guardium? Unique ability to:

e Safeguard critical enterprise information
* Reduce operational costs by automating compliance processes
e Simplify governance with centralized policies for heterogeneous infrastructures

e Continuously monitor access and changes to high-value databases




Database Monitoring: 3 Key Business Drivers

1. External threats
*  Prevent theft

2. Internal threats

e Identify unauthorized
changes (governance)

e Prevent data leakage

3. Compliance

 Simplify processes

. Reduce costs




Database Servers = Vast Majority of Compromised Records

% of Records Breached (2009)

Database
servers = =18.95%
75% :

All other sources

POS systems
=6%

Laptops &
backup tapes
= only 0.05%

2009 Data Breach Report from Verizon Business RISK Team

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

Online data = 99.9% of all
compromised records

Figure 25. Asset classes by percent of breaches (black) and records (red)

End-User Systems 17%/0.01%

Offline Data | 2%/0.04%

Networks & Devices | 0% / 0%

“Although much angst and security
funding is given to offline data,
mobile devices, and end-user
systems, these assets are simply
not a major point of
compromise.”




Database Danger from Within

“Organizations overlook the most
imminent threat to their databases:
authorized users.” (Dark Reading)

“No one group seems to own database
security ... This is not a recipe for strong
database security” ... 63% depend
primarily on manual processes.” (ESG)

Most organizations (62%) cannot
prevent super users from reading

or tampering with sensitive information ...

most are unable to even detect such
incidents ... only 1 out of 4 believe their
data assets are securely configured
(Independent Oracle User Group).

nnnnnnnn

ANALYTICS BRIEF  bumanissicuii [ vy nyhate €) Frabie fecans

Database Danger From Within

End users, whether malicious or uninformed, represent a serious threat

Resegrch Brief

Databases at Risk
Date: Segtember 2009 Author: fon Oltslk, Principal Analyst.
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The Compliance Mandate

Audit Requirements ISO 27002
1. Access to Sensitive Data v v
(Successful/Failed SELECTs)
2. Schema Changes (DDL) v v v
(Create/Drop/Alter Tables, etc.)
3. Data Changes (DML) v v

(Insert, Update, Delete)

4. Security Exceptions v v v

(Failed logins, SQL errors, etc.)

5. Accounts, Roles &
Permissions (DCL) (GRANT, REVOKE)

DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value change
DCL = Data Control Language

S)

Data
Privacy &
Protection

Laws

NIST
SP 800-53
(FISMA)




The Complexity & Visibility Challenges

Criminals

Heterogeneous & distributed I ," vt
Multiple access paths HackeTE I :

Firewalls, IDS/IPS can’t sl 5
prevent traffic that appears
to be legitimate

Perimeter

Firewall DMz
Networks

-

&Y

Web and
Application
Servers

Most organizations have
formal data security policies but ...

No practical enforcement mechanisms ORACLE
No visibility into what'’s really going on w [Merosot E3
-- especially with privileged users NN PeopleSoft.

Zhea  SYBASE




Top Data Protection Challenges

Where is my sensitive data - and whao's | {,
accessmg It (mcludlng pnvnleged users)? b

How can | enforce access control &
change control policies for databases?

How do | check for vulnerabilities and
lock-down database configurations?

" How do | reduce costs by automating &
‘, centralizing compliance controls?




Real-Time Database Monitoring

Application Servers
ORACLE
Database Servers
[ TERADATA ]
MgSQmL.
. Informz'x]
Guardium Host Based Probes : [
(S-TAP) Guardium Collectors
* Non-invasive architecture * Enforces separation of duties
e Qutside database * Does not rely on DBMS-resident logs that can

easily be erased by attackers, rogue insiders

* Granular, real-time policies & auditing
* Who, what, when, how

* Automated compliance reporting, sign-offs &

* Minimal performance impact (2-3%)
* No DBMS or application changes
* Cross-DBMS solution

* 100% visibility including local DBA access escalations (SOX, PCI, NIST, etc.)
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THE WAY

Scalable Multi-Tier Architecture

Wab/ Application

European Servers z/0S
Data Centers Mainframe
Collector

* Z-TAP
Collector
: ? &
9 Li.l S-GATE \
q - PS I S.TAP Web,’sjzf\flel;:atwn ~
l' Americas h \
S-TAP Data Centers h
Internet 5
‘ ~ Collector - ;
q‘l e I . Cent IRoIicy Mz?nager
S-TAP s &Audit Repository
. N - S GATE -
Remote Locations . i S /
, e e Integration with LDAP,
& Outsourcers 3 Asia Pacific IAM, IBM Tivoli SIEM,
Data Centers /ﬁ ! IBM TSM, Remedy, ...
/

Firewall .g.
S-TAP Collector




Addressing the Full Lifecycle

*Frevent SGlL injection aliacks + Automated & centralized controls

+ Monitor & blloclf privileged users _ SR DB S FERESTEY
- Detect application-layer fraudg\Y/(0]gl{{e]4 « Preconfigired policiesrepons

» Enforce change controls & » Sign-off management

* Real-time alerts . E -
e N Enforce Long-term retention

* Forensics data mining + No database changes or

+ SIEM integration performance impact

L

Critical
Data
- Infrastructure ~

+ Assess database

+» Discover & classify | bilit
vulnerabilities

sensitive data I ASSess _ ! .
+ Continuously update + Configuration auditing

security policies & « Behavioral vulnerabilities
+» Discover embedded I Harden * Preconfigured tests based
malware & logic bombs ' on best practices standards
(STIG, CIS)




Provide insight such as . ..

Who is changing database schemas or dropping tables?

When are there any unauthorized source programs changing data?
What are DBAs or outsourced staff doing to the databases?
How many failed login attempts have occurred?

Who is extracting credit card data?

What data is being accessed from which network node?
What data is being accessed by which application?

How is data being accessed?

What are the access patterns based on time of day?

What database errors are being generated?

What is the exposure to sensitive objects?

When is someone attempting an SQL injection attack?




Continuous Fine-grained Auditing and Security

All SQL traffic contextually analyzed & filtered in real-time to provide
specific information required by auditors

& — J

Client IP

Client host name
Domain login
Client OS

MAC

TTL

Origin

Failed logins

Server IP

Server port
Server name
Session

SQL patterns
Network protocol
Server OS
Timestamp
Access programs
App User ID

ALL SQL commands
Fields

Objects

Verbs

DDL

DML

DCL

DB user name
DB version
DB type

DB protocol
Origin

DB errors
SELECTs
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Real time report

I Standard Reports U My Hewr H-Epﬂrtsla U Prﬂt-ectUAs Ses s.rHardenUC-um pIyU Disc:-mner]_

My First Report ] (2] (&) [x) [v) @

AdminCon=ole
SnifBuffuzage

Build Cuerises and Reports
- Activity Report
-Exception=s Report
-Mes=zages Report
-AcceleratorGroupBuilder
-y UEry

-Partner Report

-=2wwn activity detailz

Cas Sawved Data

CAS Change Detailz

- CAS Alert Query

Audit Process Log

cef output

My Firzt Report

Start Date: 2009-11-02 20:45:11
Timestamp

2009-11-15 10:57:02.0 10.10.9.55
2008-11-15 10:57:12.0 10.10.9.55
2008-11-15 10:57:25.0 10.10.9.55
2008-11-15 11:01:33.0 10.10.9.558
2008-11-15 11:01:43.0 10.10.9.55
2008-11-15 11:02:35.0 10.10.9.558
2009-11-15 11:02:44.0 10.10.9.55
2008-11-24 13:54:535.0 10.10.9.55
20009-11-24 13:54:57.0 10.10.9.556
2008-11-24 13:58:42.0 10.10.9.55
20089-11-24 13:58:54.0 10.10.9.55
20089-12-01 16:00:21.0 10.10.9.55
2008-12-01 16:00:22.0 10.10.9.56
2008-12-01 16:00:26.0 10.10.9.56
2008-12-01 16:00:36.0 10.10.9.56
2008-12-01 16:00:51.0 10.10.9.56
2008-12-01 16:01:08.0 10.10.9.56
2008-12-01 16:02:55.0 10.10.9.56
2008-12-01 16:03:20.0 10.10.9.56

Records:[ 1 |to20o0f27

End Date: 20009-12-02 20:45:11

ClientIP Server|lP DB User HName Total access
2009-11-10 09:47:10.0 10.10.9.240 10.10.9.240 5SS

10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.58
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56
10.10.9.56

SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
SYSTEM
S STEM
SYSTEM
GUARDIUMDEMO 4
GUARDIUMDEMO 2
GUARDIUMDEMO 1
GUARDIUMDEMO 4
GUARDIUMDEMO &
GUARDIUMDEMO 4
GUARDIUMDEMO 1
GUARDIUMDEMO 1

BN s 00 = G0 & C0 = s ]

Q0 hiHSQ =

E’




Vulnerability & Configuration Assessment

e Based on industry standards (DISA STIG & CIS Benchmark)
e Customizable

— Via custom scripts, SQL queries, environment variables, etc.

e Combination of tests ensures comprehensive coverage:

— Database settings Tests

e Permissions
DB Tier é * Roles

racle, SQL Server, ° Configurations

e Versions

— Operating system

— Observed behavior | ‘

DB2, Informix,
ybase, MySQL)

Database e Custom tests
Jser Activity 0S Tier  Configuration files
6 (Windows, Solaris * Environment variables
AIX, HP-UX, Linux) * Registry settings

e Custom tests




Fine-Grained Policies with Real-Time Alerts

Application
Server
10.10.9.244

Rule =1 Description

Category :EISacurity

| Classification Breach

Severity MED

Mot [ | ServerIp IJ’ | Iundﬁnrl@rm,p Production Servers
I ot [¥] clientip | | andior Group | Authorized Cient IPs
Not [] Client MAC | let. Protocol | | andior Group | ----====+==-
I 1 ALERT DALY
tot [] DB Name | | ALERT ONCE PER SESSION
ALERT FER MATCH
ALERT PER TME GRANULARTY
Hot D DB User AP R IGHORE RESPONGES PER SESSION
IGHORE SESEION
Fleld Name IGHORE S0L PER SESSION
Object  [INVENTORY| LOG FULL DETALS
LOG FULL DETALS PER SESSION
Command IDHDP TABLE LOG FULL DETALS WITH VALUES
LOG FULL DETALS WiITH WALUES PER SESSION
Database Min. Ct. 10 Reset Interval (minutes) |0 LOS RATPRD OEALS
Server ' - RESET
10.10.9.56 Comtinue tonext Rule [ | Rec. Vals,
LU Y. S-GATEDI H
Action  ALERT PER MATCH S.GATE TE TE
— - S.TAF TERMMATE
S b Hotification SKP LOGGHG
. [E] Hotification Type MAL Mail User marc_gamachef@guardivn com |
From: GuardiumAlert@guardium.com Sent: Wed 4/15/2009 5:00 AM
Bl DB2 Z/OS Ta: Marc Gamache
IBM ISERIES -
s Subject: {cl) SQLGUARD ALERT
Informix a
MS SQL SERVER Subject: (c1) SQLGUARD ALERT Alert based on rule IDynon-App Source AppUser Connection
WSQL Category: security Classification: Breach Severity MED
Oracle Rule # 20267 [non-App Source AppUser Connecticn ]
Sybase FRequest Info: [ Session start: 2009-04-15 06:39:03 Server Tvpe: ORACLE Client IP 192 168 20 160 BerverlP: =
TERADATA 172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DE Protocol. 1INs DB Protocol Version:

3.8 DB User: APPUSER
Application User Name

NT Authorization Code: 1 Request Tyvpe: SQL_TANG Last Error:
SQL: select * from EmploveeTable




ldentifying fraud at the application layer

Thasna

.......

I

LTI

i

AR

Application
Server

Database
Server

DB User Hame Application User Sl
APPLISER joe zelect * from EmployesRoleliew where UserName=?
APPLISER joe zelect * from EmployesTable

APPLISER Mmarc inzert into EmploveeTable values (77,777 7 77

eIssue: Application server uses generic
service account to access DB

— Doesn’t identify who initiated transaction
(connection pooling)

eSolution: Guardium tracks access to
application user associated with specific
SQL commands
— Out-of-the-box support for all major
enterprise applications (Oracle EBS,
PeopleSoft, SAP, Siebel, Business Objects,




Vulnerability Assessment Example

Guardium -

Resuls for Securiy Assessment: Comprehensive Oracle Assessment
Assessment executed 2009-08-21 12:47:28.0

From: 2008-08-20 12:47.28.0 Client IP or IP subnet; Any

1 Download PDF
To: 2008-08-21 12:47:28.0 Server P or P subnet: Any L .
Assessment Result History
Overall Score Lo
\ 4
I 30%
Tests passing: 42% -
5 60%
Based on the tests performed under this assessment, data access of the defined database environments requires improvement. E.
Refer to the recommendations of the individual tests to learn how you can address problems within your envirenment and what you E 0% [, é
should focus upen first. Once you have begun addressing these problems you should also consider scheduling this assessment as K D
an audi task to continuously assess these environments and track improvement
20%
Wigw log
e | Detailed Scoring Matrix %
9% 0P Ao 2
I ¥ it i

2

Historical Progress or

Current filtering applied:
Severties: - Show Alf -

Result Summary Showing 92 of 92 results (0 filtered)
Critical Major  Minor Caution Info

Priviege 9p 15f — 1p df — — f = = = = — — —
Authentication 2p 4f — — Hf — —#f — — — — — — —

Scores: - Show 41l -
Types: - Show Al -

Filter control for

easy use

Configuration 2p 2f —8p Jf 42 1p3f 42 — 6F 12 — — —

: =
Mg — | — = — 1 — e e |K! Eilter { Sort
Reset Filtering C—on trols _

Other — 2f —2p3f — 3p—-Te — — — 6p—1o
Assessment Test Results Compare with Previniis Results Showing 92 of 82 results (0 filtarad)
Cat. Test Name Datasource P Sev, Reason
Cther Excessive Login Failures (Production) [Observed] Fail  Critical Toco Many login failures, found 15 per day.

Recommendation: An alarming number of login failures have been reported from your databases. This might be an indication of an
attempt to break into your database, or of someone Irying to steal or damage your date. The number of login failures shouid be close fo
zero, espacially in production environments. You should immediately inspect all altempts to sccess your database and the source of all
the login failures, and take immediste action fo deny access fo your database from unauthorized clients.

Conf. DBA Profile FAILED LOGIN ATTEMPTS Are DRACLE: Fail Critical User profile [MONITORING PROFILE] setup perameter FAILED. LOGIN. ATTEMPTS found out of defined threshold
Limited oracle - 9.59 value

Regression

Showonly:  ResetFiltering N
Severities Scores  Test Types

Critical & | |[Fail SYBASE &
Major |E Pass M5 SQL SERVER.
Winor Error INFORMIX [=]
Cautionary = WYSQL v
Sorthy:

First Second Third

Severty = Score + Datasource -

o Apply




€Y Run Onea M @ a

Deseription ‘Weekly Databaze Change Management F'rn:n::es‘

Active There's g achede associated with this process
BMC REMEDY IT SERVICE MANAGEMENT - Change Managemenl

. - . £
Archive Results [ ] Keep for a minimum of D tlays ‘”I; Infrastruciure Change
= Process ¥ O

A4 CSVICEF File Label:  Weskly Datsbase_Chang e
* Ouick Links Change I1D™+ CROMMD000000042
Receivers g | lownload PDF
[l Sesch Process Flow Status
Receiver Action Req, Ta — . ~
@ 0 Selact Opetational Iniiats Farview & M H-&MDI
Ele ; Funharize
Review x
5] (Matc Gamache) Select Product M!!"‘ Sl
P View Broadcasts Change Request Information ] .
(x) role: cha View Colord Change Type”  |Change =|  Status” [Sched
Start Dater 2009-04-22 15:00:00 Endf Date: 2009-04-22 16:00:00 Fur et Summary® |”""-" SO reverne tabld _-I Status Reason I
—— Motes | | Risk Lever  [RiskL
Timestamp Server risk level priority description i — T Im' Wedklnio | Taks | Assignment | Feiatior
Type Create Other Requesis
1. Requested By
2009-01-22 CRACLE 3 Aer SOX
1508120 revenue table Support Company™+ | Calbro Financial Services L‘
QD,EIEI',IM 7 ORACLE 10 i RS allen ALLEN  192.168.5.129192.165.8.129 Aher table 20x_sales_east add total_revenue float
1506240 revenue tabls
ED,UQ',DME ORACLE 0 3 500 CRA000000000042 crql00000000042 W allen ALLEN  192.168.5129 192.168.8.129 Ahter table sox_sales_central add total_revenve float
1508290 revenue tahls
- Wiew
zgpg ,m 2 ORACLE 0 3 G CRA000000000042 crq000000000042 W allen ALLEW  192.168.5129192.163.8.129 Alter table sox_sales_west add total_reverue flost B
1508360 revenue tabls
QD,DEI',DHQ ORACLE 10 g L7 CRR000000000042 crg000000000042 B allen ALLEN - 192.168.5.129192.165.8.129 Ater table 20x_sales_international add total_revenue float
1506440 revenue tabls
fgtﬁﬂ 32 ORACLE 0 a crg000000000232  allen SYSTEM 192.168.5129 192.163.8.129 SELECT ? from cusl B View
A022 - et o 0 ColOOUOON0ZE  elen  SYSTEM 1921688123102 1g8g 2 A 1Et e SOX sl iermatinal s ol rev flod

1541:550




S-GATE: Blocking Access Without Inline Appliances

“DBMS software does not protect data from administrators, so DBAs today have the ability to
view or steal confidential data stored in a database.” Forrester, “Database Security: Market Overview,” Feb. 2009

Application Servers SQL

Privileged
Users

IssuesQL |

A 4

Outsourced DBA

root@ osprey ~]# sqlplus system =l

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1982, 2005, Oracle. All rights reserved.

Enter password:

Connected to:

Oracle Database IOE fress Edition Release 10.2.0.1.0 - Production

select * from creditcard
*

ERROR at 1i -
ORA-03113: pnd-of-file on communication channel
i Session Terminated

Connection terminated

Check Policy
On Appliance




Databases can be monitored

Supported Platforms Supported Versions

Oracle

Microsoft SQL Server

IBM DB2 UBD (Windows, Unix, z/Linux)
IBM DB2 for z/OS

IBM DB2 UBD for iSeries (AS/400)

IBM Informix

MySQL

Sybase ASE

Sybase 1Q

Teradata

8i, 9i, 10g (r1, r2), 11g, 11i
2000, 2005, 2008
8.0,8.2,9.1,9.5
7,8,9,9.5

V5R2, V5R3, V5R4, V6R1
7,8,9,10,11

4.1,5.0,5.1

12, 15

12.6

6.01, 6.02




Chosen by Leading Organlzatlons Worldwide

5 of the top 5 global banks

2 of the top 3 global retailers

3 of the top 5 global insurers

2 of the world’s favorite beverage brands
The most recognized name in PCs

15 of the world’s leading telcos

* Top government agencies

Top 3 auto maker

#1 dedicated security company
Leading energy suppliers
Major health care providers
Media & entertainment brands




Summary & Conclusions

Traditional log management, network scanners, SIEM & DLP
insufficient to secure high-value databases

— No real-time monitoring at data level to detect unauthorized access

— Inability to detect fraud at application layer

— No knowledge about DBMS commands, vulnerabilities & structures

— Native logging/auditing require database changes & impact performance
Guardium is the most widely-deployed solution, with ongoing

feedback from the most demanding data center environments
worldwide

— Scalable enterprise architecture
— Broad heterogeneous support
— 100% visibility & granular control

— Deep automation to reduce workload
— Holistic approach




Thank You!




