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Who Must Comply with PCI DSS?

� All retailers who “Process, Store or Transmit ” card data

� All Channels 
– Retail (physical) and traditional merchants
– Point-of-Sale (POS)
– Mail order / telephone order / catalogue
– E-commerce

�Merchants are grouped into compliance risk levels, based on annual 
transaction volumes (per brand) processed: 

– Level 1 (over 6 million, channel independent) 
– Level 2 (150,000 to 6 million, channel independent) 
– Level 3 (20,000 to 150,000 e-commerce)
– Level 4 (all others) 
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PCI DSS 12 Compliance Requirements
- but over 200 sub categories

1 Install and maintain a firewall 
configuration to protect cardholder data 7 Restrict access to cardholder data by 

business need-to-know

2
Do not use vendor-supplied defaults for 
system passwords and other security 
parameters

8 Assign a unique ID to each person with 
computer access

3 Protect stored cardholder data 9 Restrict physical access to cardholder 
data

4 Encrypt transmission of cardholder 
data across open, public networks 10 Track and monitor all access to network 

resources and cardholder data

5 Use and regularly update anti-virus 
software or programs 11 Regularly test security systems and 

processes

6 Develop and maintain secure systems 
and applications 12 Maintain a policy that addresses 

information security for all personnel
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PCI DSS Compliance is Not Easy – Recent Trends

2011 Data Breach Report from Verizon Business RISK T eam
www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2011_en_xg.pdf
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2011 Data Breach Report from Verizon Business RISK T eam
www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2011_en_xg.pdf

… 54% of breaches, 83% of records

“One of the lingering questions 
from our discussions around PCI 

in this report is always that of 
relevancy. It’s all well and good 
to validate compliance with the 

PCI DSS, but does it actually 
help reduce risk? Insofar as that 

translates to a sincere security 
program—one that seeks to 

maintain validation on an ongoing 
basis—the data strongly 

suggests the answer is “yes.”

“One of the lingering questions 
from our discussions around PCI 

in this report is always that of 
relevancy. It’s all well and good 
to validate compliance with the 

PCI DSS, but does it actually 
help reduce risk? Insofar as that 

translates to a sincere security 
program—one that seeks to 

maintain validation on an ongoing 
basis—the data strongly 

suggests the answer is “yes.”

PCI DSS Compliance Status

PCI DSS Compliance is Key to Breach Mitigation



© 2011 IBM Corporation

Information Management

Perimeter Defenses & Identity Management No Longer Sufficient

49% of new vulnerabilities 
are Web application

vulnerabilities 
(X-Force)

Insider Threat
(DBAs, developers, 
outsourcers, etc.)

“A fortress mentality will not work in cyber. We ca nnot retreat behind a 
Maginot Line of firewalls.” William J. Lynn III, U.S. Deputy Defense Secretary

88% of F500 
companies 

have 
employees 

infected 
with ZeuS

(RSA)

#1 VM vulnerability is 
VM guest hopping

(hypervisor escape) (X-Force)

Kneber Botnet stole 
68,000 credentials & 
2,000 SSL certificates

over 4-week period
(NetWitness)

SQL Injection is a 
leading attack vector

(X-Force)

Stuxnet exploited 
SQL Server 

vulnerability to attack 
control systems

Epsilon data breach 
affects millions 

(outsourced provider)
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100+ Million Accounts Compromised in Database Breach

https://threatpost.com/en_us/blogs/what-sony-playst ation-network-attack-can-teach-us-about-database-se curity-051211

Japan
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Source : http://news.bbc.co.uk/2/hi/business/8562381.stm
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Type of compromised assets for breach

Source : http://www.verizonbusiness.com/resources/reports/rp_2010-data-breach-report_en_xg.pdf
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Gartner 2010 - Ten Database Activities Enterprises Need to Monitor
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Key Business Drivers for IBM Guardium Database Security Solution

1. Prevent data breaches
• Mitigate external & internal threats
• Secure customer & credit card data,

ACH data, strategic plans & IP

2. Assure data governanc e
• Prevent unauthorized changes to 

financial and ERP data

3. Reduce cost of complianc e
• Automated, continuous controls
• Simplified audits
• Minimal performance impact
• No changes to databases or applications
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● Assess static and
behavioral database

vulnerabilities

● Configuration auditing

● Preconfigured tests
based on best practices

standards (STIG, CIS, CVE)

● Assess static and
behavioral database

vulnerabilities

● Configuration auditing

● Preconfigured tests
based on best practices

standards (STIG, CIS, CVE)

● Automated & centralized controls

● Cross-DBMS audit repository

● Preconfigured policies/reports

● No database changes

● Minimal performance impact

● Sign-off management

● Entitlement reporting

● Automated & centralized controls

● Cross-DBMS audit repository

● Preconfigured policies/reports

● No database changes

● Minimal performance impact

● Sign-off management

● Entitlement reporting

● Find & classify
sensitive data

● Continuously update
security policies

● Discover embedded
malware & logic bombs

● Find & classify
sensitive data

● Continuously update
security policies

● Discover embedded
malware & logic bombs

● Prevent cyberattacks

● Monitor & block privileged users

● Detect application-layer fraud

● Enforce change controls

● Real-time alerts

● Control firecall IDs

● SIEM integration

● Prevent cyberattacks

● Monitor & block privileged users

● Detect application-layer fraud

● Enforce change controls

● Real-time alerts

● Control firecall IDs

● SIEM integration

IBM Guardium address the Full Lifecycle of Database Security & Compliance

Real-Time Database Security & Monitoring

Critical 
Data

Infrastructure

Audit
&

Report

Assess
&

Harden

Find
&

Classify

Monitor 
& 

Enforce
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Non-Invasive, Real-Time Database Security & Monitoring

• Continuously monitors all database activities 
(including local access by superusers)

• Heterogeneous, cross-DBMS solution

• Does not rely on native DBMS logs

• Minimal performance impact (2-3%)

• No DBMS or application changes

• Supports Separation of Duties

• Activity logs can’t be erased by attackers 
or DBAs

• Automated compliance reporting, sign-offs & 
escalations (SOX, PCI, NIST, etc.)

• Granular, real-time policies & auditing
• Who, what, when, where, how
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The Compliance Mandate – What do you need to monitor?

DDL = Data Definition Language (aka schema changes)
DML = Data Manipulation Language (data value change s)
DCL = Data Control Language
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IBM Guardium Data Privacy Accelerator module : 

- Security Overview : Non Privileged Active Users 
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IBM Guardium Data Privacy Accelerator module : 

- Security Overview : Admin Access to Sensitive Data 
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IBM Guardium Data Privacy Accelerator module : 

- Track & Monitor : Logging Attempts Failure
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IBM Guardium Data Privacy Accelerator module : 

- Track & Monitor : Unauthorized Application Access
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IBM Guardium Data Privacy Accelerator module : 

- Ongoing Validation : Database Security Assessment
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Result History

Summary 
Outlining 
Results

Detailed 
Test 

Results

Filters and 
Sort Controls

Detailed 
Descriptions 

of Fixes

Vulnerability Assessments Report Sample
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IBM Guardium Data Privacy Accelerator module : 

- Policy Controls : Policy Violations
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Capable to identify the “Real End User” activities 
- rather than connection information only

Application 

Server
Database 

Server

Joe Marc

User

� Issue : Application server uses generic service 
account to access DB

– Doesn’t identify who initiated transaction 
(connection pooling)

� Solution : Guardium tracks access to application 
user associated with specific SQL commands

– Out-of-the-box support for all major enterprise 
applications (Oracle EBS, PeopleSoft, SAP, 
Siebel, Business Objects, Cognos…) and custom 
applications (WebSphere, WebLogic, ….)

– Deterministic vs. time-based “best guess”
– No changes to applications
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Restrict Access to Cardholder / Personal Data by Business Need-to-Know

Session Terminated

Connection terminated

Issue SQL

Policy Violation:

Drop Connection

Hold SQL

Check Policy

On Appliance

Privileged 

Users

Outsourced DBA

DB2, MySQL, 

Oracle, 

Sybase, SQL 

Server, etc.

SQLApplication Servers

Production 
Traffic

S-GATE

� No database or application 
changes

� Without risk of inline appliances 
that can interfere with critical 
application traffic

� Prevents external attacks as well 
as policy violations by privileged 
users (DBAs, developers, 
outsourced personnel)

� Part of unified database security 
solution with single set of 
policies for fine-grained auditing, 
VA, discovery, access control, …
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Chosen by Leading Organizations Worldwide

• 7 of the top 10 global banks

• 5 of the top 6 global insurers
• 4 of the top 4 health care providers

• 8 of the top 10 telecoms

• 3 of the world’s favorite beverage brands
• 3 of the top 4 auto makers

• 2 of the top 3 global retailers

• Top government agencies

• Top global cardholder brand
• Top energy suppliers

• The most recognized name in PCs

• #1 dedicated security company
• Media & entertainment brands

• International airline brands
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Simplifying Enterprise Security for Dell

� Who: Connects with 5.4 billion+ customers every day

� Need:
– Improve database security for SOX, PCI & SAS70
– Simplify & automate compliance controls

� Guardium Deployment:
– Phase 1: Deployed to 300 DB servers in 10 data centers (in 12 weeks)
– Phase 2: Deploying to additional 725 database servers

� Environment:
– Oracle & SQL Server on Windows, Linux; Oracle RAC, SQL Server clusters
– Oracle EBS, JDE, Hyperion plus in-house applications

� Previous Solution: Native logging (MS) or auditing (Oracle) with in-house scripts
– Supportability issues; DBA time required; massive data volumes; SOD issues.

� Results: Automated compliance reporting; real-time alerting; centralized 
cross-DBMS policies; closed-loop change control with Remedy integration

– Guardium “successfully met Dell’s requirements without causing outages to any 
databases; produced a significant reduction in auditing overhead in databases.”

Published case study in Dell Power Solutions
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“Dominance in this space”

#1 Scores for Current Offering, 

Architecture & Product Strategy

“5-Star Ratings: Easy 

installation, sophisticated 

reporting, strong policy-based 

security.”

“Enterprise-class data security 

product that should be on every 

organization's radar."

“Top of DBEP Class”

“Practically every feature you'll 

need to lock down sensitive data.“

2007 Editor's Choice Award 

in "Auditing and 

Compliance"

““ GuardiumGuardium is ahead of the is ahead of the 
pack and gaining pack and gaining 

speed.speed. ””

“Most Powerful Compliance 

Regulations Tools ... Ever"

““ GuardiumGuardium is ahead of the is ahead of the 
pack and gaining pack and gaining 

speed.speed. ””

Validated by Industry Experts
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• IBM ISS Products & Services

• Tivoli Security Compliance Manager

• IBM Proventia Network Anomaly Detection System 

(ADS) 

• IBM Global Services

• IBM Rational AppScan

• IBM Tivoli Compliance Insight Manager

• IBM Tivoli Security Operations Manager

• IBM Proventia Server IPS

• IBM Global Services 

• IBM Digital Video Surveillance

• IBM Biometric Access Control

• IBM Global Services 

• IBM Tivoli Identity Manager

• IBM Tivoli Federated Identity Manager

• IBM Global Services 

• IBM Tivoli Access Manager

• IBM Tivoli zSecure Admin

• IBM Tivoli Compliance Insight Manager

• IBM Global Services 

• IBM Proventia Desktop Endpoint Security

• IBM Proventia Network Enterprise Scanner

• IBM Global Services 

• IBM Global Services

• Tivoli Console Insight Manager

• IBM Proventia Server Intrusion Prevention 

System  (IPS)

• IBM Proventia Network (IPS)

• IBM Global Services 

• IBM Tivoli Access Manager

• IBM Proventia Network Multi-Function Security

• (MFS) –IBM Global Services 

• IBM Storage Manager

• IBM Proventia Server IPS

• IBM PKI Services

• IBM Global Services 

• IBM System z Encryption Solutions

• IBM IMS and DB2 Encryption Tool

• IBM Data Encryption of IMS and DB2

• IBM System z  network encryption 

• DataPower XML Security Gateway

• Proventia Network Intrusion Prevention System

IBM Services, Software and Hardware  for  Total PCI  Compliance
Meeting Requirements of the Digital Dozen

The products outlined in this chart highlight IBM capabilities. Please call your local IBM executive for a full listing of all products and services that map to PCI requirements
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• IBM Software Development Platform

• IBM Tivoli CCMBD

• IBM Global Services 

• IBM Rational AppScan
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