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Agenda

o Introductions & facilities

e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis

» IBM® Rational® AppScan Overview
» Hands on Lab 3
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Welcome to the Technical Exploration Center

e Introductions

e Access restrictions
e Restrooms

e Emergency Exits
e Smoking Policy

e Breakfast/Lunch/Snacks — location and times

e Special meal requirements?
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POT Objectives

By the end of this session you will:
® Understand the Web application environment

® Understand and differentiate between network and application level
vulnerabilities

® Understand where the vulnerabilities exist

® Understand how to leverage AppScan to perform an automated scan for
vulnerabilities

© 2009 IBM Corporation
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Introductions

e Please introduce yourself
e Name and organization

e Current integration
technologies/tools in use

What do you want out of
this Exploration session?

© 2009 IBM Corporation
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Agenda

e Introductions & facilities

o Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Cross Site Scripting
» Hands on Lab 1
e Vulnerability Analysis (continued)
» Hands on Lab 2
e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3
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The Alarming Truth

“Approximately 100 million Americans have been informed that they have suffered a
security breach so this problem has reached epidemic proportions.”

Jon Oltsik — Enterprise Strategy Group

“Up to 21,000 loan clients may have had data exposed”
Marcella Bombardieri, Globe Staff/August 24, 2006

“Personal information stolen from 2.2 million active-duty members of the military, the
government said...”

New York Times/June 7, 2006

“Hacker may have stolen personal identifiable information for 26,000 employees..”
ComputerWorld, June 22, 2006

I i . - .
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Why Application Security is a High Priority

o Web applications are the #1 focus of hackers:
» 75% of attacks at Application layer (Gartner®)
» XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre®)

e Most sites are vulnerable:
» 90% of sites are wulnerable to application attacks (Watchfire®)
» 78% percent of easily exploitable vulnerabilities affected Web applications (Symantec™)
» 80% of organizations will experience an application security incident by 2010 (Gartner)

o Web applications are high value targets for hackers:
» Customer data, credit cards, ID theft, fraud, site defacement, etc

e Compliance requirements:

» Payment Card Industry (PCI) Standards, GLBA, HIPPA, FISMA,

|
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Building Security & Compliance into the Software Development
Lifecycle (SDLC)
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High Level Web Application Architecture Review
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Customer data is
App is deployed stored here
here

Application Servers

Firewall | —
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(Browser) v | Web Servers Database
SSL E (Presentation) App S_erver
/ i (Business
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Transport otects Netwo Middle Tier
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‘ il Network Defenses for Web Applications

Perimeter IDS IPS App Firewall
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Agenda

e Introductions & facilities

e Security Landscape

¢ Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2
e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3
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‘ ,"T\ Where are the Vulnerabilities?

- UGS (J -0 -
AppScan DE/BE eb Applicatic
Fortify
Ounce Labs 0-pa OMpone
Klockwork
Parasoft®

Database

Applications

Operating System

Network
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‘ !"5\ The Myth: “Our Site Is Safe”

Security

We Have Firewalls
in Place

We Audit It Once a
g Quarter with Pen Testers

We Use Network
Vulnerability Scanners

4 l_- ; ‘: ! f" /
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| —
‘!‘\ The Reality: Security and Spending Are Unbalanced

. .
Security | Spending \

%0 of Attacks %o of Dollars

Ol

pplicatio

75%0

75% of All Attacks on Information Security
Are Directed to the Web Application Layer

2’3 of All Web Applications Are Vulnerable

Gartner

N R
aichiil [ = g : -’I-
0 LCENL E .= |
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What is a Web Application?

" o The business logic that enables:
» User’s interaction with Web site

» Transacting/interfacing with back-end data
systems (databases, Change and Release
Management(CRM), Packaged Applications
etc)

e In the form of:

» 3rd party packaged software; i.e. Web server,
application server, software packages etc.

» Code developed in-house / Web builder /
system integrator

Input and Output flow through each layer of the application

A break in any layer breaks the whole application

© 2009 IBM Corporation Dlscoverlng the Value of Web Application Security Testing with IBM Rational AppScan
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Security Defects: Those | manage vs. Those | own

Infrastructure Vulnerabilities
or Common Web
Vulnerabilities (CWVs)

Application Specific
Vulnerabilities (ASVs)

Cause of Defect

Location within
Application

Type(s) of Exploits

Detection

Business Risk

Insecure application development by
3rd party SW

3" party technical building blocks
or infrastructure (Web servers,)

Known vulnerabilities (patches
issued), misconfiguration

Match signatures & check for known
misconfigurations.

Patch latency primary issue

Insecure application development In-
house

Business logic - dynamic data
consumed by an application

SQL injection, path tampering, Cross
site scripting, Suspect content & cookie
poisoning

Requires application specific knowledge

Requires automatic application lifecycle
security

Cost Control

As secure as 3" party software

Early detection saves $$$

© 2009 IBM Corporation
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Open Web Application Security Project (OWASP) and the
OWASP Top 10 list

e Open Web Application Security Project (OWASP) — an open organization
dedicated to fight insecure software

e “The OWASP Top Ten document represents a broad consensus about what the
most critical Web application security flaws are”

e We will use the Top 10 list to cover some of the most common security issues in
Web applications

© 2009 IBM Corporation



Application Threat

Negative Impact

Example Im pact

Cross-Site® scripting

Identity Theft, Sensitive Information
Leakage, ...

Hackers can impersonate legitimate users, and
control their accounts.

Injection Flaws

Malicious File Execution

Insecure Direct Object
Reference

Cross-Site Request Forgery

Information Leakage and
Improper Error Handling

Broken Authentication &
Session Management

Insecure Cryptographic
Storage

Insecure Communications

Failure to Restrict URL Access

Attacker can manipulate queries to the
DB /LDAP / Other system

Execute shell commands on server, up
to full control

Attacker can access sensitive files and
resources

Attacker can invoke “blind” actions on
Web applications, impersonating as a
trusted user

Attackers can gain detailed system
information

Session tokens not guarded or
invalidated properly

Weak encryption techniques may lead to
broken encryption

Sensitive info sent unencrypted over
insecure channel

Hacker can access unauthorized
resources

Hackers can access backend database information,
alter it or steal it.

Site modified to transfer all interactions to the
hacker.

Web application returns contents of sensitive file
(instead of harmless one)

Blind requests to bank account transfer money to
hacker

Malicious system reconnaissance may assist in
developing further attacks

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Confidential information (SSN, Credit Cards) can be
decrypted by malicious users

Unencrypted credentials “sniffed” and used by
hacker to impersonate user

Hacker can forcefully browse and access a page
past the login page
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1. Cross-Site Scripting (XSS)

e What is it?

» Malicious script echoed back into HTML returned from a trusted site, and runs under trusted
context

e What are the implications?
» Session Tokens stolen (browser security circumvented)
» Complete page content compromised
» Future pages in browser compromised

© 2009 IBM Corporation
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Demonstration — Cross Site Scripting

e Main points covered in the demo:
» Locating an a place where user input which is echoed back to the browser
» Seeing if the user input is echoed back ‘as-is’ or if it is properly encoded
» Exploiting the vulnerability

© 2009 IBM Corporation
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XSS Example |

@ L - el " ﬂ ||:| htl:p.u:,.",."www.testﬁre.netfseardﬂ.aspx?trtﬂearﬁ{i_sdf_] |"'| D"] |"’|':"Z"2'-;5'1' |"'*-]| - =2 X

AltoroMutual »

i ONLINE BANKING LOGIN PERSOMAL

p i ——
Sign In | Contact Us | Feadback | E«earth[l-EISdf I

Despncit Dradiurt: Search Results

Mo results were found for the gquery:

- E‘.agg
- Dmsterere s

N HTML code:

33_22&&@@ I-Cp}Nn results were found for the queryv:<br /><br /> )I

<gpan id=" ctl0 ctlld Content Mai n_lblSearch")M(r’span

INSIDE ALTORO MUTUAL
* About Us T
T S

Locations

-
-
-
-

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

& Find: | |8 @&

e i . o J
=z ~ |
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XSS Example |

@ - g - e] . ﬁ& | .earch.aspx?txtSeard"lF{saipt>ajert{doﬂ.:rnent.molde}l«:,."scr'rpt}n"| P'] |'|'I--:--:-_:-5—:— |'=+~J| - BB X
Sign In | Contact Us | Feedback | Searthl |[ =0 ] ﬁl
AltoroMutual o

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | NSIDE ALTC

PERSOMAL
. Search Results
» Checkin
* Losn Products ¥ The page at http://www.testfire.net says:
* Cards L
S T g S P / ‘!- ASP.MET_SessionId=trohgg450cpiSr45r2plifg; amSessionId=1824413181 3

Insurzsnce f_‘h

* Other Services

SMALL BUSINESS
& Deposit Products
. L'éndxng"'&gg' ices

HTML code:

p>lo results were found for the querv:i<br /><br />
span id="_ctl0 ctld Content Main 1blSearch"><=scri ptbm (document.cookie) </ script></ span

Eress Room

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

E3 Find: |

-
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Cross-Site Scripting — The Exploit Process

Evil.org

5) Evil.org uses stolen
session information to

1) Link to bank.com _
impersonate user

sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

User bank.com
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3
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Lab 1 Profile Web Application and XSS

e The Goal of this lab is to:

» profile the demo.testfire.net application

» utilize a Cross-Site Scripting vulnerability on the demo.testfire.net application in order to
access cookies on a target user’s browser

© 2009 IBM Corporation
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

* Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3

|
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2 - Injection Flaws

e What is it?
» User-supplied data is sent to an interpreter as part of a command, query or data.

e What are the implications?
» SQL Injection — Access/modify data in DB
» SSI Injection — Execute commands on server and access sensitive data
» LDAP Injection — Bypass authentication

© 2009 IBM Corporation
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SQL Injection

e User input inserted into SQL Command:

» Get product details by id:
Select * from products where id="$REQUESTI[“id"]’;

» Hack: send param id with value “ or “1'="1

» Resulting executed SQL.:
Select * from products where id=" or ‘“1’=1’

» All products returned

© 2009 IBM Corporation
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Demonstration — SQL Injection

e Main points covered in the demo or video:
» How to find a SQL injection vulnerability
» How to exploit a SQL injection vulnerability

W U A

e
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SQL Injection Example |

cﬁ - . - e] ﬁa ||:| htip: /fweww, testfire .net/bank login.aspx |"'| b"] |'|':1':'D'§i':' |L{.-]| - & X

Sign In | Contact Us | Feedback | Eeamhl |[ 50 ]

AltoroMutuaI > -ﬂ

m ONLINE BANKING LOGIN M

Online Banking Login

L ]

-

* Losn Producks

* Cards Usaermamea: ' |' I |
- s

|====:t:t |

Insurance Password:

- : . 5 = -
P

iﬂIDEALIGFREI MM_ -
e AboutUs
- {IEJEQ Sl
Lacations

-
-
-
-

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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SQL Injection Example Il

{"El - - & ﬂ[ ||—_| http: ffwww . testfire. net/banklogin. aspx |"| b‘l l"l':-:--i_—'-"i' |"'*-..I| - & X
Sign In | Contact Us | Feedback | Eearthl |I_ 5o ] !

——

AltoroMutual » E

An Error Has Occurred

4

Summary:

(Svntiu: error (missing operator) in guery expression 'username = ' AND password = "asdf". ]

Error Message:

System.Data.CleDb.OleDbException: Syntax arror (missing operator) in query expression 'usermamsa = """ AND password =
'asdf''. at System.Data.CleDb.CleDbCommand.ExecuteCommandTextForSingleResultitagDBEPARAMS dbFarams, Obhjecth
executeResult] at System.Data.OleCb.CleDbCommand.ExecuteCommandText{ Objecth executeResult) at
System.Data.CleDb.CleDbCommand.ExecuteCommand{CommandBehavior behavior, Objecth executeRasult) at
System.Data.OleDb.OlaDbCommand.ExecuteR eaderInternal{CommandBehavior behavior, String method) at
System.Data.CleDb.OlaDbCommand.ExecuteReader{ CommandBehavior behavior) at
System.Data.CleDb.OleDbCommand.System.Data. IDbCommand . ExecuteR eader{ CommandBehavior behawvior) at
System.Data.Common.DbDataAdapter.Fillinternal{ DataSet dataset, DataTable[] datatables, Int2Z2 startRecord, Int22
maxReaecords, String srcTable, IDbBbCommand command, CommandBehavior behavior) at
System.Data.Common.DbDataAadapter.Fill{DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behawvior] at System.Data.Common.DbhDatafsdapter.Fill{DataSet dataSet, String
srcTablel at Altoro.Authanticaticon. ValidateUsar{String ulName, String pWord] in
divdownloads\atoroMutual_wShywwebsitebbankilogin.aspx.cs:iline 68 at Alkoro.fAuthentication.Page_ Load({Cbject sender, Eventirgs
el in divdownloads\AltoroMutual_wSiwebsite\bankilogin.aspx.cs:line 32 at

System.Web.Util. CalliHelper.EventArgFunctionCaller IntPtr fp, Object o, Object £, EventArgs =) at

System.Web.Util. CalliEventHandlerDelaegateProxy.Callback{ Object sendear, Eventrgs &) at
System.Web.UIL.Control.OnLoad(EventArgs 2] at System.Web.UI.Control.LoadRecursive(] at
System.Web.UI.Page.ProcessRequestMain Boolean includeStagesBeforafsyncPoint, Boolean includeStagesaAfterfAsyncPoint]

\
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SQL Injection Example - Exploit

é = # = e] ﬁ ||:| http: ffwewew, testfire . net/banklogin. aspx |"| b—] |'|:c:: |Lh]| o5 =
Sign In | Contact Us | Feedback | Search |I |[ Go ] ‘fl
AltoroMutual 2> .ﬂ
m ONLINE BANKING LOGIN M
e CON i i :
D -pratitiey Online Banking Login
+ Checking
‘* Loan Products
% Cards Usarmame: |' or 1=1-- |
o+ Investments B r,
Insursnce Password: || | =
« Other Services

INSIDE ALTORO MUTUAL
o Cosbact Us
+ Locstions
P
o Carsers

Frivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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SQL Injection Example - Outcome

‘ﬁ bt~ e el tﬁ ||:| http: /e testfire. net/bank /main. aspx |"’| b‘] |‘r

Sign OFf | Contact Us | Feedback | Search | ==
AltoroMutual |

Google |'-{,]| - B X

& MY ACCOUNT PERSONAL

. viewacowne | Hello, John Smith
St ;

= Wiew Recent Welcome to Altoro Mutual Online.

= Transfe View Account Details: | 1001160140 Checking :v_l
Funds

'« Search News
Articles Congratulations!

* Customize
g S o ¥ou hawve been pre-approved for an Altoro Gold Wisa with a credit limit of $100007

Click Here to apply.
Erivacy Policy | Security Ststement | & 2007 Altoro Mutual, Inc.

The altoro Mutual website is published by Watchfire, Inc. for the scle purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any,. to third party
products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied.

bttp oS vwwave.vatchfire.comyfstatements/termis . aspx.

E Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to
E Copyright & 2007, Watchfire Corporation, All rights reserved.
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Injection Flaws (SSI Injection Example)
Creating commands from input

Met

ic !——Hexec cac SecocSasliprivace.p=m- |

[N
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The return is the private SSL key of the server

Helscape

File Edit “iew Go Communicator Help

- a4 4 e M B &

Back Earsand Reload Horme Search  Metzcape Frint

Security

G

‘t T Bookmarks \3&_ Go to: Ihttp:.-".-"www.1 23. comdmapsz. html

-] @7 what's Felated

ﬁlnstanthﬂessage tMembers whebbkd ail Connections BizJournal Smartllpdate tMktplace

We need a city, state; city, state zip; or a zip to generate a map

——

Street Address, Intersection or Airport Code

|<!——#Exec fhinfocat Setofasliprivate

City, State Zip or a ZIP

Set Map |

| (== |

| Document: Done

=
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3 - Malicious File Execution

e What is it?
» Application tricked into executing commands or creating files on server

e What are the implications?
» Command execution on server — complete takeover
» Site Defacement, including XSS option

© 2009 IBM Corporation
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Malicious File Execution — Example |

é = $ = e] % ﬁa ||:| http:ffwww . testfire . netffeedback.aspx

u

m DHLINE .
EANKING LOGIN p

- http: ffwana. testfire. net/comment. aspx =

il it Request Header Mame Request Header Value | Post Parameter Name _Post Parameter Value

; Host wwwe, testfire.net cfile 1 comments, txt I
B uct - | |
e M User-Agent | Mozillaf5.0 (Windows; U; Windoul name asdf

o+ Loan: Accept | textfxml,applimﬁon!ml,applimtl email_addr | asdf

Eroducts Acceptdanguage | en-us,en;g=0.5 | subject | asdf

Accept-Encoding | gzip,deflate | comments | asdf

Cards:
+ Investmentd
E Insurance |
~w Dther Keep-Alive | 300 |
MLLEEE- Connecton | keep-alive |

B'M&‘E.L.E.i.jiﬂ"m 5 5 Referer | http:ﬂwww.testﬁre.net,!ﬁaedbatl
& Deposit Cookie | asp.NET_Sessionid=adp4vzsso|
Eroducts
o L.én'i:ﬂrlg' ;
E -\...- 2 E L i d
- Tt

Accept-Charset | 150-8855-1,utf-8;0=0.7,%19=0. submit | +5ubmit+

'« Retirerment
% Other
‘Services

INSIDE ALTORO [ ok | [ concel |
MUTUAL

* Aboutus |

2 w [ submit ] [ clear Form |

* Locations

'+ Iowestor |
SRl |

Al i } ¥

'\

%
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Malicious File Execution — Example cont.

Tamper Popup

-~ http: ffwesw, testfire. net/comment. aspx

Request Header Name
Host

User-Agent
Accept
Acceptdanguage
Accept-Encoding
Accept-Charset
Keep-alive
Connection
Referer

Cookie

Reguest Header Value

| ww, testfire.net |

| Mozilla/5.0 (Windows; U; '|.I'I.|"rr1dm|

| textfxml,apﬂimﬁonfxml,apdimﬂ

en-us.en;q=0.5
| |

| ozip,deflate |

| 150-8859-1,utf-8;9=0.7,%q=0.

300 |

| keep-alive |

| htm:ffwww.testﬁre.netffeedbat|

| amlJserInfo=Userkame =JyE'u'ci.G|

E3

Post Parameter Mame | Yal

cfile [ | myevifie.aspx | |
rarme | asdf |
email_addr | asdf |
subject asdf |
comments | %I%ZE%#U-l—Page-i—LanguagE|
submit | +5ubmit+ |

%@ Page Language="C#" %>
% Response . Write (System.IO.File.ReadnllText
("o /windows/svstemiZ /drivera/etc/hostcs™) ) %>

Lok ][ concel |

-
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Malicious File Execution — Example cont.

ﬁ i e w ﬁﬁ |E| httpl:waw.testﬁre.netfm]revilﬁie.aspx]

o) B )] - &
asdf, asdf, asdf. £ Copyright (c) 1993-1999 MNicrosoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for
Windows_ # # This file contains the mappings of I[P addresses to host names. Each # entry should be kept on an individual line.
The TP address should £ be placed in the first column followed by the corresponding host name # The TP address and the host
name should be separated by at least one # space. # # Addiionally, comments (such as these) mav be inserted on individual =

lines or following the machine name denoted by a '# symbol. # # For example: # # 102.54.94 97 rhino acme. com # sowrce server
# 38256310 x acme. com # x client host 127 .0.0.1 localhost

|
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4 - Insecure Direct Object Reference

e What is it?
» Part or all of a resource (file, table, etc.) name controlled by user input.

e What are the implications?
» Access to sensitive resources
» Information Leakage, aids future hacks

© 2009 IBM Corporation
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Insecure Direct Object Reference - Example

‘@ 5 . e] : ﬂﬁ ||:| :waw.testﬁre.net,."defﬁult.asp:é_cuntent=business_deposjt.ht'n-|]"| B"] |"|'I--_'--

il
Sign In | Contact Us | Feadback | Eean:hl |[ [ €1s] ] —a
& ODOHLINE BANKING LOGIN PERSONAL SMALL BUSINESS
EERSOMNAL i
o e e Deposit Products
* Checkin
& Loan Products At Altoro Mutual, vwe offer business deposit producks
= Cards designed to help you manage your money and grow your
* Investments & business including:
Insurance =
T T Soau e et « Commercial Savings Accounts

« Commercial Money Market Accounts

Bt * Time Deposits
+ Deposit Products + High ¥Yield Investments
‘» Lending Se ces
‘& Cards : For more infermation about these products, please
‘& Insurance contact Altoro Mutual.
=+ Retiremer
'+ Other Services Mote: all Altoro Mutual business deposit accounts include

) : : free access to Altoro Mutuals secure, Online Banking site,
INSIDE &l TORO MUTUAL

Gm-ntad: Us
I_cu:ath'_‘rnﬁ
Investor Relations ==

where you can view account information, make payments
and transfers and more.

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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Insecure Direct Object Reference — Example Cont.

ﬁ e — - e] Q ||:| http:waw.testﬁre.netfdeﬁu_llt.aspyf_content;.fboot.ini -] |"’| B"] |"|'Z1-:--:|-;i§ |‘--{U]| - &F x

|
Sign In | Contact Us | Feedback | Ere-an:hl |[ S0 ] =

AltoroMutual 2» ﬂm‘

m ONLINE BEANKING LOGIN _ L | NS T

(I_ErrnH File must be of type txt or htm]
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Insecure Direct Object Reference — Example Cont.

ﬁ ~ . el ﬁE{ ||:| :tp.'waw.testﬁre.netfdef—dult.asp)@_mntent;.fboot.ini%ﬂ[].ht‘n]"'| B"] |" Google |'*-ﬁ,] | - 5 XX
-~
Sign In | Contact Us | Feedback | EEarchl |[ =0 ] =
@ OMNLINE BANKING LOGIN | PERSONAL 'SMALL BUSINESS | 1ns1DE ALTORG MUTUAL
R r[bl:hj-t loaderjtimeocut=320default=multi{0)disk{0)rdisk{0)partiticn{ L )\WINDOWS[operating
EBERSONAL systems]multi{0ldisk{0)rdisk({0)partition{ L WWINDOWS="Microsoft Windows %P Professional"
‘= Deposit Product /noexecute=optin /fastdetect
* Checking i
e q-Preid
« Cards
* Investments &
Insurance =

INSIDE ALTORO MUTUAL
* About Us

‘Contact Us

P _- Dﬂ _-:_

LR R B B )

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

'\

|
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5 - Information Leakage and Improper Error Handling

e What is it?
» Unneeded information made available via errors or other means.

e What are the implications?
» Sensitive data exposed
» Web App internals and logic exposed (source code, SQL syntax, exception call stacks, etc.)
» Information aids in further hacks

© 2009 IBM Corporation
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Information Leakage - Example

é - g - e] ﬁa ||:| http: ffwwewe, bestfire. net/banklogin. aspx |-r| p] |v|.:,.:.c._;;_:_ ||.__%]| _ 8 =
Sign In | Contact Us | Feedback | Eeamh| |[ So ] "ﬁl

AItoroMutuaI > -ﬂ

& ONLINE BANKING LOGIN PERSONAL

L Online Banking Login

Cards Username: || |

Insursnces Password: | |

- 2] 9 5 =
* Ot S

INSIDE AL TORO MUTUAL
- Aboutus
e Contsct Us
Locations <!—— To get the latest azdmin login, plesss contact Sitelps at £15-555-8155 —-3
E!%_E.e'ﬁ_abﬁg <py<span id=" ctl0| ctld Content Main message"”
Carsers

<hl>»C0nline Banking Login</hi>

-
-
-
-

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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Improper Error Handling - Example

@ - - IE ﬂj ||:| http: ffwwew  testfire.net/bank dogin. aspx |"| b‘l |-'| xlainl] |‘“ﬁ.]| - 5 x

Sign In | Contact Us | Feadback | Sean:h| |[ =0 J

AltoroMutuaI > g e

An Error Has Occurred

Summary: |

(S‘vntax arror (missing operator) in query axy i = name = ' AND password = "asdf''. ]

Error Message:

A System.Data.CleDb.OleDbExcaption: Syntas arror (missing oparator) in guery expression 'usernama = AMND password =
'asdf''. at System.Data.CleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDBEPARAMS dbParams, ObjactB ‘
executeRasult) at System.Data.Olebb.OleDbCommand.ExecuteCommandText] Objectt executeResult) at
System.Data.CleDb.OleDbCommand.ExecuteCommand({CommandBehavior behawvior, Objecth executeResult) at
System.Data.OleDb.CleDbCommand.ExecuteR eaderlnternal{ CommandBehavior behavior, String method] at
System.Data.CleDb.OleDbCommand.ExecuteR eader{ CommandBeshavior behawvior) at
System.Data.SleDb.CleDbCommand.System.Data. IDbCommand.ExecuteR eader{ CommandBehavior behavior} at
System.Data. Common.DbDatafAdapter.Filllnternal{DataSet dataset, DataTable[] datatables, Int22 startRaecord,; Int22 |
maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Common.bDataAadapter.Fill[DataSet dataSet, Int22 startRecord, Int22 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDatasdapter.Fill{DataSet dataSet, String
srcTable]} at Altoro.Authentication.ValidateUsear{String ulName, String pWard] in
d:ivdownloads\AltoroMutual_vShwebsitebankilogin.aspx.cs:line 68 at Alkoro.authentication.Page_Load(Object sender, Eventargs
a) in diidownloads\AltoroMutual_wvShwebsite\banki\login.aspx.cs:line 32 at
System.Web.Util.CalliHelper.EventArgFunctionCaller( IntPtr fp. Object o, Object £, EventArgs =) at
System.Web.util.CalliEventHandlerDelaegateProxy.Callback{Object ==nder, Evaentlrgs =) at
System.Web.UIL.Control.OnLoad(EventArgs ) at System.Web.UI.Control.LoadRecursive() at
System.Web.UI.Page.ProcessRequastMain{Boolean includeStagesBeforefsyncPoint, Booclean includeStagesAfterfsyncPoint]

1<
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Information Leakage — Different User/Pass Error

m ONLINE BANKING LOGIN | PERSONAL  SMALL BUSINESS M;DEMEEEM
Online Banking Login
Login Failed - Invalid Password
Username: |jsmith |
Password: || |
m
i ONLINE BANKING LOGIN | PERSONAL SMALL BUSINESS mmgﬂgl
+ Deposit Preduc Online Banking Login
sen bl Login Failed - Invalid Username
* :[E :'EE-EEE'.. — Username: |I'|DIJ5E.‘F |
‘ M Password: || |
. 2 ks Lagin
e 2

|
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6 - Failure to Restrict URL Access

e What is it?

» Resources that should only be available to authorized users can be accessed by forcefully
browsing them

e What are the implications?
» Sensitive information leaked/modified
» Admin privileges made available to hacker

© 2009 IBM Corporation
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Failure to Restrict URL Access - Admin User login

m ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS

Online Banking Login

; _ Username: |E||:|rr'|i|'| |
."'1_| =rce Password: |“‘“‘““""‘L |
:_. e TR R R .
SMALL BUSINESS.
e viewscountsummsre | HEHlO, Admin User
* View Recent
Tral ions Welcome to Altoro Mutual Online.

* Transfer Funds

+ Search News Articles View Account Details:

§ .'.""' VERNNY -‘
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Simple user logs in, forcefully browses to admin page

@ ONLINE BANKING LOGIN | PERSONAL SMALL BUSINESS
g .B‘ E- iﬁ‘ \!E. ! . i " =
+ Denosit Broduct Online Banking Login
o Chudhing
- an ducts
+ Cards Username: |j5mith |
s Investments &
Insurance Password: |********l |
s Other Services :
Login
& -2 - O & 0O hth}:.n".n"www.testﬁre.neéadmmfadmm.aspx| - p] Gl Goodle I._.\]

Sign OFf | Contact Us | Feedback | Sean:h|

B MY ACCOUNT

AltoroMutual » .ﬂ

* View
Values
+ Edit Users

Users: Account Types:

Edit User Information

| 100116074 jsmith % | | Savings v

Add an account to an existing user.

Add Account
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Failure to Restrict URL Access: Privilege Escalation Types

e Access given to completely restricted resources
» Accessing files that shouldn’t be served (*.bak, “Copy Of”, *.inc, *.cs, ws_ftp.log, etc.)

e Vertical Privilege Escalation

» Unknown user accessing pages past login page
» Simple user accessing admin pages

e Horizontal Privilege Escalation
» User accessing other user's pages
» Example: Bank account user accessing another’s

|
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

e Automated Vulnerability Analysis

» AppScan Overview
» Hands on Lab 3

© 2009 IBM Corporation
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Lab 2

Lab 1 — Profile Web Application, Steal Cookies

Lab 2 — Login without Credentials, Steal Usernames and Passwords, Logging
into the Administrative Portal

Lab 3 — Automated Scan of Website

© 2009 IBM Corporation
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Agenda

e Introductions & facilities
e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Hands on Lab 1

e Vulnerability Analysis (continued)
» Hands on Lab 2

o Automated Vulnerability Analysis
» AppScan Overview
» Hands on Lab 3

|
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W atchfire in the Rational Portfolio

BUSINESS

SOFTWARE QUALITY SOLU Test Automation

Test and Change Manager
Interface Content

Requirements Test Compliance Compliance

Rational Rational ClearQuest®
RequisitePro®

Test Automation

Developer Test Functional Test Performance Test
Rational PurifyPlus Rational Functional Tester Plus

_ Rational oort Ratlona!r t
Rational Test Functional Tester eriormance fester

RealTime

DEVELOPMENT
OPERATOI

Rational Robot

Quality Metrics

Project Dashboards Detailed Test Quality Reports

e
a0 -
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AppScan

e What is it?

» AppScan is an automated tool used to perform vulnerability
assessments on Web Applications

e Why do | need it?
» To simplify finding and fixing Web application security problems
e What does it do?

» Scans Web applications, finds security issues and reports on them
in an actionable fashion

e Who uses it?
» Security Auditors — main users today
» QA engineers — when the auditors become the bottle neck

» Developers — to find issues as early as possible (most efficient)

« SRS S N
. ) (Y
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IBM Rational AppScan Ecosystem

AppScan Enterprise / Reporting Console

: ) :
AppScan  AppScan Ent. . (scanning agen / AppScan AppScan
Developer Ed  QuickScan A&%zﬁzi?] B:"e‘:lgd (QA clients) Enterprise us¢' Standard Ed
(desktop)  (Web client) ged AppScan Tester Ed (Web client) [l (desktop)
T
= Ir
—
: AppScan Express
Rational Rational - _ - (desktop)
Application Software Rational Rational Rational Quality
Developer Analyzer ClearCase Build F°"9f Manager
( Rational ClearQuest / Issue Management
CODE BUILD QA SECURITY
Build security testing into Automate Security / . . . Security & Compliance
the IDE* Compliance testing in the Security/ compliance testing Testing, oversight, control,
\ j \ Build Process \ incorporated into testing & j \ policy, audits
remediation workflows
C IBM Rational Web Based Training for AppScan )
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What does AppScan test for?

Web Applications

Third-party Components

GppScan

\/

Database
Applications
Operating System

Network

N v~
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How does AppScan work?

e Approaches an application as a black-box
e Traverses a Web application and builds the site model
e Determines the attack vectors based on the selected Test policy

e Tests by sending modified HTTP requests to the application and examining the HTTP
response according to validate rules

Web Application
HTTP Request ‘ g
I : .| Application
=
e | [ >
= Databases
Web
HTTP Response Servers

|
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AppScan Goes Beyond Pointing out Problems

2 Identify security Develop fix
vulnerabilities recommendation =
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Actionable Fix Recommendations

File Edit View 5can Tools Help
D a = @ |°Scan » ) Stop EManu&E Explore !xScan Configuration Scan Log P ||E Report & Update

View ﬁ My Application (52) | L) Scanis Incomplete Mare Information
=% http://demo testfire net/ (53

= £13) mm By: Severty  Highest on top

ﬁ] --[53] cgiexe (1) {54 53 Security Issues (368 variants) for "My Application’
Security Issues g s = @ Bind SQL Injection (4)
' e [ http://demo testfire net/bank /accourt asp (1)
] @ http:#/demo testfire net/bankogin aspx (2]
0 ] fet::d(.asm; M @ http://demo testfire netbanktransaction aspx (1)
(i searchaspx (1) @ Cross-Ste Scripting (5)

Remediation Tasks % :llr:sc:'}be ;amm ﬂ Format String Remate Command Execution (1)
-3 P @ HTTP Response Spltting (1)

2 . - @ 50L Injection (6]

R ¥ jrinr @ e rmant)

Appfiéatiun D ) bark (40) S Cookie Poisoning SGL Injection (1)

- images (1)

+ General
There are several issues whose remediation lies in sanitizing user input.
By verifying that user input does not contain hazardous characters, it is possible to prevent
malicious users from causing your application to execute unintended operations, such as
launch arbitrary SCQL queries, embed Javascript code to be executed on the client side, run
various operating system commands etc.

Itis advised to filter out all the following characters:
[11| ipipe sign)
[2] & (ampersand sign)
[31,; (semicolon sign)

b

Visited URLs 108/108 Completed Tests 14134/14134 l 53Secuitylsues @18 W4 D2 (D9
‘ (T
. _ -
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& AS7.5 Demo Scan 1.scan - Watchfire AppScan

Fle Edt Vew Scan  Tools Help

D [ai = @ |°5l3|"| > ) Stop Eﬂr\"la:malfnqﬂore |xSmnCoﬂﬁwaﬁoﬂ Sanog p |mﬂﬂport iUpdate

View ]::5 My Application (54) | i) Scanis Incomplets

Maore Information =

= 'ig hitp://demo testfire.net/ (54)

feged B Soveny | Bl iy

= @ Blind SQLIruecmon (4)

ﬂ B4 Secunty Issues (370 vaniants) for 'My Application’

(] ﬂ Cros Fim o T
= @ Format Stnng R Severity k
& @ HTTP Respons oo ieet
il svierar s ® @ SessionMotlm . . .
é subsc:'ibealspx @ = @ SGL Injection
= : = @ XPath Injection] Delete

Defect Details

Credentialz

[ subscribe swf

(28 survey_questions.aspx
EI A admin (1)

-0 bark (41)

-1 images (1)

& W Cookie Poisonir

Set as Non-vulnerable

& W Directary Listing
& W Predictable Log

Report False Positive

Defect Details

Summary; |SQLIniection in hitp: /frevelation/acmehackme/bank dogin. azps [Farameter passw)

= Type:

# CVE Reference(s):
s Security Risk:
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7 WASC Threat Classification:

Application-level fes
Client-side Atlacks:

4
= Visited URLs 1124112 | [)] Completed Tests 14255/14255 [} 54 Security lssues | @ 19 W
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scripting
M/A

It is possible to sted
customer session aj
which may be used
a legitimate user, a
hacker to view or al
and to perform tran
user

: |
Project: I:I Kepwords; oo B
Severty: | 1-Critical v Semptoms: v
Friority: nmedia Owner:
3-Momal Queue
4-Law Pricrit |
[rescription
S0L Injection

Application-level test

WASC Threat Classification: Command Execution: SOL Injection

Security Risk: Itis possible to view, modify or delete database entries and tables |

Aftachments
D Open [=]Edit X Remove fﬂdd Attachment, .

el @l g

Advizgorphtml  FisRec. html Wariant]-Tes...

[T
{ "II w

El

W ariant2-Ori...

TH T B

Wariant2-Tes...

E|

W ariant]-Ori... W ariant3-Ori...

[ Cancel ] [ Log Defect]
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Lab 3 overview

e The goal of this lab is to use AppScan in order to automate the detection of
vulnerabilities within a Web application

N £ f_;} '-‘_

|
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Session summary

An IBM Proof of Technology
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Session summary

® Understand the Web application environment

® Understand and differentiate between network and application level
vulnerabilities

® Understand where the vulnerabilities exist
® Hands on exercises to understand types of vulnerabilities
® Hands on exercise to leverage automated scan for vulnerabilities

|
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Questions

~n N
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Next steps

e We can schedule a Vulnerability Assessment of one our your Applications -

| =
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Reference materials

e IBM.com

» http://www-306.ibm.com/software/rational/welcome/watchfire/products.html

© Copyright IBM Corporation 2009. All rights reserved.

The information contained in these materials is provided for informational purposes only, and is provided AS IS w ithout w arranty of any kind, express or implied. IBM shall not be responsible
for any damages arising out of the use of, or otherw ise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any w arranties or
representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM softw are. References in these materials
to IBM products, programs, or services do not imply that they will be available in all countries in w hich IBM operates. This information is based on current IBM product plans and strategy, w hich
are subject to change by IBM w ithout notice. Product release dates and/or capabilities referenced in these materials may change at any time at IBM's sole discretion based on market
opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any w ay.

IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation,
in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

PP = T |

|
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We appreciate your feedback.
Please fill out the survey form in
order to improve this educational
event.

— . — —
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